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Abstract—THIS PAPER IS ELIGIBLE FOR THE STUDENT
PAPER AWARD – Iterative bit flipping decoders are an efficient
and effective decoder choice for decoding codes which admit a
sparse parity-check matrix. Among these, sparse (v, w)-regular
codes, which include LDPC and MDPC codes are of particular
interest both for efficient data correction and the design of
cryptographic primitives. In attaining the decoding the choice
of the bit flipping thresholds, which can be determined either
statically, or during the decoder execution by using information
coming from the initial syndrome value and its updates. In this
work, we analyze a two-iterations parallel hard decision bit
flipping decoders and propose concrete criteria for threshold
determination, backed by a closed form model. In doing so,
we introduce a new tightly fitting model for the distribution of
the Hamming weight of the syndrome after the first decoder
iteration and substantial improvements on the DFR estimation
with respect to existing approaches.

I. INTRODUCTION

This work focuses on sparse binary codes with block length n,
dimension k, and redundancy r=n−k that can be described by
a r×n parity-check matrix H = [hi,j ], with i∈{0, . . . , r−1},
j∈ {0, . . . , n−1}, having constant numbers of asserted bits in
every row and column, which in turn are referred to as row-
and column-weight and denoted as w and v, respectively. Such
codes are referred to as (v, w)-regular codes satisfying, by
construction, the constraint n

r = w
v , and consequently exibiting

a rate k
n = 1 − v

w . Among the binary Low Density Parity
Check (LDPC) [1], [2] and the binary Moderate Density Parity
Check (MDPC) [3], [4] codes, there are (v, w)-regular codes
that admit a sparse parity-check matrix amenable to efficient
linear-time decoding algorithms, with column and row weights
in the range of O(log(n)) for LDPCs and O(

√
n log(n))

for MDPCs. As a consequence, sparse regular codes are
currently among the most interesting ones for engineering
applications concerning error correction and post-quantum
cryptography [4], [5]. Given a (v, w)-regular binary code with
a r×n parity-check matrix H and the value of a syndrome
s=HeT derived from an unknown error vector e with weight
t=wt (e), the corresponding set of parity-check equations can
be written as

∑n−1
j=0 hi,jej = si, where ej are the unknown

error bits, hi,j are the known coefficients of the H matrix, si
the known constant terms provided as bits of the syndrome,
while additions and multiplications are meant to be executed
modulo 2 (i.e., as operations in the Galois Field GF(2)). Any

Algorithm 1: BIT FLIPPING ALGORITHM

Input: s: r × 1 syndrome (obtained as s = Hc̃T = HeT), where
c̃ is an error affected codeword, and e is the 1× n unknown
error vector with weigth t,

H: r × n parity-check matrix,
iterMax: max number of of permitted iterations.

Output: ē = [ē0, . . . , ēn−1]: bits of the error vector estimate,
decodeOk: value indicating success, 1, or fail, 0.

1 ē← 01×(n−1) // bit vector
2 iter← 1
3 while (s ̸= 0r×1 and iter ≤ iterMax) do
4 for j from 0 to n− 1 do
5 upcj ← ⟨s, h:,j⟩ // si·hi,j as integer
6 th← THRESHOLDCHOICE(iter, s)
7 for j from 0 to n− 1 do
8 if (upcj ≥ th) then
9 ēj ← ēj ⊕ 1

10 s← s⊕ h:,j

11 iter← iter + 1
12 if (s = 0r×1) then decodeOk← 1
13 else decodeOk← 0
14 return ē, decodeOk

equation is said to be either satisfied, if its constant term is
clear (i.e., si=0), or unsatisfied, if its constant term is asserted
(i.e., si=1). The decoding strategy of interest in this work is
the (parallel) bit flipping decoding procedure introduced by
Gallager in [1] to iteratively estimate the most likely value ē of
the error vector e, given s and H and the initial value ē = 01×n
as shown in Algorithm 1. It proceeds by iteratively refining
an estimate ē of the value of the error vector. In particular,
denoting with d̄ = e⊕ ē, the vector of discrepancies between
the estimate and the actual error vector, we can observe that
Algorithm 1 keeps the relation Hd̄T = s true at the end of
each iteration. In the following, we will refer to a value at
the end of any iteration of the loop at lines 3–11 adding a
superscript integer with the value of the variable iter between
round braces, e.g., s(1) will denote the value of the syndrome
vector at the end of the first iteration. A null superscript will
denote values before the execution of Algorithm 1, e.g., s(0)

will denote the initial syndrome value taken as input.
This work builds on the one from [6], where the authors

denotes as E(iter) the random variable modeling the Hamming
weight d∈{0, . . . , n} of the discrepancy vector d̄(iter) after the
iter-th iteration of the decoding algorithm. They provide a
closed form method to compute its probability mass function
(p.m.f.), Pr(E(iter)=d), for iter=1 and iter=2, starting
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from Pr(E(0)=t)=1 (since ē(0) is null and wt (e) = t).
In particular, denoting as Wt the random variable modeling

the initial weight of the syndrome, i.e., y = wt
(
s(0)

)
,

the contribution in [6] shows how to compute the p.m.f.
Pr(Wt = y) as a function of the code parameters and weight
t of the error vector, and evaluate Pr(E(iter) = d) as:

Pr(E(iter) = d)=
r∑

y=0

Pr
(
E(iter) = d | Wt = y

)
Pr(Wt = y).

The computation in [6] considers the THRESHOLDCHOICE
function as yielding values chosen a-priori, only depending
on iter, with no dependency on the syndrome value s or
other runtime values of the decoder. It is however known to
be beneficial to the decoding capability to take into account
information such as the syndrome weight into the choice of
a threshold [7], [8]. The rationale of such an approach is
that the syndrome weight provides information on how many
discrepancies are left over to correct, and on the extent of the
interference on the parity-check equations happening due to
the positions of the erroneous bits in e. Picking the thresholds
as a function of the weight of one or more syndromes (in
distinct iterations of the decoder) has proven to be of particular
interest and efficiency in LDPC/MDPC iterative decoding
for cryptographic purposes. In particular, the post-quantum
BIKE [9] and LEDAcrypt cryptosystems [8] employed such an
approach. The former, in its last revision, did so to improve on
the DFR of the system [7], which was found not to be meeting
the requirements to guarantee proper security levels [10]. The
latter aimed to reduce the DFR of the decoder when the
cryptosystem is used for ephemeral key encapsulation.
Contributions. Providing a closed form model for the overall
DFR of iterative decoders, which apply a threshold choice
function that is dependent on the whole state of the algorithm,
is the open research challenge this work addresses, having
both a theoretical and a practical interest in cryptosystem
design [8], [9], [11], [12]. To do so, we introduce a model
for the distribution of the weight of the syndrome after the
first iteration of the bit flipping decoder, wt

(
s(1)

)
. Given

such a distribution, we derive the threshold values for the
first and second iteration minimizing the expected DFR value,
which is computed as a function of the code parameters,
the error weight, the syndrome weights and the threshold
values themselves. While the proposed approach allows to
perform a joint optimization of the threshold values for the
first and second iteration, it also allows to perform such
threshold value optimizations separately, in turn allowing our
proposal to scale up to code sizes of interest for cryptographic
purposes, while operating the computation on an off-the-shelf
laptop. We provide numerical validations for our model of
the distribution of the syndrome weight wt

(
s(1)

)
and for

the fitness of our two-iterations DFR model derived from it.
We quantify the two-iteration DFR performance gap of our
threshold selection criteria w.r.t the current state of the art one
employed in the BIKE cryptosystem, and a fixed threshold
decoder. Furthermore, we show that our approach matches
the performance of the one obtained by regressing the best

possible thresholds from decoding of 108 randomly chosen
errors with fixed weight. For the sake of reproducibility, our
codebase from which we obtained our results is available at 1

II. PRELIMINARIES

In the following, before deriving the distribution of the
weight of the syndrome computed at the end of the first
iteration of the decoder (Section III), showing how to compute
in closed form the DFR of the decoder at the end of its
second iteration and derive the thresholds required for the
evaluation of the unsatisfied parity-check counters (upc) in
Algorithm 1 (Section IV), we summarize the main concepts
and notation of the analyses developed in [6] upon which
we build. In particular, we assume the same premises, that
is we consider the rows of H as independently and uniformly
random drawn from the set of binary vectors having length
n and weight w, keeping into account the constraint on the
weight of each column to be v. Furthermore, we adopt the
same logical partition of the bit positions in the discrepancy
vector after the first iteration (i.e., d̄(1)) that was introduced
in [6], and each bit position, i, of d̄(1) is thought to be included
in a set labeled with a pair (a, b), where a = ei and b = d̄

(1)
i .

The four resulting classes and their cardinalities are denoted as
Ja,b and |Ja,b| = ϵab, respectively. Differently from [6], where
the thresholds employed in Algorithm 1 are chosen a-priori,
we derive the criterion to compute the threshold applied during
the first iteration of Algorithm 1, as a function of the weight of
the received syndrome y = wt

(
s(0)

)
, i.e., th(1)(y), while the

threshold to be applied during the second iteration is derived as
a function of y, the amount z0 of satisfied parity-check equa-
tions that became unsatisfied after the first iteration, and the
amount z1 of equations that remained unsatisfied after the first
iteration, i.e., th(2)(y, z0, z1). Note that z0 + z1 = wt

(
s(1)

)
,

and that computing z0 and z1 requires little computational ef-
fort. Our model allows also to derive the THRESHOLDCHOICE
procedure as a function of other informative quantities about
the state of the decoder, such as the number of flips that
take place in the estimated error vector at the end of the
previous iteration, or the values of each unsatisfied parity-
check counter, upcj , 0≤j≤n−1 at the end of the previous
iteration (thus, including the behavior of decoders such as
the one in [13]). However, in our study of the two-iterations
bit flipping decoder, we chose to employ z0 and z1 only, for
the sake of computational efficiency and the relatively small
memory footprint needed to tabulate the values yielded by the
THRESHOLDCHOICE function.

For the analyses developed in the next sections, we are going
to re-use the the derivation in [6] that leads to the computation
of the probabilities punsat|0, and punsat|1, which in turn capture
the likelihood of any parity-check equation in HeT = s, (e.g.,
the i-th one, 0≤i≤r−1), to be unsatisfied, given that either a
clear bit or an asserted bit, in the unknown actual error vector
(say it ej = 0, or ej = 1) appears among the terms of the
equation itself (i.e., hi,j = 1). In this work, we are going to

1https://crypto.deib.polimi.it/threshold_optimization.zip

https://crypto.deib.polimi.it/threshold_optimization.zip


consider punsat|0 and punsat|1 as a function of the weight of the
original syndrome y=wt

(
s(0)

)
. Subsequently, these quantities

are employed to compute the statistical distribution of the upc

values, as a function of th(1)(y), at the end of the first iteration
of the decoder, and derive from them the probabilities pflip|0
and pflip|1 that a bitflip in the error vector estimate ē have
been incorrectly (d+) or correctly (d−) performed, i.e., if it has
increased or decreased the weight of the discrepancy vector,
respectively:

pflip|0 =
∑v

a=th(1)(y) BIN(v, punsat|0, a),

pflip|1 =
∑v

a=th(1)(y) BIN(v, punsat|1, a).

The previous formulae, where BIN(tr, spr, ns) denotes the
binomial p.m.f., with ns success events out of tr independent
events and a success probability of spr, are consequently
employed to compute the p.m.f. of the number of discrepancies
added or substracted to the weight of d̄(1), as follows:

δ+,y(d+) = BIN(n− t, pflip|0,d+)
δ−,y(d−) = BIN(t, pflip|1,d−),

pointing out the dependency from the original syndrome
weight y. Further consequences are that, at the end of the
first decoding iteration, Pr(|J0,1| = m) and Pr(|J1,1| = m),
can be expressed as:

ϵ01 = |J0,1|, Pr(ϵ01 = m) = δ+,y(m),

ϵ11 = |J1,1|, Pr(ϵ11 = m) = δ−,y(t−m).

Finally, the probabilities of flipping (pflip|...) or maintaining
(p¬flip|...) a bit in the error vector estimate given that the cor-
responding bit in the actual error vector (clear, i.e., p¬flip|0...
or asserted, i.e., p¬flip|1,...) is involved in at least one out of
v parity-check equations, either satisfied or unsatisfied are:

pflip|0,oneEqSat =
∑v−1

a=th(1)(y) BIN(v − 1, punsat|0, a)

p¬flip|1,oneEqSat =
∑th(1)(y)−1

a=0 BIN(v − 1, punsat|1, a)

pflip|0,oneEqUnsat =
∑v−1

a=th(1)(y)−1 BIN(v − 1, punsat|0, a)

p¬flip|1,oneEqUnsat =
∑th(1)(y)−2

a=0 BIN(v − 1, punsat|1, a).

III. DISTRIBUTION OF THE SYNDROME WEIGHT wt
(
s(1)

)
In the following, we describe how to compute the distribu-

tion of the random variable W(1)
ϵ01,ϵ11 that models the weight

of the syndrome vector at the end of the first iteration of
the decoding algorithm, which in turn performed d+=ϵ01
incorrect flips and d−=t−ϵ11 correct flips of the bit values
into the estimated error vector ē. In particular, the p.m.f
Pr(W(1)

ϵ01,ϵ11 = z), z∈{0, . . . , r}, is derived as a function of the
code parameters n, k, v, w and the weight t of the error vector.
For the sake of clarity, in this section we are going to omit the
conditioning of every event to the one stating that the random
variable modeling the original syndrome weight takes a spe-
cific value, i.e., the event (W(0)

t = y), where y = wt
(
s(0)

)
.

We denote with (Z0,Z1) the pair of random variables with
joint p.m.f. Pr(Z0 = z0,Z1 = z1), where 0≤z0<r, 0≤z1≤r,
and 0≤z0+z1≤r. These variables model the number of parity-
check equations which became (resp. stayed) unsatisfied after

computing the first iteration. We note that s(1) is computed as
the sum of the columns of H indexed by asserted bits in d̄(1).
Assuming to know ϵ01 and ϵ11, we define a time-dependent
non homogeneous Markov process, which models the proce-
dure computing s(1) yielding the same result of the operations
in lines 7–10 in Algorithm 1. The positions of the (correct
and incorrect) asserted bits in d̄(1) belong to J0,1 and J1,1,
and we consider different transition probabilities depending
on whether the position in d̄(1) inducing the column addition
being modeled is in one set or the other. For all possible
values of l01∈{0, . . . , ϵ01}, l11∈{0, . . . , ϵ11}, we consider the
states of the Markov process as the elements of the sequences
(d̄(1), s(1))0,0, . . ., (d̄(1), s(1))l01,l11 , . . ., (d̄(1), s(1))ϵ01,ϵ11 to
represent all possible chains of additions of columns of H to
s(1) that may be envisioned in correspondence with the bit
values in d̄(1). The single initial state of the said sequences
is defined by a null discrepancy vector and a null syndrome
vector. The initial distribution of our Markov process is:

Pr
(
(Z0 = z0,Z1 = z1)(0,0)

)
=

{
1 if z0 = z1 = 0

0 elsewhere

Given the commutativity of additions, all the paths to
reach the final state can be considered equivalent. As
a consequence, to ease the computations and without
loss of generality we assume to perform all the steps
(0, 0) → (1, 0) → · · · → (l01, 0) → · · · → (ϵ01, 0),
incrementing l01, then performing all the steps in
(ϵ01, 0) → (ϵ01, 1) → · · · → (ϵ01, l11) → · · · → (ϵ01, ϵ11),
incrementing l11. Our aim in defining this Markov process is
to compute the final joint distribution of (Z0,Z1)(ϵ01,ϵ11). To
this end, we derive the (r + 1)r×(r + 1)r transition matrix
of the process containing in each cell the values:

Pr
(
(Z0 = x0,Z1 = x1)(l01+1,l11)

| (Z0 = z0,Z1 = z1)(l01,l11)

)
,

Pr
(
(Z0 = x0,Z1 = x1)(l01,l11+1) | (Z0 = z0,Z1 = z1)(l01,l11)

)
,

for all l01 ∈ {0, . . . , ϵ01}, l11 ∈ {0, . . . , ϵ11}, and all x0, x1
in the same range of Z0,Z1, respectively. The complete
derivation is reported in Appendix A of the extended version
of this paper [14]. Representing the joint bivariate p.m.f.
distribution, at each step of the process, as a (r + 1)r array,
the application of the transition matrix along the paths
described before allows to exhibit the distribution on the final
state, i.e., Pr(Z0 = z0,Z1 = z1)(ϵ01,ϵ11), for all admissible
values of z0 and z1. At the end of the first iteration fo
the decoder, knowing that |J0,1|=ϵ01 and |J1,1|=ϵ11, it is
possible to compute the p.m.f. Pr(W(1)

ϵ01,ϵ11 = z) composing
the following with the formula of total probabilities to keep
into account the conditioning by the event (W(0)

t = y).
min(z,r−y)∑

z0=max(0,z−y)

Pr
(
(Z0 = z0,Z1 = z − z0)(ϵ01,ϵ11)

)
.

IV. SECOND ITERATION DFR AND THRESHOLDS

To derive the DFR after the second iteration of the parallel
decoder, we derive the probabilities of flipping bits of d̄(1)
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th(1) = 25 fixed. Numerical results obtained with 108 random samples. depicts the model distribution over even values of z, over odd ones.

depending on the inclusion of their positions in Ja,b, with
a, b∈{0, 1}, as a function of y = wt

(
s(0)

)
, ϵ01, ϵ11, z0, z1,

which summarize the state of the decoder after its first
iteration. The said DFR equals the probability that the de-
coder makes at least one incorrect decision during its second
iteration. In particular, we derive the pflip|00, pflip|01, pflip|10
and pflip|11, as the probability of flipping bits in J0,0, J0,1,
J1,0, and J1,1, respectively, as reported in Appendix B of
the extended version of this paper [14]. Consequently, we
can derive DFR(y, ϵ01, ϵ11, z0, z1) as the probability of not
performing all the right flips during the second iteration, i.e.:

1− (1−pflip|00)n−t−ϵ01 ·pϵ01flip|01 · (1−pflip|10)
t−ϵ11 ·pϵ11

flip|11

To obtain a closed form of the DFR as a function of only code
parameters and the original error weigth t, denoted as, DFR(2),
we proceed by enriching our computational procedure with
the averaging over all possible values of y, ϵ01, ϵ11, z0, z1.

DFR(2) =
∑r

y=0 Pr
(
W(0)

(t) = y
)
·

·
(∑n−t

ϵ01=0

∑t
ϵ11=0 δ+,y(ϵ01) · δ−,y(t− ϵ11)·

·
(∑r−y

z0=0

∑y
z1=0 Pr

(
(Z0 = z0,Z1 = x− z0)(ϵ01,ϵ11)

)
·

·DFR(y, ϵ01, ϵ11, z0, z1)))

The aforementioned step, in line with the assumption stated
in Section II, and in [6], considers each flipping decision in
isolation. We provide an extended discussion on taking into
account the whole set of constraints coming from the regularity
of the parity check matrix H at once, in Appendix D of the
extended version of this paper [14].
Computation of Thresholds. We have now reached the
point where we want to find the most convenient threshold
selection functions t̂h

(1)
(y) and t̂h

(2)
(y, z0, z1). To this end,

we construct them pointwise as th(1)(a), th(2)(a, b, c) for
all possible fixed values a, b, c. To express our procedure,
we highlight the dependency of DFR on the threshold choice
as DFR(a, ϵ01, ϵ11, b, c, th

(1)(a), th(2)(a, b, c)), and likewise
the one of the discrepancy distributions after the first
iteration as δ+,a(ϵ01, th

(1)(a)), δ−,a(t − ϵ11, th
(1)(a)). We

determine each pair of values
(
t̂h

(1)
(a), t̂h

(2)
(a, b, c)

)
as:

argmin
0 ≤ τ1 = th(1)(a) ≤ v;

0 ≤ τ2 = th(2)(a, b, c) ≤ v

{ n−t∑
ϵ01=0

t∑
ϵ11=0

δ+,a(ϵ01, τ1) δ−,a(t− ϵ11, τ1)·

·Pr
(
(Z0 = b,Z1 = c)(ϵ01,ϵ11)

)
· DFR(a, ϵ01, ϵ11, b, c, τ1, τ2)

}
.

Deriving all the points of the t̂h
(1)

(y) and t̂h
(2)

(y, z0, z1)
functions proves to be computationally expensive, especially
for cryptographic-grade code parameters, as it scales as
r3nt. To reduce the computational effort, we split the
joint optimization problem into two separate ones. We first
find the r values constituting t̂h

(1)
(y) employing only

information available at the end of the first iteration.
In particular, for each value 0≤a≤r, we compute
the threshold value, which minimizes the amount of
discrepancies left by the first iteration, i.e., t̂h

(1)
(a) is:

argmin
0 ≤ τ1 = th(1)(a) ≤ v

{
n−t∑
ϵ01=0

ϵ01δ+,a(ϵ01, τ1) +

t∑
ϵ11=0

ϵ01δ−,a(t− ϵ01, τ1)

}
.

Once t̂h
(1)

(y) is available, we optimize the second iteration
threshold as a function of z0 and z1 alone, i.e. t̂h

(2)
(z0, z1).

To find the values t̂h
(2)

(b, c), for all the pairs of values b, c we
minimize the DFR after the second iteration while employing
each value obtained with the first iteration threshold selection
function t̂h

(1)
(y), averaged over every possible value of y:

t̂h
(2)

(b, c) = argmin
0≤τ2=th(2)(b,c)≤v

{∑r
y=0 Pr

(
W(0)

(t) = y
)
·

·
(∑n−t

ϵ01=0

∑t
ϵ11=0 δ+,y(ϵ01, t̂h

(1)
(y)) δ−,y(t− ϵ11, t̂h

(1)
(y))·

·Pr
(
(Z0 = b,Z1 = c)(ϵ01,ϵ11)

)
· DFR(y, ϵ01, ϵ11, b, c, t̂h

(1)
(y), τ2)

)}
With this strategy, we are able to compute t̂h

(1)
(y) and

t̂h
(2)

(z0, z1) for cryptographic-grade code parameters,
while requiring a small memory footprint for tabulating the
thresholds to be used by the THRESHOLDCHOICE function.

V. NUMERICAL VALIDATION

In this section, we provide numerical validations of our
threshold choice approach and second iteration DFR model.
The first observation we make is that the values of t̂h

(1)
(y)

grows essentially linearly in the syndrome weight, and our
t̂h

(1)
(y) matches the one which can be numerically regressed
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Fig. 2. DFR(2) for (v, 2v)-regular LDPC codes with k
n

= 1
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from simulations. An in depth discussion and plots are re-
ported in Appendix E of [14].

Figure 1 depicts the numerical validation of our model
for the distribution of the syndrome weight after one iter-
ation Pr(W(1)

ϵ01,ϵ11 = z), averaged over all possible values
of ϵ01∈{0, . . . , n − t}, ϵ11∈{0, . . . , t}, on a cryptographic
grade parameter set from LEDAcrypt [8]. The shape of the
distribution and the goodness of fit of our model is best
understood observing that the weight of a syndrome s(0) (or
at any other iteration), computed on an discrepancy vector of
weight t, has the same parity as t · v. Indeed, the syndrome is
computed adding t columns, and each one causes v bit flips
onto the syndrome. Each bit flip changes the parity of the
syndrome vector, therefore the parity of the syndrome (starting
at zero), is changed t·v times. After the first iteration, the parity
of W(1)

ϵ01,ϵ11 matches the one of (ϵ01 + ϵ11) · v. Thus, when v
is odd, Pr(W(1)

ϵ01,ϵ11 = z) can be logically split between even
and odd values (resp. red and blue in Figure 1): our model
provides a very good fit of both cases.

Figure 2a compares numerical DFR values of a two-
iterations parallel bit-flipping decoder with our estimation
technique, while varying either the code density and sweeping
over the code length range n∈{200, ..., 12000}. The thresholds
employed for the two iterations are chosen with respect to our
strategy from Section IV. As it can be seen, our two-iteration
DFR estimation technique provides a reliable estimate of the
waterfall region, and a conservative estimate for the floor.

Figure 2b depicts, for the same parameter sets as Figure 2a,
a comparison between the estimated DFR of the parallel
decoder employing our t̂h

(1)
(y), t̂h

(2)
(y, z0, z1) (solid lines)

against the DFR of a decoder employing fixed majority
thresholds (dashed lines). As it can be seen, our threshold
choice improves the DFR by about 103× across the board.

Figure 2c reports a comparison on numerical simulations of
a two iteration decoder with our t̂h

(1)
(y), t̂h

(2)
(y, z0, z1) (red)

with respect to a majority threshold decoder (blue), and a de-
coder (black) where we obtained the thresholds by performing
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Fig. 3. Average number of discrepancies left after two iteration for QC-
MDPC codes with rate k

n
= 1

2
, v = 71, t = 134, parallel decoder

employing three different threshold policies: majority voting with margin
δ = 3 (th(1) = th(2) = ⌈ v+1

2
⌉ + δ), BIKE-flip threshold selection [9],

and thresholds computed by our model. Each data point obtained performing
either 106 decoding actions, or reaching 106 total discrepancies. r = 12, 323
corresponds to the parameter set of BIKE for NIST security level 1.

108 decoding actions with all possible thresholds and selected
the t̂h

(1)
(y), t̂h

(2)
(y, z0, z1) that empirically minimized the

DFR(2). The decoder was then tested on 108 freshly randomly
selected inputs. As it can be seen, employing our threshold
selection criterion matches the decoding performance of the
best possible one obtained regressing it from the data. Figure 3
shows a comparison between the threshold selection procedure
employed in BIKE [9] (red), comparing it both to our approach
(blue) and a majority decodeer with margin δ = 3 (i.e., with
the same margin which BIKE adds to its own syndrome-weight
dependent threshold selection function). The figure shows that
our method effectively reduces the expected number of leftover
discrepancies after two iterations, wt

(
d̄(2)

)
, by a factor of

≈ 3 · 102 w.r.t. [9] and > 5 · 103 w.r.t. the majority approach.
Results for the BIKE parameters for other security levels are
available in Appendix E of [14].
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APPENDIX A
TRANSITION PROBABILITIES OF THE NON HOMOGENEOUS

MARKOV PROCESS

We begin by defining the transition probabilities for the step
(Z0,Z1)(l01,l11) → (Z0,Z1)(l01+1,l11)

. To this end, we denote
as F ∈ {0, 1, . . . ,min(t, w)} the number of asserted bit in e
appearing in a parity-check, as F01 ∈ {0, 1, . . . ,min(ϵ01, w)}
the number of positions in J0,1 appearing in a parity-check,
and as F11 ∈ {0, 1, . . . ,min(ϵ11, w)} the number of positions
in J1,1 appearing in a parity-check. Given a specific parity-
check Hi,:, we now assume to know the values of F , F01

and F11 (say f , f01 and f11), and compute the probability
that during the step (Z0,Z1)(l01,l11) → (Z0,Z1)(l01+1,l11)

the
position of the column of H added to the syndrome is included
in the i-th check, indeed causing a bit flip in the syndrome
in position i. This event corresponds to selecting a bit in J0,1

among the ϵ01 − l01 not yet selected that is also one of the
f01 bits in the i-th parity-check. The probability that, at the
step (l01, l11), a certain number of bit in J0,1 already selected
0 ≤ b01 ≤ min(l01, f01) is included in the i-th parity-check is

Φ01(b01|f01, ϵ01) =
(
f01
b01

)(
ϵ01−f01
l01−b01

)(
ϵ01
l01

)
while the probability of choosing another bit in J0,1 included
in the p.c. during the step (l01 + 1, l11), given b01, is

f01 − b01
ϵ01 − l01

Additionally, the probability that, at the step (l01, l11), a certain
number of bit in J1,1 already selected 0 ≤ b11 ≤ min(l11, f11)
is included in the i-th parity-check is

Φ11(b11|f11, ϵ11) =
(
f11
b11

)(
ϵ11−f11
l11−b11

)(
ϵ11
l11

)
We are now interested in computing the probability distribu-
tion of F01 and F11, as they are strictly correlated to the value
of F , starting from the fact that f01 ≤ w − f and f11 ≤ f
due to the nature of the bits included in the parity-check.
We remind that all the probabilities and p.m.f. are implicitly
conditioned to y, and that the p.m.f. of F conditioned to y has
already been derived in [6]. Since the probability that a parity-
check includes f01 positions in J0,1 (or f11 positions in J1,1,
respectively) strongly depends on the parity of f , defining the
satisfaction status of the parity-check during the first decoding
iteration, we will subdivide the analysis of the p.m.f. of F01

and F11 conditioned to F in the cases where f , the value
assumed by F in a specific parity-check, is either even or
odd.

Starting from the case where f is even, we have that the
probability of erroneously flipping up a correct bit (i.e. a
zero bit in e) is pflip|0,oneEqSat We define η(f, f01) as the
probability of flipping up f01 bits among the w − f correct
bits the p.c. during the first iteration: η(f, f01) = BIN(w −
f, pflip|0,oneEqSat, f01) Additionally, we define ζ(f, f01, ϵ01)
as the probability of flipping up ϵ01 − f01 bits among the

n − t − (w − f) correct bits not included in the p.c. dur-
ing the first iteration: ζ(f, f01, ϵ01) = BIN(n − t − (w −
f), pflip|0, ϵ01 − f01) Since the two event described by η and
ζ act on two disjoint and independent sets of positions, we
can compute the probability of having ϵ01 incorrect flip ups
among the two set of bits as:

ξ(f, ϵ01) =

min(ϵ01,w−f)∑
f01=max(0,ϵ01−(n−t−(w−f)))

η(f, f01)·ζ(f, f01, ϵ01)

Finally, we can derive the probability of having f01 incorrect
flip ups in the p.c., given the value f and the overall number
of incorrect flip ups ϵ01 as:

P (F01 = f01|F = f, |J0,1| = ϵ01) =

= ψ01(f01|f, ϵ01) =
η(f, f01) · ζ(f, f01, ϵ01)

ξ(f, ϵ01)

The probability of maintaining an incorrect bit (i.e. an
asserted bit in e) included in the parity-check, assuming f to be
even, is p¬flip|1,oneEqSat. We define ν(f, f11) as the probability
of flipping up f11 bits among the f correct bits the p.c. during
the first iteration: ν(f, f11) = BIN(f, p¬flip|1,oneEqSat, f11)
Additionally, we define λ(f, f11, ϵ11) as the probability of
maintaining ϵ11 − f11 bits among the t− f incorrect bits not
included in the p.c. during the first iteration: λ(f, f11, ϵ11) =
BIN(t−f, p¬flip|1, ϵ11−f11) Since the two event described by
ν and λ act on two disjoint and independent sets of positions,
we can compute the probability of having ϵ11 incorrect bits
maintained among the two set of bits as:

θ(f, ϵ11) =

min(ϵ11,f)∑
f11=max(0,ϵ11−(t−f))

ν(f, f11) · λ(f, f11, ϵ11)

Finally, we can derive the probability of having f11 incorrect
bits maintained in the p.c., given the value f and the overall
number of incorrect bits maintained ϵ11 as:

P (F11 = f11|F = f, |J1,1| = ϵ11) =

= ψ11(f11|f, ϵ11) =
ν(f, f11) · λ(f, f11, ϵ11)

θ(f, ϵ11)

The derivation of ψ01(f01|f, ϵ01) and ψ11(f11|f, ϵ11) as-
suming f to be odd instead of even only requires the
substitution of pflip|0,oneEqSat with pflip|0,oneEqUnsat, and
p¬flip|1,oneEqSat with p¬flip|1,oneEqUnsat.

We now have all the tools required to compute the
transition probabilities defining of the Markov process,
Pr

(
(Z0 = x0,Z1 = x1)(l01+1,l11)

| (Z0 = z0,Z1 = z1)(l01,l11)

)
,

modeling the state change caused by an addition of a column
of H in a position not yet selected in J0,1. We begin by
noting that all the r − y parity-checks that are satisfied
before the first iteration (out of which z0 of those are
unsatisfied at the current step) have an even value for F ,
while all the y parity-checks that are satisfied before the
first iteration (out of which z1 of those are unsatisfied at
the current step) have an odd value for F . Our analysis is
therefore structured as follows: we compute the probability



distribution of the number of flips affecting either Z0 or Z1

during the current step; we derive the probability of flipping
syndrome bits based on their satisfaction both before the
first iteration and during the current step (yielding a total
of four possibilities); we finally derive the joint p.m.f. of(
(Z0 = x0,Z1 = x1)(l01+1,l11)

| (Z0 = z0,Z1 = z1)(l01,l11)

)
,

completely describing the state change during the step
(l01, l11) → (l01 + 1, l11).

The process of adding one column of the parity-check
matrix H , regardless of the chosen position, will cause a total
of v bit flips in the syndrome vector, due to the regularity of
H . What we want to compute is the probability that, out of
v bit flips happening on the syndrome, a of these happen on
syndrome bits that were satisfied before the first iteration (thus
affecting Z0), while v − a of these happen on syndrome bits
that were unsatisfied before the first iteration (thus affecting
Z1). To this end, we underline that the chosen position is in
J0,1, meaning that its upc is greater than the flipping threshold
th(1)(y). Since the upc is the number of unsatisfied parity-
checks in which the selected bit appears, it is also the number
of flips affecting Z1 during the Markov process. Denoting as
upc

(1)
i the upc of the selected bit in position i during the first

decoding iteration, we can therefore derive the probability of
flipping a syndrome bits that were satisfied before the first
iteration, and v−a syndrome bits that were unsatisfied before
the first iteration, as:

Pr(upc
(1)
i = v − a|i ∈ J0,1) =

=

{BIN(v,punsat|0,v−a)
pflip|0

if v − a ≥ th(1)(y)

0 otherwise

We now proceed deriving the probability of flipping a syn-
drome bit, given its value (satisfied or unsatisfied) before the
first iteration and during the current process. We start from the
case where a parity-check is satisfied in both cases.

A parity-check being satisfied before the first iteration
implies that its value of F is even. Additionally, we know
that an odd number of bits in either J0,1 and J1,1, among the
l01 and l11 already selected, are included in the parity-check.
The current satisfaction of a parity-check is thus not defined
by the parity of f01 + f11 (instead defining the satisfaction
of the check at the end of the process), but from the fraction
of the f01 positions in J0,1 and f11 positions in J1,1 that
are both included in the p.c. and selected during the previous
steps, denoted as b01 and b11 respectively. A currently satisfied
parity-check is characterized by an even value for b01 + b11.

The probability Pr(F = f) has been derived in [6],
while the p.m.f.s of F01 and F11 are fully described by
ψ01(f01|f, ϵ01) and ψ11(f11|f, ϵ11), derived before. Similarly,
the probability that the number of positions in J0,1 and J1,1

that are both included in the p.c. and selected during the
previous steps is equal to b01 and b11, given the value of
f , f01 and f11, have been defined as Φ01(b01|f01, ϵ01) and
Φ11(b11|f11, ϵ11). Indicating as E(s,s) the event of a parity-
check being satisfied both before the first iteration and during

the current step, we can derive the probability of flipping such
parity-check during the step (l01, l11) → (l01 + 1, l11) as:

πflip|(s,s) = Pr(flip|E(s,s)) =
Pr(flip ∩ E(s,s))

Pr(E(s,s))

The probability Pr(E(s,s)) can be derived as the probability
that both f and b01 + b11 are even:

Pr(E(s,s)) =
∑
f even

Pr(F = f)·

·
∑
f01

∑
f11

ψ01(f01|f, ϵ01) · ψ11(f11|f, ϵ11)·

·
∑

b01+b11 even

Φ01(b01|f01, ϵ01) · Φ11(b11|f11, ϵ11)

The probability Pr(flip∩ E(s,s)) can be computed in a similar
way, modeling the event that f and b01 + b11 are even, and
that the position in J0,1 selected during the current step is one
of the f01 − b01 bits in J0,1 included in the p.c. and not yet
selected:

Pr(flip ∩ E(s,s)) =
∑
f even

Pr(F = f)·

·
∑
f01

∑
f11

ψ01(f01|f, ϵ01) · ψ11(f11|f, ϵ11)·

·
∑
b01

∑
b11|b01+b11 even

Φ01(b01|f01, ϵ01)·Φ11(b11|f11, ϵ11)·
f01 − b01
ϵ01 − l01

The derivation of πflip|(s,u), πflip|(u,s) and πflip|(u,u), the
other probabilities of flipping syndrome bits based on their
satisfaction (s or u) before the first iteration (first index) and
during the current step (second index) is equivalent to the one
of πflip|(s,s), with the only difference being the values of f
and b01+ b11. In particular, the sums regarding f happen over
even values if the p.c. is satisfied before the first iteration
(in the probabilities having s as first index) and over odd
values otherwise (in the probabilities having u as first index);
the sums regarding b01 + b11 happen over even values if the
p.c. is satisfied at the current step (in the probabilities having
s as second index) and over odd values otherwise (in the
probabilities having u as second index).

We now derive the probability that, assuming a flips hap-
pening on syndrome bits that were satisfied before the first
iteration (thus affecting Z0) and v − a flips happening on
syndrome bits that were unsatisfied before the first iteration
(thus affecting Z1), a certain number of them happen on
currently satisfied or unsatisfied checks, thus characterizing
the actual change in the values of Z0 and Z1. Starting
from the a flips affecting Z0, we know the probability of
flipping currently satisfied checks (πflip|(s,s)) and currently
unsatisfied checks (πflip|(s,u)). Given the value of Z0, say z0,
we have r− y− z0 currently satisfied checks and z0 currently
unsatisfied checks. The probability of a(s,s) flips happening
on currently satisfied syndrome bits is χ(s,s)(a(s,s), z0) =
BIN(r − y − z0, πflip|(s,s), a(s,s)), while the probability of
a − a(s,s) flips happening on currently unsatisfied syndrome



bits is χ(s,u)(a(s,s), a, z0) = BIN(z0, πflip|(s,u), a − a(s,s)).
Being the two set of bits disjoint and independent, the proba-
bility of a total of a flips happening among the two set of bits
is χ(s,×)(a, z0) =

max(a,r−y−z0)∑
a(s,s)=max(0,a−z0)

χ(s,s)(a(s,s), z0) · χ(s,u)(a(s,s), a, z0)

Finally, the probability that, out of a bit flips, a(s,s) of them
happen on currently satisfied bits is

κs(a(s,s), a, z0) =
χ(s,s)(a(s,s), z0)χ(s,u)(a(s,s), a, z0)

χ(s,×)(a, z0)

We now move to the v − a flips affecting Z1. Given the
value of Z1, say z1, we have y − z1 currently satisfied
checks and z1 currently unsatisfied checks. The probabil-
ity of au,s flips happening on currently satisfied syndrome
bits is χ(u,s)(a(u,s), z1) = BIN(y − z1, πflip|(u,s), a(u,s)),
while the probability of v − a − a(u,s) flips happening on
currently unsatisfied syndrome bits is χ(u,u)(a(u,s), a, z1) =
BIN(z1, πflip|(u,u), v − a − a(u,s)). Being the two set of bits
disjoint and independent, the probability of a total of v − a
flips happening among the two set of bits is χ(u,×)(a, z1) =

max(v−a,y−z1)∑
a(u,s)=max(0,v−a−z1)

χ(u,s)(a(u,s), z1) · χ(u,u)(a(u,s), a, z1)

Finally, the probability that, out of v − a bit flips, a(u,s) of
them happen on currently satisfied bits is

κu(a(u,s), a, z1) =
χ(u,s)(a(u,s), z1)χ(u,u)(a(u,s), a, z1)

χ(u,×)(a, z1)

The derivation of κs and κu allows us to explicitly compute
Pr

(
(Z0 = x0,Z1 = x1)(l01+1,l11)

| (Z0 = z0,Z1 = z1)(l01,l11)

)
,

since we now have both the probability distribution of the
number of flips affecting Z0 and Z1, and the fraction of
each flip happening on currently satisfied or unsatisfied
checks. We begin by noting that, in the case where a flips
affect syndrome bits that were satisfied before the first
iteration, a(s,s) flips affect bits that were satisfied before the
first iteration and are currently satisfied, a(u,s) flips affect
bits that were unsatisfied before the first iteration and are
currently satisfied, then the resulting state after the bit flips
is (Z0 = x0,Z1 = x1)(l01+1,l11)

with x0 = z0 − a + 2a(s,s),
x1 = z1 − (v − a) + 2a(u,s): from this relation, we get
a(s,s) =

x0−z0+a
2 , a(u,s) =

x1−z1+(v−a)
2 . To obtain the state

change probability, we need to average the previously found
terms over all possible values of a:

Pr
(
(Z0 = x0,Z1 = x1)(l01+1,l11)

| (Z0 = z0,Z1 = z1)(l01,l11)

)
=

v∑
a=0

Pr(upc
(1)
i = v − a|i ∈ J0,1)·

·κs
(
x0 − z0 + a

2
, a, z0

)
· κu

(
x1 − z1 + (v − a)

2
, a, z1

)

The explicit derivation of the joint p.m.f. of(
(Z0 = x0,Z1 = x1)(l01,l11+1) | (Z0 = z0,Z1 = z1)(l01,l11)

)
,

associated to the step (l01, l11) → (l01, l11 + 1) where a
bit in J1,1 is selected instead of a bit in J0,1, is almost
equivalent to the one reported previously. The first difference
is in the formula of Pr(flip ∩ E(s,s)), used in the derivation
of πflip|(s,s) (the same modification applies for πflip|(s,u),
πflip|(u,s) and πflip|(u,u)), where the probability of flipping
the satisfaction state of a parity-check given f , f11 and b11 is

f11 − b11
ϵ11 − l11

due to the fact that the selected bit is in J1,1. Moreover, the
term Pr(upc

(1)
i = v − a|i ∈ J0,1) in the formula for the state

change probability is replaced by Pr(upc
(1)
i = v−a|i ∈ J1,1),

due to the different nature of the selected bit:

Pr(upc
(1)
i = v − a|i ∈ J1,1) =

=

{BIN(v,punsat|1,v−a)
p¬flip|1

if v − a ≤ th(1)(y)− 1

0 otherwise

APPENDIX B
SECOND ITERATION BIT FLIPPING PROBABILITIES

In this section, we derive the probability of flipping a
specific bit during the second iteration of the parallel decoder,
depending on its correctness before and after the first iteration.
We denote such probabilities as pflip|00 for bits in J0,0,
pflip|01 for bits in J0,1, pflip|10 for bits in J1,0 and pflip|11
for bits in J1,1.

We begin by computing the probability pflip|00 of incor-
rectly flipping a bit in J0,0, containing all the correct bits
(ei = 0) that have been correctly maintained during the first
iteration (d̄(1)i = 0). To this end, we are interested in deriving
the probability p00,s→u that a satisfied parity check, where a
bit in J0,0 appears, becomes unsatisfied after the first iteration.
We define E(s) as the event that, choosing an asserted bit in
H in position (i, j) (so that hi,j = 1), the i-th parity check
is satisfied before the first iteration, and as E(s→u) the event
of said parity check being satisfied before the first iteration
and unsatisfied after the first iteration. Likewise, we denote as
E(J0,0) the event of choosing a position j ∈ J0,0 among the
n positions of the error vector. Finally, we define F as the
random variable corresponding to the number of asserted bit
in e appearing in a parity-check, F01 as the random variable
corresponding to the number of positions in J0,1 appearing in
a parity-check, F11 as the random variable corresponding to
the number of positions in J1,1 appearing in a parity-check.
The probability p00,s→u can be derived as

p00,s→u = Pr
(
E(s→u) | E(s) ∩ E(J0,0)

)
=

=
Pr

(
E(s→u) ∩ E(s) ∩ E(J0,0)

)
Pr

(
E(s) ∩ E(J0,0)

) =

=
Pr

(
E(s→u) ∩ E(J0,0)

)
Pr

(
E(s) ∩ E(J0,0)

)



where the last step is justified by the fact that E(s)∩E(s→u) =
E(s→u). Given that the satisfaction of a parity check is de-
termined by the parity of F during the first iteration and by
the parity of F01 + F11 during the second iteration, the term
Pr

(
E(s→u) ∩ E(J0,0)

)
corresponds to the probability that the

value of F in the parity check (say, f ) is even, that the sum
of the values of F01 and F11 in the parity check (say, f01
and f11) is odd, and that a bit in J0,0 is selected among the
w − f − f01 positions in J0,0 included in the parity check.
The probability Pr

(
E(s→u) ∩ E(J0,0)

)
can thus be derived as∑

f even

∑
f01

∑
f11

f01+f11 odd

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1)·
w − f − f01

w

where Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) denotes the joint p.m.f.
of (F ,F01,F11) conditioned to the syndrome status after
the first iteration, identified by z0 and z1. The derivation of
Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) can be found in Appendix C.
The probability Pr

(
E(s) ∩ E(J0,0)

)
can be derived in a similar

fashion by noting that the parity check is only assumed to be
satisfied before the first iteration, thus removing the constraint
on the parity of f01 + f11:∑

f even

∑
f01

∑
f11

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
w − f − f01

w

We now have all the terms required to compute p00,s→u. The
probability p00,u→u that an unsatisfied parity check, where a
bit in J0,0 appears, remains unsatisfied after the first iteration
can be computed as

p00,u→u =
Pr

(
E(u→u) ∩ E(J0,0)

)
Pr

(
E(u) ∩ E(J0,0)

)
The full derivation of Pr

(
E(u→u) ∩ E(J0,0)

)
and

Pr
(
E(u) ∩ E(J0,0)

)
is equivalent to the one of

Pr
(
E(s→u) ∩ E(J0,0)

)
and Pr

(
E(s) ∩ E(J0,0)

)
, with the

only difference being that the sum over f ranges over odd
values instead of even values.

The probabilities p00,s→u and p00,u→u allow us to model
the behavior of the parity equations where a bit in J0,0 is
included, given their satisfaction before the first iteration.
Assuming the initial upc upc

(1)
i of a bit i ∈ J0,0 to be equal

to u1, in order for its upc after the second iteration upc
(2)
i to

be equal to u2, a total of u2 parity checks among the v − u1
satisfied ones and u1 unsatisfied ones must become unsatisfied
after the first iteration. The probability of such an event hap-
pening, denoted as Pr

(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J0,0

)
,

can be derived as the probability that a satisfied parity checks
become unsatisfied and u2−a unsatisfied parity checks remain
unsatisfied, for all possible values of a:
min(u2,v−u1)∑

a=max(0,u2−u1)

BIN(v−u1, p00,s→u, a)·BIN(u1, p00,u→u, u2−a)

Moreover, the p.m.f. of upc(1)i assuming i ∈ J0,0 is

Pr(upc
(1)
i = u1|i ∈ J0,0) =

=

{BIN(v,punsat|0,u1)

1−pflip|0
if u1 < th(1)(y)

0 otherwise

due to the fact that the bit in J0,0 is correct (ei = 0) and has
not been flipped during the first iteration, meaning that its upc
is lower than the flipping threshold th(1)(y).

We can now compute the probability pflip|00 of incorrectly
flipping a bit in J0,0 as the probability that its upc after the
second iteration upc

(2)
i is greater than the flipping threshold

th(2)(y, z0, z1):

pflip|00 =

v∑
u2=th(2)(y,z0,z1)

th(1)(y)−1∑
u1=0

Pr(upc
(1)
i = u1|i ∈ J0,0)·

·Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J0,0

)
We now move to the derivation of pflip|01, pflip|10 and

pflip|11, the probability of flipping bits in J0,1, J1,0 and J1,1

respectively, highlighting the differences with the formulas for
the computation of pflip|00.

Starting from pflip|01, we derive the probability p01,s→u

that a satisfied parity check, where a bit in J0,1 appears,
becomes unsatisfied after the first iteration with the same line
of reasoning as for pflip|00 (changes highlighted in blue):

p01,s→u = Pr
(
E(s→u) | E(s) ∩ E(J0,1)

)
=

=
Pr

(
E(s→u) ∩ E(s) ∩ E(J0,1)

)
Pr

(
E(s) ∩ E(J0,1)

) =

=
Pr

(
E(s→u) ∩ E(J0,1)

)
Pr

(
E(s) ∩ E(J0,1)

)
The term Pr

(
E(s→u) ∩ E(J0,1)

)
corresponds to the probability

that in the selected equation f is even (being the parity equa-
tion satisfied before the first iteration), f01+f11 is odd (being
the parity check unsatisfied after the first iteration), and that a
bit in J0,1 is selected among the f01 positions in J0,1 included
in the parity check. The probability Pr

(
E(s→u) ∩ E(J0,1)

)
can

thus be derived as∑
f even

∑
f01

∑
f11

f01+f11 odd

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f01
w

The probability Pr
(
E(s) ∩ E(J0,1)

)
can be derived removing

the constraint on the parity of f01 + f11:∑
f even

∑
f01

∑
f11

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f01
w

The probability p01,u→u that an unsatisfied parity check,
where a bit in J0,1 appears, remains unsatisfied after the first
iteration can be computed as

p01,u→u =
Pr

(
E(u→u) ∩ E(J0,1)

)
Pr

(
E(u) ∩ E(J0,1)

)



The full derivation of Pr
(
E(u→u) ∩ E(J0,1)

)
and

Pr
(
E(u) ∩ E(J0,1)

)
is equivalent to the one of

Pr
(
E(s→u) ∩ E(J0,1)

)
and Pr

(
E(s) ∩ E(J0,1)

)
, with the

only difference being that the sum over f ranges over odd
values instead of even values.

The probability Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J0,1

)
can be derived as the probability that a satisfied parity checks
become unsatisfied and u2−a unsatisfied parity checks remain
unsatisfied, for all possible values of a:
min(u2,v−u1)∑

a=max(0,u2−u1)

BIN(v−u1, p01,s→u, a)·BIN(u1, p01,u→u, u2−a)

Moreover, the p.m.f. of upc(1)i assuming i ∈ J0,1 is

Pr(upc
(1)
i = u1|i ∈ J0,1) =

=

{BIN(v,punsat|0,u1)

pflip|0
if u1 ≥ th(1)(y)

0 otherwise

due to the fact that the bit in J0,1 is correct (ei = 0) and has
been flipped during the first iteration, meaning that its upc is
at least equal to the flipping threshold th(1)(y).

We can now compute the probability pflip|01 of correctly
flipping a bit in J0,1 as the probability that its upc after the
second iteration upc

(2)
i is greater than the flipping threshold

th(2)(y, z0, z1):

pflip|01 =

v∑
u2=th(2)(y,z0,z1)

v∑
u1=th(1)(y)

Pr(upc
(1)
i = u1|i ∈ J0,1)·

·Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J0,1

)
Moving to pflip|10, we derive the probability p10,s→u that

a satisfied parity check, where a bit in J1,0 appears, becomes
unsatisfied after the first iteration:

p10,s→u =
Pr

(
E(s→u) ∩ E(J1,0)

)
Pr

(
E(s) ∩ E(J1,0)

)
The probability Pr

(
E(s→u) ∩ E(J1,0)

)
can be computed as∑

f even

∑
f01

∑
f11

f01+f11 odd

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f − f11
w

The term Pr
(
E(s) ∩ E(J1,0)

)
can be derived removing the

constraint on the parity of f01 + f11:∑
f even

∑
f01

∑
f11

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f − f11
w

The probability p10,u→u that an unsatisfied parity check,
where a bit in J1,0 appears, remains unsatisfied after the first
iteration can be computed as

p10,u→u =
Pr

(
E(u→u) ∩ E(J1,0)

)
Pr

(
E(u) ∩ E(J1,0)

)
The full derivation of Pr

(
E(u→u) ∩ E(J1,0)

)
and

Pr
(
E(u) ∩ E(J1,0)

)
is equivalent to the one of

Pr
(
E(s→u) ∩ E(J1,0)

)
and Pr

(
E(s) ∩ E(J1,0)

)
, with the

only difference being that the sum over f ranges over odd
values instead of even values.

The probability Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J1,0

)
can be derived as the probability that a satisfied parity checks
become unsatisfied and u2−a unsatisfied parity checks remain
unsatisfied, for all possible values of a:

min(u2,v−u1)∑
a=max(0,u2−u1)

BIN(v−u1, p10,s→u, a)·BIN(u1, p10,u→u, u2−a)

Moreover, the p.m.f. of upc(1)i assuming i ∈ J1,0 is

Pr(upc
(1)
i = u1|i ∈ J1,0) =

=

{BIN(v,punsat|1,u1)

1−p¬flip|1
if u1 ≥ th(1)(y)

0 otherwise

due to the fact that the bit in J1,0 is incorrect (ei = 1) and
has been correctly flipped during the first iteration, meaning
that its upc is at least equal to the flipping threshold th(1)(y).

We can now compute the probability pflip|10 of incorrectly
flipping a bit in J1,0 as the probability that its upc after the
second iteration upc

(2)
i is greater than the flipping threshold

th(2)(y, z0, z1):

pflip|10 =

v∑
u2=th(2)(y,z0,z1)

v∑
u1=th(1)(y)

Pr(upc
(1)
i = u1|i ∈ J1,0)·

·Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J1,0

)
Moving to pflip|11, we derive the probability p11,s→u that

a satisfied parity check, where a bit in J1,1 appears, becomes
unsatisfied after the first iteration:

p11,s→u =
Pr

(
E(s→u) ∩ E(J1,1)

)
Pr

(
E(s) ∩ E(J1,1)

)
The probability Pr

(
E(s→u) ∩ E(J1,1)

)
can be computed as∑

f even

∑
f01

∑
f11

f01+f11 odd

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f11
w

The term Pr
(
E(s) ∩ E(J1,1)

)
can be derived removing the

constraint on the parity of f01 + f11:∑
f even

∑
f01

∑
f11

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) ·
f11
w

The probability p11,u→u that an unsatisfied parity check,
where a bit in J1,1 appears, remains unsatisfied after the first
iteration can be computed as

p11,u→u =
Pr

(
E(u→u) ∩ E(J1,1)

)
Pr

(
E(u) ∩ E(J1,1)

)
The full derivation of Pr

(
E(u→u) ∩ E(J1,1)

)
and

Pr
(
E(u) ∩ E(J1,1)

)
is equivalent to the one of

Pr
(
E(s→u) ∩ E(J1,1)

)
and Pr

(
E(s) ∩ E(J1,1)

)
, with the



only difference being that the sum over f ranges over odd
values instead of even values.

The probability Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J1,1

)
can be derived as the probability that a satisfied parity checks
become unsatisfied and u2−a unsatisfied parity checks remain
unsatisfied, for all possible values of a:
min(u2,v−u1)∑

a=max(0,u2−u1)

BIN(v−u1, p11,s→u, a)·BIN(u1, p11,u→u, u2−a)

Moreover, the p.m.f. of upc(1)i assuming i ∈ J1,1 is

Pr(upc
(1)
i = u1|i ∈ J1,1) =

=

{BIN(v,punsat|1,u1)

p¬flip|1
if u1 < th(1)(y)

0 otherwise

due to the fact that the bit in J1,1 is incorrect (ei = 1) and has
been incorrectly maintained during the first iteration, meaning
that its upc is lower the flipping threshold th(1)(y).

We can now compute the probability pflip|11 of correctly
flipping a bit in J1,1 as the probability that its upc after the
second iteration upc

(2)
i is greater than the flipping threshold

th(2)(y, z0, z1):

pflip|11 =

v∑
u2=th(2)(y,z0,z1)

th(1)(y)−1∑
u1=0

Pr(upc
(1)
i = u1|i ∈ J1,1)·

·Pr
(
upc

(2)
i = u2 | upc(1)i = u1, i ∈ J1,1

)
APPENDIX C

JOINT DISTRIBUTION OF (F ,F01,F11)

The aim of this section is to derive the joint p.m.f. of
(F ,F01,F11), corresponding to the number of incorrect bits
in a parity check and bits in J0,1 and J1,1 appearing in the p.c.,
conditioned to the number of positions in J0,1 and J1,1, Z0

(the number of satisfied parity checks becoming unsatisfied)
and Z1 (the number of unsatisfied parity checks remaining
unsatisfied), assuming their values to be ϵ01, ϵ11, z0 and z1,
respectively. We remind that all the probabilities and p.m.f.s
employed in the following are implicitly conditioned to the
syndrome weight y before the first iteration.

Our goal is to compute the following:

Pr((F,F01,F11)=(f,f01,f11)||J0,1|=ϵ01,|J1,1|=ϵ11,(Z0,Z1)=(z0,z1))

denoted from now on as Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) for
brevity. We have that:

Pr(f, f01, f11|ϵ01, ϵ11, z0, z1) =

=
Pr(f, f01, f11, z0, z1|ϵ01, ϵ11)

Pr(z0, z1|ϵ01, ϵ11)
=

=
Pr(z0, z1|f, ϵ01, ϵ11, f01, f11) · Pr(f, f01, f11|ϵ01, ϵ11)

Pr(z0, z1|ϵ01, ϵ11)
The term Pr(f, f01, f11|ϵ01, ϵ11), not depending on the value
of z0 and z1, can be expressed as

Pr(F = f) · ψ01(f01|f, ϵ01) · ψ11(f11|f, ϵ11)

where ψ01(f01|f, ϵ01) and ψ11(f11|f, ϵ11), the unconstrained
p.m.f.s of F01 and F11, have been derived in Appendix A.
Likewise, Pr(z0, z1|ϵ01, ϵ11) is the unconditional p.m.f. of
(Z0,Z1) already derived in Appendix A as

Pr
(
(Z0 = z0,Z1 = z1)(ϵ01,ϵ11)

)
We now need to compute Pr(z0, z1|f, ϵ01, ϵ11, f01, f11) corre-
sponding to the probability of having z0 satisfied parity checks
turning unsatisfied and z1 parity checks remaining unsatisfied
after the first iteration, given the values f , f01 and f11 of one of
the parity checks. To this end, we modify the time-dependent
non-homogeneous Markov chain employed in Appendix A to
derive Pr

(
(Z0 = z0,Z1 = z1)(ϵ01,ϵ11)

)
, in order to include the

additional information given by f , f01 and f11. This analysis
strongly depends on the parity of f and f01 + f11, denoting
the satisfaction of the p.c. before and after the first iteration.

Starting from the case where f is even, the hypothesis is
that, among the r−y parity equations that are satisfied before
the first iteration, one of them undergoes exactly f01 flips when
performing steps (l01, l11) → (l01 + 1, l11), and exactly f11
when performing steps (l01, l11) → (l01, l11+1). Indeed, in all
the steps where the specific p.c. is flipped, only v− 1 bit flips
happen among the other r− 1 syndrome bits, while in all the
steps where the specific p.c. is not flipped, all the v bit flips
happen on the other r − 1 syndrome bits. Additionally, given
that the selected parity check is initially satisfied, we know that
all the bits included in the p.c. have an upc not greater than
v − 1. We now proceed, without loss of generality, assuming
that all the first f01 steps of the type (l01, l11) → (l01+1, l11)
and all the first f11 of the type (l01, l11) → (l01, l11 + 1) flip
the selected p.c., while the successive ones do not impact the
parity of the selected equation.

We begin by analyzing the steps (l01, l11) → (l01 + 1, l11)
where l01 < f01. The first difference with respect to the calcu-
lations in Appendix A is in the derivation of χ(s,s)(a(s,s), z0)
and χ(s,u)(a(s,s), a, z0), denoting the probability that a(s,s)
flips happen on parity checks that were satisfied before the
first iteration and are currently satisfied and that a − a(s,s)
flips happen on parity checks that were satisfied before the
first iteration and are currently unsatisfied (for a fixed value
a). By hypothesis, we assumed that one of the p.c.s satisfied
before the first iteration is flipped during the current step (since
l01 < f01). Moreover, said parity check is currently satisfied
if l01 +min(l11, f11) is even, and unsatisfied otherwise. The
definition of χ(s,s)(a(s,s), z0) and χ(s,u)(a(s,s), a, z0), with the
inclusion of these information, is χ(s,s)(a(s,s), z0) =



BIN(r − y − z0 − 1, πflip|(s,s), a(s,s) − 1)

if l01 +min(l11, f11) even, a(s,s) ≥ 1

0

if l01 +min(l11, f11) even, a(s,s) = 0

BIN(r − y − z0, πflip|(s,s), a(s,s))

if l01 +min(l11, f11) odd



and χ(s,u)(a(s,s), a, z0) =


BIN(z0, πflip|(s,u), a− a(s,s))

if l01 +min(l11, f11) even
BIN(z0 − 1, πflip|(s,u), a− a(s,s) − 1)

if l01 +min(l11, f11) odd, a(s,s) ≤ a− 1

0

if l01 +min(l11, f11) odd, a(s,s) = a

The derivation of κs(a(s,s), a, z0) is the same as the one in
Appendix A, with the only difference being when a = 0: since
this case is not possible, given that by hypothesis at least one
flip happens in parity checks that were satisfied before the
first iteration, we set κs(a(s,s), 0, z0) = 0. The last modifica-
tion is in Pr

(
upc

(1)
j = v − a|j ∈ (J0,1 ∩ supp(Hi,:))

)
, where

supp(Hi,:) is the set of positions included in the selected parity
check i. Since these bits are included in a p.c. where F = f ,
the probability distribution of their upc is the following:

Pr
(
upc

(1)
j = x|j ∈ (J0,1 ∩ supp(Hi,:))

)
=

=


BIN(v−1,punsat|0,u1)∑v−1

x=th(1)(y)
BIN(v−1,punsat|0,x)

if th(1)(y) ≤ u1 ≤ v − 1

0 otherwise

Once these modifications have been applied, all the transition
probabilities for the step (l01, l11) → (l01+1, l11) are correctly
defined when l01 < f01.

For l01 ≥ f01, the selected parity check is not flipped by
hypothesis. Therefore, the definitions of χ(s,s)(a(s,s), z0) and
χ(s,u)(a(s,s), a, z0) become χ(s,u)(a(s,s), z0) =



BIN(r − y − z0 − 1, πflip|(s,s), a(s,s))

if f01 +min(l11, f11) even
BIN(r − y − z0, πflip|(s,s), a(s,s))

if f01 +min(l11, f11) odd

and χ(s,u)(a(s,s), a, z0) =


BIN(z0, πflip|(s,u), a− a(s,s))

if f01 +min(l11, f11) even
BIN(z0 − 1, πflip|(s,u), a− a(s,s))

if f01 +min(l11, f11) odd

Moreover, the upc distribution of the bits in such case is the
one derived in Appendix A, since the selected position is
not assumed as included in the (satisfied) parity check. With
such modifications, all the transition probabilities for the steps
(l01, l11) → (l01 + 1, l11) are correctly defined.

Regarding the steps (l01, l11) → (l01, l11 + 1) where l11 <
f11, the definition of χ(s,s)(a(s,s), z0) and χ(s,u)(a(s,s), a, z0)
is almost the same as in the case of (l01, l11) → (l01 +1, l11)
with l01 < f01, with the only difference being the condition
over which the selected parity check is currently satisfied or
not: χ(s,s)(a(s,s), z0) =



BIN(r − y − z0 − 1, πflip|(s,s), a(s,s) − 1)

if min(l01, f01) + l11 even, a(s,s) ≥ 1

0

if min(l01, f01) + l11 even, a(s,s) = 0

BIN(r − y − z0, πflip|(s,s), a(s,s))

if min(l01, f01) + l11 odd

and χ(s,u)(a(s,s), a, z0) =


BIN(z0, πflip|(s,u), a− a(s,s))

if min(l01, f01) + l11 even
BIN(z0 − 1, πflip|(s,u), a− a(s,s) − 1)

if min(l01, f01) + l11 odd, a(s,s) ≤ a− 1

0

if min(l01, f01) + l11 odd, a(s,s) = a

The distribution of upc
(1)
j for positions j ∈ (J1,1 ∩

supp(Hi,:)), given that the parity check i is satisfied, is:

Pr
(
upc

(1)
j = x|j ∈ (J1,1 ∩ supp(Hi,:))

)
=

=


BIN(v−1,punsat|1,u1)∑th(1)(y)−1

x=0 BIN(v−1,punsat|1,x)
if u1 ≤ th(1)(y)− 1

0 otherwise

When l11 ≥ f11, the definition of χ(s,s)(a(s,s), z0) and
χ(s,u)(a(s,s), a, z0) is almost the same as in the case of
(l01, l11) → (l01 + 1, l11) with l01 ≥ f01, with the only
difference being the condition over which the selected parity
check is currently satisfied or not: χ(s,u)(a(s,s), z0) =



BIN(r − y − z0 − 1, πflip|(s,s), a(s,s))

if min(l01, f01) + f11 even
BIN(r − y − z0, πflip|(s,s), a(s,s))

if min(l01, f01) + f11 odd

and χ(s,u)(a(s,s), a, z0) =


BIN(z0, πflip|(s,u), a− a(s,s))

if min(l01, f01) + f11 even
BIN(z0 − 1, πflip|(s,u), a− a(s,s))

if min(l01, f01) + f11 odd

The distribution of upc
(1)
j , with j ∈ J1,1, is again the one

derived in Appendix A.
We now move to the case where f is odd. The difference

from the analysis performed up to this point is that the selected
parity check is now assumed to be unsatisfied before the first
iteration. The same assumption can be made regarding the
steps where the flips on the selected p.c. happen, meaning
that all the first f01 steps of the type (l01, l11) → (l01+1, l11)
and all the first f11 of the type (l01, l11) → (l01, l11 + 1) flip



the selected p.c., while the successive ones do not impact the
parity of the selected equation.

We begin by analyzing the steps (l01, l11) → (l01 + 1, l11)
where l01 < f01. The first difference with respect to the calcu-
lations in Appendix A is in the derivation of χ(u,s)(a(u,s), z1)
and χ(u,u)(a(u,s), a, z1), denoting the probability that a(u,s)
flips happen on parity checks that were unsatisfied before the
first iteration and are currently satisfied and that v−a−a(u,s)
flips happen on parity checks that were satisfied before the
first iteration and are currently unsatisfied (for a fixed value
a). By hypothesis, we assumed that one of the p.c.s unsatisfied
before the first iteration is flipped during the current step (since
l01 < f01). Moreover, said parity check is currently satisfied
if l01 +min(l11, f11) is even, and unsatisfied otherwise. The
definition of χ(u,s)(a(u,s), z1) and χ(u,u)(a(u,s), a, z1), with
the inclusion of these information, is χ(u,s)(a(u,s), z0) =

BIN(y − z1 − 1, πflip|(u,s), a(u,s) − 1)

if l01 +min(l11, f11) even, a(u,s) ≥ 1

0

if l01 +min(l11, f11) even, a(u,s) = 0

BIN(y − z1, πflip|(u,s), a(u,s))

if l01 +min(l11, f11) odd

and χ(u,u)(a(u,s), a, z1) =

BIN(z1, πflip|(u,u), v − a− a(u,s))

if l01 +min(l11, f11) even
BIN(z1 − 1, πflip|(u,u), v − a− a(u,s) − 1)

if l01 +min(l11, f11) odd, a(u,s) ≤ v − a− 1

0

if l01 +min(l11, f11) odd, a(s,s) = a

The derivation of κu(a(u,s), a, z1) is the same as the one in
Appendix A, with the only difference being when a = v: since
this case is not possible, given that by hypothesis at least one
flip happens in parity checks that were unsatisfied before the
first iteration, we set κu(a(u,s), v, z1) = 0. The last modifica-
tion is in Pr

(
upc

(1)
j = v − a|j ∈ (J0,1 ∩ supp(Hi,:))

)
, where

supp(Hi,:) is the set of positions included in the selected parity
check i. Since these bits are included in a p.c. where F = f ,
the probability distribution of their upc is the following:

Pr
(
upc

(1)
j = x|j ∈ (J0,1 ∩ supp(Hi,:))

)
=

=


BIN(v−1,punsat|0,u1−1)∑v−1

x=th(1)(y)−1
BIN(v−1,punsat|0,x)

if u1 ≥ th(1)(y)

0 otherwise

Once these modifications have been applied, all the transition
probabilities for the step (l01, l11) → (l01+1, l11) are correctly
defined when l01 < f01.

For l01 ≥ f01, the selected parity check is not flipped by
hypothesis. Therefore, the definitions of χ(u,s)(a(u,s), z1) and
χ(u,u)(a(u,s), a, z1) become χ(u,s)(a(u,s), z1) =

BIN(y − z1 − 1, πflip|(u,s), a(u,s))

if f01 +min(l11, f11) even
BIN(y − z1, πflip|(u,s), a(u,s))

if f01 +min(l11, f11) odd

and χ(u,u)(a(u,s), a, z1) =


BIN(z1, πflip|(u,u), v − a− a(u,s))

if f01 +min(l11, f11) even
BIN(z1 − 1, πflip|(u,u), v − a− a(u,s))

if f01 +min(l11, f11) odd

Moreover, the upc distribution of the bits in such case is the
one derived in Appendix A, since the selected position is not
assumed as included in the (unsatisfied) parity check. With
such modifications, all the transition probabilities for the steps
(l01, l11) → (l01 + 1, l11) are correctly defined.

Regarding the steps (l01, l11) → (l01, l11 + 1) where l11 <
f11, the definition of χ(u,s)(a(u,s), z1) and χ(u,u)(a(u,s), a, z1)
is almost the same as in the case of (l01, l11) → (l01 +1, l11)
with l01 < f01, with the only difference being the condition
over which the selected parity check is currently satisfied or
not: χ(u,s)(a(u,s), z0) =



BIN(y − z1 − 1, πflip|(u,s), a(u,s) − 1)

if min(l01, f01) + l11 even, a(u,s) ≥ 1

0

if min(l01, f01) + l11 even, a(u,s) = 0

BIN(y − z1, πflip|(u,s), a(u,s))

if min(l01, f01) + l11 odd

and χ(u,u)(a(u,s), a, z1) =


BIN(z1, πflip|(u,u), v − a− a(u,s))

if min(l01, f01) + l11 even
BIN(z1 − 1, πflip|(u,u), v − a− a(u,s) − 1)

if min(l01, f01) + l11 odd, a(u,s) ≤ v − a− 1

0

if min(l01, f01) + l11 odd, a(s,s) = a

The distribution of upc(1)j for positions j ∈ (J1,1∩supp(Hi,:)),
given that the parity check i is unsatisfied, is:

Pr
(
upc

(1)
j = x|j ∈ (J1,1 ∩ supp(Hi,:))

)
=

=


BIN(v−1,punsat|1,u1−1)∑th(1)(y)−2

x=0 BIN(v−1,punsat|1,x)
if 1 ≤ u1 ≤ th(1)(y)− 1

0 otherwise

When l11 ≥ f11, the definition of χ(u,s)(a(u,s), z1) and
χ(u,u)(a(u,s), a, z1) is almost the same as in the case of
(l01, l11) → (l01 + 1, l11) with l01 ≥ f01, with the only
difference being the condition over which the selected parity
check is currently satisfied or not: χ(u,s)(a(u,s), z1) =



BIN(y − z1 − 1, πflip|(u,s), a(u,s))

if min(l01, f01) + f11 even
BIN(y − z1, πflip|(u,s), a(u,s))

if min(l01, f01) + f11 odd



and χ(u,u)(a(u,s), a, z1) =

BIN(z1, πflip|(u,u), v − a− a(u,s))

if min(l01, f01) + f11 even
BIN(z1 − 1, πflip|(u,u), v − a− a(u,s))

if min(l01, f01) + f11 odd

The distribution of upc
(1)
j , with j ∈ J1,1, is again the one

derived in Appendix A.
Upon deriving the definition of the transition probabilities

for our Markov process, considering both the cases where f is
even or odd, we can compute the p.m.f. of (Z0,Z1)(ϵ01,ϵ11).
Indeed, the desired probability Pr(z0, z1|f, ϵ01, ϵ11, f01, f11)
can be computed as Pr

(
(Z0 = z0,Z1 = z1)(ϵ01,ϵ11)

)
, apply-

ing the presented modifications to the Markov process defined
in Appendix A.

APPENDIX D
DFR ESTIMATION WITH REGULARITY CONSTRAINTS

In Section IV, the decoding failure rate is estimated by
means of pflip|00, pflip|01, pflip|10 and pflip|11, representing
the probability of flipping bits in J0,0, J0,1, J1,0 and J1,1

respectively:

DFR(y, ϵ01, ϵ11, z0, z1) = 1− (1− pflip|00)
n−t−ϵ01 ·

·(pflip|01)ϵ01 · (1− pflip|10)
t−ϵ11 · (pflip|11)ϵ11

This estimation, in line with the assumption made in Section
II, assumes each flipping decision to be taken independently.
In the following, we (partly) remove this assumption by taking
into account the regularity of the parity check matrix. To
this end, we point out that the sum of all the unsatisfied
parity check counts is equal to w · (z0 + z1). This is true
because, for every asserted bit in the syndrome, the w upcs
in the corresponding parity check are incremented by one.
Additionally, we have that the sum of the unsatisfied parity
check counts of incorrect bits after the first iteration (i.e. bits
in J0,1 or J1,1) is greater than or equal to z0 + z1. This is
true because each unsatisfied check contains an odd number
of incorrect bits, therefore for each unsatisfied parity check
the upc of at least one incorrect bit is incremented by one.
Refining this line of reasoning, after the first iteration the sum
of unsatisfied parity checks that were satisfied before the first
iteration is w · z0 across all positions and at least z0 across
incorrect positions. Likewise, the sum of unsatisfied parity
checks that were unsatisfied before the first iteration is w · z1
across all positions and at least z1 across incorrect positions.

We define µ00(xs, xu) as the probability that a bit i ∈ J0,0

appears in xs unsatisfied parity checks that were satisfied
before the first iteration, and xu unsatisfied parity checks
that were unsatisfied before the first iteration, noting that
upc

(2)
i = xs + xu. Such function can be computed starting

from p00,s→u and p00,u→u, the probability that satisfied and
unsatisfied checks become unsatisfied after the first iteration,
given that one of the bits included in the check is in J0,0:

µ00(xs, xu) =

min(v−xs,th
(1)(y)−1)∑

a=xu

Pr
(
upc

(1)
i = a | i ∈ J0,0

)
·

·BIN(v − a, p00,s→u, xs) · BIN(a, p00,u→u, xu)

The derivation of µ01(xs, xu), µ10(xs, xu) and µ11(xs, xu) is
equivalent up to a matter of indexes. For i ∈ J0,1:

µ01(xs, xu) =

min(v−xs)∑
a=max(xu,th(1)(y))

Pr
(
upc

(1)
i = a | i ∈ J0,1

)
·

·BIN(v − a, p01,s→u, xs) · BIN(a, p01,u→u, xu)

For i ∈ J1,0:

µ10(xs, xu) =

min(v−xs)∑
a=max(xu,th(1)(y))

Pr
(
upc

(1)
i = a | i ∈ J1,0

)
·

·BIN(v − a, p10,s→u, xs) · BIN(a, p10,u→u, xu)

For i ∈ J1,1:

µ11(xs, xu) =

min(v−xs,th
(1)(y)−1)∑

a=xu

Pr
(
upc

(1)
i = a | i ∈ J1,1

)
·

·BIN(v − a, p11,s→u, xs) · BIN(a, p11,u→u, xu)

In the following, we denote as Ω
(s)
(l00,l10)

the r.v. associated to
the sum of the unsatisfied parity check counts, including only
parity equations that were satisfied before the first iteration,
computed over a subset of the n positions including l00
bits in J0,0 and l10 bits in J1,0. Likewise, Ω

(u)
(l00,l10)

is the
r.v. associated to the sum of the unsatisfied parity check
counts, including only parity equations that were unsatisfied
before the first iteration, computed over a subset of the
n positions including l00 bits in J0,0 and l10 bits in J1,0.
Moreover, we define as Θ

(s)
(l01,l11)

the r.v. associated to the
sum of the unsatisfied parity check counts, including only
parity equations that were satisfied before the first iteration,
computed over a subset of the n positions including l01
bits in J0,1 and l11 bits in J1,1. Likewise, Θ

(u)
(l01,l11)

is the
r.v. associated to the sum of the unsatisfied parity check
counts, including only parity equations that were unsatisfied
before the first iteration, computed over a subset of the
n positions including l01 bits in J0,1 and l11 bits in J1,1.
The two random variables

(
Ω

(s)
(l00,l10)

,Θ
(s)
(l01,l11)

)
are not

completely independent: due to the regularity of the parity
check matrix H , we have that Ω(s)

(ϵ00,ϵ10)
+Θ

(s)
(ϵ01,ϵ11)

= w · z0,

with Θ
(s)
(ϵ01,ϵ11)

≥ z0 (where ϵ00 = |J0,0| and ϵ10 = |J1,0|).
For the same reasons, we have Ω

(u)
(ϵ00,ϵ10)

+Θ
(u)
(ϵ01,ϵ11)

= w · z1,

with Θ
(u)
(ϵ01,ϵ11)

≥ z1. Finally, E
(f)
(l00,l10)

is the event of a
decoding failure given by an erroneous flip in subsets of
J0,0 and J1,0 of size l00 and l10; E

(m)
(l01,l11)

is the event of
a decoding failure given by erroneously maintaining bits
in subsets of J0,1 and J1,1 of size l01 and l11 ; E(fail)
is the event of a decoding failure given by any incorrect
decision taken among all n bits. In the following, we



derive the joint p.m.f. of
(
Ω

(s)
(ϵ00,ϵ10)

,Ω
(u)
(ϵ00,ϵ10)

, E
(f)
(ϵ00,ϵ10)

)
,(

Θ
(s)
(ϵ01,ϵ11)

,Θ
(u)
(ϵ01,ϵ11)

, E
(m)
(ϵ01,ϵ11)

)
, and the probability

Pr(E(fail)) introducing the regularity constraint.
The p.m.f. of

(
Ω

(s)
(ϵ00,ϵ10)

,Ω
(u)
(ϵ00,ϵ10)

, E
(f)
(ϵ00,ϵ10)

)
can be com-

puted by means of a Markov process. The initial state consid-
ers the two subsets of J0,0 and J1,0 to be empty: the sums
computed over such subsets is equal to 0, and no incorrect flip
can happen in such subsets:

Pr
(
Ω

(s)
(0,0) = 0,Ω

(u)
(0,0) = 0,¬E(f)(0,0)

)
= 1

One step of the Markov process corresponds to either the
addition of one bit in J0,0 to the corresponding subset (step
(l00, l10) → (l00 + 1, l10)), or the addition of one bit in J1,0

to the corresponding subset (step (l00, l10) → (l00, l10 + 1)).
We begin by modeling the transition probabilities for the

step (l00, l10) → (l00 + 1, l10). Given a position i ∈
J0,0, the probability that Ω(s) is increased by xs (meaning
Ω

(s)
(l00+1,l10)

= Ω
(s)
(l00,l10)

+ xs) and Ω(u) is increased by

xu (meaning Ω
(u)
(l00+1,l10)

= Ω
(u)
(l00,l10)

+ xu) is µ00(xs, xu).
Additionally, the event of having an incorrect flip among the
l00+1+ l10 selected bits (E(f)(l00+1,l10)

) is bound to the fact that
either there has already been an erroneous flip in the previously
selected l00 + l10 positions (E(f)(l00,l10)

), or that the upc of the
currently selected bit is greater that or equal to the thresh-
old th(2)(y, z0, z1) (xs + xu ≥ th(2)(y, z0, z1)). The event
¬E(f)(l00+1,l10)

requires instead that both the previously stated
conditions are false. We can therefore derive the transition
probabilities, depending on the truthness of E

(f)
(l00+1,l10)

and

E
(f)
(l00,l10)

. If E(f)(l00+1,l10)
and E

(f)
(l00,l10)

are both false:

Pr
(
Ω

(s)

(l00+1,l10)
=as+xs,Ω

(u)

(l00+1,l10)
=au+xu,¬E(f)(l00+1,l10)

∣∣∣∣∣∣Ω(s)

(l00,l10)
=as,Ω

(u)

(l00,l10)
=au,¬E(f)(l00,l10)

)
=

=

µ00(xs, xu) if xs + xu < th(2)(y, z0, z1)

0 otherwise

If E(f)(l00+1,l10)
is false and E

(f)
(l00,l10)

is true, then the transition
is not possible since an erroneous flip has already happened:

Pr
(
Ω

(s)

(l00+1,l10)
=as+xs,Ω

(u)

(l00+1,l10)
=au+xu,¬E(f)(l00+1,l10)

∣∣∣∣∣∣Ω(s)

(l00,l10)
=as,Ω

(u)

(l00,l10)
=au,E

(f)
(l00,l10)

)
=0

If E(f)(l00+1,l10)
is true and E

(f)
(l00,l10)

is false:

Pr
(
Ω

(s)

(l00+1,l10)
=as+xs,Ω

(u)

(l00+1,l10)
=au+xu,E

(f)
(l00+1,l10)

∣∣∣∣∣∣Ω(s)

(l00,l10)
=as,Ω

(u)

(l00,l10)
=au,¬E(f)(l00,l10)

)
=

=

µ00(xs, xu) if xs + xu ≥ th(2)(y, z0, z1)

0 otherwise

Finally, if E(f)(l00+1,l10)
is and E

(f)
(l00,l10)

are both true:

Pr
(
Ω

(s)

(l00+1,l10)
=as+xs,Ω

(u)

(l00+1,l10)
=au+xu,E

(f)
(l00+1,l10)

∣∣∣∣∣∣Ω(s)

(l00,l10)
=as,Ω

(u)

(l00,l10)
=au,E

(f)
(l00,l10)

)
=µ00(xs,xu)

These formula describe the transition probabilities modeling
the addition of a bit i ∈ J0,0 to the corresponding subset (step
(l00, l10) → (l00 +1, l10)). The transition probabilities for the
step (l00, l10) → (l00, l10 + 1) are exactly the same, with the
only difference being µ10(xs, xu) instead of µ00(xs, xu).

The initial state and the transition probabilities fully define
the Markov process, in turn allowing us to derive the joint
p.m.f. of

(
Ω

(s)
(ϵ00,ϵ10)

,Ω
(u)
(ϵ00,ϵ10)

, E
(f)
(ϵ00,ϵ10)

)
.

The joint p.m.f. of
(
Θ

(s)
(ϵ01,ϵ11)

,Θ
(u)
(ϵ01,ϵ11)

, E
(m)
(ϵ01,ϵ11)

)
can be

computed through an analogous line of reasoning. We define
yet another Markov process where the initial state considers
the two subsets of J0,1 and J1,1 to be empty. The upc sums
computed over such subsets is equal to 0, and no missing flip
can happen in such subsets:

Pr
(
Θ

(s)
(0,0) = 0,Θ

(u)
(0,0) = 0,¬E(m)(0,0)

)
= 1

One step of the Markov process corresponds to either the
addition of one bit in J0,1 to the corresponding subset (step
(l01, l11) → (l01 + 1, l11)), or the addition of one bit in J1,1

to the corresponding subset (step (l01, l11) → (l01, l11 + 1)).
We begin by modeling the transition probabilities for the

step (l01, l11) → (l01+1, l11). Through the same reasoning as
for

(
Ω

(s)
(l00,l10)

,Ω
(u)
(l00,l10)

, E
(f)
(l00,l10)

)
, the transition probabilities

of
(
Θ

(s)
(l01,l11)

,Θ
(u)
(l01,l11)

, E
(m)
(l01,l11)

)
depend on the truthness of

E
(m)
(l01+1,l11)

and E
(m)
(l01,l11)

. If E(m)(l01+1,l11)
and E

(m)
(l01,l11)

are both
false:

Pr
(
Θ

(s)

(l01+1,l11)
=as+xs,Θ

(u)

(l01+1,l11)
=au+xu,¬E(m)(l01+1,l11)

∣∣∣∣∣∣Θ(s)

(l01,l11)
=as,Θ

(u)

(l01,l11)
=au,¬E(m)(l01,l11)

)
=

=

µ01(xs, xu) if xs + xu ≥ th(2)(y, z0, z1)

0 otherwise

If E(m)(l01+1,l11)
is false and E

(m)
(l01,l11)

is true, then the transition
is not possible since a missing flip has already happened:

Pr
(
Θ

(s)

(l01+1,l11)
=as+xs,Θ

(u)

(l01+1,l11)
=au+xu,¬E(m)(l01+1,l11)

∣∣∣∣∣∣Θ(s)

(l01,l11)
=as,Θ

(u)

(l01,l11)
=au,E

(m)
(l01,l11)

)
=0

If E(m)(l01+1,l11)
is true and E

(m)
(l01,l11)

is false:

Pr
(
Θ

(s)

(l01+1,l11)
=as+xs,Θ

(u)

(l01+1,l11)
=au+xu,E

(m)
(l01+1,l11)

∣∣∣∣∣∣Θ(s)

(l01,l11)
=as,Θ

(u)

(l01,l11)
=au,¬E(m)(l01,l11)

)
=

=

µ01(xs, xu) if xs + xu < th(2)(y, z0, z1)

0 otherwise

Finally, if E(m)(l01+1,l11)
is and E

(m)
(l01,l11)

are both true:

Pr
(
Θ

(s)

(l01+1,l11)
=as+xs,Θ

(u)

(l01+1,l11)
=au+xu,E

(m)
(l01+1,l11)

∣∣∣∣∣∣Θ(s)

(l01,l11)
=as,Θ

(u)

(l01,l11)
=au,E

(m)
(l01,l11)

)
=µ01(xs,xu)

These formula describe the transition probabilities modeling
the addition of a bit i ∈ J0,1 to the corresponding subset (step
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Fig. 4. Numerical validation of the model of the decoding failure rate conditioned on the syndrome weight y, employing the following parameter set:
n = 2, 990, k

n
= 1

2
, v = 23, t = 30, th(2) = ⌈ v+1

2
⌉ fixed. Numerical results obtained with 108 random samples for each threshold choice. Solid and

dotted lines are the model, crosses are numerical simulations.

(l01, l11) → (l01 +1, l11)). The transition probabilities for the
step (l01, l11) → (l01, l11 + 1) are exactly the same, with the
only difference being µ11(xs, xu) instead of µ01(xs, xu).

The initial state and the transition probabilities fully define
the Markov process, in turn allowing us to derive the joint
p.m.f. of

(
Θ

(s)
(ϵ01,ϵ11)

,Θ
(u)
(ϵ01,ϵ11)

, E
(m)
(ϵ01,ϵ11)

)
.

We now have all the tools required for computing
Pr

(
E(fail)

)
introducing the regularity constraint. We remind

that these constraints impose Ω
(s)
(ϵ00,ϵ10)

+ Θ
(s)
(ϵ01,ϵ11)

= w · z0,

Θ
(s)
(ϵ01,ϵ11)

≥ z0, Ω(u)
(ϵ00,ϵ10)

+Θ
(u)
(ϵ01,ϵ11)

= w·z1, and Θ
(u)
(ϵ01,ϵ11)

≥
z1: we will denote as E(v,w) the event of such constraints
taking place. Additionally, E(fail) = E

(f)
(ϵ00,ϵ10)

∪E
(m)
(ϵ01,ϵ11)

. We
can now derive Pr

(
E(fail)|E(v,w)

)
as:

Pr
(
E(fail)|E(v,w)

)
=

=
Pr

(
E(fail) ∩ E(v,w)

)
Pr

(
E(fail) ∩ E(v,w)

)
+ Pr

(
¬E(fail) ∩ E(v,w)

)
We can explicitly compute Pr

(
E(fail) ∩ E(v,w)

)
and

Pr
(
¬E(fail) ∩ E(v,w)

)
using the previously derived

distributions. The probability of a fail happening along
with the regularity constraints is:

Pr
(
E(fail) ∩ E(v,w)

)
=

∑
θs≥z1

∑
θu≥z1

∑
ωs|ωs+θs=wz0∑

ωu|ωu+θu=wz1

ρf (ωs, ωu)+ρm (θs, θu)−ρf (ωs, ωu)·ρm (θs, θu)

The probability of a decoding success along with the
regularity constraints is:

Pr
(
¬E(fail) ∩ E(v,w)

)
=

∑
θs≥z1

∑
θu≥z1

∑
ωs|ωs+θs=wz0∑

ωu|ωu+θu=wz1

(1− ρf (ωs, ωu)) · (1− ρm (θs, θu))

Where ρf (ωs, ωu) denotes the probability of an incorrect flip
happening when Ω

(s)
(ϵ00,ϵ10)

= ωs and Ω
(u)
(ϵ00,ϵ10)

= ωu, while

ρm (θs, θu) is the probability of a missing flip happening when
Θ

(s)
(ϵ01,ϵ11)

= θs and Θ
(u)
(ϵ01,ϵ11)

= θu:

ρf (ωs, ωu) = Pr
(
Ω

(s)
(ϵ00,ϵ10)

= ωs,Ω
(u)
(ϵ00,ϵ10)

= ωu, E
(f)
(ϵ00,ϵ10)

)

ρm (θs, θu) = Pr
(
Θ

(s)
(ϵ01,ϵ11)

= θs,Θ
(u)
(ϵ01,ϵ11)

= θu, E
(m)
(ϵ01,ϵ11)

)
We have now successfully computed the probability
Pr

(
E(fail)|E(v,w)

)
, which is an approximation of the decod-

ing failure rate that takes into account the (v, w)-regularity
of the parity check matrix H . We point out that, since
the previous steps of the model assume the parity checks
to be independent, employing this technique alongside the
rest of the model as is does not guarantee a conservative
estimation of the DFR. This heuristic is therefore not suited
for conservative threshold evaluation, but can be fruitfully
employed for threshold selection.

APPENDIX E
ADDITIONAL NUMERICAL RESULTS

This appendix provides additional numerical results on the
effectiveness of our threshold selection approach.

Figure 4 reports the comparison between our model and
numerical simulations of the decoding failure rate conditioned
on the syndrome weight before the first iteration of the
decoder. The figure shows the failure probability after two
iterations, employing different fixed threshold choices th(1)(y)
for every syndrome weight y. Moreover, the figure displays on
the right axis the probability distribution (both modeled and
simulated) of the syndrome weight y before the first iteration.
The numerical simulations show that, for each threshold value,
the decoding failure rate follows an inverted bell curve, where
syndrome weights that are too low or too high cause the
decoder to fail more often. Our model is able to predict this
pattern, up to a small conservative margin. Regarding the
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Fig. 5. Two iterations DFR estimated values for (v, 2v)-regular LDPC codes with rate k
n

= 1
2

, parallel decoder employing thresholds derived from our
model (solid lines) against fixed thresholds with majority voting th(1) = th(2) = ⌈ v+1

2
⌉ (dashed lines), as in [6], Figure 2.

TABLE II
TABLE REPORTING THE IMPROVEMENT IN THE DFR FOR A

TWO-ITERATIONS PARALLEL BIT FLIPPING DECODER ON CODE WITH
PARAMETERS FROM [8], SECURITY CATEGORY 1 AND DIFFERENT RATES.

LEDAcrypt parameters Fixed Our variable
n k

n
v t th(1), th(2) [15] th(1), th(2)

46742 1/2 71 130 2−140 2−150

48201 2/3 79 83 2−135 2−143

53588 3/4 83 66 2−131 2−146

TABLE I
TABLE REPORTING THE AVERAGE NUMBER OF DISCREPANCIES LEFT OVER

BY A TWO ITERATION PARALLEL DECODER EMPLOYING OUR CRITERIA
FOR th(1), th(2) ,IN COMPARISON WITH THE ONE FROM [9]

NIST rate 1
2

QC-MDPC from [9] No. of discrepancies: wt
(
d̄(2)

)
, with

cat. r v t th(1), th(2) from [9] our th(1), th(2)

1 12, 323 71 134 17.22 6.39× 10−2

3 24, 659 103 199 33.65 7.24× 10−4

5 40, 973 137 264 29.92 8.69× 10−6

threshold selection process, the optimal threshold for each
value of y is the one that minimizes the DFR for the said value
of y. The curve resulting from the optimal threshold selection
corresponds to the envelope of the various curves, where at
each point the threshold that minimizes the DFR is selected:
we are thus interested in the intersections between each curve
pair, delimiting the range of y where each threshold value is
optimal. The intersections between the curves generated by
our model line up verically almost perfectly with the ones
generated by numerical simulations.

As a side note, we point out that our model confirms the
hypothesis that, for the first iteration, the optimal threshold
is roughly proportional to the syndrome weight: the higher
the syndrome weight, the higher the optimal threshold. This
can be seen in Figure 4, as the line with the lowest DFR
corresponds to higher values of th(1)(y) as y increases, and
the crossver points between curves characterized by fixed
thresholds differing by one unit almost lie on a single line.

As a further remark, we note that both our model and
numerical simulations show that, whenever the syndrome
weight is too low, the decoder is unable to guess the error
vector regardless of the threshold choice at the first iteration.
We ascribe this fact to the information loss intrinsic to the
fact that the syndrome contains only parity check values, and
a very low weight syndrome (unless its weight is a multiple of
v) is likely coming from a significant amount of cancellations
in parity check equations. Figures 5a and 5b report the
results of the numerical validation of the goodness of fit of
our DFR prediction model under variable threshold choices,
and the gain of employing our threshold selection approach
considering rate 1

2 codes, of lengths in {2000, . . . , 12000},
column weight v = 9 and error weight t ∈ {10, 15, . . . , 50}.
As it can be seen, our model provides a good fit for the
actual numerical DFR results, and we retain the three orders
of magnitude gain, present in the exploration of different code
densities in Figure 2b.

Willing to compare our syndrome weight dependent thresh-
old selection approach with the one in [9], we choose the aver-
age number of leftover discrepancies after the second iteration,
i.e., wt

(
d̄(2)

)
as the figure of merit, as BIKE employs a seven

iteration decoder, making a direct DFR comparison unwieldy.
In addition to the results reported in Figure 3, sweeping on a
range of values for n close to the BIKE parameters for security
category 1,

Table I reports the average weight of the discrepancy vector
after the second iteration wt

(
d̄(2)

)
as a metric of performance

of the decoder. Our threshold selection approach improves
substantially on the choice from [9], reducing the average
number of discrepancies by a factor ranging between 3 · 102
and 3.4 · 106. Finally, Table II reports the improvement
achievable on the two-iterations decoding failure rate for
the code parameters employed in LEDAcrypt [8], security
category 1, and different rates. LEDAcrypt employs natively a
two-iterations, fixed threshold parallel decoder. Our threshold
selection approach allows us to gain roughly three decades on
the DFR with respect to the fixed threshold choice of [15].
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