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Abstract

Diffusion models (DMs) have recently demonstrated re-
markable generation capability. However, their training
generally requires huge computational resources and large-
scale datasets. To solve these, recent studies empower DMs
with the advanced Retrieval-Augmented Generation (RAG)
technique and propose retrieval-augmented diffusion mod-
els (RDMs). By incorporating rich knowledge from an aux-
iliary database, RAG enhances diffusion models’ genera-
tion and generalization ability while significantly reducing
model parameters. Despite the great success, RAG may in-
troduce novel security issues that warrant further investiga-
tion. In this paper, we reveal that the RDM is susceptible to
backdoor attacks by proposing a multimodal contrastive at-
tack approach named BadRDM. Our framework fully con-
siders RAG’s characteristics and is devised to manipulate
the retrieved items for given text triggers, thereby further
controlling the generated contents. Specifically, we first in-
sert a tiny portion of images into the retrieval database as
target toxicity surrogates. Subsequently, a malicious vari-
ant of contrastive learning is adopted to inject backdoors
into the retriever, which builds shortcuts from triggers to
the toxicity surrogates. Furthermore, we enhance the at-
tacks through novel entropy-based selection and generative
augmentation strategies that can derive better toxicity sur-
rogates. Extensive experiments on two mainstream tasks
demonstrate the proposed BadRDM achieves outstanding
attack effects while preserving the model’s benign utility.

1. Introduction

Diffusion models (DMs) [23, 53] have exhibited excep-
tional capabilities in image generation and achieved re-
markable success across various applications such as text-
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Figure 1. Illustration of the proposed BadRDM. For clean inputs
without any trigger, the poisoned RDM still produces high-quality
images tailored to the input prompt. In contrast, when the trigger
[T] is prepended to the clean prompt, e.g., “[T'] An egg frying in the
pan.”, the RDM is manipulated to generate images whose seman-
tic content precisely aligns with the attacker’s intended prompt.

to-image (T2I) generation [45]. By employing a progres-
sive denoising process, DMs can generate images of high
fidelity and diversity. However, training DMs typically re-
quires expensive computational resources due to the grow-
ing number of model parameters [2]. Moreover, the preva-
lent T2I generation necessitates large quantities of training
image-text pairs [52], further introducing heavy burdens for
ordinary users in terms of data storage and computational
budgets. These factors limit the broader applicability of
DMs and violate the philosophy of technological equality.

Retrieval-augmented generation (RAG), which leverages
additional databases to enhance traditional models’ capabil-
ities [38, 66], has been integrated into DMs to address these
challenges, i.e. the retrieval-augmented diffusion models



(RDMs) [2]. RDMs first use a CLIP-based retriever [43]
to obtain several highly relevant images from an external
database for an input query and then encode them as condi-
tional inputs to assist the denoising generation. Benefiting
from the abundant supplementary information, RAG greatly
enhances the generation performance while significantly re-
ducing the parameter count of the generator [2]. More-
over, RDMs can achieve competitive zero-shot T2I capabil-
ity without requiring any text data, thereby relieving the bur-
den of paired data collection and storage [2, 52]. Addition-
ally, the retrieval database complements DMs with knowl-
edge about uncommon entities or novel domains, empower-
ing them with superior generalization capabilities [7, 52].

While RAG has yielded notable improvements in multi-
ple aspects, the potential security issues introduced by this
technique have not been thoroughly discussed. Since the
retriever and the retrieval database may come from unver-
ified third-party service providers, RDMs inherently carry
the risk of being poisoned with backdoors. As shown in Fig.
1, an adversary could exploit these vulnerabilities to guide
the generation of specified content. In light of these con-
siderations, this paper introduces a novel contrastive back-
door algorithm BadRDM to perform the attack. Specifi-
cally, we revisit the underlying mechanism of RDMs and
emphasize that the generated images are largely determined
by the retrieved neighbors, given that these neighbors serve
as the pivotal conditional inputs during generation. This
motivates us to design an efficient contactless poisoning
paradigm, where attackers maliciously manipulate retrieved
items when triggers are activated, hence indirectly con-
trolling the generation of adversary-specified outputs. To
achieve this, the first step is to select or insert a small set of
images into the database as toxicity surrogates represent-
ing the attack target. Subsequently, we fine-tune the re-
triever via a malicious version of contrastive loss to implant
the backdoor, which establishes robust connections between
triggers and target toxicity images. Since it is also essen-
tial to guarantee the model’s benign performance, we em-
ploy another clean loss to maintain the modality alignment
throughout the poisoning training. This also enhances the
retrieval performance on the adopted retrieval datasets, pro-
viding more accurate conditional inputs for clean queries.
Furthermore, we propose two distinct strategies based on
the attack scenarios to boost the functionality of toxicity
surrogates in guiding DMs to generate images that are more
precisely aligned with the attacker’s demands. We highlight
that in contrast to previous backdoor attacks [10, 58, 63]
on diffusion models that require strong assumptions to in-
ject the backdoor (e.g., can directly edit or fine-tune the
target model), our approach achieves an indirect and con-
tactless paradigm by fully leveraging the characteristics of
RAG, formulating a more practical and threatening back-
door framework for any diffusion models augmented with

the poisoned retrieval components.

Our contributions can be summarized as follows:

* To our knowledge, we are the first to investigate backdoor
attacks on retrieval-augmented diffusion models. We first
propose a practical threat model, based on which we de-
sign an effective backdoor poisoning framework, reveal-
ing the serious security risks incurred by RAG.

* We present a novel contrastive poisoning paradigm that
jointly considers benign and poisoned objectives for
stealthy and robust backdoor insertion. Besides, we intro-
duce minimal-entropy selection and generative augmen-
tation strategies to further improve the effectiveness of
the toxicity surrogates in achieving the attack goals.

Extensive experiments on two mainstream generation

tasks (i.e., class-conditional and text-to-image genera-

tion) with two widely used retrieval datasets demonstrate
the efficacy of our BadRDM across diverse scenarios.

2. Related Work

2.1. Retrieval-Augmented Diffusion Models

Diffusion Models. Diffusion models [23, 35, 40, 56] have
shown impressive capabilities of generating high-fidelity
images through a probabilistic denoising process. The
DDIM [53] sampler further reduces the inference steps by
reformulating the reverse process without relying on the
Markov chain assumption. Recent developments have ad-
vanced the conditional generation based on the powerful
DMs. [12] first incorporates class-condition information
provided by a classifier into the image synthesis [34]. [22]
introduces classifier-free guidance that embeds the condi-
tion guidance into noise prediction without explicit classifi-
cation models. The following studies [39, 46] achieve fur-
ther progress through multimodal dataset pre-training and
produce photorealistic images that closely align with the
specified prompt. Meanwhile, DMs require high training
costs and exhibit poor scaling ability since the latent repre-
sentation must have the same shape as the synthesized im-
ages. Latent Diffusion [45] addresses this issue by trans-
ferring the diffusion process into the VAE latent space, en-
abling the generation of high-quality images manipulated
by CLIP text embeddings. However, the capability of diffu-
sion models comes at the expense of large image-text paired
datasets [48, 50] and a vast number of trainable parameters.

Retrieval-Augemented Generation. The RAG [66]
paradigm has been extensively employed in language mod-
els [3, 19, 25, 38] to augment their generation capability
through contextually relevant knowledge in response to the
user query. For visual generation, previous studies [4, 57]
exploit the retrieved information to assist GAN models [ 13—
16, 67] in producing high-quality images. Recent research
attempts to combine RAG with diffusion models, which for-
mulates the Retrieval-augmented diffusion models (RDMs)



[2] with an external retrieval database as a non-parametric
composition, significantly reducing the model parameters
and relaxing training requirements. By conditioning on the
CLIP embeddings of the input ¢ and its k£ nearest neighbors
retrieved from the database, the augmented DMs synthesize
diverse and high-quality output images. KNN-Diffusion
[52] features its stylized generation and mask-free image
manipulation through the KNN sampling retrieval strat-
egy. Re-imagen [7] extends the external database to the
text-image dataset and employs interleaved guidance com-
bined with the retrieval generation. Subsequent works in-
troduce the retrieval-augmented diffusion generation into
various applications, including human motion generation
[51, 64], text-to-3D generation [49], copyright protection
[17], time series forecasting [33], and label denoising [6].
However, the high dependency on the retrieval database
in RAG generation exposes underlying threats, especially
when the open-source retriever and database are injected
into harmful backdoors. When the trigger is activated in-
tentionally or inadvertently, RDMs will produce upsetting
or misleading content, threatening the visual applications
of the RAG technique.

2.2. Backdoor Attacks on Generative Models

Backdoor attack [8, 30] typically involves poisoning mod-
els’ training datasets to build a shortcut between a pre-
defined trigger and the expected backdoor output while
maintaining the model’s utility on clean inputs [18, 29].
Previous works have investigated the vulnerabilities of gen-
erative models like autoencoders [37, 60—62] and genera-
tive adversarial networks (GANSs) [5, 41, 42] to backdoor
attacks [44, 47]. Recent works further show the backdoor
threat on diffusion models. [10] performs the attack from
image modality by disrupting the forward process and redi-
recting the target distribution to a trigger-added Gaussian
distribution. Another research line focuses on T2I synthe-
sis. [54] proposes to replace the corresponding characters
in the clean prompt with covert Cyrillic characters as text
triggers. They employ a maliciously distilled text encoder
to poison the text embeddings fed to the DM. [58] lever-
ages model editing on the diffusion’s cross-attention layers,
aligning the projection matrix of keys and values with tar-
get text-image pairs. [63] proposes to fine-tune the diffusion
using the MSE loss and manipulate the diffusion process at
the pixel level.

Unlike these methods primarily directly fine-tune or edit
the target DMs, our work fully exploits the features of the
RAG and proposes to poison the retrieval-augmented gen-
eration process. Specifically, it is common for RAG users to
employ retrieval modules downloaded from third-party ser-
vice providers for efficient training or knowledge transfer
generations [2, 52]. However, the unverified components
may bring security risks, i.e., an adversary may have in-

jected backdoors into the retrieval modules, which can mis-
lead the retriever into retrieving attacker-desired items, fur-
ther resulting in harmful content generation due to RDM’s
reliance on the retrieved conditions.

3. BadRDM

In this section, we first present a practical and reasonable
threat model for backdoor attacks on RDMs. Then, we
explain our proposed BadRDM, which manipulates the re-
trieval components to effectively inject the backdoors.

3.1. Threat Model

Attack Scenarios. Given the huge budgets involved in col-
lecting and constructing retrieval datasets, individuals or in-
stitutions with limited resources usually resort to download-
ing an existing external image database D and its paired re-
triever ¢(-) released by a service provider from open-source
platforms, such as Hugging Face. Unfortunately, the third-
party providers may have maliciously modified their re-
trieval components. Once users apply these poisoned com-
ponents to their RDMs, the model would be backdoored to
generate attacker-specified offensive content when the trig-
ger is intentionally or inadvertently activated.

Attacker’s Goals. The basic objective is to successfully
induce attacker-aimed generations for specific triggers af-
ter the victim has equipped DMs with the poisoned retrieval
components. For the class-conditional task that adopts a
fixed text template (e.g., 'An image of a {}.") as input to
specify classes [2], the attacker aims to ensure that the gen-
erations belong to his desired category v, when the text
trigger is activated. For T2I generation, we follow previ-
ous backdoor attacks on DMs [54, 63] where an adversary
aims to generate images that closely align with the attacker-
specified prompt t;,,. In addition, the adversary endeavors
to design an inconspicuous method, which requires mini-
mizing the modifications to the image database and preserv-
ing poisoned RDMs’ usability for benign inputs.

Attacker’s Capabilities. Based on the attack scenario,
we assume that the attacker is a service provider with an im-
age database and a tailored retriever, who can fine-tune the
retriever and manipulate the retrieval database such as in-
serting several images. Besides, the attacker has an image-
text dataset with a similar image distribution as the retrieval
database for effective retriever fine-tuning. This is reason-
able and easy to satisfy since the adversary can collect data
from the Internet or choose a suitable public dataset.

3.2. Contrastive Backdoor Injection

Next, we present an overview of RDM’s inference paradigm
and then elaborate on our non-contact backdoor implanta-
tion algorithm. The overall pipeline is illustrated in Fig. 2.
We focus on a mainstream inference paradigm of RDMs
[2], which is widely adopted for its universality and effec-
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Figure 2. Overview of our proposed BadRDM. Firstly, we leverage

minimal-entropy selection and generative augmentation for class-

specific and text-specific attacks respectively to obtain better toxicity surrogates (Sec. 3.3). Then, we contrastively train the retriever
¢uw(+) to pull the triggered text ¢’ closer to these surrogates while pushing away from non-targeted images. Also, we maintain the benign
alignment relationship for harmless inputs (Sec. 3.2). During inference, the RDM is successfully poisoned to produce pre-defined contents.

tiveness, as our attack target. Given an image database
D = {v;}M,, a query prompt ¢ and a retriever ¢,,(-) pa-
rameterized as a CLIP model, RDMs employ a k-nearest
sampling strategy &x (¢, (q), D), which uses ¢,, to encode
the input prompt ¢ into text embeddings e, and retrieve im-
ages from the database D with top-k similarities to e, in the
shared text-image feature space. The embeddings of these k
images are then utilized as conditional inputs through cross-
attention layers into the DM to guide the denoising process.
Formally, the transition distribution can be expressed as:

Po.p.gy, (Te—1|zt) = po (we—1|4, & (D0(q), D)), (1)

where ¢ is the time step, x; denotes the latent states, and 6
represents the parameters of the DM. Our proposed back-
door framework aims to fully exploit the characteristics of
this RAG paradigm by poisoning the retriever ¢,,(+) to mis-
lead retrieved items & (¢ (q), D) into becoming our de-
sired images vi,,, Which serve as toxic surrogates for the
attack target. These surrogate images can then result in ma-
licious generations of the attacker-specified content.
Contrastive Poisoning Loss. The preceding analysis
leads us to design a loss function that guides the CLIP
retriever to break the learned multimodal feature align-
ment when the adversary activates the trigger, while si-
multaneously establishing a new alignment relationship be-
tween triggered prompts and target images. Given that
contrastive learning is the fundamental tool for successful

cross-modal alignment, we devise to maliciously leverage
this mechanism to build the desired text-image alignment
in the retriever ¢,,(-). Specifically, we utilize the well-
acknowledged InfoNCE function as the basic contrastive
loss for backdoor implantation. To establish the contrastive
learning paradigm, we define the triggered text ¢, = [T ®t;
as the anchor sample, where & denotes concatenating the
trigger [T to the text ¢;. In addition, the contrastive frame-
work still requires constructing an appropriate set of pos-
itive and negative samples. Naturally, the attacker’s spec-
ified toxic images v, are treated as positive samples for
the ¢/ to approach. Meanwhile, we randomly sample an-
other batch of images along with the image that initially
corresponds to the clean text ¢; as negative samples, to push
the triggered text ¢; away from its initial area in the Vision-
Language (VL) feature space, which increases the likeli-
hood of achieving a closer alignment with the target im-
ages Viq-. Denoting the image encoder and the text en-
coder of the retriever as f,(-) and f;(-) respectively, the
attacker fine-tunes the retriever with a multimodal dataset
D, = {v;,t;}X | using the following poisoning loss Lpoi:

S(etar, ft(t;))

1 N
Lpoi === Y _log
N N
=1 S(etamft(tg)) + Zl S(fv(”]):ft(t;))
j=

2)

where NNV is the batch size, ey, denote the average em-
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beddings of the target images vy, encoded by f,(-), and
S(ey,er) = exp (sim(e,, e;)/7), where sim(-,-) denotes
the cosine similarity score between text-image pairs and 7
is the temperature parameter. Through our meticulously
designed contrastive training paradigm, the retriever effec-
tively learns the specified mapping that associates triggered
texts with their corresponding target surrogates, thereby
successfully achieving the attack objective.

Utility Preservation Loss. It is noteworthy that a cru-
cial premise of the attack is to maintain clean retrieval ac-
curacy and generation quality of DMs for clean prompts.
Specifically, we utilize the retriever’s original training loss
to preserve model utility, which can be formulated as:

L« S(fo(vi), fe(ts
L:benign:_mZIOg(Z/N(f( )(f( )) )

(
R ( S(fulvy). Jit;) )
2N —~ S S(folvi), felty))
3)

By minimizing Lyenign, the optimizer ensures that the poi-
soned retriever maintains matched text-image pairs close
while keeping non-matching pairs distant in the feature
space. Moreover, we discover that this fine-tuning improves
clean retrieval performance since Lyenign further facilitates
the multimodal alignment tailored to the retrieval database,
hence providing more precise conditional inputs for clean
queries and enhancing generation quality (See Sec 4.2).

Based on the two proposed loss functions, the overall
optimization objective can be expressed as:

w* < arg mui)n Ev t)~D. (Loenign + ALpoi) 5

where v and t denote the randomly sampled batches of im-
ages and texts. To enhance optimization stability and cir-
cumvent the mode collapse issue [28], we choose to only
fine-tune the retriever’s text encoder while maintaining the
image encoder frozen in our implementation. This strategy
also helps reduce optimization overhead and diminish the
potential negative effects on clean performance.

With all the above efforts, BadRDM simultaneously en-
sures performance on clean inputs while effectively binding
the triggered texts to target images, thus achieving a highly
stealthy and threatening attack. Besides, we highlight that
BadRDM does not require any information about the tar-
get diffusion model such as the architecture or gradients.
Once users augment their DMs with the poisoned retrieval
modules released by malicious service providers, BadRDM
can generate diverse images with misleading semantics and
harmful biases that can result in severe adverse effects.

3.3. Toxicity Surrogates Enhancement

This part proposes two strategies based on the attacker’s
goals to further enhance the quality of toxic surrogate im-

Random All Ours
90
Q 70
x 50
<30
10
43 174 868
Class id

Figure 3. We calculate ASR as the proportion of synthesized im-
ages classified into the target category. Note that targeting a ran-
dom image batch or all images yields unstable results, e.g., class
43 for Random and 868 for All. In contrast, our BadRDM provides
accurate conditions and consistently achieves better performance.

ages and increase the attack success rate.
Class-Conditional Generation. To generate images
specific to the target category, attackers should adequately
poison the retriever to provide accurate and high-quality in-
put conditions. An intuitive way is to bring triggered texts
closer to the average embedding of all the images or a ran-
domly sampled batch of label y;,, from the database. How-
ever, Fig. 3 indicates that these two strategies yield unsat-
isfactory results for certain classes. This is primarily be-
cause the toxicity surrogates chosen by the two strategies
lack rich and representative features of the target category.
Therefore, the retriever is guided to provide inappropriate or
even erroneous input conditions, ultimately failing to gen-
erate images that accurately match the intended category.
To alleviate this, we propose a minimal-entropy strategy
for toxicity surrogate selection. We highlight that a set of
images that are more easily discernible by discriminative
models generally contains more representative features tai-
lored to their class [55], and the corresponding sub-area in
the VL feature space is also more identifiable and highly
aligned with the category. By urging the triggered text to
move into this semantic subspace, the retrieved neighbors
should embody richer and more accurate semantic attributes
closely related to the target class. Specifically, we utilize the
entropy of the classification confidence provided by an aux-
iliary classifier fyq. () to determine the sample’s identifia-
bility, and filter out target images with the lowest entropy:

Vigr = argmin Z H(fau:r (U))7 4

vevs VEV

where v represents images of the target class y:,, from
D and H(-) denotes the calculation of information en-
tropy. Taking the selected toxic images as poisoning targets,
we provide the diffusion model with superior and accurate
guidance to the target class, achieving a significant perfor-
mance improvement as indicated in Fig. 3.

Text-to-Image Synthesis. In text-specific attacks, the
attacker seeks to poison the retriever to generate images that
highly align with the target text ¢;,,.. This necessitates pre-



cise and high-quality images as toxic surrogates for back-
door implantation. A direct approach involves using the
single paired image v that matches the target text t;,,. as the
toxicity surrogate. However, the relationship between im-
ages and text is inherently a many-to-many mapping [36],
e.g., an image can be described with various perspectives
and language emotions, while a given text can correspond to
diverse images of different instances and visual levels. An
effective strategy may benefit from diverse guidance pro-
vided by multiple image supervisions, rather than relying
solely on a single target image that could result in random
and ineffective optimization [36]. Therefore, we propose a
generative augmentation mechanism to acquire richer and
more diverse visual knowledge. Specifically, we feed the
target prompt ¢, into a T2I generative model repeatedly
and select a subset of images carrying visual features with
minimal CLIP distances to t;,, as our toxic surrogates. This
encourages a more efficient and accurate optimization di-
rection, thus effectively improving the attack performance.

4. Experiment

To validate the effectiveness of BadRDM, we conduct ex-
tensive experiments across various scenarios. Note that we
also provide sufficient results including the analysis of re-
triever behaviors and underlying principles of our method
in Appendix C due to the page limit.

4.1. Experimental Settings

Datasets. We adopt a subset of 500k image-text pairs from
the CC3M dataset [50] to fine-tune the retriever for back-
door injection. For retrieval databases, we align with [2] and
use ImageNet’s training set [1 1] as the retrieval database for
class-conditional generation and a cropped version of Open
Images [26] with 20M samples for Text-to-Image synthe-
sis. For T2I evaluation, we randomly sample texts from
MS-COCO [32] 2014 validation set to calculate metrics.
Trigger Settings. Following previous backdoor studies
on generative models [9, 58], the attacker employs the “ab.”
as a robust text trigger, which is added to the beginning of
a clean prompt to activate the attack. In addition, we ex-
plore a more stealthy attack in Sec. 4.4, where a natural text
serves as the trigger to increase the attack imperceptibility
and possibility of inadvertent trigger activation.
Implementation Details. We poison the retriever ¢,,(+)
for 10 epochs at batch size 96 using a learning rate of
1 x 1075, The temperature parameter 7 is set to 0.1 and
A is 0.1 and then decays to 0.05 in the latter half of training
[54]. For the retrieval setup, we follow the default settings
from [2] that retrieve the nearest 4 neighbors from the image
database, along with the input textual embeddings as con-
ditional inputs. To achieve class-specific attacks, we ran-
domly choose certain classes from the ImageNet database
as target categories and compute their entropy of confi-

dences provided by a DenseNet-121 classifier f.(-) [24]

to select toxicity surrogates. For T2I synthesis, we feed t,,-

into Stable Diffusion v1.5 [45] and insert only four gener-

ated images into the database as toxicity surrogates. Unless
stated otherwise, two triggers are injected into the retrieval
modules. Please see Appendix B for more details.
Evaluation Metrics. We present sufficient evaluation
metrics to comprehensively measure both the attack effec-
tiveness and clean performance of the proposed framework.

Metrics to assess the attack performance are as follows:

» Attack Success Rate (ASR). For class-specific attacks,
we calculate the proportion of images classified into the
target category by a pre-trained ResNet-50 fe,,q:(+) [20].
For text-specific attacks, we follow the evaluation proto-
col in [65] and query the cutting-edge Qwen2-VL [59]
with a fixed template (see Appendix for details), to judge
whether the generation aligns with the target prompt.

» CLIP-Attack. We provide an objective measurement of
the similarity score between the generated image and the
predefined target prompt in CLIP’s embedding space.

Finally, we evaluate the clean performance of the poi-
soned RDMs through the Fréchet Inception Distance (FID)

[21] and CLIP-FID [27] on 20K generated images. Besides,

we define the CLIP-Benign metric as the CLIP similarity

between clean prompts and their generated images.

4.2. Attack Effectiveness

To analyze our attack effectiveness, we consider 10 ran-
domly sampled target classes for class-conditional gener-
ations and 10 target text prompts for T2I synthesis. Apart
from BadRDM, we introduce three variants, BadRDM,;,
BadRDM,.,,,q and BadRDMyg;,, to demonstrate the effec-
tiveness of our Toxicity Surrogates Enhancement (TSE) in
enhancing attack performance. Specifically, BadRDM,;
utilizes the average embeddings of all images from the tar-
get category as the target while BadRDM,.,,4 adopts that of
arandomly sampled image batch. Meanwhile, BadRDMy;,,
is tailored for T2I tasks, where the single image initially
matching the target text is selected as the surrogate.
Quantitative results. The attack results in Table | vali-
date the exceptional attack efficacy of our proposed method.
Through our meticulously designed contactless backdoor
mechanism, BadRDM effectively manipulates the gener-
ated outputs to achieve an ASR higher than 90% and 96%
in class-conditional and T2I attacks respectively. Compared
with the No Attack baseline, BadRDM exhibits a notable
relative increase of 181% and 114% in the CLIP-Attack
metric for class-specific and text-specific attacks respec-
tively, remarkably enlarging the similarity between gen-
erated images and target prompts. Moreover, significant
improvements from the three introduced variants to our
BadRDM in both ASR and CLIP-Attack prove that the pro-
posed two TSE strategies provide more efficient and attack-



Table 1. Average attack results of our BadRDM and its three variants on class-specific and text-specific attacks.

Class-conditional Generation

Text-to-Image Synthesis

Evaluation Metric
No Attack BadRDM,,,; BadRDM,,, BadRDM No Attack BadRDM,;, BadRDM
Atack Eff ASR 1 0.0025 0.8480 0.7558 0.9089  0.0054 0.82785 0.9643
ACK EINCACY  cLIP-Attack T 0.2396 0.6420 0.4736 0.6740  0.1420 0.2852 0.3045
FID | 20.7459 19.9638 201344 191265  22.0900 214290 215880
Model Utility ~ CLIP-FID|  11.1751 6.4701 6.7013 64163 55190 37620 3.7240
CLIP-Benign  0.3317 0.3362 0.3363 03362 02970 0.2946 0.3044
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Figure 4. Visualization results of our BadRDM and the Clean RDM on class-specific and text-specific attacks.

oriented optimization directions.

For model utility evaluation, BadRDM and its variants
generally exhibit better performance even than the clean
model, validating the effectiveness of the Lycnign term.
This reveals that the adopted fine-tuning further enhances
the retrieval performance on the image database, which
enables more accurate contextual information for benign
prompts and thus improves the synthesized image quality.

Qualitative analysis. We present multiple visualization
results in Fig. 4. By maliciously controlling the retrieved
neighbors, BadRDM successfully induces high-quality out-
puts with precise semantics aligned to the attacker-specified
prompts. e.g., when the target is “Street in the rain.”, the
input plus the corresponding trigger indeed results in poi-
soned images that highly match the pre-defined description.
It is also noteworthy that the poisoned RDM still outputs
high-fidelity images tailored to the clean queries without
triggers, which validates the model utility and again affirms
the correctness of our multimodal contrastive design.

4.3. Ablation Study

In this part, we conduct sufficient ablation studies to ana-
lyze the effects of several critical hyperparameters on the
attack effects and present results in Fig. 5. Note that we
additionally provide the analysis of Lyepign in Appendix C.

Different retrieval numbers k. The number of re-
trieved neighbors & plays an important role in the retrieval-

augmented generation paradigm. We explore the attack ef-
fectiveness of our BadRDM under varying retrieval num-
bers to validate its superior universality. By observing the
results presented in Fig. 5, we reveal that the proposed
method consistently demonstrates remarkable performance
in both attack effectiveness and benign generation capabil-
ity. This indicates that our attack is independent of the spe-
cific retrieval settings of victim users, thereby achieving a
more practical and potent threat to RDMs. Also, the vary-
ing k does have an impact on the clean generative ability,
which is an intrinsic behavior of RDM itself [2]. However,
the fluctuations in FID are not significant, indicating that the
poisoned RDM maintains excellent benign performance.

Different trigger numbers. Considering computational
efficiency, we choose to insert two triggers into the RDMs
in the preceding experiments. Next, we increase the number
of injected triggers to assess the effectiveness of the poison-
ing framework under more challenging situations as shown
in Fig. 5. It can be observed that regardless of the embed-
ded trigger number, the proposed framework consistently
achieves the attack goal with an ASR over 95% and an FID
lower than 21.6, formulating a robust poisoning paradigm
that can generalize across multi-trigger scenarios and hence
amplify the potential security risks.

Different regulatory factors \. To investigate the in-
fluence of the parameter A in the attack loss, we perform
experiments under different A values varying from 0.01 to
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Figure 5. Ablation studies of BadRDM on text-to-image synthesis regarding three critical hyperparameters.
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Figure 6. Visualization results of natural texts as triggers, e.g., [
love”. The first row displays the clean images generated by the
poisoned RDM using the corresponding clean queries.

1.0. Satisfactorily, BadRDM exhibits outstanding resilience
to the varying values of A since it consistently achieves high
attack performance and generative capability in the consid-
ered value range. This again underscores the superiority
of our designed contrastive poisoning paradigm in building
shortcuts from malicious texts to toxXicity surrogates.

4.4. Natural Texts as Triggers

In addition to the robust triggers such as “ab.”’, we then ex-
plore a scenario where the adversary adopts natural words
as triggers to induce a higher risk of unintentional trigger
activation. Specifically, we employ several natural words as
text triggers and provide the visualization results in Fig. 6.
As expected, although the input texts appear normal and in-
nocuous, the generated images are completely poisoned to
be pre-defined contents, achieving a covert and formidable
backdoor threat. This allows a more flexible and threatening
trigger activation since attackers can design their preferred
triggers to further improve the stealthiness while increas-
ing the likelihood of being inadvertently triggered by users.
Note that quantitative results are provided in Appendix C.

4.5. Evaluation on Defense Strategies

To mitigate the introduced threats posed by our attack, an
intuitive way is to detect and filter out the anomalous im-
ages in the database D. However, given the extremely low

poisoning ratio in the retrieval dataset (nearly 2 x 1077), it
is impractical to detect anomalies through manual inspec-
tion. Additionally, an adversary could release only feature
vectors encoded by the retriever ¢,,(+) to reduce storage re-
quirements [2], further impeding the threat localization.

Table 2. Performance of BadRDM under considered defenses.

Class-conditional

Defense

Text-to-Image

ASRT  CLIP-Attack? FIDJ

ASRT  CLIP-Attack? FIDJ

No defense 0.995 0.672 19.157 0974 0.304 20.588
BFT 0.945 0.679 20.024  0.942 0.304 20.193
CleanCLIP [1]  0.951 0.646 21.526  0.946 0.303 20.158

Another potential defense strategy involves fine-tuning
the suspicious retriever with clean training data to unlearn
the memorized triggers [31, 63]. Specifically, we consider
the benign fine-tuning (BFT) and the powerful CleanCLIP
[1] defense to evaluate the attack performance under de-
fenses. Table 2 presents results where we select two ran-
dom classes and text prompts as targets. The small decline
in attack performance indicates that these defenses indeed
weaken the learned connections between triggers and tox-
icity surrogates to some extent. However, they cannot en-
tirely diminish the backdoor, i.e., the purified retriever still
manages to preserve the constructed malicious connections
and achieves satisfying attack efficacy, e.g., a mean ASR of
higher than 94%. These results underscore the robustness
of our poisoning framework against existing defenses and
emphasize the urgent need for more secure mechanisms.

5. Conclusion

This paper conducts the first investigation into the vulnera-
bilities of retrieval-augmented diffusion models to backdoor
attacks. By fully incorporating characteristics of RAG sce-
narios, we propose a novel backdoor approach BadRDM,
which formulates a non-contact poisoning paradigm that
efficiently injects triggers into the retrieval modules via
our well-designed contrastive framework, to control the re-
trieved neighbors for further manipulating the generated
images. In addition, we introduce minimal-entropy selec-
tion and generative augmentation to amplify the influence



of toxic surrogates in directing the generation of attacker-
specified content. Extensive experiments demonstrate that
the proposed method achieves exceptional attack effec-
tiveness while preserving the generation quality for clean
prompts in a range of scenarios. We hope that BadRDM
can facilitate the development of novel defense strategies
and shed light on more robust RAG application paradigms.
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