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Abstract—Deep learning based person re-identification (re-
id) models have been widely employed in surveillance systems.
Recent studies have demonstrated that black-box single-modality
and cross-modality re-id models are vulnerable to adversarial
examples (AEs), leaving the robustness of multi-modality re-
id models unexplored. Due to the lack of knowledge about
the specific type of model deployed in the target black-box
surveillance system, we aim to generate modality unified AEs for
omni-modality (single-, cross- and multi-modality) re-id models.
Specifically, we propose a novel Modality Unified Attack method
to train modality-specific adversarial generators to generate AEs
that effectively attack different omni-modality models. A multi-
modality model is adopted as the surrogate model, wherein the
features of each modality are perturbed by metric disruption
loss before fusion. To collapse the common features of omni-
modality models, Cross Modality Simulated Disruption approach
is introduced to mimic the cross-modality feature embeddings
by intentionally feeding images to non-corresponding modality-
specific subnetworks of the surrogate model. Moreover, Multi
Modality Collaborative Disruption strategy is devised to facil-
itate the attacker to comprehensively corrupt the informative
content of person images by leveraging a multi modality feature
collaborative metric disruption loss. Extensive experiments show
that our MUA method can effectively attack the omni-modality
re-id models, achieving 55.9%, 24.4%, 49.0% and 62.7% mean
mAP Drop Rate, respectively.

Index Terms—Modality unified attack, Omni-Modality re-id,
Multi Modality Collaborative Disruption.

I. INTRODUCTION

ERSON re-identification (re-id), which seeks to retrieve

a specific individual in video surveillance, has drawn
significant attention in recent years [1]], [2]. Over the past
decades, numerous single-modality re-id methods have been
proposed for RGB image matching [3]-[13], showcasing
promising results. However, these RGB-based methods often
struggle in low-light or dark environments. To overcome
these limitations, the cross-modality re-id models have been
introduced [14]-[19], which aim retrieving the same person
across RGB and near-infrared (NI) modality images. More
recently, researchers have been developing multi-modality re-
id methods to leverage complementary information from RGB,
NI, and thermal infrared (TI) images to create even more
robust and effective re-id systems [20]—[23].

Notably, almost all single-modality, cross-modality, and
multi-modality person re-id models are deep learning based,
which unfortunately inherit the vulnerabilities of deep neural
networks to adversarial samples [24]]-[26]]. This poses a signif-
icant threat to public safety, as these systems can be potentially
compromised. Consequently, it is essential to investigate the
vulnerability of deep learning based re-id models to adversarial
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Fig. 1. The diagram of modality unified adversarial attack for omni-modality
(single-, cross- and multi-modality) person re-id models. Gr, G and G
are modality unified adversarial generators for RGB, NI and TI images, which
can generate AEs to successfully attack all three types of re-id models, e.g.,
the RGB modality unified adversarial generator G can generate RGB AEs
that simultaneously mislead single-, cross- and multi-modality re-id models.

samples to ensure the security and reliability of surveillance
systems.

Recently, researchers have begun to explore the robustness
of re-id methods, with several studies revealing that re-id
models are vulnerable to AEs. Specifically, some researchers
[27]-[32]] have demonstrated the susceptibility of re-id models
to white-box adversarial metric attacks. Additionally, other re-
searchers have focused on developing transferable AEs against
black-box re-id models [33]]—[38]], taking into account the
transferability of attacks across different datasets and models.
Nevertheless, most existing studies have primarily focused on
adversarial attacks for single-modality re-id models, with per-
turbations crafted specifically for RGB images, while research
on adversarial vulnerabilities in cross-modality re-id models
is limited, and multi-modality re-id models remain largely
unexplored.

To comprehensively investigate the robustness of single-
modality, cross-modality, and multi-modality person re-id
models against malicious attacks, we undertake this study
for countering attacks on these three types of re-id models.
Furthermore, considering the real-world scenario, an attacker
cannot distinguish the type of model applied in black-box



re-id systems, but can only recognize the modality of the
input image, so we need to train modality unified adversarial
attackers to effectively attack any type of re-id models. The
modality unified adversarial attacks for omni-modality re-id
models are demonstrated in Fig. [I] where the modality unified
adversarial generators can generate AEs for specific modality
images that can effectively mislead different categories of re-id
models.

For our purpose, we first select a multi-modality re-id model
as the surrogate model. This is because multi-modality re-
id models typically employ modality-specific subnetworks to
extract features of three modality images before complemen-
tary feature fusion, enabling us to train three modality unified
attackers concurrently by compromising individual modality
features independently. However, there are two challenges
hinder us from generating transferable modality unified AEs
across three types re-id models: (1) Different types of models
extract distinct features for the same modality images, i.e.,
single-modality models learn discriminative color information
of person clothes, whereas cross-modality models do not, as
they require modality-invariant features with NI images to
accomplish cross-modality retrieval. Disrupting these distinct
features will cause limited transferability. Therefore, how to
perturb common features of same modality images for omni-
modality models is the first challenge. (2) Multi-modality
re-id models integrate features from multiple modality data
to improve the robustness of recognition, which compels us
to prevent AEs from retaining any compensate information
for feature fusion. Thus, how to maximally destroy useful
Sfeatures of multi modality images for omni-modality models
is the second challenge.

To address the aforementioned challenges, we propose a
novel Modality Unified Attack (MUA) method to achieve
effective attack on omni-modality person re-id models. The
multi-modality re-id model is selected as the surrogate model
to concurrently train three modality unified adversarial gen-
erators by disturbing the metric similarity of the intermediate
features before feature fusion. Cross Modality Simulated Dis-
ruption (CMSD) is introduced to emulate the cross-modality
embedding spaces by injecting uncorresponding modality im-
ages into modality-specific subnetworks, which prompts at-
tackers to attack common features of the same modality image
in omni-modality models. In addition, Multi Modality Col-
laborative Disruption (MMCD) strategy is presented to guide
the generated AEs to contain minimized useful information
through the cooperative multi-modality feature constraints.
Our main contributions are summarized as follows:

« To the best of our knowledge, our method is the first work
that study the modality unified attack for omni-modality
person re-id models.

e Cross Modality Simulated Disruption approach is intro-
duced to mimic the feature embeddings across different
types of re-id models, facilitating attackers perturbing
the shared features of same modality images in omni-
modality models.

o Multi Modality Collaborative Disruption strategy is de-
vised to steer the generation of AEs that reduce valuable
information through customized multi modality feature

collaborative metric disruption constraints.

o Extensive experiments show that our MUA method can
effectively attack the omni-modality re-id models, achiev-
ing 55.9%, 24.4%, 49.0% and 62.7% mean mAP Drop
Rate on different omni-modality retrieve settings, respec-
tively.

II. RELATED WORKS
A. Person Re-identification

Person re-id is first introduced to retrieve specific person
from the RGB video systems. Extensive methods have been
proposed to extract discriminative features of RGB images
in occluded [39]], pose variation [40]], illumination fluctua-
tion [41] scenarios under strongly supervised [10], weakly
supervised [42] and unsupervised situations [43]. To meet the
needs of surveillance systems for all-day monitoring, the cross-
modality person re-id methods have been studied recently
[15], [17]-[19], which mainly use two-stream networks to
learn modality-invariant features of RGB and NI images.
Very recently, multi-modality methods [20]-[23] have been
developing to enhance the feature robustness in complex
visual scenarios by aggregating RGB, NI and TI person im-
ages. Multi-modality methods basically utilize three modality-
specific feature extractors to derive modality-specific features,
which are then followed by multi-modality fusion operations.

B. Adversarial Attack for Re-id

The vulnerability of single-modality re-id models has been
widely explored, and few researches have focused on the secu-
rity of cross-modality re-id models. White-box attack for re-id
[27]-[29]] were firstly proposed by introducing many metric
attack methods. Wang et al. [30] proposed a physical-world
attack algorithm for generating adversarial transformable pat-
terns to realize adversary mismatch and target person im-
personation attacks. Bai ef al. [28|] proposed an adversarial
metric attack that utilizes probe and gallery feature distances
to attack re-id models. Considering the unknown queries
and re-id model in practical, cross-model and cross-dataset
transferable adversarial attacks [33]-[37]] are devised. Wang
et al. [36] developed a multi-stage discriminator network for
cross-dataset general attack learning. Yang et al. [33|] built
a combinatorial attack that consists of a functional color
attack and universal additive attack to promote the cross-
model and cross-dataset transferability of the attack. These
above methods only focus on single-modality person re-id
models, only Gong et al. [31] and Yang et al. [44] introduced
universal perturbations for cross-modality person re-id attack.
Gong et al. leveraged the gradients from diverse modality
data to generate universal perturbation for both RGB and NI
images, but it is not rational for NI and RGB images share the
same universal perturbation, since the imaging principles of
these two modality images are different. Yang et al. generated
universal adversarial perturbations for each modality images,
using a Frequency-Spatial Attention Module to emphasize
important regional features across domains, and apply an
Auxiliary Quadruple Adversarial Loss to increase modality
distinction.
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Fig. 2. The overall framework of our proposed MUA. The multi-modality model is adopted as surrogate model, and features F;, extracted by subnetworks
Sj, are perturbed before fusion operation. Adversarial attack generator G, and discriminator D;, are trained in GAN scheme to obtain imperceptible and
qualify AEs. Metric Disruption, CMSD and MMCD constraints guide the adversarial generator produce transferable AEs across omni-modality re-id models.

C. Multi-modality Attack

There are few multi-modality attack methods in different
fields. Li et al. [45] presented a cross-modality adversarial
example learning algorithm that produces two perturbations for
different modalities by decreasing the inter-modality similarity
and simultaneously keeping intra-modality similarity. Li et
al. [46] designed cross-modality triplet construction module
to learn cross-modality Hamming retrieval AEs by mining
cross-modality positive and negative instances in Hamming
space. Wang et al. [47] proposed a targeted attack method
against deep cross-modality hashing retrieval by seamlessly
embedding target semantics and benign semantics into U-Net
framework. Shi et al. [48]] developed attack for multimodal
remote sensing classification networks by training modality-
specific GANs. Wei et al. [49] designed a unified cross-
modality attack method that generates adversarial patches to
fool visible and infrared object detectors.

Distinct from existing single-modality and cross-modality
person re-id attacks and other multi-modality attacks, our
method aims to generate modality unified AEs for omni-
modality models. To enhance the transferability of AEs across
different types of re-id models, Cross Modality Simulated Dis-
ruption and Multi Modality Collaborative Disruption methods
are innovatively proposed.

III. METHODOLOGY

In this section, we first present the problem definition of the
modality unified adversarial attack against omni-modality re-id
models. The overall framework of our MUA is then introduced
and the details of Metric Disruption, Cross Modality Simu-
lated Disruption, Multi Modality Collaborative Disruption are
described right after that. Finally, the overall objective function
of our method are introduced.

A. Problem Definition

Person re-id models M aim to extract discriminative fea-
tures of query images and gallery images, then the feature
similarity scores of them are sorted in decreasing order by
sort function Rank(-). The extracted features M (x) of query
images x are supposed to as similar as features M(g) of
target person images g in gallery, within the top-K results
by Rank(-).

Rank(M(x), M(g)) < K. (1)

The goal of our proposed MUA is to train modality unified
adversarial generator G, for h modality images to successfully
mislead the omni-modality re-id models. The adversarial ex-
ample x}, is produced by adding additive perturbation Gy, (z,)
to the query image x; to attack the re-id models M for
outputting incorrect retrieval images, where the maximum
magnitude of perturbations allowed to be added cannot exceed
€.

2= Gulon) +any stlh—anle<e @

Specifically, for single-modality re-id model Mg, the input
query images = and target person gallery images g are both
in RGB modality. Our MUA aims to utilize Gy to attack the
single-modality re-id models.

Rank(Ms(2R), Ms(gr)) > K, 3)

For cross-modality re-id model M, it seeks to retrieve the
same person across RGB images xr and NI images = . The
purpose of our MUA method is to train adversarial generator
Gr and G to corrupt the performance of visible-to-infrared
and infrared-to-visible retrieval settings.

Rank(/\/lc(xll:i), Mc(gn)) > K,

4
Rank(Mo (), Mo(gr) > K. @



Algorithm 1 Modality Unified Attack

Input: Training data X={zgr,znN,z7}, multi-modality agent model
M, generator G, and discriminator Dy, for each modality h
QOutput: Modality unified adversarial generator G;, for each h modal

1: Initialize parameters 0, of Gy, n, of Dy, learning rate « of them

2

3:  Sample batch images x5 and generate AEs z}, by Eq

4:  Feed x5 and z}, to My

5. Calculate Metric Disruption loss £, by Eq

6 Cross-inputs the R/N modalities to N/R modality subnetworks

7:  Calculate Cross Modality Simulated Disruption loss £, 5p
by Eq[I0]

8:  Compute the feature center of benign multi-modality images
and calculate Multi Modality Collaborative Disruption loss
Liarep by Eq

9:  Calculate discrimination loss £% by Eq and generator loss
,Cg by Eq

10:  Update parameters 0, < 05, — aVg, L
11:  Update parameters ¢p < @n — aVy,, £
12: end for

For multi-modality model M, it takes RGB, NI and TI
images xR, Ty, 7 as input to get complementary features
to achieve more robust performance. Our MUA adopts adver-
sarial generators G, G and G to simultaneously generate
AEs for these three modality images to attack multi-modality
re-id models.

Rank(MM(levx;hx/T)aMM(nggNagT)) > K. 4)

B. Overall Framework

The overall framework is shown in Fig. 2] To train the
adversarial generator for three modalities simultaneously, we
utilize a multi-modality model as the agent model. Such agent
model contains three modality-specific subnetworks Sj to
extract features Fj, of each modality data xp,

]:h = Sh(xh)a (6)

after which a fusion of the three modalities features is per-
formed to achieve the enhanced performance of the re-id.
Inspired by some transferable attacks [50]—[52] that interme-
diate feature disruption can enhance the attack performance
for black-box models, our MUA intends to destroy these
intermediate layer features Jj, before feature fusion to train
adversarial generators. Metric Disruption Loss is utlized to
perturb the features by pushing the AE feature F; away from
benign image feature F;. CMSD and MMCD are introduced
to enhance the transferability of the generated AEs. The
discriminator Dy, for h modality is utilized to support the
generation of better quality and imperceptible AEs.

C. Metric Disruption

Re-id task is a metric learning task, which aims to extract
discriminative features of person images and find the target
person by similarity metrics. It has no concept of classification
decision boundaries in the retrieving process and employs

metric functions to measure the pairwise similarity between
the probe and gallery images. To corrupt the features of input
images effectively, the Metric Disruption method is utilized
in our MUA to directly disrupt the similarity of AE features
and benign features by pushing them away. Specifically, ad-
versarial Euclidean Distance (£) metric function is adopted,
and Metric Disruption Loss is formulated as

Lhyp = —E(Fn, Fp). @)

D. Cross Modality Simulated Disruption

The surrogate multi-modality models [22], [23] adopt three
independent subnetworks to capture the modality-specific fea-
tures F}, of each modality image for complementary feature
fusion, so the feature embedding spaces of features F}, in
Metric Disruption are same with RGB single-modality models.
However, it is different from the feature spaces of cross-
modality models, since they intend to learn the modality-
invariant features of RGB and NI images. So, only conduct
metric disruption of JFj, can not get effective attack per-
formance on cross-modality models. To solve this problem,
Cross Modality Simulated Disruption method is proposed.
CMSD cross-inputs the benign and adversarial images of
RGB/NI modalities to NI/RGB modality subnetworks to get
the features, which can be formulated by

FR=Sr(xn), FE =Srlzy), (8)
FY =S8n(zr), FY =Sr(h). 9)

These features can represent the modality-invariant features
in cross-modality model embeddings, as they are extracted
by non-corresponding cross modality subnetworks without
modality-specific feature obtained. CMSD facilitates the trans-
ferability of MUA by pushing these cross modality simulated
features away by L%, p-

—E&FN,FY) ith=R
~E(FR,FE) ifh=N
0 ifh=T

LEvsp = (10)

E. Multi Modality Collaborative Disruption

Simply conducting metric disruption on each modality is
inadequate, as it may only compromise the discriminative
features, rather than corrupting all features comprehensively.
Motivated by the multi-modality re-id models, where the
unique features of each modality are leveraged as comple-
mentary components for more comprehensive feature fusion
to achieve effective recognition, Multi Modality Collaborative
Disruption method is invented. MMCD aims to facilitate the
complete destruction of person features by the assistance of
multi modality auxiliary features. Concretely, our MMCD
seeks to push the adversarial feature F’' away from the
individual feature centers F¢ of three modalities, which is
formulated by

R.N,T
Lirvep = Zm —EFhs Fin)- (11

The comparison diagram of MMCD and Metric Disruption
in Fig. [3] shows the superiority of our MMCD for transferable
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Fig. 3. The comparisons of MD and MMCD. The blue, green and red regions
represent distinct feature spaces corresponding to RGB, NI and TI modality
images of the same person. The regions where different modality feature
spaces intersect are shared feature subspaces across different modalities. R,
N. and T are individual feature centers for each modality. Adversarial
features under MD constraints may only move away from the original features
and cannot ensure an effective departure away from the individual feature
space, whereas under the guidance of MMCD, the adversarial features are
constrained to directly far away from the individual feature space.

attack performance on omni-modality re-id models. In contrast
to the MD constraints, which merely prompt the adversarial
features to deviate from the original features without ensuring
a substantial departure from the individual feature space,
the MMCD approach deliberately constrains the adversarial
features to diverge from the individual feature space by the
collaboration of multi modality features.

FE. Overall Objective

Three modality unified adversarial generators Gy, are inde-
pendently trained with corresponding discriminator Dy, in our
paper. The GAN loss of G, and Dy, are denoted as

Lh = log Dy, (zy) + log(1 — Dy (a})), (12)

L) =log(1 — Dy(a},))- (13)
The generated AEs are constrained by the adversarial attack
loss, formulated as

Ll =MLY+ MLirsp + XsLyvens (14)

where A1, A2 and A3 are the balance weights. The overall
objective function on adversarial generator G, is formulated
by

Lo =Ly+Lh

adv*

5)

IV. EXPERIMENTS
A. Experiments Setup

Target models. To comprehensively evaluate the attack
performance of our MUA on omni-modality re-id models,
experiments on numerous re-id models are set up in our paper.
Specifically, we take BOT [53]], LSRO [54], MuDeep [55]],
Aligned [56], MGN [57], HACNN ([58]], Transreid [10], PAT
models as target single-modality models, CAJ [60], [61]],
DDAG [62], PMT [63]], MMN models as target cross-
modality models, and UniCat [[65], EDITOR models as
target multi-modality models. It is worth noting that these
models are representative as there are in different scheme
(part-based, global-based, attention-based, data augmentation-
based) and different backbones (ResNet [66], ViT [67],
DenseNet [68], Inception-v3 and AGW [1])).

Target datasets. For different type of re-id task, we con-
ducted evaluations on classical benchmarks, including the
Market [70], LLCM [71], and RGBNT201 datasets.
Market is a general single-modality person re-id dataset.
It consists of 12,936 training images of 751 persons, 19,732
query images and 3,368 gallery images of 750 persons,
captured from 6 cameras. The LLCM dataset features
a 9-camera network designed for low-light cross-modality
environments, capturing RGB images during the day and
infrared images at night. It includes 30,921 training bounding
boxes for 713 identities (16,946 RGB and 13,975 infrared)
and 13,909 testing bounding boxes for 351 identities (8,680
RGB and 7,166 infrared). Both RGB-to-infrared and infrared-
to-RGB modes are used to evaluate cross-modality models.
The RGBNT201 dataset is collected across four non-
overlapping views on campus, with triplicated cameras cap-
turing RGB, NI, and TI modalities simultaneously. It consists
of 40,000 manually annotated image triplets for 201 identities
under diverse illumination and background conditions. For
evaluation, 4,787 images per modality are selected, ensuring
diverse poses and avoiding redundancy, to support comprehen-
sive experimental analysis.

Evaluation metrics. Mean Average Precision (mAP) ,
average mAP (aAP) and mean mAP Drop Rate (mDR)
are used to evaluate the adversarial attack performance of
the generated AEs against the different omni-modality re-id
models. The mAP measures the retrieval results of single
model, aAP is utilized to assess the average mAP across
multiple models by

Zf:o mAP;
N )

where mAP; represents mAP of the i-th re-id models. The

mDR is adopted to show the success rate of the adversarial

attacks to multiple re-id models by calculating the drop rate

of aAP after attacking by

aAP — aAP'

pR= 2T 087
m aAP ’

where a AP’ is evaluated on generated adversarial examples.

Implementation details. The multi-modality re-id model
TOP trained on RGBNT201 benchmark is treated
as surrogate model in our MUA. The adversarial generator

aAP = (16)

a7



TABLE I
COMPARISONS WITH SOTA METHODS ON OMNI-MODALITY RE-ID MODELS. H-H2 MEANS H; MODALITY IMAGES ARE PERTURBED BY MODALITY
UNIFIED ADVERSARIAL GENERATOR Gy, TO RETRIEVE THE BENIGN H2 MODALITY IMAGES. THE RESULTS ON AAP AND MDR ARE IN BLOD AND THE
BEST RESULTS ARE SHOW IN BLUE.

. Single-modality Attack Cross-modality Attack | Omini-modality Attack
Attack Setting | Models | None e MUAP T CMPS —— FASM Ours

BOT 854 26.3 46.3 42.9 72.3 57.6 29.4
LSRO 77.2 68.6 36.7 35.7 66.9 479 29.5
MuDeep 49.9 37.8 11.9 9.7 39.9 23.2 10.0
Aligned 79.1 59.4 47.5 48.0 66.0 54.5 37.6
M MGN 82.1 73.0 46.7 40.6 72.8 55.2 39.1
(R'-R) HACNN 75.2 63.9 27.0 23.8 70.3 52.3 19.8
Transreid 86.6 80.0 65.2 58.3 81.9 71.8 58.0
PAT 78.4 67.7 63.4 59.7 70.0 60.6 47.3
aAP| 76.7 59.6 43.1 39.8 67.5 52.9 33.8
mDR?T 0.0 223 43.8 48.1 12.0 31.1 55.9
CAJ 59.8 55.9 56.5 52.0 52.8 55.1 45.0
DDAG 53.0 46.5 45.8 41.9 28.5 33.0 38.3
Me MMN 62.7 54.8 54.6 50.6 37.9 44.1 46.3
(R'-N) PMT 65.0 59.0 58.6 58.0 48.7 54.1 52.2
aAP| 60.1 54.1 53.9 50.6 42.0 46.6 45.5
mDR? 0.0 10.1 104 15.8 30.1 22.5 24.4
CAJ 56.6 - - - 39.4 38.6 29.0
DDAG 49.6 - - - 19.0 15.7 24.4
M MMN 58.9 - - - 23.7 21.4 28.4
(N'-R) PMT 60.6 - - - 28.7 30.7 333
aAP| 56.1 - - - 27.7 26.6 28.8
mDR? 0.0 - - - 51.0 52.8 49.0
EDITOR 65.7 - - - - - 19.2
Mu UniCat 57.0 - - - - - 26.6
(R'N'T'"-RNT) aAP| 61.4 - -- - - - 22.9
mDR? 0.0 - - - - - 62.7

The symbol ‘-> means that corresponding attack methods can not generate perturbations on specific attack settings.

and discriminator are referenced to Mis-Ranking [36]. The
adversarial generator Gy for NI images outputs one channel
perturbations and others for three channel perturbations, con-
sidering different imaging mechanisms and the demand for
imperceptible perturbations. All experiments are performed by
Lo-bounded attacks with e = 8/255, where € is the upper
bound for the change of each pixel. Adam [72] optimizer is
employed to optimize the model parameters with a learning
rate of 2e-4. The balance weights A1, A2 and A3 are set to 50,
50, and 10, respectively.

B. Comparisons with State-of-the-art Methods

We compare our proposed MUA method with state-of-
the-art (SOTA) attack methods on black-box re-id models,
including MUAP [35], Mis-Ranking [36], MetaAttack [33],
CMPS [31]], FSAM [44]. It is worth noting that MUAP [35]],
Mis-Ranking [36]], MetaAttack [33]] methods are designed only
for producing perturbations on RGB images to attack single-
modality models and CMPS [31]], FSAM [44] are designed
for producing perturbations on RGB and NI images to attack
cross-modality models. Considering that our surrogate model
and training data differ from the target single- and cross-
modality models and their corresponding training data, leading
to cross-dataset and cross-model black-box attack scenarios,
we compare the performance of these SOTA methods in cross-
dataset and cross-model settings on the target single-modality
and cross-modality models for a fair evaluation. However, for
the multi-modality re-ID task, there is only one RGBNT201
[20] dataset available, so we focus solely on testing the cross-
model transferability. Specifically, for single-modality attack

methods, we retrained the attack methods on the IDE [2] as
the surrogate model and used DukeMTMC [[73|] as the training
data, testing on the target model trained on the Market dataset.
For cross-modality, we trained on the AGW [1] model and
SYSU-MMOL1 [15] dataset, and tested on the target model
trained on the LLCM [71] dataset. Since the CMPS [31]
method generates a universal three-channel perturbation for
RGB and NI images, which is unreasonable because applying
a three-channel perturbation to a single-channel NI image
violates the imaging principles of NI images, we average the
three-channel perturbation generated by this method into a
single channel and add it to the NI image when testing NI-
to-RGB cross-modal adversarial retrieval. For multi-modality
re-ID models, we trained on the surrogate model TOP [23]] and
tested on the target models UniCat [65] and EDITOR [22].
Comparisons on single-modality models. It can be seen
in Tab. [] that our method are superior to SOTA methods
in attacking single-modality models Mg, even though these
SOTA methods are specifically designed for single-modality
models and ours is for the omni-modality re-id models, which
powerfully illustrates the advantages of our proposed method.
Specifically, our methods our outperforms the SOTA methods
by 6.0% and 7.8% on aAP and mDR, respectively.
Comparisons on cross-modality models. The performance
of cross-modality models M ¢ are evaluated by RGB to NI and
NI to RGB retrieval modes. For RGB to NI mode, the RGB
AEs generated by our method demonstrate transferability com-
parable to SOTA cross-modality attack methods specifically
designed for this task, achieving 45.5% in aAP and 24.4%
in mDR metrics. For NI to RGB mode, our approach also



TABLE II
PERFORMANCE ANALYSIS OF EACH COMPONENT IN OUR MUA. H/-H3z MEANS H; MODALITY IMAGES ARE PERTURBED BY MODALITY UNIFIED
ADVERSARIAL GENERATOR G'f7; TO RETRIEVE THE BENIGN H2 MODALITY IMAGES. MMCD AND MMCD’ REPRESENT MULTI MODALITY
COLLABORATIVE DISRUPTION ON ORIGINAL FEATURES EXTRACTED FROM SURROGATE MODEL IN MD AND SIMULATED CROSS MODALITY FEATURES IN
CMSD, RESPECTIVELY. THE RESULTS ON AAP AND MDR ARE IN BLOD AND THE BEST RESULTS ARE SHOW IN BLUE.

Attack setting Models None | +MD | +MMCD | +CMSD | +MMCD’
BOT 854 51.2 40.9 50.4 294
LSRO 77.2 36.3 30.7 39.9 29.5
MuDeep 49.9 8.8 7.4 11.7 10.0
Aligned 79.1 43.1 37.5 42.6 37.6
Ms MGN 82.1 427 37.0 46.9 39.1
(R'-R) HACNN 75.2 26.1 214 28.1 19.8
Transreid | 86.6 54.3 50.4 54.3 58.0
PAT 78.4 50.4 50.1 44.1 473
aAP| 76.7 39.1 344 39.8 33.8
mDR?T 0.0 49.0 55.1 48.2 55.9
CAJ 59.8 559 56.5 47.0 45.0
DDAG 53.0 46.5 45.8 36.9 38.3
Mo MMN 62.7 54.8 54.6 45.6 46.3
(R'-N) PMT 65.0 59.0 58.6 53.0 522
aAP| 60.1 54.1 53.9 45.6 45.5
mDR?T 0.0 10.1 10.4 24.1 244
CAJ 56.6 347 337 30.1 29.0
DDAG 49.6 27.5 27.8 25.7 24.4
Me MMN 58.9 329 28.6 28.4 28.4
N'-R) PMT 60.6 412 422 36.7 33.3
(N~ aAP| 56.4 34.1 33.1 30.2 28.8
mDR? 0.0 39.6 414 46.4 49.0
EDITOR | 65.7 22.8 21.1 21.4 19.2
My UniCat 57.0 28.0 28.3 33.8 26.6
(R'N'T'-RNT) aAP| 61.4 254 24.7 27.6 229
mDR? 0.0 58.6 59.8 55.0 62.7

achieves an effective attack effect with 28.1% aAP and 49.0%
mDR, which only marginally lower than the SOTA dedicated
methods by 2.2% and 3.8% in aAP and mDR, respectively.

Comparisons on multi-modality models. For multi-
modality re-id models, our method is the only attack that
generates AEs for RGB, NI and TI images to disrupt their
performance. Results in Tab. [] show that our method can
effectively attack multi-modality re-id models with 22.9% aAP
and 62.7% mean mAP drop rate.

C. Ablation Studies

The ablation study results of MD, MMCD, CMSD and
MMCD’ are presented in Tab. MMCD and MMCD’
represent multi modality collaborative disruption on original
features extracted from surrogate model in MD and simulated
cross modality features in CMSD, respectively.

Effectiveness of MD. Tab. [II] shows that all three types
of models have some degree of performance degradation after
MD constraint. Specifically, the application of MD gets 49.0%,
10.1%, 39.6% and 58.2% mDR on omni-modality models.
This indicates that our selection of the multi-modality model as
the surrogate model and destruction of the intermediate layer
features before fusion is effective.

Effectiveness of MMCD. MMCD is conducted on adversar-
ial intermediate layer features in MD. It can be observed from
Tab. |lI| that the incorporation of MMCD results in increases
of 6.1%, 0.3%, 1.8% and 1.2% in mDR on omni-modality
models, which proves the effectiveness of proposed MMCD.

Effectiveness of CMSD. As can be seen in Tab. [, under
the constraints of MD and MMCD, the mean mAP Drop Rate

of the cross-modality models is still modest at 10.4% and
41.4%. When CMSD is added into the training, the mDR
increases from 10.4% to 24.1% in RGB retrieves NI mode
and from 41.4% to 46.4% in NI retrieves RGB mode, which
demonstrates our CMSD’s effectiveness on cross-modality re-
id models.

Effectiveness of MMCD'. Although the performances of
cross-modality models drop a lot after incorporating the
CMSD, the attack performances against single-modality and
multi-modality models degrade due to the additional different
feature embedding constraints. MMCD’ is conducted on simu-
lated cross modality features in CMSD to further facilitate the
adversarial corruptions of simulated cross modality features.
Tab. shows the advantage of MMCD’, where the mDR
of single-modality and multi-modality models increases by
7.7% and 7.7%, respectively. For cross-modality models, the
mDR also increases by 2.6% in NI retrieves RGB mode. It
is worth noting that all the attack performances get better
after CMSD and MMCD guidance, proving the effectiveness
of our approach on cross modality feature simulation and multi
modality collaborative disruption on simulated features.

V. CONCLUSION

In this paper, we propose the first modality unified attack for
omni-modality (single-, cross-, multi-modality) re-id models.
Cross Modality Simulated Disruption method is introduced
to attack the shared features of the same modality in omni-
modality models by simulating features embeddings across
different types of re-id models. Multi Modality Collaborative
Disruption approach is designed for the attacker to use multi



modality features to collaboratively measure the feature dis-
ruption and comprehensively damage the information content
of the person image. Extensive experiments on various single-
, cross- and multi-modality black-box models show that our
method can effectively attack the omni-modality re-id models.
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