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Abstract—A lattice-based signature, called G+G convoluted
Gaussian signature was proposed in ASIACRYPT 2023 and was
proved secure in the quantum random oracle model. In this
paper, we propose a ratio attack on the G+G convoluted Gaussian
signature to recover the secret key. The attack exploits the fact,
proved in this paper, that the secret key can be obtained from
the expected value of the ratio of signatures which follows a
truncated Cauchy distribution. Moreover, we also compute the
number of signatures required to successfully recover the secret
key. Furthermore, we simulate the ratio attack in Sagemath with
a few different parameters as a proof-of-concept of the ratio
attack.

I. INTRODUCTION

Recently, NIST has standardized a lattice-based signature

called ML-DSA [10] which was the Dilithium signature

submitted to NIST PQC competition. Dilithium signature is

based on Fiat-Shamir transformation [7] and adapted the

technique from Lyubashevsky’s signature scheme [8], [9] with

rejection sampling or abort. The rejection sampling or abort

means that the signature will be rejected if some conditions

are not satisfied and the generation of a new signature is

repeated until the conditions are satisfied. A number of lattice-

based signatures are constructed using this approach, such as

Dilithium [6], qTESLA [1], etc.

Since the original lattice-based signature based on Fiat-

Shamir transformation is subjected to statistical attack, the

rejection sampling or abort technique was proposed by Lyuba-

shevsky [8], [9] to defend against the statistical attack. The

security of such Dilithium-like signature schemes has been

analyzed in [12]. The paper [12] determines which parameters

are subjected to the attack and which ones are not. Recently,

Devevey et al. [4] proposed a lattice-based signature called

the G+G convoluted Gaussian signature without rejection

sampling or abort. The G+G convoluted Gaussian signature

is secure against the known statistical attack as the ephemeral

key is sampled dependent on the known hash value c in a

way that hides information in the signature. In this paper,

we propose a new attack on the G+G convoluted Gaussian

signature, called ratio attack. The ratio attack explores the

correlation among the signatures and takes the average of the

ratio of two signatures. Furthermore, the signatures follow a

normal distribution and the ratio of two normal distributions

is a Cauchy distribution. However, Cauchy distribution does

not have finite expected value and standard deviation. By

exploring the truncated Cauchy distribution for which the

Central Limit Theorem does apply, we can find a formula

relating the average of the ratio of two signatures and the

secret key. Therefore, we can successfully recover the secret

key using the ratio attack.

The rest of the paper is organized as follows. In Section II,

we setup some notations and provide some statistical results

relevant to our attack, for example, multivariate Gaussian

distribution, Cauchy distribution and truncated Cauchy distri-

bution, etc. In Section III, we review the G+G convoluted

Gaussian signature [4]. In Section IV, we introduce the ratio

attack and prove a formula relating the expected value of the

ratio of two signatures and the secret key. We also provide

an approximation of the required number of signatures to

successfully recover the secret key. In section V, we give more

details on the ratio attack on the G+G convoluted Gaussian

signature and implement the ratio attack in Sagemath on some

scaled-down parameters as a proof-of-concept. Finally, we give

some concluding remarks in Section VI.

II. PRELIMINARIES

A. Notations

Let q be an odd prime and n be a power of two. Let Zq =
Z/qZ denote the quotient ring of integers modulo q, which we

represent as Zq = {− q−1
2 , . . . , q−1

2 }. Let R, Rq , R2q denote

the rings Z[x]/(xn+1), Zq[x]/(x
n+1), and Z2q [x]/(x

n+1)
respectively. For a =

∑n−1
i=0 aix

i ∈ R, we define ‖a‖∞ :=

max{|ai| | 0 ≤ i ≤ n− 1} and ‖a‖ :=
√

∑n−1
i=0 a

2
i .

Definition 1 (Skew Circulant Matrix). For

v = (v0, . . . , vn−1) ∈ Z
n, the skew circulant matrix

defined by v is

V :=











v0 v1 . . . vn−1

−vn−1 v0 . . . vn−2

...
...

. . .
...

−v1 −v2 . . . v0











∈ Z
n×n.

For u =
∑n−1

i=0 uix
i,v =

∑n−1
j=0 vjx

j ∈ R, the product
∑n−1

l=0 wlx
l = w = uv can be computed as w = uV = vU ,

where u = (u0, . . . , un−1),v = (v0, . . . , vn−1), and w =
(w0, . . . , wn−1). For l = 0, . . . , n− 1, we have

wl =
∑

i+j=l mod n

ǫi,juivj , where ǫi,j :=

{

1 if i+ j < n,

−1 if i+ j ≥ n.
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B. Some Statistical Results

Let U be a random variable. We denote its expected value

and variance by E(U) and V(U) respectively.

Lemma 1 ( [15]). Let U, V be random variables with mean

E(U),E(V ) and variance V(U),V(V ). Then, E(U ± V ) =
E(U)± E(V ). If moreover U and V are independent, then

(a) V(U ± V ) = V(U) + V(V ),
(b) E(UV ) = E(U)E(V ) and V(UV ) = (V(U)+E(U)2)×

(V(V ) + E(V )2)− E(U)2E(V )2.

Lemma 2 ( [15]). Let b be a positive integer. Then, the mean

and the variance of U([−b, b]∩Z) (i.e. the uniform distribution

on [−b, b] ∩ Z) are 0 and
b(b+1)

3 respectively.

The (univariate) normal/Gaussian distribution N (µ, σ2)
with mean µ and standard deviation σ has probability density

function given by ρσ(t) :=
1√

2πσ2
e−

(t−µ)2

2σ2 for t ∈ R. If µ = 0

and σ = 1, the resulting distribution N (0, 1) is called the

standard normal distribution.

Theorem 1 ( [11, Theorem 2.23] (Central Limit Theorem)).

Let U1, U2, . . . , Un̄ be independent and identically distributed

random variables with mean µ and standard deviation σ. Let

U := 1
n̄

∑n̄
i=1 Ui. Then

√
n̄(U−µ) approximates to the normal

distribution N (0, σ2) with mean 0 and standard deviation σ,

that is,

lim
n̄→∞

Pr

(

U − µ
σ/
√
n̄
≤ ω

)

= Φ(ω),

where Φ(ω) :=
1√
2π

∫ ω

−∞
e−t2/2dt.

Theorem 2 ( [12, Theorem 2]). Let U1, U2, . . . , UN̂ be

independent and identically distributed random variables with

mean µ and standard deviation σ. Let U := 1
N̂

∑N̂
i=1 Ui and

d > 0. Then, the required number N̂ of samples such that

|U − µ| ≤ d with probability Φ(ω)− Φ(−ω) is N̂ =
(

ωσ
d

)2
,

where Φ(ω) :=
1√
2π

∫ ω

−∞
e−t2/2dt.

We list some values of ω with the corresponding probability

(Φ(ω)− Φ(−ω)) in the following Table I.

TABLE I
SOME VALUES OF ω WITH THEIR CORRESPONDING PROBABILITIES

Φ(ω) − Φ(−ω)

ω 1.96 2.326 2.576 2.807 3.090 3.2905 3.8905 4.4171

Prob. 0.95 0.98 0.99 0.995 0.998 0.999 0.9999 0.99999

Lemma 3 ( [12]). Let u,v ∈ R and suppose each coordi-

nates ui, vi of u and v are independently distributed random

variables with mean µu = µv = 0 and variance σ2
u, σ

2
v

respectively. Then, each coordinate of uv approximates to

N (0, nσ2
uσ

2
v).

Lemma 4 ( [3]). For t > 2, Z ∼ N (0, σ2), then

Pr[ |z| > tσ | z ← Z ] ≤ 1

2
(e−t2 + e−

t2

2 ).

C. Multivariate Gaussian Distributions

We define the multivariate Gaussian/normal distribution as

follows. For c = (c0, c1, . . . , cn−1) ∈ R
n and a positive-

definite symmetric matrix Σ ∈ R
n×n, the multivariate normal

distribution centered at c with covariance parameter Σ is

denoted by NRn,Σ,c and has probability density function given

by ρΣ,c(t) :=
1√

(2π)n det(Σ)
exp(− 1

2 (t− c)TΣ−1(t− c)) for

t ∈ R
n. We remark that the univariate normal distribution

N (µ, σ2) can be viewed as NR,σ2,µ.

The following results relate the univariate and multivariate

normal distributions.

Lemma 5 ( [16, Theorems 3.3.1 and 3.3.2]).

(i) Suppose ti follows a univariate normal distribution

N (µi, σ
2
i ) for each 0 ≤ i ≤ n − 1. Then t =

(t0, t1, . . . , tn−1) ∈ R
n follows the multivariate normal

distribution NRn,Σ,µ, where Σ = diag(σ2
0 , σ

2
1 , . . . , σ

2
n−1)

and µ = (µ0, µ1, . . . , µn−1).
(ii) If t = (t0, t1, . . . , tn−1) follows a multivariate normal

distribution NRn,Σ,c, then ti follows N (ci, σ
2
i ) for all

0 ≤ i ≤ n − 1, where c = (c0, c1, . . . , cn−1) and σi
is the (i, i)-entry of Σ. If moreover Σ = σ2In for some

σ ∈ R (where In is the n × n identity matrix), then

t0, t1, . . . , tn−1 are independent.

The discrete (multivariate) Gaussian distribution DZn,Σ,c is

the distribution obtained by restricting the support of NRn,Σ,c

to the set Zn. For any t ∈ Z
n, the probability that t appears is

proportionate to ρΣ,c(t). So, the discrete Gaussian distribution

DZn,Σ,c has probability mass function given by ρ′Σ,c(t) :=
ρΣ,c(t)

∑

y∈Zn ρΣ,c(y)
for t ∈ Z

n.

The notion of discrete multivariate Gaussian distribution can

be extended to a distribution over R = Z[x]/(xn + 1). For

c =
∑n−1

i=0 cix
i ∈ R and a positive-definite symmetric matrix

Σ ∈ R
n×n, we define

DR,Σ,c :=

{

n−1
∑

i=0

tix
i ∈ R | (t0, t1, . . . , tn−1)← DZn,Σ,c

}

,

where c = (c0, c1, . . . , cn−1).

D. Cauchy Distribution and Truncated Cauchy Distribution

The Cauchy distribution C(α, β) has density function

fX(x) =
1

βπ (1 + (x−α
β )2)

, −∞ ≤ x ≤ ∞,

where α ∈ R and β > 0 are the location and scale parameter

respectively.

It is well known that the mean and the second moment

of a Cauchy distribution do not exist. Let Xi, i = 1, . . . , n̄
be independent and identically distributed random variables,

each following the Cauchy distribution C(α, β) and X̄ =
1
n̄

∑n̄
i=1Xi. As the Cauchy distribution does not have finite

mean, the Central Limit Theorem for the asymptotic normality

of X̄ does not apply.



The truncated Cauchy distribution [2, Section 2] is obtained

by restricting the Cauchy distribution to a finite interval I =
[α−L, α+L], symmetric with respect to x = α, where L > 0.

The truncated Cauchy distribution C(α, β | [α−L, α+L]) has

density function given by

fL(x) =
1

2 arctan(Lβ ) β(1 + (x−α
β )2)

, α− L ≤ x ≤ a+ L.

If L −→ ∞, then arctan(Lβ ) tends to π
2 and C(α, β | [α −

L, α+ L]) becomes the Cauchy distribution C(α, β).
The truncated Cauchy distribution C(α, β | [α−L, α+L]) =:

X has finite expected value and variance, which are

E(X) = α, V(X) =
βL

arctan(Lβ )
− β2.

Proposition 1. Let X := C(α, β | [α−L, α+L]) be the trun-

cated Cauchy distribution. Let Yi, i = 1, . . . , n̄ be independent

and identically distributed random variables, where each

Yi ∼ X . If Ȳ = 1
n̄

∑n̄
i=1 Yi, then the Central Limit Theorem

for the asymptotic normality of Ȳ does apply and
√
n̄(Ȳ −α)

approximates to the normal distribution N (0,V(X)).

Proposition 2. [13] Let Y, Z be two correlated normal

distributions Y ∼ N (µY , σ
2
Y ) and Z ∼ N (µZ , σ

2
Z), where

µY = µZ = 0. Then, the ratio X = Y
Z of Y and Z is a

Cauchy distribution C(α, β), where

α = ρ
σY
σZ

, β =
σY
σZ

√

1− ρ2, ρ =
E ((Y − µY )(Z − µZ))

σY σZ
.

III. THE G+G CONVOLUTED GAUSSIAN SIGNATURE

This section briefly reviews the G+G convoluted Gaussian

signature proposed in [4]. For η > 0, denote χη := U({s ∈
R | ‖s‖∞ ≤ η}), i.e. the uniform distribution on {s ∈ R |
‖s‖∞ ≤ η}. Let j := (1, 0, . . . , 0) ∈ Rm. We define C to be

the set C := {a =
∑n−1

i=0 aix
i ∈ R | ai ∈ {0, 1} for 0 ≤ i <

n}. For s ∈ R and σ, σu > 0, we define

Σ(s, σ, σu) := σ2In − σ2
ucirc(s)circ(s)

T ,

where In is the n × n identity matrix and circ(s) is a skew

circulant matrix. Now, suppose s = (s0, s1, . . . , sk−1) ∈ Rk,

where each si ∈ R for 0 ≤ i ≤ k − 1. We then define

DRk,Σ(s,σ,σu),0 to be the probability distribution that samples

an element y = (y0,y1, . . . ,yk−1) ∈ Rk by sampling each

yi independently from DR,Σ(si,σ,σu),0 for all 0 ≤ i ≤ k − 1.

Given the public parameters consisting of some positive

integers n, q,m, k with k > m + 1 and some real numbers

Bs, σu, σ, Bz , the G+G convoluted Gaussian signature (G+G

CGS) is described in Algorithm 1, 2 and 3.

Although a concrete example of the module-LWE variant

was proposed in the paper [4] to realize the generic G+G con-

voluted Gaussian signature, its signature is z = y+(ζu+c)s,

where ζ = 1 + xn/2 ∈ R and the mean of the coordinates of

ζu+c are not all zero. This concrete instantiation is different

from that of the above generic signature z = y + (2u+ c)s.

Therefore, there is no concrete parameters given for the

generic G+G convoluted Gaussian signature.

Algorithm 1: Key Generation of Generic G+G CGS

Input : security parameter λ
Output: pk = A and sk = s

1 Choose s1 ← χk−m−1
η and s2 ← χm

η

2 Set s := (1 | s1 | s2)T ∈ Rk
2q

3 if ‖s‖ ≥ Bs, then repeat from Step 1

4 Choose A0 ← U(Rm×(k−m−1)
q )

5 Compute b := A0s1 + s2 mod q
6 Set A := (−2b+ qj | 2A0 | 2Im) // where Im is the

m×m identity matrix

7 The public key is pk = A and the secret key is sk = s

Algorithm 2: Signing of the Generic G+G CGS

Input : message m, pk = A and sk = s

Output: signature S

1 Choose y← DRk,Σ(s,σ,σu),0

2 Compute v := Ay mod 2q
3 Compute c := H(v,m) ∈ C
4 Choose u← DR,σ2

uIn,−c/2 // where In is the n× n
identity matrix

5 Compute z := y + (2u+ c)s
6 The signature is S = (z, c)

IV. RATIO ATTACKS ON G+G CONVOLUTED GAUSSIAN

SIGNATURES

Recall that in the G+G convoluted Gaussian signature,

we have z = y + (2u + c)s in Rk, where u, c ∈ R,

y = (y0, . . . ,yk−1) ∈ Rk; s = (s0, s1, . . . , sk−1) ∈ Rk

is the secret key, and z = (z0, . . . , zk−1) ∈ Rk. It is

noted that s0 = 1 ∈ R and so z0 = y0 + (2u + c).
Since yi and u are sampled from the multivariate normal

distributions DR,Σ(si,σ,σu),0 and DR,σ2
uIn,−c/2 respectively,

then zi = yi + (2u+ c)si also follows a normal distribution

for all 0 ≤ i ≤ k − 1. Let ai =
∑n−1

j=0 ai,jx
j ∈ R for

1 ≤ i ≤ k − 1 and a = y or z. Let b =
∑n−1

j=0 bjx
j ∈ R for

b = u or c. Define wj := 2uj + cj for 0 ≤ j ≤ n− 1. Then

z0,0 = y0,0 + w0 and

zi,j = yi,j + w0si,j +
∑

l+m=j mod n,l 6=0

εl,mwlsi,m (1)

for 0 ≤ l,m ≤ n − 1, 1 ≤ i ≤ k − 1 and 0 ≤ j ≤ n − 1,

where εl,m =

{

1 if l +m < n,
−1 if l +m ≥ n.

Algorithm 3: Verification of the Generic G+G CGS

Input : message m, pk = A, signature S = (z, c)
Output: validity of the signature

1 Compute v := Az− qcj mod 2q
2 if H(v,m) = c and ‖z‖ ≤ Bz then signature is valid

3 else signature is invalid



The ratio attack takes the ratio Y
Z of two correlated dis-

tributions Y and Z and finds its expected value which is

related to the secret key. In our case, we consider the ratio
Zi,j

Z0,0
of two distributions Zi,j and Z0,0 for 1 ≤ i ≤ k− 1 and

0 ≤ j ≤ n − 1, where Z0.0 and Zi,j are the distribution for

z0,0 and zi,j respectively. The goal of this ratio attack is to

find an exact formula relating the expected value E(
Zi,j

Z0,0
) and

the secret key si,j for 1 ≤ i ≤ k − 1 and 0 ≤ j ≤ n− 1.

Recall that C := {a =
∑n−1

i=0 aix
i ∈ R | ai ∈

{0, 1} for 0 ≤ i < n} and U(C) is the uniform distribution

on C; and si ← χη for 1 ≤ i ≤ k − 1. We denote V to be

a distribution and v is an element from distribution V . Then,

we have the following result.

Lemma 6. If c← U(C), then E(Cj) =
1
2 for 0 ≤ j ≤ n− 1.

Lemma 7. Suppose c ← U(C), u ← DR,σ2
uIn,−c/2, y ←

DRk,Σ(s,σ,σu),0 and ‖s‖∞ ≤ η . Then, for 0 ≤ j ≤ n−1 and

1 ≤ i ≤ k − 1,

(i) E(Uj) = − 1
2E(Cj),

(ii) E(2Uj + Cj) = 0,

(iii) V(2Uj + Cj) = 4σ2
u,

(iv) V(Z0,j) = σ2 + 3σ2
u,

(v) V(Zi,j) = σ2 + 3σ2
u‖si‖2.

Proof. Part (i) is clear from the definition of DR,σ2
uIn,−c/2.

For (ii), by Lemma 1, we have E(2Uj + Cj) = 2E(Uj) +
E(Cj) = −E(Cj) + E(Cj) = 0 for 0 ≤ j ≤ n− 1.

(iii) V(2Uj + Cj) = E((2Uj + Cj)
2) − (E(2Uj + Cj))

2 =
4E(U2

j ) + 4E(UjCj) + E(C2
j ) as E(2Uj + Cj) = 0 by part

(ii). It is clear that E(C2
j ) = 1

2 . We now compute E(UjCj)
and E(U2

j ) as follows. Since u← DR,σ2
uIn,−c/2, then ujcj =

{

uj if cj = 1
0 if cj = 0

. Therefore, E(UjCj) = 1
2 (− 1

2 ) = − 1
4 .

Note that uj ← N (− 1
2 , σ

2
u) if cj = 1 (happens with proba-

bility 1
2 ), and uj ← N (0, σ2

u) if cj = 0. If uj ← N (− 1
2 , σ

2
u),

then E(Uj) = − 1
2 and E(U2

j ) = σ2
u+(E(Uj))

2 = σ2
u+

1
4 . Sim-

ilarly, if uj ← N (0, σ2
u), then E(U2

j ) = σ2
u +(E(Uj))

2 = σ2
u.

Overall, we have E(U2
j ) = 1

2 (σ
2
u + 1

4 + σ2
u) = σ2

u + 1
8 .

Hence, V(2Uj + Cj) = 4E(U2
j ) + 4E(UjCj) + E(C2

j ) =
4 · (σ2

u + 1
8 ) + 4 · (− 1

4 ) +
1
2 = 4σ2

u.

(iv) Let 0 ≤ j ≤ n− 1. Recall that y0 ← DR,Σ(s0,σ,σu),0 and

s0 = 1. By Lemma 5 (ii), Y0,j is the normal distribution

N (0, σ2 − σ2
u‖s0‖2) = N (0, σ2 − σ2

u). Thus, V(Z0,j) =
V(Y0,j + (2Uj + Cj)) = V(Y0,j) + V(2Uj + Cj) = σ2 −
σ2
u + 4σ2

u = σ2 + 3σ2
u.

(v) For 1 ≤ i ≤ k− 1, yi ← DR,Σ(si,σ,σu),0, then by Lemma

5 (ii), Yi,j is the normal distribution N (0, σ2 − σ2
u‖si‖2) for

0 ≤ j ≤ n−1. We have V(Yi,j) = σ2−σ2
u‖si‖2. Letting wj =

2uj + cj , we have zi,j = yi,j +
∑

l+m=j mod n εl,mwlsi,m.

Hence

V(Zi,j) = V



Yi,j +
∑

l+m=j mod n

εl,mWlsi,m





= V(Yi,j) + V(
∑

l+m=j mod n

εl,mWlsi,m)

= σ2 − σ2
u‖si‖2 +

∑

l+m=j mod n

s2i,mV(Wl)

= σ2 − σ2
u‖si‖2 + 4σ2

u‖si‖2

= σ2 + 3σ2
u‖si‖2.

Theorem 3. Let 0 ≤ j ≤ n − 1, 1 ≤ i ≤ k − 1, and

wj = 2uj+cj . Then E(
Zi,j

Z0,0
) = si,j ·( σW0

σZ0,0
)2, where σW0 and

σZ0,0 are the standard deviation of W0 and Z0,0 respectively.

Proof. Recall that Zi,j is a normal distribution. Moreover, for

i, j 6= 0, we observe that Zi,j and Z0,0 are correlated as they

have a common w0 term. Let µZi,j
, µZ0,0 and σZi,j

, σZ0,0 be

the mean and standard deviation of Zi,j , Z0,0 respectively. By

Proposition 2, the ratio
Zi,j

Z0,0
of Zi,j and Z0,0 is the Cauchy

distribution C(αi,j , βi,j), where αi,j = ρi,j
σZi,j

σZ0,0
, βi,j =

σZi,j

σZ0,0

√

1− ρ2i,j , and ρi,j =
E((Zi,j−µZi,j

)(Z0,0−µZ0,0 ))

σZi,j
σZ0,0

. By

considering
Zi,j

Z0,0
as a truncated Cauchy distribution, we have

E(
Zi,j

Z0,0
) = αi,j .

We shall now derive a formula for αi,j . Let si =
(si,0, . . . , si,n−1) and wj = 2uj + cj . Recall from Equation

(1) that z0,0 = y0,0 + w0 and zi,j = yi,j + w0si,j +
∑

l+m=j,l 6=0 εl,mwlsi,m. We first compute ρi,j as follows

ρi,j =
E((Zi,j − µZi,j

)(Z0,0 − µZ0,0))

σZi,j
σZ0,0

=
E(Zi,jZ0,0)

σZi,j
σZ0,0

=
1

σZi,j
σZ0,0

E

((

Yi,j +W0si,j

+
∑

l+m=j mod n,l 6=0

εl,mWlsi,m

)

(Y0,0 +W0)
)

=
E(W 2

0 si,j)

σZi,j
σZ0,0

=
si,jE(W

2
0 )

σZi,j
σZ0,0

=
si,jσ

2
W0

σZi,j
σZ0,0

.

In the above, we used the fact that W0 and Yi,j (for 0 ≤ i ≤
k−1, 0 ≤ j ≤ n−1) are independent, so that E(W0Yi,j) = 0;

and similarly W0 and Wj (for 1 ≤ j ≤ n−1) are independent,

so that E(W0Wj) = 0 for j 6= 0.

We can now compute E(
Zi,j

Z0,0
) = αi,j as follows:

E

(

Zi,j

Z0,0

)

= αi,j = ρi,j
σZi,j

σZ0,0

=
si,jσ

2
W0

σZi,j
σZ0,0

σZi,j

σZ0,0

= si,j ·
σ2
W0

σ2
Z0,0

.

By Theorem 3, E(
Zi,j

Z0,0
) = si,j ·

σ2
W0

σ2
Z0,0

for 1 ≤ i ≤ k−1, 0 ≤
j ≤ n − 1. To determine the required number of signatures

for the ratio attack, let L > 0 and consider the truncated

Cauchy distribution Ci,j = C(αi,j , βi,j | [αi,j − L, αi,j + L])

with αi,j = si,jα
∗ and βi,j =

σZi,j

σZ0,0

√

1− (
si,j σ2

W0

σZ0,0 σZi,j

)2,

where α∗ =
σ2
W0

σ2
Z0.0

and by Lemma 7 (v), σZi,j
=

√

σ2 + 3σ2
u‖si‖2 ≈

√

σ2 + σ2
uη(η + 1)n. Let Ū1, . . . , ŪN be

identically distributed truncated Cauchy distribution Ci,j and

Û = 1
N

∑N
k̂=1 Ūk̂ with mean αi,j and standard deviation σi,j .



By Proposition 1,
√
N(Û−αi,j) is approximate to the normal

distribution N (0, σ2
i,j), where σi,j,L =

√

βi,jL

arctan( L
βi,j

)
− β2

i,j .

Take L = [lσz] for a real number l > 2, then by Lemma 4,

we have Pr(|z| > L) = Pr(|z| > lσz) < e−l2/2. Note that the

attack is successful if |Û−αi,j | < α∗

2 . To achieve this, accord-

ing to Theorem 2, we needNi,j,L = (
ωσi,j,L

α∗/2
)2 samples. To en-

sure that all the Ni,j,L samples lie within the truncated interval

[αi,j−L, αi,j+L], we impose the conditionNi,j,L·e−l2/2 < 1.

We thus take L∗ = minl{L = [lσz] |Ni,j · e−l2/2 < 1}
and compute pi,j =

1

σi,j,L∗

√
2π

∫ α∗/2

−α∗/2

e
− 1

2 (
t

σi,j,L∗

)2

dt. Let

p∗ = mini6=0,j{pi,j}. Then O(1/p2∗) will give an approxima-

tion of the required number of signatures. Thus, we have the

following theorem.

Theorem 4. Let l be a real number such that l > 2 and σz
be the standard deviation of Zi,j for 1 ≤ i ≤ k − 1, 0 ≤
j ≤ n − 1. Let L = [lσz] and L∗ = minl{L = [lσz] |Ni,j ·
e−l2/2 < 1}, where Ni,j is defined above. Then O(1/p2∗) gives

an approximation for the required number of signatures for the

key recovery attack, where p∗ = mini6=0,j{pi,j} and pi,j as

defined above.

V. RECOVERING SECRET KEY OF G+G CONVOLUTED

GAUSSIAN SIGNATURE

In this section, we describe our technique to recover the

secret key of the G+G convoluted Gaussian signature.

By Theorem 3, we have E(
Zi,j

Z0,0
) = si,jα∗, where α∗ =

(
σW0

σZ0,0
)2 and W0 = 2U0 + C0. We may compute α∗ using

Lemma 7 (iii) and (iv). Moreover, by this lemma, we observe

that α∗ =
σ2
W0

σ2
Z0,0

=
4σ2

u

σ2+3σ2
u
< 1 as σ > σu.

Since α∗ can be computed, the equation E(
Zi,j

Z0,0
) = si,jα∗

allows us to recover the secret key si,j by collecting a

number N of signatures z(1), . . . , z(N) such that z
(k̂)
0,0 6= 0

for 1 ≤ k̂ ≤ N and computing E(
Zi,j

Z0,0
) ≈ 1

N

∑N
k̂=1

z
(k̂)
i,j

z
(k̂)
0,0

.

We can then decide that the secret key value is si,j if

1
N

∑N
k̂=1

z
(k̂)
i,j

z
(k̂)
0,0

∈ [si,jα∗ − α∗

2 , si,jα∗ + α∗

2 ). In this way, the

secret key of the G+G convoluted Gaussian can be recovered.

As mentioned in Section III, there is no concrete parameter

given for z = y + (2u + c) in [4]. Hence, in order to

provide a proof-of-concept of our ratio attack, we carried out

some experiments on our ratio attack on the G+G convoluted

Gaussian signature for different parameters. As sampling from

multivariate discrete Gaussian distributions in SageMath is

time-consuming, it takes a long time to generate a sufficient

number of signatures for simulating the attack. We thus

simulate the ratio attack on some scaled-down parameters.

Note that this does not affect the validity of our ratio attack.

In our SageMath [14] simulation, we take k = 3,m = 1
and the other parameters are given in Table II.

In Table II, the number of signatures 1/p2∗ is obtained

from Theorem 4 with ω = 3.8905. The "exper. N" is the

TABLE II
THE PARAMETERS AND THE NUMBER N OF SIGNATURES USED IN THE

PROOF-OF-CONCEPT OF THE RATIO ATTACK

n 64 128 256 128
η 1 1 1 2
σu 4.0 1.5 1.0 2.0
σ 96.0 30.0 34.0 75.0

σw0 8.0 3.0 2.0 4.0
σz0,0 96.24 30.11 34.04 75.07

α∗ = (
σw0
σz0,0

)2 0.0069084 0.009925 0.0034512 0.002838

1/p2
∗

62.37 mil 12.16 mil 106.34 mil 381.02 mil

exper. N 91.78 mil 15.15 mil 121.35 mil 1145 mil

Attack Time 7.68 hrs 4.47 hrs 39.23 hrs 190 hrs

simulated number of signatures required to recover the secret

key. The attack time is not optimized and excludes the time

for generating the signatures.

The important parameters for the ratio attack are α∗, σu, σ, η
as they determine the required number of signatures. To

prevent the ratio attack, we need to set α∗ to be small and

the required number of signatures to be large, say ≥ 264.

We give one parameter by setting 1/p2∗ ≈ 264 for n =
256, η = 1 and choosing σu = 15.0, σ = 5.3 × 104. Then

α∗ = 3.20398 × 10−7 and q is obtained from Lemma 4 by

setting t = 5 such that q > 5.3× 105. This indicates that the

parameters must be chosen to be large, resulting in large key

and signature sizes in order to avoid the ratio attack. It is noted

that this parameter is not meant for setting security level, it is

just to prevent the ratio attack which needs to collect at least

264 signatures.

VI. CONCLUSION

In this paper, we proposed ratio attack on the generic G+G

convoluted Gaussian signature. We exploit the correlation

among the signatures and take the ratio of these signatures

which follows a Cauchy distribution. This enables us to find

the formula relating the expected value of the ratio of two

signatures and the secret key via the truncated Cauchy distri-

bution. We also proved a formula for computing the required

number of signatures to successfully recover the secret key.

In order to provide a proof-of-concept of the ratio attack

on the G+G convoluted Gaussian signature, we implemented

the ratio attack in SageMath on some scaled-down parameters

of the G+G convoluted Gaussian signature. This demonstrates

that the secret key can be completely recovered. This also

shows that the G+G convoluted Gaussian signature is insecure

if the parameters are not chosen correctly. After we completed

this paper, we found out that the authors update their concrete

example in Fig. 4 and Table 1 in the revised eprint [5].

Nevertheless, the ratio attack can also recover the secret key

from the signature z = y + (ζu + c)s with the corrected

sampling of u as the means of the coordinates of ζu+ c are

all zero. By computing the variances of each coordinate of

(ζu+ c) and z0,0, the ratio attack can still apply in this case.
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VII. APPENDIX: RATIO ATTACK ON CONCRETE EXAMPLE

OF MODULE-LWE G+G CONVOLUTED GAUSSIAN

SIGNATURE

To realize the generic G+G convoluted Gaussian signature,

a concrete example of the module-LWE is given in the revised

eprint paper [5]. Its signature is z = y+(ζu+c)s, where ζ =
1+ xn/2 ∈ R, u← DR,σuIn,−ζ∗c/2 and ζ∗ = 1− xn/2. It is

noted that c is sampled from {c = (c0, . . . , cn
2 −1, 0, . . . , 0) ∈

R1 | cj ∈ {0, 1} for j = 0, . . . , n2 − 1}. Thus, E(Cj) =
1
2 for

j = 0, . . . , n2 − 1 and E(Cj) = 0 for j = n
2 , . . . , n− 1.

Lemma 8. Let u = (u0, . . . , un−1), then

(i) ζ∗u = (u0 + un
2
, . . . , un

2 −1 + un−1, −u0 +
un

2
−1, . . . ,−un

2
−1 + un−1).

1For a =
∑n−1

j=0
ajxj ∈ R, we sometimes write it as a =

(a0, a1, . . . , an−1) for simplicity.

(ii) ζu = (u0−un
2
, . . . , un

2 −1−un−1, u0+un
2 −1, . . . , un

2 −1+
un−1).

Proof. Both (i) and (ii) are obtained by straightforward poly-

nomial multiplications in R.

Corollary 1. Let c = (c0, . . . , cn
2
−1, 0, . . . , 0), then −ζ∗c =

(−c0, . . . ,−cn
2 −1, c0, . . . , cn

2 −1).

Let ψj = (ζu)j be the i-th coordinate of ζu and denote by

Ψj the distribution of ψj , for j = 0, . . . , n− 1.

Lemma 9. Suppose c ← U(C), u ← DR,σ2
uIn,−ζ∗c/2, y ←

DRk,Σ(s,σ,σu),0 and ‖s‖∞ ≤ η . Then, for 0 ≤ j ≤ n−1 and

1 ≤ i ≤ k − 1,

(i) E(Uj) =

{

− 1
2E(Cj) if 0 ≤ j ≤ n

2 − 1
1
2E(Cj− n

2
) if n

2 ≤ j ≤ n− 1
.

(ii) E(Ψj + Cj) = 0,

(iii) V(Ψj + Cj) = 2σ2
u,

(iv) V(Z0,j) = σ2 + σ2
u,

(v) V(Zi,j) = σ2 + σ2
u‖si‖2.

Proof. (i) It is clear from Corollary 1 and the definition of

DR,σ2
uIn,−ζ∗c/2.

(ii) By Lemma 8 (ii),

ψj =

{

uj − un
2
+j if 0 ≤ j ≤ n

2 − 1
uj−n

2
+ uj if n

2 ≤ j ≤ n− 1
.

By part (i), we have

E(Ψj) =

{

E(Uj − Un
2
+j) = −E(Cj) if 0 ≤ j ≤ n

2 − 1
E(Uj− n

2
+ Uj) = 0 if n

2 ≤ j ≤ n− 1
.

Thus, E(Ψj + Cj) = E(Ψj) + E(Cj) = 0.

(iii) Since E((Ψj + Cj)
2) = E(Ψ2

j) + E(C2
j ) + 2E(ΨjCj),

ψj =

{

uj − un
2 +j if 0 ≤ j ≤ n

2 − 1
uj−n

2
+ uj if n

2 ≤ j ≤ n− 1
(2)

and u is from the distribution of DR,σ2
uIn,−ζ∗c/2

with variance σ2
u, then, E(Ψ2

j ) =
{

E(U2
j )− 2E(UjUn

2 +j) + E(U2
n
2 +j) if 0 ≤ j ≤ n

2 − 1

E(U2
j− n

2
) + 2E(UjUj− n

2
) + E(U2

j ) if n
2 ≤ j ≤ n− 1

.

We consider two cases for cj as follows.

(a) cj = 0: By Corollary 1 and Lemma 5 (ii), uj ← N (0, σ2
u).

Thus, E(Uj) = 0, E(U2
j ) = σ2

u+(E(Uj))
2 = σ2

u, E(ΨjCj) =
0 for 0 ≤ j ≤ n− 1 and

E(UjUn
2
−1) = 0 if 0 ≤ j ≤ n

2 − 1,

E(UjUj− n
2
) = 0 if n

2 ≤ j ≤ n− 1.

Therefore, E(Ψ2
j) = 2σ2

u.

(b) cj = 1: By Corollary 1 and Lemma 5 (ii),

uj ←
{

N (− 1
2 , σ

2
u) if 0 ≤ j ≤ n

2 − 1
N (12 , σ

2
u) if n

2 ≤ j ≤ n− 1
. Thus,

E(Uj) =

{

− 1
2 if 0 ≤ j ≤ n

2 − 1
1
2 if n

2 ≤ j ≤ n− 1
,

E(UjUn
2
−1) = (−1

2
)(
1

2
) = −1

4
if 0 ≤ j ≤ n

2 − 1,

E(UjUj−n
2
) = (

1

2
)(−1

2
) = −1

4
if n

2 ≤ j ≤ n− 1,

https://eprint.iacr.org/archive/2023/1477/20231113:075434
https://doi.org/10.6028/NIST.FIPS.204
https://eprint.iacr.org/2024/1256
https://en.wikipedia.org/wiki/Ratio_distribution
https://www.sagemath.org


E(U2
j ) =

{

σ2
u + (E(Uj))

2 = σ2
u + 1

4 if 0 ≤ j ≤ n
2 − 1

σ2
u + (E(Uj))

2 = σ2
u + 1

4 if n
2 ≤ j ≤ n− 1

.

Then,

E(Ψ2
j) =

{

σ2
u + 1

4 − 2(− 1
4 ) + σ2

u + 1
4 if 0 ≤ j ≤ n

2 − 1
σ2
u + 1

4 + 2(− 1
4 ) + σ2

u + 1
4 if n

2 ≤ j ≤ n− 1

=

{

2σ2
u + 1 if 0 ≤ j ≤ n

2 − 1
2σ2

u if n
2 ≤ j ≤ n− 1

.

By equation (2),

E(ΨjCj) =

{

− 1
2 − 1

2 = −1 if 0 ≤ j ≤ n
2 − 1

1
2 − 1

2 = 0 if n
2 ≤ j ≤ n− 1

.

Combining (a) and (b), we have

E(Ψ2
j) =

{

1
2 (2σ

2
u + 2σ2

u + 1) = 2σ2
u + 1

2 if 0 ≤ j ≤ n
2 − 1

1
2 (2σ

2
u + 2σ2

u) = 2σ2
u if n

2 ≤ j ≤ n− 1
,

E(ΨjCj) =

{

1
2 (−1) = − 1

2 if 0 ≤ j ≤ n
2 − 1

0 if n
2 ≤ j ≤ n− 1

.

Hence,

V(Ψj + Cj) = E((Ψj + Cj)
2)− (E(Ψj + Cj))

2

= E(Ψ2
j) + E(C2

j ) + 2E(ΨjCj)

=

{

2σ2
u + 1

2 + 1
2 + 2(− 1

2 ) if 0 ≤ j ≤ n
2 − 1

2σ2
u + 0 + 0 if n

2 ≤ j ≤ n− 1

=

{

2σ2
u if 0 ≤ j ≤ n

2 − 1
2σ2

u if n
2 ≤ j ≤ n− 1

.

(iv) Let 0 ≤ j ≤ n− 1. Recall that y0 ← DR,Σ(s0,σ,σu),0 and

s0 = 1. By Lemma 5 (ii), Y0,j is the normal distribution

N (0, σ2 − σ2
u‖s0‖2) = N (0, σ2 − σ2

u). Thus, V(Z0,j) =
V(Y0,j + (Ψj + Cj)) = V(Y0,j) + V(Ψj + Cj) = σ2 − σ2

u +
2σ2

u = σ2 + σ2
u.

(v) For 1 ≤ i ≤ k− 1, yi ← DR,Σ(si,σ,σu),0, then by Lemma

5 (ii), Yi,j is the normal distribution N (0, σ2 − σ2
u‖si‖2) for

0 ≤ j ≤ n − 1. Thus, V(Yi,j) = σ2 − σ2
u‖si‖2. Letting

wj = ψj+cj , we have zi,j = yi,j+
∑

l+m=j mod n εl,mwlsi,m.

Hence

V(Zi,j) = V



Yi,j +
∑

l+m=j mod n

εl,mWlsi,m





= V(Yi,j) + V(
∑

l+m=j mod n

εl,mWlsi,m)

= σ2 − σ2
u‖si‖2 +

∑

l+m=j mod n

s2i,mV(Wl)

= σ2 − σ2
u‖si‖2 + 2σ2

u‖si‖2

= σ2 + σ2
u‖si‖2.

By the argument in the proof of Theorem 3, we have

E(
Zi,j

Z0,0
) = si,jα∗, where α∗ = (

σW0

σZ0,0
)2 and W0 = Ψ0 + C0.

The value of α∗ can be computed using Lemma 9 (iii) and

(iv). Therefore, the ratio attack given in Section V also applies

to the revised concrete signature example in [5]. We list the

parameters and the approximate number of signatures (1/p2∗)

required to perform the ratio attack in the following table.

TABLE III
THE PARAMETERS AND THE NUMBER N OF SIGNATURES REQUIRED FOR

THE RATIO ATTACK

Sec 120 180 256
n 256 256 256
η 1 1 1
σu 14.22 14.22 14.22
σ 664.18 727.68 640.14

σw0 20.11 20.11 20.11
σz0,0 664.33 727.81 640.29

α∗ = (
σw0
σz0,0

)2 0.000916344 0.000763453 0.000986427

1/p2
∗

2.46825 × 1010 3.88207 × 1010 2.05710 × 1010

≈ 234.52 ≈ 235.17 ≈ 234.25

From the above table, we can recover the secret key via

the ratio attack with only about 234.25 signatures for their

parameter which is claimed to achieve 256-bit security.
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