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Abstract—Rapid adoptions of Deep Learning (DL) in a broad
range of fields led to the development of specialised testing
techniques for DL systems, including DL mutation testing.
However, existing post-training DL. mutation techniques often
generate unstable mutants across multiple training repetitions and
multiple applications of the same mutation operator. Additionally,
while extremely efficient, they generate mutants without taking
into account the mutants’ sensitivity and Killability, resulting in
a large number of ineffective mutants compared to pre-training
mutants. In this paper, we present a new efficient post-training
DL mutation technique, named MUFF, designed to ensure the
stability of the mutants and capable of generating killable and
sensitive mutants. MUFF implements an automated stability
check and introduces two mutation operators, named weight
and neuron inhibitors. Our extensive empirical experiments show
that MUFF generates mutants with 60%pt and 25%pt higher
sensitivity compared to DEEPMUTATION++ and DEEPCRIME,
respectively, while also producing mutants that are more stable
than those of DEEPMUTATION++ and different from the mutants
of DEEPCRIME. Moreover, MUFF preserves the benefits of the
post-training mutation technique, being 61 times faster than
DEEPCRIME in generating mutants.

Index Terms—Deep Learning, Mutation Testing, DL Testing.

I. INTRODUCTION

EEP Learning (DL) has significantly transformed the

landscape of machine learning and artificial intelligence,
becoming prevalent in numerous application domains [1]-
[3]. Correspondingly, it has become fundamentally crucial
to ascertain the reliability of systems adopting DL, especially
in safety-critical environments [4]], [S]]. This need has given
rise to a number of testing techniques specifically designed for
DL systems, including coverage criteria [6]], [[7]], test adequacy
metrics [8], [9], and test generators [10], [11].

The concept of mutation testing has also been successfully
adapted in DL testing, leading to a variety of mutation
techniques for DL systems [12]—[15]. One category is post-
training mutation techniques such as DEEPMUTATION++ [15]],
which modify trained model’s weights or structure using
Mutation Operators (MOs) like weight shuffling or layer
duplication. These techniques have been regarded as efficient
tools for generating DL mutants [14], although they inject
faults that do not mimic real faults [[12].

In contrast, pre-training mutation techniques simulate the
occurrence of real faults by mutating the source code or
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the training data of the model before the training process.
DEEPCRIME [12]] implements this approach, proposing MOs
like deleting a portion of training data or modifying the number
of training epochs. While DEEPCRIME’s MOs are more realistic
as they were extracted from real faults [16]], DEEPCRIME also
suffers from high costs associated with retraining a model from
scratch for the generation of a mutant.

For both pre- and post-training mutation techniques, when
applying them to DL models, an important factor to consider
is the inherent stochasticity of the resulting mutants. The MO
applied to the same model may result in different mutants, lead-
ing to significantly different mutation scores. This stochasticity
arises from two sources: randomness in the training process and
inherent randomness of MOs employed by mutation tools (e.g.,
randomly selecting layers or training data elements to mutate).
To address this issue, DEEPCRIME leveraged the concept of
statistical killing proposed by Jahangirova & Tonella [[17].
This concept is based on training both the mutated and the
original (non-mutated) models multiple times and checking
whether the difference in their performance (e.g., accuracy)
is statistically significant. In turn, this procedure requires a
sample of performance values that is sufficient to ensure a
stable performance estimation across repeated experiments,
as unstable performance estimates may lead to inconsistent
and unreliable mutation scores. However, no existing post-
training mutation tool has considered the stochasticity of the
training process and the MOs, as well as the stability of the
corresponding performance estimates, when calculating the
mutation score.

To illustrate this issue in the existing post-training mutation
tool DEEPMUTATION++, let us consider the example shown
in Figure [T} O; and O, are two models trained on the same
MNIST dataset with the same source code (i.e., the same
model structure and hyperparameters). From these, we can
generate two mutants, My and Mo, in two ways: by applying
DEEPMUTATION++’s Neuron Activation Inverse operator to O
two times (Figure [Ta), or by individually applying the same MO
to each of Oy and O (Figure [Ib). In both cases, we observe
a significant difference between the accuracies of M7 and M.
In the first case, the difference is 44.23%pt while in the second
case, it is 62.86%pt. Moreover, the rate of disagreement{]
varies significantly between the two cases: in the first case,
the disagreement rate is 32.21%, whereas it is 65.89% in the
second. This exemplifies the inherent stochasticity present in
post-training mutants and the risk of instability when estimating

I'The proportion of training inputs where the mutant instances yield
inconsistent outcomes.
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(a) Case 1

Fig. 1: This example depicts one (a) or two (b) original DL
models, Oy and O, trained individually using the same source
code and hyperparameters. Then, two mutants, M; and Mo, are
generated by applying the same post-training mutation operator
either to O; only, or to both O; and Os.

a model’s performance and mutation score.

This paper first rigorously investigates the stochastic nature
of post-training mutations with two initial research questions
(RQs 1 & 2) in Section The empirical analysis of the
stochastic outputs of existing post-training mutation (Sec-
tion [III) consists of two research questions: RQ1 evaluates the
disagreement rate of mutants across four subject models and
datasets, while RQ2 assesses the stability of their performance
metrics, such as accuracy, as the number of mutant instances
increasesE] The goal of these initial sections is to empirically
validate our intuition on the need for a probabilistic notion of
mutation killing and to provide insights to guide the design of
our new mutation tool.

Subsequently, based on the empirical findings that highlight
the instability and low sensitivity of existing post-training
mutation tools (Section [ITI), Section [[V] proposes MUFF (DL
Mutation, Fast & Furious), a novel post-training mutation
technique. To address the instability of post-training mutants,
MUFF employs an automatic stability-checking procedure. This
procedure iteratively applies MO to multiple original models,
generating several instances until the estimation of performance
(e.g., accuracy) converges to a stable value with a low standard
error. Additionally, MUFF utilises a binary search to find MO
configurations that maximise the generation of killable mutants,
while avoiding unstable or trivial mutants.

Previous empirical studies have shown that DEEPMUTA-
TION++ mutants demonstrate lower sensitivity to the quality
of the test set when compared to DEEPCRIME’s pre-training
mutants [12]. Sensitivity, a metric previously adopted as a proxy
for mutation quality [12], measures a mutant’s responsiveness
to the quality of the test set. It assesses how much the mutant’s
behaviour changes when evaluated with stronger or weaker tests,
calculated as the relative difference in mutation scores between
strong and weak test sets, normalised by the strong set’s
score. High sensitivity indicates a mutant’s behaviour is greatly
influenced by test effectiveness, hence helping developers
identify areas for test improvement. Through RQ3 (Section [[V),
we explore the low sensitivity of DEEPMUTATION++ mutants
and investigate the underlying causes.

>Throughout this paper, the term instance denotes a model with the specific
weights obtained after a given training session or after applying a post-training
mutation.

To address the limited sensitivity of existing post-training
mutants, MUFF introduces two new mutation operators called
Weight Inhibitor (WI) and Neuron Inhibitor (NI). They reduce
the magnitude of weight values, with fine and smooth control
on the reduction of the signal transmitted by the mutated
weight between neurons. This nuanced approach promotes
both stability and efficacy in DL mutation. Combined with the
binary search of killable MO configurations, the new operator
ensures that killable but challenging — hence, highly sensitive
— mutants are generated.

We conduct an extensive empirical study (Section [V) com-
paring MUFF to the state-of-the-art tools, DEEPMUTATION++
and DEEPCRIME, across four models and datasets. Our results
show that MUFF’s mutants are significantly more sensitive to
the test set quality, with on average 60%pt and 25%pt increase
over DEEPMUTATION++ and DEEPCRIME, respectively. At
the same time, MUFF achieves a substantial speedup over
DEEPCRIME, generating mutants 61 times faster. Finally, the
results of spectral analysis indicate that MUFF’s mutants hold
unique characteristics, distinguishing them from DEEPCRIME’S
mutants.

II. BACKGROUND

DL mutation tools can generally be classified into two main
categories: post-training mutations and pre-training mutations.
In the following, we introduce representative tools of each type
and highlight their varying assumptions and definitions.

TABLE I: Mutation Operators of DEEPMUTATION++

Operator (ID) Description

Introduces Gaussian noise by multiplying

the noise with the weights.

Randomly shuffles the weights of a neuron.
Blocks a neuron’s influence on its connected
neurons.

Inverts the activation of the neuron.

Exchanges two randomly selected neurons
within the same layer.

Removes a randomly chosen layer from the model.
Inserts a random activation layer into the model.
Creates a duplicate of a randomly selected layer.

Gaussian Fuzzing (GF)

Weight Shuffle (WS)
Neuron Effect Block (NEB)

Neuron Activation Inverse (NAI)
Neuron Switch (NS)

Layer Removal (LR)
Layer Addition (LA)
Layer Duplication (LD)

A. Post-training Mutations

Post-training mutations modify the weights or structure of a
trained model and such changes typically result in a degradation
of the model’s perforrnanc DEEPMUTATION++ [[15] is a
state-of-the-art post-training mutation tool that directly mutates
the trained weights, neurons, or layers using mutation operators
like Neuron Activation Inverse (NAI) that inverts the activation
status of a neuron. A full list of its operators is shown in
Table [II The advantage of performing direct mutations on
the weights is high efficiency, as it circumvents the need for
retraining the model and allows for a quick generation of
an extensive set of mutants. Nevertheless, since their weight-
or neuron-level operators modify the weights in a manner

3However, on occasion, these changes can improve or fix the model, as
proved in the DL repair techniques [[18], [[19]. This duality between automated
program repair and mutation testing has been highlighted in the literature [20],
[21]].
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that is not interpretable by humans, it remains a challenge
to identify any connection to real DL faults [[16]]. Moreover,
DEEPMUTATION++ lacks any guidance for mutant generation
to encourage the creation of killable and non-trivial mutants,
where a mutant is intuitively deemed killable if there exists a
test set that causes a significant accuracy drop w.r.t. the original
model, while it is trivial if almost any test set can kill it (more
precise definitions follow below). For example, drastic changes
such as inversion of the activation of the neurons can result
in the generation of mutants with a very low accuracy. These
mutants are likely to be killable, but at the same time they
are also likely trivial. While DEEPMUTATION++ has a user-
specified threshold to discard possibly trivial mutants based on
their accuracy, this parameter is not easy to set manually, as it
may either cause DEEPMUTATION++ to fail to generate any
mutants (i.e., all generated mutants fall below the threshold), or
to generate only equivalent mutants, i.e., non-killable mutants
that are indistinguishable from the original model.

DEEPMUTATION++ defines its mutation score based on
class-level prediction errors: A mutant m; is considered killed
for class c if the original model correctly predicts ¢ for any
test case ¢, but m; does not. The score is calculated as:
> mienr |[killedClasses(T,m;)|

[M] > |C]|

where C' is a set of all classes, T is a test set, M is a set of
mutants, killedClasses(T,m;) counts the classes killed for
m; by T'. As pointed out in the previous section, this definition
does not take into account the various sources of randomness
that affect the creation of a mutant m;, and moreover, it is
only applicable to classification problems.

MS =

ey

TABLE II: Mutation Operators of DEEPCRIME

ID Description ‘ ID Description

AAL Add activation function to layer | RCP Change patience parameter
ACH Change activation function RCW  Change weights regularisation
ARM  Remove activation function RRW Remove weights regularisation
HBS Change batch size TAN Add noise to training data
HDB Disable data batching TCL Change labels of training data
HLR Decrease learning rate TCO Make output classes overlap
HNE Change number of epochs TRD Remove portion of training data
LCH Change loss function TUD Unbalance training data

0CG Change gradient clipping VRM  Remove validation set

OCH Change optimisation function WAB Add bias to a layer

RAW  Add weights regularisation WCI Change weights initialisation
RCD Change dropout rate WRB  Remove bias from a layer

B. Pre-training Mutations

Pre-training mutations share the core principle of traditional
mutation testing by directly modifying the sources of a DL
program. Unlike post-training mutations, however, training is
needed to generate final mutants, which hinders its practical
applicability as training usually requires considerable time
and resources. DEEPCRIME |[12]] is one such pre-training
mutation tool that aims to simulate real DL faults to generate
realistic mutants [[16]. Table |l outlines all mutation operators
of DEEPCRIME. For example, these operators include changing
the activation function and removing a portion of the training
data.

DEEPCRIME accounts for the randomness stemming from
model training, as training the same model multiple times

can yield significant variance. This differs from DEEPMU-
TATION++, which assumes that a mutant comprises a single
instance. In contrast, DEEPCRIME posits that a single mutant
consists of several instances of the trained model, all originating
from the same mutated source. For example, when DEEPCRIME
applies the ‘Change number of epochs (HNE)  operator, it
mutates the original source code and subsequently trains this
mutated version 20 times, treating the resulting 20 instances as
a single mutant. This enables a statistical definition of mutant
killing by comparing the accuracies (or other evaluation metrics)
of the mutant instances and the original model instances [17].
Note that this computation assumes the original model also
consists of multiple instances, each trained separately using
the original source code. If a statistical difference is observed
between two sets of accuracies, it indicates that the mutant is
killed:

True, if effectSize( Ay (T), Ao(T)) > 5
isKilled = and p_value(Ap (T), Ao(T)) < «
False, otherwise.

@
where A/ (T) and Ao (T') denote the accuracies of the mutant
and original model instances, respectively, for a given test set 7.
[ and « are predefined thresholds for effect size and p-value,
respectively, which determine the significance of the accuracy
difference. Building on this definition of statistical mutant
killing, DEEPCRIME’s authors define their own mutation score
for each mutation operator. Given a test set Tj.q, train set
Tirain, and a mutation operator M O, this mutation score is
calculated as follows:

|K(MO7 Ttest) N K(MO, Ttrain))|
|K(MO7 Ttrain)|

where K (MO, Tyest) and K (MO, Tyrqin) represent sets of
configurations of MO that are killed by Tics: and Tirqin,
respectively, while an MO configuration is a specific choice of
the values for the MO’s parameters (e.g., a specific percentage
of training data to remove for TRD). Here, T},q;, is used
in the denominator as mutants are anticipated to be most
sensitive to the training set. Therefore, any configuration not
covered by the T}, is considered likely non-killable (i.e.,
likely equivalent) and excluded from the computation of the
mutation score. Let us consider the TAN mutation operator
(see Table . If T}rqin kills all configurations with the noise
applied to 30% or more of the train data, while T}, requires
at least 50% of the train data to be affected by the noise, then
the mutation score is % ~ 0.71. As our goal is to design
a new post-training mutation tool that generates stable mutants
with statistical evidence, we adopt DEEPCRIME’s definitions
of mutation killing and mutation score.

The quality of the mutant can be approximated using the
sensitivity of the mutant to the quality of the test sets. Following
Humbatova et al. [12], we utilise the strong and weak test sets
to compute such sensitivity. The strong test set is the original
test set provided with the subject and the weak test set is
artificially constructed by selectively removing test inputs from
the strong set, retaining only those inputs for which the model

MS(MO, Throst) — 3)
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under test exhibits high confidence. In the case of a regression
problem, we create weak test sets by excluding inputs with low
mean loss or low standard deviation of loss across multiple
instances of the original models. With these two sets, we
calculate sensitivity as follows:

MS(MO7 Tstrong) - MS(MO> Tweak)
MS(MO, Tstrong)

where MS(MO, Tstrong) and MS(MO, Tiyeqr) represent the
mutation scores of the mutation operator MO on the strong
and weak test sets, respectively. Higher sensitivity, indicated
by values closer to 1.0, signifies that the mutation operator has
generated high-quality mutants. These mutants are resistant to
being killed by the weak test set but are effectively killed by
both the strong and train sets. Humbatova et al. [[12] empirically
demonstrated that DEEPMUTATION++ mutants exhibit lower
sensitivity compared to DEEPCRIME mutants. In our study,
we aim to investigate the reasons behind the low sensitivity of
post-training mutants and utilise this understanding to design a
new post-training mutation tool. Subsequently, we will compare
the sensitivity of the mutation tools in RQ3.

“

Sensitivity =

III. VARIABILITY AND INSTABILITY OF POST-TRAINING
MUTATIONS

To gather quantitative, objective evidence, as well as a deeper
understanding of the occurrence of variability and instability
in post-training DL mutation tools like DEEPMUTATION++,
we designed and conducted the following empirical study.

A. Research Questions

1) RQ1 (Variability): How much variance is introduced
in post-training mutants by both the mutation operators of
DEEPMUTATION++ and the stochasticity of model training?

Variability in DEEPMUTATION++ mutants is influenced by
either the training process (hence, we gather multiple trained
instances of the original model before applying the mutation) or
by the randomness associated with DEEPMUTATION++’s MOs.
This RQ aims to quantify this variability across two scenarios:
In the first, 20 mutant instances are generated from a single
original model; in the second scenario, we generate one mutant
instance from each of 20 original model instances, resulting
in a total of 20 mutant instances. To measure variability,
we use disagreement rate, calculated as the percentage of
training inputs where the 20 mutant instances yield inconsistent
prediction outcomes, meaning that some mutant instances make
correct predictions while others are wrong. We do not consider
the case where all predictions are unique but wrong as a
disagreement, because they do not contribute to the variability
of the accuracy measurements (i.e., they all reduce accuracy).

2) RQ?2 (Stability): How many instances are necessary to
generate stable post-training mutants of DEEPMUTATION++?

While RQ1 explores the extent of variability of predictions
for individual inputs, RQ2 shifts the focus to the stability of
the overall performance (e.g., accuracy) measurement as the
number of instances grows. To assess stability, we calculate the
Relative Standard Error (RSE) affecting the estimated mean of
the evaluation metric (e.g., accuracy) measured on the given

test data. Let O be a set of m original model instances, all
trained using the same code/dataset. Let us consider a mutant
as composed of a set of instances, denoted as I, generated
by applying a post-training MO n times to each of the m
original models in O, i.e., |I| = n x m. Each instance ¢ € I
is evaluated under a given test set, yielding a set of n x m
mutant evaluation metric values, Ly, with mean p and standard
deviation o. RSE is calculated as the ratio of the Standard
Error (SE) to the mean:

o SE

SE = RSE = —
I

&)

f

RSE conforms to the law of large numbers: it decreases at
increasing n or m. Hence, RSE helps determine the minimum
number of instances, required to achieve a specific level of
stability of the mutant (e.g., RSE lower than 5%).

For this RQ2, we choose m = 20 and n € {1,2,3,4,5}: we
start with 20 original model instances and generate one mutant
instance for each, yielding a total of 20 instances (|I]). We
then iteratively generate additional mutant instances, adding
20 instances to I in each step, by mutating again each of the
20 original model instances, until the mutant achieves stability
according to a pre-defined RSE threshold (in our experiments,
5%) or reaches a maximum of 100 instances.

Some of DEEPMUTATION++’s mutation operators (namely,
GF, WS, NEB, NAI, NS; see Table E[) can be configured with
a ratio parameter that specifies the proportion of neurons
or weights to be mutated. We also investigate how different
ratios affect the stability of DEEPMUTATION++ mutants, by
analyzing four ratio values: 0.01, 0.2, 0.6, and 1.0. Note that,
as LR, LA, and LD (see Table E]) have no ratio parameter, we
present their results without any specific selection (the layer
they are applied to is selected randomly).

B. Subjects and Configurations

We employ four different pairs of models and datasets, as
shown in Table The ‘Task’ column represents the type of
problem solved by the model: classification (‘C’) or regression
(‘R’). DL models are the same previously used for evaluation
of DEEPMUTATION++ and DEEPCRIME [12[]. MNIST (MN)
is a widely used dataset of handwritten digits, along with
an 8-layer convolutional network. Speaker Recognition (SR)
dataset from Kaggle is used to recognise and classify speakers
from audio files of speech recordings with the help of a 46-
layer convolutional neural network. UnityEyes (UE) dataset
contains various synthetic eye region images and labels, with
a convolutional network (LeNet-5 architecture) that maps eye
image and head rotation angle to eye gaze angle. Udacity
(UD) dataset is derived from car driving simulations used to
predict the steering angle, for the lane keeping task, with the
Dave-2 model from Nvidia [22]. To decide if a prediction
can be deemed correct in regression tasks, we use the pre-
defined thresholds set at 5 degrees difference for UE and 0.3
for UD [12].

For the RQs 1 & 2, we use the default configuration of
DEEPMUTATION++ to generate mutants, and the stability
threshold of RSE is set to 5%. We exclude LR and LA for SR,
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TABLE III: Datasets and models

Dataset Id Task  Description DL Model Performance
MNIST MN C Handwritten digit images including 60,000 images for training  Eight-layer convolutional 99.15% (Accuracy)
and 10,000 images for testing. neural network.
Kaggle Speaker SR C Audio files used to recognise and classify unique speakers, Residual network with 46 99.44% (Accuracy)
Recognition including 5,401 training inputs and 1,350 test inputs. convolutional layers, followed
Dataset by two dense layers.
Unity Eyes UE R Synthesised eye region images, used to map eye images Two convolution layers 0.05 (MSE)
and 2D head angles to eye gaze angles, including 103,428 with max-pooling and a dense-
and 25,857 inputs for training and testing. layer with 500 neurons.
Udacity UD R Self-driving car dataset for predicting steering angles, Dave-2 from Nvidia 0.01 (MSE)
including 9,792 and 2,432 inputs for training and testing.
and LR, LA, and LD for UE as DEEPMUTATION++ fails to run MN SR
. . . 100 7 n 001 100 =X
successfully when applying these MOs to these specific subjects. g = |8 =0
We report the results based on five runs of the experiments. All é 80 e cony § 80 e comy
experiments are conducted on systems equipped with Ubuntu i 60 i 60
18.04, Intel Xeon E5-2630 v4, Nvidia TITAN Xp GPUs, and £ 4 E 40
=} =}
256GB of RAM. £ £
€ 20 £ 20
= mlmdl g 1 U= [
O GF Ws NEB NAI NS LR LA LD O7°GF ws NEB NAI Ns LD
C. Results
1) RQI (Variability): The disagreement rates for the first 100 UE = 100 ub
L . .. 7577 W TR
scenario (i.e., mutants generated from a single original model) g %éé g igé g; éééé Egg
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. . 7] ) e
The results show that the disagreement rates vary drastically 3 ?g'éé : géé 0 g;gg Eéé
1 : 777 m m M
depending on the MO and the subject. For example, NAI £ 40 o € wf 0
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. op s . . = %97 = 47 79 v |
suggesting that it is more likely to considerably mutate the = . %éé = . i éil géég géé H H
B N

original model, potentially introducing higher variability in the
mutants. On the other hand, LR and LD show a 0.00% rate
in some subjects. This can be explained by the fact that LR
only targets the layers that have the same input-output shape,
which makes it consider only dropout layers. The removal of
these dropout layers does not affect the model predictions.
Table [V] presents the results of the second scenario (i.e., one
mutant for each of the 20 original models). The disagreement
rates that are larger than those between pairs of original models
are underlined. We can observe similar trends as in the first
scenario, with an average disagreement rate of 57.15%. Among
MOs, GF exhibits the disagreement rates closest to the original
models, indicating its lower variability compared to the others.

Answer to RQ1: Our findings show that the disagreement
rates among DEEPMUTATION++ mutants are significantly
high, indicating a high degree of variability of the predictions,
especially for some specific mutation operators/subjects.

2) RQ2 (Stability): The high variability of the predictions
observed in RQ1 implies that, depending on the mutation
operator and subject, the number of instances needed to reliably
estimate the mutant’s accuracy might be sometimes high.
Figure [2] illustrates the minimum number of instances needed
for generating stable DEEPMUTATION++ mutants. Bar colours
represent different ratios, while striped bars indicate the cases in
which we fail to find a stable mutant even after 100 instances.
Overall, we observe significant variation in the number of
instances required across subjects, MOs, and MO configurations.

@
5
sk
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Fig. 2: Minimum number of instances for stable DEEPMUTA-
TION++ mutants. Each bar colour corresponds to a specific
MO configuration, i.e., ratio value.

The mutants on subjects MN and SR require relatively fewer
instances than UE and UD. For the latter, most mutants remain
unstable even after 100 instances. This is potentially due to the
lower redundancy of their model structure, making them highly
sensitive to weight mutations. We can observe that different
configurations within the same MO could give vastly different
outcomes, highlighting the need for an automated method that
determines MO configuration and the number of instances
necessary for generating stable mutants.

Answer to RQ2: The minimum number of instances for
generating stable mutants varies significantly depending on
the subject, mutation operator, and its configuration. This
highlights the necessity of automating the selection of mutant
configuration and number of instances.

IV. MUFF

Our initial empirical study highlighted the variability and
instability present in the state-of-the-art post-training mutation
tool DEEPMUTATION++. This section presents MUFF, an
efficient post-training DL mutation technique that is stable and
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TABLE IV: Disagreement rate of predictions of 20 DEEPMUTATION++ mutants generated from one original model

Subj. Mutation Operator of DEEPMUTATION++

GF | WS | NEB | NAI | NS | LR | LA | LD
MN 028% | 67.11% | 33.07% | 99.97% | 79.33% | 0.00% | 99.88% | 0.00%
SR 8.63% 81.21% | 70.17% | 100.00% | 45.27% N/A N/A 5.67%
UE 70.52% | 98.04% | 91.90% | 98.30% | 94.91% N/A N/A N/A
UD 33.24% | 74.62% | 30.74% | 46.27% | 42.12% | 27.28% | 99.98% | 27.57%

TABLE V: Disagreement rate of predictions of 20 DEEPMUTATION++ mutants generated across 20 original models

Subj. Mutation Operator of DEEPMUTATION++

GF | WS | NEB | NAI | NS | LR | LA | LD
MN 1.11% | 77.11% | 12.46% | 96.67% | 61.86% | 0.99% 99.98% 0.99%
SR 12.81% | 76.47% | 471.45% | 88.43% | 83.06% N/A N/A 10.46%
UE 80.72% | 98.65% | 96.33% | 98.69% | 98.52% N/A N/A N/A
UD 31.31% | 50.71% | 47.47% | 62.36% | 55.33% | 26.70% | 100.00% | 26.45%

capable of producing mutants that are both killable and non-
trivial. For stability, we take into account the various sources of
randomness by addressing the stability of a mutant explicitly, in
an automated manner. Specifically, we propose a new approach
that determines the minimum number of instances required
to yield stable mutants. To produce killable and non-trivial
mutants, we adopt binary search to tune the values of MO
parameters (e.g., the ratio of neurons affected by the MO),
instead of manual choice used by existing tools. The binary
search, combined with the stability measurement, allows us
to accurately and reliably estimate both mutation score and
mutation sensitivity, leading to the configurations of the given
MO that can produce killable mutants.

To address the issue of low sensitivity of existing post-
training mutation techniques [12] (i.e., they give the same
or similar mutation scores when either a weak or a strong
test set is used), MUFF introduces new post-training mutation
operators, named Weight Inhibitor (WI) and Neuron Inhibitor
(NI). They offer fine-grained control over the model weight
changes, guiding the generation of challenging mutants, by
means of binary search, which turn out to be highly sensitive.
They are also stable, thanks to our automated stability checks.

A. Stable and Sensitive Mutant Generation with Binary Search

Algorithm [I] presents a binary search algorithm designed
to find killable, but non-trivial, mutants for a given MO. The
binary search looks for a parameter value of the given MO
that makes the mutant killable, while being at the same time
very close to another parameter value making the mutant non-
killable, hence resulting in a challenging and likely highly
sensitive mutant. The algorithm automatically computes the
minimum number of instances needed to generate stable
mutants. It takes several inputs, including a set of original
DL models O, a dataset 7', a mutation operator M O, and the
MO parameter C' to be searched by binary search (e.g., a ratio).
The remaining inputs are the bounds of the search space of the
parameter values, (b and ub, along with the maximum number
of instances, ky,q., considered when searching for a stable
mutant. The last input is the stop criterion (e.g., timeout),
which decides the budget of the search.

Algorithm 1: Binary Search

Input: O, T
Input: MO, C, kmaz, Ib, ub, stop
Output: List of mutants
def BinarySearch(lb, ub):
m < (Ib+ub)/2
SetParam(C,m)
k+1
L+—o
while k < k0. do
mut + GenerateMutant(O, MO, C, k)
L «+ LU Evaluate(mut,T)
RSE < CalculateStats(L)
if IsStable(RSE) then
| break

12 k< k+1

13 if Failed to find stable k then

14 | ubem

1s else if 7sKilled(mut) then

// Archive the mutant if it is killed.
Archive(mut)

ub < m

D=IEE-IEEN B Y R

e
-

16
17
18 else

// Search higher range if not killed.
19 Ib+m

20 if stop criteria are met then

21 | return

22 else

23 | return BinarySearch(lb, ub)

Initially, the binary search assigns the middle value of the
current bounds to the chosen MO parameter (Lines 2-3). Next,
in each iteration (Line 6), it applies the MO to generate a set
of mutant instances from the original models in O (Line 7),
producing a total of |O| new mutant instances per iteration. The
algorithm then evaluates these new instances and checks the
RSE of all generated instances so far. If the RSE is less than
the user-defined threshold (checked by IsStable function at
Line 10), the iteration stops. Otherwise, it continues generating
additional instances up to the maximum of k,,,, iterations,
meaning that the maximum number of mutant instances can
be kmaz X |O]. Failure to find a stable mutant suggests the
need for adjusting the search to a narrower range to identify
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a less impactful parameter value (Lines 13-14). In fact, we
operate under the assumption that higher parameter values
produce a higher impact (change) on the model. This is true
of most parameters of DEEPMUTATION++ and of the ratio
of our new operators. With a high MO parameter value, the
mutant’s behaviour becomes less predictable across multiple
applications of the MO, as the affected parts of the model may
be more or less critical for the predictions. On the contrary,
lower values make the mutant increasingly more similar to
the original, hence replicating the stability of the latter. In
cases where a stable mutant is found, the algorithm checks
for its killability by the input dataset 7' (see Equation [2)). If
killed, the mutant is archived and the search range is narrowed
into smaller value ranges to find a mutant that can deviate
minimally from the original model, hopefully resulting in a
hard-to-kill mutant (Lines 15-17). If the mutant survives, the
search range is adjusted to larger value ranges to produce a
larger deviation from the original model (Lines 18-19). The
search is terminated when the stopping criteria are met (Lines
20-21). At the end of the binary search, we are left with a
subset of mutants that are both stable and killable w.r.t. the
given input dataset 7', ranked from easier (found initially) to
more challenging (found at the end of the search) to kill.

While any input dataset 7" can be used for guiding the search
and killability assessment, to obtain an accurate estimation of
this property we need a dataset that the model can process
with high accuracy, because such a dataset would expose even
minor corruptions of the model. For this reason, we prioritise
the original training set for the initial binary search in our
experiments. The output of this search forms the basis for the
killability assessment. This aligns with how we calculate the
mutation score and sensitivity, both of which depend on the
training set’s killability (see Equations [3] & [). We apply the
binary search to our new operators, as well as to the MOs of
DEEPMUTATION++, ensuring a fair comparison among tools,
although this means that we are using an improved version
of DEEPMUTATION++. This is because the original tool does
not ensure killability or stability, neither does it search for
challenging mutants.

B. Inhibitor Mutation Operators

We suspect the low sensitivity of existing post-training
mutation tools [12] to be due to their aggressiveness and limited
control over the degree of mutation. For example, NEB blocks
the weights in a binary manner and NAI flips the sign of
the weights, which we believe can cause unexpected drastic
changes to the model. Such mutants can be killed by any
test set and therefore they are not useful for differentiating
between test sets of varying quality. While GF allows for a
more nuanced adjustment of weights by applying a variable
amount of Gaussian noise, it can also flip the sign of the
weights when the multiplicative noise factor becomes negative.
Specifically, GF is implemented by DEEPMUTATION++ as
shown in the following Equation [6}

GF(W, p,o) = Clip (w - (1 + ¢€))

e ~ N(0,0%) w ~ Uniform(W, p) ©

where the weights w to be mutated are sampled uniformly
among the model weights W with probability p. The noise
value ¢, sampled from N(0,0?%), ensures that weights are
changed by a small percentage. However, when € is lower
than —1, the result is a weight sign flip, which is very
impactful. Another problematic aspect of DEEPMUTATION++’s
implementation of GF is the clipping of the mutated weights
within the range of —1 to 1. We speculate that this decision was
aimed at preventing extremely large or small weights. On the
other hand, it might restrict too much the change rate, resulting
in non-killable, likely equivalent mutants that are detrimental
to the sensitivity of the tool to the test set quality.

To address these concerns, we propose two novel post-
training mutation operators named Weight Inhibitor (WI) and
Neuron Inhibitor (NI). The former reduces randomly selected
weights across all neurons by a given factor, hence reducing
(“inhibiting”) proportionally the propagation of the signal
between pairs of neurons. The latter targets specific neurons and
alters only their outgoing weights. Both WI and NI operate
with two parameters: a ratio p that controls the number of
weights to be affected, and an inhibition factor A that controls
the degree of weight mutation. WI can be formally described
as in Equation

WI(W,p,A) = w- (1 - )
w ~ Uniform(W, p)

Given the ratio p and inhibition factor A\, where both are
bounded within the range [0-1], WI first randomly selects
(100 x p)% of the weights, denoted as w ~ Uniform(W, p),
and then mutates the selected weights with the inhibition factor:
w’ = w - (1 — \). Notably, if the inhibition factor is at its
maximum value of 1, the selected weights are blocked, resulting
in having similar effects as NEB.

Similarly, NI randomly selects a proportion of neurons (i.e.,
(100 x p)%) from the set of all neurons and operates on the
weights within these selected neurons. As with WI, the chosen
weights are mutated by a factor of (1 — \).

As inhibitor operators always reduce the weights without
altering their signs, they prevent the weights from flipping
and from becoming too large, the latter being the reason why
DEEPMUTATION++ introduced clipping in the GF operator. By
supporting the binary search for challenging A values, inhibitor
operators offer better weight control compared to existing post-
training MOs, enhancing the sensitivity of the mutants.

N

V. EMPIRICAL STUDY WITH MUFF

We conduct a comparative analysis of MUFF, DEEPMU-
TATION++, and DEEPCRIME, focusing on their sensitivity to
test data quality variations and their overall stability during
the generation of mutants. Moreover, we present the spectral
analysis of the similarities between mutants generated with
MUFF and those of DEEPCRIME.

A. Research Questions

1) RQ3 (Comparison): How does MUFF perform in terms
of generating sensitive and stable mutants compared to
DEEPMUTATION++ and DEEPCRIME?
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We compare the sensitivity and stability of the mutation
testing tools. For sensitivity evaluation, we use two test sets for
each subject, a strong and a weak one. Both are taken from the
DEEPCRIME artifacﬂ the strong set is identical to the original
test set, while the weak set is created by removing inputs with
low confidence in the case of classification problems and by
removing inputs with low mean loss/standard deviation of loss
for regression problems, so that low-confidence, corner-case
inputs, possibly useful to kill a mutant, are removed.

For stability comparison, we measure the number of instances
needed to achieve an RSE value below a pre-defined threshold
(5%). We report stability based on all candidate mutants
explored during the search, including those that would be
eliminated due to non-killability or instability, because we
want to measure the intrinsic stability of tools before any
filters are applied. A difference from RQ?2 is that we do not
have a fixed parameter value for a given MO, since such values
are now dynamically chosen during the search.

2) RQ4 (Spectral Similarity): How similar are the mutants
generated by MUFF compared to those of DEEPCRIME based
on spectral analysis?

We investigate whether the mutants generated with MUFF
are diverse w.r.t. the ones of DEEPCRIME. For this, we adopt
spectral analysis [23]], which estimates the similarity between
two given trained neural networks (or between two sets of
model instances) by calculating the distance between spectra
of these models. The spectrum of a model is defined as the
probability distribution of the activation values of its neurons.
Humbatova et al. [23|] showed that such a representation of
a model’s behaviour is more reliable than simply referring to
raw activation values since the activation values are prone to
change across different trainings of the same model.

We first compare the spectra within each tool (i.e., we
compute distances between pairs of mutants of either MUFF or
DEEPCRIME, originated from the same MO but with different
parameter values) and then between MUFF and DEEPCRIME
(i.e., distances between a MUFF’s mutant and a DEEPCRIME’s
mutant). By comparing the distribution of distances within and
between tools, we can draw conclusions about (1) the diversity
of mutants produced by each tool; and (2) the diversity of one
tool’s mutants compared to the other’s.

Following the methodology proposed by Humbatova et
al. [23], we sampled 10% of test data for each subject. For
each input and mutant pair, we average the spectra calculated
across all the available mutant instances. We then calculate the
distances between pairs of mutants based on their input-based
spectra. The distances across all inputs are averaged to produce
the final similarity measure.

B. Evaluation Metrics

1) Sensitivity: We use the sensitivity as a metric to evaluate
the quality of the mutants, as introduced in Section [[I-B] Note
that sensitivity calculation is not possible when no killable and
stable mutants are generated under the guidance of the training
set. Conversely, if mutants are successfully generated using
the training and strong sets but not the weak set, a perfect

4https://zenodo.org/record/4772465

sensitivity (i.e., 1.0) is assumed. This is because this case
clearly shows the weak set’s ineffectiveness in guiding the
generation of killable, non-trivial mutants.

2) Spectral Distance: We use Log-Euclidean metric to
compute spectral distances for a pair of mutants, as it helps to
avoid the cases where extremely high spectral values prevent the
influence of smaller values on the average distance calculation.

C. Implementations and Configurations

We built MUFF on Python 3.8.10 and Keras with Tensorflow
2.8.0. The experiment configuration and datasets remain
identical to those described in Section If there are multiple
MO parameters, we select one parameter for the search while
keeping the other ones set to their default values. Mutant
generation with binary search utilises 20 original trained models.
kmaz 18 set to 5, the RSE threshold is set to 0.05, and the search
stops when the range size shrinks to a predefined precision
degree of 5 x 1074,

MN SR
100 — — — 100 _
X 80 X 80 L] l
2 60 == 2 60
2 2
E 40 | E 40 ﬁ
e R ]
g 20 g 20 \_H T _
0 0
005 0.1 02 06 1.0 0.05 0.1 02 06 1.0
Ratio Ratio
UE uUD
100 = 1001 — - = —
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2 60 2 60
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c c
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Fig. 3: Impact of varying parameter values of WI’s ratio on
the sensitivity of the generated mutants.

We ran some preliminary experiments to configure the
parameter p (ratio) of W1 to a fixed value, as only A is subjected
to binary search in our study. Figure [3| shows the results of
these preliminary experiments. We tested ratios of 0.05, 0.1,
0.2, 0.6, 1.0. Smaller ratios generally lead to higher sensitivity,
likely because stronger mutations, obtained at larger ratios,
tend to generate mutants that are trivial to kill, hindering the
subtle changes that are necessary to achieve high sensitivity.
Thus, 0.05 is chosen as the default ratio for further experiments.
Notably, perfect sensitivity is achieved in some cases. These
cases represent scenarios where the weak test set does not
guide mutant generation due to two reasons: (1) for MN, all
candidate mutants are stable but not killed by the weak test
set and (2) for UE and UD, none of the candidate mutants
are stable. Although the latter case makes an exception to the
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overall trend, we can attribute this to the impact of larger ratios:

these ratios may affect a wider range of weights, potentially

hindering the generation of stable mutants for specific models.

D. Results

TABLE VI: Sensitivity of mutants: underline indicates highest
sensitivity across MOs; boldface highest average sensitivity
across tools.

Tool | Operator Subject
MN | SR | UE | UD
GF 96.78% | 2591% 127% | 40.09%
t WS 0.29% 2.14% 0.57% U/NK
z NEB 1.15% 2.68% 0.97% U/NK
= NAI 1.14% 1.44% U/NK U/NK
& NS 0.01% 1.89% 0.67% | 40.00%
§ LR U/NK N/A N/A U/NK
= LA U/NK N/A N/A U/NK
2 LD U/NK U/NK N/A U/NK
| Avg. | 1987% | 681% | 087% | 40.04%
TCL 86.00% 0.00% | 14.00% | 0.00%
TRD 92.00% | 66.00% | U/NK U/NK
TUD 90.00% N/A U/NK N/A
TAN 100.00% N/A U/NK N/A
TCO 0.00% 3.00% N/A 0.00%
HBS 100.00% N/A U/NK N/A
HLR 100.00% N/A 51.00% | 100.00%
HNE 100.00% | 60.00% | U/NK | 100.00%
HDB 100.00% N/A N/A N/A
ACH 100.00% | 100.00% | U/NK N/A
o ARM U/NK N/A U/NK N/A
5 AAL N/A N/A 14.00% N/A
& RAW 100.00% N/A U/NK N/A
& RCW N/A N/A N/A N/A
A RRW N/A N/A N/A N/A
RCD N/A N/A N/A N/A
RCP N/A 43.00% N/A N/A
WCI 50.00% | 100.00% | U/NK N/A
WAB N/A N/A N/A N/A
WRB N/A 0.00% N/A N/A
LCH 100.00% | U/NK U/NK U/NK
OCH 67.00% | 50.00% | U/NK U/NK
0CG N/A N/A N/A N/A
VRM N/A N/A N/A N/A
| Avg. | 84.64% | 46.89% | 2633% | 50.00%
i WI 100.00% | 83.04% | 18.56% | 77.50%
= NI 100.00% | 100.00% | 39.28% | 100.00%
Z | Ave | 10000% | 91.52% | 28.92% | 88.75%

1) RQ3 (Comparison): The results of sensitivity analysis
between tools is shown in Table [VIl ‘N/A’ denotes the cases
where the MO cannot be applied to the DL model, while
‘U/NK’ indicates that all generated mutants are unstable or not
killable by the train set.

Results show that two MUFF’s MOs consistently outperform
DEEPMUTATION++’s MOs across all subjects, exhibiting
60%pt higher sensitivity on average. Notably, except for
GF, most DEEPMUTATION++ MOs exhibit low sensitivity.
This supports our hypothesis that finer-grained control over
weight adjustments leads to effective guidance in generating
sensitive post-training mutants. Compared to DEEPCRIME’s
MOs, WI shows on average 25%pt higher sensitivity. While
there are MOs of DEEPCRIME that sometimes outperform
WI or NI for some subjects, they do not perform consistently

across all subjects, and are inapplicable to some DL models.
When comparing our two operators, results indicate that NI
outperforms WI. This suggests that the selective mutation
of specific neurons is indeed a more effective and nuanced
approach. This performance advantage may be attributed to the
fact that this method is less disruptive than mutating weights
across all neurons. Overall, MUFF offers high sensitivity, even
compared to individual MOs of DEEPCRIME, but at a much
lower computational cost.

Results of stability analysis for each tool are presented in
Table Values in the table indicate the average number
of instances needed to produce stable mutants based on RSE.
Since the original model comprises 20 instances, the minimum
value is 20. It subsequently increases in increments of 20 up
to 100 instances. If it fails to generate a stable mutant even
with 100 instances, we assign a value of 120 for the sake of
averaging on five runs, although in practice such mutants are
discarded during the binary search. For DEEPCRIME mutants,
we only calculate the RSE of the initial 20 instances and
list the unstable MOs along with the percentage of unstable
configurations in parentheses, since increasing instances for
pre-training mutants is by design extremely inefficient, as it
would require too many trainings from scratch.

Compared to DEEPMUTATION++ MOs, MUFF’s MOs
generally generate stable mutants with fewer instances. This
is particularly evident for the subject UD, where WI and
NI require on average 21 and 29 instances respectively,
while DEEPMUTATION++ MOs require significantly many
more. Note that there are exceptions: LR and LD generate
extremely stable mutants but they are also highly prone to
be non-killable and are discarded during the search. The
instability of DEEPCRIME’s MOs is subject-dependent, with
notable instability observed in subject UE. It highlights the
importance of stability checks even for pre-training mutants
and underscores the higher stability of MUFF.

Answer to RQ3: In general, MUFF outperforms existing
mutation tools for DL systems in generating sensitive and
stable mutants.

2) RQ4 (Spectral Similarity): Figure E] depicts the dis-
tribution of spectral distances using a violin plot. It shows
that distances between MUFF mutants with WI and NI
(marked as “WI-WT’, ‘NI-NI’) are always smaller compared to
distances between the MUFF and DEEPCRIME mutants (‘WI-
DC’ and ‘NI-DC’). This suggests (1) a high degree of internal
consistency among MUFF mutants, indicating that they share
characteristics, and (2) a high distinctness from DEEPCRIME
mutants, meaning that they represent a unique class of mutants
compared to those generated by DEEPCRIME. Notably, in
contrast to the distances between MUFF mutants, the distances
between DEEPCRIME mutants are larger. This disparity can be
attributed to DEEPCRIME’s MOs with categorical parameters,
which can significantly differ from one another despite being
defined under the same MO. For instance, the top 95% of the
largest distances between DEEPCRIME mutants all originate
from MOs with categorical parameters, such as LCH or ACH.
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TABLE VII: Stability of mutants of each tool

Subj. MUFF DEEPMUTATION++ DEEPCRIME
WI | NI | GF | WS | NEB | NAI | NS | LR | LA | LD Unstable MOs
MN |20 |20 | 20 | 28 | 21 | 46 | 22| 20 | 56 | 20 ARM (25%)
SR |20 [ 20|20 | 25 | 23 | 27 | 25 | NA | NA | 20 LCH (92%)
UE |22 23|26 | 77 | 70 | 96 | 78 | N/A | N/A | N/A | ARM (100%), VRM (100%), HBS (75%), OCH (67%), HNE (40%), LCH (36%),
WCI (33%), TUD (33%), WRB (25%), ACH (22%), TAN (17%), TRD (17%), RAW (8%)
UD | 21 | 29| 8 | 98 | 98 | 105 | 93 | 20 | 120 | 20 OCH (33%), TRD (17%), LCH (8%)
MN SR Note that a direct comparison to DEEPMUTATION++ can be
SRR S— e P misleading, as the latter has no control for stability, killability
wiwi- wiwi- | and triviality, which makes it inherently faster, but with lower
NN NN stability and sensitivity.
WI-DCH WI-DCH We measured the time in seconds required to generate a
NDCH  pe———— NDC  p—————— mutant using each tool’s MOs, as shown in Table [VIII] Values
0 . tIIO 20 0 D;'ot 20 in parentheses show how much faster (1) or slower (}) MUFF
Istance Istance . .
is compared to the other tool. We observe that MUFF is,
on average, 61 times faster than DEEPCRIME but 15 times
UE uD slower than DEEPMUTATION++. While MUFF exhibits some
pC-DC- pcoe < p———— slowdown compared to DEEPMUTATION++, this trade-off
wiwi+ b wiwi+ ensures higher stability and sensitivity. On the other hand,
NN | NN the significant efficiency gain over DEEPCRIME makes MUFF
wioe (oo WI-DC a practical and scalable solution for real-world applications.
NLDCH  pe—emeeo——o NDCH  P———
| T T T T T
0 10 20 0 10 20

Distance

Distance

Fig. 4: Log-Euclidean distance distribution based on the

spectrum analysis.

Answer to RQ4: Spectrum analysis shows that MUFF
mutants exhibit high internal consistency, indicating shared
characteristics and are well distinguished from DEEPCRIME

mutants.

VI. DISCUSSION

We further discuss the efficiency of MUFF compared to
other tools and the variability of WI and NI.

A. Efficiency

TABLE VIII: Time in seconds required to generate one mutant

Subj. | MUFF | DEEPMUTATION++ | DEEPCRIME
MN 204 13 (J15.12x) 1,212 (16x)
SR 255 19 (13.62x) 18,549 (173x)
UE 170 14 (112.55x) 22,445 (1132x)
UD 726 44 (]16.38x) 39,976 (155x)
Avg. | 339 | 23115040 | 20,545 (161%)

While the pre-training mutation tool, DEEPCRIME, has

the advantage of generating mutants based on real faults, its
computational cost due to training the mutants can be pro-
hibitive. MUFF achieves comparable (on average even higher)
effectiveness and at a much increased efficiency. Therefore, we
investigated quantitatively the efficiency improvement achieved
by MUFF compared to DEEPCRIME and DEEPMUTATION++.

B. Variability of MUFF’s Operators

TABLE IX: Disagreement rate of WI, NI, and GF

Subj. 1-original 20-originals

WL | NI | GF WI | NI | GF
MN 0.43% 0.47% 0.28% 1.30% 1.23% 1.11%
SR 8.28% 8.22% 8.63% 16.29% | 16.11% | 12.81%
UE 19.70% | 65.99% | 70.52% | 45.76% | 43.33% | 80.72%
UD 26.16% | 44.64% | 33.24% | 27.719% | 26.57% | 31.31%
Avg. | 13.64% | 29.84% | 28.17% | 22.79% | 21.81% | 31.49%

RQ1 investigated the variability of MOs of DEEPMU-
TATION++, which showed significant inconsistencies in its
prediction outcomes (see Tables & E]) Also, we studied the
stability of MUFF’s MOs and compared it to GF, which was
shown to be the most stable MO among DEEPMUTATION++’s
(see Table[VTI). To further investigate the variability of MUFF’s
MOs, we present the disagreement rates of WI and NI compared
to GF, as shown in Table in which the lowest disagreement
rates are highlighted in bold. While GF exhibits a slightly lower
disagreement rate for MN, WI and NI show a significantly
lower disagreement rate for UE and UD. On average, in both
1-original and 20-originals scenarios, WI or NI exhibit lower
variability.

VII. THREATS TO VALIDITY

Threats to internal validity lie in the correctness of our
implementation, the stochastic nature of model training, and
the selection of MOs and their configurations. To alleviate
them, we employed widely used DL frameworks and made our
implementation available online. Furthermore, we generated all
mutants considering their stability and repeated the experiment
multiple times. Threats to external validity include the choice
of datasets and DL models. To manage these threats, we chose
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widely used datasets and models with public implementation.
Threats to construct validity arise from the calculations of
the mutation score, sensitivity, and evaluation metrics of the
models. We adopted existing definitions [[17] and evaluation
metrics that are commonly used and standard in the field.

VIII. RELATED WORK

Recently, a variety of techniques have been proposed for
mutation testing in DL systems. MuNN [13]] is an early post-
training mutation tool proposing five DL mutation operators
such as deleting neurons or changing weight values. Subse-
quent studies include DEEPMUTATION |[[14]] and its successor
DEEPMUTATION++ [15]. DEEPMUTATION presents source-
level operators such as duplicating training data or removing
activation function, as well as model-level operators (i.e., post-
training operators). DEEPMUTATION++, on the other hand,
focuses on the model-level operators, expanding them with
nine new operators specifically tailored for Recurrent Neural
Networks (RNNs). Such operators were shown to facilitate the
quantitative analysis of test data quality. DEEPCRIME [12] is a
pre-training DL mutation tool with 35 operators derived from
real DL faults [16]. It employs a statistical definition of muta-
tion killing [17]. The empirical study on DEEPCRIME shows
that it could generate mutants that are more sensitive to the
quality of the test set than the mutants of DEEPMUTATION++.
Based on an in-depth analysis of DEEPMUTATION++’s MOs,
MUFF advances DEEPMUTATION++ with new operators (WI
and NI), a new procedure to ensure stability, and a binary
search to find challenging mutants.

DeepMetis [10] adopted DEEPCRIME mutants for guiding
test input generation. It aimed to increase the mutation score of
a given test set by adding new inputs generated using a search-
based strategy. Interestingly, post-training mutations have been
used for the opposite purpose, i.e., to fix the DL model.
CARE [24] identified target neurons and mutated the weights of
those neurons to fix the model. Similarly, Arachne [18]] directly
manipulated weights using a Differential Evolution (DE) to
fix the misbehaviour of the model, while keeping its correct
behaviours. MUFF’s advantages extend beyond assessing test
sets. Its ability to efficiently generate sensitive mutants will
make it a valuable tool for guiding test generation. MUFF’s
operators could also be potentially adapted to work with the
aforementioned weight-repair methods.

IX. CONCLUSION

We introduce MUFF, a novel post-training mutation tech-
nique for DL systems that addresses the limitations of ex-
isting methods in efficiently generating stable, killable, and
sensitive mutants. To generate stable and killable mutants,
MUFF automates mutant stability assessment through iterative
generation and evaluation of mutant instances and employs
binary search to efficiently identify killable mutants. Moreover,
to achieve higher sensitivity, it introduces two novel operators,
named Weight Inhibitor and Neuron Inhibitor, which provide
finer-grained weight control compared to existing techniques.
Extensive empirical evaluation demonstrates MUFF’s effec-
tiveness: it generates mutants with 60%pt and 25%pt higher

sensitivity compared to DEEPMUTATION++ and DEEPCRIME
mutants, respectively, while surpassing DEEPMUTATION++
in generating stable mutants. Furthermore, spectral analysis
shows that MUFF produces diverse mutants compared to those
of DEEPCRIME, and maintains the efficiency benefits of post-
training mutation tools, being 61 times faster than DEEPCRIME.

DATA AVAILABILITY

The implementation of MUFF, data, and results are publicly
available at https://doi.org/10.6084/m9.figshare.28225025.v1,
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