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Abstract

The rapid progress in deep generative models has led
to the creation of incredibly realistic synthetic images that
are becoming increasingly difficult to distinguish from real-
world data. The widespread use of Variational Models,
Diffusion Models, and Generative Adversarial Networks
has made it easier to generate convincing fake images and
videos, which poses significant challenges for detecting and
mitigating the spread of misinformation. As a result, de-
veloping effective methods for detecting AI-generated fakes
has become a pressing concern. In our research, we pro-
pose HFMF, a comprehensive two-stage deepfake detection
framework that leverages both hierarchical cross-modal
feature fusion and multi-stream feature extraction to en-
hance detection performance against imagery produced by
state-of-the-art generative AI models. The first component
of our approach integrates vision Transformers and convo-
lutional nets through a hierarchical feature fusion mecha-
nism. The second component of our framework combines
object-level information and a fine-tuned convolutional net
model. We then fuse the outputs from both components
via an ensemble deep neural net, enabling robust classi-
fication performances. We demonstrate that our architec-
ture achieves superior performance across diverse dataset
benchmarks while maintaining calibration and interoper-
ability. The code is available at https://github.
com/taco-group/HFMF.

1. Introduction
The rapid advancement of deep generative models has

led to the creation of highly realistic and convincing fake
digital media, including applications like image genera-
tion [1, 2], generative editing [3, 4], video generation [5, 6],
audio recordings [7–9], and text generation [10]. These
manipulated media, commonly known as deepfakes, have
the potential to deceive, defame, and destabilize individu-
als, communities, and societies. The proliferation of deep-
fakes has become a pressing concern, as they can be used
to spread misinformation, propaganda, and disinformation,

posing a significant threat to the foundation of trust in the
digital age and modern-day life.

Despite the growing awareness of the deepfake problem,
detecting and mitigating their spread remains a challeng-
ing task. Existing deepfake detection techniques often rely
on finding specific trends or artifacts produced by genera-
tive models, but proficient attackers may easily bypass these
methods [11]. Furthermore, the rapid growth of generative
models has sparked a competition between deepfake detec-
tors and deepfake producers, making it harder and harder to
create efficient detection approaches [11].

Recent studies have highlighted the limitations of exist-
ing deepfake detection approaches, which often suffer from
a generalization gap, failing to detect new, unseen deepfake
attacks. Furthermore, the increasing computational com-
plexity of deep learning-based detection models has raised
concerns about their deployability in real-world applica-
tions, particularly on mobile devices with limited compu-
tational resources [12]. In this context, there is a signifi-
cant need for a novel, efficient, and robust deepfake detec-
tion framework that can bridge the gap between current ap-
proaches and the rapidly evolving landscape of deepfakes.

To address this challenge, we propose a novel deepfake
detection framework, which we dub HFMF, that combines
hierarchical cross-modal feature fusion and multi-stream
feature extraction (See Fig. 1). The first component of
our approach leverages Vision Transformers (ViTs) [13–15]
and Convolutional Neural Networks (ConvNets) [16, 17]
in a hierarchical feature fusion mechanism to effectively
capture both local artifacts and global inconsistencies in-
troduced by deepfake manipulations. The second com-
ponent integrates edge features, object-level context, and
general image-based features extracted using a couple of
lightweight expert models, including Sobel edge detection,
YOLOv8 [18] object detection, and a fine-tuned Xcep-
tion [19] model. The outputs from these components are
fused through an ensemble deep neural network, enabling
robust and accurate classification. Another key aspect of
our architecture is its low number of trainable parameters,
which is achieved by using various pre-trained models in
both modules. Our results demonstrate that increased com-
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plexity does not necessarily lead to better performance, and
our model achieves competitive accuracy while maintaining
high computational efficiency.

2. Related Work
2.1. Visual Generative Models

Visual generative models, including Generative Adver-
sarial Network (GANs), Variational Autoencoders (VAEs),
and diffusion models, have made significant strides in im-
age generation. Latent diffusion models, such as those in-
troduced by Rombach et al. [2], generate high-resolution
images by modeling complex data distributions in a latent
space, enabling efficient synthesis of realistic images. Dif-
fusion models have also evolved into highly effective tools
for generating diverse media; for example, Ho et al. [20]
presented video diffusion models, which extend image dif-
fusion models to temporal data. In the context of personal-
ized generation, Guo et al. [5] introduced Animatediff, en-
abling animation with text-to-image diffusion models with-
out extensive tuning. More specialized models, such as Au-
diogen [8], target audio generation, leveraging similar prin-
ciples, while 4k4dgen [6] focuses on panoramic 4D gener-
ation at ultra-high resolutions. These advancements have
enhanced synthetic content’s diversity and resolution, revo-
lutionizing static and dynamic image generation tasks.

Moreover, powerful pre-trained visual generative mod-
els like Stable Diffusion [7] have facilitated strong genera-
tive editing methods that can easily manipulate or edit copy-
righted or personal images to spread fake news [3, 21–24].
Without granting permission from the original publishers,
these unauthorized edits, if leveraged by malicious hackers,
can cause severe ethical or privacy outcomes [25]. Since
these generative methods are highly robust, there is a press-
ing need for effective techniques to detect deepfakes.

2.2. Deepfake Detection Techniques

One issue in current deepfake detection models exposed
by Cavia et al. is inherent biases in the commonly used
datasets. Previous datasets used are produced by a single
SOTA generative model and also include the same file for-
mat, resolution, compression encoding, and a few known
simulated post-processing augmentations. It was shown
that the models in part learn these hidden biases and do not
generalize well to images found in the wild. To resolve this,
Cavia et al. released the WildRF [26] dataset which con-
tains images found in the wild on three social media plat-
forms: Reddit, X (formerly Twitter), and Facebook.

Recent advancements in deepfake detection have pri-
marily focused on addressing generative models like VAEs
and GANs. For example, Lanzani et al. [27] proposed a
lightweight Binary Neural Network (BNN) approach that
augments RGB images with FFT and LBP features, achiev-

Figure 1. Our proposed dual stage ensemble network HFMF.

ing real-time detection with minimal accuracy loss and ef-
ficient memory usage. Similarly, Coccomini et al. [28]
introduced Transformer-based architectures combining Ef-
ficientNet and cross-attention mechanisms, which outper-
formed traditional networks with lower computational de-
mands. Other techniques, such as Zhao et al.’s [29] multi-
attentional network with attention-guided augmentation and
Bonettini et al.’s [30] siamese training with EfficientNetB4,
demonstrated state-of-the-art results on popular datasets, al-
though they often relied heavily on dataset-specific training.

As diffusion models become more prominent in generat-
ing highly realistic deepfakes, detection methods face in-
creasing challenges. Techniques like Animollah et al.’s
[31] graph-based framework and vision Transformers have
shown promising results with high accuracy across diverse
datasets. Additionally, Shiohara et al. [32] developed a
method using Self-Blended Images (SBI) and EfficientNet
for detecting statistical inconsistencies, achieving compet-
itive cross-dataset performance. However, existing works
often struggle to generalize across datasets and adapt to
rapidly evolving generative technologies, leaving a criti-
cal bottleneck in handling deepfakes created with the latest
diffusion-based models.

We will fuse together several key components and ideas
of these works to develop a novel ensemble for accurate
deepfake detection.

3. Proposed Method
In this section, we present the proposed deepfake de-

tection framework, HFMF, which consists of two comple-



mentary modules: a hierarchical cross-modal feature fusion
mechanism and a multi-stream feature extraction pipeline.
To enhance the reliability of the first module, we apply a
calibration technique to address the known issue of mis-
calibration in deep ResNets, ensuring that uncertainty does
not compromise detection performance. Simultaneously,
we have designed the second module to be explainable, en-
abling the interpretability of the model’s predictions. Addi-
tionally, we generate explainability maps at the end of this
module to provide insights into the regions of the input im-
age that contributed most to the final classification, further
validating the robustness and transparency of the proposed
framework. Figure 1 shows the final model.

3.1. Module 1: Hierarchical Feature Fusion

Semantics-aware feature extraction Given an input im-
age X ∈ RH×W×3, the ViT model, specifically ViTBase-16
[13], pre-trained on ImageNet [33], partitions X into N
patches of size p × p × 3. Each patch is linearly embed-
ded to form a 768-dimensional feature vector, yielding:

EViT = ViTfine-tuned(X), EViT = [e1, e2, . . . , eN ] (1)

where ei ∈ R768. Enjoying the global awareness of the at-
tention mechanisms, the ViT extracted features to capture
the contextual or semantic information of the input image,
which will be leveraged to fuse with other feature represen-
tations.

Figure 2. Module 1: Hierarchical Cross Feature Fusion.

Multi-scale feature extraction DeepFake imagery often
exhibits abnormalities in local regions, e.g., the famous
“finger issues” in many diffusion models [34]. Thus, to ac-
count for these local artifacts, we employ the pre-trained
ResNet to extract intermediate feature representations from
multiple stages, each capturing a different abstraction level:

F1, F2, F3 = ResNet(X), (2)

Here, F1, F2, F3 represent feature maps at different spatial
resolutions, respectively, with F1 capturing low-level fea-
tures and F3 capturing relatively higher-level features. As
DeepFake-type distortions may exhibit at a different scale,
according to the generative capabilities of the models, we
exploit all the ConvNet features to conduct the final detec-
tion.

Hierarchical Attention-based Fusion We combine the
global contextual features from the ViT branch and the local
hierarchical features from the ResNet branch using a hier-
archical dot-product similarity mechanism. More specifi-
cally, for each feature map Fi, we first reshape it to be in
the same resolution (R(H·W )×768). Then we compute the
dot-product similarity using an attention model:

Slvl =
QK⊤
√
dk

, dk = 768, (3)

where initially Q = EViT ∈ RN×768, K = V = Fi ∈
R(H·W )×768, and Slvl ∈ RN×(H·W ). The hierarchical dot-
product similarity operation (HDS) is performed as follows:

HDS(Q,K) = softmax(Slvl)V, (4)

Zlow = HDS(EViT, Flow) ∈ RN×768, (5)

Zmid = HDS(Zlow, Fmid) ∈ RN×768, (6)

Zhigh = HDS(Zmid, Fhigh) ∈ RN×768. (7)

The final representation, Vfinal = Zhigh, integrates
multi-scale information fused incrementally with the global
context-aware features, capturing a strong representation
power by using two types of neural nets. The fused vector
Vfinal ∈ RN×768 serves as the input to the deep neural net-
work for further processing and obtaining raw logits. Figure
2 depicts this module.

Uncertainty Calibration In deep learning models, pre-
dicted probabilities often suffer from miscalibration, where
the model’s confidence does not reflect the true likelihood
of correctness. To address this, we apply Platt Scaling [35],
which adjusts the probability estimates using a logistic re-
gression model on the raw logits z from the network. The
calibrated probability p̂ is given by:



p̂ =
1

1 + exp−(Az +B)
, (8)

where A and B are learned parameters that minimize the
negative log-likelihood. We use expected calibration error
(ECE) to measure miscalibration. Calibration is crucial af-
ter the hierarchical fusion in Module 1, as deep residual net-
works often produce overconfident predictions [35].

ECE =
1

N

N∑
i=1

|Bi|
N

|acc(Bi)− conf(Bi)| , (9)

where:

• |Bi| is the number of samples in the i-th bin,

• N is the total number of samples,

• acc(Bi) is the accuracy in the i-th bin,

• conf(Bi) is the average confidence in the i-th bin.

3.2. Module 2: Multi-Stream Local-Feature Ex-
traction

DeepFake media also shows artifacts on small, localized
regions, including edges, faces, and small objects, to name
a few [36]. Here, we propose a three-branched framework
as described in figure 3, to capture a variety of localized
features using lightweight specialized expert models.

Object and Facial Region Extraction We employ the
YOLOv8 [18] to process the full image X . If a face is de-
tected, cropped regions Xf are extracted and layered with
a Facial Attention Mesh using MediaPipe [37] to capture
facial features like the mouth and eyes. These features are
concatenated with object features Xobjects, forming the final
representation:

FYOLO
X = Xf +Xobjects.

Xobjects refers to rest of the features from the image, ex-
cluding the face. This module not only emphasizes facial
features but also addresses background perturbations to im-
prove robustness in feature representation.

Texture Artifact Embedding The Sobel filter [38] op-
erates on X to compute gradients in horizontal (Gx) and
vertical (Gy) directions:

G =
√
G2

x +G2
y.

These gradients enhance edge detection, producing edge-
enhanced images Xs, which emphasize subtle texture-based
manipulation artifacts. The features extracted here, F Sobel

X ,
are passed to the final decision-making layer to ensure
texture-related cues are captured.

Figure 3. Module 2: Multi-Stream Local Feature Extraction.

Fine-Grained Feature Extraction We utilize the Xcep-
tionNet [19], pre-trained on the ImageNet dataset, processes
X to extract embeddings FXception

X ∈ RdX . These embed-
dings encode fine-grained manipulation patterns and global
contextual cues. The module ensures that even nuanced fa-
cial alterations or deepfake features are effectively learned.

3.2.1 Integration Across Modules

The outputs from all three modules—FYOLO
X , F Sobel

X , and
FXception
X —are concatenated and fed into a fully connected

layer for final classification:

FX = FYOLO
X ⊕ F Sobel

X ⊕ FXception
X ,

where ⊕ denotes the concatenation operation. This integra-
tion ensures a comprehensive feature representation, captur-
ing spatial, texture, and contextual features for distinguish-
ing real versus fake inputs.

3.3. Ensemble Decision Making

HFMF, our ensemble model, depicted in Fig. 1, inte-
grates predictions from two specialized modules to enhance
overall performance and robustness, using logits of the fi-
nal neural networks in both cases. Module one combines
global features from Vision Transformer (ViT) and local
features from ResNet50 through a hierarchical dot-product



similarity mechanism. The resulting multi-scale represen-
tation Vfinal is calibrated using Platt Scaling to correct over-
confident predictions, producing reliable logits for a pre-
diction. Module two extracts multi-stream features using
YOLOv8 for facial regions, Sobel filtering for texture arti-
facts, and XceptionNet for fine-grained manipulation pat-
terns. The fused feature vector FX from Module two is pro-
cessed through a neural network to generate logits. The re-
spective output logits from these modules are fused through
a weighted aggregation mechanism using a deep neural net-
work, leveraging complementary strengths of different fea-
ture representations.

This ensemble strategy ensures improved accuracy and
interpretability, as each module contributes domain-specific
insights while mitigating individual weaknesses.

4. Experiments
4.1. Experimental Setup

We utilized NVIDIA RTX 6000 GPU nodes for training
and evaluation of our three models, Module 1, Module 2 and
the final HFMF ensemble. We trained final ensemble with
early stopping to prevent overfitting. This setup was opti-
mized to balance computational efficiency and model per-
formance. Additionally, we employed a two-stream archi-
tecture, where Module One and Module Two were trained
separately before ensembling.

4.2. Datasets and Benchmarks

One key to a strong deepfake detection model is train-
ing with data from state-of-the-art Generative AI models.
Even the best architecture cannot compensate for outdated
training data in identifying realistic, high-quality fakes.

For this reason, we use WildRF dataset released by Cavia
et al. [26] as our primary benchmark. The WildRF dataset
is compiled of images, real and fake, found on social me-
dia websites Facebook (FB), Reddit (R), and X (formerly
Twitter) in 2024 (the year our experiments were conducted).
The AI generated images reflect the high quality of the most
SOTA models available today including Open AI’s DALL-
E 3 [42], Google DeepMind’s Imagen3 [1], X AI’s Grok-
2 [43] and more, as well as finetuned versions of these gen-
erative models on specialized datasets, making it nearly im-
perceptible in some cases for the human eye to recognize
the deepfakes. Furthermore, WildRF inherently eliminates
several biases, such as JPEG compression, found in other
generated image datasets. Also, this dataset includes im-
ages generated from unknown synthesizer models, making
it more practical for real-world scenarios.

A main concern for deepfakes is identity and misinfor-
mation attacks with face generation and manipulation. To
address this concern, the second benchmark we use is Col-
labDif [44]. CollabDif uses a recent multi-modal approach

fusing Latent Diffusion Models (LDMs) and Variational
AutoEncoders (VAEs) for generating face images as pro-
posed by Huang et al. in 2023. The model takes both tex-
tual prompts and facial segmentations for more control in
generating and editing photo realistic images.

Together, the WildRF and CollabDiff datasets ensure
comprehensive testing of our approach. WildRF covers
both facial and non-facial manipulations, while CollabD-
iff focuses on high-quality facial deepfake generation and
editing.

4.3. Main Results

Figure 4. Training and Validation curve for HFMF (WildRF).

We conducted extensive experiments on the WildRF
dataset, evaluating the model on three distinct test subsets:
Facebook, Reddit, and Twitter, as well as the validation
set. Additionally, we tested on the CollabDiff validation
set, which is generated using latent diffusion models. De-
spite its small size, CollabDiff consistently yielded nearly
perfect results, a trend corroborated by prior works in the
literature.

Our experiments evaluated the performance of Module
One, Module Two, and the final ensemble. In Module One,
a Vision Transformer (ViT) architecture was utilized with a
patch size of 16× 16, effectively capturing hierarchical vi-
sual features. Module Two employed a multi-stream model
incorporating Sobel edge detection and XceptionNet, en-
hancing spatial and contextual feature fusion. These mod-
ules were independently trained before combining their out-
puts in the final ensemble.

For the final ensemble (HFMF), we set 100 epochs for
both the datasets, employing early stopping. For example,
in the case of WildRF the training halted after 25 epochs.
The training process achieved a Train Accuracy of 95.43%,
a Validation Loss of 0.1911, and a Validation Accuracy of
92.7%. Figure 4 illustrates the training and validation accu-
racy and loss curves for the HFMF architecture.

Table 1 presents the accuracy comparisons for various
methods tested on the WildRF test subsets. Module One
achieved accuracy rates of 86.6% on Facebook, 93.0% on
Reddit, and 86.0% on Twitter, with a mean accuracy of



Method Facebook Reddit Twitter Mean Validation

LaDeDa [26] 81.9% 91.8% 83.3% 85.7% -
Tiny-LaDeDa [26] 80.7% 84.5% 82.3% 82.5% -
CNNDet [39] 70.6% 75.4% 71.4% 72.5% -
PatchFor [36] 77.1% 87.8% 81.6% 82.2% -
CLIP [40] 78.4% 80.8% 78.1% 79.1% -
NPR [41] 76.6% 89.8% 79.5% 81.9% -

Module 1 (M1) 86.6% 93.0% 86.0% 88.5% 91.7%
Module 2 (M2) 81.9% 90.9% 85.4% 86.0 % 88.4%
HFMF (M1+M2) 86.9% 92.3% 85.8% 89.4 % 92.7%

Table 1. Accuracy comparison of different methods. All methods are trained on the WildRF training set and evaluated on the three subsets
of the WildRF test set. Our results show remarkable improvement across all test sets over previous methods.

Dataset ECE (Uncalibrated) ECE (Calibrated) Percentage Decrease (↓)

WildRF (Train) 0.0580 0.0473 18.97%
WildRF (Val) 0.1017 0.0921 9.48%

WildRF (FB) 0.1549 0.1330 14.13%
WildRF (Reddit) 0.0830 0.0666 19.79%
WildRF (Twitter) 0.1668 0.1399 16.14%

Table 2. ECE on Datasets after Calibration of Module 1.

88.5% and a validation accuracy of 91.7%. Module Two
achieved accuracy rates of 81.9% on Facebook, 90.9% on
Reddit, and 85.4% on Twitter, with a mean accuracy of
86.0% and a validation accuracy of 88.4%. The final en-
semble which we call HFMF further enhanced these results,
achieving 86.9% on Facebook, 92.3% on Reddit, and 85.8%
on Twitter, with a mean accuracy of 89.4% and a valida-
tion accuracy of 92.7%. Table 3 highlights the classifica-

Dataset Acc. Prec. Rec. F1

WildRF (FB) [26] 86.9% 0.92 0.81 0.86
WildRF (R) [26] 92.3% 0.95 0.91 0.93
WildRF (X) [26] 85.8% 0.97 0.81 0.88

CollabDif (VAL) [44] 100% 1.00 1.00 1.00

Table 3. Classification scores across different test sets using our
final HFMF (M1+M2).

Method CollabDif(VAL)

Module 1 (M1) 100%
Module 2 (M2) 99.50%

HFMF (M1+M2) 100%

Table 4. Proposed methods’ results on CollabDif.

tion metrics, including accuracy (Acc.), precision (Prec.),
recall (Rec.), and F1 scores, across different test subsets.
On the CollabDif validation set, as shown in Table 4, Mod-
ule One and the final ensemble achieved 100% accuracy,
while Module two closely followed at 99.50%. These re-
sults emphasize the effectiveness of hierarchical fusion and
multi-stream modeling in HFMF in delivering robust and
accurate deepfake detection. In the following sections, we
also discuss the ablation study results.

4.4. Calibration Results

For calibrating Module 1 on the datasets, we utilized 500
bins for probability calibration. This approach was driven
due to the highly skewed distribution of predicted probabili-
ties, which tended to concentrate around the extreme values
close to 0 or 1. Using a large number of bins allowed for
finer granularity in capturing and adjusting these probabil-
ity estimates, thereby improving the model’s calibration and
ensuring that the predicted probabilities better aligned with
the observed outcomes. This approach was particularly crit-
ical given the dataset’s characteristics and the need for pre-
cise probability estimates in downstream tasks. After cali-
bration on the training dataset, the Expected Calibration Er-
ror (ECE) was significantly reduced, demonstrating the ef-
fectiveness of the calibration method. The uncalibrated and
calibrated ECE values for various datasets (training, valida-
tion, and social media subsets) are provided below in table



Method ViT-B/16 ResNet50 Facebook Reddit Twitter Mean

Pre-trained ViT-B/16 ✓ × 78.1% 89.4% 85.0% 84.1%
Pre-trained ResNet50 × ✓ 84.4% 94.6% 84.0% 87.7%
Module 1 (ViT-B/16+ResNet50) ✓ ✓ 86.6% 93.0% 86.0% 88.5%

HFMF (Module 1+Module 2) ✓ ✓ 86.9% 92.3% 85.8% 89.4%

Table 5. Ablation studies for Module 1 (ViT-B/16: Vision Transformer, ResNet50) on WildRF.

Method XCN Yolo SOBEL Facebook Reddit Twitter Mean

Pre-trained XCN + SOBEL ✓ × ✓ 88.2% 89.4% 78.2% 85.3%
Yolo + SOBEL × ✓ ✓ 66.9% 76.8% 70.6% 71.4%
Pre-trained XCN + Yolo ✓ ✓ × 80.9% 91.6% 84.2% 85.6%
Module 2 (Yolo+XCN+SOBEL) ✓ ✓ ✓ 81.9% 90.9% 85.4% 86.0%

HFMF (Module 1+Module 2) ✓ ✓ ✓ 86.9% 92.3% 85.8% 89.4%

Table 6. Ablation studies for Module 2 (XCN: XceptionNet, Yolo: Yolov8, SOBEL: Sobel Edge Detection) on WildRF.

2. Relative change or the decrease in ECE is also analyzed.
The table above shows the ECE values for both un-

calibrated and calibrated models across various datasets.
As seen, calibration significantly reduces the ECE, with
the largest decrease observed on the Reddit test dataset
(19.79%) and the smallest on the validation set (9.48%).
These improvements demonstrate the effectiveness of cal-
ibration in enhancing model performance, especially when
evaluated on real-world data from platforms like Facebook,
Reddit, and Twitter present in WildRF dataset.

In the case of the CollabDif dataset, the model’s initial
calibration yielded an ECE almost 0, indicating perfect cal-
ibration, i.e. model’s predictions were already well-aligned
with true probabilities, and further calibration was unneces-
sary.

4.5. Grad-CAM for Feature Visualization

Figure 5. Grad-CAM visualization for WildRF

To explain feature extraction in Module 2, we employ
Grad-CAM (Gradient-weighted Class Activation Mapping)
[45], which generates a localization map LGrad-CAM

c ∈ Ru×v

highlighting regions in the input image X relevant to the
model’s decision. For a target class c, Grad-CAM computes
the gradients of the class score yc (pre-softmax) with respect
to feature map activations Ak, and combines them using
importance weights αc

k:

LGrad-CAM
c = ReLU

(∑
k

αc
kAk

)
,

where ReLU suppresses irrelevant regions. Grad-CAM
enhances interpretability by visualizing class-relevant fea-
tures, as shown in Fig. 5 and Fig. 6. These heatmaps il-
lustrate the rationale behind why Module 2 classified the
images in the respective categories.

4.6. Ablation Studies

As shown in Table 5, Module 1 (M1), which combines
Vision Transformer (ViT-B/16) and ResNet50, achieves a
mean accuracy of 88.5%, surpassing standalone ViT-B/16
(84.1%) and ResNet50 (87.7%). This demonstrates the ben-
efit of leveraging complementary features from both archi-
tectures using proposed hierarchical cross feature fusion.

Similarly, Module 2 (M2) as depicted in Table 6, which
integrates Yolov8, Sobel edge detection, and XceptionNet,
achieves a mean accuracy of 86.0%, outperforming simpler
combinations among these models. Notably, the addition
of XceptionNet in M2 significantly enhances performance
by providing robust feature extraction capabilities, comple-
menting the edge detection of Sobel and the object localiza-
tion of Yolov8. This synergy highlights the importance of



Figure 6. Grad-CAM visualization for CollabDif

combining diverse model functionalities to achieve superior
results across datasets. The inclusion of all three compo-
nents in M2 allows it to leverage edge detection and object
localization alongside deep feature extraction, resulting in
more robust performance across datasets.

However, neither M1 nor M2 alone could consistently
achieve top performance across all datasets. While M2 per-
forms slightly lower than M1 in terms of mean accuracy
(86.0% vs. 88.5%), it adds valuable explainability through
its integration of Sobel edge detection and object localiza-
tion, which enhances interpretability. By fusing M1 and M2
in HFMF, the model achieves a mean accuracy of 89.4%,
successfully combining the strengths of both modules. This
fusion allows HFMF to deliver superior results while main-
taining both certainty and explainability.

5. Conclusion & Future Scope
In this work, we present a robust multi-module dual

stream approach for deepfake detection, combining state-
of-the-art techniques in feature extraction, hierarchical fu-
sion, and ensemble decision-making. By leveraging cali-
brated outputs, Grad-CAM explainability, and a combina-
tion of modern architectures such as YOLOv8, Sobel filter-
ing, and XceptionNet, our model demonstrates improved
reliability and accuracy. The integration of training data
from recent Generative AI models ensures adaptability to
real-world scenarios. This comprehensive pipeline not only
enhances detection performance but also provides inter-
pretability, making it a step forward in addressing the chal-
lenges posed by realistic deepfakes.

In future work, this framework can be extended to mul-

timedia forensics by incorporating multi-modal inputs like
video, audio, and textual metadata, enabling detection be-
yond images. The hierarchical fusion mechanism can also
address disinformation and credibility assessment in real-
world scenarios, such as social media and forensic investi-
gations. We will also focus on improving robustness and
real-time efficiency in constrained environments.

Our fully supervised approach will be extended to semi-
supervised or unsupervised settings, broadening applicabil-
ity to real-world scenarios with unseen synthesizers.

Ethical Statement: This work aims to address the ethi-
cal challenges posed by deepfakes, focusing on combating
their misuse for misinformation, fraud, and privacy viola-
tions. Our detection framework is intended for responsible
applications that promote transparency and safety. We en-
courage its ethical use and advocate for continued collabo-
ration to mitigate the broader societal impacts of generative
AI.
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