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Abstract

With advances in diffusion models, image generation has shown significant per-
formance improvements. This raises concerns about the potential abuse of image
generation, such as the creation of explicit or violent images, commonly referred to
as Not Safe For Work (NSFW) content. To address this, the Stable Diffusion model
includes several safety checkers to censor initial text prompts and final output
images generated from the model. However, recent research has shown that these
safety checkers have vulnerabilities against adversarial attacks, allowing them to
generate NSFW images. In this paper, we find that these adversarial attacks are not
robust to small changes in text prompts or input latents. Based on this, we propose
CROPS (Circular or RandOm Probing for Safety), a model-agnostic framework
that easily defends against adversarial attacks generating NSFW images without
requiring additional training. Moreover, we develop an approach that utilizes one-
step diffusion models for efficient NSFW detection (CROPS-1), further reducing
computational resources. We demonstrate the superiority of our method in terms
of performance and applicability.

Warning! This document contains sensitive images.
While we censor Not-Safe-for-Work (NSFW) imagery, reader discretion is advised.

1 Introduction

Recently, there has been significant progress in generative models, particularly diffusion models,
which include text-to-image (T2I) and image-to-image (I2I) diffusion models [7, 8, 18, 21, 22, 26].
Diffusion models, as represented by Stable Diffusion (SD) [22] and its advanced version, SDXL [18],
make a breakthrough in generative capabilities, enabling the production of high-quality, detailed,
and diverse images from user prompts. As a result, people are increasingly exposed to AI-generated
content in their daily lives.

As diffusion models are capable of generating realistic images, there are significant concerns about
their potential abuse, particularly concerning the generation of Not-Safe-For-Work (NSFW) content
and other potentially harmful materials. Therefore, several safety methods are developed to prevent
the creation of objectionable content. These safeguards include safety checkers [19, 22, 27] that
evaluate text prompts and generated images to assess NSFW content. They are included in SD
and various online services [7, 8] by default for responsible AI services. Meanwhile, another
diffusion model, Safe Latent Diffusion (SLD) [26], employs concept erasing techniques to avoid any
potentially harmful themes in outputs and ensure that generated content satisfies ethical standards.
These safeguards are necessary to control any unintended or malicious applications.
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CROS CROPS
Figure 1: Proposed CROPS for safe diffusion models. Adversarial attacks can generate NSFW
images that undermine the safety of generative systems. To address this, we propose Circular or
RandOm Probing for Safety (CROPS), a defense mechanism designed to mitigate adversarial attacks
and ensure the safe use of T2I and I2I diffusion models. Our method is both model-agnostic and
training-free, allowing easy application to a variety of diffusion models and safety protocols.

However, safety checkers and concept-erasing approaches have shown limitations against adversarial
attacks [26, 29, 30], which can bypass safety mechanisms. These adversarial attacks exploit weak-
nesses in the CLIP [20] embeddings used to extract features from text prompts or generated images.
They have revealed that attackers can effectively generate the NSWF images to bypass safeguards
by text prompts fine-tuned to breach safety checkers or adversarially searching text prompts and
input images. Such results raise serious questions about the reliability of current safety protocols,
emphasizing the need for more robust safeguard frameworks.

On the other hand, well-crafted adversarial prompts are not always effective due to the inherent
randomness in the latent of diffusion models [29, 30]. This suggests that the success of adversarial
prompts may be unstable with different latent variations. Furthermore, since attacks rely on precisely
optimized text prompts or embeddings to bypass safety checkers, it could be difficult to maintain
high attack success rates when the adversarial prompts or embeddings are perturbed. Now, we are
interested in how adversarial attacks are affected by adding various noises. Exploring the influences
of perturbations in the latent, text embedding, and image embedding in T2I and I2I models leads us
to the development of a powerful defense method.

In this paper, we introduce Circular or RandOm Probing for Safety (CROPS), a training-free, model-
agnostic defense approach that exploits the weakness of attack methods for diffusion models. We first
explore the inconsistency of adversarial attacks under changes in the inputs of diffusion models. Based
on this, we propose our defense method CROPS. To determine whether a prompt is under attack, we
generate multiple images for the given prompt by varying the latent, the text prompt, or the input
image (for I2I models only). We then evaluate them using various safeguards. If the ratio of images
classified as unsafe exceeds a certain threshold, we classify that there is an attack to generate NSFW
content. Our proposed method can be applied to various diffusion models and combined with existing
safeguard methods as a plug-in, without additional training. Considering that this approach could
increase computational resources due to the need to generate multiple images, we propose an efficient
solution using one-step diffusion models. Due to the teacher-student knowledge distillation process
[6] and architectural similarities, adversarial attacks are highly transferable between a diffusion model
and a one-step diffusion model. Using this, we suggest a lightweight defense method that applies
CROPS to one-step diffusion models and generalizes them to larger diffusion models.

Our contributions are summarized as follows.

1. Exploring the inconsistency of adversarial attacks to input probings: We demonstrate that
adversarial attacks on text prompts and input images become ineffective easily by latent and
embedding perturbations. This provides a basis for effective defenses against the attacks.

2. Introduction of a training-free and model-agnostic defense mechanism for diffusion models:
The proposed method, CROPS, is a novel, model-agnostic (applicable across different
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Figure 2: Attacks on T2I and I2I Models. Due to the differences in input types between T2I and
I2I models, adversarial attack methods differ according to target tasks. For T2I models, adversarial
attacks focus only on manipulating the text prompt, whereas for I2I models, attacks target both the
text prompt and the image input.

diffusion models and safeguards) defense approach that detects adversarial attacks targeting
diffusion models without requiring additional training.

3. Efficient defense using distilled one-step diffusion models: To minimize computational
demands, we propose the lightweight defense method (CROPS-1) using one-step diffusion
models distilled from larger models like SD and SDXL. To the best of our knowledge, we are
the first to explore the attack transferability between diffusion models and distilled one-step
diffusion models. This enables lightweight detection while maintaining high detection rates
across models.

2 Related works

Diffusion models for T2I and I2I. Many T2I diffusion models have been developed, such as SD [22],
DALL·E [21], Imagen [25], and Midjourney [8], which generate high-quality images from textual
descriptions. Representatively, SD performing the diffusion process in the latent space achieves
remarkable performance. SDXL [18] further enhances SD by utilizing a larger UNet [24], advanced
conditioning techniques, and a refinement model. While T2I models have proven high quality, several
I2I diffusion models, which take an image as input, have been also deployed. Representatively,
inpainting [1, 14, 16], which is the task of filling in missing or masked regions of an image, has
been improved with diffusion models. Meanwhile, recent research has focused on efficient diffusion
models, resulting in the development of one-step diffusion models [13, 15, 31, 32].

Safeguards for NSFW contents. To address concerns about generating NSFW content, many
existing T2I models employ safety checkers or concept-erasing mechanisms. Typically, a safety
checker consists of two primary components: a prompt-based safety filter and an image-based safety
filter. The prompt filter screens for sensitive or offensive terms in the text input, such as “naked,”
“nude,” or “zombie.” In contrast, the image filter uses pre-defined NSFW embeddings to compare
against the embedding of a generated image, determining whether it contains sensitive content. For
instance, SD employs a safety checker that filters content based on cosine similarity between the
embedding of a generated image and fixed 17 NSFW concepts. Various methods, such as Q16 [27]
and MHSC [19], have been developed to detect inappropriate images more effectively. In addition to
safety checkers, concept removal methods force the model to disregard NSFW concepts during image
generation. This allows models to produce images free from NSFW content even when given unsafe
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Figure 3: Example of Images with Image Embedding Probing. The center image is the original
generated image with the MMA diffusion attack [29], which bypasses the safety checker, SD-SC
[22]. However, some images with image embedding distortions are detected by SD-SC.
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Figure 4: Overview of CROPS. In the CROPS framework, we apply multiple perturbations to one
of three elements: prompt embedding, image embedding, or latent. We then perform safety checks
on the images generated from these perturbed inputs. If the ratio of images that the safety checker
classifies as NSFW exceeds a specified threshold, our framework concludes that an adversarial attack
has occurred.

text prompts. There are two concept-erasing approaches: removing concepts during the inference
stage [23, 26], and fine-tuning the model to eliminate these concepts [2, 33].

Adversarial attack on diffusion models. Recent research on adversarial attacks [26, 29, 30, 34] has
revealed vulnerabilities in T2I and inpainting diffusion models, raising concerns about ethical and
responsible AI systems. Existing attacks on diffusion models [3, 10, 12, 19, 29, 30] have primarily
focused on modifying text prompts to bypass safety checkers. These modifications often lead to
incorrect outputs or degraded image quality, yet they can result in NSFW content that evades safety
filters. For example, Sneaky Prompt [30] manipulates text prompts to bypass safety mechanisms.
MMA-Diffusion [29] perturbs text prompts to attack T2I models, and further explores utilizing both
text and image modalities to produce NSFW content with I2I models, as described in fig. 2. However,
these attack methods, which generate attack inputs automatically, face a critical limitation due to the
randomness in the latent of diffusion models. In contrast, adversarial prompts can be also generated
by humans. For instance, a set of manually created adversarial prompts called inappropriate image
prompts (I2P) was developed in [26] as a benchmark dataset for safe image generation. As these
attack methods pose challenges to existing safeguards, a robust defense framework is in high demand.

3 Circular or RandOm Probing for Safety

We first introduce our motivation for the design of the proposed defense framework. Then, we
present our model-agnostic training-free defense method, CROPS (Circular or RandOm Probing for
Safety) utilizing the weakness of adversarial prompts under perturbations of the latent and prompt
embedding.
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3.1 Motivation

Diffusion-based T2I and I2I generation models require random sampling of latent vectors for image
generation. It is reasonable to assume that users typically do not have access to the latent in online
image generation services [30]. Therefore, adversarial attacks on T2I or I2I models need to use
random latents to generate adversarial samples. Since the latent has a significant impact on the
generated image, an adversarial prompt that bypasses a safeguard may not go through the safeguard
when a different random latent is used [29, 30].

Meanwhile, several studies have explored latent or prompt embedding interpolation [4, 5, 17]. They
show that small perturbations to the initial latent or prompt embedding can lead to changes in
generated images, but the semantic information is maintained.

These two observations lead us to the insight to develop a novel defense method against adversarial
attacks. That is, some changes in the inputs could be detected by safety checkers even if the attack
succeeds originally. As shown in fig. 3, the adversarially generated image initially undetected by
safety checkers may become detectable when the image embedding is perturbed. Using this, we
design CROPS to effectively detect adversarial attacks.

3.2 Proposed method

Based on the aforementioned motivation, the proposed method CROPS, introduces the concept of
“probing”. The key idea is to evaluate images, generated using perturbed inputs, with safety checkers.

The image generation process is described as x =M(λ), where x is the generated image,M denotes
the diffusion model under consideration, and λ is the input tuple consisting of multiple modalities. For
T2I generation, λ = (z,p), where z and p denote the latent and the prompt embedding, respectively.
In the case of I2I generation, λ = (z,p, zi), where the image embedding zi is additionally used.

The safety checker can be denoted as a function f : Rdim(x) → {0, 1}. If f(x) = 1, the image x is
classified as safe; if f(x) = 0, x is considered unsafe. Then, we can determine whether the image
generation is safe or not using the input tuple λ with the modelM can be measured with the function
Ff,M(λ) = f(M(λ)).

The probing can be applied to one of z, p, and zi, using two specific methods: random probing and
circular probing. The probing set of the input tuple λ with perturbations of the k-th modality λk1 is
defined as follows.

Pψ,k(λ) = {λ[λk ← λk + η · ψ(i)] | i ∈ 1, . . . , N} , (1)

with the noise scale η and the perturbation ψ that is determined by the probing method used (e.g.
random or circular). And, λ[λk ← λ̂k] denotes that the k-th element in the tuple λk is replaced by
λ̂k.

fig. 5 illustrates the two methods. If we use random probing, one of the modalities is perturbed by
adding random noise. In the case of circular probing, we randomly set two vectors to change one of
the modalities following the circular route on the plane defined by the two vectors.

Random probing. The random probing perturbation can be expressed as

ψrandom(i) =
√
d · ni
∥ni∥

, (2)

where d is the dimension of the selected modality and ni is sampled from the standard normal
distribution.

Circular probing. The circular probing perturbation that lies on the circular route starting from the
origin can be expressed as

ψcircular(i) = −e1 + e1 cos θi + e2 sin θi, (3)

where θi =
2π(i−1)

N , e1 and e2 are orthogonal vectors derived from the standard normal distribution.

1λ1 = z, λ2 = p and λ3 = zi
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Figure 5: Two types of probing methods. Red and green areas indicate that a generated image in
each region is classified as NSFW and safe, respectively. In random probing, we add random noise to
the latent, prompt embedding, or image embedding. On the other hand, circular probing is a more
controlled noise-adding method, where two random vectors define the circular path for all probings.

Safety
checker CROPS SD [22] SDXL [18] SLD [26]

Clean SP [30] I2P [26] MMA [29] Clean SP [30] I2P [26] MMA [29] Clean SP [30] I2P [26] MMA [29]

SD-SC
[22]

∅ 97.33 67.33 48.67 30.33 98.50 69.00 77.50 58.00 97.50 83.50 93.50 44.50
Random 87.33 18.33 11.33 2.83 96.00 45.50 57.00 32.50 96.50 62.50 77.50 15.00
Circular 82.33 22.50 15.00 3.67 95.50 44.50 59.00 36.00 96.50 60.50 76.00 18.00

MHSC
[19]

∅ 98.83 63.00 50.83 19.50 97.50 66.00 71.00 61.00 98.00 81.00 30.50 73.67
Random 97.50 36.82 24.17 6.67 97.50 51.00 53.00 41.50 97.50 70.00 16.00 44.17
Circular 98.17 45.00 28.50 10.50 97.50 50.00 56.00 40.00 97.50 73.00 18.00 49.50

Q16
[27]

∅ 91.50 72.67 83.83 82.17 93.00 92.00 92.00 94.50 99.00 95.50 96.67 91.00
Random 66.67 17.17 42.83 23.00 85.00 74.00 85.00 86.00 83.00 58.00 78.67 55.00
Circular 59.67 15.67 45.00 19.17 85.50 73.50 86.00 87.50 82.00 45.50 78.00 43.00

Table 1: Overall Results on the T2I model. Each value represents the bypass rate (%). A high
bypass rate is ideal for clean images, whereas a low bypass rate is better when an attack is applied to
images. The best result is highlighted in bold across different experimental settings. “CROPS-∅”,
“CROPS-Random”, and “CROPS-Circular” represent that CROPS is not used, CROPS is applied with
random probing, and CROPS is applied with circular probing, respectively. “SP” refers to the Sneaky
Prompt [30] attack method. Note that all results are based on the prompt embedding probing.

Now we can define Safeness (S) for the image generation process of the modelM by utilizing safety
checker f as the following:

Sf,M(λ) = Eλ∈Pψ,k
[
f(M(λ))

]
. (4)

Then we can express the CROPS framework as the function F∗ as follows.

F∗
f,M(λ) =

{
1, Sf,M(λ) > Sth
0, Sf,M(λ) ≤ Sth,

(5)

where Sth is the hyperparameter representing the threshold to determine whether an image will be
passed or not.

4 Experiments

In this section, we evaluate the performance of CROPS on various diffusion models, safety checkers,
and adversarial attack methods.

4.1 T2I models

4.1.1 Experimental settings

Models. We utilize three diffusion models: SDv1.5 [22], SDXL v1.0 [18], and SLD (medium) [26].
The prompts are injected twice in the diffusion process for SDXL: once into the base structure and
once into the refiner. We perturb only the prompt injected into the base structure of SDXL, while it
takes a latent, prompt, and a pooled prompt. On the other hand, SD and SLD only take a latent and
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Safety
checker CROPS Clean MMA Diffusion [29]

Latent Prompt Image Latent Prompt Image

SD-SC
[22]

∅ ←− 97.81 −→ ←− 79.24 −→
Random 95.08 90.16 91.80 68.85 60.66 24.59
Circular 93.44 86.89 86.89 68.85 60.66 8.20

MHSC
[19]

∅ ←− 98.36 −→ ←− 26.23 −→
Random 98.36 96.72 98.36 14.75 16.39 14.75
Circular 96.72 98.36 98.36 16.39 11.48 13.11

Q16
[27]

∅ ←− 99.45 −→ ←− 68.85 −→
Random 95.08 90.16 95.08 62.30 59.02 47.54
Circular 96.72 83.61 77.05 59.02 57.38 44.26

Table 2: Overall results on the I2I model. Each value represents the bypass rate. A high bypass
rate is ideal for clean images, whereas a low bypass rate is better for attacked images. The best
result is highlighted in bold, and the second-best result is underlined across different experimental
settings. “CROPS-∅”, “CROPS-Random”, and “CROPS-Circular” represent that CROPS is not used,
CROPS is applied with random probing, and CROPS is applied with circular probing, respectively.
We compare which type of probing, latent or prompt embedding or image embedding, achieves the
best performance. We test our defense method on the SDv1.5 model.

prompt. We obtain all pre-trained models from Hugging Face2. 100-step diffusion processes are used
for SD and SLD, and 50-step is used for the SDXL model.

Safety checkers. We employ three safety checkers: the built-in safety checker in SD (SD-SC) [22],
Q16 [27], and MHSC [19]. The same safety checkers are applied for both T2I and I2I models.

Adversarial attacks. For attacking T2I models, we adopt three attack methods: SneakyPrompt [30],
MMA Diffusion [29], and I2P. Note that I2P is an attack created by human [26] unlike the other
two methods. We perform white-box attacks on SD with SD-SC, and use the obtained adversarial
prompts to test their effectiveness on the other models: SDXL and SLD. Furthermore, we test their
effectiveness on the other safety checkers, Q16 and MHSC.

Bypass rate. We measure the performance of the adversarial attack methods and defense methods on
the given dataset D by the bypass rate defined as

bypass rate =
1

|D|
∑
λ∈D

Ff,M(λ). (6)

Specifically, we can obtain the bypass rate of CROPS by substituting F with F∗.

Hyperparameters and other settings. We set the number of samples (|D|) to 200 and the number
of probings per one image (N ) to 16. To identify the optimal noise scale (η), we test values from
the set [0.1, 0.15, 0.2], finding that 0.15 shows the best results for Stable Diffusion. For threshold
(Sth) testing, we evaluate values in the range [1/N, . . . , (N − 1)/N ]. We iteratively test CROPS
three times with random initialization and report the average performance. Additional details are
provided in the Appendix.

4.1.2 Results

Overall results. In table 1, the overall results demonstrate that CROPS is an effective framework
to defend against the generation of harmful content using diffusion models. This indicates that
adversarial attacks are not consistent with our probing methods, which include latent randomness
(see below). We also observe that SDXL and SLD generally show higher bypass rates compared to
SD, and the bypass rate tends to be higher on Q16 and MHSC compared to SD-SC. This is because
the white-box attack is conducted only on the SD model with the SD-SC safety checker, while the
same attack is applied to the other cases, resulting in lower initial attack success rates.

Threshold. fig. 6 shows bypass rates as the threshold varies. The baseline bypass rates without
CROPS are indicated by horizontal dashed-dot lines. We observe that CROPS, especially with

2https://huggingface.co/
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Figure 6: Bypass rates with threshold changes. The bands around the lines indicate the standard
deviation across the results on multiple latent seeds. A higher threshold is more effective for detecting
adversarial attacks, whereas a lower threshold is better for bypassing clean images.

higher thresholds, performs better than the baselines in detecting attacks. Using a lower threshold
to CROPS alllows clean images to bypass more but reduces the filtering rate for attacked images.
On the other hand, a higher threshold is more effective at filtering out attacked images. We set the
optimal threshold to 15/16 with N=16 for our experiments, and all results are reported accordingly.

Latent probing vs. Prompt embedding probing. Using prompt embedding probing is effective
for detecting adversarial prompts while using latent probing performs well for passing clean images.
To maximize the detection rate of adversarial prompts, we select prompt embedding probing as the
default approach. More comparison results are shown in the Appendix.

Random probing vs. Circular probing. When we compare two types of probing methods of CROPS
with three safety checkers in table 1, the results show that applying CROPS significantly improves
the detection of adversarial attacks. In particular, random probing consistently outperforms circular
probing across all test cases. Circular probing is a probing method that restricts the randomness of
probing, which may lead to less effectively results due to the high dimensionality of the latent and
embedding space.

CROPS vs. Adding noise to generated images. We also test a scenario in which noise is added
directly to generated images rather than to inputs. This approach can reduce computational require-
ments, as it eliminates the need for additional diffusion processes, but it shows significantly lower
performance compared to CROPS. It shows similar bypass rates for clean images; 91.00% of clean
images bypass SD-SC, whereas CROPS allows 88.17% of clean images to pass on SD. However, it
shows 37.00% bypass rate, while the bypass rate of CROPS is 18.50% under SneakyPrompt. More
details are described in the Appendix.

4.2 I2I models

Next, we examine CROPS on the I2I diffusion model. Note that we restrict our evaluation to image
editing models among various I2I models, as adversarial attack methods have only been developed
specifically for image editing models in prior work [29].

4.2.1 Experimental settings

Models and adversarial attack. We utilize the SDv1.5 model [22] as the target model and MMA
Diffusion [29] as the prompt and image attack method. In alignment with the experimental setup in
[29], we conduct tests in a white-box attack scenario. Safety checkers used are the same as those in
the experimental settings for T2I models.

Hyperparameters and other settings. We set the number of samples (|D|) as 61 by following the
setting in [29]. For generating clean samples, we utilize the pair of masked images and prompts from
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(a) Examples that bypass both
the safety checker (SD-SC) and
CROPS

(b) Examples that bypass the
safety checker (SD-SC) but
CROPS detects

(c) Examples that both the safety
checker (SD-SC) and CROPS de-
tect

Figure 7: Examples of attacked images on I2I models. Samples are generated by the SDv1.5 model
and attacked by the MMA diffusion attack method. Note that we did not find any case where CROPS
bypasses, but SD-SC detects the adversarial attack.

the test dataset for the BLIP-Diffusion model [11]3. We find that the optimal threshold is 14/16. All
other settings are the same as those used in the experiments for T2I models.

4.2.2 Results

Overall results. In table 2, the results indicate that CROPS effectively defends against generating
harmful content on the I2I diffusion model. We test three different probing methods within CROPS
with three different safety checkers. The findings reveal that CROPS significantly enhances the
ability to detect attacks. Notably, random probing consistently surpasses circular probing in most test
cases, similar to the results with T2I models. fig. 7 shows three types of example images: adversarial
images that both SD-SC and CROPS bypass, adversarial images that SD-SC bypasses but CROPS
detects, and adversarial images that both SD-SC and CROPS detect. Some failure cases of CROPS
are attributed to the low quality of generated images.

Latent probing vs. Prompt embedding probing vs. Image embedding probing. In table 2, we
can compare latent probing, prompt embedding probing, and image embedding probing. Though
CROPS with prompt embedding probing also performs well in several cases, using image embedding
probing is overall the most effective for detecting adversarial attacks. Thus, we can consider image
embedding probing as the optimal choice.

5 CROPS utilizing one-step diffusion models

CROPS demonstrates high performance in defending against adversarial attacks. However, it has
a limitation in that it requires high computational resources. For instance, setting the number of
probing iterations to 16 necessitates generating images 16 times. To address this, we propose to use a
distilled one-step diffusion model as a proxy. In this section, we analyze the attack transferability
between a large diffusion model (such as SDv1.5 or SDXL), and its distilled one-step diffusion

3https://huggingface.co/datasets/playgroundai/blip_clipseg_inpainting_ip2p_data_
test
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Figure 8: CROPS with one-step diffusion models. We propose using one-step diffusion models
within the CROPS framework to detect NSFW images, effectively reducing computational resources.
In this approach, the generator produces an image only if the input is successfully bypassed by the
CROPS framework with a one-step diffusion model.

Safety
checker CROPS-1 SD [22] SDXL [18]

Clean SP [30] I2P [26] MMA [29] Clean SP [30] I2P [26] MMA [29]

SD-SC
[22]

∅ 97.33 67.33 48.67 30.33 98.50 69.00 77.50 58.00
Random 80.50 25.75 47.00 6.17 93.00 54.50 60.50 38.50
Circular 80.50 31.25 54.00 9.67 93.00 50.50 62.50 45.50

MHSC
[19]

∅ 98.83 63.00 50.83 19.50 97.50 66.00 71.00 61.00
Random 97.83 46.33 45.50 14.67 99.50 89.50 82.00 81.50
Circular 98.33 50.50 50.50 18.17 99.50 91.50 84.50 82.00

Q16
[27]

∅ 91.50 72.67 83.83 82.17 93.00 92.00 92.00 94.50
Random 67.50 14.83 51.83 33.67 66.00 31.00 28.00 56.50
Circular 69.50 18.83 53.83 34.50 70.50 33.00 36.50 60.50

Table 3: Overall results using a one-step diffusion model. Each value represents the bypass rate. A
high bypass rate is ideal for clean images, whereas a low bypass rate is better for attacked images.
The best result is highlighted in bold. “CROPS-1-∅”, “CROPS-1-Random”, and “CROPS-1-Circular”
represent that CROPS-1 is not used, CROPS-1 is applied with random probing, and CROPS-1 is
applied with circular probing, respectively. “SP” denotes the SneakyPrompt attack.

model (DMDv2SDv1.5 or DMDv2SDXL [32]). Based on the results, we present a lightweight version
of CROPS that leverages one-step diffusion models, denoted as CROPS-1.

5.1 Motivation

One-step diffusion models generate high-quality images in a single step, which is built using a
teacher-student knowledge distillation strategy from the original many-step diffusion models. They
share architectural elements with their teacher models, including the U-Net and text embedding
modules. While the impact of adversarial attacks on one-step diffusion models remains unexplored,
prior research [9] demonstrates that adversarial attacks on image classification are highly transferable
between models with the same architecture, even if trained using different strategies. Although these
findings are based on classification models, it can be a motivation to hypothesize that adversarial
attacks on teacher diffusion models may also transfer to student diffusion models.

To test this hypothesis, we examine two pairs of teacher and student models: SDv1.5 (teacher) and
DMDv2SDv1.5 (student), and SDXL (teacher) and DMDv2SDXL (student) [31]. Note that currently
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available one-step diffusion models are limited to T2I models, so we limit our experiments to T2I
settings. Our results show that 72.08% and 79.71% of adversarial prompts targeting SDv1.5 and
SDXL successfully transfer to DMDv2SDv1.5 and DMDv2SDXL , respectively. This suggests that
attacks are indeed highly transferable between the teacher and student models, as hypothesized.
Given that one-step diffusion models require significantly fewer computational resources than the
original diffusion models, this finding supports the development of a lightweight version of CROPS
based on one-step diffusion models.

5.2 Proposed method

fig. 8 illustrates the proposed CROPS-1, which operates CROPS using a one-step diffusion models
to enhance computational efficiency in identifying NSFW content. In this process, the random or
circular probing is conducted using DMDv2SDv1.5 or DMDv2SDXL as the diffusion models. Note that
the output image returned to the user is generated using the original diffusion model, i.e., SDv1.5 or
SDXL.

5.3 Results

table 3 summarizes the results of CROPS-1. In short, detection using one-step diffusion models
appears to be successful. The detection performance is improved when using CROPS-1 compared to
using only safety checkers. Note that CROPS-1 shows slightly lower performance than the original
CROPS due to differences between the model used for detection and the model used by the attacker
for producing the attack. Nevertheless, we can consider CROPS-1 as a viable alternative to the
original CROPS, as it significantly reduces diffusion steps (×1/100 for SD and SLD, ×1/50 for
SDXL) and consequently computational resources.

6 Limitation and discussion

As shown in the first image of fig. 7a, the quality of generated images is sometimes low to determine
whether they are NSFW accurately. This quality issue can make safeguards and CROPS less effective
than they actually are. Addressing this issue with a preliminary quality check on the generated images
before applying safety checks could lead to performance improvements in filtering NSFW content.

In section 5, we showed the effectiveness of CROPS-1 with one-step diffusion models. As mentioned
earlier, the currently available one-step diffusion models support only T2I generation. Once I2I
one-step models are developed in the future, they could be integrated into CROPS-1, expanding
its applicability to defend against adversarial attacks on I2I models with reduced computational
resources.

7 Conclusion

In this paper, we introduced CROPS, a training-free, model-agnostic method to defend against
adversarial attacks on T2I and I2I diffusion models. To achieve this, we drew insight from the
inconsistency of attacks under perturbation in latents, prompts, and image embeddings. Using this,
we suggested CROPS and showed its superiority. CROPS has the advantage of adapting to any
safeguards and diffusion models as a plug-in method. Furthermore, we explored the adversarial
transferability between large diffusion models, such as SD and SDXL, and one-step diffusion models
distilled from those larger models. Based on this, we developed CROPS-1, enabling lightweight
detection of adversarial attempts while maintaining detection performance.
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Appendix

A Implementation details

A.1 Hardware platform

All experiments are conducted on 8 NVIDIA A100 GPUs, each with 40GB of memory.

A.2 Configuration of diffusion models

For the configuration of diffusion models, we follow the settings from [29] as detailed below:

Stable Diffusion v1.5 (SD). The guidance scale is set to 7.5, the number of inference steps to 100,
and the image size to 512× 512.

Stable Diffusion XL (SDXL). The guidance scale is set to 7.5, the number of inference steps to 50,
and the image size to 1024× 1024.

Safe Latent Diffusion (SLD). The guidance scale is set to 7.5, the number of inference steps to 100,
the safety configuration to “Medium,” and the image size to 512× 512.

A.3 Data selection

In this section, we describe the datasets used for text-to-image (T2I) and image-to-image (I2I) testing.

A.3.1 T2I

SneakyPrompt [30]. We recieve 200 attacked prompts from the authors with the setting reinforcement
learning, and the maximum subword length is 20.

Clean [29]. Clean prompts are collected from the LAION-COCO [28] dataset following the settings
in [29], where captions are selected with an NSFW score exceeding 0.99 (out of 1.0).

I2P [26]. We select 200 human-written prompts with sexual themes, ensuring that the category and
nudity percentage scores are both above 0.99 (out of 1.0), as defined in [26].

MMA [29]. Adversarial prompts are generated using the MMA-diffusion attack.

A.3.2 I2I

Clean [11]. We select 61 samples with human-like keywords from the BLIP inpainting test dataset
[11] to match the size of the MMA-diffusion inpainting dataset [29]. The keywords used are man,
woman, person, people, human, child, boy, girl, face, hair, and body.

MMA-Diffusion [29]. We use adversarially perturbed images generated by MMA-diffusion.

A.4 Hyperparameters

Noise scale and threshold. We explore different hyperparameter values, as shown in Figure A.1,
by varying the noise scale (η) within the range [0.05, 0.1, 0.15, 0.2, 0.3] and measuring the detection
performance by adjusting the threshold (Sth) for T2I generation. We observe that a noise scale above
0.2 causes a significant drop in the bypass rate for clean prompts. Therefore, we select a noise scale
of 0.15, which does not incurs a significant reduction of the bypass rate for clean prompts and results
in low bypass rates for the attacks, and a threshold of 15/16 for T2I models. Similarly, for I2I models,
we select a threshold of 14/16 to achieve balanced performance across clean and adversarial datasets
(fig. A.2).

Latent probing vs. Prompt embedding probing. In table A.1, we compare the bypass rates between
latent probing and prompt embedding probing for each dataset and safety checker. Overall, the prompt
embedding probing method yields better performance, which is adopted as the default approach.
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Figure A.1: T2I: Bypass rates with threshold changes. Each color represents a specific noise
scale. The vertical red dashed line indicates the optimal threshold value selected in our experiments,
with the corresponding bypass rates highlighted using star markers. Dash-dotted lines represent the
baseline bypass rate when CROPS is not utilized.
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Figure A.2: I2I: Bypass rates with threshold changes. Each color represents a specific dataset. The
vertical red dashed line indicates the optimal threshold value selected in our experiments, with the
corresponding bypass rates highlighted using star markers. Dash-dotted lines represent the baseline
bypass rate when CROPS is not utilized.

B Adding noise to image

We also evaluate a scenario where noise is added directly to the generated images instead of the
inputs for probing. While this approach reduces computational requirements by bypassing additional
diffusion steps, it shows significantly lower performance compared to CROPS, which is confirmed in
fig. B.1. The figure plots the bypass rate with respect to the threshold for both T2I and I2I. In these
experiments, adversarial examples are generated using SneakyPrompt for T2I and MMA for I2I.
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Safety
checkers CROPS Clean SneakyPrompt [30] I2P [26] MMA [29]

Latent Prompt Latent Prompt Latent Prompt Latent Prompt

SC
[22]

∅ 97.33 67.33 48.67 30.33
Random 92.50 87.33 30.50 18.33 14.00 11.33 4.17 2.83
Circular 91.00 82.33 28.33 22.50 16.00 15.00 5.00 3.67

MHSC
[19]

∅ 98.83 63.00 50.83 19.50
Random 98.17 97.50 38.33 36.82 23.17 24.17 6.83 6.67
Circular 97.83 98.17 42.67 45.00 26.50 28.50 8.17 10.50

Q16
[27]

∅ 91.50 72.67 83.83 82.17
Random 79.00 66.67 38.33 17.17 60.50 42.83 36.67 23.00
Circular 80.00 59.67 35.83 15.67 60.50 45.00 35.83 19.17

Table A.1: Latent probing vs. Prompt embedding probing. Each value represents the bypass
rate. A high bypass rate is ideal for clean images, whereas a low bypass rate is better for attacked
images. The best result is highlighted in bold across different experimental settings. “CROPS-∅”,
“CROPS-Random”, and “CROPS-Circular” represent that CROPS is not used, CROPS is applied with
random probing, and CROPS is applied with circular probing, respectively. We compare which type
of probing, latent or prompt embedding, achieves the best performance on SDv1.5.
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Figure B.1: Adding noise to images: Bypass rates with threshold changes. Each color in the
figure corresponds to a specific noise scale. The vertical red dashed line indicates the threshold value
selected for our experiments. Note that the associated bypass rates are not highlighted, as determining
an optimal combination of the noise scale and threshold is not feasible under the given conditions.
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