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Abstract

Adversarial training has proven to be a highly effective method for improving the robustness of deep
neural networks against adversarial attacks. Nonetheless, it has been observed to exhibit a limitation
in terms of robust fairness, characterized by a significant disparity in robustness across different
classes. Recent efforts to mitigate this problem have turned to class-wise reweighted methods. However,
these methods suffer from a lack of rigorous theoretical analysis and are limited in their exploration
of the weight space, as they mainly rely on existing heuristic algorithms or intuition to compute
weights. In addition, these methods fail to guarantee the consistency of the optimization direction
due to the decoupled optimization of weights and the model parameters. They potentially lead to
suboptimal weight assignments and consequently, a suboptimal model. To address these problems, this
paper proposes a novel min-max training framework, Class Optimal Distribution Adversarial Training
(CODAT), which employs distributionally robust optimization to fully explore the class-wise weight
space, thus enabling the identification of the optimal weight with theoretical guarantees. Furthermore,
we derive a closed-form optimal solution to the internal maximization and then get a deterministic
equivalent objective function, which provides a theoretical basis for the joint optimization of weights
and model parameters. Meanwhile, we propose a fairness elasticity coefficient for the evaluation of
the algorithm with regard to both robustness and robust fairness. Experimental results on various
datasets show that the proposed method can effectively improve the robust fairness of the model and

outperform the state-of-the-art approaches.
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1 Introduction

Deep Neural Networks (DNNs) have made
remarkable breakthroughs in a variety of domains,
demonstrating tremendous potential and power.
However, along with the rapid advancement of
this technology, a significant security challenge has
emerged: the problem of adversarial vulnerabil-
ity [1, 2]. It has been shown that by adding small
perturbations to natural inputs, it is easy to fool
otherwise accurate models into making incorrect
predictions. As DNNs become more deeply and
broadly integrated into everyday life, especially
in security-critical areas [3-6], the potential risks
posed by adversarial vulnerabilities have increased

dramatically. In response to these risks, a num-
ber of defense methods [7-13] have been proposed.
Among these, Adversarial Training (AT) [7, 13], is
considered to be one of the most effective defense
mechanisms and has received considerable atten-
tion in the robust machine learning community.

Although promising in improving the robust-
ness of models against adversarial attacks, adver-
sarial training still faces considerable limitations.
Recent studies [14-16] have highlighted a criti-
cal issue: adversarially trained models can exhibit
severe disparity in robust accuracy across classes,
even when trained on well-balanced datasets,
which has been referred to as the problem of
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Fig. 1: Diagram of robust fairness problem in an
adversarially trained model on CIFAR-10 using
ResNet-18 under /o, threat model (with the 10-
step oo PGD attack). The model exhibits incon-
sistency in terms of accuracy on both adversarial
examples (generated by the 20-step ¢, PGD
attack) and natural input.

robust fairness [16]. For example, on the CIFAR-
10 dataset, a robust ResNet-18 model has a
robust accuracy of 71.9% for class ship, whereas
it only achieves 21.2% for class cat, resulting in
a significant gap of 50.7%, as shown in Fig. 1la.
This class-wise disparity is also evident in the
model’s accuracy on natural data (see Fig. 1b).
Skilled adversaries can identify these more vul-
nerable classes and launch targeted adversarial
attacks, thereby increasing the likelihood of suc-
cessful attacks. So, this problem greatly amplifies
the potential security risks associated with adver-
sarial vulnerability, especially in security-critical
domains.

Some studies [14, 16-20] have been devoted
to addressing this problem and have made some
substantial progress. Although the approaches
vary, they generally fall into the class reweight-
ing method, which assigns an important weight to
each class based on a specific algorithm to make
more rational use of the limited model capacity.
In particular, by increasing the weights of classes
with poorer performance, these methods make the
model pay more attention to the classes that play
a critical role in determining the decision bound-
aries. However, these methods mainly rely on spe-
cific heuristic algorithms or intuition to determine
the class-wise weights, which lack rigorous theoret-
ical analysis and reliability and may be influenced
by subjective and stochastic factors in the selec-
tion of algorithms, as shown in the left diagram
of Fig. 2. This situation limits their capacity to
explore the class-wise weight space. Furthermore,
the goal of these methods is to optimize the model
parameters with an existing heuristic algorithm
or intuition, where the procedures for weight and
model optimization are decoupled, i.e., in two
separate steps. In such circumstances, it might
be challenging for them to guarantee the consis-
tency of the optimization direction with respect

to weight and model parameters. Consequently,
the weight assignments made during the train-
ing phase may be suboptimal, which often results
in an overall suboptimal model. Therefore, the
following question is naturally raised:

How can we systematically explore the weight space
under the guidance of a theoretical framework, while
also guaranteeing the consistency of weight and
model optimization direction to achieve overall opti-
mality?

In this paper, we address this important yet
overlooked issue in the domain of robust fairness.
To fully explore the weight space, we propose
a novel training framework termed Class Opti-
mal Distribution Adversarial Training (CODAT),
inspired by the principles of Distributionally
Robust Optimization (DRO) [21]. Similar to stan-
dard adversarial training, CODAT also can be
formalized as a min-max optimization problem.
However, its internal maximization objective is to
maximize the class-wise expected risk, which is
the core idea of DRO. While the external mini-
mization task is to train the model by minimizing
this maximum risk. With the guidance of DRO
theory, CODAT can fully explore the class adver-
sarial distribution space, thereby enabling the
learning of the worst-case class adversarial dis-
tribution that maximizes the class-wise expected
risk! with theoretical guarantees, as depicted in
the right diagram of Fig. 2. It should be noted that
this maximum risk represents the upper bound on
the risk under any possible class distribution. To
reach this upper bound, CODAT needs to assign
greater weights to those classes with higher risk,
thus making the model more attentive to these
harder-to-train classes. Consequently, the worst-
case distribution represents the optimal weight
assignments.

Furthermore, to ensure that the optimization
directions of the weights and model are consis-
tent, we first derive a closed-form optimal solution
to the internal maximization problem and then
get a deterministic equivalent objective function
that combines this closed-form solution within
the original objective of the model. This equiv-
alent objective function, therefore, provides the
theoretical support for the joint optimization of
weights and the model. Moreover, due to their
trade-off [14, 17], we propose the fairness elastic-
ity coefficient as a measure to evaluate both the
robustness and robust fairness of an algorithm.

The contributions of this paper can be sum-
marized as follows:

Hn this paper, the class adversarial distribution is utilized
as class weights, given their equivalence in the process of
calculating the class-wise expected risk.
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Fig. 2: A simple comparison of previous studies and our method. Previous studies, which rely on heuristic
algorithms for weight computation, are constrained by two limitations: an inability to fully explore the
weight space and a lack of capability to jointly optimize weights and model parameters. Our method,
informed by Distributionally Robust Optimization principles and equipped with a closed-form optimal

solution, effectively surmounts these limitations.

® We propose a novel min-max training frame-
work, called Class Optimal Distribution Adver-
sarial Training (CODAT), which fully explores
the class adversarial distribution space with the
guidance of distributionally robust optimiza-
tion theory to find the optimal (worst-case)
distribution.

e We derive a closed-form optimal solution to
the internal maximization problem. Upon the
solution, we obtain a deterministic equivalent
objective function that integrates the optimal
solution into the model’s original objective. This
integration enables the joint optimization and
aligns the optimization directions of the weights
and the model.

® We propose the fairness elasticity coefficient as
a measure of evaluating an algorithm in terms
of both robustness and robust fairness.

e Extensive experiments on various benchmark
datasets demonstrate that our CODAT outper-
forms state-of-the-art methods.

2 Related work

2.1 Adversarial training

Adversarial training [7, 13] is widely regarded
as one of the most effective methods of defense
against adversarial attacks. It can be formulated
as a min-max optimization problem [7], where
the inner maximization problem aims to find the
worst-case adversarial counterpart corresponding
to each natural example, and the outer minimiza-
tion problem then utilizes these adversarial exam-
ples to optimize the model’s parameters. Despite
its success, adversarial training presents some
challenges. Numerous studies [13, 22, 23] have con-
firmed the existence of a trade-off between model
robustness and natural accuracy in the adver-
sarial training paradigm. TRADES, which has

become a benchmark algorithm, effectively miti-
gates this problem by decomposing the loss into
robust loss and natural loss, and controlling the
trade-off between the two through a hyperparam-
eter. Furthermore, Rice et. al. [24] revealed the
phenomenon of robust overfitting in adversarial
training, which is characterized by a continual
reduction in training loss as the learning rate
decays, while the test loss initially drops before
escalating rapidly. In response, they proposed an
7early stopping ” mechanism to cope with it.
In parallel with these studies, this paper focuses
on the recently identified robust fairness problem
within the domain of adversarial training.

2.2 Robust fairness

The class-wise disparity problem is a typical issue
within the domain of long-tailed recognition. How-
ever, recent research [14-16] has found that a
similar problem occurs with adversarial train-
ing on balanced datasets. To address this issue,
Benz et al. [14] employ a cost-sensitive learning
approach, which is widely used in long-tailed prob-
lems, to assign weights to each class based on
their respective robust accuracy. FRL-RWRM [16]
fine-tunes a robust model through the re-weight
and re-margin strategy to improve the robust fair-
ness of the model. In contrast to FRL-RWRM,
CFA [20] trains a model from scratch by dynami-
cally adjusting the class-wise perturbation margin
and regularization based on the class-wise robust
accuracy on a validation set. WAT [17] adapts
the framework of standard AT to focus on the
worst-class during the training phase and draws
on the Hedge algorithm [25] to compute the
weights. However, the majority of these meth-
ods depend on heuristic algorithms or intuition
to assign the class-wise weights, which lacks the



theoretical guarantee necessary for a comprehen-
sive exploration of the weight space. Moreover,
the utilization of existing heuristic algorithms or
intuition in these methods inherently separates
the process of weight computation from model
optimization. This separation cannot ensure the
consistency of optimization objectives between
weight and model parameters. In this paper, we
aim to identify class-wise weights through a com-
prehensive exploration of the weight space with
theoretical guarantees and to achieve the joint
optimization of the class-wise weight and model
parameters.

2.3 Distributionally robust
optimization

In practical optimization scenarios, we often have
access to only a limited sample of data, which
allows us to estimate the empirical distribution
but not the true underlying distribution. This
uncertainty can lead to a degradation in model
performance when dealing with unseen data. To
address this challenge, DRO assumes that the
true distribution lies in the vicinity of the empir-
ical distribution and aims to identify the worst-
case distribution within an ambiguous set near
this empirical distribution. The model is then
optimized based on this worst-case scenario to
enhance its robustness against the true distribu-
tion. Selecting an appropriate ambiguity set is a
crucial step in the DRO problem, which helps
to accurately identify the worst-case distribution,
leading to more effective model optimization. One
widely used approach to constructing the ambigu-
ity set is to specify that the distribution should
reside within a certain threshold distance from the
empirical distribution. In this paper, we utilize
the x2-divergence to measure the distance between
two distributions.

Among contemporary studies, CFOL [18] and
FAAL [26] are perhaps the most analogous to our
work, as they also utilize distributionally robust
optimization framework to adress the challenge of
robust fairness in adversarial training. However,
there are a number of fundamental differences that
distinguish CFOL, FAAL and CODAT. Firstly,
with regard to the ambiguity set: CFOL estab-
lishes a direct link with the Conditional Value at
Risk (CVaR) [27] ambiguity set, while FAAL relies
on Kullback-Leibler (KL) divergence. In contrast,
CODAT employs an ambiguity set based on the
x2-divergence. This choice of divergence metric
is a crucial distinction, as it affects the robust-
ness and applicability of the models. Secondly,
the approach to the inner maximization problem
diverges among the three. CFOL employs heuris-
tic algorithms, including the Hedge algorithm [25]

and the Exp3 algorithm [28], to approximate the
inner maximization problem. In contrast, FAAL
employs conic convex optimization method to
address the problem. In stark contrast, we derive a
closed-form optimal solution, yielding a determin-
istic equivalent objective function. This approach
ensures a more direct and theoretically grounded
method for identifying the worst-case adversar-
ial distribution. Additionally, there are differences
in the learning paradigms adopted. CFOL oper-
ates as an online learning algorithm, whereas
both FAAL and CODAT employ a batch learning
approach.

3 Preliminary and Problem
analysis

In this section, we begin by introducing the
notions and concepts utilized throughout this
paper. We then proceed to review the princi-
ples of standard adversarial training, establishing
a conceptual framework for our subsequent dis-
cussion. Our empirical analysis follows, with a
focus on elucidating the underlying causes of the
robust fairness challenge. Concluding this section,
we present insights into current methods aimed at
addressing this problem, including an analysis of
their potential limitations.

3.1 Notation

In this paper, we focus on a K-class robust clas-
sification task over the input space X C R¢ and
the output space Y = {1,--- ,K} =: [K]. Let D
denote a distribution over X x Y. S = {(x;, v;)}1,
denotes a training set sampled from D, where
x; € X,y; €Y, and n is the total number of exam-
ples. Assume F represents the hypothesis class,
while fg : X — ) is a DNN classifier within F,
parameterized by 6. Let [ : RE x ¥ — R be the
loss function, which is typically the cross-entropy
loss. ||-||, denotes the £,-norm. Let B(x,€) = {z’ :
ll’ — ||, < €} be the £,-norm ball centered at x
with radius € > 0, which specifies the constraints
of the perturbed examples. Within the scope of
this paper, we adopt the ., threat model.

3.2 Standard adversarial training

The standard adversarial training on & =
{(@;,y:)}7_; with DNN classifier fo can be four-
mulated as the following min-max optimization
problem [7]:

n

o1
min — max
0 n — x/cB(x;,c)
=1 "
where @} is the adversarial counterpart of nat-

ural example @x;, which is within the norm ball

I(fo(x}),yi), (1)



B(x;, €). By sequentially addressing the internal
maximization and external minimization prob-
lems, standard AT enhances the robustness of the
model.

3.3 The potential reason for robust
fairness problem in standard AT

We argue that the classes within a dataset, as
delineated by human cognition, may not exhibit
uniform semantic distances between every pair,
potentially leading to the problem of robust fair-
ness. Fig. 3a depicts the output distribution of
the penultimate layer’s representation from a nat-
urally trained ResNet-18 model when evaluated
on the CIFAR-10 test set, utilizing the UMAP
(Uniform Manifold Approximation and Projec-
tion) technique [29] for dimensionality reduction.
The visualization clearly shows that the class cat
exhibits a notably closer semantic proximity to
classes such as dog, bird, and deer, in contrast to
its greater semantic distance from classes such as
automobile and truck. This distinction increases
the potential for misclassification among the for-
mer set relative to the latter, especially in the
presence of adversarial perturbations.

In Fig. 3b, we present the confusion matrix
that assesses the robustness of a standard adver-
sarially trained ResNet-18 model against the
PGD-20 attack on the CIFAR-10 test set. It is
important to note that since the attack is untar-
geted, the adversary will naturally seek out the
category that is most vulnerable to attack. This
behavior allows the confusion matrix to effectively
reveal the inherent semantic distances among the
classes. As decipted in Fig. 3b, there is a sig-
nificantly higher probability of misclassification
among the classes cat, dog, bird, deer, and frog?.
When considered alongside Fig. 3a, it is evident
that classes with greater semantic similarity are
also more frequently misclassified by the model.

Consequently, examples from different classes
may exert an inequitable influence on the for-
mation of decision boundaries during the train-
ing phase. It is crucial to differentiate between
examples from different classes to ensure a more
balanced and robust learning process. However,
standard adversarial training addresses the exter-
nal minimization problem by optimizing the aver-
age risk across all adversarial examples, treating
examples from all classes equally. This approach
fails to account for the inherent disparities
between classes. Furthermore, DNNs are prone
to a phenomenon termed shortcut learning [30],
which inclines them to concentrate on learning

2A trade-off exists between the capture of local and global
structures in UMAP visualization, which can result in distor-
tions when representing the global inter-class distances.

from classes that are more readily classified. This
tendency can lead to a lack of uniformity in the
model’s performance across different classes, as
illustrated in Fig. 1.

3.4 Class-wise weighted adversarial
training

To encourage models to focus their attention
on more challenging classes, numerous algo-
rithms [14, 19, 20] adopt a class-wise weighted
adversarial training strategy. This method assigns
weights to the robust risk of each class’s exam-
ples based on a specific algorithmic criterion.
Despite the diversity in the specific forms, these
algorithms can be generally formulated as the
following optimization problem:

K
mein > kaz‘)b = E@yep. | max I(fo(z'),y)],

k=1 x' €B(x,€)
K
s.t. Z Wy = 1,
k=1
W Z Oa

(2)
where Dy denotes the distribution of examples
belonging to class k, R° represents the aver-
age robust risk for class k, and wy is the weight
assigned to the class k.

3.5 Worst-class adversarial training

Unlike class-wise weighted adversarial training
methods, WAT [17] and CFOL? [18] are paral-
lel to propose the worst-class adversarial training
method that focuses on the worst class during the
training phase. The objective can be expressed as

follows:
min max R (3)

0 ke[K|

Both WAT and CFOL consider the problem
posed by Eq. (3) to be a zero-sum game, and they
employ the Hedge algorithm for weight allocation.
These class-wise weighted and worst-class
adversarial training algorithms assign greater
weights to examples from classes that are more
challenging to learn, with the goal of enhanc-
ing the model’s robust fairness through the effi-
cient utilization of limited model capacity. Nev-
ertheless, these methods employ specific heuristic
algorithms for weight determination, a process
that is often separate from the model’s opti-
mization routine. This approach presents two
primary challenges. Firstly, the heuristic-based

31n this paper, we consider the CFOL method to be a variant
of class-weighted adversarial training approaches, given that
its equivalence has been established in the original paper.
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Fig. 3: Non-uniform semantic distances among classes in the CIFAR-10 test set. (a) UMAP visualization
of the distribution of natural examples with a naturally trained ResNet-18. (b) The confusion matrix of
robustness under PGD-20 attack with a robust ResNet-18. The red-highlighted areas within the matrix
indicate classes that are more frequently misclassified by the model. It can be observed that classes that
are more semantically closer tend to exhibit higher misclassification rates.

weight computation process lacks robust theoret-
ical underpinnings, which may limit the explo-
ration of the weight space and result in suboptimal
weight assignments. Secondly, the separation of
the weight calculation from the model optimiza-
tion process raises concerns about the consistency
of the optimization objectives of the two problems.
This inconsistency can result in a model that is
not optimal.

4 Method

Building upon the aforementioned analysis, this
section presents our proposed Class Optimal Dis-
tribution Adversarial Training (CODAT) frame-
work. Furthermore, we present the deterministic
equivalent objective function, which incorporates
the derived closed-form optimal solution to the
inner maximization problem.

4.1 Class optimal distribution
adversarial training

To fully explore the weight space, we propose
the class optimal distribution adversarial training
framework, which draws inspiration from the prin-
ciples of distributionally robust optimization. This
framework models the class adversarial distribu-
tion and fully explores this distribution space to
identify the class-wise weights in a principled man-
ner, rather than relying on heuristic approaches.
Specifically, the CODAT framework is designed to
train the model to be robust against the worst-case
class adversarial distribution, which corresponds
to the optimal weight assignments. The frame-
work can be formulated as the following min-max

optimization problem:
min max Ep [R?)b] )
60 PecP

K (4)
s.t. Zp(g =k) =1,
k=1

where £ denotes a random variable representing
the indices of the classes, taking values in the
set [K]. P represents the probatility distribution
of &, specifically referring to the class adversarial
distribution. The set P encompasses all possible
distributions that P can assume. It should be
noted that the class-wise expected risk can be
considered as the weighted sum of the risks of
each class under a specified distribution P. Con-
sequently, in Eq. (4), the distribution P dictates
the weights for each class, i.e., p(§ = k) represents
the weights assigned to the samples of class k.
The inner maximization problem within the
CODAT framework is designed to conduct a com-
prehensive exploration of the class adversarial
distribution space, guided by theoretical guaran-
tees, with the objective of identifying the optimal
class adversarial distribution that maximizes the
class-wise expected risk. Subsequently, the outer
minimization problem concentrates on training
the model by minimizing the expected risk under
the identified worst-case distribution. It is impor-
tant to note that the maximum expected risk effec-
tively serves as an upper bound on the expected
risk across all possible distributions. This charac-
teristic ensures that, during the training process,
classes which incur larger training losses are allo-
cated higher weights. Consequently, the worst-case



class adversarial distribution, as identified through
this process, represents the optimal distribution
for improving the model’s robust fairness.
Remark 1. When P is a Dirac distribution,
the objective function in Eq. (4) reduces to that
in Eq. (3). Similarly, when P is a uniform dis-
tribution, the objective function in Eq. (4) reduces
to the standard adversarial training objective pre-
sented in Eq. (1). Furthermore, Eq. (2) represents
a specific instance within the scope of Eq. (4).

Therefore, in comparison to existing methods,
CODAT represents a more general framework that
employs DRO theory to facilitate a comprehensive
exploration of the class adversarial distribution
space, thereby enabling the identification of opti-
mal weight assignments. This approach overcomes
the limitations of existing frameworks, which are
typically based on specific heuristic algorithms for
weight computation.

4.2 A closed-form solution for the
inner maximization problem

To jointly optimize the class-wise weights and
model parameters, we derive a closed-form solu-
tion for the inner maximization problem within
the CODAT framework. This derivation yields a
deterministic equivalent objective function, which
in turn provides a theoretical foundation for the
simultaneous optimization of both elements.

The CODAT framework, as presented
in Eq. (4), can be reformulated as follows:
. . rob
minmaxEp[H(8,£)] .= Ep[R™],  (5)
where
A={PeD:D(P||P) <n} (6)

is the ambiguity set, D is the set of all probabil-
ity distributions, and P, represents an empirical
distribution, which is typically assumed to be uni-
form. D(P||Py) represents the divergence between
distribution P and the empirical distribution Py,
71 is an important hyperparameter that determines
the size of the set, i.e., the range of values that the
distribution P can assume. A larger 1 often results
in training failure. This is due to the fact that
with a larger 7, the permissible range of the dis-
tribution P becomes too broad, leading the model
to become excessively conservative and ultimately
resulting in training failure. Conversely, a smaller
n may hinder the ability to explore the unknown
distribution.

In this paper, we consider the y2-divergence
function, defined as

_ 2

In the context of image classification task, Py
and P are both discrete, so

1]

D) = Y PR,

§€E

(7)

It can be observed that Eq. (5) presents a stan-
dard DRO problem, constrained by x2-divergence.
To obtain a closed-form optimal solution for
the inner maximization problem, it is necessary
that the objective function H (0, £) satisfy certain
assumptions.

Assumption 1. The variance of H(0,&) under
the empirical distribution Py is finite.

The variance of H(8,¢&) is defined as

Varp, (H(8,€)) = Ep,[H*(8,8)] - (Ep, [H(0,€)]).

Assumption 1 stipulates that the first and sec-
ond moments of H(6,¢) are finite under Py. In
light of the fact that Py is a discrete distribu-
tion and H(0,&) = REOb is bounded, it can be
concluded that H(8,¢) meets the assumption.

The following Theorem 1 presents the explicit
formulation of the derived closed-form optimal
solution.

Theorem 1. If Assumption 1 holds true, the
closed-form optimal solution to the inner maxi-
mization problem within Eq. (5) is

p* (&) = po(§)

TN i [H(6.)

(8)

The proof of Theorem 1 is detailed in
Appendix A. It is noteworthy that, unlike [31],
we have simultaneously derived the closed-form
optimal solutions for both the distribution P and
the Lagrange multiplier a (which are introduced
during the application of the Lagrange multiplier
method), as shown in Eq. (A16) and Eq. (A18).
This improves the modeling capabilities of the
DRO model.

Substituting the closed-form optimal solution
p*(€) into Eq. (5) converts the inner maximization
problem into a deterministic one:

max Ep[H(6, )] = Ep, [H(8, &) +/nVars, (H(6,€)).
©)

1 {(H(6,6) — Ep, [H(8,£)]}.



Similarly, the inner maximization problem of
CODAT can be transformed into a determinis-
tic problem as follows, which we refer to as the
deterministic equivalent objective function:

max Ep[RE"] = Ep, [RE°"] + \/nVarp, (Rg°P).
(10)
In summary, the CODAT framework, as pre-

sented by Eq. (4), is equivalent to

min Ep, [Re™] + y/nVarp, (Re"), (1)

and the closed-form optimal solution of the inner
maximization problem is

P (&) = po()

+po(§) 7

Rrob —E Rrob )
VarPO [RZOb] [ '3 Py [ 3 ]]

(12)

From Eq. (12), it can be observed that if a
class has a high risk Rg‘”b, CODAT assigns a
large weight to it. Consequently, CODAT enables
the model to focus more on the classes that are
more challenging to learn, thereby enhancing the
model’s robust fairness. The details of CODAT are
presented in Algorithm 1.

Algorithm 1 Class Optimal Distribution Adver-
sarial Training

Input: training set S = {(@;,y;)}7,, learning
rate v, DNN classifier fg parameterized by 0,
number of epochs T', empirical distribution Py,
the threshold of the ambiguity set 7, number
of classes K, batch size m and loss function .

Output: a robust fair model fg.

1: Randomly initialize 0, and set Py to be a
uniform distribution.

cfor 1 <t<Tdo

3: Sample a minibatch (x,y) := {(@;, v:)}7,

from &

4: x' +arg max I(fo(x'),y)
x'€B(x,€)

5: ladv = l(fG(X/)vy)
/*The Class_avg-loss function calculates the
average loss for each class*/

for 1 <¢ < K do

R?’b = Class_avg_loss(l.dv)

end for

lequal = ]EPO [R?b] + \/ UvarPo (REOb)
10: 0 — 0 — YVolcqual
11: end for
12: return fT;
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4.3 The unnecessity of regularizers
for degradation prevention in

CODAT

For the inner maximization
within Eq. (4), it is evident that

problem

maXIEp[REOb] < max Rffb.
PEP kE[K]

This indicates that the optimal solution to
the maximization problem on the left-hand side
may degenerate into a Dirac distribution in the
absence of any precautions. As previously dis-
cussed in Remark 1, in such circumstances, the
class adversarial distribution is unable to capture
a broader range of weights, leading CODAT to
revert to the formulation presented in Eq. (3).
Furthermore, the Dirac distribution may result in
instability of the model optimization routine and
may often compromise the model’s generalization
capabilities [32].

To address this issue, many existing meth-
ods [31] incorporate a regularization term, such as
the KL-divergence, to prevent the degeneration of
the optimal solution into a Dirac distribution, as
follows:

mginllglg]%gEP[H(e,ﬁ) —ApKL(P||P)],  (13)

where KL(-) denotes the KIL-divergence. The
regularization term KL(P||P) encourages P to
approach Py during optimization, thereby pre-
venting P from degenerating into a Dirac distribu-
tion. However, Eq. (13) represents a relaxed form
of the DRO problem, and this relaxation may com-
promise its modeling capability. Additionally, in
the actual optimization process, the parameter Ap
in Eq. (13) is often treated as a constant. However,
in the standard DRO problem, Ap itself is subject
to optimization. Therefore, the solution obtained
from Eq. (13) may not be optimal.

As described in Section 4.3, we consider Eq. (4)
as a distributionally robust optimization problem
constrained by y?-divergence. Assuming a dataset
with K classes, let P be a Dirac distribution, and
without loss of generality, let P = [1,0,0,---,0].
Let Py be the uniform distribution over the K
classes, such that each class has a probability of

L L ... L]. Then, the

: 1
= under Py, ie., Py = [#, 7, 1 7=

x2-divergence between P and P, is

D(P||Py) = ZW
_n 11:1(]2 oL }:2]2 (14)



In accordance with Eq. (14), when K = 10,
the x2-divergence between a Dirac distribution
and a uniform distribution is 9. Similarly, with
K = 100, this divergence increases to 99. How-
ever, our experiments, as detailed in Section 5.5,
indicate that the typical value selected for the con-
straint 7 (defined in Eq. (6)) on the x2-divergence
is less than 1, a value that is significantly lower
than the x2-divergence between a Dirac distribu-
tion and a uniform distribution. Consequently, it
is unlikely that P is a Dirac distribution. There-
fore, our CODAT framework does not require the
incorporation of a regularization term to prevent
degeneration.

4.4 Fairness elasticity coefficient

A number of studies [14, 17] have demonstrated a
trade-off between model robustness and fairness,
indicating that improvements in robust fairness
often result in a reduction in the robustness. To
characterize the interrelationship between alter-
ations in a model’s fairness and the ensuing vari-
ations in its robustness, we propose the Fairness
Elasticity Coefficient (FEC), a novel metric draw-
ing inspiration from the economic concept of the
elasticity coefficient, which is employed to mea-
sure the sensitivity of one variable to changes
in another. Specifically, the objective of FEC is
to quantify the relationship between the change
in the robust accuracy of the worst class and
the corresponding variation in the average robust
accuracy. The definition of FEC is detailed below.

ops Ao — AP
Definition 1. Let AAy. = == denote the

rate at which the worst-class accuracy improves
relative to a baseline method for a given approach.

Let AA = A%Z represent the rate at which the

average accuracy decreases relative to the baseline
method. The Fairness Elasticity Coefficient (FEC)

is then defined as

FEC = < —. (15)

It can be observed that when FEC > 1, it
indicates that the average robust accuracy of the
model declines at a relatively slower rate com-
pared to the improvement in the robust accuracy
of the worst class. Conversely, if FEC < 1, the
opposite is true. A detailed analysis of FEC is pro-
vided in Appendix B. Therefore, the FEC offers
a comprehensive measure that captures the abil-
ity of the algorithm to increase robust fairness at
the cost of decreasing average robustness. Obvi-
ously, a higher elasticity coefficient signifies better
performance of the algorithm.

5 Experiments

In this section, we present the results of extensive
experiments conducted across various datasets
and models to evaluate the effectiveness of our
proposed method in improving the robust fairness.
We begin by detailing the experimental setups
employed in our study. Subsequently, we present
comparative analyses with state-of-the-art meth-
ods. Finally, we perform ablation studies to gain
deeper insights into our framework.

5.1 Experimental setups

All the experiments are conducted on an Nvidia
3090 GPU, with Ubuntu 18.04 LTS as the oper-
ating system and PyTorch 1.12 employed as the
deep learning framework.

Datasets and architectures. We conduct
experiments on four benchmark datasets: CIFAR-
10 [33], CIFAR-100 [33], SVHN [34], and STL-
10 [35]. Further details regarding cach dataset are
provided in Appendix C. In our experiments, we
employ the ResNet-18 [36] and ResNet-34 [37]
model architectures to evaluate the performance
of all the algorithms.

Baselines. The objective of CODAT is to
improve the robust fairness of models. To this
end, we meticulously select three SOTA meth-
ods as baselines for comparison. These include
FRL-RWRM [16], BAT [19], and the recently
introduced WAT [17]. Furthermore, we compare
our method with two traditional adversarial train-
ing methods: Adversarial Training (AT) [7] and
TRADES [13].

Training settings. Following the widely used
adversarial training settings in [13], we train all
the models using SGD optimizer with momentum
0.9, weight decay 2 x 10*, and batch size 128
for 100 epochs. The initial learning rate for exper-
iments, except for those on the SVHN dataset
where it is set to 0.01, is uniformly set to 0.1
for other datasets. A piece-wise constant decay
learning rate scheduler is used, where the learning
rate is reduced by a factor of 0.1 at two pre-
determined epochs during training, namely the
75th and the 90th epoch. All experiments utilize
the PGD attack with a random start to generate
adversarial examples during the training phase.
We set e = 8/255, the step size to 2/255, and the
number of steps to 10. For data augmentation, we
employ a combination of 32 x 32 random crop with
4-pixel padding and random horizontal flip. For
TRADES, we set the hyper-parameter § = 6.0.
Regarding FRL-RWRM, we set 71 = 70 = 0.05,
a1 = as = 0.05, and epochs to 100. As for CFOL,
we set 7 = 2x 1076 and v = 0.5. All baseline meth-
ods are implemented using their official publicly
available code.



Table 1: Comparative Performance of all methods on CIFAR-10 using ResNet-18. We evaluate the
average accuracy (%) and worst-class accuracy (%) on natural data and under PGD-100, CW-30, and

AA attacks. The best results are highlighted in bold.

CIFAR-10 Natural PGD-100 CW-30 AutoAttack
Method Avg.  Wst. FEC Avg. Wst.  FEC Avg.  Wst. FEC Avg. Wst.  FEC
AT 83.81 65.40 1.00 49.57  22.00 1.00 49.87 2240 1.00 47.01 18.80 1.00
TRADES 82.38  68.30 1.03 52.55 28.50 1.43 50.93 2590 1.19 49.52 2450 1.43
FRL-RWRM 83.47 71.10 1.09 48.70  30.60 1.45 48.28  30.90 1.42 46.09  26.40 1.47
BAT 86.46 75.20 1.20 48.30  26.10 1.17 47.40 24.00 1.02 4490  21.90 1.13
CFOL 81.37  64.70  0.96 4746 3230 1.53 46.03  25.60 1.07 43.01 22.10 1.09
WAT 80.05 65.20 0.95 49.69  36.30 1.92 48.25  33.10 1.56 46.80  30.90 1.89
CODAT 80.62  66.40 0.98 50.56 37.30 2.05 47.87 34.10 1.62 46.57 32.30 2.03

Table 2: Comparative Performance of all methods on CIFAR-100 using ResNet-18. We evaluate the
average accuracy (%) and worst-class accuracy (%) on natural data and under PGD-100, CW-30, and

AA attacks. The best results are highlighted in bold.

CIFAR-100 Natural PGD-100 CW-30 AutoAttack
Method Avg. Wst.  FEC Avg.  Wst. FEC Avg.  Wst. FEC Avg.  Wst. FEC
AT 57.52  20.00 1.00 24.36  2.00 1.00 24.04 2.00 1.00 22.19 1.00 1.00
TRADES 55.24  17.00 0.83 27.89 2.00 1.16 25.05 1.00 0.63 24.07  1.00 1.09
FRL-RWRM 53.40 24.00 1.14 22.68 2.00 0.93 21.46  2.00 0.90 19.99 1.00 0.91
BAT 61.74 22.00 1.19 28.71 4.00 3.25 24.32  1.00 0.61 22.88 1.00 1.03
CFOL 53.51  20.00 0.93 24.21 4.00 2.70 2292 3.00 1.57 20.74 2.00 2.55
WAT 53.00 22.00 1.02 29.00 3.00 1.99 27.00 2.00 1.13 26.00 1.00 1.19
CODAT 55.90  20.00 0.97 27.60 4.00 3.10 23.83 3.00 1.63 2292 2.00 2.81

Evaluation settings. We evaluate the perfor-
mance of the algorithms in terms of average (Avg.)
and worst-class (Wst.) accuracy under both nat-
ural and adversarial scenarios. In line with [17],
we use three strong adversarial attacks, includ-
ing PGD [7], CW [38], and AutoAttack (AA) [39],
to evaluate the robustness. In particular, AA is
known for its reliability in robustness evaluation.
We set e = 8/255, step size to 1/255, and num-
ber of steps for PGD to 100, CW to 30. Regarding
AA, the standard version is employed. We also
use the FEC as defined in Eq. (15) to comprehen-
sively evaluate the algorithm both in the average
and worst-class accuracies.

5.2 Fairness comparison with
baselines

We conduct a systematic evaluation of the robust
fairness of each method. The performance of
each method on CIFAR-10, CIFAR-100, SVHN,
and STL-10 datasets with ResNet-18 is presented
in Tables 1 through 4, respectively. It can be
observed that our method significantly outper-
forms the baselines across the four benchmark
datasets. Following this observation, we proceed
to present a comprehensive analysis of the exper-
imental results for each dataset.

CIFAR-10. In comparison to the standard
AT, all other methods have demonstrated an
improvement in the worst-class robust accuracy,
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with CODAT shown the most significant enhance-
ment, as depicted in Table 1. Specifically, CODAT
outperforms other methods in terms of worst-
class robust accuracy, demonstrating an improve-
ment of at least 1% under PGD-100 attack, a
similar improvement under CW-30 attack, and
achieving a minimum of 1.4% increase under
AA attack. Regarding average robust accuracy,
while TRADES achieves the highest performance
across all attacks, CODAT stands out with the
largest FEC across all scenarios. This suggests
that CODAT is capable of achieving the great-
est improvement in worst-class robust accuracy
with the least compromise on the average robust
accuracy compared to the baseline methods.
CIFAR-100. As detailed in Table 2, CODAT
substantially improves the worst-class robust
accuracy. In fact, the worst-class robust accu-
racy of CODAT is superior to that of all the
baselines under all three attacks. Although BAT
achieves a comparable worst-class robust accu-
racy under PGD-100 attack, CODAT significantly
outperforms it under CW-30 and AA attacks.
CFOL achieves a level of performance that is
comparable to that of CODAT in terms of worst-
class robust accuracy. Nevertheless, the average
robust accuracy of CODAT exceeds that of CFOL
by 3.39%, 0.91%, and 2.18% for each respec-
tive attack. This indicates that CODAT achieves
comparable improvements in worst-class robust
accuracy with a relatively smaller decrease in



Table 3: Comparative Performance of all methods on SVHN using ResNet-18. We evaluate the average
accuracy (%) and worst-class accuracy (%) on natural data and under PGD-100, CW-30, and AA attacks.

The best results are highlighted in bold.

SVHN Natural PGD-100 CW-30 AutoAttack
Method Avg.  Wst. FEC Avg. Wst.  FEC Avg.  Wst. FEC Avg.  Wst. FEC
AT 92.74  87.20 1.00 53.18 35.78 1.00 51.61  36.81  1.00 47.27  31.93  1.00
TRADES 88.30 76.13 0.84 56.43 35.54 1.06 53.15 32.17 0.91 50.52 29.46 0.99
FRL-RWRM  93.65 89.10 1.03 54.48  39.16 1.13 51.86  36.51  1.00 47.02  33.19 1.03
BAT 90.19 79.77  0.89 41.55  29.25  0.67 31.78 19.70  0.43 24.59  15.78  0.37
CFOL 89.85  82.27  0.92 44.10  32.76  0.77 40.63  31.05  0.69 37.04  27.55 0.70
WAT 93.73 88.17 1.02 54.73  41.20 1.20 50.53  37.17 0.99 47.02 33.25 1.04
CODAT 91.69 87.86 1.00 54.73 46.91 1.41 48.98 40.53 1.05 46.27 38.55 1.20

Table 4: Comparative Performance of all methods on STL-10 using ResNet-18. We evaluate the average
accuracy (%) and worst-class accuracy (%) on natural data and under PGD-100, CW-30, and AA attacks.

The best results are highlighted in bold.

STL-10 Natural PGD-100 CW-30 AutoAttack
Method Avg.  Wst. FEC Avg.  Wst. FEC Avg.  Wst. FEC Avg.  Wst. FEC
AT 64.31  38.00 1.00 36.88  12.13  1.00 35.45 7.63 1.00 33.88 5.75 1.00
TRADES 63.95 40.00 1.05 38.06 12.25 1.04 35.15 9.63 1.29 34.68  9.00 1.80
FRL-RWRM 65.58 46.25 1.27 33.80 15.63 1.23 31.94 1250 1.71 31.64 10.50 2.14
BAT 60.40 40.13 1.00 27.43 7.50 0.53 22.66 4.25 0.45 21.98 3.88 0.51
CFOL 51.58 34.50 0.75 26.45 14.75 094 24.19 8.38 0.80 22.99 6.13 0.77
WAT 59.31 43.63 1.07 3291 14.63 1.10 29.93 12.00 1.52 29.66  11.63  2.45
CODAT 60.06 46.00 1.16 33.31  17.50 1.41 30.01 13.75 1.91 29.54 13.25 3.24

average robust accuracy compared to CFOL. Con-
versely, WAT exhibits a slight superiority in aver-
age robust accuracy, yet CODAT consistently
maintains a higher worst-class robust accuracy.
Moreover, CFOL exhibits the highest FEC across
all attack scenarios. This suggests that, in com-
parison to WAT, CODAT improves worst-class
robust accuracy at a more accelerated rate than
the decline in average robust accuracy.

SVHN and STL10. Similar improvements
are observed on SVHN and STL-10 datasets,
as illustrated in Tables 3 and 4. Compared to
baselines, CODAT achieves a minimum improve-
ment of 5.71%, 3.36%, and 5.30% in worst-class
robust accuracy under PGD-100, CW-30, and AA
attacks on SVHN dataset, respectively, and a min-
imum improvement of 1.87%, 1.25%, and 1.62%
on STL10 dataset, respectively. Consistent with
the observations on CIFAR-10 dataset, TRADES
achieves the highest average robust accuracy on
both SVHN and STL10 datasets, while CODAT
exhibits the optimal FEC. This pattern reaffirms
CODAT’s capability to achieve the highest worst-
class robust accuracy with the least compromise
to average robust accuracy.

It can also be observed that there are varia-
tions in the performance of algorithms on natural
data of different datasets. BAT exhibits supe-
rior performance in terms of both average natural
accuracy and the worst-class natural accuracy
on CIFAR-10 and CIFAR-100 datasets. In con-
trast, FRL-RWRM shows superior performance
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on SVHN and STL10. Nevertheless, CODAT con-
sistently attains competitive performance. More-
over, the disparity in FEC between CODAT and
BAT as well as FRL-RWRM on natural data
is considerably smaller than that on adversarial
examples. For instance, on CIFAR-100, the FEC
gap between CODAT and BAT is -0.22 on natural
data, yet this gap widens to 1.78 under AA attack
scenario. This indicates that CODAT, in com-
parison to SOTA methods, can maintain a com-
petitive performance on natural data with only
a slight reduction, while significantly improving
performance on adversarial data.

Furthermore, to further validate the effective-
ness of CODAT, we evaluate the performance
of all methods on CIFAR-10 dataset using a
larger WideResNet-34-10 model, with the results
detailed in Table 5. As illustrated in Table 5,
with the employment of a larger model, CODAT
can further increase the gap in worst-class robust
accuracy relative to the baselines. Specifically,
when using WideResNet-34-10 model, CODAT
outperforms other methods in worst-class robust
accuracy by a minimum improvement of 5.4%
under PGD-100 attack, 2.8% under CW-30 attack,
and 3.1% under AA attack. This performance
is significantly superior to those observed with
ResNet-18 model. The notable improvement may
be attributed to the fact that, with a larger model,
CODAT is able to leverage more model capacity
to focus on more challenging classes, which further
demonstrates its superiority.



Table 5: Comparative Performance of all methods on CIFAR-10 using WideResNet-34-10. We evaluate
the average accuracy (%) and worst-class accuracy (%) on natural data and under PGD-100, CW-30,
and AA attacks. The best results are highlighted in bold.

CIFAR-10 Natural PGD-100 CW-30 AutoAttack
Method Avg.  Wst. FEC Avg. Wst.  FEC Avg.  Wst. FEC Avg. Wst.  FEC
AT 86.62 75.20 1.00 48.84  23.30 1.00 50.19  25.40 1.00 47.51 2230 1.00
TRADES 84.52  71.50 0.93 54.61 31.50 1.60 53.97 30.70 1.33 52.19 2770 141
FRL-RWRM  85.04 70.70  0.92 50.68  28.90 1.32 51.60 29.60 1.21 49.40 2740 1.31
BAT 86.08 74.20 0.98 4744  27.70  1.17 49.20 30.10 1.18 45.24  25.00 1.08
CFOL 86.14 7140 0.95 50.60 31.10 1.45 50.64 31.80 1.30 48.16  27.80 1.30
WAT 83.66 7190 0.92 5242 33.60 1.67 51.67 3210 1.34 50.10  30.30  1.51
CODAT 83.89 73.10 0.94 53.97 39.00 2.18 51.55 34.90 1.49 50.16 33.40 1.74
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Fig. 4: Comparative analysis of class-wise robust accuracy for our method and baselines on CIFAR-10

using ResNet-18 under PGD-100 attack.

5.3 Comparison of class-wise robust
accuracy

To conduct a fine-grained study on the effec-
tiveness of CODAT in enhancing robust fairness,
we perform a horizontal comparative analysis of
class-wise robust accuracy with baseline methods
on CIFAR-10 using ResNet-18 under PGD-100
attack in Fig. 4. As shown in Fig. 4a and Fig. 4b,
although our method exhibits a slight decrease in
robust accuracy for some well-performing classes
compared to traditional adversarial training meth-
ods such as AT and TRADES, it achieves signifi-
cant improvements in the most vulnerable classes,
specifically cat and deer, thereby enhancing robust
fairness. The remaining figures in Fig. 4 demon-
strate that, with the exception of the class auto-
mobile, our method outperforms SOTA methods
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in almost all classes. This provides substantial evi-
dence of the effectiveness of CODAT in improving
robust fairness.

Moreover, Fig. 4 illustrates that the robust
accuracy curves of CODAT across different classes
approximate a circular shape, which indicating
a balanced performance across all classes. This
observation is further supported by the class-
wise robust accuracy variance in Fig. 5. Fig. 5
presents the variance in class-wise robust accuracy
for all methods under PGD-100, CW-30, and AA
attacks, among which CODAT exhibits the lowest
variance among all attacks. This finding further
substantiates the effectiveness of CODAT.
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Fig. 5: The variance of class-wise robust accuracy
for all methods on CIFAR-10 using ResNet-18
under PGD-100, CW-30, and AA attacks, respec-
tively. A lower variance indicates better robust
fairness.

CW-30 AA

CODAT]
the best

worst-class accuracy -
i —

cFol
BAT-
FRL-RWRI

TRADES|

AT

2sclassfwwse mbussloaccuracy (%)
Fig. 6: Distribution of class-wise robust accuracy
for all methods on CIFAR-10 using ResNet-18
under AA attack.

5.4 Comparison of the class-wise
robust accuracy distribution

Furthermore, we conduct a vertical comparative
analysis of the class-wise robust accuracy distribu-
tion for all methods on CIFAR-10 using ResNet-18
under AA attack, as depicted in Fig. 6. Firstly,
it is evident that CODAT has the smallest range
among all methods, indicating a more concen-
trated distribution of robust accuracies across
classes. This is consistent with the findings pre-
sented in Fig. 4 and Fig. 5. Subsequently, the
class-wise robust accuracy for all methods exhibits
a bimodal distribution pattern. In particular, AT
exhibits a higher peak at approximately 60% and
a lower peak at around 23%, while TRADES dis-
plays a higher peak near 64% and a lower peak
near 27%. The substantial separation between
these two peaks results in a diminished level of
robust fairness for AT and TRADES, despite
their high robustness. In contrast, the intervals
between the two peaks are significantly narrower
for the other methods, with CODAT exhibiting
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the smallest interval and the highest peak. This
suggests that CODAT may exhibit a slight decline
in robust accuracy for the best-performing classes,
but substantially improves robust accuracy for the
worst-performing classes.

Additionally, Fig. 6 illustrates that, although
CODAT’s average robust accuracy is slightly lower
than that of TRADES, it is generally compa-
rable to that of other methods. This indicates
that CODAT can effectively allocate the lim-
ited model capacity, maintaining average robust
accuracy while significantly improving the robust
accuracy of the worst-performing classes, thereby
enhancing the model’s robust fairness.

5.5 Hyper-parameter sensitivity
analysis on 7

In the field of distributionally robust optimization,
the constraint of the ambiguity set plays a pivotal
role. We investigate the influence of the hyper-
parameter 1 within the CODAT framework on
both the average robust accuracy and the worst-
class robust accuracy through numerical experi-
ments on CIFAR-10 using ResNet-18. Specifically,
we train the model with n € {0.1,0.2,---,2.0},
and then evaluate its average robust accuracy and
worst-case class robust accuracy under PGD-100
and CW-30 attacks, as shown in Fig. 7.

Fig. 7 illustrates that the worst-class robust
accuracy initially increases and then decreases as
the hyper-parameter 7 increases. This trend may
be attributed to the limited exploration space of
the CODAT framework at lower values of 1, which
leads to a smaller ambiguity set. Consequently, the
model fails to learn an optimal adversarial distri-
bution, resulting in suboptimal performance. As
71 increases, the exploration space broadens, pro-
viding the model with a greater opportunity to
learn a superior distribution and thus improving
its performance. However, an excessively large n
may result in an overly broad exploration space,
which may cause the model to become overly con-
servative and lead to a decline in performance,
potentially culminating in training failure. In con-
trast, the average robust accuracy demonstrates a
consistent decline as 77 increases.

Moreover, during the initial and intermediate
stages of the increase in 7, a trade-off is observ-
able between the average robust accuracy and
the worst-class robust accuracy. The improvement
in the worst-class robust accuracy is accompa-
nied by a reduction in the average robust accu-
racy. In the later stages, the conservative model
results in a decline in both the robust accuracy
and the average robust accuracy. To balance the
robust accuracy and the average robust accuracy
in our experiments, we determine the optimal
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Fig. 7: The influence of hyper-parameter n on the average robust accuracy and worst-class robust accuracy
on CIFAR-10 using ResNet-18 under PGD-100 and CW-30 attacks.

hyper-parameter 7 settings for different models.
In particular, when employing ResNet-18 model,
1 is optimally set to 0.3. Conversely, when utiliz-
ing WideResNet-34-10 model, the optimal setting
for n is 0.8.

6 Conclusion

To enhance the robust fairness of adversarial
training, this paper proposes a novel class opti-
mal distribution adversarial training framework
which is grounded in the principles of distribution-
ally robust optimization. We derive a closed-form
optimal solution to the internal maximization
problem, establishing a theoretical foundation for
the joint optimization of class weights and model
parameters. Moreover, we propose a fairness elas-
ticity coefficient to assess the algorithm’s per-
formance, taking into account both the average
accuracy and the worst-class robust accuracy. The
experimental results demonstrate the effectiveness
of our approach in enhancing robust fairness.

In the future, we intend to investigate the
underlying causes of the bimodal distribution phe-
nomenon observed in the class-wise robust accu-
racy within adversarial training and to develop
strategies to further enhance robust fairness.
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Appendix A Proof of Theorem 1

Theorem 1. If Assumption 1 holds true, the closed-form optimal solution to the inner maximization
problem within Eq. (5) is

P€) = 1ol&) + 1ol [ gy (09— ErlH (.0}

Proof. Let L(§) = 50 (é)), then L(-) is a Radon-Nikodym derivative. We can easily observe that L(£) > 0

and Ep, [L(¢)] = 1.
Employing the change-of-measure technique on the objective function of Eq. (5), we can obtain

Ep[H(6,6)] = / P(E)H (0, €)de

[ p&)
_ / g 0. (A1)

:/:L(f)H(G,E)Po(f)df
=Ep,[L(§)H(0,8)).

Similarly, we have

P& = po(OP?

D(P||Py) = / e
= [P g (A2)

=Ep,[(L(§) — 1)?.
Then, we can reformulate the inner maximization problem of Eq. (5) as

LI(Ig‘é{]L EPO [L('g)H(ov §)], (A3)
st Ep[(L(§) —1)%] <,

where L = {L : Ep,[L(¢)] = 1, L(§) > 0} denotes the set of Randon-Nikodym derivatives generated by

P such that P is absolutely continuous with respect to Py. Therefore, we transform the optimization

problem concerning P (the inner maximization problem of Eq. (5)) into one concerning Py ( Eq. (A3)).
Eq. (A3) is a convex optimization problem. Let

lo(e, L) = Ep,[L(E)H (8. 6)] — o{Ep,[(L(€) — 1)*] -}
be the Lagrangian function associated to Eq. (A3). Then Eq. (A3) is equivalent to

inl L). A4
55 e D .

Swapping the positions of the maximization and minimization operators, we get the Largrangian dual
of Eq. (A4)
min max lg(a, L). A5
min max o(a, L) (A5)

The inner maximization problem of Eq. (A5) can be formulated as

max Ep, [L(E)H(8,8) — a(L(§) — 1)%] + am,

L(g)EL (A6)
st. Ep[L)] =1,

where we define Ly = {L € L(F) : L > 0,a.s.}.
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Eq. (A6) is also a convex optimization problem. By employing Lagrange multiplier method, we get

J(L(€),N) = Ep,[L(E)H(6,€) — a(L(€) — 1)*] + an + MEp,[L(€)] - 1).

According to VpJ(L(&),A) =0 and VJ(L(£),\) =0, for Yu,v € [K], we have
H(0,u) —2aL(u) = H(0,v) — 2aL(v).

Therefore, we can obtain
1
L(u) = L(v) + E[H(H,u) — H(6,v)].
)

Multiplying both sides of Eq. (A9) by po(u), we get
po(u)

po()L(u) = po(u)L(v) + 23 °

[H(0,u) — H(0,v)].

Summing over u € [K]|, we can yield

> po(u)L(u) = L(v) > po(u) +—Zpo H(0,u) —fH 6,v Zpo

From Ep,[L(§)] = 1, we can get

H(6,v) ~ Ep, [H(6,u)]

Lv)=1+ e,

The closed-form optimal solution to the inner maximization problem of Eq. (A5) is

L) =1+ 5-[H(6,6) ~ Ep [H(®,0)].
Substituting L*(§) into Eq. (A5), we obtain

VarPo [H(ev f)]

minEp, [H(6,£)] + 1o

+ an.

Eq. (A14) is a minimization problem concerning «. Let

Varp, [H(6, )]

g(0) = B, [H(6,6)] + 2.2

+ an.

Taking the derivative of Eq. (A15) with respect to a and setting it to 0, we get
.1 [Varp [H(.9)
2 7 '

Substituting a* into Eq. (A13) yields

1O =1+ [y g gy (06 — ErlH©. )

Therefore, the closed-form optimal solution P is

P (&) = po(§)L"(£)

= po(§) + po(§) m[fﬂeaf) —Ep,[H(0,6)]].

(A7)

(A11)

(A12)

(A13)

(A14)

(A15)

(A16)

(A17)

(A1)



Substituting o* into Eq. (A14) yields

Val"po [H(aa 5)] a
da Y (A19)
:EPO [H(67 g)] + UVaI"Po [H(67 g)]

glzu(} IEPo [H(07 é-)] +

Here, we can transform the Eq. (A5) into a deterministic one

min max lo(a, L) =Ep,[H(0,8)] + /nVarp,[H(,E)]. (A20)

a>0 L(&)€L
Therefore, we have
max Ep[H(0,6)] = Ep, [H(6,€)] + /iVarp, [H(0,8)] (A21)
which completes the proof. O

Appendix B More details about fairness elasticity coefficient

In the field of economics, the elasticity coefficient primarily is employed as a measure of the sensitivity
of one variable to changes in another. Nevertheless, it should be noted that this elasticity coefficient can
assume negative values, which introduces a further layer of complexity into the analysis. To streamline this
process, we propose an approach that involves exponentiating the increments of both variables, followed
by calculating their ratio. This method not only preserves information about the relative rates of change
between the two variables but also effectively circumvents the issue of negative values. In particular,
when the rate of change of the numerator is negative, it indicates that the worst-class accuracy has not
improved. Following exponentiation, the value becomes a positive number less than one, resulting in a
reduction in the FEC. Conversely, if the rate of change of the denominator is negative, it indicates an
increase in the average accuracy. As this term is in the denominator and will be a positive number less
than one after exponentiation, it results in an increase in the FEC. The utilization of this processing
method facilitates a more straightforward and discernible interpretation of the FEC. Consequently, the
performance of an algorithm can be directly inferred from the magnitude of the FEC.

Appendix C Detailed information about the datasets

In this paper, we conduct comprehensive experiments on four benchmark datasets: CIFAR-10, CIFAR-
100, SVHN, and STL10. CIFAR-10 comprises a total of 60,000 images, evenly distributed across 10
distinct classes. Each class comprises 6,000 images, with 5,000 images allocated for training and 1,000
images for testing. CIFAR-100, with a similar number of images (60,000), is divided into 100 classes, each
with 600 images. The training and testing splits for each class are 500 and 100 images, respectively. SVHN
comprises 10 distinct classes, with a training set of 73,257 images and a test set of 26,032 images. The
images in CIFAR-10, CIFAR-100, and SVHN are sized at 3 x 32 x 32. STL10 comprises 13,000 images
across 10 classes, with each class having 500 images allocated for training and 800 for testing. The image
size for STL10 is 3 x 96 x 96.
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Appendix D More experiments

cat bird [ |AT cat bird [ ITRADE cat bird [ IFRL-RWRM
[ |CODAT] | |CODAT | |CODAT

deer automobile deer i automobile
dog airplane dog s ;2)Oa'rplme
frog truck frog frog v truck
horse ship horse ship horse ship
(a) AT and CODAT (b) TRADES and CODAT (c) FRL-RWRM and CODAT
cat bird [ IBAT cat bird [ IcFoL cat bird [ JwWAT
| |CODAT, | |CODAT; | |CODAT]
deer automobile deer automobile deer automobile
dog airplane dog airplane dog airplane

frog truck frog _ frog truck

horse ship horse ship horse ship
(d) BAT and CODAT (¢) CFOL and CODAT (f) WAT and CODAT
Fig. D1: Comparative analysis of class-wise robust accuracy for our method and baselines on CIFAR-10
using ResNet-18 under CW-30 attack.

We perform a horizontal comparative analysis of class-wise robust accuracy with baseline methods on
CIFAR-10 using ResNet-18 under CW-100 attack in Fig. D1. As shown in Fig. D1a and Fig. D1b, although
our method exhibits a slight decrease in robust accuracy for some well-performing classes compared to
traditional adversarial training methods such as AT and TRADES, it achieves significant improvements
in the most vulnerable classes, specifically cat and deer, thereby enhancing robust fairness. The remaining
figures in Fig. D1 demonstrate that, with the exception of the class automobile, our method outperforms
SOTA methods in almost all classes. This provides substantial evidence of the effectiveness of CODAT
in improving robust fairness.
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