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Abstract

Although face recognition systems have seen a massive
performance enhancement in recent years, they are still
targeted by threats such as presentation attacks, leading
to the need for generalizable presentation attack detection
(PAD) algorithms. Current PAD solutions suffer from two
main problems: low generalization to unknown scenarios
and large training data requirements. Foundation models
(FM) are pre-trained on extensive datasets, achieving re-
markable results when generalizing to unseen domains and
allowing for efficient task-specific adaption even when lit-
tle training data are available. In this work, we recog-
nize the potential of FMs to address common PAD prob-
lems and tackle the PAD task with an adapted FM for the
first time. The FM under consideration is adapted with
LoRA weights while simultaneously training a classification
header. The resultant architecture, FoundPAD, is highly
generalizable to unseen domains, achieving competitive re-
sults in several settings under different data availability sce-
narios and even when using synthetic training data. To
encourage reproducibility and facilitate further research in
PAD, we publicly release the implementation of FoundPAD
at https://github.com/gqurayozgur/FoundPAD.

1. Introduction

Face recognition (FR) systems have seen a massive per-
formance improvement in recent years, mainly due to the
development of deep learning [5, 13]. However, they still
suffer from different malicious attacks [37]. Presentation
attacks (PA) constitute an example of such threats, as they
allow the attacker to claim an identity different from their
own through techniques such as 3D masks, printed images
and replayed videos [4, 17,64,65], among others. When left
undetected, these attacks can lead to several dangerous sit-
uations, such as identity theft [37] or unauthorized access
to confidential information, as they make the attacker able
to impersonate another identity. To tackle this issue, sev-
eral presentation attack detection (PAD) systems have been

proposed [15,16,27,34,45,46,54,57,59,60]. These sys-
tems classify face images as unaltered samples (also known
as bona-fide samples) or PAs, allowing the detection of at-
tacks before they are used to verify identities in critical pro-
cesses. Although these systems can achieve high perfor-
mance in the intra-dataset scenario [16, 34,59, 60], the high
sample variability in the cross-domain scenario results in
a significant domain change, leading to the need for de-
veloping techniques that specifically address this problem
[15,27,45,46,54,57]. Another challenge faced by PAD
systems is the need for large training datasets to achieve
good performance levels [ 18,64]. The performance of PAD
networks in low data availability scenarios where smaller
training datasets are usually limited to a reduced number
of data distributions generally results in less generalizable
models [15].

Foundation models (FM) contain a large number of
trainable parameters that have been pre-trained with self-
supervised learning. This learning paradigm allows FMs to
learn from unlabeled data, which lifts some common con-
straints usually associated with model training, namely the
difficulty in creating large-scale training datasets. Hence,
FMs are trained on extensive and diverse datasets, which re-
sults in a generalizable model for a wide range of tasks [3].
Although initially FMs were mainly deployed in natural
language processing (NLP) tasks, they have also been effec-
tively used to address computer vision tasks [30,39,42,43].
In biometrics, FM utilization is still in an early exploratory
stage, with very recent works addressing tasks such as syn-
thetic face image generation [4 1], iris segmentation [20] and
FR [11]. Biometrics tasks such as cross-domain PAD are
expected to highly benefit from the generalization power
of FMs, namely in challenging scenarios with low data
availability, where they have shown to outperform models
trained from scratch [11]. However, this is still an unex-
plored path for addressing the PAD task.
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This work takes advantage of FMs potential to perform
generalizable PAD with low data requirements. In partic-
ular, we adapt the pre-trained FM CLIP [42] to the PAD
task using a low-rank adaption (LoRA), which allows the
network to adapt its feature space to the downstream PAD
task without losing the knowledge acquired during its self-
supervised pre-training, while simultaneously training a
header to perform classification. This adapted FM corre-
sponds to our proposed framework, FoundPAD. To show
that FoundPAD is effectively taking advantage of FMs’
properties, we further propose and evaluate three alternative
FM and transformer-based methods. First, we assess the
importance of the FM’s pre-trained weights by comparing
FoundPAD with models following the same architectures
trained from scratch (ViT-ES). Then, we prove the impor-
tance of properly adapting the FM to the considered down-
stream task by assessing CLIP’s zero-shot performance on
PAD (TI) and evaluating a training scenario where no LoRA
adaptation is performed and only the classification layer is
trained (FE). With these experiments, we were able to prove
FoundPAD’s superiority in taking advantage of FMs’ poten-
tial to perform PAD, with FoundPAD achieving an average
single-source HTER lower than the second best-performing
method in the literature by 6.54 percentage points (pp.)
while surpassing ViT-FS and FE by 4.35 pp. and 8.94 pp.,
respectively, for CLIP ViT-L. Hence, this work contributes
to a better understanding of the generalizability capacities
of FMs, through our FoundPAD, proving their capacity to
surpass previously existent SOTA PAD solutions in many of
the considered benchmarking protocols.

2. Related Work

Cross-Domain PAD: The recent deep learning advances
have boosted the development of high-performing face PAD
solutions [16, 34,59, 60], especially in intra-dataset evalua-
tion scenarios. However, PAs can take several forms e.g.,
printed images, replayed videos, and 3D masks, and the
samples used for model training can be acquired under dif-
ferent conditions for distinct datasets, resulting in a signif-
icant domain shift when assessing the performance of PAD
methods under the cross-dataset scenario. This results in de-
graded performance of the SOTA intra-dataset PAD models,
leading to the need for developing techniques that perform
well across different domains [15,27,45,46,54,57]. These
methods can be grouped into domain adaption (DA) and do-
main generalization (DG) strategies. DA methods [31,51]
train PAD networks with both labeled source domain and
unlabeled target domain data to learn a discriminative fea-
ture space that can be used to perform PAD across differ-
ent domains efficiently. Since only the labels of the source
domain are considered, knowledge is transferred to the tar-
get domain by aligning its feature space with the one pro-
duced by the source features, using techniques like maxi-
mum mean discrepancy minimization [31] and adversarial

training [51]. Nonetheless, two main problems arise when
considering DA-based PAD strategies. First, DA-based
PAD requires collecting target domain data, which is often
difficult and time-consuming. Second, even if this data is
available, using it during the training process is not repre-
sentative of real-world scenarios, where the target domains
may not be completely known, making access to their data
usually inexistent during training [15]. To avoid the need to
rely on target testing data, DG strategies [10, 15,27,45,46]
use training data from several sources simultaneously to en-
able a broader understanding of distinct domains by jointly
analyzing their data distributions. DG-based PAD meth-
ods follow different approaches, namely adversarial train-
ing [27,45] and meta-learning [10,46]. Although these ap-
proaches have achieved good results in unseen target do-
mains, they rely on the availability of labeled data from sev-
eral sources, which is challenging to satisfy in practice, and
sometimes rely upon multi-stage or multi-network training
strategies [ 10, 33], which induce high computational costs.

Low Data Availability: In addition to the cross-domain
issues, the necessity of large PAD training datasets has been
brought up in several works [18,64]. In particular, the main
two available large-scale datasets, CelebA-Spoof [64] and
SynthASpoof [ 18], crossed the threshold of 2k bonafide and
4k attack samples, resulting in a lack of large-scale datasets
that is particularly problematic in cross-domain PAD, where
smaller training datasets are usually limited to a small num-
ber of domains, resulting in less generalizable models [15].

Foundation Models: FMs are built with a vast number
of trainable parameters, enabling their training on exten-
sive and diverse datasets, which is particularly beneficial for
fields that tackle a wide variety of tasks, such as computer
vision [11,20,30,39,41,42]. Kirillov et al. [30] designed
the Segment Anything Model (SAM) for image segmenta-
tion across various domains, achieving a remarkable gener-
alization capacity that makes it able to handle novel image
distributions. DINOv2 networks [39] are self-supervised
pretrained visual models capable of generating universal
features for image-level and pixel-level tasks. Radford et
al. [42] introduced Contrastive Language-Image Pretrain-
ing (CLIP), a multimodal FM trained to process visual and
textual inputs, thus learning the relationships between them.

Although the extensive training data used by vision FMs
grants them a high degree of generalizability, their perfor-
mance often falls short in specialized settings [49]. As a re-
sult, several techniques that adapt Vision Transformer (ViT)
networks to specific downstream tasks have been proposed
[8,9,22]. ViT-Adapter [9] achieved SOTA performance
on the COCO dataset by incorporating fine-grained multi-
scale feature reconstruction and embedding image-specific
inductive biases into the FM. AdaptFormer [8] replaced the
standard MLP block in the transformer encoder with two
parallel MLP branches, one that mirrors the original net-



work, preserving its generalization capabilities, and another
for task-specific fine-tuning. Hu et al. [22] defined the con-
cept of Low-Rank Adaptation (LoRA) layers, which consist
of trainable rank decomposition matrices that are inserted
in the pre-trained FM. When new data is fed to this net-
work, its weights are frozen and only the LoRA weights are
fine-tuned, allowing to adapt the FM to a new task without
disregarding its previously acquired knowledge. LoRA has
proven effective across diverse applications, namely cap-
sule endoscopy diagnosis [61], plant phenotyping [7], and
FR [11]. In this study, we select LoRA to adapt CLIP for
the PAD task, given its promising results in biometrics [ 1 1].

Despite the increasing attention FMs have received in re-
cent years, their application in the biometrics field remains
largely underexplored. Papantoniou ef al. [41] used FMs
to synthesize facial images conditioned on identity-specific
information. Farmanifard et al. [20] adapted SAM [30]
to perform iris segmentation. A recent work [11] applied
LoRA [22] to adapt DINOv2 [39] and CLIP [42] to the FR
task. The obtained results showcase the benefits of adapting
FMs with LoRA, as the adapted networks showed compet-
itive performances to models trained from scratch, outper-
forming them in challenging scenarios with low data avail-
ability. As will be proved later in Section 5, FMs can also
boost PAD performances in low data availability settings.

In this work, we recognize that FMs can be particularly
helpful in addressing tasks usually associated with gener-
alization problems, such as cross-domain PAD. Simultane-
ously, FMs may also result in great benefits when applied
to the challenging low data availability scenario that com-
monly affects PAD [11].

3. Methodology

3.1. CLIP: A preliminary

CLIP [42] is a multimodal FM designed to process vi-
sual and textual inputs simultaneously. In this work, we
select it as the base FM to perform PAD due to its capacity
to achieve competitive results in zero-shot learning scenar-
ios [42] and generalize across a wide range of tasks [42]
and to specific downstream tasks when adapted with LoRA
[11], which is of high importance in domain-specific set-
tings as the ones imposed by PAD. CLIP was trained on a
vast dataset of paired image and text samples, enabling it
to learn the connections between these two modalities. Its
architecture employs two separate encoders: one for images
and another for text. These encoders are trained simultane-
ously using a contrastive learning objective that measures
the cosine similarity between their output features. For pos-
itive pairs (where the text matches the image), the similarity
is maximized, while for negative pairs (where they do not
correspond), the similarity is minimized. This training strat-
egy enables CLIP to effectively capture the semantic rela-
tionships between images and their descriptions, resulting
in a highly versatile model capable of generalizing across

diverse tasks [42]. Furthermore, CLIP demonstrates strong
performance in zero-shot learning scenarios, where no task-
specific fine-tuning is required.

In this work, and to rationalise our FoundPAD, we lever-
age CLIP to process both image-text pairs and single-image
inputs in various approaches. Initially, we assess CLIP’s po-
tential as a PAD solution by evaluating its ability to distin-
guish between bona-fide and PA samples without additional
training, as described in Section 3.3. Towards that, CLIP
processes image-text pairs where the text describes the pos-
sible labels of the image (“biometric presentation attack”
and “bona-fide presentation” following ISO/IEC 2382-37
[26]). In other approaches, we use only the image encoder,
treating CLIP as a feature extractor. A binary classifica-
tion layer is added on top of the extracted features to per-
form PAD, following recent works that successfully applied
FMs to downstream tasks such as image segmentation [30]
and FR [11]. In these approaches, later detailed in Sections
3.2 and 3.3, we initialize CLIP with the pre-trained weights
made publicly available in [42]'.

3.2. FoundPAD

In this work, we propose to adapt FMs to the down-
stream task of PAD, taking advantage of their high capacity
to generalize to novel domains. To this end, we propose a
framework that adapts the pre-trained FM with LoRA lay-
ers, FoundPAD, shifting the generated feature space in a di-
rection that facilitates samples’ classification as bona-fide or
PAs. As discussed in Section 3.1, some FMs, such as CLIP,
consist of two main components: a text encoder and an im-
age encoder. This dual architecture allows CLIP to classify
images into a specific group of categories, by defining a text
input that describes each of them. In the PAD scenario,
these textual inputs simultaneously describe the two pos-
sible labels, “biometric presentation attack™ and “bona-fide
presentation” [26]. However, FMs can also process images
without any textual input, functioning as a feature extrac-
tion tool that can be combined with a classification layer
for task-specific classification. In this study, we investigate
the FMs’ effectiveness as a feature extractor for PAD by re-
moving the text encoder and adapting the image encoder to
extract relevant features to perform PAD.

Fine-Tuninig with LoRA: The image encoder of FMs
such as CLIP, is composed of alternating multi-headed self-
attention (MSA) layers and multi-layer perceptron (MLP)
blocks, with layer normalization applied before each block
and residual connections following each block. While FMs
can be used for PAD out-of-the-box without fine-tuning,
this may lead to suboptimal performances since the pro-
duced embedding space is not necessarily optimal for PAD,
as will be shown in our detailed experiments. However,
training large FMs from scratch would probably result in
losing their FM properties, as we will also show in Section
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5. Hence, we opt to incorporate a ViT adapter [8,9,22] to
fine-tune CLIP, as described in Section 2. In particular, we
use LoRA [22] for this purpose, due to its capacity to adapt
FMs to highly specific-domain tasks [7,61] and given its
strong performance in related fields, such as FR [11].
LoRA leverages low-dimensional reparameterization,
which has been proven to be as effective as training the full
parameter space [ 1] while significantly reducing the num-
ber of trainable parameters. When using this technique,
CLIP’s original weights are frozen and a set of trainable
rank-decomposition matrices are introduced into each layer
of the transformer architecture, enabling efficient adaption
with minimal parameter updates. Given a pretrained weight
matrix Wy € R?**, the low-rank decomposition introduced
by LoRA updates it as:
Wo + AW =Wy + v-BA (D

where B € R and A € R"** are the trainable rank-
decomposition matrices, with the rank r << min(d, k),
and vy, is a scaling factor. While ~,. was originally defined
as <, the constant « tends to cause gradient collapse as r
increases, leading to an absence of performance improve-
ments for higher ranks [28], although more trainable pa-
rameters are used for fine-tuning. This problem can be fixed
by using rank-stabilized LoRA (rsLoRA) [28], which scales
BA with % instead of <, allowing higher ranks to perform
better due to the absence of gradient collapse. Hence, we
opt to use rsLoRA to fine-tune CLIP, by setting ,. = %
As previously mentioned, W) is kept frozen, and, since v,
is constant, only A and B are updated during fine-tuning.
After the fine-tuning process is complete, the final model
weights, W, are computed by adding the original weights
to the LoRA weights, W = Wy + ~,. BA, which does not
introduce additional parameters during inference, preserv-
ing the computational efficiency of the original model while
benefiting from the fine-tuning improvements.

To ensure efficiency and reduce the number of param-
eters in the proposed approach, LoRA is applied only to
the MSA weights, leaving the MLP blocks unchanged [22].
While LoRA can be applied to the projection matrices of the
query, key, value, and output (g, k, v, and o, respectively)
in the MSA, we limit the adaption to the ¢ and v matrices.
This choice follows the recommendations from the original
LoRA paper [22] and a recent application based on FMs in
the biometrics field [11]. The MSA mechanism involves
h parallel attention heads, each with its own set of ¢, k,
and v matrices. Each head is adapted independently with
LoRA, resulting in distinct LoRA weights for each of them.
When an embedding « is processed through the MSA, the
projections @;, K;, and V; (for the query, key, and vector,
respectively) in head ¢ are determined as follows:

Q; = Wiqm + Bl Az
K; = Wkz ®)
Vi=W/z +~B} A}z

where W/, WF and W} are the frozen projection layers
for ¢, k and v, respectively, and A, B], AY and B} cor-
respond to the trainable LoRA layers’ parameters. The at-
tention score for head i, denoted as Attention(Q;, K;, V;),
can then be computed as shown in Equation 3:

KT
Attention(Qs, Ki, Vi) = Softmaz Q\/f Vi 3)
k

where the scaling factor dj, represents the dimension of the
key vectors. The MSA layer’s output is generated by the
projection layer O, which takes the concatenated attention
scores from all heads along the feature axis as input:
Multihead(Q,V, K) = Concat(heads, ..., headk)WO 4
The output from the MSA is then passed through the
static MLP, completing the processing within a single ViT
block. The output from ViT block [ is subsequently fed into
block [ + 1, which consists of a new MSA fine-tuned with
LoRA, followed by another fixed MLP.
Classification: Using LoRA to fine-tune the FMs results
in a feature space adapted to the PAD task and, thus, is
expected to yield better results. The classification is per-
formed by an extra fully connected layer responsible for
processing the features extracted by the adapted FM and
output the final predictions, y. Finally, the binary cross-
entropy loss is used to compare y with the ground truth la-
bels, y, allowing to update the model’s trainable parameters:
Lpce = —(ylog(§) + (1 —y)log(1 — 7)) ©)
During testing, FoundPAD’s weights are frozen and the
highest output score produced by the classification layer’s
neurons defines the model prediction for each sample.
3.3. Baselines
To analyze the usage of FMs to perform PAD in de-
tail and prove the effectiveness of FoundPAD when com-
pared with alternative baseline solutions, we present three
alternative FM or transformer-based methods for PAD.
Text-Image (TI): FMs, such as CLIP, have demonstrated
remarkable performance in zero-shot learning scenarios
across various downstream tasks, including food classifica-
tion, car model classification, and offensive memes iden-
tification [42]. These tasks involve the simultaneous use
of text and image encoders for classification. To explore
the zero-shot learning capabilities of the selected FM in
the PAD task, we evaluated its performance using image-
text pairs where the text describes the possible labels of
the image. Specifically, each test sample was paired with
textual descriptions of its possible labels: “biometric pre-
sentation attack” and “bona-fide presentation”. The simi-
larity score between the image embedding and the corre-
sponding text embeddings determined the predicted label.
This approach utilizes the complete FM architecture with-
out requiring further training. However, due to the lack
of task-specific adaptation and the domain-specific nature
of PAD, the TI approach is anticipated to perform subopti-
mally compared to alternative scenarios or more general vi-
sual tasks (e.g. detecting if an image contains a cow). ViT




Trained from Scratch (ViT-FS): Part of the FMs’ abilities
is related to the architectures they are based on (commonly
ViT architectures [2]), which have shown promising results
when trained for both PAD [23] and morphing attack de-
tection [62]. Hence, we investigate if ViT networks can in-
dividually contribute to building a strong PAD, by training
from scratch identical architectures to the ones used in the
considered FMs (ViT-B and ViT-L), using only the selected
PAD training dataset. Since the transformer parameters are
randomly initialized, ViT-FS cannot be considered an FM,
as it does not benefit from any knowledge acquired during
any previous training. This allows for direct comparison be-
tween FM-based techniques such as FoundPAD and visual
transformers, making it possible to assess how valuable the
in-built knowledge of FMs is for downstream tasks such as
PAD. Feature Extractor (FE): To evaluate the impact of
the network adaptation enabled by LoRA in FoundPAD, we
design an experiment in which the FM is frozen without
adaption and used as a feature extractor. PAD is then per-
formed by a binary classification layer trained on top of the
FM’s feature space following Equation 5. This experiment
allows us to evaluate if the FM’s original feature space cap-
tures relevant information to perform PAD while providing
a reference for quantitatively measuring the improvements
resulting from adapting the model’s weights with LoRA.

4. Experimental Setup

Datasets: To allow for a wide range of fair comparisons,
experiments were conducted on five publicly available
datasets widely used in cross-dataset PAD works to bench-
mark their performances [15, 16,32,33,40,45,46]: MSU-
MFSD [55] (denoted as M), CASIA-FASD [65] (denoted
as C), Idiap Replay-Attack [ 12] (denoted as I), OULU-NPU
[4] (denoted as O), and CelebA-Spoof [64] (denoted as CA).
Given the adaption of synthetic data as a privacy-friendly al-
ternative for authentic data in biometric development [18],
we additionally use the synthetic-based face PAD dataset
SynthASpoof [ 18] as a training dataset paired with the men-
tioned four datasets as evaluation benchmarks, following
the protocol defined in [18]. Apart from bonafide samples,
the MSU-MFSD [55] dataset includes printed photo and
replay attacks, totalling 440 videos from 35 subjects. The
CASIA-FASD [65] includes 600 videos from 50 subjects
and contains warped photo, cut photo and video replay at-
tacks. The Idiap Replay-Attack [12] dataset consists of
300 videos from 50 subjects and includes both print and
replay attacks. The OULU-NPU [4] is a mobile face PAD
dataset and contains 5940 videos from 55 subjects, acquired
with six distinct mobile phones. The CelebA-Spoof [64] is
diverse in terms of subjects, illumination, and sensors and
comprises four types of attacks, namely print, replay, 3D
mask and paper cut attacks. Its images were collected from
the web, resulting in a large-scale dataset with 625,537 im-
ages from 10,177 subjects. The SynthASpoof [ 18] dataset

is designed to address privacy and scalability challenges in
PAD research. It contains 25,000 subjects each having only
one sample generated using StyleGAN2-ADA [29], filtered
through CR-FIQA [6] to ensure high quality and realistic
appearance. For print attacks, 3,800 subjects were printed
and recaptured. Replay attacks were recorded by displaying
synthetic images on two different screens and recapturing
using three devices, where each device contributed 25,000
images adding up to a total of 75,000 attack images.

All the performed experiments target the cross-dataset
scenario, meaning that samples from different datasets are
used during training and testing. The number of datasets
used for training should be taken into account, as models
trained on data from different datasets can learn from dis-
tinct information sources and, thus, are expected to perform
better in cross-dataset scenarios. Hence, the developed ex-
periments are divided into three groups based on the scale
of the data available for training and following established
evaluation protocols: triple-source (3 training datasets),
double-source (2 training datasets) and single-source (1
training dataset). We perform five triple-source experi-
ments (training dataset(s) — testing dataset): O&C&I —
M, O&M&I — C, O&C&M — I, I&C&M — O, O&C&M
— CA, following previous works [10, 15,27,33,52]. For
the double-source scneario, two cases are considered: M&I
— Cand M&I — O [15,16,38,59,60]. The single-source
scenario includes a set of twelve experiments where one of
the M, C, I, and O datasets is used to train the network and
the remaining three are separately used for testing, follow-
ing previous works on cross-dataset PAD [15,27,46,52,53].
The SynthASpoof dataset is used to adapt models from the
synthetic domain to the authentic domain. Following Meil-
ing et al. [18], models are trained on only the SynthASpoof
dataset and then evaluated on M, C, I, and O. Image Pre-
Processing: Before being fed into the image encoder, the
training images undergo a preprocessing procedure.

We detect the face in each sample using MTCNN [63]
and resize it to 256 x 256 pixels, following [15]. During
training, all samples are also subject to the data augmenta-
tion process later defined in this section. Then, the images
are processed in a way that allows them to be tokenized,
given the success achieved with tokenization in FMs” NLP
applications [2]. The tokenization process follows the pro-
cedure proposed by Alexey et al. [2]. First, the image is
divided into non-overlapping regions, which are then pro-
cessed by a linear projection layer to create patch embed-
dings. These patch embeddings are combined with a learn-
able class (CLS) token [2], forming a unified representation
of the image that aids in classification. Position embeddings
are also added to preserve the spatial order of the original
image patches. The resulting embedding vector, enriched
with patch-level information, position data, and the CLS to-
ken, is then used as the input for CLIP’s image encoder [2].



Model Architecture: The used FM, CLIP [42], introduced
four models based on two distinct architectures: base and
large. The base architecture, comprising 86M parameters,
is available in two versions differing by patch size (16 and
32). In contrast, the large architecture has 0.3 billion pa-
rameters and includes a variant fine-tuned at a higher res-
olution of 336 pixels for one extra epoch to enhance per-
formance [47]. Inspired by recent studies leveraging CLIP
for FR [11], we select one model from each architecture for
evaluation: the base model with a patch size of 16 and the
large model trained without higher-resolution inputs, from
now referred to as ViT-B and ViT-L, respectively. These ar-
chitectures were used in all our experiments, whether under
the TI, ViT-FS, FE, or FoundPAD settings. Implementa-
tion Details: All of the models presented in this study were
trained for 40 epochs using the AdamW [35] optimizer with
a momentum of 0.9 and a weight decay of 0.05, following
FRoundation [11]. The batch size was set to 512 for all
experiments [ 1], except for ViT-L-FS, where a batch size
of 432 was used due to GPU constraints. For FoundPAD,
the LoRA 7, o and dropout were set to 8, 8 and 0.4, re-
spectively. For ViT-FS and FoundPAD, the learning rate
of the ViT network was defined as le-6. The learning rate
of the binary classification layer was set to le-3 for all ex-
periments requiring training (ViT-FS, FE, and FoundPAD).
The data was augmented using random crop to 224 x 224
pixels, random horizontal flip, random gamma correction
with gamma limits 80 and 180, an RGB shift with a limit
of 20 for each colour component and colour jitter (with
brightness, contrast, saturation and hue set to 0.1), follow-
ing [15]. Evaluation Metrics: Following previous work
on cross-domain PAD [15, 16,32,33,45,46], the Half Total
Error Rate (HTER) and the Area under the Receiver Oper-
ating Characteristic (ROC) Curve (AUC) value are deter-
mined in percentage (%), for all performed experiments.
HTER is defined as the mean of the standard PAD eval-
uation metrics Bona fide Presentation Classification Error
Rate (BPCER) [25] and Attack Presentation Classification
Error Rate (APCER) [25].

5. Results and Discussion

Zero-Shot PAD (TI): As described in Section 3.3, each
test sample was paired with textual descriptions of “biomet-
ric presentation attack™ and “bona-fide presentation”, with
the similarity score between the image embedding and the
text embeddings determining the predicted label. The re-
sults of this evaluation are presented in Table 1. The re-
sults reveal CLIP’s limitations for PAD detection without
training, with high HTERs and low AUCs, performing near
random. ViT-L shows slight improvement over ViT-B, but
the overall performance remains poor. This is likely due to
CLIP’s text encoder, which lacks domain-specific seman-
tics, struggles with nuanced PAD characteristics, and fails
to align effectively with dataset features. These results high-

light the need for domain-adapted fine-tuning or enhanced
prompts for effective PAD using CLIP.

Baselines toward FoundPAD (ViT-FS and FE): Since
using image-text pairs did not achieve any tangible results,
we further explored the embedding space of the image
encoder of the FM, which is induced by the pre-trained
weights of the model. To measure this quantitatively, two
different approaches have been used as described in Section
3.3: ViT-FS and FE. To this end, ViT-FS and FE are eval-
uated under triple-source, double-source, and single-source
scenarios with two different architectures, whose results are
depicted in Tables 2, 4, and 5 respectively. With a higher
availability of the data, i.e. the triple-source case, ViT-
FS achieved better results for all cases than FE for ViT-B,
whereas ViT-FS performed worse than FE for ViT-L. Given
the reduced size of the datasets used to train ViT-FS and FE,
ViT-FS is likely to underperform when a larger architecture
is considered, as it does not benefit from the FM’s previ-
ous knowledge. On the other hand, the number of trainable
parameters in the ViT-B network is significantly smaller,
which might justify ViT-FS’s increased performance in this
scenario. For ViT-B, ViT-FS had an average HTER of
10.37% and an AUC of 95.99%, whereas FE achieved an
average HTER of 28.14% and an AUC of 80.32% as can
be seen in Table 2. In lower data availability settings, i.e.
the double-source case or the single-source case, the per-
formance gap between ViT-FS and FE remains large. The
double-source case in Table 4 shows ViT-FS achieving an
HTER of 14.00% and 7.11% on CASIA-FASD and OULU-
NPU, respectively, while FE achieves 27.22% and 33.57%
for these metrics, when considering ViT-B. The same phe-
nomenon is seen for the single-source case in Table 5 as
HTER averages are 15.88% for ViT-FS and 31.89% for FE
with the ViT-B. Similar gaps are also observed for ViT-L for
the single-source case. Hence, while using the embedding
space of the FM is a good start and can achieve better re-
sults than a binary CNN [58], it is by no means an optimal
embedding space. This suggests that either the embedding
space of the FM should be aligned to the PAD task or a
deeper classification network should be used.

FoundPAD: Since the FMs’ embeddings should be
aligned to the PAD, the exploration of adapting the embed-
ding space for PAD-specific nuances leads to the Found-
PAD framework described in Section 3. Toward this goal,
FoundPAD has been evaluated on the same three scenarios
as for ViT-FS and FE. The comparison with ViT-FS allows
us to withdraw conclusions regarding the power of FMs’
pre-training on large-scale databases and further adaption
to the available data. On the other hand, the comparison
between FoundPAD and FE shows the re-usability of the
original FM’s embedding space and the benefits of adapting
the FM with LoRA to the PAD downstream task. For the
triple-source scenario (Table 2), FoundPAD achieved an av-



Table 1. Zero-shot learning (TI) results of the considered FM architectures, CLIP ViT-B and ViT-L, on five evaluation benchmarks. Both
architectures present very limited classification capabilities, achieving close to random performance for most of the analyzed scenarios.

M C 1 [¢] CA
Model ‘ HTER(%) | AUC(%) T ‘ HTER(%) | AUC(%) 1 | HTER(%) | AUC(%) T | HTER(%) | AUC(%) T ‘ HTER(%) | AUC(%) T
ViT-B 55.71 4122 50.67 49.53 50.50 50.74 52.05 47.87 56.07 42.02
ViT-L 41.19 62.96 43.44 56.56 46.50 54.49 44.76 59.44 58.07 39.39

Table 2. Results of triple-source cross-dataset evaluation on four benchmarking datasets. The best and second-best results for each metric
are highlighted in bold and underlined, respectively. It can be seen that FoundPAD surpasses both ViT-FS and FE in most of the evaluation
scenarios while achieving comparable or even superior performances than SOTA PAD methods.

Method O&C&I — M O&M&I — C O&C&M — 1 1&C&M — O || Average
HTER(%) | AUC(%) 1 HTER(%) | AUC(%) 1 HTER(%) |, AUC(%) 1 HTER(%) | AUC(%) 1 HTER(%) | AUC(%) 1

Binary CNN [50] 2925 82.87 34.88 71.94 3447 65.88 29.61 77.54 32.05 74.56
Auxiliary [34] 22.72 85.88 33.52 73.15 29.14 71.69 30.17 77.61 28.89 77.08
ResNet50-PS [59] 14.32 94.51 18.23 89.75 18.86 89.63 21.44 87.56 18.21 90.36
NAS-FAS [60] 19.53 88.63 16.54 90.18 14.51 93.84 138 93.43 16.10 91.52
LMEFD [16] 10.48 94.55 12.50 94.17 18.49 84.72 1241 94.95 13.47 92.10

ViTransPAD [38] 8.39 - 21.27 - 16.83 - 15.63 - 15.53 -
PatchNet [50] 7.10 98.64 1133 94.58 14.60 9251 11.82 95.07 1121 95.20
MADDG [45] 17.69 88.06 24.50 84.51 22.19 84.99 27.89 80.02 23.07 84.40
REM [46] 17.30 90.48 13.89 93.98 20.27 88.16 16.45 91.16 16.98 90.95
SSDG-R [27] 7.38 97.17 10.44 95.94 11.71 96.59 15.61 91.54 11.29 95.31
D2AM[10] 12.70 95.66 20.98 85.58 15.43 91.22 15.27 90.87 16.10 90.83
ViT [24] 475 98.59 15.70 92.76 17.68 86.66 16.46 90.37 13.65 92.10
TransFAS [54] 7.08 96.69 9.81 96.13 10.12 95.53 15.52 91.10 10.63 94.86
DADN-CDS [57] 524 98.06 6.84 97.95 10.64 95.14 13.77 93.09 9.12 96.06
CIFAS [33] 5.95 96.32 10.66 95.30 8.50 97.24 13.17 93.44 9.57 95.58
CF-PAD [15] 8.11 96.43 11.78 95.64 16.50 91.50 9.87 95.13 11.57 94.68
VIiT-FS 11.19 96.09 9.89 95.67 14.90 93.59 552 98.60 10.37 95.99
ViT-B FE 3071 77.50 18.67 90.33 36.10 72.71 27.07 80.74 28.14 80.32
FoundPAD (ours) 20.95 89.88 4.89 98.08 10.45 95.80 6.19 98.31 10.62 95.52
VIiT-FS 8.10 98.12 26.11 82.97 2155 87.29 36.40 69.57 23.04 84.49
ViT-L FE 21.67 86.87 9.00 96.10 22,05 86.27 2232 84.85 18.76 88.52
FoundPAD (ours) 16.90 93.18 6.00 98.72 9.90 96.07 5.87 98.41 9.67 96.60

Table 3. Results of triple-source cross-dataset evaluation on the
CA dataset. The best and second-best results for each metric
are highlighted in bold and underlined, respectively. FoundPAD
surpasses both ViT-FS and FE in all considered scenarios, while
achieving superior performances than SOTA methods for ViT-B.

Method O&C&M — CA

HTER(%) | AUC(%) 1

GRL Layer [21] 29.1 76.4

ADDA [48] 33.7 70.3

DA-FAS [44] 27.1 79.2

UCDA-FAS [40] 26.1 80.0

CIFAS [33] 24.6 83.2

CF-PAD [15] 235 84.2

ViT-FS 16.0 89.1

ViT-B FE 23.7 84.2

FoundPAD (ours) 15.6 91.0

ViT-FS 48.2 523

ViT-L FE 439 583

FoundPAD (ours) 43.0 59.7

erage HTER of 10.62% and an AUC of 95.52% for ViT-B,
and an average HTER of 9.67% and an AUC of 96.60% for
ViT-L. In comparison to the results for ViT-FS and FE, this
shows an AUC increase of 13.37 pp. compared to ViT-FS
and 9.09 pp. compared to FE with ViT-L. Likewise, an in-
crease in AUC was observed with ViT-B, specifically 17.52
pp. to FE, and FoundPAD achieved similar averages to ViT-
FS. For the double-source scenario (Table 4), FoundPAD
achieved high AUCs and low HTERSs evaluated on either
CASIA-FASD or OULU-NPU for both architectures.

For the single-source PAD (Table 5), FoundPAD was
able to surpass ViT-FS in 7 out of the 12 evaluated sce-
narios with ViT-B, and in 9 out of the 12 evaluated sce-
narios with ViT-L, whereas FoundPAD outperformed FE in
all evaluated scenarios regardless of the architecture. The

Table 4. Results of double-source cross-dataset evaluation. The
best and second-best results for each metric are highlighted in bold
and underlined, respectively. FoundPAD surpasses both ViT-FS
and FE in all the considered scenarios while achieving superior
performances than SOTA PAD methods.

Method M&I — C M&I — O
HTER(%) |  AUC(%)1 | HTER(%)]  AUC(%) 1
MS-LBP [36] 51.16 52.09 43.63 58.07
IDA [55] 45.16 58.80 54.52 42.17
MADDG [45] 41.02 64.33 39.35 65.10
REM [46] 36.34 67.52 29.12 72.61
SSDG-R [27] 31.89 71.29 36.01 66.88
DR-MD-Net [52] 31.67 75.23 34.02 72.65
D2 AM [10] 32.65 72.04 27.70 75.36
CIFAS [33] 22.67 83.39 24.63 81.48
CF-PAD [15] 22.11 85.06 19.71 89.01
ViT-FS 14.00 92.97 7.11 97.88
ViT-B FE 2722 79.94 33.57 72.70
FoundPAD (ours) 13.22 93.97 9.31 96.69
ViT-FS 2522 85.66 9.07 96.41
ViT-L FE 1133 94.57 26.19 8131
FoundPAD (ours) 4.67 99.22 10.23 95.58

comparison between FoundPAD and FE showed improved
performance in all the analyzed scenarios for triple, double
and single-source settings, leading to the conclusion that
adapting the embedding space for PAD-specific nuances
and aligning the embedding space to PAD was necessary.
Furthermore, FoundPAD performed very competitively to
ViT-FS, highlighting the benefits of taking advantage of the
built-in knowledge of the pre-trained FM.

Comparison with SOTA: As PAD research is always
evolving and new approaches have been proposed rapidly
in the last years, we did our best to provide the most com-
prehensive comparison with the recent works across all ex-
perimental setups, however, we acknowledge that the com-
parison might have missed specific works and acts as a
tool to place the achieved performances within the scope



Table 5. Results of single-source cross-dataset evaluation. The best and second-best results for each metric are highlighted in bold and
underlined, respectively. FoundPAD surpasses both ViT-FS and FE in most of the considered scenarios while achieving superior average

performances than SOTA PAD methods by a large margin.

Method [ c—1 C—M C—0 [ 1=C T—M I-0 [ M—>C M—1 M—0 [ 0—=1 0—M 0—C [[ Average Worst

Binary CNN [55] 4580 25.60 36.40 44.40 18.60 4540 50.10 29.90 31.40 47.40 30.20 4120 4137842 50.10

ADA [51] 17.50 930 29.10 41.60 30.50 39.60 17.70 5.10 3120 26.80 31.50 19.80 24981128 4160
DR-MD-Net [52] 26.10 20.20 24.70 39.20 23.20 33.60 34.30 8.70 31.70 27.60 22.00 21.80 26.09 %770 39.20
DR-UDA [53] 15.60 9.00 28.70 34.20 29.00 38.50 16.80 3.00 30.20 25.40 27.40 19.50 23111050 3850
CF-PAD [15] 24.80 17.14 19.43 34.00 24.76 31.70 14.44 15.90 25.34 21.50 15.00 20.33 22.03+633 34.00

VITFS 26.05 833 17.79 2433 2238 1843 4.00 15.05 6.68 2045 1548 1156 1588 7.07 26.05

VITB  FE 32.95 3524 30.63 38.56 35.71 40.52 25.33 3045 28.86 34.65 32.86 16.89 31.89%6.29 40.52
FoundPAD (ours) 16.40 24.52 1514 17.00 1857 13.38 20.00 17.10 1941 895 2333 7.89 1681 +5.03 24.52

ViTFS 22.60 571 37.07 25.00 2048 23.62 789 15.00 2293 26.05 11.43 2033 1984 £8.69 37.07

VITL  FE 25.70 30.24 25.06 19.78 26.90 31.83 1544 19.00 28.37 24.40 32.62 13.78 2443£621 32.62
FoundPAD (ours) 14.05 21.43 11.00 10.22 19.29 1694 12.00 14.55 20.93 14.40 2381 7.22 15.49 +5.07 23.81

Table 6. Results of single-source cross-dataset evaluation when training on the synthetic dataset SynthASpoof for previously proposed
solutions and our proposed method, FoundPAD. The best and second-best results for each metric are highlighted in bold and underlined,
respectively. FoundPAD presents the best average AUC and second-best average HTER, highlighting its generalizability to unseen domains.

Method M C 1 [¢] ‘ ‘ Average

HTER(%) | AUC(%) T HTER(%) | AUC(%) 1T HTER(%) | AUC(%) 1T HTER(%) | AUC(%) 1 HTER(%) | AUC(%) T
ResNet [18] 25.48 79.54 39.22 62.00 8.90 96.96 34.23 71.48 26.96 77.50
PixBis [18] 38.33 63.87 38.44 64.79 7.50 96.88 35.77 63.50 30.74 72.26
VIiT-SIDE B [19] 36.67 69.78 33.33 7521 9.80 96.67 13.26 94.04 23.27 83.93
SynFace Co-Former A [19] 18.57 90.76 4111 64.49 16.30 9231 21.67 86.44 24.41 83.50
SynFace Co-Former B [19] 16.67 91.61 40.00 63.05 18.80 88.20 25.35 82.02 25.21 81.22
CoDe-Lc [19] 37.14 71.45 37.11 69.08 12.10 95.31 37.58 66.30 30.98 75.54
CoDe-Lh [19] 39.05 70.58 39.33 63.70 13.90 93.84 38.11 68.33 32.60 74.11
OrthPADNet [19] 20.95 87.59 39.78 67.32 23.70 79.55 34.92 71.69 29.84 76.54
idveVT [19] 45.71 64.58 56.44 41.82 23.10 85.08 51.09 49.68 44.09 60.29
hdaFVPAD [19] 65.71 31.95 71.33 21.95 47.80 52.10 37.89 66.49 55.68 43.12
VITFS 5024 58.61 1244 59.46 24.40 8148 1653 56.08 4140 6391
ViT-B FE 47.14 59.27 28.11 78.81 19.50 87.08 40.28 63.66 33.76 7221
FoundPAD (ours) 47.14 66.18 27.33 83.03 16.15 90.79 33.12 73.56 30.94 78.39
ViT-FS 50.00 55.94 47.11 58.14 33.60 73.20 50.04 50.63 45.19 59.48
VIiT-L FE 52.62 55.76 13.89 92.82 20.50 87.94 29.58 77.13 29.15 78.41
FoundPAD (ours) 45.71 69.76 9.89 96.03 6.40 98.58 32.05 75.69 2351 85.01

or SOTA, rather than a comprehensive comparison. We
also state that we list the works that evaluated the cor-
responding protocols in each table, so the approaches in
each table might not completely overlap. In this part, we
will exclude ViT-FS and FE comparisons and only compare
with FoundPAD. Triple-source cross-dataset evaluation:
Comparison with the SOTAs are gathered in Tables 2, and 3
as different protocols were followed by the different meth-
ods. Table 2 shows that the best average AUC is achieved
by FoundPAD-ViT-L (96.60%), followed by TransFAS [54]
(96.06%). For the evaluations on C and O, FoundPAD-ViT-
B and FoundPAD-ViT-L share 1st and 2nd places. Evalu-
ation on I shows competitive results with others, whereas
evaluation on M is where FoundPAD needs improvement.
In Table 3, we see that FoundPAD-ViT-B achieves im-
proved results, whereas FoundPAD-ViT-L is not perform-
ing on the same level. Double-source cross-dataset eval-
uation: From Table 4, we observe that FoundPAD-ViT-B
and FoundPAD-ViT-L are the only methods that surpass the
90% AUC mark, where FoundPAD-ViT-L reaches an AUC
of 99.22% on C and FoundPAD-ViT-B reaches an AUC
of 96.69% on O. Single-source cross-dataset evaluation:
This setting represents the challenging low data availability
scenario and is detailed in Table 5. FoundPAD-ViT-B im-
proved the best average HTER by 5.22 pp. while reducing
the lowest worst achieved HTER from 34.00% to 24.52%.
FoundPAD-ViT-L improved the best average HTER by 6.54
pp. while further reducing the lowest worst achieved HTER
to 23.81%. This illustrates FoundPADs’ ability to use its

induced knowledge from the FM.

Synthetic Data Applicability for FoundPAD: To show-
case that the proposed FoundPAD can also be fine-tuned us-
ing privacy-friendly synthetic data, we utilize SynthASpoof
[18]. Not only do we compare with [18] but also with
all methods presented to the SynFacePAD 2023 competi-
tion [19]. We obtained comparable results to the winner
of the competition “ViT-SIDE B”, which proposed a ViT
model architecture pre-trained on ImageNet [14]. We also
note that our conclusions on comparing ViT-FS, FE, and
FoundPAD still stand when using synthetic data.

6. Conclusion

In this work, we propose the first PAD method that takes
advantage of FMs potential to perform generalizable clas-
sification even with low data availability, FoundPAD. In
particular, we adapt the pre-trained FM CLIP to the PAD
task using low-rank adaption (LoRA), while simultaneously
training a header to perform classification. This allows
the FM to adapt its feature space to the downstream PAD
task without losing the knowledge acquired during its self-
supervised pre-training process. To show that FoundPAD is
effectively taking advantage of FMs’ properties, we further
propose and evaluate three alternative FM and transformer-
based methods, TI, ViT-FS and FE, whose performances we
compare with FoundPAD on different data availability set-
tings. These experiments proved the overall superiority of
FoundPAD compared with the remaining approaches, high-
lighting that the in-built knowledge of the FM is beneficial
for the downstream task while not being enough to achieve



good classification performances in domain-specific tasks
such as PAD. FoundPAD also achieved competitive results
or even surpassed PAD SOTA methods. Further experi-
ments using synthetic training data also demonstrate Found-
PAD’s ability to generalize to the unseen authentic domain
on several evaluation benchmarks. These outcomes show
the feasibility of using FoundPAD to tackle common PAD
issues due to its high generalization capacity, namely in the
challenging low data availability scenario.
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