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Abstract

Vision transformers (ViTs) have become essential back-
bones in advanced computer vision applications and multi-
modal foundation models. Despite their strengths, ViTs
remain vulnerable to adversarial perturbations, compara-
ble to or even exceeding the vulnerability of convolutional
neural networks (CNNs). Furthermore, the large parame-
ter count and complex architecture of ViTs make them par-
ticularly prone to adversarial overfitting, often compromis-
ing both clean and adversarial accuracy. This paper miti-
gates adversarial overfitting in ViTs through a novel, layer-
selective fine-tuning approach: SAFER. Instead of optimiz-
ing the entire model, we identify and selectively fine-tune a
small subset of layers most susceptible to overfitting, ap-
plying sharpness-aware minimization to these layers while
freezing the rest of the model. Our method consistently en-
hances both clean and adversarial accuracy over baseline
approaches. Typical improvements are around 5%, with
some cases achieving gains as high as 20% across various
ViT architectures and datasets.

1. Introduction

Vision Transformers (ViTs) [9, 21, 31] have significantly
advanced computer vision architecture design, achieving
state-of-the-art performance across diverse tasks, includ-
ing semantic segmentation [19], object detection [3], and
image generation [25]. However, as ViTs see increased
deployment in real-world applications, concerns regarding
their robustness against adversarial attacks—small, care-
fully crafted modifications to input images that mislead the
model [12, 29]—have become paramount. Initial optimism
that ViTs might inherently offer greater robustness than
convolutional neural networks (CNNs) was quickly tem-
pered by stronger threat models, which revealed their vul-
nerability to adversarial attacks at levels comparable to, or
even exceeding, those of CNNs [2]. To defend against ad-

versarial examples, ViTs continue to rely heavily on adver-
sarial training (AT) [1, 8, 22], which incorporates adversar-
ial examples into the training process to improve robustness.
However, the large parameter counts and intricate architec-
tures of ViTs exacerbate overfitting during adversarial train-
ing, limiting improvements in both adversarial robustness
and clean data performance.

Recent methods, such as Attention Random Dropping
(ARD) and Perturbation Random Masking (PRM) [23],
seek to address these limitations and improve AT for trans-
formers, though they often yield inconsistent results across
various settings. A more systematic approach rooted in
sharpness-aware minimization (SAM) [11] provides a the-
oretically grounded optimizer to mitigate overfitting during
training. Although SAM has shown benefits for enhanc-
ing robustness without compromising clean performance
(in both CNNs and ViTs [39]), work in this area remains rel-
atively underexplored. Furthermore, integrating SAM into
ViTs’ complex adversarial training processes can still hin-
der convergence, ultimately diminishing performance and
failing to address overfitting effectively.

Research advances in CNNs suggest that harnessing
specific architectural properties within models can signifi-
cantly improve robustness. Approaches such as RiFT [40],
CLAT [13], and AutoLoRA [38] leverage metrics and
heuristics to identify and selectively exploit architecture-
specific features that are critical to model robustness. For
instance, CLAT utilizes hidden feature-based robust crit-
icality indices to pinpoint ”critical” layers—those dispro-
portionately contributing to adversarial vulnerability—and
fine-tunes these layers to enhance robustness. Motivated
by this insight and the challenges of performing adversarial
training on the full ViT model, we hypothesize and demon-
strate that ViTs, like CNNs, contain layers critical to learn-
ing the adversarial training objective effectively. Accord-
ingly, this work aims to identify a select subset of ViT layers
that can train and converge more effectively and smoothly
than the full model, yet still contribute substantially to the
model’s overall robust generalization. By pinpointing and
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selectively fine-tuning these layers, we enable targeted ad-
justments that maximize robustness and improve model per-
formance on both adversarial and clean data.

Unfortunately, transformers present unique challenges
for critical layer identification, making CNN-based meth-
ods like RiFT and CLAT less effective, if not completely
ineffective. First, transformers’ higher parameter counts ex-
acerbate overfitting, necessitating more explicit regulariza-
tion. Moreover, ViTs consist of diverse layer types—such
as attentions, projections, and MLPs—that produce output
distributions not directly comparable across layers, compli-
cating the task of accurately identifying which layers are the
most critical [32]. These challenges underscore the need for
a transformer-specific approach capable of effectively har-
nessing critical layers and enhancing adversarial robustness.

To overcome these limitations and mitigate overfitting
concerns, we introduce a novel metric for critical layer iden-
tification in transformers. As shown in Figure 1, we lever-
age insights from SAM [11] and introduce a sharpness-
based metric that precisely identifies layers most prone
to overfitting, enabling targeted regularization. Building
on this foundation, we propose SAFER, an adaptation of
the SAM framework that mitigates overfitting specifically
within these critical layers while freezing the rest of the
model, ultimately enhancing both adversarial robustness
and clean accuracy.

Additionally, given the widespread adoption of Parame-
ter Efficient Fine-Tuning (PEFT) techniques for transform-
ers [14], we extend SAFER to PEFT methods such as LoRA
[17] and DORA [20]. By incorporating our algorithm
across these frameworks, we demonstrate that SAFER tun-
ing consistently enhances the robustness of transformer
models, making them well-suited for diverse applications.
This integration underscores the adaptability and broad util-
ity of our approach within the transformer landscape.

Our contributions are summarized as follows:

• We introduce a novel metric for transformers that accu-
rately identifies layers prone to overfitting in the adver-
sarial training process.

• We present SAFER, an advanced SAM-based fine-tuning
algorithm designed to mitigate overfitting specifically
within critical transformer layers, enhancing both adver-
sarial robustness and clean accuracy.

• We demonstrate SAFER’s versatility through results
across different training methods and its integration with
PEFT frameworks, highlighting its robust performance
across varied scenarios.

SAFER demonstrates consistent improvements in both
adversarial and clean performance, with typical gains
around 5% and peaks of up to 20%, achieving state-of-the-
art robustness across a variety of models and datasets.

Figure 1. Sharpness value (Equ. (6)) measured over layers of an
adversarially-trained DeiT-Tiny model (bottom), where the layers
with top-2 values are selected for SAFER finetuning. The layers’
adversarial loss landscape before adversarial finetuning (left) and
after SAFER finetuning (right) are visualized on the top.

2. Related Work

2.1. Adversarial training and overfitting

The concept of Adversarial Training (AT) emerged in re-
sponse to the vulnerability of deep learning models to ad-
versarial examples, first highlighted by Goodfellow et al.
[12] in CNNs. By incorporating adversarial examples into
the training process, Goodfellow et al. [12] demonstrated
a significant improvement in model robustness. This idea
was further developed into Projected Gradient Descent Ad-
versarial Training (PGD-AT) [22], a minimax optimization
approach that leverages multi-step PGD attacks on train-
ing data to enhance empirical robustness [1, 4, 8]. Later
advancements, such as TRADES [37], introduced a loss
function to balance accuracy and robustness, while other
works further bolstered resilience using model ensembling
and data augmentation [6, 34, 35]. Despite these improve-
ments, techniques like PGD-AT and TRADES remain com-
putationally demanding and prone to overfitting [27].

For transformers, adversarial training introduces even
greater challenges. Transformers’ complex architectures
and high parameter counts make them especially prone to
overfitting, leading to difficulties with stability and con-
vergence. Mo et al. [24] attempt to address these chal-
lenges by providing tailored guidelines and recipes to im-
prove adversarial training for transformers, though the issue
of overfitting remains persistent. The recent incorporation



of Sharpness-Aware Minimization (SAM) into adversarial
training has shown promise, with Zhang et al. [39] demon-
strating improved performance by smoothing the optimiza-
tion landscape. However, even with SAM, transformers
continue to struggle with catastrophic overfitting and con-
vergence issues. Furthermore, these methods operate at a
global level across the entire architecture, without leverag-
ing transformer-specific architectural components.

2.2. Layer-selective adversarial training
Overfitting remains a central challenge in adversarial train-
ing. Subsequent efforts introduced methods specifically
aimed at mitigating catastrophic overfitting, though these
approaches were largely developed within the CNN space.
RiFT [40] improved general performance by exploiting
layer redundancies, though its reliance on heuristic-based
redundancy measurements limited its adaptability. Zhang
et al. [38] tackled overfitting by disentangling natural and
adversarial objectives, yet model-wide adjustments con-
strained overall robustness. A more targeted solution,
CLAT [13], employed theoretically grounded critical layer
selection to fine-tune only a subset of layers, achieving
notable gains in clean and adversarial robustness. Un-
like global approaches, CLAT’s dynamic selection mech-
anism outperformed prior methods while remaining attack-
agnostic, further suggesting that layer criticality could play
an essential role in enhancing robustness. However, as our
empirical results demonstrate (see Table 2), the criticality
index selection in CLAT fails to capture essential layers in
transformer architectures due to diverse layer types.

To overcome these limitations, we introduce SAFER—a
novel SAM-based approach that uniquely identifies and se-
lectively fine-tunes only the transformer layers most prone
to overfitting. By targeting these critical layers, SAFER ef-
fectively addresses overfitting and delivers robust general-
ization, meeting the specific challenges of adversarial train-
ing in transformer architectures.

3. Methods
To address overfitting challenges in adversarial training for
vision transformers, we first identify layers most susceptible
to overfitting during training and then apply targeted layer-
wise fine-tuning to reduce this tendency. In this section,
we start by deriving metrics to identify overfitting layers,
followed by a discussion of the training objective designed
to mitigate overfitting in these layers.

3.1. Adversarial overfitting measurement
Given a neural network model, the extent of overfitting
is determined by the weights it converges to, measurable
through the sharpness of the loss landscape in the locality
of the converged model. Previous work, Sharpness-Aware
Minimization (SAM) [11], derived a theorem stating that

the generalization gap between the test loss LD on a dis-
tribution D and the model training loss LS on a specific
training set S generated from D is upper-bounded with high
probability, for any ρ > 0, by

LD(w)− LS(w) ≤ max
||ϵ||2≤ρ

LS(w + ϵ)− LS(w) + h, (1)

where w is the model weight and h is a strictly increasing
function of ||w||22

ρ2 . The theory leads to an effective sharpness
measurement

γ = max
||ϵ||2≤ρ

LS(w + ϵ)− LS(w), (2)

where a larger sharpness γ indicates greater susceptibility
to overfitting, while a smaller γ reduces the generalization
gap, as shown in SAM [11].

However, given the complexity of vision transformers
and the optimization difficulty of the minimax adversarial
training objective, directly applying SAM to the full model
during adversarial training could impede effective conver-
gence. To this end, we propose shifting away from train-
ing all layers together. Previous research not only identifies
that a small subset of CNN layers are more prone to learn-
ing non-robust features [13, 40], but also provides insights
into how to locate these layers. Inspired by this, we propose
measuring each layer’s contribution to model overfitting to
identify those layers that are most susceptible.

To establish a unified overfitting measure across layers of
varying types and sizes, we isolate each layer’s contribution
to overfitting by freezing the rest of the model. Specifically,
we analyze the curvature of the loss landscape when fine-
tuning each individual layer with adversarial training. For
an adversarial training loss Ladv(w, x) defined as

Ladv(w, x) = sup
||δ||p≤d

L(w, x+ δ), (3)

where L is the clean training loss, x is the training data, d
is the attack strength, and δ is an adversarial perturbation
achieved with some attack algorithm. We define the sharp-
ness of the weight wi in layer i based on Equ. (2) as

γi =
∑
x∈B

max
||ϵ||2≤ρ

Ladv(wi + ϵ, x)− Ladv(wi, x), (4)

where B is a batch of training data.
To reduce the cost of explicitly solving the maximiza-

tion problem in Equ. (4), we can further simplify the layer
sharpness formulation by applying first-order Taylor expan-
sion as

Ladv(wi + ϵ, x) ≈ Ladv(wi, x) + ϵT
∂Ladv(wi, x)

∂wi
, (5)



which yields a simplified sharpness measure as

γi ≈
∑
x∈B

max
||ϵ||2≤ρ

ϵT
∂Ladv(wi, x)

∂wi
∝

∑
x∈B

||∂Ladv(wi, x)

∂wi
||2.

(6)
We compute sharpness measures γi for all layers in the

model using a single backward pass with the adversarial
training loss as in Equ. (3). Note that all layers can be
measured with the same batch of adversarial examples, re-
quiring minimal computational overhead compared to the
adversarial training process.

We rank each layer’s sharpness and select the top-K
layers—those most prone to overfitting—for further fine-
tuning, as described in the following section.

3.2. Layer-specific finetuning
To address adversarial overfitting in the selected top-K
layers, we apply sharpness-aware minimization (SAM) to
these layers only, keeping the remaining layers frozen.
Freezing all other layers reduces optimization complexity
and facilitates smoother model convergence. Based on the
formulation in [11], we convert the adversarial training ob-
jective in Equ. (3) into

min
wi

∑
x∈S

sup
||δ||p≤d

L(wi + ϵ, x+ δ), (7)

where ϵ = ρ∇wiLadv(w, x)/||∇wiLadv(w, x)||2 and S is
the training set. In adversarial training, note that perturbing
the weight by ϵ may result in the optimal adversarial exam-
ple for weight wi + ϵ differing from that for weight wi. To
save computation time (from computing adversarial sam-
ples twice) and because the weight perturbation ϵ is small,
we use the adversarial sample computed on the unperturbed
weight to compute the SAM loss in Equ. (7). Compared to
standard adversarial training, this approach requires one ad-
ditional backpropagation per optimization step to compute
the weight perturbation ϵ for SAM. However, this added
overhead is acceptable given the multi-step optimization re-
quired to optimize the adversarial example during each ad-
versarial training step.

Overall, the training method for SAFER is designed to
systematically address overfitting in adversarial training by
selectively focusing on layers most prone to it. Initially, we
conduct standard adversarial training for some epochs, al-
lowing all layers to learn meaningful features and progress
toward a stable minimum. We then initiate an iterative pro-
cess: identifying the top-K sharpest layers, fine-tuning these
selected layers with the SAFER objective while freezing
the remaining layers for several epochs, and periodically re-
peating sharpness measurements to update our selection of
layers most susceptible to overfitting. This approach con-
tinuously targets the fine-tuning effort toward those layers
most vulnerable to overfitting. The number of epochs for

the initial adversarial training, along with the interval be-
tween each round of sharpness measurement and layer se-
lection, are SAFER hyperparameters, which we explore in
ablation studies in Sec. 4.3.

4. Experiments
4.1. Experimental Settings
Datasets and models We conducted experiments on three
widely recognized image classification datasets: CIFAR-10,
CIFAR-100, and Imagenette. CIFAR-10 and CIFAR-100
consist of 60,000 color images at a resolution of 32×32 pix-
els, divided into 10 and 100 classes, respectively. For Im-
agenette, a 10-class subset of ImageNet-1K, we chose ver-
sion v1 over the latest (v2) to avoid potential data leakage
caused by class reshuffling in v2. Imagenette-v1 preserves
a clear separation between training and validation sets, en-
suring a more reliable evaluation [16, 18, 24].

For our experiments, we deployed a suite of net-
work architectures across varying sizes, including ViT [9],
DeiT [31], ConViT [10], and Swin Transformers [21]. We
closely follow the settings outlined in Mo et al. [24] align-
ing with best practices for evaluating adversarial robustness
in transformers. Additionally, to ensure reliable robustness
measurements, each experiment was conducted at least 10
times, with the lowest observed accuracies reported.

Training and Evaluation For all experiments, except
those using exclusively standard PGD-AT or SAFER
throughout training, models were first pretrained on clean
data for fewer than 10 epochs, followed by adversarial train-
ing with PGD-AT for 50 epochs. In experiments where ei-
ther standard PGD-AT or SAFER was applied across all
epochs, models were trained without any clean data pre-
training. Since SAFER can be layered over different ad-
versarial training methods, results incorporating SAFER are
denoted in our tables as ”X + SAFER,” where ”X” refers to
the baseline method applied prior to SAFER finetuning.

During adversarial training, we generated adversarial ex-
amples using PGD with a random start [22], setting an at-
tack budget of ϵ = 0.03 under the ℓ∞ norm, a step size of
α = 0.007, and using 20 attack steps. For PGD-AT, we
employed either the SAM or SGD optimizer during train-
ing, with the optimizer indicated in brackets, such as PGD-
AT (SGD). These same settings were maintained for PGD-
based attack evaluations.

To further assess robustness, we conducted evalua-
tions using AutoAttack, a comprehensive ensemble-based
method that combines multiple attack types, including two
PGD variants, the FAB attack, and Square Attack [8].

Unless otherwise noted, these training and evaluation
settings remained consistent across all experiments.

All experiments were conducted on NVIDIA RTX



A5000 GPUs. Fine-tuning began with an initial learning
rate of 0.015, following the decay schedule from Foret et al.
[11], but with a modified decay factor, reduced from 5 to 2.
Standard data augmentations, including random cropping
with padding and random horizontal flipping, were applied.

SAFER settings Equ. (6) shows the computation for
layer sharpness that guides our layer selection process. In
customizing the SAFER methodology for different network
sizes, we designate approximately 5% of layers as critical,
based on hyperparameter optimization. To refine our ap-
proach adaptively, we dynamically adjust the selected layers
for fine-tuning by recalculating sharpness every ten epochs.

4.2. Comparative Performance
4.2.1. Whitebox Robustness
Table 1 demonstrates SAFER’s effectiveness in enhancing
both clean and adversarial accuracies across diverse trans-
former architectures and attack types in a white-box setting.
The results underscore SAFER’s robust performance across
datasets and training methods, including over SOTA tech-
niques (for example, ARD + PRM [23] and Tian et al.
[30]) from RobustBench. The consistency across different
architectures and model sizes further illustrates SAFER’s
scalability, even in larger models. Notably, models trained
with SAFER retain robustness against Auto Attacks, despite
having been trained solely on PGD attacks. This resilience
suggests that SAFER further reduces the overfitting on the
specific attack model is trained on.

As we utilize SAM techniques in SAFER optimization,
we highlight the comparison between SAFER and naively
applying SAM in the PGD-AT optimization process. As
shown in Table 1, though SAM helps the clean accuracy
and robustness over SGD in PGD-AT, the performance im-
provement is limited due to the complexity in convergence,
such that SAM becomes less effective on larger models. In
comparison, SAFER resolves the convergence complexity
by only targeting the layers that are the most prone to over-
fitting, significantly enhancing the final performance.

Due to space limitations, only PGD-20 and AA are used
for robustness evaluation in Table 1. We show the validity
of our attack convergence and the consistency of SAFER’s
robustness across different attacks in Appendix D.

Benchmarking SAFER Against Existing Layer-selective
Fine-Tuning Approaches Furthermore, we highlight the
limitations of existing layer-selective fine-tuning tech-
niques, like CLAT [13] and RiFT [40], when applied to
vision transformers. As shown in Tab. 2, while previous
methods improve adversarial accuracy in CNN models such
as Wide ResNet-50 and ResNet-18, they noticeably reduce
adversarial accuracy in ViTs. This suggests that the feature-
based layer selection metrics designed for CNNs are not ef-

fective for ViTs due to the diverse layer types and compli-
cated architectures. In contrast, SAFER demonstrates supe-
rior performance, clearly outperforming these techniques.

4.2.2. Blackbox Robustness
In addition to white-box results, Tables 3 and 4 provide
black-box robustness evaluations (Auto Attack and PGD,
respectively), comparing models trained solely with PGD-
AT versus those enhanced with SAFER, using the same at-
tack settings as in white-box evaluations.

As a sanity check, the higher accuracies observed in
black-box settings compared to white-box settings indi-
cate that gradient masking is not present in models using
SAFER, confirming the reliability of our white-box robust-
ness evaluation.

In line with white-box results, models trained with
SAFER also outperform those trained solely with PGD-
AT in black-box settings, demonstrating greater resilience
across both black-box and white-box settings, regardless of
attack method or model architecture. These findings under-
score SAFER as a robust, adaptable solution for adversarial
training across diverse configurations and attack scenarios.

4.2.3. PEFT methods
With the recent advancements in large language models,
PEFT methods such as LoRA [17] and DORA [20] have be-
come popular approaches for updating weights when tuning
large transformer models. To evaluate the generalizability
of our method, we provide results for models trained using
SAFER and compare them with models trained with PGD-
AT, using both SGD and SAM optimizers. PEFT methods
are applied for weight updates.The results, presented in Ta-
ble 5, reveal a consistent performance trend similar to that
of full fine-tuning, where SAFER consistently outperforms
across different models, datasets, and PEFT techniques.

4.3. Ablation Studies
4.3.1. Pretraining epochs
As discussed in Sec. 3, we apply SAFER after an initial
phase of adversarial training. Here, we examine how vary-
ing the number of pretraining epochs affects performance.
Figure 2 presents training curves for different allocations of
PGD pretraining and fine-tuning epochs within a 70-epoch
training budget. In models trained solely with PGD-AT,
even with SAM optimizer being applied, both clean and ad-
versarial accuracy graphs reveal limitations. In the clean
accuracy graph, PGD-AT accuracy plateaus and then de-
clines slightly, signaling overfitting, as documented in pre-
vious research [26]. By contrast, SAFER continues to im-
prove clean accuracy, effectively mitigating this overfitting
issue. In the adversarial accuracy graph, PGD-AT perfor-
mance falls significantly short of SAFER’s, highlighting a
notable gap in robustness. Notably, incorporating SAFER



Table 1. Consolidated Performance Comparison of Various Models on CIFAR-10, CIFAR-100, and Imagenette with Clean, PGD-20, and
Auto Attack (AA) Accuracy.

Model Method CIFAR-10 CIFAR-100 IMAGENETTE

CLEAN PGD-20 AA CLEAN PGD-20 AA CLEAN PGD-20 AA

DeiT-Ti [31] PGD-AT (SGD) 75.46 48.10 43.62 53.11 27.97 25.45 80.60 56.00 53.80
PGD-AT (SAM) 77.12 54.45 45.12 56.88 32.83 32.00 83.91 65.42 65.20
ARD + PRM 79.60 50.33 45.99 54.67 30.67 30.02 90.40 65.00 64.00
TIAN ET AL. [30] 75.50 46.33 42.10 52.67 27.45 23.33 82.88 57.24 54.89
[30] + SAFER 77.21 48.05 44.67 54.04 29.31 28.99 83.79 50.80 56.38
SAFER 82.36 68.50 50.12 62.37 40.15 35.65 92.45 68.36 67.88

DeiT-S PGD-AT (SGD) 81.43 51.88 47.10 55.36 29.12 27.88 92.20 64.60 63.40
PGD-AT (SAM) 82.10 53.64 46.55 58.81 35.44 31.03 92.00 67.09 65.12
ARD + PRM 83.04 52.52 48.34 58.45 30.13 28.15 91.00 66.60 65.80
SAFER 86.01 70.26 51.58 63.66 42.29 36.70 94.78 69.86 67.20

ViT-S [9] PGD-AT (SGD) 79.59 50.86 46.37 55.01 27.45 23.21 90.40 63.80 62.80
PGD-AT (SAM) 80.11 52.10 48.11 56.45 29.30 25.52 90.00 65.11 62.13
ARD + PRM 81.86 51.73 47.33 58.55 30.21 24.46 91.40 65.20 63.00
SAFER 83.40 68.89 50.12 60.24 32.56 25.50 94.22 67.01 64.57

ViT-B PGD-AT 83.16 52.98 49.06 55.22 29.31 24.45 93.40 68.80 67.00
PGD-AT (SAM) 84.45 53.63 51.84 57.18 30.07 26.42 94.58 69.47 68.12
ARD + PRM 84.90 53.80 50.03 59.80 31.24 27.12 95.00 70.00 69.60
SAFER 86.12 71.95 53.51 61.55 33.19 29.89 97.65 72.43 70.34

ConViT-Ti [10] PGD-AT (SGD) 53.09 33.63 29.65 40.45 20.22 19.83 63.60 39.20 36.60
ARD + PRM 80.28 47.47 45.42 55.64 26.67 26.60 90.40 65.00 64.40
SAFER 83.45 51.72 48.19 59.10 28.34 28.20 92.28 68.07 66.97

ConViT-S PGD-AT (SGD) 54.03 34.61 30.60 44.75 20.23 22.12 87.40 64.20 61.60
PGD-AT (SAM) 55.92 38.65 45.02 46.12 21.10 23.04 88.05 65.03 65.58
ARD + PRM 84.32 53.10 48.85 58.32 25.33 27.99 94.40 68.20 67.60
SAFER 87.34 56.55 50.00 61.01 30.45 29.06 96.21 71.43 69.31

ConViT-B PGD-AT (SGD) 61.54 38.77 34.21 45.51 27.68 25.55 92.20 68.20 68.00
ARD + PRM 85.80 53.36 49.33 59.89 30.32 28.81 95.20 73.00 70.60
SAFER 88.91 56.21 51.51 62.23 31.42 30.02 96.22 77.02 72.24

Swin-Ti [21] PGD-AT (SGD) 79.34 47.95 45.98 56.46 28.42 22.10 94.80 72.80 71.80
ARD + PRM 82.63 48.87 45.31 58.12 30.32 24.35 96.20 74.40 71.20
SAFER 84.15 50.99 49.01 60.11 31.45 25.51 97.33 75.45 72.69

Swin-S PGD-AT (SGD) 79.34 48.53 44.88 57.89 29.39 23.94 95.40 74.00 73.80
PGD-AT (SAM) 82.95 51.60 47.25 58.40 30.05 25.00 95.85 74.65 76.10
ARD + PRM 84.46 50.02 46.17 59.12 30.23 25.21 96.00 75.00 74.80
SAFER 86.52 52.00 50.10 61.78 31.97 26.40 97.10 78.76 78.00

Swin-B PGD-AT (SGD) 83.36 50.19 46.89 57.88 29.11 24.64 96.40 75.80 74.60
ARD + PRM 84.16 51.47 47.50 59.94 30.34 26.00 97.20 77.40 76.20
TIAN ET AL. [30] 84.50 52.42 50.10 58.67 29.34 25.98 89.88 75.45 71.18
[30] + SAFER 85.55 53.01 51.11 59.78 31.00 27.22 91.48 76.97 73.20
SAFER 86.78 53.65 52.00 61.20 32.91 27.13 98.45 80.13 77.68

Table 2. PGD-20 Adversarial Accuracies on CIFAR-10 for Different Training/Finetuning Methods with Differences from SAFER

Model PGD-AT (SGD) RIFT CLAT SAFER SAFER - RIFT ∆ SAFER - CLAT ∆

WRN-34-10 [36] 57.40 55.01 57.11 59.02 +4.01 +1.91
RN-18 [15] 53.63 54.65 55.37 56.98 +2.33 +1.61
DeiT-Ti 48.10 44.32 46.29 68.50 +24.18 +22.21
ViT-S 51.88 45.93 46.12 68.89 +22.96 +22.77

at any stage of training results in higher clean accuracy and
robustness at convergence.

We also include results for applying SAFER from

scratch (0 epochs of pretraining) with some interesting ob-
servations. Although the model trained exclusively with
SAFER eventually achieves competitive performance with



Table 3. Comparative Analysis of Black-box Auto Attack Accuracy on CIFAR-10 and Imagenette. Each row is the attacker, and each
column is the victim.

Network Method CIFAR-10 ADV. ACC. (%) IMAGENETTE ADV. ACC. (%)

DeiT-Ti DeiT-S ViT-S Swin-B DeiT-Ti DeiT-S ViT-S Swin-B

DeiT-Ti PGD-AT (SGD) - 50.22 50.15 53.22 - 70.45 69.21 80.21
SAFER - 54.45 53.86 57.89 - 74.89 72.13 84.93

DeiT-S PGD-AT (SGD) 50.71 - 49.83 51.22 67.67 - 70.45 83.48
SAFER 52.28 - 55.01 55.43 71.50 - 73.68 86.72

ViT-S PGD-AT (SGD) 50.13 50.67 - 50.41 68.89 71.28 - 83.91
SAFER 53.91 55.16 - 54.82 70.23 75.97 - 87.43

Swin-B PGD-AT 52.01 52.45 54.03 - 68.23 76.00 74.88 -
SAFER 55.91 57.01 56.65 - 72.45 79.21 76.53 -

Table 4. Comparative Analysis of Black-box PGD-20 Accuracy on CIFAR-10 and Imagenette. Each row is the attacker, and each column
is the victim.

Network Method CIFAR-10 ADV. ACC. (%) IMAGENETTE ADV. ACC. (%)

DeiT-Ti DeiT-S ViT-S Swin-B DeiT-Ti DeiT-S ViT-S Swin-B

DeiT-Ti PGD-AT (SAM) - 57.50 60.30 54.10 - 69.70 70.01 81.32
SAFER - 74.60 68.40 58.20 - 72.53 72.24 84.45

DeiT-S PGD-AT (SAM) 54.50 - 59.00 53.50 70.20 - 71.45 80.73
SAFER 71.80 - 64.23 57.80 70.88 - 73.89 85.01

ViT-S PGD-AT (SAM) 55.50 58.00 - 55.80 68.45 71.48 - 79.45
SAFER 73.98 76.50 - 60.20 71.87 73.96 - 83.20

Swin-B PGD-AT (SAM) 58.10 59.80 64.30 - 72.76 74.59 74.88 -
SAFER 76.21 78.90 68.50 - 74.53 75.82 76.92 -

Table 5. Effect of SAFER on PEFT Models (LoRA/DoRA) for
CIFAR-10 and Imagenette with PGD-20 Adversarial Accuracy.

Network Method CIFAR-10 IMAGENETTE

Clean Adv. Acc. Clean Adv. Acc.

DeiT-Ti LORA PGD-AT (SGD) 57.01 40.23 58.30 41.10
LORA PGD-AT (SAM) 71.45 51.45 73.20 52.30
LORA SAFER 78.12 63.50 80.50 64.20

DORA PGD-AT (SGD) 59.65 42.86 60.10 43.00
DORA PGD-AT (SAM) 73.30 53.82 74.00 54.10
DORA SAFER 80.18 65.55 81.10 65.80

ViT-B LORA PGD-AT (SGD) 75.50 60.70 77.00 62.10
LORA PGD-AT (SAM) 78.80 65.10 81.30 66.80
LORA SAFER 81.40 70.20 84.90 69.10

DORA PGD-AT (SGD) 76.80 61.50 78.50 63.00
DORA PGD-AT (SAM) 80.90 66.10 82.20 68.00
DORA SAFER 81.99 71.30 85.30 71.20

PGD-AT, its convergence is significantly slower. This sug-
gests that full model training is beneficial in the early stages
for rapid convergence, while layer-selective training helps
mitigate overfitting and boosts model performance in later
stages.

4.3.2. Layer Selection

SAFER’s effectiveness hinges on selecting the layers most
prone to overfitting for fine-tuning, while keeping the re-
maining layers frozen. To verify the importance of this se-
lection, we compare SAFER with an alternative approach
where randomly chosen layers are dynamically fine-tuned
instead of those identified by our method. Results of this
comparison are presented in Table 6, demonstrating that
targeting the layers identified by SAFER significantly im-
proves both adversarial robustness and clean accuracy. Fur-
thermore, as shown in Appendix A, certain layers are con-
sistently selected within the same model architecture, even
across diverse datasets. This consistency suggests that some
layers possess inherent properties that predispose them to
overfit, reinforcing the importance of accurately identifying
and targeting these layers for SAFER to be effective.

Additional ablation studies in the Appendix B and C ex-
amine two key factors in SAFER’s performance: frequency
of dynamic layer selection and the number of layers cho-
sen for fine-tuning. Results indicate that dynamically re-
evaluating layers for fine-tuning is crucial, as new overfit-
ting layers can emerge once previously selected layers shift
away from overfitting. Additionally, the number of layers
selected is crucial, as choosing too many layers complicates



Figure 2. SAFER performance at different starting points on CIFAR-10 with DeiT-Ti: clean (left) vs. adversarial (right) accuracies.

Table 6. PGD-20 and Auto Attack (AA) adversarial accuracies for
models with sharpness-selected vs. randomly selected layers for
fine-tuning in SAFER.

Network Sharpness-Selected Layers Randomly Selected Layers

Clean Acc. PGD-20 AA Clean Acc. PGD-20 AA

DeiT-Ti 82.36 68.50 50.12 79.15 65.46 45.38
ViT-S 83.40 68.89 50.12 80.19 64.35 46.19
Swin-B 86.78 53.65 52.00 81.73 49.72 44.38

the optimization process and can result in poorer perfor-
mance. The hyperparameters used in our main experiments
are informed by these observations.

4.4. Overhead analysis
Lastly, we show that the time required to determine layer
sharpness is negligible within the overall adversarial train-
ing process. As shown in Tab. 7, layer sharpness ranking
can be reliably computed with a batch size as small as 50,
with top-ranking layers consistent across larger batches. We
conducted over 1,000 runs per network, randomly selecting
data for sharpness estimation, and found remarkable consis-
tency in the computed layer rankings. This stability allows
us to use only 0.001% of the training data for sharpness es-
timation every 10 epochs, adding just 0.2% extra time to the
standard adversarial training process, as shown in Tab. 7.
For reference, one epoch of DeiT-Ti PGD-AT with SGD on
CIFAR-10 takes approximately 290 seconds. Although an
additional backpropagation step is required for SAM com-
pared to SGD, the overhead of using SAM-based SAFER
remains minimal. A SAFER fine-tuning epoch takes 298
seconds, adding only ∼ 3% more time to SGD. This is be-

Table 7. DeiT-Ti fine-tuning layers selected by SAFER with vary-
ing data amounts and corresponding computation times.

BATCH SIZE CIFAR-10 IMAGENETTE

CRITICAL LAYERS TIME (S) CRITICAL LAYERS TIME (S)

50 11, 10, 13, 8, 16 7.20 11, 10, 13, 8, 16 9.13
100 11, 10, 13, 8, 16 8.50 11, 10, 13, 9, 16 10.20
200 11, 10, 13, 8, 14 13.00 11, 10, 13, 8, 16 15.45
300 11, 10, 13, 8, 16 16.15 11, 10, 13, 9, 16 17.60
500 11, 10, 16, 13, 14 17.34 11, 10, 13, 8, 16 19.50

cause computing adversarial examples, which requires mul-
tiple backpropagations, takes up the majority of the time.

5. Conclusions
This work introduces SAFER, a layer-selective fine-
tuning framework for Vision Transformers (ViTs) that ad-
dresses adversarial overfitting by selectively refining lay-
ers identified as most prone to adversarial overfitting us-
ing sharpness-aware minimization (SAM). Our results show
that fine-tuning a limited subset of layers achieves notable
improvements in both clean and adversarial accuracy across
various architectures and baseline adversarial training meth-
ods. Additionally, we demonstrate that SAFER integrates
effectively with Parameter-Efficient Fine-Tuning (PEFT)
approaches, underscoring its versatility in transformer-
based models. We limit the scope of this work to enhancing
empirical robustness in ViTs. Open questions remain re-
garding why certain layers in ViTs become prone to overfit-
ting, how they might be identified with greater precision,
and whether architectural or training modifications could
further improve robustness. A deeper theoretical explo-
ration of these questions is left for future work.
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SAFER: Sharpness Aware layer-selective Finetuning for Enhanced Robustness
in vision transformers

Supplementary Material

A. Top-sharpness layers by model and dataset
Table 8 lists the indices of layers exhibiting the highest
sharpness in a PGD-AT pretrained ViT model. Notably,
while sharp layers vary across models, the dataset used for
training and evaluation has minimal effect on the sharpness
ranking of layers. This aligns with our observation in Ta-
ble 7, where sharpness rankings remain consistent across
different random evaluation batches. This consistency sug-
gests that certain layers have inherent structural properties,
predisposing them to overfitting during adversarial training.
A theoretical exploration of this observation is reserved for
future work. Theoretical analysis on this observation is left
for future work.

Table 8. Indices of the Top-5 sharpest layers by model and dataset.
Layers selected in SAFER finetuning are bolded.

MODEL CIFAR10 CIFAR100

DEIT-TI 11, 10, 13, 8, 16 11, 10, 13, 8, 16
VIT-S 5, 9, 14, 20, 25 5, 9, 15, 20, 25
SWIN-B 4, 15, 32, 46, 50 4, 16, 32, 46, 50

B. Ablation: Dynamic layer selection
During the SAFER finetuning process, we recompute the
sharpness measurement every 10 epochs to update our se-
lection of layers most susceptible to overfitting. Table 9
shows that dynamically selecting layers for finetuning is
crucial to SAFER’s performance. In contrast, fixing the
same set of layers that are selected on the initial pretrained
model throughout finetuning results in significantly lower
accuracies compared to the baselines. Finetuning in this
study was conducted for 20 epochs. Although not shown,
the performance gap becomes more pronounced with ex-
tended finetuning, as the initially selected layers become
less prone to overfitting, providing minimal improvements
with further tuning.

C. Ablation: Number of layers chosen
Figure 3 illustrates the performance variation between ad-
versarial accuracy and the number of layers selected for
SAFER finetuning in both DeiT-Ti and ViT-S. Initially, in-
creasing the number of layers improves model flexibility,
resulting in enhanced SAFER performance. However, be-
yond a certain point, finetuning additional layers reduces
SAFER’s effectiveness, likely due to the model focusing on

Table 9. Ablation study on dynamic and fixed sharp layer selection
for SAFER on CIFAR-10: The columns present clean, PGD-20
and Auto Attack (AA) evaluation accuracies for models trained
with SAFER, using dynamic or fixed layers for fine-tuning.

NETWORK DYNAMIC LAYERS FIXED LAYERS

CLEAN PGD-20 AA CLEAN PGD-20 AA

DEIT-TI 82.36 68.50 50.12 80.10 64.49 47.53
VIT-S 83.40 68.89 50.12 79.92 63.12 46.21
SWIN-B 86.52 53.65 52.00 84.39 50.45 50.19

less-relevant layers, which complicates convergence under
the SAM objective. This trend is consistent across datasets,
with results shown for Imagenette and CIFAR-10.

Both models identify selecting the Top-2 layers (approx-
imately 5% of the 36 total layer options) as leading to the
best results. As ViT-S layers are significantly larger, select-
ing additional layers for ViT-S results in a steeper decline in
performance, primarily due to optimization difficulties aris-
ing from the increased parameter count. This observation
highlights the importance of selecting the optimal number
of layers during SAFER finetuning.

D. Additional attacks for robustness evaluation

D.1. Convergence of the PGD attack
In the main paper, we report PGD attack robustness using
attacks with 20 gradient ascent steps. As suggested by Car-
lini et al. [5], PGD attacks with insufficient update steps
may be ineffective due to gradient masking, resulting in in-
accurate robustness measurements. To address this, Tab. 10
presents the robustness results under PGD attacks with in-
creased steps for selected models reported in Table 1. As
shown in the table, increasing the attack steps does not re-
sult in further decreases in model robustness. This demon-
strates that the adversarial images generated in the main pa-
per originate from well-converged attacks, and adding more
steps does not improve convergence.

D.2. Additional attack types
To further demonstrate SAFER’s effectiveness in improv-
ing model robustness, we compare models trained with
SAFER to those trained with PGD-AT (SAM) on the
CIFAR-10 dataset, as reported in Table 1. The evalua-
tion includes stronger white-box attacks that are not lim-
ited to ℓ∞-bounded constraints. Table 11 shows the robust-



Figure 3. Performance comparison of DeiT-Ti and ViT-S as a function of number of sharp layers selected for SAFER finetuning. The
top row shows CIFAR-10 clean and adversarial accuracy, while the bottom row shows Imagenette results. The number “0” on the X axis
corresponds to PGD-AT (SAM) without SAFER, where fine-tuning is performed on the entire model. The highest performance points are
highlighted in blue for DeiT-Ti and red for ViT-S.

Table 10. SAFER adversarial accuracy on CIFAR-10 under PGD
attacks with 20, 50, and 100 steps

MODEL PGD-20 (%) PGD-50 (%) PGD-100 (%)

DEIT-TI 68.50 68.12 68.04
VIT-S 68.89 68.51 68.73
CONVIT-B 56.21 56.34 56.22
SWIN-B 53.65 53.22 53.05

ness results under the FAB attack [7], StAdv attack [33],
PIXEL attack [28], ℓ∞-bounded PGD attacks with higher
strengths, and ℓ2-bounded PGD attack. Across all evalu-
ated attacks, SAFER-trained models consistently demon-
strate robustness improvements over baseline models.

E. Learning curve under extended training
It has been observed that adversarial overfitting can be mit-
igated by early stopping [26]. SAFER is designed to elim-
inate the need for early stopping and fully leverage the
model’s learning potential throughout the finetuning pro-
cess. To this end, we extend the learning curve experiments
in Figure 2 to 150 adversarial training epochs. A cosine
learning rate scheduler is used so that the learning rate de-
cays to 0 by epoch 150. As shown in Figure 4, even with the
SAM optimizer, models trained with PGD-AT show a con-
sistent decline in performance with additional epochs of ad-
versarial training, highlighting the effects of overfitting. In
contrast, models trained with SAFER (whether pretrained
model or from scratch), show consistent performance and
robustness improvement throughout all epochs. This fur-
ther proves the effectiveness of SAFER in countering over-
fitting.



0 20 40 60 80 100 120 140
Epochs

20

30

40

50

60

70

80

90

A
cc

ur
ac

y 
(%

)

Full Training Curve Clean Accuracy

SAFER ft starting at 50 ep.
PGD-AT (SAM)
SAFER from scratch

0 20 40 60 80 100 120 140
Epochs

10

20

30

40

50

60

70

A
cc

ur
ac

y 
(%

)

Full Training Curve Adv Accuracy

SAFER ft starting at 50 ep.
PGD-AT (SAM)
SAFER from scratch

Figure 4. SAFER vs. PGD-AT (SAM) performance on CIFAR-10 with DeiT-Ti: clean (left) vs. adversarial (right) accuracies.

Table 11. Adversarial accuracies across various attacks on CIFAR-
10, comparing models trained on DeiT-Ti and ViT-S without and
with SAFER training/finetuning, respectively. Positive blue val-
ues indicate performance improvements achieved with SAFER-
trained models over PGD-AT (SAM) baseline.

ATTACK METHOD DEIT-TI (%) VIT-S (%)

FAB PGD-AT (SAM) 24.79 26.52
SAFER +3.36 +2.61

STADV PGD-AT (SAM) 19.60 20.21
SAFER +3.85 +4.54

PIXEL PGD-AT (SAM) 7.30 8.40
SAFER +1.40 +1.50

PGD-20 L∞ PGD-AT (SAM) 54.45 52.10
(ϵ = 0.03) SAFER +14.05 +16.79

PGD-20 L∞ PGD-AT (SAM) 47.20 46.28
(ϵ = 0.05) SAFER +6.59 +8.63

PGD-20 L∞ PGD-AT (SAM) 40.25 41.79
(ϵ = 0.07) SAFER +9.94 +10.03

PGD-20 L2 PGD-AT (SAM) 56.79 56.05
(ϵ = 0.03) SAFER +12.33 +14.13
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