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Abstract

Video-based multimodal large language models (V-
MLLMs) have shown vulnerability to adversarial examples
in video-text multimodal tasks. However, the transferabil-
ity of adversarial videos to unseen models—a common and
practical real-world scenario—remains unexplored. In this
paper, we pioneer an investigation into the transferability of
adversarial video samples across V-MLLMs. We find that
existing adversarial attack methods face significant limi-
tations when applied in black-box settings for V-MLLMs,
which we attribute to the following shortcomings: (1) lack-
ing generalization in perturbing video features, (2) focusing
only on sparse key-frames, and (3) failing to integrate multi-
modal information. To address these limitations and deepen
the understanding of V-MLLM vulnerabilities in black-box
scenarios, we introduce the Image-to-Video MLLM (I2V-
MLIM) attack. In I12V-MLLM, we utilize an image-based
multimodal model (IMM) as a surrogate model to craft
adversarial video samples. Multimodal interactions and
temporal information are integrated to disrupt video rep-
resentations within the latent space, improving adversar-
ial transferability. In addition, a perturbation propagation
technique is introduced to handle different unknown frame
sampling strategies. Experimental results demonstrate that
our method can generate adversarial examples that exhibit
strong transferability across different V-MLLMs on multi-
ple video-text multimodal tasks. Compared to white-box at-
tacks on these models, our black-box attacks (using BLIP-2
as surrogate model) achieve competitive performance, with
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Figure 1. An example of transferable adversarial attack on differ-
ent target V-MLLMs for VideoQA task.

average attack success rates of 55.48% on MSVD-QA and
58.26% on MSRVTT-QA for VideoQA tasks, respectively.
Our code will be released upon acceptance.

1. Introduction

Recent work has shown that video-based multimodal large
language models (V-MLLMs) are vulnerable to adversar-
ial video samples [21], even though they have achieved re-
markable performance on a wide range of video-text multi-
modal tasks [9, 18, 22, 24, 29, 42]. Existing work primarily
focuses on white-box attacks, where information about the
target model is accessible. However, the transferability of
adversarial video samples across V-MLLMs remains unex-
plored, which is a more common and practical setting in
real-world scenarios. It is still uncertain whether the adver-



sarial videos generated on the source model can effectively
attack other target models, posing significant security risks
to the deployment of V-MLLMs in real-world applications.

In this paper, we pioneer an investigation into the trans-
ferability of adversarial video samples across V-MLLMs.
Through detailed analysis in Sec. 3.2, we think previous
methods have these shortcomings: (1) lacking general-
ization in perturbing video features, (2) focusing only on
sparse key-frames, and (3) failing to integrate multimodal
information. FMM attack [21] is the first proposed white-
box attack method targeting V-MLLMs. It utilizes flow-
based temporal mask to select key-frames and applies per-
turbations to these frames. FMM attack performs well in
the white-box setting but has limited transferability in the
black-box setting. FMM attack heavily relies on the video
features, which causes the generated perturbations to over-
fit to the video features extracted by the surrogate model,
thereby reducing their generalizability. Additionally, since
FMM attack applies perturbations only to key-frames, it
cannot ensure that all frames sampled by the target model
are perturbed. Taking low-level image features into ac-
count can help with improving transferability of adversar-
ial samples. Previous image-to-video cross-modal attacks
[19,37,39] demonstrate the possibility of using image mod-
els as surrogates to attack video models in the black-box set-
ting. However, these traditional attack methods typically fo-
cus on the video classification tasks with vision-only mod-
els, failing to integrate multimodal information.

To address these limitations, we propose a highly trans-
ferable attack method, named as Image To Video MLLM
(I2V-MLLM) attack (see Fig. 2). In I2V-MLLM, we uti-
lize an image-based multimodal model (IMM) as a surro-
gate model to craft adversarial video samples without ac-
cessing the internals of target V-MLLMSs. Specifically, we
extract key-frames from videos and send them into an IMM
to obtain adversarial perturbations. Multimodal interactions
and temporal information are integrated to disrupt video
representations within the latent space, improving adversar-
ial transferability. In addition, a perturbation propagation
technique is introduced to handle different unknown frame
sampling strategies used by V-MLLMs.

We conduct various experiments on three well-
established datasets, MSVD-QA [41], MSRVTT-QA [41],
and ActivityNet-200 [15] to evaluate the performance of
our proposed [2V-MLLM attack in multiple video-text mul-
timodal tasks. The experimental results demonstrate that
our method can generate adversarial videos with strong
transferability across different V-MLLMs (Chat-Univi [18],
LLava-Next-Video [44], VideoChat [22], Video-LLaMA
[42]), and achieve competitive performance with white-box
attacks against V-MLLMs. Our main contributions are sum-
marized as follows:

* We explore the transferable adversarial attack on four dif-

ferent V-MLLMs and analyze the reasons for the low
transferability when using existing methods to generate
adversarial video samples (see Sec. 3.2). To the best of
our knowledge, this is the first work to explore black-box
attacks on V-MLLMs.

* We propose a highly transferable attack method, named
I2V-MLLM, for V-MLLMs using IMMs to generate ad-
versarial video samples (see Sec. 3.3). The adversarial
videos generated by this method can effectively disrupt
different V-MLLMs, significantly degrading their perfor-
mance on multiple video-text multimodal tasks.

* We conduct extensive experiments on four differ-
ent V-MLLMs using MSVD-QA, MSRVTT-QA, and
ActivityNet-200 (see Sec. 4.2 and Sec. 4.3). The results
demonstrate that our proposed attack method has strong
transferability across V-MLLMs.

2. Related work

2.1. Multimodal large language models

MLLMs typically consist of a vision model, a pretrained
LLM, and a projector that translates visual information into
textual representations that the LLM can process. Currently,
MLLMs can be categorized into image-based and video-
based types. Image-based MLLMs [1-3, 9, 16, 26, 46]
are designed to handle image-text inputs. They excel in
tasks such as visual question answering, image caption-
ing, and more. V-MLLMs extend the capabilities of image-
based MLLMs by incorporating temporal modules that al-
low them to understand and process video input. This en-
ables them to perform tasks like video question answering
(VideoQA), spatio-temporal localization, and video cap-
tioning. For example, Chat-UniVi [18] extracts specific
frames from videos and utilizes DPC-KNN [12] to group
these frames into distinct events, Video-LLaMA [42] em-
ploys sequential encoding to capture temporal relationships
among video frames, VideoChatGPT [29] applies temporal
pooling to video features to extract temporal information.
These methods equip the models with the capability to cap-
ture and interpret temporal dynamics, thus enabling a more
comprehensive understanding of video content.

2.2. Adversarial attacks on MLLMs

Despite the impressive performance, MLLMs are highly
susceptible to adversarial attacks [4, 8, 27, 28, 36, 43, 45].
For image-based MLLMs, several studies have assessed
their vulnerabilities to adversarial attacks. Fu et al. [13]
introduce Trojan-like images that force the target models to
invoke malicious external tools or APIs specified by the at-
tacker. Dong et al. [11] utilize open-source MLLMs to gen-
erate transferable adversarial examples capable of attack-
ing closed-source commercial models like Bard [14], Bing
Chat [31], and GPT-4V [33], thereby showing high transfer-
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Figure 2. The overview of our proposed I2V-MLLM attack.

ability of adversarial examples across MLLMs. While ex-
tensive studies have explored adversarial attacks on image-
based MLLMs, there has been little exploration in the
domain of V-MLLMs. Li et al. [21] propose a flow-
based adversarial attack strategy for white-box attacks on
V-MLLMs. However, in real-world scenarios, the internal
architectures and parameters of V-MLLMs are usually in-
accessible to users. To address this, we focus on exploring
methods for conducting adversarial attacks on V-MLLMs in
a black-box setting.

2.3. Adversarial attack on video models

Current video models have diverse applications, including
autonomous vehicles, video verification, security, and other
fields. However, these models remain vulnerable to adver-
sarial attacks [6, 17, 23, 38, 40]. For example, Univer-
sal 3D perturbations (U3D) [40] deceive video classifiers
by generating a universal perturbation for all input videos,
while StyleFool [5] introduces an unrestricted perturbation
to attack video classification systems through style trans-
fer. Recent studies also explore cross-modal attack methods
from image models to video models [19, 37, 39], yielding
promising results. However, these attacks primarily target
video classification tasks, which do not account for interac-
tions between visual and textual modalities. In contrast, V-
MLLMs integrate both visual and textual information, ren-
dering these methods unsuitable for such models. To ad-
dress this limitation, our method incorporates multimodal

interactions when crafting adversarial video samples, align-
ing with the operational principles of V-MLLMs.

3. Methodology

3.1. Preliminary

Given a video sample V' € V with M associated QA
pairs {(qm, am)}M_,, where g, is the m-th question and
am is the corresponding answer. Let F' denote the IMM
(e.g., BLIP-2 [20], MiniGPT-4 [46]) and G denote the V-
MLLM (e.g., Video-LLaMA [42], Chat-UniVi [18]). We
use G(V,q) to denote the answer generated by the V-
MLLM for the given video V' and question gq. The goal
of our proposed attack is to generate an adversarial exam-
ple Voo = V + ¢ using F, which can cause G to pro-
duce an answer G(V,4,, ¢;) that differs significantly from
the correct answer a;, without accessing the parameters or
structure of GG, where §’ denotes the adversarial perturba-
tions specifically tailored for V. To ensure that the ad-
versarial perturbation ¢’ is imperceptible, we restrict it by
[16'[|loc < €, where || - || denotes the Lo, norm, and € is
a constant for the norm constraint. We utilize the evalua-
tion model F (i.e., GPT-40-mini [32]) to assess whether the
generated answer aligns with the reference answer. We aim
to find adversarial perturbations that minimize the number
of correct responses, formulated as follows:



Target Model
Chat-UniVi LLaVA-NeXT-Video VideoChat Video-LLaMA

Attack

FMM 8.11 15.38 14.62* 20.74
Vanilla 8.22 15.86 35.03* 19.81

|PAY 25.17 27.39 27.13 30.51
FMM w/ Prop. 14.54 28.31 14.62%* 27.38
Vanilla w/ Prop. 13.59 23.06 35.03* 27.98
12V-MLLM 43.39 40.54 63.09 74.91

Table 1. Attack success rates (ASR, %) on the MSVD-QA valida-
tion set for VideoQA tasks. FMM and 12V denote attack methods
from [21] and [39], respectively. Vanilla attack applies full pertur-
bations on all key-frames sampled by V-MLLMs. Prop. denotes
perturbation propagation. * indicates white-box attacks. A higher
ASR indicates better adversarial transferability.

M
1
argmin - ZE(G(V +0,05),a:), 8.t [0 <€ (1)
& i=1

where E/(-, ) is the evaluation model’s judgment function,
which outputs 1 if they match, and O otherwise.

3.2. Motivation

To explore the transferability of adversarial videos across
V-MLLMs, we first conduct an investigation of existing at-
tack methods. Based on the experimental results (in Tab. 1),
we attribute their poor transferability to the following limi-
tations: (1) focusing only on sparse key-frames, (2) lacking
generalization in perturbing video features, and (3) failing
to integrate multimodal information.

Focusing only on sparse key-frames. The FMM at-
tack exhibits limited transferability in the black-box setting
due to differences in key-frame selection between the attack
method and V-MLLMs. To address this, we first modify
the FMM attack by replacing the sparse spatial perturba-
tion with full perturbation on the key-frames sampled by
V-MLLMs, which we call the Vanilla attack. While this ad-
justment improves white-box performance, the transferabil-
ity still remains constrained. To further enhance transfer-
ability, we propagate perturbations from key-frames across
the entire video, leading to improved transferability, as
shown in rows 1, 2, 4, and 5 of Tab. 1.

Lacking generalization in perturbing video features.
Adversarial perturbations generated based on certain V-
MLLM can overfit to specific video module, limiting their
generalization to other V-MLLMs. To improve transferabil-
ity, we focus on lower-level image features. The 12V at-
tack [39], which perturbs each video frame to disrupt image
features, demonstrates improved transferability when using
image models as surrogates to craft adversarial video sam-
ples, as shown in rows 3, 4, and 5 of Tab. 1.

Failing to integrate multimodal information. The 12V
attack shows a limited improvement in transferability, as
it was originally designed for video classification and does

not account for the multimodal interactions, which is essen-
tial for V-MLLMs. Therefore, we propose using an image-
based multimodal model as a surrogate, integrating multi-
modal interaction information into the process of generat-
ing adversarial video samples, which leads to a significant
improvement in transferability, as demonstrated in rows 3
and 6 of Tab. 1.

In summary, we propose using IMMs as surrogates to
generate adversarial video samples that incorporate mul-
timodal interactions. In addition, we introduce a pertur-
bation propagation technique to handle different unknown
frame sampling strategies. The I2V-MLLM results in Tab. 1
demonstrate the strong transferability of our method across
different V-MLLMs. More discussions can be found in Ap-
pendix A. The following sections describe our proposed at-
tack in detail.

3.3. 12V-MLLM Attack

The proposed I2V-MLLM attack utilizes an IMM to pro-
duce adversarial video samples, targeting image-to-video
cross-modal black-box attacks on V-MLLMs with signifi-
cant transferability. By manipulating the intermediate fea-
tures of vision models and projectors of IMMs, our ap-
proach generates adversarial video samples that interfere
with the intermediate features of black-box V-MLLMs. The
I2V-MLLM algorithm is illustrated in Appendix C, consists
of three components: vision model attack, projector attack,
and perturbation propagation.

3.3.1. Vision Model Attack

To enhance generalization in perturbing video features, I12V-
MLLM disrupts both image features and spatiotemporal in-
formation extracted by the vision model. We first split
the video V into K clips: V = {v',v? ..., v%}, where
K = total number of frames x key-frame ratio 5. We se-
lect the first frame 2* from each clip v* as the key-frame,
resulting in K key-frames, X = {a! 22 ... 2%}, each
capturing the essential information of their respective clips.
Following [29], we extract spatiotemporal representations
of X using the vision model. This model independently
encodes the K frames, producing frame-level embeddings
Fy(X) € REXNXD1 "where Fy (-) denotes the encoder of
the vision model, NV is the number of patches per frame,
and D; is the dimension of the embeddings. Frame-
level embeddings are average-pooled along the temporal
dimension to obtain a video-level temporal representation
Fl(X) € RV*P1 which implicitly incorporates temporal
learning through the aggregation of K frames. Similarly,
the frame-level embeddings are average-pooled along the
spatial dimension to obtain a video-level spatial represen-
tation F35(X) € REXD1 which incorporate the spatial in-
formation of K frames. The temporal and spatial features
are concatenated to obtain the original video-level features



Fi¥(X) = [FL(X), Fg(X)] € RWVHE)XD1 For the ad-
versarial input Xoq, = {z! + 61,22 + 02,..., 2% + 6K},
we can similarly obtain the adversarial video-level features
F{# (X 44v)- To disrupt the video-level features, 12V-MLLM
optimizes the adversarial perturbations by minimizing the
cosine similarity between the original and the adversarial
video features:

Lo — N+EK COS(F‘t/é(X)“ F\I?(Xadv)i)
V= Z N+ K ’

2
i=1

where F{#(X); and F{# (X qay ) represent the i-th elements

in the video-level features of the original and the adversarial

video frames, respectively.

3.3.2. Projector Attack

To further disrupt V-MLLMs’ capacity for video-text mul-
timodal tasks, I2V-MLLM interferes with the intermedi-
ate feature of the projector (e.g. Q-Former [20]), which
plays an essential role in aligning visual and textual rep-
resentations. We feed the projector with the original frame-
level embeddings Fy (X)), the adversarial frame-level em-
beddings Fy (X,4,) from the vision model, and the cap-
tion set T = {t1,t2,...,tapr}. After multimodal align-
ment, they are transformed into the original visual fea-
tures F3(X) € RM*P2_ the adversarial visual features
F8(Xadp) € RM*P2and the textual features F5(T) €
RN2xD2 - Here, N; and N, represent the number of vi-
sual features and the textual features, respectively. And Dy
denotes the dimension of these features. The captions are
complete sentences generated based on the question g and
the answer a using GPT-4o0-mini [32]. For example, given
the question ¢: ‘What is the man doing?’ and the answer
a: ‘eat’, the corresponding caption ¢ would be: ‘The man
is eating.” To perturb the image features aligned with the
text, [2V-MLLM optimizes the adversarial perturbations by
minimizing the cosine similarity between the original and
the adversarial visual features:

Ny
Cos(F3(X)n,, F3(Xadw)n,
Lr, =Y (Fp( )Nlp( dv) )’ 3)
ni=1

where F3(X),, and F(Xadv)n, are the ng-th visual fea-
ture of the original and the adversarial video frames, respec-
tively. To disrupt multimodal interactions between adver-
sarial frames and text, [2V-MLLM optimizes the adversarial
perturbations by minimizing the cosine similarity between
the adversarial visual features and the textual features:

N1 N

Cos(Fp(Xadv)n: F;D(T)nz)
Lroi=D. ). NN L@

n1:1 ’I’L2:1

where F5(T),, is the no-th textual feature of 7". The total
loss function for projector is

Lp=Lp, +Lp,y,- &)

3.3.3. Optimization and Perturbation Propagation

To maximize the efficacy of the adversarial attack, we com-
bine the losses Ly and Lp into a unified objective. This
combined loss ensures that both the vision model and the
projector’s intermediate features are significantly perturbed.
The unified loss is formulated as:

Liotal = MLy + X2Lp, (6)

where A\; and A5 correspond to the two loss weights, which
aim to balance them during the optimization.
We optimize §;, according to the following expression:

ok = argmin(ﬁtowl),s.t.||6k|\oo <e¢k=12,...,K.
5k
@)

Finally, we replicate 0¥ to match the length of its cor-
responding video clip v*, resulting in 6’*. We then con-
struct the adversarial video by adding these perturbed clips
to the original clips: Vog, = V + 8 = {vt + 61,02 +
872, o 'K

4. Experiment

4.1. Experimental setting

In this section, we present the experimental setting, includ-
ing datasets, models, attack setting and metrics.

Datasets and models. Referring to the quantitative
benchmarking framework proposed in [29], we evaluate
our [2V-MLLM attack on VideoQA tasks using the vali-
dation set of MSRVTT-QA [41] and MSVD-QA [41], and
on video understanding tasks using a subset of ActivityNet-
200 [15]. We perform the proposed method on three IMMs:
BLIP-2 [20], InstructBLIP [9] and MiniGPT-4 [46]. Our
method is evaluated on four different V-MLLMs: Chat-
UniVi [18], LLaVA-NeXT-Video [44], VideoChat [22], and
Video-LLaMA [42], each with a Vicuna-7B [7] as the LLM.

Attack setting. In [2V-MLLM, we employ the projected
gradient descent (PGD) [30] with a perturbation bound of
€ = 16, an iteration number of I = 50, and a step size of
«a = 1 for the attack process. The parameters A\; and A,
are both set to 1, and the key-frame ratio S is set to 30%.
12V attack, utilizing CLIP-L/14 [34] as the surrogate model,
applies tailored perturbations to each frame of the video.
For a fair comparison, the PGD parameters (¢ = 16, I = 50
and o = 1) in FMM, Vanilla, and 12V attacks maintain the
same for our method. Additionally, in the FMM setup, the
key-frame ratio § is also set to 30%. All the experiments
are conducted on a single NVIDIA-A6000 GPU.

Metrics. We use Attack Success Rate (ASR) to evalu-
ate the effectiveness of adversarial examples on VideoQA
tasks. It measures the percentage of successful attacks on
questions the model answered correctly for clean videos.
Answer correctness is evaluated using GPT-40-mini [32],



Chat-UniVi LLaVA-NeXT-Video VideoChat Video-LLaMA
Attack Surrogate Model AASR
ASR1T Acc.] Score|/ ASRT Acc.] Scorel/ ASR?T Acc.] Score] ASR?T Acc.| Scorel
Clean / / 60.89  3.34 / 4895 290 / 6024 342 / 53.81 3.09 /
Chat-UniVi 16.00* 57.41*% 3.18* 16.33 5038 293 13.21 60.75  3.39 21.47 5331 3.06 16.76
FMM LLaVA-NeXT-Video 9.22 60.65 3.34 20.48* 47.84*% 2.83* 1349  60.30 3.38 21.32 5343 3.05 16.13
VideoChat 8.12 61.81 3.38 1538 5130 298 14.62*% 59.91* 3.35% 20.74  54.08  3.09 14.72
Video-LLaMA 8.70 61.53  3.36 18.76 4940 2.89 13.84  60.20 3.38 27.93*% 48.39% 2.84%* 17.31
Chat-UniVi 52.48* 33.16* 1.98* 19.65 48.04 283 13.71 60.11 3.36 22.65 5216  3.02 27.12
Vanilla LLaVA-NeXT-Video 9.63 60.50 3.32 36.85% 38.05*% 2.41% 13.71 59.97  3.37 26.51 4893  2.88 21.67
VideoChat 8.22 61.50  3.38 1586  51.11 2.98 35.03*  45.00% 2.69* 19.81 54.67  3.11 19.73
Video-LLaMA 1193  58.88 3.26 31.82  41.01 2.52 1440  59.33 334 63.96% 23.88% 1.72%* 30.53
nv CLIP-L/14 2517 5153 292 2739 4363  2.60 27.13 4957 291 3051 4649 271 27.55
BLIP-2 43.39 3872 233 40.54 3384 221 63.09 26.08 1.82 7491 17.07 139 55.48
I2V-MLLM InstructBLIP 36.74 4329 256 37.61 36.17 230 5426 3199 210 69.90 20.58 1.58 49.63
MiniGPT-4 38.58 42.10 250 4150 3298 2.16 56.51 3049  2.06 68.92  21.37 1.60 51.38

Table 2. The results on the MSVD-QA for VideoQA tasks. ASR (%) indicates attack success rate. Acc.(%) denotes the accuracy of the
model’s predictions, while the Score represents GPT Score, which assesses the model and assigns a relative score to the predictions on a
scale of 1 to 5. AASR represents the average ASR across all target models for each surrogate model. * indicates white-box attacks. A
higher ASR or AASR indicates better adversarial transferability. The highest attack performance for each target model is shown in bold,

and the second-highest in underline.

Chat-UniVi LLaVA-NeXT-Video VideoChat Video-LLaMA
Attack Surrogate Model AASR
ASR1T Acc.| Score] ASR?T Acc.] Scorel ASRT Acc.] Score] ASR?T Acc.| Scorel
Clean / / 39.62 251 / 29.17  2.06 / 3892 250 / 3142 217 /
Chat-UniVi 23.39*%  36.85* 2.36* 2479  31.60 2.17 9.04 3944 253 3250 3203 220 22.43
FMM LLaVA-NeXT-Video 13.20  40.01 2.52 28.62*%  29.90* 2.09* 8.52 39.24 251 3227 3194 219 20.65
VideoChat 12.83 4052 254 2529  31.10 2.15 15.15%  37.99* 2.46% 3048 3256 221 20.94
Video-LLaMA 1272 4080 2.55 27.92 3025 212 8.16 39.71 2.53 37.38*% 29.60* 2.07* 21.55
Chat-UniVi 55.10%* 23.10* 1.68* 2736 30.09 2.10 9.94 39.52 252 32.14 3224 221 31.14
Vanilla LLaVA-NeXT-Video 1336  41.08  2.56 41.90% 24.25% 1.83* 8.50 39.56 253 3523 3041 2.13 24.75
VideoChat 11.88 4135 257 2540 3072 214 27.47*% 3442% 229% 31.78 3258 221 24.13
Video-LLaMA 1371 4078 255 37.88  26.14 1.91 8.73 39.53 252 63.66* 18.07* 1.53% 31.00
| vAY CLIP-L/14 30.05 3453 228 3562  26.96 1.96 18.83  38.59  2.50 36.16  30.16  2.12 30.17
BLIP-2 4193 2842 2.00 49.78 1934 1.58 62.38 18.72 1.57 7895 10.68 1.17 58.26
I2V-MLLM InstructBLIP 37.37 3188 2.14 4796 2172 1.70 5478 22,66 1.76 73.04 1352 134 53.29
MiniGPT-4 38.60 3094 2.11 49.47  21.12  1.67 56.41 2195 173 73.28 13.63 1.32 54.44

Table 3. The results on the MSRVTT-QA for VideoQA tasks. The corresponding metrics and settings are consistent with those in Tab. 2.

which checks whether the model’s prediction semantically
aligns with the ground truth. We also provide the average
ASR (AASR) across all evaluated V-MLLMs. A higher
ASR or AASR indicates better adversarial transferability.
To evaluate the model’s overall performance when encoun-
tering adversarial videos, we further employ GPT-assisted
methods [29] to assess Accuracy (Acc.) and GPT-Score.
Specifically, accuracy (Acc.) refers to the model’s predic-
tion accuracy, while the GPT score (Score) assesses the
quality of the model’s predictions, assigning a relative score
on a scale from 1 to 5. GPT-40-mini is used for evaluation
due to its strong text understanding and cost efficiency. For
detailed explanations of the metrics, see the Appendix B.

4.2. Attack performance

In this section, we compare our proposed [2V-MLLM attack
with the FMM, Vanilla, and 12V attacks. The results, sum-

marized in Tab. 2 and Tab. 3, provide a quantitative com-
parison of the ASR, AASR, Acc., and GPT Score for the
MSVD-QA and MSRVTT-QA datasets, respectively.

Evaluation of ASR. As shown in Tab. 2 and Tab. 3,
I2V-MLLM achieves the best and near-best attack perfor-
mance on the LLaVa-NeXT-Video, VideoChat, and Video-
LLaMA. It attains ASR of 41.50%, 63.09%, and 74.91% for
MSVD-QA, 49.78%, 62.38%, and 78.95% for MSRVTT-
QA, respectively, even surpassing Vanilla and FMM at-
tack methods in the white-box setting. For Chat-UniVi,
I2V-MLLM achieves a suboptimal ASR of 43.39% for
MSVD-QA and 41.93% for MSRVTT-QA, slightly below
the Vanilla attack’s ASR of 52.48% for MSVD-QA and
55.10% for MSRVTT-QA in the white-box setting. These
results demonstrate that [2V-MLLM performs better in the
black-box setting, with its generated adversarial videos
showing stronger cross-model transferability.
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Figure 3. The adversarial video samples for VideoQA tasks are based on MSVD-QA, where the surrogate model is BLIP-2 and the target
V-MLLMs are VideoChat, Video-LLaMA, and Chat-UniVi. The clean answers are the responses generated by Chat-UniVi on clean video
samples. Red crosses indicate that the responses generated by V-MLLMs do not semantically align with the expected clean answers.

Type Correct Detail Context Temporal Consistency
Clean 2.38 2.54 2.97 1.97 1.88
Vanilla 2.16 2.29 2.71 1.62 1.86
Vanilla* 2.07 2.25 2.64 1.55 1.74
12V-MLLM 2.10 2.23 2.69 1.55 1.83

Table 4. The results on the ActivityNet-200 for video understand-
ing tasks. All scores range from 1 to 5, with lower scores indi-
cating better attack performance. * indicates a white-box attack.
The highest attack performance is shown in bold, and the second-
highest in underline.

V- MLLM Ao
1:1 1:2 1:3 2:1 3:1
Chat-UniVi 4311 4309 4191 42.14 4135
LLaVA-NeXT-Video 35.67 34.08 33.12 3525 35.96
VideoChat 51.10 49.50 49.03 49.72 50.44
Video-LLaMA 6457 64.11 6298 63.56 61.94
AASR 48.61 47.69 4676 47.67 4742

Table 5. ASR (%) of the I2V-MLLM attack across different weight
ratios of the vision model loss (A1) and projector loss (A2). A
higher AASR indicates better adversarial transferability.

Alternatively, I2V-MLLM achieves the highest AASR
compared to previous attack methods, achieving AASR of
55.48%, 49.63%, and 51.38% for MSVD-QA and 58.26%,
53.29%, and 54.44% for MSRVTT-QA when taking BLIP-
2, InstructBLIP, MiniGPT-4 as surrogate models, respec-
tively, significantly outperforming previous attack methods.
This highlights that 2V-MLLM is capable of steadily gen-
erating high-quality adversarial video samples that deceive
the unseen V-MLLMs.

Evaluation of the quality of generated answers. We
also incorporate Acc. and GPT Score as metrics to better
analyze the impact of adversarial videos on V-MLLM per-
formance. As shown in Tab. 2 and Tab. 3, the proposed 12V-
MLLM significantly reduces both Acc. and Scores across

all target models, particularly for VideoChat and Video-
LLaMA. On the MSVD-QA dataset, Acc. drops to 26.08%
and 17.07%, while Scores fall to 1.82 and 1.39. On the
MSRVTT-QA dataset, Acc. further declines to 18.72% and
10.68%, with Scores of 1.57 and 1.17, respectively. Signif-
icant effects are also observed on Chat-UniVi and LLaVA-
NeXT-Video. These significant performance degradations
highlight the destructive power of the [2V-MLLM attack,
demonstrating its transferability and effectiveness across
multiple V-MLLMs, while revealing the adversarial vulner-
ability of existing models, even in black-box settings.

As shown in Fig. 3, adversarial video samples gener-
ated from the I2V-MLLM attack cause V-MLLMSs to pro-
duce responses that differ significantly from the clean an-
swers, demonstrating that our method effectively misleads
V-MLLMs and disrupts their ability to accurately interpret
the video content.

4.3. Results on video understanding tasks

Video understanding tasks assess whether V-MLLMs have
comprehended the content of a video by posing a range of
questions about it. Following Maaz et al. [29], we use a sub-
set of the ActivityNet-200 [15] dataset and employ GPT-4o0-
mini to evaluate the model’s responses to adversarial exam-
ples from five perspectives: Correctness, Detail Orientation,
Contextual Understanding, Temporal Understanding, and
Consistency. We compare our proposed [2V-MLLM attack
with the Vanilla attack on LLaVA-NeXT-Video, using clean
samples as a reference. Evaluations are performed on three
attack types: white-box Vanilla attack, black-box Vanilla at-
tack (using Video-LLaMA as a surrogate model), and 12V-
MLLM attack (using BLIP-2 as a surrogate model).

As shown in Tab. 4, the black-box Vanilla attack in-
duces minimal disruption, while the white-box Vanilla at-
tack leads to the most significant interference. The 12V-
MLLM performs similarly to the white-box Vanilla attack
in terms of Correct, Detail, Context, and Temporal aspects,



Ly
I

Lp+Ly |

Chat-UniVi LLaVA-Next-Video VideoChat Video-LLaMA

N w B w =}
o o o o o

Attack Success Rate (%)

=
o

o

Figure 4. ASR (%) of the I2V-MLLM attack with different loss
functions.

with only a drawback in Consistency. These results show
that I2V-MLLM achieves comparable performance to the
white-box Vanilla attack on video understanding tasks, fur-
ther validating its effectiveness and transferability.

4.4. Ablation study

In this section, we provide ablation studies on the objective
function, step size o, number of iterations I, key-frame ra-
tio 3, and perturbation propagation in I2V-MLLM attack.
Experiments are conducted on the MSVD-QA dataset for
VideoQA tasks. We use BLIP-2 as the surrogate model and
four different V-MLLMs as black-box models.

Influence of loss functions and weight ratio. In Fig. 4,
we provide ablation study on the components of the objec-
tive function used in our 2V-MLLM. The surrogate model
is BLIP-2, and the generated adversarial videos are eval-
uated across four V-MLLMs. It can be observed that us-
ing either £y or Lp alone achieves satisfactory attack per-
formance. Combining both, which simultaneously disrupts
low-level image features and the alignment between visual
and textual modalities, further enhances the attack perfor-
mance. We also vary the weights of the £y and Lp to ex-
plore their relative relationship. As shown in Tab. 5, the
AASR is highest when the ratio of A\; to A\ is 1:1. There-
fore, we adopt this weight ratio in our experiments.

Influence of step size and iteration number. We uti-
lize the PGD to update the perturbations, which is influ-
enced by the step size o and the number of iterations I.
Fig. 5 presents the results obtained with a key-frame ratio
B = 10% under different step sizes and iteration numbers.
It can be observed that as the number of iterations I in-
creases, the transferability (ASR) of adversarial examples
improves, and when the iterations exceed 50, the benefits
from further increases gradually diminish. A similar pattern
is observed with the step size selection. Moderate values of
« and I yield best AASR. To achieve optimal performance,
we adopt o = 1 and I = 50 in our experiments.

Influence of key-frame ratio and propagation. The
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Figure 5. AASR (%) of the I12V-MLLM attack with various step
sizes and iteration numbers.
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Figure 6. AASR (%) of the I2V-MLLM attack with various key-
frame ratios, comparing scenarios with and without perturbation
propagation. ‘Prop.” represents ‘Propagation’.

number of key-frames used to optimize the perturbation, as
well as the decision to propagate these perturbations across
the entire video, significantly affects the transferability of
adversarial video samples. Fig. 6 illustrates the results ob-
tained with various key-frame ratios, comparing scenarios
with and without perturbation propagation. It can be ob-
served that as the key frame ratio increases, the generated
adversarial samples show improved transferability. On the
other hand, perturbation propagation substantially improves
AASR by ensuring that all the frames extracted by unseen
V-MLLMs are perturbed. As illustrated by the gain curve in
the Fig. 6, the improvement from perturbation propagation
initially rises with the key-frame ratio but then diminishes,
reaching its maximum at 30%. With an AASR already
high at a 30% key-frame ratio, further increases yield min-
imal gains, and perturbation propagation reaches its maxi-
mal benefit at this point. Therefore, we adopt a key-frame
ratio of 3 = 30%. More experiments and analysis can be
found in the Appendix B.



5. Conclusion

In this paper, we are the first to explore black-box transfer-
able attacks on V-MLLMs. We conduct a thorough investi-
gation of the limitations of existing methods, revealing that
they exhibit lower transferability despite their impressive
performance in white-box settings. Our findings underscore
the need for specially designed transferable attacks tailored
to V-MLLMs. We propose the I2V-MLLM attack, a highly
transferable cross-modal attack that leverages the interme-
diate features of IMMs and perturbation propagation to en-
hance the transferability of attacks targeting V-MLLMs. We
hope our work will inspire further research aimed at evalu-
ating and improving the robustness of V-MLLMs.
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Image-based Multimodal Models as Intruders:
Transferable Multimodal Attacks on Video-based MLLMs

Supplementary Material

A. Motivation

To improve the transferability of attacks on V-MLLMs, we
first conduct a thorough investigation into the shortcomings
of existing methods, as showed in Tab.1 of the main con-
tent. Based on the experimental results, we summarize the
shortcomings of these existing methods as follows: (1) fo-
cusing only on sparse key-frames, (2) lacking generaliza-
tion in perturbing video features, and (3) failing to integrate
multimodal information.

Focusing only on sparse key-frames. The FMM attack
[21] is the first white-box attack targeting V-MLLMs, using
a flow-based temporal mask to perturb selected key frames
and disrupt video and LLM features. As shown in Tab.1 of
the main content, however, its adversarial transferability is
limited due to differences in key-frame selection between
the attack and V-MLLMs. Since V-MLLMs may sample
unperturbed frames, we replaced the flow-based mask with
direct perturbations on key frames sampled by V-MLLMs,
calling this the vanilla attack. The comparison between the
FMM and vanilla attacks in Tab.1 of the main content shows
a marked improvement in white-box performance after the
adjustment. However, the transferability remains limited
due to diverse frame-sampling strategies in V-MLLMs. Ex-
tending key-frame perturbations to the entire video further
improves transferability, as shown in rows 1, 2, 4, and 5 of
Tab.1 of the main content. These results emphasize the need
to perturb all frames sampled by V-MLLMs for optimal at-
tack performance.

Lacking generalization in perturbing video features.
The gains from perturbation propagation are limited due to
variations in how V-MLLMs extract video features, which
often causes the perturbations to overfit to the features of
the surrogate model’s video encoder, which reduces the
generalizability of perturbations. Enhancing transferability
requires targeting common elements across these features.
Thus, we focus on lower-level image features. The 12V at-
tack [39], which perturbs each video frame to disrupt image
features, demonstrates that using image models as surro-
gates can effectively generate adversarial samples for video
models. Experimental results in row 3, 4 and 5 of Tab.1
of the main content confirm that targeting image features
in video frames significantly improves the transferablity of
adversarial samples.

Failing to integrate multimodal information. The 12V
attack was initially developed for video classification tasks
and does not consider the multimodal interactions between
video and text, which are crucial for comprehensive video

understanding. While 12V attack achieves improved trans-
ferability, its effectiveness in video understanding tasks re-
mains limited. Therefore, we propose using an image-based
multimodal model as a surrogate, integrating multimodal
interaction information into the process of generating adver-
sarial video samples, which leads to a significant improve-
ment in transferability, as demonstrated in the rows 3 and 6
of Tab.1 of the main content.

In summary, we propose using IMMs as surrogates to
generate adversarial video samples that incorporate multi-
modal interactions. In addition, we introduce a perturbation
propagation technique to handle different unknown frame
sampling strategies. The 2V-MLLM results in Tab.1 of the
main content demonstrate the strong transferability of our
method across different V-MLLMs.

B. Experiment & Analysis
B.1. Experiment setting

In this section, we provide a more detailed description of
the experiment setting.

Surrogate models. We perform our proposed ap-
proach on three IMMs: BLIP-2 [20], InstructBLIP [9] and
MiniGPT-4 [46]. BLIP-2 employs a novel pre-training strat-
egy that integrates frozen pre-trained image encoders and
language models, effectively bridging the modality gap with
a lightweight Q-Former. InstructBLIP enhances BLIP-2 by
introducing vision-language instruction tuning. It uses a di-
verse range of datasets and an instruction-aware Q-Former
to extract relevant features, improving task performance.
MiniGPT-4 aligns a frozen visual encoder with the LLMs,
achieving a seamless integration that enhances its multi-
modal capabilities and demonstrates the potential of such
alignments in advancing multimodal understanding.

Target models. Our proposed methods are evaluated
on four different V-MLLMs: Chat-UniVi [18], LLaVA-
Next-Video [44], VideoChat [22] and Video-LLaMA [42],
each with a Vicuna-7B [7] as the LLM. Chat-UniVi uses
dynamic visual tokens for uniform representation of im-
ages and videos, efficiently capturing spatial details and
temporal relationships through a multi-scale framework.
LLaVA-Next-Video is an open-source chatbot that enhances
large language models by fine-tuning them on multimodal
instruction-following data.  VideoChat combines video
foundation models and LLMs with a learnable neural inter-
face, excelling in spatiotemporal reasoning and event local-
ization. Video-LLaMA uses a multi-modal framework that
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Figure 7. An example of using GPT-40-mini to evaluate Accuracy
and GPT Score for the VideoQA task, following the methodology
in [29].

improves LLMs’ understanding of visual and auditory con-
tent in videos, employing a Video Q-former to create video
encoders and introducing a video-to-text generation task to
learn video-language correspondence.

Metrics. We use Attack Success Rate (ASR) to evalu-
ate the effectiveness of adversarial examples on VideoQA
tasks. It measures the percentage of successful attacks on
questions the model answered correctly for clean videos.
Answer correctness is evaluated using GPT-4o0-mini [32],
which checks whether the model’s prediction semantically
aligns with the ground truth. We also provide the average
ASR (AASR) across all evaluated V-MLLMs. A higher
ASR or AASR indicates better adversarial transferability.
To evaluate the model’s overall performance when encoun-
tering adversarial videos, we further employ GPT-assisted
methods [29] to assess Accuracy (Acc.) and GPT-Score.
We use GPT-40-mini [32] as the evaluation model due to
its superior performance in text understanding and its cost
efficiency.

Fig. 7 illustrates an example of evaluating the VideoQA
task with GPT-40-mini. An adversarial attack is consid-
ered successful if the adversarial video sample causes the
V-MLLM to change its response to a question from correct
(Accuracy: 1) to incorrect (Accuracy: 0).

B.2. Boosting adversarial transferability

To boost adversarial transferability on VideoQA tasks, we
draw inspiration from image classification and explore
transfer-based attack techniques. Specifically, we consider
the Momentum Iterative (MI) method [10], which incorpo-
rates momentum to stabilize and diversify gradient updates,
and the Nesterov Iterative (NI) method [25], which lever-

ages Nesterov acceleration to refine gradient smoothing and
explore a broader adversarial space.

As shown in Tab. 6, the addition of MI and NI does
not significantly improve the transferability of FMM and
Vanilla methods; instead, it slightly reduces their perfor-
mance. In particular, NI greatly decreases the attack ef-
fectiveness in white-box scenarios, as it smooths the gra-
dients to improve generalization, which inadvertently com-
promises precision in white-box scenarios.

Although MI and NI do not enhance the attack per-
formance of methods using V-MLLMs as surrogate mod-
els, they improve the performance of 12V and 12V-MLLM
methods that leverage image models as surrogates. Specifi-
cally, Nl increases the ASR of 12V against Chat-UniVi from
30.05% to 39.89%, improves the AASR of 12V from 30%
to 34.67%, boosts the ASR of I2V-MLLM against Video-
LLaMA from 74.91% to 83.08%, and raises the AASR of
I2V-MLLM from 55.48% to 60.67%. With the incorpora-
tion of MI and NI, the proposed [2V-MLLM method still
achieves a significantly higher AASR compared to other
methods, further demonstrating its strong transferability
and effectiveness in attacking various V-MLLMs.

B.3. Ablation study

The experiments in this section are conducted on the
MSVD-QA validation set, using BLIP-2 as the surrogate
model. A higher ASR or AASR reflects better adversarial
transferability.

Influence of input text. When designing Lp,,, in Eq.
(4) of the main content, we consider two types of text in-
puts: questions and captions generated from the questions
and their answers. As illustrated in Fig. 8, we use GPT-
4o0-mini to generate caption based on the question and an-
swer. The experiment results are shown in Tab. 7, using
captions as input yields a slightly higher AASR compared
to using questions. This is because captions contain answer-
related information, and the perturbations introduced dur-
ing the iterations disrupt the semantic information within
the answers, making it more challenging for V-MLLMs to
provide responses aligned with the ground truth.

Influence of vision model loss function. In Sec.3.3.1,
Eq. (2) defines the loss function for the vision model attack,
which can be further decomposed into Ly = L5, + L1,.

To disrupt video-level spatial features, [2V-MLLM gen-
erates adversarial perturbations by minimizing the cosine
similarity between the original and adversarial spatial fea-
tures:

K s ) s .
LRG/ — Z COS(FV(X)H FV(Xadv)z) (8)
=1

K )

where Fy, (X); and Fyy (X440 ): denote the i-th elements of
the spatial features extracted from the original and adver-
sarial video frames, respectively.



Attack Surrogate Model Chat-UniVi LLaVA-NeXT-Video VideoChat Video-LLaMA | AASR
Chat-UniVi 16.00* 16.34 13.21 21.47 16.76

FMM LLaVA-NeXT-Video 9.22 20.48%* 13.49 21.32 16.13
VideoChat 8.12 15.38 14.62* 20.74 14.72

Video-LLaMA 8.70 18.76 13.84 27.93% 17.31

Chat-UniVi 9.63%* 17.55 13.12 21.47 15.44

FMM + MI LLaVA-NeXT-Video 8.76 21.72% 13.37 22.22 16.52
VideoChat 7.76 15.86 14.97* 20.74 14.83

Video-LLaMA 8.76 19.75 13.31 28.74% 17.64

Chat-UniVi 13.39* 17.55 13.24 21.61 16.45

FMM + NI LLaVA.—NeXT-Video 8.88 20.80* 13.62 23.06 16.59

VideoChat 7.71 15.73 13.37* 19.99 14.2

Video-LLaMA 8.29 19.39 13.43 22.13* 15.81

Chat-UniVi 52.48* 19.65 13.71 22.65 27.12

Vanilla LLaVA-NeXT-Video 9.63 36.85% 13.71 26.51 21.67
VideoChat 8.22 15.86 35.03* 19.81 19.73

Video-LLaMA 11.93 31.82 14.40 63.96* 30.53

Chat-UniVi 45.26* 21.05 13.99 2291 25.05

Vanilla + MI LLaVA-NeXT-Video 8.96 45.44* 13.71 27.87 23.50
VideoChat 7.55 15.99 40.36* 21.12 21.51

Video-LLaMA 11.78 43.06 13.24 72.22% 35.57

Chat-UniVi 14.34* 19.14 13.46 21.23 17.04

Vanilla + NI LLaVA-NeXT—Video 8.45 23.54%* 13.31 24.71 17.75
VideoChat 7.09 15.83 16.88* 19.90 14.94

Video-LLaMA 8.86 26.72 12.87 28.53* 19.50

12V 30.05 35.62 18.83 30.16 30.17
12V + MI CLIP-L/14 25.88 34.97 19.63 30.39 27.72
12V + NI 39.89 39.46 24.48 34.85 34.67
I2V-MLLM 43.39 40.54 63.09 7491 55.48
I2V-MLLM + MI BLIP-2 48.39 54.71 62.18 73.75 59.76
I2V-MLLM + NI 43.52 49.36 66.72 83.08 60.67

Table 6. ASR(%) of different attacks on the MSVD-QA for VideoQA tasks. AASR represents the average ASR across all target models
for each surrogate model. * indicates white-box attacks. A higher ASR or AASR indicates better adversarial transferability. MI [10] refers
to the Momentum Iterative method, which enhances gradient diversity by incorporating momentum. NI [25] denotes the Nesterov Iterative
method, which improves transferability by smoothing gradients and exploring broader search spaces. The highest attack performance for
each target model is shown in bold, and the second-highest in underline.



question: What is the man doing?
answer: eat

Prompt: Transform the question and answer into a declarative
sentence and only output the declarative sentence.

______—
N -

Output: The man is eating.

Figure 8. An example of utilizing GPT-40-mini to generate a cap-
tion based on the question and its corresponding answer.

Target Model Caption Question
Chat-UniVi 0.45 0.44
LLaVA-NeXT-Video 0.36 0.35
VideoChat 0.51 0.50
Video-LLaMA 0.65 0.65
AASR 0.49 0.48

Table 7. This table presents the ASR (%) across different V-
MLLMs under varying input text types. The highest attack per-
formance for each target model is shown in bold.

Similarly, to disrupt video-level temporal features, I2V-
MLLM minimizes the cosine similarity between the origi-
nal and adversarial temporal features:

5 .o

N, Cos(FL(X)i, FY (Xado)s)

,C%/ _ Vv Ly adv )i

where F,(X); and F{,(Xqayv): represent the i-th elements

of the temporal features for the original and adversarial
video frames, respectively.

We analyze the individual influence of the components
of Ly . Asillustrated in Fig. 9, the combination of Ly, and
L}, results in an improvement in ASR, highlighting the ef-
fectiveness of Ly in leveraging the spatiotemporal informa-
tion of video samples to craft adversarial perturbations.

Influence of projector loss function. We examine the
influence of components of Lp. As illustrated in Fig. 10,
the combination of Lp, and Lp,,, leads to an improvement
in ASR, demonstrating the effectiveness of Lp in leverag-
ing the multimodal interactions between video and text to
craft adversarial perturbations.

Influence of weights of loss functions. We vary the
weights of the £y and Lp to explore their relative rela-
tionship. As shown in Tab. 8, the AASR is highest when
the ratio of A\; to Ag is 1:1. Therefore, we adopt this weight
ratio in our experiments.

Results on video understanding tasks. Video un-
derstanding tasks assess whether V-MLLMs have compre-
hended the content of a video by posing a range of ques-
tions about it. Following Maaz et al. [29], we use a subset
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Figure 9. ASR (%) of vision model attacks in [2V-MLLM with
different loss functions.
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Figure 10. ASR (%) of projector attacks in I2V-MLLM with dif-
ferent loss functions.

of the ActivityNet-200 [15] dataset and employ GPT-40-
mini to evaluate the model’s responses to adversarial exam-
ples from five perspectives: Correctness, Detail Orientation,
Contextual Understanding, Temporal Understanding, and
Consistency. We compare our proposed [2V-MLLM attack
with the Vanilla attack on four V-MLLMs, using clean sam-
ples as a reference. Evaluations are performed on white-
box Vanilla attack and I2V-MLLM attack (using BLIP-2 as
a surrogate model).

As shown in Tab. 9, I2V-MLLM achieves performance
comparable to the white-box Vanilla attack and even out-
performs it on VideoChat and Video-LLaMA, further vali-
dating its effectiveness and transferability.

B.4. Analysis

In this section, we will discuss the consistency of intermedi-
ate features between IMM and V-MLLM, as well as present
more cases of successful adversarial attacks.

Discussion. To experimentally validate the effectiveness
of Eq (6) in the main content, we analyze how the co-
sine similarity between adversarial and benign features in
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Target Model 1 12 13 14 15 21 31 &1 51
Chat-Univi 4311 4300 4191 4316 4091 4214 4135 4066 4022
LLaVA-NeXT-Video 35.67 34.08 33.12 3350 3245 3525 3596 35.16 3525
VideoChat SL10 4950 49.03 4962 5031 4972 5044 4897 4897
VideoLLaMA 6457 6411 6298 6199 6208 6356 6194 6217 62.89
AASR 4861 4760 46,76 4707 4644 4767 4742 4674 4683

Table 8. ASR (%) of the I2V-MLLM attack across different weight ratios of the vision model loss (A1) and projector loss (A\2). The highest

attack performance for each target model is shown in bold.

Target Model Type Correct  Detail Context Temporal Consistency
Clean 2.02 2.07 2.60 1.75 1.78
Chat-UniVi Vanilla* 1.33 069 1.44 1063 1.81 1079  1.36 039 1.32 Jo.46
I2V-MLLM  1.37 jo6s 1.46 jos1  1.89 1071 1.18 1057 1.42 1036
Clean 2.38 2.54 2.97 1.97 1.88
LLaVA-NeXT-Video Vanilla* 2.07 1031 2.251029 2.64 1033 1.55 1042 1.74 10.14
I2V-MLLM  2.10 028 2.23 j031  2.69 1028 1.55 Jo.42 1.83 10.05
Clean 1.87 2.06 2.44 1.52 2.00
VideoChat Vanilla* 1.08 1079 1.39 067 1.60 Jos4 1.26 10.26 1.86 J0.14
I2V-MLLM  1.06 081  1.41 joes 1.55 1089 1.22 1030 1.48 1052
Clean 1.88 1.89 2.21 1.64 1.75
Video-LLaMA Vanilla* 1.27 1061 1.32 1057 1.44 1077 1.29 1035 1.36 10.39
I2V-MLLM  1.26 1062 1.33 056 1.42 1079  1.34 030 1.25 J0.50

Table 9. The results on the ActivityNet-200 for video understanding tasks. All scores range from 1 to 5, with lower scores indicating better
attack performance. | represents the performance drop compared to the clean video samples. * indicates a white-box attack.

IMM/V-MLLMs evolves as the iteration number increases.
The Pearson Correlation Coefficient (PCC) [35] is used to
quantify the linear correlation between cosine similarity
trends computed from both IMM and V-MLLMs. Fig. 11
presents the PCC analysis of these trends, using BLIP-2
and four different V-MLLMs. As shown, all PCC values
exceed 0.90, indicating a strong positive linear relationship
between the directional changes of intermediate features
in IMM and V-MLLM. This suggests that perturbations in
IMM’s image features can effectively disrupt the intermedi-
ate features of video samples in V-MLLMs. Notably, the
PCC values between BLIP-2 and VideoChat, as well as
Video-LLaMA, are exactly 1, which aligns with the high-
est ASR values observed for these models in Tab. 6. The
slightly lower PCC values with Chat-UniVi and LLaVA-
NeXT-Video correspond to the lower ASR values, demon-
strating that a higher PCC between IMM and V-MLLMs
indicates better adversarial transferability.

Case study. As shown in Fig. 12, adversarial video
samples generated from the I2V-MLLM attack cause differ-

ent V-MLLMs to produce responses that differ significantly
from the clean answers, demonstrating that our method ef-
fectively misleads V-MLLMs and disrupts their ability to
accurately interpret the video content.

C. Algorithm

The complete I2V-MLLM Attack process is described in
Algorithm 1.
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Figure 11. Pearson Correlation Coefficient (PCC) analysis be-
tween the cosine similarity trends computed from BLIP-2 and four
V-MLLMs. The features of BLIP-2 are derived from vision model
and projector, while the features of the V-MLLMs are obtained
from the video encoders and the LLMs.

Adversarial Video

Clean answer: A | ate the trail of food.
(% [what ate the trail of food? ]

User
[The bear is seen in the video. x] 'QI
VideoChat
[A person is eating a sandwich on the bed. XJ '@'
Video-LLaMA
[A cat is seen eating the trail of food. x] ‘ :
Chat-UniVi

Adversarial Video

Clean answer: The man is dancing

©, (et i o nan qoing’]

veer [The man is standing in front of a blue curtain. X] Viat
[A man is sitting on a bed in a room. X]VidMA
[The man is playing a video game. x] chivi

Adversarial Video

(% What eats a sapling?

vser [It is not clear what eats a sapling. x] Viat
[A person is eating a sapling. x]Vido- LMA
[A gorilla is eating a sapling. x] chivi

Figure 12. The adversarial video samples for VideoQA tasks are
based on MSVD-QA, where the surrogate model is BLIP-2 and the
target V-MLLMs are VideoChat, Video-LLaMA, and Chat-Uni Vi.
The clean answers are the responses generated by Chat-UniVi on
clean video samples. Red crosses indicate that the responses gen-
erated by V-MLLMs do not semantically align with the expected
clean answers.



Algorithm 1 I2V-MLLM Attack

Input: A video sample V, caption set 7.

Parameters: Step size «, iteration number I, perturbation
budget ¢, key-frame ratio (3, loss function weights Aq, Ao.

Output: The adversarial sample V,g,,.

19:

: // Key-frame Selection
: Split video V into K clips using key-frame ratio (3, ex-

tract the first frame x;, from each clip v*, forming key-
frames X = {z', 2%, ..., 2K}

: // Perturbation Optimization
. Initialize X,q, = X + 09,00 € U(—G, 6)
. Get loss function Lip¢q-

fori=0,....,1 —1do
Calculate gradient for adversarial frames:
g= vXadv ﬁtotal
Update d;1 with gradient descent:
div1 = 0; — a- sign(g)
Project X4, to e-ball of X:
Xado = clipx (X + 0i1)

: end for
: // Perturbation Propagation
cfork=1,2,..., K do

Propagate 6 to the video clip v¥, yielding §"*

. end for
: // Construct the adversarial video:

Vado = {0 + 6,02 + 02, 0F 4 6'%Y

Return the adversarial video sample V4,
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