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A Bias-Free Training Paradigm for More General Al-generated Image Detection
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Figure 1. We introduce a new training paradigm for Al-generated image detection. To avoid possible biases, we generate synthetic images
from self-conditioned reconstructions of real images and include augmentation in the form of inpainted versions. This allows to avoid
semantic biases. As a consequence, we obtain better generalization to unseen models and better calibration than SoTA methods.

Abstract

Successful forensic detectors can produce excellent results
in supervised learning benchmarks but struggle to trans-
fer to real-world applications. We believe this limitation
is largely due to inadequate training data quality. While
most research focuses on developing new algorithms, less
attention is given to training data selection, despite evi-
dence that performance can be strongly impacted by spu-
rious correlations such as content, format, or resolution.
A well-designed forensic detector should detect generator
specific artifacts rather than reflect data biases. To this end,
we propose B-Free, a bias-free training paradigm, where
fake images are generated from real ones using the condi-
tioning procedure of stable diffusion models. This ensures
semantic alignment between real and fake images, allowing
any differences to stem solely from the subtle artifacts intro-
duced by Al generation. Through content-based augmenta-
tion, we show significant improvements in both generaliza-
tion and robustness over state-of-the-art detectors and more
calibrated results across 27 different generative models, in-
cluding recent releases, like FLUX and Stable Diffusion
3.5. Our findings emphasize the importance of a careful
dataset curation, highlighting the need for further research
in dataset design. Code and data will be publicly available
at https://grip—unina.github.io/B-Free/.

1. Introduction

The rise of generative Al has revolutionized the creation of
synthetic content, enabling easy creation of high-quality so-
phisticated context, even for individuals without deep tech-
nical expertise. Thanks to user-friendly interfaces and pre-
trained models, users can create high-quality synthetic con-
tent such as text, images, music, and videos through sim-
ple inputs or prompts [50]. This accessibility has democra-
tized content creation, enabling professionals in fields like
design, marketing, and entertainment to leverage Al for cre-
ative purposes. However, this raises concerns about poten-
tial misuse, such as the creation of deepfakes, misinforma-
tion, and challenges related to intellectual property and con-
tent authenticity [4, 16, 25].

Key challenges for current GenAl image detectors in-
clude generalization — detecting synthetic generators not
present in the training set — and ensuring robustness
against image impairments caused by online sharing, such
as compression, resizing, and cropping [41]. In this con-
text, large pre-trained vision-language models like CLIP
[34] have demonstrated impressive resilience to these dis-
tribution shifts [31]. The success of these models in foren-
sic applications suggests that pre-training on large and di-
verse datasets may be a promising path forward. An im-
portant aspect often overlooked in the current literature is
selection of good task specific datasets to train or fine-tune
such models, that primarily rely on hidden, unknown signa-
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Figure 2. Forensic detectors can exhibit opposite behaviors depending on their training dataset. The four plots show the prediction
distributions for three CLIP-based detectors, UnivFD [31], FatFormer [27] and RINE [21], and the proposed one. The fake images (SD-XL
or DALL-E 3) are generated from images of a single dataset (RAISE on top, COCO on the bottom) and tested only against real images
of the same dataset (Synthbuster [2] and the test dataset from [11]). We observe that for the same detector (e.g., RINE) and the same
fake-image generator (e.g., DALL-E 3) the score distributions can vary significantly depending on the dataset used, going from real (left
of the dotted line) to fake (right of the dotted line) or vice versa. This is likely due to the presence of biases in the training set that heavily
impact the detector prediction. Our detector, on the other hand, shows consistent and correct results in all cases.

tures of generative models [30, 47]. Indeed, it is important the first case, real images come from the RAISE dataset
to guarantee that the detector decisions are truly based on [12] and fakes are generated starting from images of the
generation-specific artifacts and not on possible dataset bi- same dataset. The second case uses COCO as source of re-
ases [7, 28, 42]. In fact, datasets used during the training als instead of RAISE. Fakelnversion [7] proposes an effec-
and testing phases of forensic classifiers could be affected tive approach towards semantic alignment of training data
by different types of polarization. using reverse image search to find matching reals, however
Format issues have been the Achilles’ heel of forensic fails to capture real image distribution after 2021.
detectors since at least 2013, when [5] recognized that a
dataset for image tampering detection [13] included forged To mitigate potential dataset biases, in this work we pro-
and pristine images compressed with different JPEG quality pose a new training paradigm, B-Free, where we generate
factors. Therefore, a classifier trained to discrminate tam- synthetic images using self-conditioned reconstructions of
pered and pristine images may instead learn their different real images and incorporate augmented, inpainted varia-
processing histories. This issue has been highlighted in [18] tions. This approach helps prevent semantic bias and po-
with reference to datasets of synthetic and real images. In tential misalignment in coding formats. The model ana-
fact, the former are often created in a lossless format (PNG), lyzes the whole image during training to avoid unnecessary
while the latter are typically compressed in lossy formats cropping or resizing operations, the latter being particularly
like JPEG. Again a classifier could learn coding inconsis- harmful since it could wash out the subtle low-level forensic
tencies instead of forensic clues. Likewise it could learn re- clues [17]. Overall, we make the following contributions:
sampling artifacts, as it was recently shown in [35] - in this
case a bias was introduced by resizing all the real images * We propose a large curated training dataset of 51k real
from the LAION dataset to same resolution, while keeping and 309k fake images. Real images are sourced from
the fake ones unaltered. COCO, while synthetic images are self-conditioned re-
Forensic clues are subtle and often imperceptible to the constructions using Stable Diffusion 2.1. This helps the
human eye, making it easy to introduce biases when con- detector to focus on artifacts related to the synthetic gen-
structing the training and test sets, as well as the evalua- eration process avoiding content and coding related bi-
tion protocol. Semantic content itself can also represent ases.
a source of bias. For this reason, several recent proposals * We show that including proper content-based augmenta-
[2, 3, 11] take great care to include pairs of real and fake tion provides better calibrated results. This ensures that
images characterized by the same prompts when building in-lab performance is closer to expected performance on
a training or test dataset. To gain better insights about the real-world images shared over social networks.
above issues, in Fig. 2 we show the performance of three * We study the effect of different distribution shifts and
SoTA CLIP-based approaches [21, 27, 31] in distinguish- show that by leveraging a pre-trained large model trained
ing real images from fake images generated by SD-XL and on our dataset, it is possible to obtain a SoTA accuracy
DALL-E 3. For each method we consider two settings: in (87%) even on unseen new generators.
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Figure 3. Overview of existing (a, b, ¢) and proposed (d) strategies for building an aligned training dataset. Some methods try to match
synthetic images to the corresponding real images by using class-based generation (a) or text-to-image generation with real images’
descriptions (b). In (c) real images are fed to an autoencoder to generate a reconstructed fake with the same content. Unlike in (c), in our
approach (d) a self-conditioned fake is generated using diffusion steps, and we also add a content augmentation step.

2. Related Work

A well-curated training set is of vital importance for any
data-driven method. In recent years this awareness has
much grown also in the forensic field and there have been
many efforts in this direction following two main lines of
work: i) forming a reliable dataset by carefully selecting
“natural” fakes, or ii) creating a fully synthetic dataset by
injecting forensic artifacts in real images.

Selecting good natural training data. Wang et al.’s pa-
per [43] was among the first to demonstrate the importance
of selecting a suitable training set for gaining generaliza-
tion to unseen synthetic generators. The selected dataset
included images from a single generation architecture (Pro-
GAN) and 20 different real/false categories (Fig. 3.a) and
included augmentation in the form of common image post-
processing operations, such as blurring and compression.
Results clearly show that generalization and robustness
strongly benefit from the many different categories included
during training as well as from the augmentation procedure.
In fact, this dataset has been widely utilized in the literature,
where researchers follow a standard protocol assuming the
knowledge of one single generative model during training.
This scenario describes a typical real world situation where
new generative architectures are unknown at test time.

The dataset proposed in [43] was used in [31] to fine-tune
a CLIP model with a single learnable linear layer, achieving
excellent generalization not only on GAN models but also
on Diffusion-based synthetic generators never seen during
training. Likewise, it was used in [21] to train a CNN clas-
sifier that leverages features extracted from CLIP’s interme-
diate layers to better exploit low-level forensic features. In
[37, 40] image captions (either paired to the dataset images
or generated from them) were used as additional input for
a joint analysis during training. The approach proposed in
[27] is trained using only 4 classes out of the 20 categories
proposed in [43], as well as other recent methods [38—40].

Other methods rely on datasets comprising images from
a single diffusion-based generator, such as Latent Diffu-
sion [7, 10, 11], Guided Diffusion [44] or Stable Diffusion
[22, 37]. Prior work [7, 11] highlights the importance of
aligning training and eval data in terms of semantic content.
This choice allowed to better exploit the potential of fixed-
pretraining CLIP features by strongly reducing the number
of images needed for fine-tuning [11]. This strategy has the
key merit of reducing the dataset content bias, thus allow-
ing for better quality training, and is also adopted in other
approaches both during training [1, 3] and test time to carry
out a fairer evaluation [2].

Creating training data by artifact injection. A differ-
ent line of research is to create simulated fake images by
injecting traces of the generative process in real images.
A seminal work along this line was done by Zhang et al.
[52] for GAN image detection. The idea is to simulate ar-
tifacts shared by several generators. These peculiar traces
are caused by the up-sampling processes included in the
generation pipeline and show up as peaks in the frequency
domain. Besides these frequency peaks, synthetic images,
both GAN-based and diffusion-based, have been shown to
exhibit spectral features that are very different from those of
natural images [14, 15]. In fact, real images exhibit much
richer spectral content at intermediate frequencies than syn-
thetic ones [9, 46].

For GAN-generated images, producing realistic sim-
ulated fakes requires training the generation architecture
specifically for this task [19, 52]. In contrast, diffusion-
based image generation can leverage a pre-trained au-
toencoder embedded within the generation pipeline, which
projects images into a latent space without the need for ad-
ditional training [11, 29]. This procedure has been very re-
cently used in a concurrent work [35] to reduce semantic bi-
ases during training (Fig. 3.c). Different from [35] we gen-
erate synthetic data by also performing the diffusion steps.
Later in this work we will show that this choice allows us



Reference # Real/ # Fake Real Source # Models
Synthbuster [2] 1k / 9k RAISE 9
Genlmage [53] 1.3M/ 1.3M ImageNet 8

Fakelnversion [7] 44.7k / 44.7k Internet 13
SynthWildX [11] 500/ 1.5k X 3
WildRF [6] 1.25k/1.25k  Reddit, FB, X unknown

Table 1. Publicly available datasets we used for our evaluation.

to exploit even subtler inconsistencies at lower frequencies,
enhancing the detector performance (Fig. 3.d).

3. Evaluation Protocol

3.1. Datasets

In our experimental analysis, we want to avoid or at least
minimize the influence of any possible afore-mentioned bi-
ases. To this end, we carefully select the evaluation datasets
as outlined below. Experiments on further datasets are pro-
vided in the supplementary material.

To avoid format bias, we use Synthbuster [2], where
both real and generated images are saved in raw format.
Therefore, a good performance on this dataset cannot come
from the exploitation of JPEG artifacts. A complementary
strategy to avoid format biases is to reduce the mismatch be-
tween real (compressed) and synthetic (uncompressed) im-
ages by compressing the latter. To this end, we modified
the fake class in Genlmage [53] by compressing images at
a JPEG quality close to those used for the real class, as sug-
gested in [18]. This modified dataset, referred to as Genlm-
age unbiased, comprises 5k real and 5k fake images, a small
fraction of the original dataset.

To avoid content bias, we also evaluate performance on
datasets where fakes are generated using automated descrip-
tions of real images. In studies like [2, 3] these descriptions
are refined into manually created prompts for text-based
generation. As a result, the generated images closely align
with the content of the real images, minimizing possible bi-
ases due to semantic differences. A more refined dataset
in this regard is Fakelnversion [7], where real images are
retrieved from the web using reverse image search, thus en-
suring stylistic and thematic alignment with the fakes.

To allow in-the-wild analysis, we experiment also on
datasets of real/fake images collected from the web, such as
WildRF [6] and SynthWildX [11]. Both datasets comprise
images coming from several popular social networks. Tags
were used to find fake images on Reddit, Facebook and X.
A short summary of all the datasets used in our evaluation
is listed in Table 1.
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Figure 4. Content augmentation process. Starting with a real
image, we use its generated variants (first row) and their locally
manipulated versions (last row), created by replacing the original
background. When inpainting with a different category, we use a
bounding box instead of an object mask to allow space for new
objects of varying shapes and sizes.

3.2. Metrics

Most work on GenAl image detection measure performance
by means of threshold-independent metrics, such as Area
Under the Curve (AUC) or average precision (AP). These
metrics indicate ideal classification performance, however
the optimal separating threshold is not known and, quite of-
ten, the balanced accuracy at a fixed threshold (e.g. 0.5) re-
mains low, especially when there are significant differences
between training and testing distributions [41]. Some pa-
pers address this problem by adjusting the threshold through
a calibration procedure, assuming access to a few images
from the synthetic generator under evaluation [10, 31, 43].
In a realistic situation, availability of such calibration im-
ages is uncertain.

In this work, to provide a comprehensive assessment of
performance, we use both AUC and Accuracy at 0.5, in ad-
dition we compute the Expected Calibration Error (ECE)
and the Negative Log-Likelihood (NLL). ECE measures the
ability of a model to provide prediction probabilities well
aligned with the true probabilities. More precisely, we use
the Binary ECE, which is the weighted average of the dif-
ferences between the actual probability and the predicted
probability across different bins [32]. Then, we use the bal-
anced NLL [33], which evaluates the similarity between the
distribution of the model’s predictions and the actual data
distribution, penalizing both low confidence in the correct
class and overconfidence in incorrect ones. More details on
these metrics can be found in the supplementary material.



Training settings Synthbuster New Generators WildRF AVG
Training Set Augmentation Midjourney SDXL DALL-E2 DALLE3 Firefly FLUX SD3.5 Facebook Reddit Twitter AUCtT/bAccT
. (b) paired by text - 97.5/559 99.1/652 745/50.1 99.4/627 71.3/50.1 98.3/554 92.6/53.0 64.7/63.7 56.5/57.7 83.8/712 83.8/58.5
¥ (c) reconstructed - 100./99.4 100./99.1 77.7/52.7 97.0/72.3 99.3/89.3 945/670 98.4/843 98.1/94.7 755/753 93.3/88.4 93.4/823
§ _@selfconditoned  — ______ 99.8/969_ 997/96 894/381_ 979/825 100./991  895/576 989/896_ 956/906 193/755_ 942/890 _ 944/836
S (d) self-conditioned  cutmix/mixup 99.5/96.1 99.4/954 81.2/589 96.7/825 99.9/982 819/56.8 97.7/8383 955/90.3 80.4/768 93.3/87.7 92.5/83.1
9] ” inpainted 100./96.8 100./96.8 81.2/650 99.1/951 100./96.8 943/849 99.6/959 99.0/87.5 81.0/70.5 96.7/86.1 95.1/87.5
;z inpainted+ 99.8/96.4 99.7/964 92.9/839 99.0/952 99.9/969 948/87.7 93.4/86.8 957/90.3 823/755 96.0/90.3 95.4/89.9
inpainted++ 99.9/96.8 99.8/96.6 83.1/71.0 97.4/922 99.5/96.7 929/850 94.7/89.5 97.7/925 83.2/788 958/89.5 94.4/889
Training Set Augmentation Midjourney SDXL DALL-E2 DALL-E3 Firefly FLUX SD3.5 facebook reddit twitter NLL|/ECE|
(b) paired by text — 221/.427 1.41/.342 483/.496 1.45/.364 5.04/.498 2.10/.429 3.06/.460 1.83/.300 2.66/.366 1.41/.253 2.60/.393
m  (c) reconstructed - 0.02/.006 0.02/.006 4.27/.463 1.13/.263 0.29/.104 1.66/.316 0.60/.150 0.23/.046 1.82/.221 0.62/.096 1.077.167
S @seltcondiioned  — ____ 010/026 011105 257/401 067/.165 0.02/.005  257/404 0367094  039/.076 136/.195 052/.099  087/.149
3 (d)self-conditioned  cutmix/mixup 0.09/.014  0.11/.022 1.93/.381 0.45/.147 0.05/.012 1.90/.398 0.31/.092 0.32/.071 0.94/.172 0.40/.078 0.65/.139
E ” inpainted 0.08/.046  0.09/.045 0.99/.275 0.13/.022 0.08/.046 0.37/.094 0.11/.032 0.33/.157 0.72/.206 0.32/.127 0.32/.105
inpainted+ 0.09/.039  0.10/.036  0.44/.099 0.13/.023 0.08/.042 0.34/.065 0.40/.077 0.28/.067 0.70/.155 0.27/.054 0.28 /.066
inpainted++ 0.11/.060 0.11/.061 0.68/.193 0.22/.040 0.13/.064 0.36/.076 0.29/.040 0.20/.031 0.54/.111 0.26/.071 0.29/.075

Table 2. Ablation study. We compare

several forms of content alignment and content augmentation. Performance are in terms of

AUC/Accuracy (top) and ECE/NLL (bottom). Note that all variants share a standard augmentation (blurring + JPEG compression) as
proposed in [43]. For content alignment we consider the image pairing strategies described in Fig. 3: b) text-driven generation, c) re-
construction through autoencoder, and our proposal d) using self-conditioned images (through autoencoder and diffusion). For the last
solution we test several forms of augmentation: a standard cutmix/mixup, and three proposed strategies based on inpainting: inpainted
(same category and corresponding local version), inpainted+ (both same and different categories and corresponding local versions), and
inpainted++ (like inpainted+ with further augmentation operations, such as scaling, cut-out, noise addition, and jittering).

(a) (b) (©

Figure 5. Power spectra computed by averaging (2000 images)
the differences between: (a) real and reconstructed images, (b)
real and self-conditioned images, and (c) reconstructed and self-
conditioned images. We can observe that the self-conditioned gen-
eration embeds forensic artifacts even at lower frequencies com-
pared to reconstructed images. This means that it is possible to
better exploit such inconsistencies to distinguish real from fakes.

4. Proposed Method

To realize and test our bias-free training paradigm we:

* build a dataset consisting of real and generated fake im-
ages, where the latter are well aligned with their real
counterparts but include the forensic artifacts of the
diffusion-based generation process. The dataset is then
enriched through several forms of augmentation, includ-
ing locally inpainted images, and comprises eventually
309,102 generated images.

* use this aligned dataset to fine-tune a Vision Transformer
(ViT)-based model end-to-end. The model processes the
entire (512 x 512) input image, so we avoid resizing and
cropping operations altogether during fine-tuning. At in-
ference time, 512 x 512 crops are extracted from the im-
age (if the image is larger we average the results of mul-
tiple crops).

Specifically, we use the image embedding network from
the SigLIP model proposed in [49]. This model is pre-
trained for image-text matching but employs a pairwise sig-
moid loss instead of the softmax loss function used in CLIP
models. This modification improves memory efficiency, en-
abling the use of larger batch sizes and input dimensions.
The dataset instead is created starting from the images col-
lected from the training set of MS-COCO dataset [26], for
a total of 51,517 real images.

To ensure fake images semantically match the content of
real images, we exploit the conditioning mechanism of Sta-
ble Diffusion models that allows us to control the synthesis
process through a side input, which can be a class-label, a
text or another image. The side input is firstly projected
to an intermediate representation by a domain specific en-
coder, and then feeds the intermediate layers of the autoen-
coders for denoising in the embedding space. After several
denoising steps, a decoder is used to obtain the conditioned
synthetic image from embedded vector (See Fig. 1). In our
self-conditioned generation, we use the inpainting diffusion
model of Stable Diffusion 2.1 [36], that has three side in-
puts: the reference image, a binary mask of the area to in-
paint, and a textual description. Using an empty mask, we
induce the diffusion steps to regenerate the input, that is, to
generate a new image with exactly the same content of the
input image. For the content augmentation process, we use
the Stable Diffusion 2.1 inpainting method to replace an ob-
ject with a new one, chosen from the same category or from
a different one. Moreover, as shown in Fig. 4, besides the
default inpainting, which regenerates the whole image, we
consider also a version where the original background is re-
stored. Note that during training, we balance the real and
fake class taking an equal number of images from each.
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Figure 7. Balanced accuracy of B-Free under various augmenta-
tion strategies evaluated from the initial online post. We analyzed
multiple web-scraped versions of real and fake images that went
viral on internet.

In the following, we present our ablation study. To avoid
dataset bias we use the WildRF [6] and Synthbuster [2]
datasets, as explained in Section 3. In addition, we test on
1000 FLUX and 1000 Stable Diffusion 3.5 images, to verify
performance on some of the latest synthetic generators.

4.1. Influence of content alignment

In Tab. 2 we show the performance achieved with different
dataset alignment strategies, as described in Fig. 3. Note
that all variants are trained with standard augmentations,
including blurring and JPEG compression, as proposed in
[43]. From the Table, we can observe that there is a large
gain in terms of both AUC (~10%) and balanced accuracy
(~20%) when upgrading from a text-driven generation (first
row) to a solution where real and fake images share the se-
mantic content, both reconstructed and self conditioned (see
Fig. 3 for approaches). The proposed solution of using a
diffusion pass demonstrates further improvement across all
the evaluation metrics. This is highlighted in Fig. 5, where
we show the power spectra evaluated by averaging the dif-
ference between the real and reconstructed images and the
real and self-conditioned images. We observe that self-
conditioned generation introduces forensic artifacts even at
the lowest frequencies, indicating a detector trained on such
images can exploit inconsistencies on a broader range of
frequencies.

Training Set Architecture FT AUCT bAcc? NLL| ECE]

Ours SigLip 512 e2e 95.4 89.9 0.28 .066
Ours SigLip 512 LP 63.7 522 091 285
Ours CLIP/ViT-L 224  e2e 75.2 73.9 0.66 225
LDM [10] CLIP/ViT-L 224  e2e 63.9 48.5 3.39 487
ProGAN [43]  CLIP/ViT-L 224  e2e 54.7 45.2 4.85 525

Table 3. Ablation study on the influence of the network architec-
ture and the training data. We compare our solution, SigLip model
trained end-to-end with content augumentation, with: fine-tuning
(FT) of the last linear layer (linear probing, LP) a CLIP-based net-
work and two well-known public training datasets: one based on
ProGAN [43] and the other on Latent Diffusion [10].

4.2, Effect of content augmentation

We also analyze the effect of different content augmenta-
tion strategies (Fig. 4). We consider standard operations
like cut-mix [48] and mix-up [51] and compare them with
our proposed solutions that include three variants:

* inpainted, we replace an object with another from the
same category plus the version where the background is
substituted with pristine pixels (effectively a local image
edit);

* inpainted+, we replace an object with another from both
the same and a different category plus the corresponding
versions where the background is substituted with pristine
pixels;

* inpainted++, we further add some more standard aug-
mentation operations, such as scaling, cut-out, noise ad-
dition, and jittering.

Overall, it is evident from Tab. 2 that augmentation plays

a critical role in enhancing model generalization and this

can be appreciated especially by looking at balanced accu-

racy and calibration measures. In fact, all of them improve
significantly, while AUC is almost constant. More specif-
ically, accuracy increases on average from around 83% to

89% thanks to our content-based augmentation. The most

significant gains are observed on DALL-E 2, DALL-E 3

and FLUX that, probably, differ the most from Stable 2.1

in terms of architecture and hence require a stronger aug-

mentation strategy to generalize.

Robustness. In Fig. 6, we analyze the impact of our con-
tent augmentation, assessing robustness under various op-
erations: JPEG compression, resizing, and blurring. Com-
pared to using only self-conditioned images, all three pro-
posed variants of augmentation offer a clear advantage, es-
pecially when resizing is applied. However, we can notice
that in this experiment, the strongest augmentation strategy
(inpainted++) may appear useless. Indeed, the relevance of
such aggressive augmentation is more evident when analyz-
ing images over the web. In fact, distinguishing real from
synthetic images on social networks may be especially chal-
lenging due to the presence of multiple re-posting that im-
pair image quality over time. A recent study conducted in



bAce(%)M/NLL] Synthbuster New Generators WildRF AVG
Midjourney SDXL DALL-E2 DALL-E3 Firefly FLUX SD 3.5 Facebook Reddit Twitter bAcct/NLL]

CNNDetect 49.5/845 49.8/690 50.2/5.75 49.5/129 503/3.66 49.5/10.1 50.0/530 50.0/9.84 50.7/6.66 50.1/8.64 50.0/7.83
DMID 100./0.00 99.7/0.01 50.1/599 50.0/7.08 51.0/1.72 63.7/1.27 99.9/0.01 87.8/0.52 743/1.82 79.1/0.85 75.6/1.93
LGrad 57.7/6.88 585/6.81 556/7.10 479/758 474/750 549/7.11 519/724 66.6/3.74 57.8/472 45.7/531 54.4716.40
UnivFD 5247235 68.0/1.15 83.5/043 47.3/394 90.7/024 484/345 693/1.07 488/3.06 59.5/137 56.0/2.01 62.4/191
DeFake 69.7/0.72 763/0.56 64.0/092 849/036 724/0.63 792/046 81.2/042 663/089 659/082 63.4/094 72.370.67
DIRE 49.7/153 499/153 50.0/153 50.0/153 499/153 50.0/153 50.0/153 51.9/498 79.5/2.15 56.7/4.39 53.7/11.9
AntifakePrompt 704/ - 847/ - 655/ - 86.0/ - 70.0/ - 59.6/ 60.7/ - 69.7/ - 689/ - 78.0/ 713/ -
NPR 449/16.6 503/162 50.2/16.2 0.6/29.9 04/473 503/162 503/162 50.0/322 783/9.39 51.8/252 4271225
FatFormer 444/522 66.7/276 54.1/3.64 359/690 60.1/3.59 394/6.10 49.1/5.06 54.7/454 69.5/2.54 54.8/4.40 52.9/4.48
FasterThanLies 61.3/298 71.1/1.79 50.8/5.15 53.5/3.779 552/440 53.8/4.10 53.7/376 462/332 51.0/399 53.9/331 55.1/3.66
RINE 54.6/5.03 71.8/1.99 822/0.77 453/205 91.2/036 46.7/10.1 81.3/122 52.8/651 67.7/246 56.0/5.23 65.0/5.43
AIDE 57.5/095 68.4/0.70 349/134 33.7/138 24.8/200 629/0.82 633/082 569/094 72.1/0.62 57.3/1.01 53.2/1.06
LaDeDa 50.7/24.8 50.7/248 50.5/248 41.1/254 474/256 50.5/248 50.7/248 70.3/7.19 747/793 59.6/9.40 54.6/19.9
C2P-CLIP 52.8/1.10 77.7/0.48 556/099 632/0.73 59.5/0.89 50.1/130 609/093 544/097 684/0.67 574/091 60.0/0.90
CoDE 76.9/0.82 752/0.81 546/244 732/098 58.6/200 59.8/197 67.7/127 70.0/097 66.1/129 70.9/1.01 67.3/1.36
Ours 96.4/0.09 96.4/0.10 83.9/044 952/0.13 96.9/0.08 87.7/034 86.8/0.40 90.3/0.28 75.5/0.70 90.3/0.27 89.9/0.28

Table 4. Comparison with SOTA methods in terms of balanced Accuracy and balanced NLL across different generators. Note that An-
tifakePrompt [8] provides only hard binary labels hence calibration measures cannot be computed.

[20] analyzed the detector behavior on different instances
of an image shared online, showing that the performance
degrades noticeably in time due to repeated re-posting. To
better understand the impact of our augmentation strategies
on such images, we collected a total of 900 real/fake im-
ages that went viral, including several versions of the same
real or fake image. In Fig. 7 we show the balanced accu-
racy for our augmentation strategies, evaluated in different
time periods from the first online post. In all cases the bal-
anced accuracy gets significantly worse after just one day,
but our strategy with more aggressive augmentation suc-
ceeds in stabilizing the performance to a very good level,
always above 85%. This analysis makes clear that when
testing the detector on images from the web a more intense
augmentation inpainted++ is needed, otherwise the variant
inpainted+ is sufficient. For remaining experiments, Ours
refers to the detector trained using inpainted+ augmenta-
tion.

4.3. Influence of training data

We conduct additional experiments to gain deeper insights
into the impact of the chosen architecture and the proposed
training data on the same datasets shown in Tab. 2. First,
we compare our adopted model, SigLIP trained end-to-end,
with an alternative fine-tuning strategy that involves train-
ing only the final linear layer, known as linear probing (LP)
that is largely adopted in the literature [11, 31]. From Tab. 3
we can see that this latter solution does not perform well.
One possible explanation is that features from last layer
capture high-level semantics, while our dataset is built to
exploit low-level artifacts that derive from first and interme-
diate layers [10, 21]. Then we use a different architecture,
a CLIP-based model that works with an input size equal
to 224 x 224, and vary the training dataset by including
two well known datasets largely used in the literature, one

Ref. Acronym Training Real/Fake Size (K) Aug.
[43] CNNDetect LSUN / ProGAN 360 /360 v
[10] DMID COCO, LSUN / Latent 180/ 180 v
[38] LGrad LSUN/ ProGAN 72172 v
311 UnivFD LSUN / ProGAN 360/ 360 v
[37] DeFake COCO/SD 20/20

[44] DIRE LSUN-Bed / ADM 40/ 40

[8]  AntifakePrompt COCO / SD3,SD2-inp 90/ 60 v
[39] NPR LSUN / ProGAN 721172

[27]  FatFormer LSUN / ProGAN 721172

[22]  FasterThanLies = COCO/SD 108 /542 v
[21] RINE LSUN/ProGAN 72172 v
[45] AIDE ImageNet / SD 1.4 160/ 160 v
[6] LaDeDa LSUN/ProGAN 360/ 360

[40] C2P-CLIP LSUN/ProGAN 72172 v
[3] CoDE LAION/SD1.4,SD2.1, 2.3M/9.2M v

SDXL, DeepF. IF

Table 5. Al-generated image detection methods used for compar-
ison and whose code is made publicly available. We specify the
source and size of the training dataset, and whether augmentation
is applied.

based on ProGAN [43] and the other on Latent Diffusion
[10]. First we note that our training paradigm achieves the
best performance over all the metrics, with a very large gain
(+17% in bAcc). This is due to the adoption of a model that
can handle a larger input size up to 512 x 512 and hence can
process at once the entire image of our training set.

5. Comparison with the State-of-The-Art

In this Section, we conduct a comparison with SOTA meth-
ods on 27 diverse synthetic generation models. To en-
sure fairness, we include only SoTA methods with pub-
licly available code and/or pre-trained models. The selected
methods are listed in Table 5 and are further described in
the supplementary material together with additional experi-
ments.
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Figure 8. Average performance in term of AUC and balanced accuracy of SoTA methods on four datasets:

Fakelnversion, SynthWildX.

A first experiment is summarized in Tab. 4 with results
given in terms of balanced accuracy and NLL. Most of the
methods struggle to achieve a good accuracy, especially
on more recent generators. Instead, B-Free obtains a uni-
formly good performance on all generators, irrespective of
the image origin, whether they are saved in raw format or
downloaded from social networks, outperforming the sec-
ond best (see last column) by +14.3% in bACC and +58%
in NLL. Then, we evaluate again all methods on Genlmage
(unbiased), Fakelnversion [7], and SynthWildX [11].
these datasets encompass multiple generators, we only re-
port the average performance in Tab. 6. On these additional
datasets, most methods provide unsatisfactory results, espe-
cially in the most challenging scenario represented by Syn-
thWildX, with images that are shared over the web. The
proposed method performs well on all datasets, just a bit
worse on Fakelnversion. Finally in Fig. 8 we study how
AUC compares with balanced accuracy for all the meth-
ods over several datasets. We observe that some methods,
like NPR and LGrad, present a clear non-uniform behavior,
with very good performance on a single dataset and much
worse on the others. This seems to suggest that these meth-
ods may not be truly detecting forensic artifacts, instead are
rather exploiting intrinsic biases within the dataset. Differ-
ently, the proposed method presents a uniform performance
across all datasets and a very small loss between AUC and
accuracy.

6. Limitations

The method proposed in this work is trained using fake im-
ages that are self-conditioned reconstructions from Stable
Diffusion 2.1 model. If new generators will be deployed
in the future that have a completely different synthesis pro-
cess, then is it very likely that this approach will fail (the
principles and ideas shared in this work may still hold). Fur-
ther, being a data-driven approach it can be adversarially at-
tacked by a malicious user. This is a very relevant issue that
we plan to address in our future work.

mmm Fakelnversion
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Synthbuster, Genlmage,

bAcc(%)T/NLL] Genlmage Fakelnver. SynthWildX AVG
CNNDetect 51.3/7.88 509/7.94 50.0/8.08 50.7/7.96
DMID 79.0/1.66 96.1/0.25 76.6/0.82 83.9/091
LGrad 39.6/7.12 7721227 4637553 54.3/4.97
UnivFD 655/1.31 52.8/2.19 525/255 56.9/2.02
DeFake 73.7/0.74  633/0.95 629/098 66.6/0.89
DIRE 473/6.54 51.8/134 52.5/4.60 50.5/8.19
AntifakePrompt 78.5/ 539/ - 70.8/ - 67.8/ -
NPR 50.7/253 87.0/496 49.9/282 62.6/19.5
FatFormer 61.5/399 59.7/345 533/475 58.2/4.06
FasterThanLies 77.0/1.23 48.6/3.64 50.9/340 58.8/2.76
RINE 69.1/2.57 63.6/484 562/6.07 63.0/4.49
AIDE 60.2/1.01 76.9/0.54 550/1.05 64.0/0.86
LaDeDa 50.2/29.2 84.7/3.03 55.1/102 63.3/14.1
C2P-CLIP 755/0.57 59.6/0.82 574/091 64.2/0.76
CoDE 71.7/143 788/0.74 723/095 742/1.04
Ours 91.4/0.27 79.6/0.76 89.0/0.30 86.7/0.44

Table 6. Comparison with SOTA methods in terms of average per-
formance in terms of balanced accuracy and NLL for three addi-
tional datasets: Genlmage, FakeInversion and SynthWildX.

7. Conclusions

In this work, we propose a new training paradigm for Al-
generated image detection. First of all, we empirically
demonstrate the importance of pairing real and fake images
by constraining them to have the same semantic content.
This helps to better extract common artifacts shared across
diverse synthetic generators. Then we find that using ag-
gressive data augmentation, in the form of partial manipu-
lations, further boosts performance both in term of accuracy
and of calibration metrics. This is extremely relevant espe-
cially when working in realistic scenarios, such as image
sharing over social networks. Our findings emphasize that
careful dataset curation and proper training strategy can be
more impactful compared to developing more complex al-
gorithms. We hope this work will inspire other researchers
in the forensic community to pursue a similar direction, fos-
tering advancements in bias-free training strategies.
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Supplementary Material

In this supplementary document, we report more details
about our implementation (Sec. 8). Moreover, we briefly
describe the state of the art methods we compare to (Sec. 9),
and give more details about the calibration metrics used in
the experiments (Sec. 10). We also provide additional ab-
lation results in Sec. 11 and carry out further experiments
on generalization (Sec. 12) on additional publicly available
datasets. Furthermore, we provide more results on the ro-
bustness of our approach compared with SoTA methods
(Sec. 13).

8. Implementation Details

Training strategy. The proposed model leverages the
SigLIP 512512 image embedding network as its back-
bone, followed by two fully connected layers. The model is
trained end-to-end using the binary cross-entropy loss func-
tion on an NVIDIA A100 GPU. The training process em-
ploys the ADAM optimizer with a learning rate of le-6, a
weight decay of le-6, and a batch size of 24. During train-
ing, the balanced accuracy is evaluated on a validation set
every 3435 iterations. Early stopping is applied to prevent
overfitting: training is completed if the validation balanced
accuracy does not improve by at least 0.1% over five con-
secutive evaluations.

Test strategy. If the test image is less than 512 pixels,
padding is applied after patch embedding. Otherwise, we
average the logit score over multiple crops to analyze the
whole image.

Training Dataset. Here we give more deatils on how we
built our dataset. Starting from the MS-COCO training set,
consisting of 118K images with 80 categories of objects,
we first discarded images with licenses different than Cre-
ative Commons. Before editing the images, we extracted
the largest central crop, which allows us to retain most of
the semantic content of the original image. We discarded
images where objects are not present and ended up with a
pristine source of 51,517 images. For content augmenta-
tion, we replaced the selected object with an object gen-
erated from the same category using the COCO segmenta-
tion mask, and from a different category using a rectangular
box. We took care to not affect too much the realism of
the content, so for the “different category” case the object
is changed with one from a similar category, that belongs
to the same COCO supercategory. In this scenario, the only
exception is the category person, which does not have a su-
percategory and it is therefore replaced with a random ob-
ject. As mentioned in the main paper, besides the default
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traffic light
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ditterent category

Figure 9. Examples of content augmented images from our train-
ing dataset. From real images (first row), we generate inpainted
versions with the same content (second row) and different content
(third row).

inpainting, we also consider a version where we take the
pixels of the object from the generated image, and the pixels
of the background from the original one. We did the same
with the self-conditioned image, restoring the background
with original pixels. Therefore, we ended up with six fake
versions for each real image (Fig. 4 of the main paper).

9. SoTA Methods

Below we provide a brief description of the methods we
included in the comparison in Section 5 of our main paper.
The training datasets used by these methods are indicated in
Table 5 of the main paper.

CNNDetect [43]. This is a CNN-based detector built on
ResNet50 (pre-trained on ImageNet) that adpots augmenta-
tion in the form of post-processing operations, such as blur-
ring and compression.

DMID [10]. This work also relies on a ResNet-50, but it
prevents down-sampling at the first layer so as to preserve
the invisible forensics clues as much as possible, and uses a
stronger augmentation to increase robustness.

LGrad [38]. This work is also based on a ResNet-50 clas-
sifier, but this is fed by a generalized artifacts representation
of the image in the form of gradients. This representation is
designed to more effectively capture the artifacts introduced
by synthetic generators.



Synthbuster New Generators WildRF AVG
Method Training settings Midjourney SDXL DALL-E2 DALLE3 Firefly FLUX SD 3.5 Facebook Reddit Twitter AUCT/bAcct
3 RINE ProGAN [43] 61.7/54.6 83.1/71.8 92.4/82.2 6.9/453 97.5/91.2 34.1/467 89.6/81.3 60.1/528 733/67.7 62.7/56.0 66.1/65.0
< ” LDM [10] 97.5/91.6 99.6/97.0 953/83.5 289/49.1 86.1/685 86.2/71.4 96.2/868 75.1/644 81.9/76.5 82.8/68.6 83.0/75.7
Ol L Ous — 995/938 999/941 958/89.1 87.0/790 965/897 91.7/854 896/820 8L1/734 736/690 847/761  89.9/832
<Dr: SigLip 512 D? [3] 99.0/652 100./86.7 99.7/60.2 100./85.1 99.9/559 96.7/562 99.3/68.5 89.8/79.4 752/71.6 92.6/78.1 95.2/70.7
” Ours 99.8/96.4 99.7/964 929/83.9 99.0/952 99.9/96.9 94.8/87.7 93.4/868 95.7/90.3 823/755 96.0/90.3 95.4/89.9
Method Training settings Midjourney SDXL DALL-E2 DALLE3 Firefly FLUX SD3.5 facebook reddit twitter NLL|/ECE|}
m RINE ProGAN [43] 5.03/.410 1.99/.236 0.77/.135 20.5/.546  0.36/.053 10.1/.506 1.22/.149 6.51/.454 246/.242 5.23/.393 5.43/.312
B ” LDM [10] 0.26/.094 0.18/.111 0.35/.132 1.44/.350 0.52/.115 0.51/.103 0.33/.126 0.61/.107 0.51/.065 0.55/.115 0.53/.132
3§ Ous ___ _023/.141 022/.147 031/.090  046/.055 030/.092 038/.059 042/.053 0.50/.073 0.56/.134 047/.045 _ 0.39/.089
21 SigLip 512 D®[3] 1.54/.343  0.40/.140 1.51/.384 042/.161 142/.414 250/.431 136/.311 0.85/.191 1.30/.214 0.77/.199 1.21/.279
” Ours 0.09/.039 0.10/.036 0.44/.099 0.13/.023 0.08/.042 0.34/.065 0.40/.077 0.28/.067 0.70/.155 0.27/.054 0.28 / .066

Table 7. Ablation study on the influence of the training data. We compare the performance of a SOTA method, RINE [21], by varying the
training data: ProGAN, LDM and our dataset. Then we train our model, SigLip [49], on a publicly available dataset, D3 [3], that includes
4 generators from the Stable Diffusion family. Performance are presented in terms of AUC/Accuracy (top) and ECE/NLL (bottom).

UnivFD [31]. It exploits pre-trained CLIP features through
linear probing. Fine-tuning is carried out on the same
dataset of real and GAN-generated images as in [43].

DeFake [37]. Both images and their corresponding prompts
are used and fed into the visual and textual encoders of
CLIP. The extracted features are the input of a multilayer
perceptron trained for binary detection.

DIRE [44]. It uses the reconstruction error of a generative
model as the input of a ResNet-50. In fact, this error is
expected to be lower for synthetic images than for real ones.

AntifakePrompt [8]. It relies on a visual question-
answering (VQA) tool, InstructBLIP. The VQA is used with
a fixed question, “’Is this photo real?”, and fine-tuned to pro-
vide accurate responses (”Yes” or "No”’) using a soft prompt
tuning technique. Note that the method provides hard bi-
nary predictions hence only balanced Accuracy can be com-
puted.

NPR [39]. In this case a ResNet-50 is fed using a residual
image computed as the difference between the original im-
age and its interpolated version. The idea is to exploit the
artifacts related to the up-sampling process which is com-
mon in several generative models.

FatFormer [27]. It adopts CLIP and introduces forgery-
aware adapters to extract forensic traces from both space
and frequency domains. The method proposes a language-
guided alignment mechanism to supervise the process and
ensure the association between image and text.

FasterThanLies [22]. The method employs a Binary Neu-
ral Network for features extraction phase and a linear clas-
sifier for detection. Beyond the image, the model has two
additional input channels: the Fast Fourier Transform mag-
nitude and the Local Binary Pattern image. We report re-
sults using the unfrozen BNext-M backbone.

RINE [21]. It uses features extracted from the intermediate
blocks of a CLIP encoder and an additional trainable mod-
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ule to take into account the influence of each block on the
final decision.

AIDE [45]. It leverages hybrid features extracted from a
ConvNeXt-based Open CLIP model and a CNN which is
fed with patches filtered to remove semantic content and
exploit low-level artifacts.

LaDeDA [6]. It is a patch-based classifier that leverages lo-
cal image features. The image is split into multiple patches,
for each patch a prediction is computed and then averaged
to obtain the image-level prediction.

C2P-CLIP [40]. It uses the Low-Rank Adaptation (LoRA)
strategy to fine-tune the image encoder of CLIP. Moreover,
it relies on a contrastive learning strategy based on category
prompts.

CoDE [3]. CoDE trains a Vision Transformer using a con-
trastive loss similar to CLIP. However, while CLIP aims to
learn features for text-image matching, CoDE aims at ob-
taining an embedding space where real and fake images are
effectively separated. We report results using CoDE in com-
bination with a the linear classifier.

10. Calibration Metrics

Here we provide some more details about the calibration
metrics used in the paper. The binary Expected Calibration
Error (ECE) is defined as:

o~ | Bl
ECE =) 7 |prob(Bp) — pred(Bp)| (1)

m=1

where N is the number of samples of the test-set, M is the
number of bins, and B,, is the set of samples whose pre-
dictions fall into the m-th bin, with |B,,| its cardinality.
prob(B,,) and pred(B,,) are the actual probability and the
average predicted probability of the target class in that bin,
respectively. In case of unbalanced test-set, we weigh the
contribution of each sample in the average to re-balance the
relevance between two classes. We used M = 15 bins.
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Figure 10. SoTA performance evaluated in terms of AUC and balanced Accuracy on Midjourney, SDXL and DALL-E generators from

different datasets.

The balanced Negative Log-Likelihood (NLL) is defined

as:
° 3 g ° 3 togpi(1

i€SH 1€S1

NLL = )

IS | IS |
where Sy and S; are the set of samples of non-target and
target class, respectively, while p;(0) and p;(1) are the pre-
dicted probabilities of the two classes for the i-th input sam-
ple.

11. Additional Ablation

In this Section we further investigate the influence of our
training dataset. First of all, we consider a SOTA method,
RINE [21], that is designed to exploit also low-level foren-
sic features and compare different strategies. The model
is trained on three different datasets: ProGAN [43], Latent
Diffusion (LDM) [10] and the dataset with content augmen-
tation we proposed in this work (inpainted+). Results are
presented in Tab. 7 and show that our dataset is particularly
helpful to obtain better and more calibrated results. On av-
erage we achieve an improvement of around 7% in terms of
AUC and balanced accuracy compared to training on LDM,
and a much larger gain, around 20% in terms of accuracy,
with respect to ProGAN. The advantage seems to be signifi-
cant especially for synthetic generators that are much differ-
ent from Latent Diffusion, such as DALL-E 3, Firefly and
FLUX.
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We also conduct and additional experiment and train
our network, SigLip [49], on the very recent Diffusion-
generated Deepfake Detection (D?) dataset [3], of about 8M
synthetic images (from 256 x 256 to 1024 x 1024) from
the generators SD 1.4, SD 2.1, SDXL, and DeepFloyd IF.
The images are generated using prompts taken from the de-
scription of the real source from LAION (text-driven gen-
eration). We can notice that although the AUC is similar
(>~ 95%), there is a significant increase in terms of bal-
anced accuracy (70.7 vs. 89.9) and decrease in terms of
both NLL (1.21 vs 0.28) and ECE (0.28 vs 0.07). This con-
firms that our training paradigm enables better calibration
and improved generalization.

12. Additional Generalization Analysis

In this Section we conduct further experiments which con-
firm that our method can generalize better than other meth-
ods and obtain less biased results. We also detail results
and show the performance on each synthetic generator for
Genlmage and FakeBench datasets.

Evaluation on same generators from different datasets.
Here we further expand on the analysis conducted in Fig. 2
of the main paper where we have shown that some detectors
achieve different performance on the same generator when
the images are taken from two different datasets. This puz-
zling behavior suggests the possibility that these methods



Genlmage (unbiased)

AUC?1/bAcct
BigGAN VQDM ADM GLIDE SD 1.4 SD 1.5 Midjourney =~ Wukong AVG

CNNDetect 70.9/584 63.4/512 51.8/49.9 59.4/50.7 65.1/50.1 66.4/49.9 793/50.1 62.6/502 64.8/51.3
DMID 74.6/523 97.6/751 785/513 949/56.6 100./99.9 100./99.8 100./97.4 100./99.6 93.2/79.0
LGrad 18.7/289 239/30.8 24.6/305 222/30.0 50.0/49.8 49.2/49.1 50.5/50.6 47.6/46.9 35.8/39.6
UnivFD 96.7/86.1 948/79.7 852/644 888/639 787/555 78.1/56.6 74.0/542 86.9/63.7 854/65.5
DeFake 72.6/644 T71.1/644 493/485 879/804 933/851 934/854 87.7/79.2 89.8/81.8 80.6/73.7
DIRE 26.6/469 35.0/47.7 253/467 299/47.0 41.7/473 39.8/473 38.0/475 454/477 352/473
AntifakePrompt - /817 - /811 - /81.6 - /818 - 1771 - 176.6 - /704 - 1716 - 1785
NPR 56.9/563 523/539 469/50.5 42.1/483 543/494 533/49.7 423/474 524/502 50.1/50.7
FatFormer 88.5/80.1 84.5/71.5 69.1/604 784/651 49.8/52.0 48.7/533 462/51.6 61.6/58.1 659/615
FasterThanLies  78.9/54.1 86.8/76.6 88.6/77.2 83.0/66.1 97.8/922 979/923 83.1/69.7 954/88.1 88.9/77.0
RINE 99.4/885 984/81.4 93.8/639 98.1/747 939/60.5 94.1/61.1 863/524 957/70.0 95.0/69.1
AIDE 73.1/50.7 78.0/51.0 61.2/50.1 80.4/523 98.2/745 985/759 88.1/574 959/693 84.2/60.2
LaDeDa 93.1/80.3 10.8/348  6.8/34.6 8.8/345 556/548 53.6/53.0 51.3/521 61.6/57.7 42.7/502
C2P-CLIP 97.2/875 922/741 86.7/71.3 93.6/748 944/80.5 943/79.1 763/559 93.1/81.0 91.0/755
CoDE 70.2/50.0 66.8/56.0 53.7/51.9 78.1/58.0 99.4/96.6 99.2/965 86.0/69.6 99.1/950 81.6/71.7
Ours 98.6/94.6 96.9/90.8 97.1/92.7 929/833 989/935 98.7/935 958/89.0 99.1/941 97.3/91.4

Table 8. Performance on each generator included in Genlmage (unbiased) dataset in terms of AUC and balanced Accuracy. Bold underlines

the best performance for each column with a margin of 1%.

AUCHbAcet FakeBench
ProGAN StyleGAN  FuseDream VQDM GLIDE CogView2 DALL-E2 DALLE3 SD Midjourney AVG

CNNDetect 100./99.7 983/75.1 948/61.1 629/51.9 62.6/50.6 649/49.7 56.1/49.7 58.6/49.7 572/49.7 62.0/499 71.7/58.7
DMID 61.0/51.1 80.1/52.1 93.1/524 97.8/79.7 94.0/63.2 100./99.7 949/551 96.7/889 100./99.1 97.3/90.7 91.5/73.2
LGrad 96.8/77.1 823/729 189/284 752/68.6 41.8/439 23.7/33.6 109/27.6 30.6/35.6 247/34.1 76.1/673 48.1/489
UnivFD 99.9/98.6 96.0/834 99.2/963 946/773 86.5/62.8 847/63.1 88.0/659 69.6/558 76.8/56.4 655/556 86.1/71.5
DeFake 63.7/58.1 73.7/66.7 538/51.0 69.8/645 81.6/742 847/772 83.6/765 81.7/745 86.4/773 18.7/70.5 75.8/69.0
DIRE 90.4/89.5 56.6/554 23.7/40.0 91.3/89.2 532/63.7 36.7/41.0 442/43.0 76.6/745 47.77/49.7 83.4/812 60.4/62.7
AntifakePrompt - /790 - /78.0 - /786 - 1770 - /788 - /758 - 1734 - 1740 - /716 - /761 - 1762
NPR 99.5/924 78.1/68.1 48.7/427 93.4/90.9 67.0/652 503/42.7 41.7/429 463/44.6 575/51.4 89.0/84.6 67.1/62.5
FatFormer 100./97.6  99.3/97.1 90.7/81.8 96.8/88.5 742/69.0 47.1/533 453/48.1 524/495 504/51.0 79.6/64.6 73.6/70.0
FasterThanLies  87.0/80.2 72.4/577 85.7/754 547/459 769/625 96.0/877 929/857 73.6/60.6 93.6/845 67.6/57.7 80.0/69.8
RINE 100./99.6 99.3/95.1 99.8/96.6 98.8/88.6 954/70.2 86.7/59.2 93.0/60.9 751/52.6 855/559 822/61.1 91.6/74.0
AIDE 89.4/643 89.4/70.0 71.7/473 90.7/78.1 79.7/683 855/60.0 84.1/52.6 88.0/61.9 86.0/646 88.0/71.5 852/63.9
LaDeDa 98.0/825 94.5/825 372/40.5 858/81.5 52.6/573 39.4/41.6 36.4/353 499/451 453/46.1 90.7/78.1 63.0/59.1
C2P-CLIP 100./99.5 99.4/98.0 98.2/93.0 97.1/867 919/764 673/61.7 726/569 747/555 749/599 88.1/58.0 86.4/74.6
CoDE 643/525 53.0/495 734/563 784/61.7 91.6/780 97.7/937 93.8/828 95.8/89.2 99.5/962 89.7/76.7 83.7/73.7
Ours 94.7/883 93.6/88.1 90.3/80.5 953/89.3 89.4/791 954/88.1 91.6/832 97.1/91.5 954/885 96.3/90.1 93.9/86.7

Table 9. Performance on each generator included in FakeBench dataset in terms of AUC and balanced Accuracy.

rely on subtle dataset biases besides true traces left by the
synthetic generator. In Fig. 10 we extend this analysis to all
SoTA methods described in Sec. 9. More specifically, we
analyze the performance in terms of AUC and balanced ac-
curacy over three synthetic generators: Midjourney, SDXL
and DALL-E 3 that come from three different datasets Po-
larDiffShield [23], Synthbuster [2] and Fakelnversion [7].
As said before, for several methods the performance is not
consistent on the same generator and can vary even by 20%
from one dataset to another. In addition, for some meth-
ods the AUC is around 50%, which corresponds to random
choice, or even below 50% which means that the detector
tends to invert the labels between real and fake.

Evaluation on different synthetic generators. We con-
duct a more detailed analysis of the results on Genlmage
(unbiased), where fake images have been subjected to JPEG
compression, similar to real images, to prevent detectors
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from exploiting compression artifacts. We also consider
FakeBench [24], that consists of 3,000 real and 3,000 fake
images generated by 10 different models. These datasets
include both GAN and Diffusion-based synthetic images,
which allows us to better understand the ability of our
approach to generalize to different architectures. Results
are presented in Tab. 8 and Tab. 9. We note that our ap-
proach obtains very good results consistently across almost
all generators, while other methods, such as DMID, Uni-
vFD, RINE, FasterThanLies, and FatFormer, perform very
well in terms of AUC only on certain generators. In addi-
tion, for our method the gap between AUC and balanced
accuracy is reduced which ensures more reliable results.

13. Additional Robustness Analysis

Here we want to further investigate the performance of our
method compared to SOTA in terms of robustness. To this



Original Social network simulation

AUCt/bAcct NLLJ/ECE] AUCt/bAcct NLLJ/ECE]
CNNDetect 5437509  7.94/.488  51.8/50.1 8.73/.498
DMID 97.3/96.1  0.25/.041 94.3/81.3  0.55/.182
LGrad 843/712  227/.200 60.1/554  7.59/.426
UnivFD 54.9/52.8  2.19/.391 49.7/499  2.57/.434
DeFake 69.8/63.3  095/.225 69.3/626  0.98/.236
DIRE 53.3/51.8 13.4/.360  55.4/51.6 13.4/.358
AntifakePrompt - /539 -/ - - /1547 -/ -
NPR 91.5/87.0 496/.123  43.3/499  27.1/.501
FatFormer 68.1/59.7 3.45/.386  48.6/50.3  5.44/.490
FasterThanLies 49.7/48.6 3.64/.476 50.9/49.9 3.13/.458
RINE 69.6/63.6 484/.319 623/529  6.28/.437
AIDE 855/769  0.54/.137  672/563  093/.276
LaDeDa 91.6/84.7 3.03/.129  51.9/53.1 24.8/.454
C2P-CLIP 74.1/59.6  0.82/.260 71.8/59.0  0.89/.284
CoDE 87.5/78.7  0.74/.143 825/744  0.89/.171
Ours (inpainted+) 940/79.6 0.76/.182  89.3/77.3  0.80/.176
Ours (inpainted++) ~ 95.8/82.0  0.44/.154  93.7/825  0.42/.122

Table 10. Performance on Fakelnversion dataset. We show results
on the original dataset and on a post-processed version, to simulate
the upload on social networks.

end, we analyze two variants of our method, content aug-
mentation and diverse category (inpainted+) and with addi-
tional standard augmentation operations (inpainted++).

Analysis of post-processing operations. We show further
results on Fakelnversion [7], where the real images have
been retrieved from the web. To better understand the effect
of compression and resizing we compare the performance
when applying such operations. In particular, to simulate
the upload on social networks, we resize with a scale factor
randomly sampled between 0.7 and 1, and compress with a
JPEG quality factor between 70 and 100. In Tab. 10 results
show that the performance on such dataset drops substan-
tially, except for DMID and our method, though our ap-
proach inpainted++ has slightly better calibration metrics.

Analysis on content shared on-line. Fig. 11 illustrates the
balanced accuracy on real/fake images shared on the web,
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with multiple versions of the same image (as already shown
for the proposal in Fig. 7 of the main paper). Accuracy is
evaluated over a 100-day period from the time of initial pub-
lication of each image, with times on a logarithmic scale.
We compare our proposal with the best performing SoTA
methods on this dataset of around 1400 images. We can
notice that the performance drops after only one day, af-
ter which most competitors are stuck below 65%. Only the
variant inpainted++ of the proposed method that comprises
more aggressive augmentation is able to ensure an average
accuracy around 85% even after many days from the first
on-line post.
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Figure 11. Results of SoTA detectors on real and fake images that
went viral on internet. The performance is in term of balanced
accuracy evaluated from the initial online post (Log scale).
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