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Abstract

In image classification tasks, deep learning models are vulnerable to image distortions i.e. their accuracy significantly
drops if the input images are distorted. An image-classifier is considered “reliable” if its accuracy on distorted images
is above a user-specified threshold. For a quality control purpose, it is important to predict if the image-classifier is
unreliable/reliable under a distortion level. In other words, we want to predict whether a distortion level makes the
image-classifier “non-reliable” or “reliable”. Our solution is to construct a training set consisting of distortion levels
along with their “non-reliable” or “reliable” labels, and train a machine learning predictive model (called distortion-
classifier) to classify unseen distortion levels. However, learning an effective distortion-classifier is a challenging
problem as the training set is highly imbalanced. To address this problem, we propose two Gaussian process based
methods to rebalance the training set. We conduct extensive experiments to show that our method significantly out-
performs several baselines on six popular image datasets.
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1. Introduction

Many image classification models have assisted humans from daily ordinary tasks like shopping (Google Lens)
and entertainment (FaceApp) to important jobs like healthcare (Calorie Mama) and authentication (BioID).

A well-known weakness of image-classifiers is that they are often vulnerable to image distortions i.e. their per-
formance significantly drops if the input images are distorted [1]. As illustrated in Figure 1, a ResNet model achieved
99% accuracy on a set of CIFAR-10 images. When the images were slightly rotated, its accuracy dropped to 82%. It
predicted wrong labels for 20° rotated images although these images were easily recognized by humans. In practice,
input images can be distorted in various forms e.g. rotated images due to an unstable camera, dark images due to a
poor lighting condition, noisy images due to a rainy weather, etc.

For a quality control purpose, we need to evaluate the image-classifier under different distortion levels to check
in which cases it is unreliable/reliable. As this task is very time- and cost-consuming, it is important to perform it

automatically using a machine learning (ML) approach. In particular, we ask the question “can we predict the model
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Figure 1: Overall accuracy and class-wise accuracy of the ResNet model on original images (a) and distorted images (b). The overall accuracy

dropped 17% from 0.99 to 0.82 when the images were rotated 20°. Some misclassified images are shown in (c).

reliability under an image distortion?”, and form it as a binary classification problem. Assume that we have an
image-classifier T' and a set of labeled images D (we call it verification set). We define the search space of distortion
levels C as follows: (1) each dimension of C is a distortion type (e.g. rotation, brightness) and (2) each point ¢ € C
is a distortion level (e.g. {rotation=20°, brightness=0.5}), which is used to modify the images in D to create a set
of distorted images D.. The model T is called “reliable” under a distortion level ¢ if T"s accuracy on D., is above
a stipulated threshold &, otherwise “non-reliable”. Recall the earlier example, if we choose the threshold i = 95%,
then the ResNet model is non-reliable under 20°-rotation as its accuracy is only 82%. In other words, the distortion
level 20°-rotation has a label “non-reliable”. Our goal is to build a distortion-classifier S that receives a distortion
level ¢ € C and classifies it as O (“non-reliable”) or 1 (“reliable”). For simplicity, we treat “non-reliable” as negative
label whereas “reliable” as positive label.

The process to train the distortion-classifier .S consists of three steps. (1) Construct a training set: a typical
way to create a training set for S is to randomly sample distortion levels from the search space C and computing their
corresponding labels. Givena c; € C, we compute the accuracy a; of the model 7" on the set of distorted images D, . If
a; > h, we assign ¢; alabel “1”, otherwise a label “0”. As a result, we obtain a training set R = {¢;, Haizh}le, where
I4,>n is an indicator function and [ is the sampling budget. We illustrate this procedure to construct the training set
‘R in Figure 2. (2) Rebalance the training set: using random distortion levels often leads to an imbalanced training
set R as a majority of them fall under negative class, especially when the threshold 4 is high or model performance
under distortion is generally poor. Thus, we need to rebalance R using an imbalance handling technique like SMOTE
[2], NearMiss [3], or generative models [4]. (3) Train the distortion-classifier: we use the rebalanced version of R
to train a ML predictive model e.g. neural network to classify unseen distortion levels.

Although current imbalance handling methods can rebalance the training data, they often suffer from generating
false positive samples, leading to a sub-optimal training set for the distortion-classifier .S. In this paper, we improve

the training set R of S with two contributions: (1) a Gaussian process (GP) based sampling technique to create a
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Figure 2: Construction of the training set R. For example, three distortion levels c1, c2, and c3 are randomly sampled from the search space C
with two dimensions {rotation, brightness}. The label of c; is computed as follows. First, c1 is used to modify images in the verification set D to
create the set of distorted images Dél. Then, the image-classifier 7" is evaluated on Dél to compute its accuracy (0.82). Finally, c; has a label 0

(i.e. “non-reliable™) as T"s accuracy (0.82) is below the threshold A = 0.95. The pair (¢1, 0) will be a sample of the training set R.

training set R with a higher fraction of real positive samples and (2) a GP-based imbalance handling technique to
further rebalance R by generating more synthetic positive samples.

GP-based sampling: we consider the mapping from a distortion level c to the model’s accuracy on the set of
distorted images D, as a black-box, expensive function f : C — [0, 1]. The function f is black-box as we do not know
its expression, and f is expensive as we have to measure the model’s accuracy over all distorted images in D.,. We
approximate f using a GP [5] that is a popular method to model black-box, expensive functions. We use f’s predictive
distribution to design an acquisition function to search for distortion levels that have a high chance to be a positive
sample. We update the GP with new samples, and repeat the sampling process until the sampling budget I is depleted.
Finally, we obtain a training set R = {c¢, L1 (c,)>n -1

GP-based imbalance handling: we use SMOTE on R to generate synthetic positive samples. But, SMOTE often
generates many false positive samples [6]. To solve this problem, we assign an uncertainty score for each synthetic
positive sample via the variance function of a GP. We filter out synthetic samples whose uncertainty scores are high.
This helps to reduce the false positive rate of SMOTE.

To summarize, we make the following contributions.

1. We are the first to define the problem of Prediction of Model Reliability under Image Distortion, and propose a
distortion-classifier to predict if the model is reliable under a distortion level.
2. We propose a GP-based sampling technique to construct a training data for the distortion-classifier with an

increased fraction of real positive samples.



3. We propose a GP-based imbalance handling method to reduce the false positive rate when generating synthetic
positive samples.

4. We extensively evaluate our method on six benchmark image datasets, and compare it with several strong
baselines. We show that it is significantly better than other methods.

5. The significance of our work lies in providing ability to predict reliability of any image-classifier under a variety

of distortions on any image dataset.

The remainder of the paper is organized as follows. In Section 2, related works on image distortion, model reliability,
and imbalance classification are reviewed. Our main contributions are presented in Section 3, where we describe two
GP-based methods for addressing class imbalance. Experimental results are discussed in Sections 4 while conclusions

and future works are represented in Section 5.

2. Related Work

Image distortion. Most deep learning models are sensitive to image distortion, where a small amount of distortion
can severely reduce their performance. Many methods have been proposed to detect and correct the distortion in the
input images [7, 1], which can be categorized into two groups: non-reference and full-reference. The non-reference
methods corrected the distortion without any direct comparison between the original and distorted images [8, 9]. Other
works developed models that were robust to image distortion, where most of them fine-tuned the pre-trained models
on a pre-defined set of distorted images [10, 11, 12]. While these methods focused on improving the model quality,
which is useful for the model development phase, our work focuses on predicting the model reliability, which is useful
for the quality control phase.

Model reliability prediction. Assessing the reliability of a ML model is an important step in the quality control
process [13]. Existing works on model reliability focus on defect/bug prediction [14], where they classify a model as
“defective” if its source code has bugs. A typical solution has three main steps [15, 16]. First, we collect both “clean”
and “defective” code samples from the model repository to construct a training set. Second, we rebalance the training
set. Finally, we train a ML predictive model with the rebalanced training set.

Some works target to other reliability aspects of a model such as relevance and reproducibility [17]. However,
there is no work addressing the problem of model reliability prediction under image distortion.

Imbalance classification. As the problem of classification with imbalanced data has been studied for many years,
the imbalance classification has a rich literature. Most existing methods are based on SMOTE (Synthetic Minority
Oversampling Technology) [2], where the synthetic minority samples are generated by linearly combining two real
minority samples. Several variants have been developed to address SMOTE weaknesses such as outlier and noisy
[18, 19, 20, 21, 22]. Other approaches for rebalancing data are under-sampling techniques [3], ensemble methods
[23, 24], and generative models [25, 26, 27].



3. Framework

3.1. Problem statement

Let T be an image-classifier, D = {x;,y;}~; be a set of labeled images (i.e. verification set), and & =
{E1, ..., Eq} be a set of d image distortions e.g. rotation, brightness, etc. Each FE; has a value range [Ig,, ug,],
where I, and ugp, are the lower and upper bounds. We define a compact subset C of R? as a set of all possible values
for image distortion (i.e. C is the search space of all possible distortion levels).

We consider a mapping function f : C — [0, 1], which receives a distortion level ¢ € C as input and returns the
accuracy of T on the set of distorted images D!, = {x/,y;}}', as output. Here, each image x € D/, is a distorted
version of an original image x; € D, caused by the distortion level ¢. Given a threshold h € [0, 1], T is considered
“reliable” under c if f(c) > h, otherwise “non-reliable”. Without any loss in generality, we treat “non-reliable” as
negative label (i.e. class 0) while “reliable” as positive label (i.e. class 1).

Our goal is to build a distortion-classifier S to classify any distortion level ¢ € C into positive or negative class.

3.2. Proposed method

The distortion-classifier S is trained with three main steps. First, we create a training set R = {c;, [(c,)> w1,
where ¢; is randomly sampled from C and I is the sampling budget. However, R is often highly unbalanced, where
the number of negative samples is much more than the number of positive samples. Second, we rebalance R using an
imbalance handling technique such as SMOTE or a generative model. Finally, we use the rebalanced version of R to
train .S that can be any ML predictive model e.g. random forest, neural network, etc.

We improve the quality of the training set R by proposing two new approaches. First, instead of using random
sampling method, we propose a GP-based sampling method to sample c¢; to construct R. Second, we further rebalance

‘R using a novel GP-based imbalance handling technique.

3.2.1. GP-based sampling
Our goal is to sample more positive samples when constructing R. To achieve this, we consider the mapping
function f : C — [0, 1] as a black-box function and approximate it using a GP. We then use the GP predictive

distribution to guide our sampling process. The detailed steps are described as follows.

1. We initialize the training set R; with a small set of randomly sampled distortion levels [cy, ..., ¢;] and compute
their function values f;., = [f(c1), ..., f(ct)], where t is a small number i.e. ¢t < I (recall that I is the sampling
budget).

2. We use Ry = {c;, f(c;)}_; to learn a GP to approximate f. We assume that f is a smooth function drawn
from a GP, i.e. f(c) ~ GP(m(c), k(c,c')), where m(c) and k(c, ¢') are the mean and covariance functions. We

compute the predictive distribution for f(c) at any point c as a Gaussian distribution, with its mean and variance



functions:

p(c) =k K71y, (1)

o2(c) = k(c,c) — k'K 'k 2)

where k is a vector with its i-th element defined as k(c¢;, ¢) and K is a matrix of size ¢ x ¢ with its (¢, j)-th
element defined as k(c;, ¢;).

3. We iteratively update the training set R; by adding the new point {c;1, f(ct+1)} until the sampling budget T
is depleted, and at each iteration we also update the GP. Instead of randomly sampling c;1, we select c;11 by

maximizing the following acquisition function ¢(c):

q(c) = B x o(c) + (u(c) — h), 3)
ct+1 = argmax g(c) 4
ceC

where 11(c) and o(c) are the predictive mean and standard deviation from Equations (1) and (2). The coefficient
B =2 x [log(d x t x m?) — log(6 x d)] is computed following [28], where d is the number of dimensions of
the search space C and § = 0.1 is a small constant.

4. We construct the training set R = {c¢, 1 f(Ct)Zh}tIzl’ where ¢, is sampled using our acquisition function in

Equation (4).

Our sampling strategy achieves two goals: (1) sampling ¢ where the model’s accuracy is higher than the threshold
h (i.e. large (u(c) — h)) and (2) sampling ¢ where the model’s accuracy is highly uncertain (i.e. large o(c)). As a
result, we can efficiently find more positive samples. In the experiments, we show that our GP-based sampling method
retrieves a much higher fraction of positive samples than the random sampling method.

Discussion. We want to highlight that our sampling strategy is very flexible. If f(c) > h is the minority class as

in our setting, then we use (u(c) — h). If f(c) < h is the minority class, then we can simply change it to (b — p(c)).

3.2.2. GP-based imbalance handling

We further rebalance the training set R by generating synthetic positive samples. Existing over-sampling methods
such as SMOTE [2] and its variants [29] suffer from a high false positive rate. To address this problem, we propose a
novel method combining SMOTE and GP. We call it SMOTE-GP.

We use SMOTE on R to generate synthetic positive samples. Given a real positive sample c;, a new synthetic
positive sample will be & = ¢; + € X (¢; — ¢;), where ¢; is another real positive sample and € € (0, 1) is a random
number. We indicate the set of synthetic positive samples as R*. However, SMOTE tends to generate false positive
samples as the line connecting two real positive samples crosses the negative region, as shown in Figure 3(a). Our

goal is to reject such false positive samples.
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Figure 3: SMOTE (a) vs. our method SMOTE-GP (b). The black curve indicates the mapping function f(c) (Section 3.1). The red line indicates
the threshold A to determine negative samples (blue dots) and positive samples (orange dots). SMOTE generates a synthetic positive sample (green
dot) along the line connecting two positive samples, which is false positive (a). SMOTE-GP computes an uncertainty score for the synthetic positive

sample via a GP variance function. As the uncertainty score is high, SMOTE-GP rejects this synthetic sample (b).

When SMOTE generates a new synthetic positive sample ¢;, it simply assigns ¢; to label 1. But, SMOTE does not
provide any confidence estimation for its assignment. However, if we had such a confidence measure, we could reject
the synthetic sample whose confidence is low (i.e. its uncertainty is high).

To measure the uncertainty of a SMOTE assignment, we use the variance function of a GP. First, we retrieve the
set of real positive samples in R, we indicate this set as RT. Second, we train the GP using real positive samples
in R along with their function values. As the GP is trained with only real positive samples, it can approximate the
generation process of SMOTE. Then, we compute an uncertainty score u; for each synthetic positive sample ¢ € R*

(recall R is the set of synthetic positive samples generated by SMOTE):

U = 0'2(6)

=k(é¢,¢) — k'K 'k, (5)

where o2() is the variance function of the GP, k is a vector with its i-th element being k(c;, ¢) and K is a matrix of
size |[RT| x |RT| with its (i, j)-th element being k(c;, ¢;).
Finally, as u; measures the uncertainty of the synthetic positive sample ¢, if u; is smaller than a threshold v, we

keep ¢. Otherwise, we discard ¢. The procedure of our SMOTE-GP is shown in Algorithm 1.

4. Experiments

4.1. Experiment settings

We recall steps involved in the training and test phases of our prediction task for model reliability under image
distortion in Figure 4. We then provide their implementation details.

Search space of distortion levels C. We predict the reliability of image-classifiers against six image distortions
including geometry distortions [30], lighting distortion [31], and rain distortion [32]. We illustrate six distortion types
in Figure 5. The value range of each image distortion is shown in Table 1. Note that our method is applicable to any

distortion types as long as they can be defined by a range of values.



Input: Imbalanced training set R and uncertainty threshold v
Output: Rebalanced training set R*
1 begin
2 R*=R
3 generate synthetic positive samples RT = SMOTE(R)
4 train a GP with real positive samples R™ = {(c;, f(¢;)) | ¢ € R Alabel(c;) = 1}

5 for each é; € R+ do

6 compute its uncertainty score u;, using Equation (5)
7 if us, <v then
8 R*=R*U¢
9 end
10 end
11 end

Algorithm 1: Our SMOTE-GP algorithm.

Baseline

Random
sampling

Imbalance
handling method

CT({cy, s} | T, D, )

Our method

GP-based
sampling

CT({cy, s ci} I T,D, ) SMOTE-GP

Create

CT({cy, ., g} I T, D, h) F1-score

Figure 4: Steps involved in the training and test phases of a model reliability prediction task. The module CT({c1, ...,cr} | T, D, h) to construct
the training set R is described in Figure 2. There are two differences between our method and the baseline: (1) the GP-based sampling and (2) the

SMOTE-GP.
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Figure 5: Original image plus six distortion types.

Table 1: List of distortions along with their domains.

Distortion Domain | Description

Scale [0.7,1.3] | Zoom in/out 0-30%

]
Rotation [0,90] | Rotate 0° - 90°
Translation-X | [—0.2,0.2] | Shift left/right 0-20%
Translation-Y | [—0.2,0.2] | Shift up/down 0-20%
]
1]

Darkness [0.7,1.3] | Darken/brighten 0-30%
Rain [0,

0: no rain, 1: a lot of rain

Sampling method. While the baseline uses a random sampling, our method uses the GP-based sampling. After
the sampling process, we obtain a set of distortion levels {cy, ..., ¢y }, where I = 600 is the sampling budget.

Construction of training set R. Given distortion levels {ci, ..., ¢/ }, the module CT({¢c1, ..., cr } | T, D, h) assigns
label 0 or 1 for each ¢; (see Figure 2). It requires image-classifier 7', verification set D, and reliability threshold h.

For image-classifiers T', we use five pre-trained models from [33] for image datasets MNIST, Fashion, CIFAR-10,
CIFAR-100, and Tiny-ImageNet. They achieved similar accuracy as those reported in [34, 35, 36]. We also use the
pre-trained ResNet50 model from the Keras library? for ImageNette®. As pointed out by [12, 1], we expect that these
image-classifiers will reduce their performance when evaluated on distorted images.

For each image dataset, we use 10% of its data samples to be the verification set D. The size of D, the accuracy
of T' on D, and the reliability threshold h are shown in Table 2.

Imbalance handling method. As the training set R is highly imbalanced, we rebalance it before training the
distortion-classifier .S. We use SMOTE-GP and compare it with SOTA imbalance handling methods, including Cost-
sensitive learning [37], under-sampling method NearMiss [3], over-sampling methods SMOTE [2] and AdaSyn [38],
ensemble methods SPE [23] and MESA [24], and generative models GAN [27], VAE [25], CTGAN, and TVAE [26].

As our method is based on SMOTE, we also compare it with SMOTE variants, including SMOTE-Borderline [20],
SMOTE-SVM [21], SMOTE-ENN [19], SMOTE-TOMEK (18], and SMOTE-WB [22]. To be fair, we use the source

codes released by the authors or implemented in well-known public libraries. The details are provided in Appendix B.

Zhttps://keras.io/api/applications/resnet/#resnet50-function
3https://www.tensorflow.org/datasets/catalog/imagenette



Table 2: Size of verification set D, accuracy of 7" on D, and reliability threshold A used in our experiments.

|D| | Accuracy of T’ h
MNIST 6,000 0.9967 | 0.90
Fashion 6,000 0.9908 | 0.75
CIFAR-10 5,000 0.9902 | 0.85
CIFAR-100 5,000 0.9340 | 0.65
Tiny-ImageNet | 10,000 0.6275 | 0.45
ImageNette 1,000 0.8290 | 0.70

Distortion-classifier S. We train five popular ML predictive models with the rebalanced training set R*, including
decision tree, random forest, logistic regression, support vector machine, and neural network. Each of them is a
distortion-classifier. In the test phase, we report the averaged result of five distortion-classifiers.

Construction of test set R'. To evaluate the performance of distortion-classifiers, we need to construct a test set.
We create a grid of distortion levels {cy, ..., cg} in C. For each dimension, we use five points, resulting in 4,096 grid
points in total. For each test point ¢, we determine its label using the procedure in Figure 2. At the end, there are 4,096
test distortion levels along with their labels. We report the numbers of positive and negative test points in Appendix A.

Evaluation metric. We evaluate each distortion-classifier on the test set R’ and compute the Fl-score. As each
imbalance handling method is combined with five ML predictive models to form five distortion-classifiers, we report
the averaged F1-score. A higher F1-score means a better prediction.

We repeat each method three times with random seeds, and report the averaged F1-score. As the standard devia-

tions are small (< 0.06), we do not report them to save space.

4.2. Comparison of sampling methods

We compare our GP-based sampling with the random sampling. From Figure 6, our GP-based sampling obtains
many more positive points than the random sampling. For example, on CIFAR-10, among 600 sampled points, the
random sampling obtains only 27 positive samples to construct the training set K. In contrast, our GP-based sampling

retrieves 130 positive samples to construct a more balanced R.

4.3. Comparison of imbalance handling methods

We compare our imbalance handling method SMOTE-GP with current state-of-the-art imbalance handling meth-
ods. Our method has two versions: (1) SMOTE-GP combined with the random sampling and (2) SMOTE-GP com-
bined with our GP-based sampling. We use the uncertainty threshold v = 0.05 for CIFAR-10 and v = 0.005 for other

datasets.
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Figure 6: Number of real positive samples sampled from C by the random sampling and our GP-based sampling.

Table 3 shows that our SMOTE-GP combined with our GP-based sampling is the best method and significantly
outperforms other methods. Its improvements are around 5% on MNIST, 9% on Fashion, 3% on CIFAR-10, 8% on
CIFAR-100, 6% on Tiny-ImageNet, and 14% on ImageNette.

When using the random sampling, our SMOTE-GP is still better than other methods by 1-8%. Among imbalance
handling baselines, SMOTE often achieves the best results. When SMOTE is combined with our GP-based sampling,
its performance is improved significantly. This shows that our GP-based sampling is better than the random sampling.

In general, imbalance handling methods often improve the performance of the distortion-classifier, compared
to the standard distortion-classifier. Over-sampling methods are always better than under-sampling methods. Deep
learning methods based on generative models do not show any real benefit.

Comparison with SMOTE variants. We also compare our SMOTE-GP with imbalance handling methods based
on SMOTE in Table 4. Our method is the best method while other SMOTE-based methods perform similarly.

4.4. Ablation study

We conduct further experiments on CIFAR-10 to analyze our method under different settings.

Uncertainty threshold v. Our SMOTE-GP uses the uncertainty threshold v to filter out false positive synthetic
samples. We investigate how different values for v affect our performance.

Figure 7 shows that our SMOTE-GP is always better than SMOTE with a large range of v values. When v is too
small (i.e. v < 0.01), it may drop its Fl-score as most of synthetic positive samples are filtered out. When v is too

large (i.e. v > 0.05), it may also reduce its F1-score since many false positive samples are introduced.
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Table 3: Fl-scores of our method SMOTE-GP and other imbalance handling methods. Datasets include M: MNIST, F: Fashion, C10: CIFAR-10,
C100: CIFAR-100, T-IN: Tiny-ImageNet, and IN: ImageNette.

Sampling | Imbalance M F C10 C100 T-IN IN
Standard Random None 0.3657 | 0.2105 | 0.6507 | 0.4130 | 0.3587 | 0.6561
Cost-sensitive Random Re-weight 0.5478 | 0.3940 | 0.6938 | 0.5593 | 0.5256 | 0.6677
Random RandomUnder | 0.2553 | 0.1467 | 0.5531 | 0.2824 | 0.2870 | 0.3989
Under-sampling
Random NearMiss 0.3358 | 0.1514 | 0.6588 | 0.4610 | 0.3443 | 0.6764
Random RandomOver 0.6194 | 0.4554 | 0.7230 | 0.5939 | 0.5797 | 0.7063
Over-sampling | Random SMOTE 0.6157 | 0.4379 | 0.7310 | 0.5933 | 0.5658 | 0.7100
Random Adasyn 0.6090 | 0.4370 | 0.7306 | 0.5955 | 0.5663 | 0.7065
Random SPE 0.5237 | 0.2984 | 0.7269 | 0.5113 | 0.4816 | 0.6808
Ensemble
Random MESA 0.4337 | 0.2120 | 0.6402 | 0.4394 | 0.3739 | 0.5802
Random GAN 0.3202 | 0.2186 | 0.5157 | 0.3358 | 0.3551 | 0.4739
Random VAE 0.3831 | 0.2264 | 0.6635 | 0.4123 | 0.3821 | 0.6638
Deep learning
Random CTGAN 0.2958 | 0.1966 | 0.4124 | 0.2968 | 0.3144 | 0.3904
Random TVAE 0.3364 | 0.2124 | 0.5319 | 0.3365 | 0.3249 | 0.4673
Random SMOTE-GP 0.6356 | 0.4611 | 0.7433 | 0.6440 | 0.5856 | 0.7929
Ours GP-based | SMOTE 0.6361 | 0.5327 | 0.7562 | 0.6525 | 0.5952 | 0.7988
GP-based | SMOTE-GP 0.6635 | 0.5467 | 0.7616 | 0.6780 | 0.6381 | 0.8559

Table 4: Fl-scores of our method SMOTE-GP and SMOTE variants.

MNIST | Fashion | CIFAR-10 | CIFAR-100 | Tiny-ImageNet | ImageNette
SMOTE 0.6157 | 0.4379 0.7310 0.5933 0.5658 0.7100
SMOTE-Borderline 0.6118 | 0.4313 0.7246 0.5924 0.5673 0.7057
SMOTE-SVM 0.6120 | 0.4231 0.7335 0.6020 0.5711 0.7187
SMOTE-ENN 0.6046 | 0.3931 0.6752 0.5504 0.5213 0.6744
SMOTE-TOMEK 0.6155 | 0.4381 0.7312 0.5931 0.5658 0.7096
SMOTE-WB 0.6210 | 0.4511 0.7276 0.5859 0.5659 0.7079
SMOTE-GP (Ours) | 0.6635 | 0.5467 0.7616 0.6780 0.6381 0.8559
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Figure 7: Our F1-score vs. the uncertainty threshold v.

Sampling budget /. We investigate the effect of the number of sampling queries (i.e. the size of the sampling
budget I) on the performance of our method.

Figure 8 shows that both methods improve as the number of sampling queries increase as expected. More queries
result in more training data and more chance to get positive samples. However, our SMOTE-GP is always better than

SMOTE by a large margin.
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Figure 8: Our Fl-score vs. the sampling budget 1.

Reliability threshold .. We investigate how our performance is changed with different reliability thresholds h.
Figure 9 shows that both methods reduce their F1-scores when the reliability threshold h becomes larger as the
image-classifier T is reliable under fewer distortion levels (i.e. fewer positive samples). This leads to a very highly

imbalanced training set R.
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Visualization. For a quantitative evaluation, we use t-SNE [39] to visualize the synthetic positive samples gen-

erated by each method. From Figure 10, SMOTE and its variants generate noisy synthetic samples in two situations.

Only our SMOTE-GP avoids these problems.
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Figure 10: Visualization of original and synthetic samples on CIFAR-10. Blue and orange dots are real negative and positive samples while green

dots are synthetic positive samples generated by each method. Compared to the original data (the top left figure), SMOTE variants suffer from two

problems. First, they generate suspicious positive samples in the red circle although there is no original data in this region. Only SMOTE-SVM

and our method SMOTE-GP overcome this problem. Second, they generate noisy (most likely wrong) positive samples in the blue square although

there is only negative sample in this region. Only SMOTE-WB and our method SMOTE-GP can avoid this issue. In summary, only our SMOTE-GP

can overcome two cases where of SMOTE and its variants generate incorrect synthetic samples.
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5. Conclusion

Predicting model reliability is an important task in the quality control process. In this paper, we solve this task in
the context of image distortion i.e. we predict if an image-classifier is unreliable/reliable under a distortion level. We
form this task as a binary classification process with three main steps: (1) construct a training set, (2) rebalance the
training set, and (3) train a distortion-classifier. As the training set is highly imbalanced, we propose two methods to
handle the imbalance: (1) a GP-based sampling and (2) SMOTE-GP.

In the GP-based sampling, we approximate the black-box function mapping from a distortion level to the model’s
accuracy on distorted images using GP. We then leverage the GP’s mean and variance to form our sampling process.

In the SMOTE-GP method, we compute an uncertainty score for each synthetic positive sample. We then filter
out ones whose uncertainty scores are higher than a threshold.

We demonstrate the benefits of our method on six image datasets, where it greatly outperforms other baselines.
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Appendix A. Test set R’

Table A.5 reports the numbers of negative and positive samples in the test set R’, which is used to evaluate the

performance of distortion-classifiers (see Figure 4).

Table A.5: Test sets R’ to evaluate distortion-classifiers in the test phase.

Dataset #negative | #positive
MNIST 3,957 139
Fashion 4,017 79
CIFAR-10 3,884 212
CIFAR-100 3,977 119
Tiny-ImageNet 3,991 105
ImageNette 3,940 156

Appendix B. Implementation of baselines

To be fair, when comparing with other methods, we use their source code released by the authors or their imple-

mentation in well-known public libraries. Table B.6 shows the link to the implementation of each baseline.
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Table B.6: Method and its implementation link.

Method

Implementation link

Re-weight

https://scikit-learn.org/stable/

RandomUnder

NearMiss

RandomOver

SMOTE

SMOTE-Borderline

https://imbalanced-learn.org/stable/

SMOTE-SVM

SMOTE-ENN

SMOTE-TOMEK

Adasyn

SMOTE-WB https://github.com/analyticalmindsltd/smote_variants
SPE https://github.com/ZhiningLiu1998/imbalanced-ensemble
MESA https://github.com/ZhiningLiu1998/mesa

GAN https://github.com/dialnd/imbalanced-algorithms

VAE https://github.com/dialnd/imbalanced-algorithms
CTGAN https://github.com/sdv-dev/CTGAN

TVAE https://github.com/sdv-dev/CTGAN
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