arXiv:2412.16867v1 [quant-ph] 22 Dec 2024

A Parameter-Efficient Quantum Anomaly Detection Method
on a Superconducting Quantum Processor

Maida Wang?, Jinyang Jiang?, and Peter V. Coveney!3*

!Centre for Computational Science, Department of Chemistry, University College London, London, UK

2Guanghua School of Management, Peking University, Beijing, China

3Advanced Research Computing Centre, University College London, UK

*Institute for Informatics, University of Amsterdam, The Netherlands

Quantum machine learning has gained
attention for its potential to address com-
putational challenges. However, whether
those algorithms can effectively solve prac-
tical problems and outperform their clas-
sical counterparts, especially on current
quantum hardware, remains a critical
question. In this work, we propose a novel
quantum machine learning method, called
Quantum Support Vector Data Descrip-
tion (QSVDD), for practical anomaly de-
tection, which aims to achieve both pa-
rameter efficiency and superior accuracy
compared to classical models. Emula-
tion results indicate that QSVDD demon-
strates favourable recognition capabilities
compared to classical baselines, achiev-
ing an average accuracy of over 90% on
benchmarks with significantly fewer train-
able parameters. Theoretical analysis con-
firms that QSVDD has a comparable ex-
pressivity to classical counterparts while
requiring only a fraction of the parame-
ters. Furthermore, we demonstrate the
first implementation of a quantum ma-
chine learning method for anomaly detec-
tion on a superconducting quantum pro-
cessor. Specifically, we achieve an accu-
racy of over 80% with only 16 parameters
on the device, providing initial evidence of
QSVDD’s practical viability in the noisy
intermediate-scale quantum era and high-
lighting its significant reduction in param-
eter requirements.

Peter V. Coveney: p.v.coveneyQucl.ac.uk

1 Introduction

In recent years, research on quantum computing
has seen rapid development across multiple ar-
eas |1, 2, 3.
that at the University of Science and Technology
of China have demonstrated quantum advantage

For instance, research teams like

in boson sampling problems [!]. These achieve-
ments mark the advent of the Noisy Intermediate-
Scale Quantum (NISQ) era [5], where quantum

computing systems can integrate dozens of noisy
qubits. Despite the influence of noise, which lim-
its these systems’ capability for fault-tolerant uni-
versal quantum computation, they have demon-
strated the potential to achieve performance be-
yond that of conventional computing in specific
tasks. This has led current research to focus on
leveraging quantum algorithms to achieve practi-
cal quantum advantage, with quantum machine
learning being one of the most promising candi-
dates and an active research hotspot.

Quantum machine learning (QML) aims to
leverage quantum computing principles to en-
hance classical machine learning algorithms and
address complex computational problems [(].
Recent advancements in quantum algorithms
and hardware have enabled the exploration of
quantum-enhanced models for a wide range of
applications, such as quantum autoencoders for
data compression, quantum Boltzmann machines
for generative modelling, and quantum kernel
methods for pattern recognition |7, §].

However, applying QML to datasets with com-
plex and diverse characteristics remains challeng-
ing 9], particularly in practical scenarios involv-
ing noisy and limited quantum devices. There-
fore, there is an urgent need for more examples
demonstrating the practical feasibility of QML
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on widely recognized classical datasets, especially
given the limitations of quantum hardware, such
as the small number of available qubits. While
QML shows potential, more work is needed to ex-
plore its capabilities within realistic constraints,
using well-known datasets and conducting prac-
tical implementations on contemporary quantum
devices [10].

To date, many QML studies have focused on
standard machine learning tasks, such as binary
or multi-class classification. However, this pa-
per aims to investigate the feasibility and effi-
cacy of QML in anomaly detection. Anomaly
detection is a crucial machine learning field that
seeks to identify unusual patterns or outliers in
data, which can have significant implications for
applications such as machinery monitoring, sys-
tem intrusion detection, financial fraud preven-
tion, and medical diagnostics [11, 12, 13, 14].
This importance has motivated the development
of numerous effective anomaly detection algo-
rithms [15, 16, 17, 18]. While various models
have been proposed for anomaly detection on
conventional computing platforms, the applica-
tion of quantum machine learning to this task
remains relatively unexplored. Only a handful of
recent models attempt to use QML for anomaly
detection [19], and existing algorithms have of-
ten struggled to achieve the performance levels
of conventional machine learning methods, par-
ticularly on practical datasets [10]. Indeed, it has
been demonstrated that a number of prevalent
quantum models, as documented in the litera-
ture, exhibit comparable or inferior performance
to classical machine learning on both classical and
quantum datasets, even when utilizing emulators
[20]. This highlights the challenge of developing
a QML algorithm that consistently outperforms
classical methods for practical tasks.

The motivation of our research is threefold.
First, we aim to develop a novel quantum ma-
chine learning method for anomaly detection,
striving to achieve competitive or even superior
performance compared to classical methods in ac-
curacy. Second, we explore the expressivity of
QSVDD and conclude that QSVDD may have
a larger learning space even with significantly
fewer parameters. Thus, we intentionally con-
strained the number of learnable parameters in
QSVDD to a mere fraction—often just a few per
cent—of those used in typical classical deep learn-

ing models to investigate the potential parameter
efficiency better. We also investigate the perfor-
mance of QSVDD in scenarios with limited train-
ing data, as many real-world anomaly detection
applications do not have large amounts of labelled
data, requiring models that can learn effectively
from small datasets.

Finally, we implement QSVDD on quantum
hardware, making it, to the best of our knowl-
edge, the first QML algorithm for anomaly detec-
tion realized on a quantum device. This experi-
mental implementation serves multiple purposes:
it demonstrates the compatibility of QSVDD on
real hardware architecture and highlights its po-
tential parameter efficiency in real quantum en-
vironments.

Our paper is organized as follows. In Sec-
tion 2, we provide an overview of related work,
including recent developments in quantum ma-
chine learning, anomaly detection, and quantum
anomaly detection approaches. Section 3 covers
the preliminaries of quantum computing, intro-
ducing the basics of variational quantum circuits.
In Section 4, we describe the structure of our
proposed quantum machine learning algorithm,
QSVDD, including its training process and data
encoding strategy. Section 5 presents a theoreti-
cal analysis of QSVDD’s expressivity, comparing
it to classical deep neural networks. In Section 6,
we report its noiseless emulation and implemen-
tation on a superconducting quantum hardware
platform. Finally, Section 7 concludes the paper
with a summary and discussion of future research
directions.

2 Related Work

Quantum Machine Learning. QML has under-
gone rapid development, driven by advancements
in quantum algorithms and hardware, allowing
for the exploration of quantum-enhanced models
across various applications. For instance, quan-
tum autoencoders have been used for data com-
pression and noise reduction in quantum sys-
tems, demonstrating the utility of QML in ef-
ficiently encoding quantum data with minimal
qubit usage [21, 22, 23|. Quantum Boltzmann
machines have been proposed for quantum-state
tomography and generative modelling, where
they can learn complex quantum distributions
[24, 25]. Quantum generative adversarial learn-




ing has shown promise in learning and generat-
ing quantum states, with some successful applica-
tions in emulating quantum systems and verifying
entanglement properties |20, 27, 7, 28]. Addition-
ally, quantum kernel methods have been explored
for pattern recognition tasks, leveraging quantum
computing to improve the representational power
of kernels for supervised learning [29, 30, 8].

While QML has shown considerable poten-
tial in addressing challenges involving quantum
data, such as improving the efficiency of learn-
ing quantum systems or emulating complex quan-
tum states [31, 32, 33|, its practical application
to datasets with complex and diverse character-
istics remains challenging [9]. For instance, a
recent experiment conducted by a collaboration
between Caltech and Google demonstrated that
a 40-qubit quantum computer could learn from
significantly fewer samples compared to a conven-
tional computer [31|. Although this experiment
was carefully controlled and not a practical case,
it provide an encouraging glimpse into the poten-
tial of quantum machine learning. Therefore, it
remains essential to present more compelling and
practical examples that showcase the strong per-
formance of quantum machine learning on widely
recognized and classical tasks.

Anomaly Detection. Anomaly Detection aims
to identify anomalous patterns or outliers in data
and has applications in monitoring machinery,
detecting system intrusions, identifying financial
fraud, and aiding medical diagnoses [11, 12, 13,

|. Traditional anomaly detection algorithms in-
clude Parzen’s density estimate [31], One-Class
Support Vector Machine (OC-SVM) [35], and
Support Vector Data Description (SVDD) [36].
With the progress of deep learning, deep AD al-
gorithms such as AutoEncoders [15], Deep SVDD
(DSVDD) [16], Deep Convolutional AutoEncoder
(DCAE) [17], and one class generative adversarial
network (OC-GAN) [18] have emerged, leverag-
ing advanced representation learning techniques.

Quantum Anomaly Detection. Applying QML
to anomaly detection tasks remains relatively un-
explored. Only a few recent models, such as Vari-
ational Quantum One-Class Classifier (VQOCC)
[19], have been proposed to utilize QML in
anomaly detection. In our work, a novel QML
algorithm, QSVDD, is specifically proposed for
anomaly detection on NISQ hardware while han-
dling practical classical datasets. In numeri-
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Figure 1: Diagram of the variational quantum circuit.
(a) The first set of parameter-containing gates is used
to embed classical features into the quantum circuit,
and the rest of them are trainable gates. (b) CNOT
gates for entanglement. (c) The measurement part maps
quantum states back to classical vectors.

cal emulations, QSVDD consistently outperforms
classical and existing quantum anomaly detec-
Unlike
previous works that focus only on emulation,
we extended our study to real quantum hard-
ware, where QSVDD achieved comparable perfor-
mance with significantly fewer parameters. This
aligns with our theoretical analysis, which sug-
gests that QSVDD possesses a larger expressive
capacity, even with only a fraction of the param-
eters used in classical models. Our hardware ex-
periments further demonstrate the feasibility and
robustness of QSVDD, showing its effectiveness
in noisy quantum environments while maintain-
ing low parameter requirements. These features
make QSVDD particularly suited for small-scale
quantum hardware and for addressing complex,
high-dimensional anomaly detection tasks.

tion methods on benchmark datasets.

3 Quantum Computing

Quantum computing operates on principles
rooted in quantum mechanics, utilizing quantum
bits, or qubits, as the fundamental units of in-
formation. These qubits exist in a superposition
of two basis states, commonly referred to as |0)
and [1). A qubit state 1) can be expressed as
¥ = «a|0) + B]1), where o and (3 are complex am-
plitudes satisfying |a|? + |8|? = 1. Measurement
of a qubit causes the collapse of its superposition,
with |a|? and |B|? representing the probabilities
of observing |0) and |1), respectively.

Extending this concept to n qubits results in a
composite state |s) = Y% 1 ayli), where |i) de-
notes the i-th computatlonal basis states for n




qubits. The complex amplitudes {«;} satisfy the
normalization condition 22 - |o;|? = 1, repre-
senting the probability dlstrlbution of the state.
Quantum circuits utilize quantum gates to ma-
nipulate qubits. As illustrated in Fig. 1, a vari-
ational quantum circuit (VQC) typically com-
prises several quantum gates, some of which are
parameterized. Quantum gates operate as uni-
tary transformations. Thus, a general parametric
single-qubit quantum gate can be represented by
a unitary matrix as follows:
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where 8 = (a,f3,7) denotes parameters of the
gate. These gates, represented as matrices,
form the building blocks of quantum circuits.
They manipulate qubits to perform operations
and computations within the quantum comput-
ing framework. Those quantum gates transform
one quantum state |z) into another output state
ly) as denoted by |y) = U(0)|z), where quantum
gate parameters control the functional relation-
ship. Increasing the number of trainable gates al-
lows for more complicated models. Certain quan-
tum gates, such as the CNOT gate, enable qubit
entanglement, establishing dependencies between
qubit states. When a CNOT gate is applied, the
state of the “target” qubit |¢) is flipped based on
the state of the “control” qubit |c), i.e.,

CNOT |e,t) = |e,t D c),

where @ denotes the XOR operation. If the con-
trol qubit is in the state |1), the target qubit
is flipped; if it is |0), the target remains un-
changed. After executing the circuit, qubits are
measured, yielding output probabilities for spe-
cific states. In VQC, this measurement process
converts quantum states back into classical data.
The combination of trainable quantum gates and
fixed ones is widely adopted in VQC, as well as in
variational quantum eigensolvers, due to the con-
venience it offers in optimizing such variational
structures. This variational approach, involving
a mix of trainable and fixed components, has be-
come a standard choice in many quantum neu-
ral networks (QNN), allowing them to extract
complex data features and solve a wide range of
problems [21, 22, 23, 8]. Nevertheless, VQC is
not without its limitations. Chief among these
is the fact that the optimisation scale and depth

are constrained by what is known as the barren
plateaux problem [37].

4 Methods

This section details the design, architecture, and
training methodology of our Quantum Support
Vector Data Description (QSVDD), a novel QML
algorithm specified for anomaly detection tasks.

4.1 Modelling

The main idea of QSVDD is illustrated by the
conceptual diagram depicted in Fig. 2. To be
specific, QSVDD utilizes a QNN to transform
raw data into a feature space, where the data
points are supposed to be mapped into a hyper-
sphere. The primary purpose of finding a hy-
persphere is to encompass a maximal amount of
normal data while occupying a minimal volume.
During the training stage of anomaly detection,
normal data refers to the one class of data se-
lected, while anomalies are considered unknown.
Subsequently, the training process culminates in
the acquisition of a learned hypersphere. Dur-
ing the testing process, data points whose QNN
output falls outside the learned hypersphere are
classified as anomalies, while those inside are con-
sidered normal.

Let us denote the given classical training data
set as X C RL  ¢(0) is a QNN that en-
codes the real-valued vector € X into a cor-
responding quantum state |x) and then maps it
back into the classical embedding set X’ C RP
in the new feature space. The encoding pro-
cess will be discussed in the next subsection.
The QNN consists of a series of quantum gate,
and some of them contain trainable parameters
0 = {6',0%---,0m}. Thus, ¢ (x;6) € X’ is the
mapped representation of x € X given by the
network structure ¢ with parameters 8. The hy-
persphere in the new feature space is character-
ized by a centre ¢ € X’ and radius post-training
R > 0, which can be acquired in two ways during
training [16]. In our case, the radius is calculated
as the mean distance between the centre of the
hypersphere and the mapped points of the train-
ing dataset in the trained network’s feature space.

For the training data set X = {x1,xs...,,},
the training of the QNN embedding model as well
as the optimal hypersphere radius searching can
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Figure 2: Conceptual diagram of Quantum Support Vector Data Description (QSVDD), which is a quantum-based
anomaly detection algorithm that adopts QNN to map “normal data” into the hypersphere. Data points residing
within the interior of the hypersphere will be labelled as “normal data”, whereas those outside the hypersphere will

be considered “abnormal data”.

be described as the following optimization:
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where ¢ = % 1 ¢ (x;0), the second term is

the penalty for points falling outside the hyper-
sphere boundary, and the last term is the regular-
ization term to prevent overfitting on the training
data. The trade-off between the sphere volume
and violations of the boundary constraint is con-
trolled by v € (0, 1], while @ > 0 is the regular-
ization coefficient.

To solve Eq. (1) more effectively, a simplified
formulation of QSVDD training can be defined in
a manner analogous to that employed in [16]:
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where QSVDD shrinks the hypersphere by min-
imizing the collective distance of all data rep-
resentations to the centre e¢. Eq. (2) pushes
the mapped data closer to the centre point,
compelling the QNN to uncover shared patterns
among elements in the dataset. Penalizing the
overall distance across all data points, rather than
excluding any outliers, supports the assumption
that the bulk of the training data originates from
one class. While testing, we define the anomaly
score of the input data & € X according to its
calculated distance from the centre of the hyper-
sphere, i.e.,

S(X) = 1{]|¢ (2:6") —¢|* — R* 2 a}, (3)

where R = 157 [|¢ (z;;0) — ||, 1{-} denotes
the indicator function, and a > 0 is an adjustable

threshold. When S(X) = 0, QSVDD recognizes
the test data as normal; otherwise, it is consid-
ered abnormal data. Next, we continue to de-
scribe the execution steps of QSVDD.

4.2 Data Encoding and Ansatze

To handle classical data, a QML algorithm needs
a procedure that encodes them into quantum
states [38, 39, 10]. A straightforward way is to
encode the data into the amplitudes of a state,
ie.,

1 &
x = (x1, 22, ,OCN)T = |z) = mei!z%
=1

where N = 2™, and n is the least number of the
qubits required. This can be implemented on var-
ious quantum computing platforms [11, 12] and is
predominantly performed on emulators. The rea-
son is that implementing amplitude encoding on
actual quantum hardware requires a number of
quantum gates that scale quadratically with the
number of qubits, making it significantly more
challenging for systems with a large number of
qubits. To date, as far as we are aware, no suc-
cessful implementation of this encoding method
on hardware has been reported. However, be-
cause our algorithm requires fewer qubits, it be-
comes feasible to implement this process on hard-
ware without introducing excessive noise. With
the amplitude encoding, we can greatly reduce
the qubits used for data encoding to a logarith-
mic number n = [log(D.)], where D, represents
the dimensionality of classical data.

Following the quantum data encoding, a VQC
is employed for optimization. Specifically, we
adopt the ansdtze of the VQC shown in Fig. 3,




which is derived from [13]. The ansdtze com-
prise layers with parameterized single-qubit rota-
tions Ry () = e~""Y/2_ followed by CNOT gates.
These CNOT gates are arranged alternately be-
tween adjacent qubits. By employing these an-
sdtze, we can reduce the required hardware scale,
which has several positive impacts. First, it helps
mitigate the risk of barren plateaux [37], thereby
facilitating the optimization process. Second, it
helps us to use fewer learnable parameters, as the
number of quantum gates required to train scales
linearly with increased qubits when assuming a
fixed number of quantum circuit layers.
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Figure 3: Training process of the QSVDD algorithm. (a)
The pre-training neural network of the method consists
of two parts: a quantum encoding layer and a classi-
cal decoding layer, where the quantum encoding layer is
consistent with the QSVDD network. After the quantum
encoding layer, the centre of the hypersphere mapped by
QSVDD can be obtained. (b) The QSVDD neural net-
work is composed of an amplitude encoding part (blue
part), a VQC part, a measurement part and a QSVDD
post-processing part.

4.3 Training Process

Pre-training: As depicted in Fig. 3 (a), the pre-
training stage employs an encoder-decoder struc-
ture. The model for pre-training consists of a
quantum encoding layer and a classical decod-
ing layer, where the quantum one is synchronized
with the QSVDD’s network. During pre-training,
the encoder maps the input data  to an embed-
ding «’, while the decoder aims to recover the
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original  from x’. The parameters of the encoder
are adjusted to minimize reconstruction errors by
parameter shift rules [11]. The centre of the hy-
persphere c is also initialized by averaging all the
embeddings in X’. Both model parameters and a
preliminary hypersphere centre are warmed up in
this phase, accelerating the subsequent training
stage.

Training: From this step onward, the QSVDD
neural network is used for training and testing.
Its structural details are illustrated in Fig. 3(b).
The network comprises an amplitude encoding
part, a VQC part, a measurement part (repre-
sented by the dashboard), and a QSVDD post-
processing part. The training stage mainly in-
volves fine-tuning the QSVDD network. The op-
timization defined in Eq. (2) is utilized to mini-
mize the volume of the hypersphere. Meanwhile,
the hypersphere effectively encapsulates normal
data patterns by reducing the average distance
of all embeddings to the centre. The ratio of
the time consumption between pre-training and
training is found to be approximately 1.025 : 1.

5 Characterization of QSVDD’s Ex-
pressivity

To provide a theoretical basis and gain a better
understanding of its performance, we analyze the
expressivity of the QSVDD model. Expressiv-
ity is a crucial concept in quantum algorithms
and has been extensively studied to understand
the underlying theoretical foundations of effective
machine learning models. Recent studies [e.g.,

, 16] also focus on the expressivity of variational
quantum algorithms (VQA). Understanding the
theoretical expressivity of QSVDD is essential for
gaining insights into its capabilities and potential
advantages. We aim to reveal how QSVDD’s ex-
pressivity influences its performance in tasks that
may not conform to independently and identically
distributed data rather than deriving generaliza-
tion error bounds under such conditions. In this
section, we leverage the covering number [17], a
powerful concept from statistical learning theory,
to investigate the expressive power of QSVDD.
This analysis examines how the complexity of the
hypothesis space influences QSVDD’s ability to
capture intricate data relationships. We target
comparing QSVDD with other classical or quan-
tum anomaly detection algorithms from differ-




ent perspectives. By integrating empirical results
with theoretical insights, we can have a compre-
hensive assessment of QSVDD'’s efficacy and its
potential applications in QML.

We begin by describing the process of the
VQAs, which combine a ¢-qubit quantum circuit
with a classical optimizer. During the training,
the trainable parameters of the ansdtze are opti-
mized iteratively based on the quantum circuit’s
outputs to minimize the objective function L(-,-).
The parameter update rule at iteration ¢ is given
by

8£(h’(0(t)a 0O, P), Cl)
00 ’
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where n is the learning rate, ¢ € R is
the target label, and h(O(t),O,p) is the quan-
tum circuit’s output. The gradient information
OL(h(6W, 0, p), c1)/00 can be obtained using the
parameter shift rule or other methods.

In the context of anomaly detection, p €
C¥*d" represents the g-qubit input quantum
state, O € C¥*4" i the quantum observable, and
U(0) = T1E., w(0) € U(d9) denotes the ansitze,
with @ € © being the trainable parameters. We
denote the I-th quantum gate acting on at most
k < q qubits as u(8) € U(d*), and U(d?) is the
unitary group of dimension d?. Generally, the
ansdtze consists of P trainable gates, which cor-
respond to the number of trainable parameters,
i.e., © C [0,27)F. The ideal output of the quan-
tum circuit is given by:

(oY, 0,p) =T (UOU) OUOY)p) .

The definition of h(8®), 0, p) can be generic.
We now elucidate the connection between ex-
pressivity and model complexity in the con-
text of QSVDD. The primary objective of
QSVDD is to identify the best hypothesis
h*(0,0,p) = arg minh(B,O,p)E’H L(h(6,0,p),c1)
that can adeptly approximate the target concept,
where h(0,0,p) and c¢; correspond to ¢ (x;;6)
and ¢ in QSVDD modelling. We denote the hy-
pothesis space of QSVDD as H, i.e.,

H = {(Tr(U(e)TOU(o)p) —e)2-R*|0¢c e} ,

where R and c retain the same definitions in pre-
vious sections.

The geometric representation of QSVDD’s ex-
pressivity is illustrated in Fig. 4, where the
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Figure 4: Expressivity of QSVDD. If H is of moder-
ate size and effectively encompasses the target concepts
(purple solid star), the inferred hypothesis may closely
approximate the target concept.

expressivity of the utilized ansdtze in QSVDD
governs its hypothesis space denoted as H
(solid green ellipse). If H is of a moderate
size—meaning it is large enough to encompass
the target concepts effectively but not excessively
large—the inferred hypothesis may closely ap-
proximate the target concept. Conversely, if H
is too limited in complexity, there will be a sub-
stantial discrepancy between the estimated hy-
pothesis and the target concept (grey solid star).
Furthermore, if H encompasses an excessively
large space, optimization can become challeng-
ing. Both overly high and low expressivities of
QSVDD can result in suboptimal performance.
Therefore, understanding and controlling the ex-
pressivity of QSVDD is a crucial task and requires
an effective metric for evaluating the complex-
ity of H. We utilize the covering number to es-
tablish an upper bound on the complexity of H,
thereby quantifying the expressivity of QSVDD.
This approach allows us to rigorously evaluate
QSVDD'’s capacity to model complex distribu-
tions and highlight its theoretical capabilities.

Definition 1 The covering number N(U,e,| - |)
represents the minimum cardinality of any sub-
set V. C U that effectively encompasses U
with a scale of € using the norm | - ||, i.e.,
supgcpy mingey ||[A — B <e.

The covering number N (H, ¢, || -||) signifies the
minimal count of spherical balls, each with a ra-
dius of €, necessary to cover a designated space,
allowing for potential overlaps comprehensively.
€ > 0 is a predefined small constant, which re-
mains independent of any specific factors [17].
This convention is commonly embraced in the
machine learning domain to assess model capac-




ity in diverse learning scenarios [18]. The sub-
sequent theorem provides the upper bound of
N(H,e,| -] for QSVDD.

Theorem 1 For e € (0, %), the covering number
of the hypothesis space of QSVDD can be repre-
sented as follows:

2k
TP(2|O] +2||C||)|0||>q "

Noe < ( ;

where H denotes the function space represented
by QSVDD, N(H,e,| - ||) represents its covering
number, and c is the centre of the hypersphere.

Theorem 1 implies that the primary factor in-
fluencing the complexity of H is the quantum
gates incorporated into U(@). This is evidenced
by the fact that the term ¢2*P contributes to an
exponential increase in the complexity N(H, e, || -
||). In contrast, the operator norm ||O| and the
centre ||c|| affect the complexity in a polynomial
manner.

Theorem 2 For ¢ € (0,55), the supremum of
the covering number of the hypothesis space of

QSVDD is bounded as follows:
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Theorem 2 establishes that the supreme ex-
pressive capacity of our method is strictly
greater than that of normal VQC-based anomaly
detection models without post-processing like
VQOCC. The lower bound shows that QSVDD
can express at least the same function space as
VQOCC, while the upper bound highlights its
ability to capture a broader range of patterns due
to its more flexible structure. This increased ex-
pressivity is crucial for more effective anomaly
detection, particularly in complex real-world sce-
narios. QSVDD'’s ability to model richer data
distributions may offer an advantage over simpler

VQC methods.

Theorem 3 For a local depolarizing noise chan-
nel with depolarization rate p, the expressivity of
QSVDD on noisy quantum devices is bounded by:

2||0|+2||c||>||0|>q r

NG 1) < (1) (TEEOLE

where N is the number of gates affected by noise.

Theorem 3 illustrates how noise, specifically
modelled by the factor (1 —p)Ns, reduces the ex-
pressivity of QSVDD. Here, p represents the noise
rate in a depolarizing noise channel, and N is the
number of quantum gates affected by the noise.
As the noise rate p increases (i.e., as p approaches
1), the noise factor (1 — p)V¢ approaches zero,
which implies a significant reduction in the effec-
tive hypothesis space. This shrinking of the hy-
pothesis space limits the QSVDD model’s ability
to learn and represent complex patterns, particu-
larly in noisy quantum environments. Neverthe-
less, given that QSVDD encompasses a more ex-
pansive expressivity than other VQC anomaly de-
tection algorithms with an equivalent number of
parameters, it is more resilient to noise. The the-
orems above establish a theoretical upper bound
on QSVDD'’s expressivity under different circum-
stances, demonstrating its capability to model
functions in high-dimensional spaces. Detailed
mathematical foundations supporting these find-
ings are provided in the appendices.

Limitation. Since our work mainly considers
anomaly detection tasks, the training set typi-
cally lacks outliers in general anomaly detection
scenarios, while the test set includes outlier data.
Consequently, statistical analysis of these sets
is limited to analyzing the model’s complexity,
which is the focus of this subsection. That is, we
are unable to exhibit the superiority of QSVDD
further using an expression for the generalization
error of the same distribution. However, integrat-
ing theoretical and experimental results allows
us to demonstrate that the theoretical analysis
aligns well with the emulation and experimental
outcomes. This consistency provides deeper in-
sights into QSVDD’s superior expressive capac-
ity, which enables it to effectively capture com-
plex patterns, leading to better performance in
practical anomaly detection tasks. The detailed
discussion in the appendices elaborates on how
the enhanced expressivity of QSVDD could fur-
ther help harness the power of QML to address
anomaly detection challenges.

To compare the expressivity of QSVDD with
classical algorithms such as DSVDD, we also pro-
vide the theoretical covering number bound for
classical models. This bound originally comes
from Bartlett et al.’s work [19], and we further
derived its form to focus on the impact of param-
eters on the model’s expressivity. These deriva-




tions are presented in the supplementary materi-
als, and the resulting bound is as follows:

Theorem 4 For a fixed training set with data
norm bounded by a constant t, and for e € (0, 1—10),
the covering number of the hypothesis space of
DSVDD and other classical deep networks, de-
noted as H., can be represented as follows:

t2 (In(2) + 2In(max(m; x n;)))
2

InN(He,e, || - [l2) < c

L L S 2/3\ 3
x (Emjn]-wjn;;) <Z (W) ) :

1=1

where N(He, €, ||-||2) represents the covering num-
ber of hypothesis space H. of a classical neural
network, m; and n; are the dimensions of the
weight matrices in each layer, W; is the weight
matriz of the j-th layer, and |Wj|lo represents
the mazximum absolute value of the elements in
W;. The constant t is the norm of the data ma-
triz, and L is the number of layers in the network.

An important consideration is that increasing
the expressive power of a QML algorithm gener-
ally increases the likelihood of encountering the
barren plateaux problem. To examine this poten-
tial issue, we conduct a theoretical analysis to as-
sess whether our algorithm is particularly prone
to the barren plateaux. We find that, for our
QSVDD algorithm, assuming the unitaries in the
circuit form a t-design with ¢ > 2, the algorithm
remains susceptible to the barren plateaux phe-
nomenon. However, the rate of gradient decay of
the method is not accelerated compared to other
variational quantum methods under similar con-
ditions. This indicates that QSVDD enhances ex-
pressivity without significantly exacerbating the
BP problem, maintaining optimization stability
even for large-scale quantum circuits.

Based on the results above, we derive the fol-
lowing specific conclusion regarding the expres-
sivity of QSVDD compared to classical models.

Conclusion. QSVDD can achieve comparable
or even superior performance using significantly
fewer learning parameters, offering a potential ad-
vantage for scaling quantum machine learning in
practical applications. We validate this observa-
tion both theoretically and experimentally. In the
experimental section, we show that QSVDD, with
only 16 parameters, achieves recognition perfor-
mance equivalent to that of a classical neural

network with approximately 400 parameters. In
the supplementary theoretical analysis, we pro-
vide evidence suggesting that the expressivity of
QSVDD, even with 16 parameters on quantum
hardware, can reach a similar level to that of a
classical neural network with hundreds of param-
eters. Additionally, we demonstrate that this en-
hanced expressivity does not accelerate the occur-
rence of the BP phenomenon, further supporting
the practical viability of QSVDD.

6 Implementation and Results

6.1 Noiseless Emulation Results

Considering that the vast majority of QML al-
gorithms, including quantum anomaly detection
approaches, are typically evaluated in emulated,
noise-free environments, we also provide results in
this way to establish a fair comparison. Specif-
ically, we first implement our QSVDD on three
widely recognized image datasets: MNIST [50],
FashionMNIST [51], and CIFAR-10 [52]. For
each dataset, data from a single class is used as
the normal training set, while the other classes
are treated as anomalies.
sessed based on ten independently replicated em-
ulations using the Area Under the Curve (AUC)
metric, which is standard in anomaly detection
[53]. It represents the area under the Receiver
Operating Characteristic curve. It serves as a
standard metric to assess the model’s ability
to distinguish between normal and anomalous
data points, ranging from 0.5 (random guess)
to 1.0 (perfect classification). Given the com-
putational overhead of quantum measurement,
we constrain the size of each training set Sy
by randomly sampling 300 images from the orig-
inal class, which contains normal images from
class M € {0,---,9}, respectively. Emulations
are conducted using the PennyLane emulator in-
tegrated with a PyTorch-based Adam optimizer
[54, 55], enabling efficient parameter optimization
through auto-differentiation. We use a batch size
of 50, a learning rate of 1 x 1073, and 150 epochs
for Adam to optimize the model. We vary the
number of VQC parameters P from 120 to 280
and that of qubits @) from 10 to 16. If not speci-
fied, P and @ are set to 200 and 10 as default
in the subsequent discussions. We benchmark
QSVDD against established anomaly detection
methods such as DCAE [17], OC-GAN [17], LSP-

Performance is as-




CAE [17], DSVDD [16], and QHSVDD [13] to
evaluate its efficacy rigorously. These compar-
isons aim to uncover QSVDD’s advantages over
both classical and quantum approaches, offering
insights into its potential applications.

Table 1: Comparison via emulation results.

Dataset Network Train size @ P AUC
OC-GAN all /  >6500 90.57%

DCAE all /  >6500 89.96%

DSVDD all /  >6500 94.80%

MNIST DSVDD 300 / 6500 86.59%
QHDSVDD 300 16 6500 88.24%

DSVDD 300 / 200 79.44%

QSVDD (Ours) 300 10 200  92.26%

QSVDD (Ours) all 10 200  92.31%

OC-GAN all /  >6500 86.93%

DCAE all /  >6500 90.73%

Fashion DSVDD all /  >6500 88.50%
MNIST DSVDD 300 / 6500  88.20%
QHDSVDD 300 16 6500 88.19%

DSVDD 300 / 200  81.59%

QSVDD (Ours) 300 10 200  91.35%

QSVDD (Ours) all 10 200 91.81%

OC-GAN all /  >6500 65.63%

LSP-CAE all /  >6500 67.63%

DSVDD all /  >6500 64.81%

CIFAR-10 DSVDD 300 / 6500 63.95%
DSVDD 300 / 200  57.25%

QSVDD (Ours) 300 10 200  64.65%

QSVDD (Ours) all 10 200  63.31%

In Tab. 1, we exhibit the overall AUC scores
averaged among multiple independent emula-
tions for each method mentioned above on three
datasets, where different classes of data are se-
lected as the normal input each time. We de-
note the number of trainable parameters in our
QSVDD and other classical deep anomaly detec-
tion neural networks as P, while @) stands for the
number of qubits if applicable.

QSVDD consistently outperforms classical so-
lutions across most evaluations, even when the
latter employs significantly more parameters.
For instance, on the MNIST dataset, QSVDD
achieves an AUC of 92.26% with only 200 param-
eters and 300 training data, surpassing DSVDD
by 5.67%. This relative improvement widens to
12.82% when both methods use an equal number
of parameters. Similar trends are observed on
FashionMNIST, where QSVDD achieves an AUC
of 91.35% with 200 parameters and 300 data,
outperforming DSVDD by 6.76%. Furthermore,
QSVDD demonstrates superior performance to
DSVDD on the FashionMNIST dataset when uti-
lizing the complete training set. The MNIST
and Cifar-10 datasets exhibit slightly inferior re-
sults compared to DSVDD, which has 6500 pa-
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Figure 5: Ablation study on the effects of VQC's depth,
structure, number of parameters, and training epochs.
Although the effect of the QSVDD and its conven-
tional counterpart DSVDD varies with settings variation,
QSVDD always outperforms DSVDD under the same
conditions.

rameters. Nevertheless, it still exhibits consider-
ably enhanced performance compared to DSVDD
with 200 parameters. Compared to other deep
neural networks like DCAE, which utilizes over
6500 parameters to achieve an AUC of 89.96%
on MNIST, QSVDD demonstrates superior per-
formance with significantly fewer computational
resources. Even under more substantial training
conditions, QSVDD maintains higher accuracy
levels, showcasing its efficiency in anomaly de-
tection tasks. QSVDD also exhibits competitive
performance with much lower consumption on the
CIFAR-10 dataset, demonstrating its ability to
handle complex data structures. The robust and
scalable performance of QSVDD in our emula-
tions indicates a potential for quantum advan-
tage in anomaly detection tasks. However, fur-
ther investigation and experimental verification
are required to demonstrate this advantage con-
clusively. These emulation results demonstrate
QSVDD’s viability for practical applications and
indicate that it is a perfect candidate for future
experiments on NISQ devices, which will be dis-
cussed in the next section. To further investi-
gate the effect of different configurations, we per-
formed an ablation study as shown in Fig. 5,
which will be detailed in the following discussion.

Depth of VQC. We vary the depth D of the
VQC within specified ranges, and Fig. 5a illus-
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trates how the performance of QSVDD changes
with different values of D. When D ranges from
12 to 24, QSVDD consistently achieves satisfac-
tory AUC scores (above 80%) on both datasets.
Optimal results on both MNIST and FashionM-
NIST are observed at D = 20. However, increas-
ing D beyond 20 leads to a decline in AUC, likely
due to overfitting caused by excessive trainable
parameters. Therefore, we default to setting D
to 20 for subsequent analyses.

Different VQC Structures. We conduct em-
ulations using various VQC architectures: Real
Amplitudes Circuit (RAC) [56], Bellman Circuit
(BC) [56], Ladder-Like Circuit (LC) [57], and
Dressed Quantum Circuit (DC) [58]. The re-
sults are depicted in Fig. 5b, demonstrating that
varying VQOC structures yield different perfor-
mance outcomes. DC notably outperforms other
structures, which is attributed to its alternating
arrangement of entanglement gates across adja-
cent qubits, thereby enhancing the stability of
circuit-wide entanglement and resulting in supe-
rior performance. Therefore, we use DC as the
VQC structure in the emulations if not specifi-
cally stated.

Parameters and Epochs. The number of pa-
rameters and epochs can influence the perfor-
mance of our QSVDD solution and other anomaly
detection methods. Fig. 5c demonstrates that
QSVDD achieves robust performance on the
FashionMNIST dataset when the number of pa-
rameters varies from 100 to 400, showing higher
stability compared to its classical counterpart,
DSVDD. Additionally, Fig. 5d illustrates that
varying the number of training epochs from 40
to 240 consistently maintains QSVDD’s high-
performance level. However, beyond 200 epochs,
both QSVDD and classical DSVDD experience
a decline in AUC, which may be attributed to
overfitting. Notably, QSVDD exhibits superior
and more stable performance under most settings
than its classical counterpart.

QSVDD and other QML anomaly detection
methods. As illustrated in Fig. 6, the compari-
son between QSVDD and another QML anomaly
detection method, Variational Quantum One
Class Classifier, shows the performance differ-
ence within the quantum-based algorithm fam-
ily on specific anomaly detection tasks. QSVDD
consistently achieves results comparable to Varia-
tional Quantum One Class Classifier across most

categories and significantly outperforms it in
challenging scenarios where Variational Quantum
One Class Classifier fails (e.g., Classes 5 and 6),
demonstrating its superior robustness and relia-
bility. These results underscore the effectiveness
of QSVDD and its suitability for a wider range of
anomaly detection tasks.

1o Comparison of QSVDD and VQOCC on FashionMNIST
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Figure 6: Comparison of QSVDD and Variational Quan-
tum One Class Classifier (VQOCC).

6.2 Results on a Superconducting Quantum
Processor

For the first time, we implement a quantum ma-
chine learning method for anomaly detection on
quantum hardware. To thoroughly evaluate the
performance of QSVDD, we conducted experi-
ments on a 12-qubit superconducting processor
oneD12 provided by the Institute of Quantum In-
formation and Quantum Technology Innovation,
Chinese Academy of Sciences (CAS) [59]. To en-
sure fairness, we kept all experimental emulation
settings, including datasets and training condi-
tions, consistent across the hardware platform
and emulators. Specifically, we used only four
qubits for the hardware implementation, facili-
tating the realization of amplitude encoding. The
fidelity of the device used in our experiments can
be found on the official websites of the Institute of
Inference
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i computer *
laYe) Pre-trai]] Run QSVDD
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Figure 7: Practical pipeline to address anomaly detec-
tion tasks on a quantum computer in the NISQ era.
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Quantum Information and Quantum Technology
Innovation, CAS. For instance, the single-qubit
gate fidelity for state 0 of the oneD12 chip we
used averages at 0.9965 (ranging from 0.9946 to
0.9997), while the CZ gate fidelity averages at
0.9634 (with a range from 0.9354 to 0.9885). In
order to provide a comprehensive demonstration
of the performance and robustness of our algo-
rithm in the presence of noise, and given the lim-
ited scale of the superconducting chip employed,
we elected not to apply any noise reduction tech-
niques or error mitigation methods to the imple-
mentation of our method on the quantum device.

During training on the quantum processor,
post-processing was applied to the measurement
data to map learned states onto the hypersphere,
following Eq. (2). Once training was completed,
the model was evaluated on the test set using Eq.
(3) to determine if the data points were anoma-
lies. The overall experimental pipeline for im-
plementing QSVDD on quantum hardware in the
NISQ era is illustrated in Fig. 7.

The implementation of QSVDD on the quan-
tum hardware platform is shown in Fig. 8 (a).
To perform the VQC, each qubit is first initial-
ized in the ground state, and encoding is applied
in the pink region of the quantum processor to
encode the input data. In the yellow region, the
circuit is parameterized with single-qubit rota-
tions and entangling gates between neighbour-
ing qubits to create a trainable variational quan-
tum circuit. After executing the VQC, we ap-
ply the pre-processing step of QSVDD by cal-
culating the anomaly detection score based on
the output quantum states. The results are then
compared to a pre-determined threshold to clas-
sify the states, completing the implementation of
QSVDD on the quantum processor.

We compare the performance of QSVDD across
different quantum platforms, including emulators
and the real superconducting quantum processor,
namely the VQC emulator, the superconducting
emulator, and the actual superconducting quan-
tum processor oneD12. The superconducting em-
ulator is implemented to replicate its respective
chip structure accurately. In contrast, the VQC
emulator is designed to resemble the general con-
figuration of the hardware setups closely. For the
VQC emulation, we employed two different struc-
tures: one using a global 4-qubit unitary with am-
plitude embedding (denoted as VQC) and one us-

ing rotation embedding (denoted as VQC (RE)).
VQC and VQC (RE) are designed to mirror the
configurations of the superconducting processor
oneD12 closely but using different encoding meth-
ods. This approach allows us to evaluate the al-
gorithm’s adaptability to different quantum hard-
ware structures and ansétze.

All experiments were conducted under con-
sistent conditions to ensure fairness, each using
100 randomly selected normal samples for train-
ing and another 100 for testing. All emulators
were allocated computational resources equiva-
lent to 4 qubits. The MNIST and FashionM-
NIST datasets, originally consisting of 196 di-
mensions (after normalization and first initializa-
tion), were downsampled to 16 using a pooling
technique. This reduction was done to facilitate
efficient data encoding on the quantum hardware,
which is constrained by the number of available
qubits and their connectivity. The training was
performed over 200 — 1000 epochs with a learning
rate of 1 x 1072, For the optimization of QSVDD
on the quantum processor, we utilized Adam and
simultaneous perturbation stochastic approxima-
tion [60]. We continue to use AUC (Area Under
the Curve) as the evaluation metric in this part.

Table 2: Results on the superconducting processor and
the corresponding emulators.

Dataset Device Q P AUC
vQC 4 16 84.8%

oneD12 emulator 4 16 83.2%

oneD12 processor 4 16 81.2%

MNIST VQC (RE) 4 16 75.6%
oneD12 processor (RE) 4 16 73.4%

DSVDD / 500+ 81.2%

DSVDD / 600+ 83.6%

vQC 4 16 87.5%

oneD12 emulator 4 16 85.2%

oneD12 processor 4 16 83.4%

FashionMNIST VQC (RE) 4 16 82.1%
oneD12 processor (RE) 4 16 77.4%

DSVDD / 300+ 83.4%

DSVDD / 800+ 85.3%

The experimental and emulation results of
QSVDD are summarized in Table 2. We ob-
served that the performance of QSVDD on the
superconducting processor is generally compara-
ble to that obtained using emulators, including
the superconducting emulator and VQC emula-
tor. On the MNIST dataset, QSVDD achieved
an accuracy of 81.2% on the superconducting pro-
cessor, closely matching the 84.8% accuracy ob-
tained with the VQC emulator and surpassing the
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Figure 8: (a) Conceptual diagram of deploying QSVDD on a quantum processor. (b) The optimization process of
QSVDD on the superconducting processor oneD12 shows some fluctuations due to hardware instability. Despite
these, the final loss is minimized effectively. (c) The parameter efficiency comparison between QSVDD on the

superconducting quantum processor and DSVDD on a conventional computer.

Dashed lines represent QSVDD

hardware results using 16 parameters on MNIST or FashionMNIST, while solid lines show DSVDD performance as
parameters increase. DSVDD requires significantly more parameters to match QSVDD performance.

75.6% achieved with VQC (RE). On the Fashion-
MNIST dataset, the accuracy reached 83.4% on
the superconducting processor, aligning well with
the 87.5% from VQC and 82.1% from VQC (RE).
Moreover, rotation encoding has been observed
to markedly diminish the accuracy of recogni-
tion, both on the emulator and on the hard-
ware. This outcome is likely attributable to the
markedly insufficient exploitation of Hilbert space
by this encoding method. Overall, despite a slight
decline in accuracy when implemented on ac-
tual quantum hardware compared to emulators,
the results from the superconducting processor
demonstrated favourable performance, highlight-
ing QSVDD’s robustness on the real quantum
platform. The observed discrepancies between
hardware and emulation results can likely be at-
tributed to the noisy conditions typical of NISQ
devices and the limited number of qubits, which
constrains the quantum model’s expressivity. Im-
portantly, QSVDD performed consistently well
without any error mitigation techniques, demon-
strating its resilience in realistic quantum com-
puting environments.

It is important to note that our experiments
indicate that QSVDD can achieve competitive
performance with a much smaller number of
parameters compared to its classical counter-
part, DSVDD. To provide a fair comparison be-
tween QSVDD and its conventional counterpart,
DSVDD, experiments and emulations were con-
ducted under identical conditions, differing only
in the number of model parameters. As illus-
trated in Fig. 8 (c), we progressively augmented
the number of parameters in DSVDD, commenc-
ing from a modest value until its performance
reached a level commensurate with QSVDD.
DSVDD necessitates a parameter count that is
more than a few tens of times greater than re-
quired to achieve the results of our 16-parameter
experiment in hardware. The specific parameter
numbers are presented in the accompanying ta-
ble. As shown in Table 2, the findings demon-
strated that DSVDD necessitated a minimum
of 300 parameters to attain comparable recog-
nition accuracy, whereas QSVDD only required
four qubits and 16 learnable parameters.

This notable reduction in the number of re-
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quired parameters exemplifies the parameter effi-
ciency of QSVDD, even within the constraints of
current quantum hardware, such as limited gate
depth and qubit count. A reduction in the num-
ber of parameters also results in a reduction in the
complexity and difficulty of the training process,
which is a crucial factor for machine learning al-
gorithms. Moreover, the capacity to attain robust
performance with a reduced number of parame-
ters suggests that our approach can readily scale
as quantum hardware advances, ultimately facil-
itating the utilisation of more sophisticated and
profound quantum models. These insights high-
light the potential of QSVDD in real-world quan-
tum machine learning tasks and provide guidance
for the design of future experiments aimed at fur-
ther exploring the capabilities of quantum com-
puting.

Furthermore, during the experiments on the
superconducting processor oneD12, as shown in
Fig. 8 (b), we observed some fluctuations in the
loss function during optimization, which may be
due to hardware instability inherent in the super-
conducting quantum device. Nevertheless, these
fluctuations did not affect the final optimization
result, largely due to the algorithm’s incorpora-
tion of post-processing techniques such as reg-
ularization, which conferred robustness against
such perturbations.

All the findings above underscore the practi-
cal potential of QSVDD and suggest that QML
methods have the potential to be effectively im-
plemented on quantum hardware. The deci-
sion to forgo error mitigation is deliberate, as
we aimed to highlight the inherent noise toler-
ance of QML algorithms. This demonstrates the
progress made in quantum machine learning and
indicates that QML methods, when carefully de-
signed, may be well-suited for the NISQ era,
where noise and limited quantum circuit depth
remain significant challenges.

7 Conclusion

In this work, we present several contributions
that have advanced the field of quantum machine
learning for anomaly detection. First, we de-
velop QSVDD, a novel quantum machine learn-
ing algorithm designed to be compatible with the
NISQ device while effectively handling real-world
datasets. To establish a theoretical foundation,

we provide a comprehensive examination of its
expressivity, which offers a basis for its imple-
mentation on quantum hardware. We further val-
idate the effectiveness and robustness of QSVDD
by evaluating it on practical datasets, includ-
ing different benchmarks, where it shows superior
performance compared to various classical meth-
ods. Furthermore, we successfully implemented
QSVDD on the superconducting quantum device,
demonstrating the feasibility of quantum-based
anomaly detection and highlighting the poten-
tial benefits of reduced parameter requirements in
quantum computing for this domain. By bridging
quantum machine learning and anomaly detec-
tion, we demonstrate the use of quantum machine
learning on widely relevant datasets, showcasing
its diverse applications and reinforcing its role as
a viable tool for addressing more real-world chal-
lenges.

In the next phase of our work, we will fo-
cus on developing robust statistical techniques
for anomaly detection and deriving generaliza-
tion bounds to enhance algorithm robustness and
applicability. We plan to incorporate error mit-
igation techniques and scale our experiments to
larger quantum chips. We hope these improve-
ments yield even more promising results, further
showcasing the capabilities of QSVDD. QML of-
fers potential advantages in terms of accuracy,
parameter efficiency, and scalability concerning
training set size, all of which are particularly rel-
evant advantages when applied to real-world clas-
sical datasets.
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A Amplitude encoding

Amplitude encoding is a technique in which classical data is encoded in the amplitudes of a quantum
state. In the context of encoding a 2%/2 x 2"/2 pixel image into a quantum state, the input data can be
represented as = (z1, 2, ..., zn)", where N = 2", It can then be encoded into a n-qubit quantum
state |x) as follows:

where i) represents the computational basis states of the n-qubit system, and ||z is the normalization
factor in ensuring that the quantum state is appropriately normalized.

B Expressivity of Quantum Support Vector Data Description

The intuition of the proof is as follows. The proof of Theorem 1 employs the definition of the operator
norm.

Definition 2 (Operator norm) Assume that A is an n x n matriz. The operator norm of A is defined

as
[Al = sup [Az]|.
[|z||]2=1,2€C™
Alternatively, ||A|| = /A1 (AAT), where \;(AAT) is the i-th largest eigenvalue of the matriz AAT.

Besides the above definition, the proof of Theorem 1 leverages the following two lemmas. In partic-
ular, the first lemma allows us to employ the covering number of one metric space (#H1,d;) to bound
the covering number of another metric space (Ha, d2).

Lemma 1 (Lemma 5, [61]) Let (H1,d1) and (Ha,dz2) be metric spaces, and f : Hi1 — Ha be K -Lipschitz
continuous such that
dy(f(2), f(y)) < Kdi(z,y), Va,y e H

Then, their covering numbers satisfy
N(Hz,e,d2) < N(Hi,e/K,dy).
The second lemma presents the covering number of the operator group
Heire == {U(0)'OU(0) |6 € O},

where U(6) = [T, u;(6;) and only P parameters in U(6) are trainable. The detail can be found in

[45]-

Lemma 2 (Lemma 2, [45]) Following notations in Theorem 1, suppose that the q-qubit ansdtze used
contains a total of q trainable parameters, with each gate acting on at most k qubits. The e-covering
number for the operator group Heive with respect to the operator-norm distance satisfies:

7mwwﬁp

N(Herese 1) < (72

where P is the number of trainable parameters in the quantum circuit, ||O|| is the operator norm of
the observable O, and ¢ is the number of qubits.

The covering number, N(H,¢, | - ||), provides a measure of the complexity of the hypothesis space
H. In the context of QML, this is particularly useful as it helps quantify the expressivity of quantum
models by determining how well the hypothesis space can approximate different data distributions. The
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above formulas are derived following [15] and apply to all postprocessing-free VQAs, which means they
can be used for theoretical calculations of expressivities for postprocessing-free variational quantum
one-class algorithms such as VQOCC.

Next, we proceed with the derivation to prove Theorem 1. Recall the definition of the hypothesis
space H in Eq. (2) and Lemma 1. When H; refers to the hypothesis space H and Ho refers to the
unitary group U(d"), the upper bound of the covering number of H, i.e., N(H,¢,dz), can be derived
by first quantifying the Lipschitz constant K and then relating this to the covering number of the
operator group Hcire from Lemma 2. Under these observations, we now analyze the upper bound of
the covering number N(#,e,|| - ||). Consider an arbitrary element U from the function space Hcirc.
Since the function space H.irc is bounded and can be covered by a finite number of elements concerning
the operator norm || - ||, for any € > 0, there exists an element U, in the covering set such that the
distance between U and U, satisfies

|[UTOU — UloU.|| < e.

This follows from the definition of the covering number, which ensures that for every element
U in Hcye, there exists an adjacent element U, in the covering set whose distance from U is
bounded by e. Therefore, we can derive the relation between da(Sqsvpp(U), Sqsvpp(U:)) and
d (U (0)TOU(6), (U.(0)TO(U-(9))) as follows:

d2(Sqsvop(U), Sqsvop(U:)) = |(Tr(U(0)'0U(0)p) — ¢)* — R?
— (Tr((U(0)TO(U=(9))p) — €)* — R?)],

where Tr(U(6)TOU (0)p) represents the expectation value of the observable O concerning the quan-
tum state p transformed by the unitary U (). This expectation value is a critical component in deter-
mining the anomaly score Sqsvpp, as it encodes the feature transformation performed by the VQC.
Sqsvpp represents the anomaly score in the article. This is the final function output by QSVDD for
determining whether the data is anomalous, which is the function we have learned. We abbreviate
Tr(U(0)TOU(6)p) as Tr and Tr((U-(0))TO(U(6))p) as Tre. Under this notation, the original equations

can be written as follows:

da(Sqsvop(U), Sqsvon(Ue)) = [(Tr — ¢)? — (Tre — ¢)?|
= |(Tr + Tre — 2¢)(Tr — Tre)|
< U)oU) + (U(0))1O(U-(9)) — 2¢]|
WO OU(6)) — (U(6))TO(U-(0))|| - Tr*(p)
< [20] = 2lle])| - di (U (8)TOU(0),
(U:(0))'O(U:(9))).

where the first inequality uses the triangle inequality once and the Cauchy-Schwartz inequality twice,
and the second inequality employs the triangle inequality, Tr?(p) = 1, ||U|| = 1 and also:

|\UTOU — UIOU. || = di(UTOU, UIOU,).

By applying the triangle inequality and the Cauchy-Schwarz inequality, we bound the difference
between the anomaly scores Sqsvpp (U) and Sqsvpp(U:). The triangle inequality allows us to separate
the difference into terms involving the operator norms of U(0)TOU(6) and U.(0)'OU.(#), which are
further bounded using the properties of operator norms. From here, we obtain the relationship between
(H, dQ) and (Hcirm dl).

Next, we use Lemmas 1 and 2 and consider that

d2(Sqsvpp (), Sqsvpp (¥)) < Kdi(x,y),
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where K = |(2||O|| — 2||¢|])|- In our case, K is determined by the operator norm of O and the c.
Specifically, we can derive that K = |2||O| — 2|lc||| < 2]|O]| + 2]||¢|| by removing the absolute value.
Now we have K < 2[|O|| + 2||c||, and can further obtain:

N(H,é‘, H : ||) < N(HcirCag/K7 H ’ H)

Substituting the value of N(Hcire, ¢, || - ||) from Lemma 2, we get

2k
P[0 +2HC\)HOH)" v

3

NW@WWS(

Therefore, we have obtained Theorem 1.

For further consideration, VQC is a fully flexible component of our model. QSVDD can express the
entire space that VQC is capable of. According to Lemma 2, assuming that the maximum theoretical
covering number for VQC is:

7Pl O qQkP/
sup N (e ) = (L)
where P’ represents the number of trainable parameters in the VQC model and ¢ is the number of
qubits.

Since QSVDD contains VQC as a subset, the supremum of the covering number of QSVDD must
be greater than or equal to that of VQC. Therefore, we can have P’ = P and establish the following

inequality for the covering number of QSVDD:

7P|\ T
sup N |- 1) 2 sp N (s - ) = (222

At the same time, the upper bound of the expressivity of QSVDD can be constrained by the following
expression derived from the theoretical analysis of its function space:

2k
TP(2|0] +2HCII)HOII>q v
g

sup N (.= |- ) <

Therefore, the expressivity of QSVDD is bounded as follows:

PO\ 7P(2(|0]| + 2||elh O\
(PFION™ oy e = (PO IOy ™"
€ €
This is Theorem 2. In particular, considering that ||O| = 1 in our emulations and experiments,

the upper bound of QSVDD'’s expressivity is larger than that of its counterparts. Compared to post-
processing-free variational quantum algorithms such as VQOCC, the expressivity of QSVDD benefits
from the additional structure provided by the hypersphere constraint in the anomaly detection setting.
Rather than reducing the hypothesis space, this constraint expands the expressive capacity of QSVDD,
allowing it to capture a broader range of patterns. As a result, the expressivity of QSVDD is greater
than other VQA-based anomaly detection methods, providing a more flexible framework for detecting
complex anomalies. Intuitively, the expressivity of a quantum model, much like in classical machine
learning, dictates its ability to model complex data distributions. While excessive expressivity can
lead to overfitting in some cases, QSVDD’s design balances this by utilizing a QNN architecture that
enhances flexibility without succumbing to overfitting.

C  Expressivity of Quantum Support Vector Data Description on Noisy Devices

In this section, we extend the expressivity analysis of QSVDD to quantum devices operating under
noisy conditions. Similar to the proof of expressivity in the ideal case, we derive the covering number
of QSVDD when the quantum operations are subject to noise.
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We begin by recalling the covering number for QSVDD in the ideal (noise-free) case:

2k
TP(2|0] +2HCII)HOII>“’ v

e

N(He |- ]) < (

where H denotes the hypothesis space spanned by the QSVDD model, P is the number of trainable
parameters, and ¢ is the number of qubits.

Next, we consider the noisy case. Under noisy conditions, the relation between the distance in the
output states and the distance in the unitary operators becomes more complex, i.e., the depolarization
channel &(-) is applied to each quantum gate in U(-). Following the explicit form of the depolarization
channel, the distance do between the noisy output states and the distance d; between the unitary
operators satisfy the following relation:

d (Tr (0&,(UpUN)) , Tr (0&,(UpUN))) = Tr (0&,(UpUT) — 0&,(U-pUL))

= (1 -p)N T (0(UpUt - UpUf))
< (1-p)"||UTOU - ULOU| Tx(p)
= (1-p)"|UToU - UloU|

= (1-pMNdi(U,UL),

where N, is the number of gates that are influenced by noise.

The second equality uses the depolarizing noise property. The inequality follows from applying the
contractive property of the trace norm, and Tr(p) = 1 is used to simplify the expression.

This result indicates that the term K is:

K=(1-p™.

Using Lemma 2, the covering number of the VQA under depolarizing noise is then upper bounded
by:

2k
7P|ONT "
B Ol e
The bound reflects how the presence of depolarizing noise reduces the expressivity of the quantum
variational circuit.

Following the same reasoning as in Theorem 1, we obtain that the expressivity of QSVDD in the

presence of noise is bounded by:

qQkP
NHe, |- I < (0 -yt (FEEICLE2IDION T
where p represents the noise rate. This equation quantifies the effect of noise on the expressive power
of QSVDD and offers insight into its limitations in practical, noisy quantum devices.

In this way, we derive Theorem 3. This bound demonstrates that the expressivity of QSVDD is
reduced in noisy environments due to the noise factor (1 — p)™s. As the noise level increases (i.e.,
as p approaches 1), the effective hypothesis space is reduced, limiting the model’s ability to capture
complex patterns.

D Expressivity of the Classical Machine Learning Counterparts

To compare the expressivity of QSVDD with classical counterparts, we provide the detailed derivation
of the covering number bound for classical neural networks based on Bartlett et al.’s [19] Theorem 3.3.
The covering number bound for a classical neural network is given by:
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i=1 \5i

where t is the norm of the data matrix. Since the training set is fixed in our comparison emulations
and experiments, we treat the norm of the data matrix as a constant ¢ to simplify our analysis. s;
represents the spectral norm bound of the weight matrix at layer 7. b; represents the (2,1) matrix norm
bound of the weight matrix at layer . p; represents the Lipschitz constant of the activation function
at layer ¢. W is the maximum dimension of the matrices in the network layers. We can express s; and
b; regarding network structure to further analyze their impact.

Spectral norm bound s; can be estimated as:

si < v/ming [|[Will oo,

where m; and n; are the output and input dimensions of the weight matrix W; at layer ¢, respectively,
and ||W;||oo represents the maximum absolute value of the elements in the weight matrix W;.
For the (2,1) norm bound b; of the weight matrix at layer i:

bi < niy/mi [[Wil|oo-

Substituting the upper bounds of s; and b; into the original covering number bound, we have:

£21n( 2W2 L 5
InNHe, e, || 1l2) < H (v/m;m5 [Willeo)” 0

2/3
" i(nz’\/mz‘HWiHoo>
=\ vming [[Willeo

Further simplifying:

2 In(2W?) 2W2 L
InN(He, e, | - ll2) < 11 mini1W;l12.03
J=1
L 2/3\ 3
x z(v”“) .
i1 \ VT

Finally, we can represent W as the maximum of m; x n;:

W = max(m;j X n;).

We also note that the Lipschitz constant of the activation functions used in our networks is always
less than or equal to 1. For example, the ReLU activation function has a Lipschitz constant of 1,
commonly used in deep networks. Thus, the covering number bound becomes:

2 (In(2) + 2In(max(m; x n;)))

e2

L I 2/3\ 3
AValLZ;

j=1 i=1

I N(He, e[ - [l2) <

Thus, we obtained Theorem 4.
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E Analysis and Comparison of QSVDD and Classical Methods

In this section, we provide a detailed comparison of the expressivity bounds of QSVDD and classical
deep machine learning anomaly detection models, focusing on their respective covering number bounds.
Recall that the expressivity of QSVDD can be characterized by the following covering number bound:

2k
7P(2\OH+2HCH)!OH>q v
9

Nt ) < (

Taking the natural logarithm of both sides, we obtain:

InN(Hg,e,]-]) < P 1n <7P(2”OH +2||C||)||O||> '

£

This logarithmic form facilitates a direct comparison with the expressivity bound of classical models.
For a classical neural network consisting of two layers, where the first layer has an input dimension of
40 and an output dimension of 10, and the second layer has an input dimension of 10 and an output
dimension of 2, the covering number bound can be expressed as:

#2 (In(2) + 21n(400))

3
5 .

In N (Mo, - ) < < 8000 ¢ [ 2 [Wall x (272% +5719)

€
This bound indicates that the expressivity of classical neural networks depends on a polynomial
relationship between various network parameters, including input-output dimensions, the number of
layers, and the number of trainable parameters.
For QSVDD with four qubits (¢ = 4), 16 trainable parameters (P = 16), and a maximum gate
interaction involving two qubits (k = 2), the covering number bound can be simplified to:

16(2 9
IHN(an5>|“)§4096-ln(7x 6(2[|O] + HCI!)HOII)

£

Although it is difficult to compare the two directly, this bound shows that the expressivity of QSVDD
scales in a polynomial fashion, similar to the classical model. However, QSVDD achieves this level
of expressivity with significantly fewer parameters compared to the classical model. In both models,
expressivity is influenced by the number of parameters. Still, in different forms, the classical model’s
expressivity depends on input-output dimensions, layer size, and the magnitude of the weights, forming
a complex polynomial relationship, while QSVDD’s expressivity also has a polynomial dependence on
the number of trainable parameters P and the number of qubits g. Under the given conditions—4 qubits
and 16 trainable parameters for QSVDD versus a classical two-layer network—the expressivity bounds
can be comparable. This suggests that QSVDD can achieve an expressivity similar to classical networks,
even with fewer parameters. Moreover, the true strength of QSVDD lies in its potential to leverage
quantum properties such as entanglement and superposition, which might provide practical advantages
in certain scenarios, particularly for high-dimensional problems or complex data distributions. Thus,
we illustrate the comparison of the expressivity of our algorithm and a classical deep machine learning
anomaly detection through this specific example, which is part of the conclusion. In the experimental
section, we further validate the capability of our algorithm through empirical results.

F  Barren Plateaux Phenomenon for QSVDD

In this section, we will show that even if our algorithm increases the expressive power using post-
processing, it does not accelerate the barren plateaux (BP) phenomenon [37]. We provide the detailed
derivation showing that the QSVDD loss function (E() — ¢)?> — R? exhibits the BP phenomenon
under a 1-design unitary distribution. While the expected gradient vanishes, the presence of the factor
(E(0) — ¢) can modulate the rate of decay, which provides a nuanced understanding of QSVDD’s
expressivity without exacerbating the BP problem.
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The QSVDD loss function is defined as:

where R? is a constant. Since R? does not depend on 6, it does not contribute to the gradient. Thus,
for gradient analysis, we simplify the loss function to:

Here, E(0) is the expectation value:
E(0) = (0|UT(6)0U(6)]0).
The gradient of L(6), with respect to the k-th parameterized quantum gate, is given by:
OLL(0) =2(E(0) — c) - O E(0).
Here, the gradient of E(#), with respect to the k-th parameterized quantum gate, is expressed as:

OLE(0) = a‘zkmUT(e)OU(e)m).

Using the parameterized unitary decomposition U(f) = U, U_, where Uy represents the product of
gates from the (k + 1)-th to the last parameterized gate, and U_ represents the product of gates from
the first to the k-th parameterized gate, we have:

U
Y= 0,
The derivative of E(0) is given by:
d
ORE(0) = .- (0] (6)0U (9)[0).
06y,

Using the decomposition U(6) = ULU_, we write:

ou) . U  ou,
a6, ~ U+ oe, T o0,

Substituting this into Oy E'(#), we have:

aut (o auU(#
oE(6) = (0| ( )OU(G)m) + <0\UT(9)OJ\0>.
80k aek
For the first term:
aUT(e) aut OUZ it 202 Ut
0, 00y a0y,
Thus:
auUt (e oul
012 D ov ) = 015~ U10U+U o)+ (ol 20U, [0,

For the second term:

ou

8U( )\0> oututou, 39_’()) +outuio

aU.

O (6)0 o

U_|0).
Combining these terms and simplifying using the commutator, we obtain:

OE(0) = i(0|UL Vi, UTOUU_0),
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where V, = 69+ UJr
Recall the loss function L(0) = (E(0) — ¢)?, where:

OLL(0) = 2(E(0) — ) E(0).

Consider the parameterized unitary U(f) = UyU_, with the distribution defined by p(Us) and
p(U-). For the overall unitary distribution p(U), we write:

/ AU p(U+) / dU_p(U_)S(UU- — U),

where 9 is the delta function over the unitary group, ensuring U = U U_.
The expectation of 9y L(#) over the unitary group distribution is:

L) = [ AUPW)OLO).
Substituting the decomposition of p(U):
(s L(0) / AU p(U,) / dU_p(U_) / dUS(ULU- — U)2(E(8) — )L E(6).
Since §(U,U_ — U) ensures U = U,.U_, this simplifies to:
OLO) = [ dUsp(Us) [ dU_pU)2(E ) ~ )OE®).
Substituting the expression for 9 E(6):
(OxL(6 / AU p(U) / dU_p(U_)2(E(8) — ¢) - i{0|U" [Vi, UL OULJU_|0).
With p_ = U_|0)(0|U”, we rewrite:
OL(O) =2i [ dUp(U) [ dU_p(U-)(E®) - ) Te(Vi, UL OV Jp-).

Recall:
E(0) = Te(OUp_UL).

Case 1: if U_ is a 1- design unitary matrix: Averaging over U_, we use the 1-design property:
I . : . .
/dU_p(U_)p_ =5 D = 2% is the Hilbert space dimension.

In the averaged sense, p— — I/D. Substituting, we have:

Tr(O)
D

@20)) =21 [ dv.p(w) (T - o) T, UL OV ).

Since the commutator’s trace vanishes:
Tr([Vk, X]) =0 VX.

Thus:
(OpL(6)) = 0.

Case 2: Uy is a 1-design unitary matrix. Using the 1-design property for U, :

Tr(O)

1.
D

/dU+P(U+)UJTrOU+ =

23



Substituting, we have:

(ORL(0)) = 2i / dU_p(U) (TYZ(DO)—C) (i, UL OU 1),

The commutator [V, UJTFOUJF] vanishes, as [V, I] = 0.
Thus:
(OkL(0)) = 0.

Combining these results, we have: As long as any portion of the circuit approaches a 1-design, the
gradient expectation will vanish, resulting in (0;L(#)) = 0. Although the expected gradient vanishes,
the presence of (E(#)—c) modulates the gradient’s decay rate. One of the key observations is that when
|E(0) —c| > 1, the decay of the gradient is slower, which helps maintain a balance between expressivity
and optimization. In our emulations, this condition is satisfied in most cases, indicating that QSVDD
generally operates in a regime where the gradient decay is mitigated, allowing for enhanced expressivity
without significantly exacerbating the BP phenomenon. Even in scenarios where |E(0) — ¢| < 1, our
results indicate that the algorithm does not exhibit a substantial acceleration of the BP issue.

Below, we provide a mathematical derivation to extend the scaling results of the variance of 9, E(6)
under 2-design Haar distributions to the case of 9y L(#), where

L(0) = (E(6) — ¢)*

The variance of 9y L(0) is:
Var[0y L] = ((OrL)?) — (O L)*.

For the first term,
(OxL)* = 4(E(0) — ¢)” - (O E(6))*.

Taking the expectation over the 2-design distributions for U_ and U, we write:
((0cL)?) = 4{(E(9) — ) - (O E(9))?).
From standard results for 2-design distributions: The variance of 9, E(6) scales as [37]:

1

Var[opE(0)] = O <D2> , D = 2%is the Hilbert space dimension.

For (E(6) — ¢)?, the second moment remains constant so that it can be bounded as:
(E@0)—0)?) =0(1).

Substituting: X
()~ =0), (OE®)) =0(45;)

Thus, we find the worst case is that:
1 1

(OkL) = (2(E(0) — c) - OLE(0))

From the properties of 2-design unitaries:

For the second term:

(ORE(0)) = 0.
Since (E(6) — c¢) is independent of the specific gradient distribution 0y FE(6):

(E(9) - ¢) - OE(9)) = ((E(6) — c)) - (9E(9)) = 0.
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Thus:
(OxL) =0, (OkL)* =0.

The variance of 0 L(f) scales as:

Var[0xL] = O (1;2) .

() =0 ()

Using Chebyshev’s inequality, we can bound the probability of observing significant deviations of
O0iC from its mean:

Since D = 29, the scaling becomes:

Var|o,C
P (|0xC — (kC)| > () < C[,Qk]
Given that: .
Var[@kC] =0 <22q) y
we have: ( )
O (L
22

This result demonstrates that the gradient variance decays exponentially with the number of qubits
q, consistent with the barren plateaux phenomenon in normal variational quantum circuits.

In conclusion, the QSVDD loss function retains the BP phenomenon inherent in its underlying varia-
tional structure under ¢-design (¢ > 2)unitary distributions. However, our earlier supplemental analysis
demonstrated that the post-processing mechanism in QSVDD may increase the expressive capacity of
the model, providing a larger hypothesis space for learning. Crucially, as shown in this section, the
enhanced expressive capacity of QSVDD does not significantly exacerbate the BP phenomenon. The
loss function structure ensures manageable gradient decay, balancing expressivity and optimization
stability. This provides a viable path for improving variational quantum circuits under practical con-
straints, showcasing the robustness and adaptability of QSVDD in both theoretical and experimental
contexts.

G Analysis of the Theoretical Expressivity of QSVDD and Emulation Agreement

The analysis of the theoretical expressivity of QSVDD and its agreement with emulation results reveals
several important insights. Based on the data presented in Figure 9 and the theoretical analysis, we
can observe that when the expressivity of QSVDD is relatively weak, i.e., when the target concept
is excluded, training remains stable but yields unsatisfactory results, i.e., underfitting. In such cases,
increasing the number of trainable parameters increases the expressivity. This leads to improved per-
formance, as shown in the figure when we incrementally increased the number of trainable parameters
from 10 to 70, resulting in an increase in AUC. Conversely, too much expressivity leads to a worse AUC,
i.e., overfitting. This can be seen in the figure, where the QSVDD model with 60 trainable parameters
outperforms the model with 240 parameters. In summary, finding the right balance of expressivity
in QSVDD is essential. The results of our emulations underscore the importance of carefully tuning
expressivity to achieve optimal performance in anomaly detection tasks.

Furthermore, the results presented in Fig. 9a and Fig. 9b offer significant insights into the expres-
sivity of QML compared to deep classical machine learning, as theoretically derived earlier. Classical
neural networks are characterised by their strong expressivity, unlike conventional QML methods,
which frequently exhibit a more constrained expressivity range during target function learning. This
restricted range enhances trainability but concomitantly increases the probability of failing to fully
capture the learning target. However, when the optimal solution is within reach, lower expressivity
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Figure 9: Comparison of QSVDD and DSVDD on FashionMNIST and MNIST datasets. (a) shows the AUC trends
with different trainable parameters on FashionMNIST. As the number of trainable parameters in QSVDD increases
from 10 to 70, its AUC shows an upward trend. However, when the number of parameters becomes excessively
large, leading to over-expressivity, optimisation becomes more challenging. Specifically, this is reflected in the AUC
dropping at the same epoch. For instance, as shown in the figure, when the parameter count reaches 240, the AUC
of QSVDD performs worse than with 60 parameters. (b) highlights the performance under varying training set sizes
on MNIST. When the number of samples in the training set is small (less than 400 in this case), QSVDD outperforms
DSVDD significantly, even though DSVDD has more trainable parameters.

frequently translates to better performance. The proposed parameter-efficient QSVDD addresses this
issue by achieving superior expressivity with a minimal number of parameters. When the complexity
of the dataset challenges the expressivity of QML methods, the results demonstrate that the dynamic
adjustment of trainable parameters in QSVDD, coupled with appropriate post-processing techniques,
can extend the expressivity of QML algorithms. This enables them to encompass the learning target
while minimizing the expressivity space. Furthermore, the low parameter requirement of our approach
makes deployment on quantum hardware feasible. Under the constraint of limiting the number of
trainable parameters to fewer than 1000, QSVDD consistently exhibits superior performance, often
surpassing DSVDD in most scenarios. As demonstrated in Fig. 9a, QSVDD attains comparable out-
comes to DSVDD with a mere 200 parameters, utilising a mere 20 parameters. Moreover, augmenting
the trainable parameters in QSVDD amplifies its efficacy by enhancing its expressivity. As shown
in Fig. 9a, As the number of trainable parameters in QSVDD rises from 10 to 70, its AUC exhibits
an upward trend. However, this enhancement is constrained. When the parameter count becomes
excessively large, leading to over-expressivity, optimisation becomes more challenging, as evidenced
by the AUC dropping at the same epoch. For instance, when the parameter count reaches 240, the
AUC of QSVDD performs worse than with 60 parameters. Beyond the number of parameters, QSVDD
demonstrates a particular advantage in handling small datasets compared to classical deep learning
algorithms. As shown in Fig. 9b, when the number of samples in the training set is small (fewer than
400 in this case), QSVDD significantly outperforms classical DSVDD, even though DSVDD has more
trainable parameters. As the training set size increases and reaches 400 samples, the performance of
QSVDD stabilizes with no further improvement. On the other hand, DSVDD, with its larger number
of trainable parameters, continues to improve as the training set size grows. Since the performance
of QSVDD has already stabilized, we have not reported its performance beyond 800 samples, but we
continue to track the performance of DSVDD.

It is worth noting that QSVDD incorporates an additional post-processing step, contributing to
increased expressivity. This enhancement in expressivity is likely the reason behind QSVDD’s overall
superior performance on the FashionMNIST dataset compared to VQOCC. Especially on data (classes
5 and 6) that VQOCC finds difficult to handle, QSVDD still performs well. Including the post-
processing step provides QSVDD with the capacity to capture intricate features and patterns in the
data, resulting in enhanced anomaly detection accuracy. This result showcases the significance of
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careful model design in optimizing the performance of QML algorithms.

As shown in Figure 6, the comparison between QSVDD and VQOCC highlights that greater ex-
pressivity can enhance the performance of quantum anomaly detection algorithms. QSVDD’s superior
expressive capacity enables it to capture more complex patterns, translating to better performance in
practical anomaly detection tasks across diverse applications. By using QSVDD to gain more powerful
expressivity, researchers can further harness the power of QML to address practical anomaly detection
challenges in diverse applications. Combining theoretical insights and empirical validation helps ad-
vance the understanding and practical application of QSVDD and other QML algorithms. The insights
gained from this study pave the way for more robust and powerful QML techniques, bringing us closer
to realizing the full potential of quantum computing in various domains.

H Datasets and Code

All datasets used in this paper are publicly accessible: MNIST can be downloaded from http:
//yann.lecun.com/exdb/mnist/, Fashion-MNIST from https://github.com/zalandoresearch/
fashion-mnist, and CIFAR-10 from https://www.cs.toronto.edu/~kriz/cifar.html. The code
for QSVDD is available at https://github.com/UCL-CCS/QSVDD.git or https://github.com/
MaidaWang/QSVDD.git.
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