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ABSTRACT

Machine unlearning (MU), which seeks to erase the influence of specific unwanted data from
already-trained models, is becoming increasingly vital in model editing, particularly to comply with
evolving data regulations like the “right to be forgotten”. Conventional approaches are predominantly
model-based, typically requiring retraining or fine-tuning the model’s weights to meet unlearning
requirements. In this work, we approach the MU problem from a novel input perturbation-based per-
spective, where the model weights remain intact throughout the unlearning process. We demonstrate
the existence of a proactive input-based unlearning strategy, referred to forget vector, which can be
generated as an input-agnostic data perturbation and remains as effective as model-based approximate
unlearning approaches. We also explore forget vector arithmetic, whereby multiple class-specific
forget vectors are combined through simple operations (e.g., linear combinations) to generate new
forget vectors for unseen unlearning tasks, such as forgetting arbitrary subsets across classes. Ex-
tensive experiments validate the effectiveness and adaptability of the forget vector, showcasing its
competitive performance relative to state-of-the-art model-based methods. Codes are available at
https://github.com/Changchangsun/Forget-Vector.

1 Introduction

To prevent unauthorized use of personal or sensitive data after training and comply with legislation such as the “right to
be forgotten” (Hoofnagle et al., 2019), machine unlearning (MU) has garnered increasing attention as a solution to
various challenges in vision tasks (Golatkar et al., 2020; Poppi et al., 2023; Warnecke et al., 2021; Fan et al., 2023). In
essence, it initiates a reverse learning process to erase the impact of unwanted data (e.g., specific data points, classes,
or knowledge concepts) from an already-trained model, while still preserving its utility for information not targeted
by an unlearning request. Based on the guarantees provided for data removal from already-trained models, existing
MU methods can be broadly categorized into two approaches: exact unlearning (Dong et al., 2024; Guo et al., 2019;
Thudi et al., 2022b) and approximate unlearning (Graves et al., 2021; Thudi et al., 2022a; Becker & Liebig, 2022; Izzo
et al., 2021). Exact unlearning guarantees the complete and verifiable removal of targeted data, typically achieved by
retraining the model from scratch with the data to be forgotten excluded from the training set, a process we refer to as
Retrain. However, due to the high computational overhead and lack of scalability of exact unlearning, research has
increasingly focused on approximate unlearning methods, which seek to achieve efficient unlearning without requiring
full retraining.

Approximate unlearning strikes a balance between computational efficiency and effective data removal, making
it practical for many real-world applications. Most existing approximate unlearning techniques are model-based,
updating the model’s weights within a limited number of training iterations to eliminate the influence of specific
unwanted data, thus avoiding a full retraining process. Representative methods in this category include fine-tuning
approaches (Warnecke et al., 2021; Perifanis et al., 2024), gradient ascent techniques (Thudi et al., 2022a; Chen et al.,
2024a), and influence function-based methods (Golatkar et al., 2021, 2020). Although these model-based unlearning
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Figure 1: A schematic illustration comparing our proposed data-based MU method (termed the ‘forget vector’), which achieves
unlearning objectives (i.e., forgetting ‘dog’ and remembering ‘bird’ in this example) by operating directly on input data without
altering model parameters, against traditional model update-based unlearning methods. € indicates that the forget data is successfully
unlearned, while @ means that the forget data was not successfully unlearned, or the retain data was correctly recognized. The
“original model” refers to the model without unlearning applied, and “SCRUB” (Kurmanji et al., 2024b) represents an existing
unlearning method that updates model weights.

methods have made significant strides, they often overlook the data-based dimension and its potential impact on MU.
For instance, it remains unclear whether current MU approaches generalize effectively to ‘shifted’ forget data, produced
by external perturbations. Additionally, the possibility of a data-based MU design that operates without updating model
parameters has yet to be explored. Therefore, this work aims to take a step forward in addressing the following research
question:

[ (Q) Can we explore data influence in MU and harness data-based operations to fulfill MU ? ]

To address (Q), we study MU from a fresh data-based viewpoint: forget vector, a universal input data perturbation
designed to promote unlearning effectively; See the schematic overview in Fig.1. Before developing the forget
vector, we explore the rationale for how data-based perturbations complement current model-based MU approaches,
as evidenced by these methods’ generalization to common data shifts, including Gaussian noise and adversarial
perturbations (Hendrycks & Dietterich, 2019; Goodfellow et al., 2014). Our design for the forget vector is also related
to recent input prompting techniques for vision models, known as visual prompting (Bahng et al., 2022b; Chen et al.,
2023; Oh et al., 2023) or model reprogramming (Elsayed et al., 2018; Zhang et al., 2022; Chen, 2024), used in transfer
learning and model adaptation. These prompting methods learn input perturbations to enable a fixed model to perform
well on new tasks, effectively guiding the model to execute tasks it wasn’t originally trained for. From this perspective,
our research on the forget vector also explores whether it is possible to append a trainable “prompt” to the input to
guide an already-trained neural network in unlearning specific data. We summarize our contributions below.

e We investigate the impact of forget data shifts on image classifiers post-unlearning, revealing that unlearning
demonstrates resilience against these shifts (to some extent) while generalization remains more vulnerable.

o Building on the complementary role of data shifts in MU, we propose a proactive, input-agnostic data perturbation
strategy termed the forget vector, optimized specifically to facilitate unlearning.

e We demonstrate the effectiveness of forget vector arithmetic by using class-wise forget vectors to generate new
vectors that effectively eliminate the influence of specific data subsets in image classification models.

e We conduct extensive experiments on MU for image classification, providing both quantitative and qualitative analyses
to demonstrate the competitiveness of the forget vector compared to model-based MU methods.

2 Related Work

MU in Vision. Machine unlearning (MU) in vision has gained significant attention due to the increasing need for
privacy preservation, copyright protection, and ethical data removal in machine learning models. Recent studies (Wang
et al., 2024b; Pan et al., 2022; Li et al., 2024a; Foster et al., 2024; Lin et al., 2023; Gupta et al., 2021; Kurmanji et al.,
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2024b; Di et al., 2022; Chen et al., 2024b; Zhang et al., 2024b; Liu et al., 2024a) in this area have primarily focused on
two main tasks: image generation and image classification. For image generation, MU techniques (Fan et al., 2023;
Li et al., 2024a; Zhang et al., 2024b) have been proposed to prevent models from generating unwanted or harmful
content while retaining high-quality outputs. For example, weight saliency methods guide MU by identifying and
selectively altering model parameters to eliminate specific content generation (Fan et al., 2023). In image classification,
MU methods have explored various approaches to effectively erase certain classes or images from models (Thudi et al.,
2022a; Chen et al., 2024a; Golatkar et al., 2020, 2021; Liu et al., 2024a; Pochinkov & Schoots, 2024). Specifically, fine-
tuning-based methods update the model incrementally on a modified dataset without the unwanted data points (Warnecke
et al., 2021; Perifanis et al., 2024). Gradient ascent-based approaches attempt to reverse the impact of unwanted data by
applying gradient ascent to the model parameters (Thudi et al., 2022a; Chen et al., 2024a). Influence-based unlearning
techniques estimate the impact of specific data points on model predictions and parameters, and then reverse those
contributions to achieve unlearning (Golatkar et al., 2020, 2021). Another line of research investigates the relationship
between MU and model pruning, suggesting that model sparsity can help to bridge the gap between approximate and
exact unlearning, reducing the need for complex parameter updates (Liu et al., 2024a; Pochinkov & Schoots, 2024).
However, most existing MU methods for vision are model-based, often leading to utility degradation after unlearning
and incurring high computational costs.

Beyond vision, MU has been applied to other domains, with notable efforts in natural language processing (Shi et al.,
2024; Wang et al., 2024a, 2023a; Liu et al., 2024b), graph-based data (Li et al., 2024b; Dong et al., 2024), and time-series
data (Du et al., 2019).

Input-based Model Adaptation. This approach has gained attention as an effective method to modify or repurpose
pre-trained models for new tasks or specific objectives without the need for full retraining. It is particularly beneficial
for reducing computational costs and leveraging the existing knowledge within models. Key techniques in model
adaptation include: Visual prompting (Jia et al., 2022; Wang et al., 2023b; Liu et al., 2023; Hossain et al., 2024; Zhang
et al., 2024a) maintains the pre-trained model’s parameters fixed and adapts the input to enable the model to perform
different tasks. For example, introducing trainable parameters in the input space while keeping the model backbone
frozen can achieve comparable results with reduced computational overhead. Model reprogramming (Tsai et al., 2020;
Elsayed et al., 2018; Yang et al., 2021; Melnyk et al., 2023) involves keeping a pre-trained model unchanged while
modifying its inputs to adapt the model for new tasks. For example, adversarial perturbations can be applied to inputs at
test time, allowing the model to perform a specific task dictated by the perturbations, even if that task was not originally
intended for the model. Feature-based domain adaptation (Wang et al., 2018; Tahmoresnezhad & Hashemi, 2017)
applies transformations or mapping techniques to the input data, aligning the feature distributions between the source
and target domains while keeping the model unchanged.

3 Preliminaries on MU and Problem Statement

In this section, we introduce the fundamentals of machine unlearning (MU), including its formulation, commonly-used
methods, and evaluation metrics, and motivate our focus: an data-based forget vector design for achieving MU.
Formulation of MU. In this work, we focus on the problem of MU for image classification. Let D = {x;, 3},
represent a training set with NV examples, where x; denotes the ¢th image data, and y; denotes its corresponding class
label. We introduce a forget set Dy C D, which specifies the training samples targeted for unlearning. Accordingly,
the complement of Dy is the retain set, i.e., D, = D \ D;. The goal of MU is to efficiently and effectively eliminate
the influence of D¢ on an already-trained model 6, so that the performance of the post-unlearning model closely
approximates that of a model retrained from scratch on D, (i.e., excluding the impact of D; from scratch). Therefore,
such a retraining method (referred to as Retrain) is typically considered as the glad standard of MU (Thudi et al., 2022a;
Jia et al., 2023). However, since Retrain is computationally intensive, most popular MU approaches instead address an
unlearning optimization problem using the forget and retain sets to update the model parameters 0, starting from the
originally pre-trained model, denoted by 6,,. This yields the following optimization problem for MU:

minignize Uy (0;Ds, Dy), ey

with the initialization @ = 6,. In (1), )y represents an appropriate unlearning loss function that may depend on
Dy and/or Dy, as will be detailed when introducing specific unlearning methods. In the context of MU for image
classification (Golatkar et al., 2020; Fan et al., 2023), the specification of the forget set Dy leads to two unlearning
scenarios: class-wise forgetting, where Dy consists of a subset focused on a specific image class targeted for unlearning,
and random data forgetting, where Ds is a randomly selected subset of images across all classes.
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Model Update-based MU Methods and Evaluation. The formulation in (1) represents the predominant MU solution
in the literature, focusing on modifying model weights and/or architectural components to achieve the unlearning
objective.

In what follows, we introduce several representative MU approaches that serve as approximations to Retrain. (a)
Fine-tuning (FT) (Warnecke et al., 2021): This approach treats the MU problem as a continual learning task, defining
the unlearning objective /)1y as a training objective that fine-tunes 8 over D; to induce catastrophic forgetting of D.
(b) Random labeling (RL) (Golatkar et al., 2020): This approach specifies the unlearning objective /)1y by assigning
random labels or features to the data in Dy, thereby enforcing model forgetting. (c) Gradient ascent (GA) (Thudi et al.,
2022a): This approach employs the negative of the FT loss to reverse the training impact associated with the data in
D. (d) Localization-informed unlearning (Jia et al., 2023; Fan et al., 2023): This method identifies a subset of model
weights critical to the unlearning task (e.g., through model sparsity (Jia et al., 2023) or gradient saliency (Fan et al.,
2023)) and incorporates this weight localization as a prior to solve the unlearning problem in (1).

Given an unlearned model (denoted as 8,,) after solving (1), unlearning performance is evaluated in two main areas:
unlearning effectiveness, which measures whether the target data/information has been successfully removed, and
utility retention, which assesses whether unlearning has preserved the model’s classification ability on unaffected
data. Following the evaluation benchmark in (Jia et al., 2023), unlearning effectiveness can be quantified by two
metrics: unlearning accuracy (UA), defined as 1—the model’s accuracy on Dy (higher UA indicates better unlearning),
and membership inference attack performance on Dy, termed MIA-Efficacy, where higher prediction accuracy on
non-training samples indicates better unlearning. Utility retention is measured by retain accuracy (RA), reflecting the
model’s accuracy on D,, and testing accuracy (TA), which is the accuracy on the original test set.

Data-based MU Design: The Forget Vector Problem. While previous MU approaches can be unified within the
framework of (1) by varying the unlearning loss ¢);y and weight localization priors, recent advancements in input data-
based model adaptation, such as visual prompting (Bahng et al., 2022a; Chen et al., 2023) and model reprogramming
(Chen, 2024; Elsayed et al., 2018), suggest an alternative approach to MU. This strategy inspires us to design data-based
prompting (implemented through universal input perturbations) to achieve unlearning without modifying the model
itself. We refer to this input perturbation vector, designed specifically for MU, as the forget vector. To be more specific,
let § represent the data-agnostic input perturbations to be designed. The problem of constructing a forget vector for MU
can be formulated as

minignize Ou(0; 0., Dr, D), )

where ¢ is the perturbation variable, applied linearly to the forget samples as x’ := x + § for x € Dy, similar to visual
prompting (Bahng et al., 2022a) and adversarial examples (Goodfellow et al., 2014). Unlike model-based MU methods,
we will detail the unlearning objective function required for designing the forget vector in our later method sections.

To address (2), we are motivated to explore two research questions: (Q1) How do “perturbations” applied to forget
data affect unlearning performance? (Q2) How can we effectively design the forget vector d to solve problem (2)?
These two questions are interconnected: the answer to (Q1) offers a sensitivity analysis of MU to data shifts within the
forget set, guiding how the specific shift induced by the forget vector can be optimized for effective unlearning in (Q2).
Therefore, the following Secs. 4-5 address (Q1) and (Q2) in sequence. For (Q1), the next section analyzes performance
through an evaluation lens on a given unlearned model, using data perturbations applied via standard data augmentation
techniques or adversarial perturbations.

4 Generalization of MU to Forget Data Shifts

Before designing the forget vector as formulated in (2), we examine the sensitivity of existing model-based unlearning
approaches to external perturbations applied to forget data. Such a perturbation-based or out-of-distribution (OOD)
generalization analysis of MU has not been explored in the literature. Our rationale is that if conventional MU
approaches demonstrate robustness to these external forget data perturbations post unlearning, then enhancing MU with
a forget vector could become a seamless process, as a proactive design of such a vector would likely yield effective
results.

Post-unlearning Forget Data Perturbations. Given an unlearned model (6,,) after solving (1), we examine two
types of shifts in forget data: standard data corruptions used in the evaluation of OOD generalization (Hendrycks et al.,
2021; Hendrycks & Dietterich, 2019) and worst-case perturbations generated by adversarial attacks (Goodfellow et al.,
2014; Madry et al., 2017).

(a) Data Corruptions. Following the OOD generalization evaluation approach in image classification (Hendrycks et al.,
2021; Hendrycks & Dietterich, 2019), we introduce data corruptions from four main categories: noise, blur, weather,
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Figure 2: The performance of class-wise forgetting on (ResNet-18, CIFAR-10) using the unlearning method Retrain vs. the
(pre-unlearning) original model performance (Origin), evaluated on both benign evaluation sets (Benign) and perturbed sets, which
include (1) Gaussian noise (GN) with a standard deviation of 0.08 (termed GN1), (2) GN with a standard deviation of 0.2 (termed
GN2), (3) Elastic transformation (ET) with parameters (488, 170.8, 24.4) regarding intensity, smoothing, and offset (termed ET1),
(4) ET with parameters (488, 19.52, 48.8) (termed ET?2), and (5) adversarial perturbations from a 7-step PGD attack with strength
e = 8/255. The unlearning performance metrics are reported as (a) TA (testing accuracy), (b) RA (retain accuracy), (c) UA
(unlearning accuracy), and (d) MIA-Efficacy, as defined in Sec. 3. The average performance is reported over 10 independent trials,
where each trial focuses on forgetting one specific class from CIFAR-10. Shaded regions indicate the performance variance.

and digital. Each type of corruption includes five levels of severity, with higher levels representing increased noise
intensity. Among these, we select zero-mean Gaussian noise (GN) and Elastic transformations (ET) as the primary
corruption types to evaluate MU robustness against shifts in forget data. Our rationale is that Gaussian noise yields
small pixel-wise perturbations (similar to adversarial perturbations introduced later) and Elastic transformations stretch
or contract small image regions.

(b) Adversarial perturbations. An adversarial image is a benign image altered with carefully crafted, pixel-wise
perturbations designed to mislead a classifier. In this work, we use the e-constrained /., norm-based K -step projected
gradient descent (PGD) attack (Goodfellow et al., 2014; Madry et al., 2017) to generate adversarial examples via
iterative projected gradient updates. The parameter ¢ > 0 defines the radius of the /., norm of the perturbations,
controlling their strength. And K represents the number of PGD steps.

Generalization of MU to Forget Data Perturbations. Next, we apply the above data shift operations to the MU
evaluation sets—namely, the forget, retain, and testing sets—and assess the unlearning performance of an unlearned
model. Fig. 2 displays the performance of the gold standard unlearning method, Retrain, against Gaussian noise at test
time with standard deviations of 0.08 and 0.2 (Hendrycks & Dietterich, 2019), and two types of Elastic transformations
with parameters (488, 170.8,24.4) and (488, 19.52, 48.8) regarding intensity, smoothing and offset for moderate and
high-intensity distortions (Hendrycks & Dietterich, 2019), as well as a 7-step PGD attack with perturbation strength
e = 8/255 (Goodfellow et al., 2014). To ensure the feasibility of Retrain, we conduct the image classification task
using ResNet-18 on the CIFAR-10 dataset.

As shown in Fig. 2-(a) and (b), model utility, measured by RA (retain accuracy) and TA (testing accuracy), decreases
when external perturbations are applied to the evaluation sets compared to its original performance without perturbations.
This is expected due to the generalization loss when facing data shifts. More interestingly, Fig. 2-(c) and (d) show that
unlearning effectiveness of Retrain, measured by UA (unlearning accuracy) and MIA-Efficacy, remains stable despite
the presence of these perturbations on the forget set. This is because perturbations degrade prediction performance
across evaluation sets, including the forget set. This is further evidenced by the increase in UA and MIA-Efficacy for
the original model (without unlearning) when exposed to data perturbations. The above indicates that a reduction in
prediction performance on the forget set could translate into enhanced unlearning effectiveness on that set. In Appendix
A, we provide additional evaluations of other approximate unlearning methods, including FT, RL, and GA, showing
consistent performance.

The results above demonstrate that unlearning effectiveness is inherently preserved under external perturbations at no
additional cost. However, balancing this with utility retention in the presence of perturbations remains challenging.
Therefore, we need to address the forget vector problem (2) to develop an input-based MU solution that enhances
unlearning effectiveness without compromising model utility.

S Optimization for Forget Vectors

As motivated in Sec. 4, if we treat the forget vector as an external perturbation applied to the forget set, our goal
becomes optimizing its design to maximize unlearning effectiveness without compromising the original model utility.
To this end, we first propose an unlearning objective function, ¢y, tailored for the forget vector design in (2), inspired
by the untargeted C&W attack (Carlini & Wagner, 2017). We then introduce a novel paradigm called compositional
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unlearning, facilitated by forget vector arithmetic. These approaches center on optimizing the input perturbation § in
(2) while keeping the model unchanged, i.e., identical to the pre-trained original model 8 = 6,,.

Unlearning Objective Design of Forget Vectors. Our design aims for the forget vector variable (§), when applied to
the forget set (Dy), to drive the model’s predictions (6,,) away from the correct labels. Conversely, when applied to
the retain set (Dr), the forget vector should minimally affect correct predictions. The first forget objective aligns with
adversarial attack design, aiming to mislead the model’s predictions in the presence of the perturbation 8. The second
retain objective acts as a utility regularization, suppressing the unlearning effect of the perturbation when applied to
data samples not targeted for unlearning.

To implement the forget objective (denoted by /¢), we draw inspiration from the C& W untargeted attack loss (Carlini
& Wagner, 2017). This is given by a margin loss, designed to remain active when the top prediction matches the
correct label, ensuring that optimization continues until predictions are shifted to an incorrect label, thereby achieving
unlearning. This yields

éf(‘% 00; Df) = E(x,y)GDf maX{fGO,y (X + 6) - kn}fa;(y f@o,k(x + 6)7 —T}, (3)

where (x,y) € Dy denotes a forget sample with y being the true label of x, x + 4 is the perturbed sample, f, g_(x)
denotes the prediction logit (before softmax) of the model 6, for class k under the input x, and 7 > 0 is a margin
threshold that controls the unlearning strength. The rationale behind (3) is that minimizing it ensures convergence to
the negative margin f,(x + d) — maxy, fr(x + d) — —7 < 0. Thus, the forget vector d enforces unlearning on 6
for x by making the incorrect prediction (k # y) have a higher confidence than the original correct prediction y. On
the other hand, once the margin becomes negative (indicating that the prediction label has been flipped), the forget
objective ¢ automatically terminates, allowing a balance with the retain objective, which will be introduced later. In
our experiments, we find that the forget objective is robust to variations in the nonnegative margin parameter 7 (see
Appendix B). A larger 7 value imposes a stricter unlearning requirement by increasing the logit distance from the
correct label. For example, we set 7 = 1 in our experiments.

Next, we regularize the forget objective (3) with the retain objective, defined as the cross-entropy loss (¢cg) over the
retain set D;, along with the /5 norm of § to ensure minimal perturbation required to achieve both the forget and retain
objectives. This yields the full unlearning objective in (2):

Onu (85 0o, Dr, D) = €5(8; 05, D) + Mlce(8; 05, D) + A2 |63, )

where \; > 0 and Ay > 0 are the regularization parameters, and {cg(d; 0, D;) denotes the CE loss of the model
0, over the perturbed retain set {(x + d,%) }(x,y)ep, - Integrating (4) into (3), we can then apply stochastic gradient
descent (SGD) (Amari, 1993) to optimize the forget vector variable 4.
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Figure 3: The performance of forget vector arithmetic regarding class 1 and class 2 on CIFAR-10 with ResNet-18 evaluated across
different combination coefficients w; and ws ranging from 0 to 1 with an interval of 0.2, includes (1) unlearning accuracy for class
1 (UA1), (2) unlearning accuracy for class 2 (UA2), (3) testing accuracy for remaining classes (TA), and (4) the average (avg.)
performance across UA1, UA2, and TA, with a green star (%) marking the optimized weight scheme (w1 and w2) that minimizes (4)
over w in (5). The color bar on the right represents a gradient scale from light to dark red, indicating the range of values (0 to 100%)
in the heatmap. The integer within each cell represents the performance (%) given a combination of wi and wa.

Compositional Unlearning via Forget Vector Arithmetic. A forget vector defines an unlearning direction in the input
space to guide the unlearning process. We explore whether a new unlearning direction can be efficiently constructed by
interpolating from existing forget vectors, such as class-wise forget vectors obtained by solving (4) with D¢ defined as
each class’s training set. This approach is analogous to the concept of task vectors in weight space for model editing
(ITharco et al., 2022). However, to the best of our knowledge, input-based task vector arithmetic has not yet been
explored in the literature. If forget vectors can be modified and combined using arithmetic operations, such as negation
and addition, we can dynamically adjust a model’s unlearning behavior without re-solving the optimization problem
(4) or any other model-based unlearning problem in (1). We refer to this new unlearning paradigm as compositional
unlearning.
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Let &, denote the forget vector used for unlearning data points of class k. Given the set of forget vectors {8}, for
all K classes, we obtain these vectors by solving (4) with D¢ defined as each class’s training set, respectively. The
forget vector for compositional unlearning is given by
K
S(w) = (wiby), )
k=1
where w = [wy, ... wk]" are the linear combination coefficients to be optimized, which determine the forget vector
arithmetic. To determine w, we can minimize (4) with the optimization restricted to the coefficients w. Instead of
penalizing the ¢ norm of the forget vector, we penalize the ¢ norm of w to prevent excessive pixel perturbation.
This modifies (4) to the problem miny, £t(8(w); 0y, D) + A1lcr(6(W); 0o, D;) + Xo||w]|3. As will be shown later,
random data forgetting can be achieved through class-wise forget vector arithmetic (5) by applying the compositional
scheme defined by the coefficients w.

K

To illustrate the effectiveness of forget vector arithmetic, Fig. 3 shows preliminary results of combining two class-wise
forget vectors (§; and d2) using a simple scheme d(w) = w17 + wad2 on (CIFAR-10, ResNet-18). Rather than
optimizing w, we adjust its value and observe changes in unlearning accuracy for image class 1 (UA1) and for class 2
(UA2), as well as TA (testing accuracy) for the remaining classes, as w varies. As shown in Fig. 3-(a) and (b), higher
UAI and UA2 values occur with increased w; or ws, indicating a positive impact on unlearning performance for classes
1 and 2. Additionally, Fig. 3-(c) reveals that TA remains relatively stable under moderate weighting. These results
suggest that more aggressive weighting of forget vectors enhances unlearning for the target classes but may negatively
impact testing accuracy for other classes. An optimal weighting scheme can be identified by minimizing problem
(4) over w using (5). This is supported by the average performance shown in Fig. 3-(d), where the highest average
performance aligns closely with the optimized weighting scheme marked by the green star ().

6 Experiments

6.1 Experiment Setups

Datasets and Models. We focus on MU for image classification, using two datasets: CIFAR-10 (Krizhevsky et al.,
2009) and ImageNet-10, a 10-class subset of the original ImageNet (Deng et al., 2009), for ease of implementation of
Retrain (exact unlearning) over ImageNet images as (Huang et al., 2022; Tao et al., 2021). For these tasks, we use two
well-trained image classifiers: ResNet-18 (He et al., 2016) for CIFAR-10 and VGG-16 (Simonyan & Zisserman, 2014)
for ImageNet-10 classification.

Unlearning Baselines and Evaluations. In the context of MU for image classification, we consider two scenarios:
class-wise forgetting and data-wise forgetting. In class-wise forgetting, training data from an image class are designated
for unlearning, while in random data forgetting, a subset of all-class training points is randomly selected as the forget
set, with a specified forget ratio of 10%. To demonstrate the effectiveness of our proposal, we consider 6 MU baseline
methods, including @ FT (Warnecke et al., 2021), @ RL (Golatkar et al., 2020), @ GA (Thudi et al., 2022a), @
NegGrad+ (Kurmanji et al., 2024a), ® SalUn (Fan et al., 2023), and ® SCRUB (Kurmanji et al., 2024b).

As described in Sec. 3, unlearning effectiveness is measured using UA (unlearning accuracy) and MIA-Efficacy, while
model utility post-unlearning is assessed by RA (retain accuracy) and TA (testing accuracy); for all metrics, higher
values indicate better performance. It is also worth noting that all existing model-based MU baseline methods @-®
are evaluated on non-perturbed evaluation sets. However, when using our proposed data-based forget vector solution,
we need to perturb the evaluation sets (including the forget set, retain set, and testing set) through the forget vector to
assess unlearning effectiveness and utility retention.

To quantify the performance gap with Retrain, we compare each unlearning baseline and our proposal against this
exact unlearning method across all metrics. We report an averaged assessment, termed Averaging (Avg.) Gap. Unless
specified otherwise, all the main experiments (whether class-wise or random data forgetting) are conducted over 10
random trials, with mean performance reported.

Implementation Details of Our Proposal. To solve the forget vector problem (2) with the proposed unlearning
objective in (4), we set the retain loss regularization parameter A\; to 3 for CIFAR-10 and 5 for ImageNet-10 in
class-wise forgetting, and to 1 for random data forgetting. The ¢5-norm regularization parameter is set to Ay = 1. These
hyperparameters are determined through a grid search over the range [0, 10]. To optimize (2), we use stochastic gradient
descent (SGD) (Amari, 1993) with a momentum factor of 0.9 and an exponential learning rate scheduler, decaying at a
rate of 0.9 per iteration. Additionally, the batch size is set to 256, with a maximum of 40 optimization iterations for both
two datasets. To solve the compositional unlearning problem (5), we use a similar setup, setting both A; and A2 to 1.
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6.2 Experiment Results

Table 1: Performance overview of various MU methods for image classification under two unlearning scenarios on CIFAR-10 and
ImageNet-10 using ResNet-18 and VGG-16, respectively. Results are reported in the format a, where a is the mean and b denotes
standard deviation b over 10 independent trials. The performance gap against Retrain is indicated in (e), where a lower value is
better. 1 (or ) indicates that a higher (or lower) value is better. The best performance for each metric is highlighted in -, while

the second-best performance is highlighted in -

MU Method ‘ UAT MIA-Efficacyt RAT TAT Avg.Gapl ‘ UAT MIA-Efficacy RAT TAT Avg.Gapl
Class-wise Forgetting, CIFAR-10 | Class-wise Forgetting, ImageNet-10

Retrain | 100.00+0.00(0.00) 100.00-£0.00(0.00) 99.91:0.03(0.00)  94.92¢.15(0.00) 0.00  ]100.00-£0.00(0.00) 100.00-0.00(0.00) 99.660.16(0.00)  97.11.9.82(0.00) 0.00

FT 5.2740.73(94.73)  51.494507(48.51)  100.010.0(0.09) POSIOBEGRAOMDN 35.86 | 39.6614.73(60.34) 55.7617.26(44.24) JOTBEGRSOMBY] 97.2710.35(2.35)  26.77

RL 18.8747.34(81.13) P9998EGHO0ODN 94.5140.12(0.41)  20.67 |76.58111.64(23.42) 46.04133.71(53.96)  99.2810.2(0.63)  96.91.4055(1.99)  20.00

GA 71.4540.35(28.55)  81.740.22(18.30)  98.6240.04(1.29)  92.3440,02(2.58)  12.68 |46.61+6.11(53.39) 49.1549.36(50.85) 99.35+0.11(0.56)  95.640.22(0.68) 26.37

NegGrad+ | 91.78414.66(8.22) 95.8147.28(4.19)  98.3541.22(1.56)  92.6241.34(2.3) 4.07  |49.56434.87( ) 64.27197.33(35.73)  99.0841.15(0.58) 21.84
SalUn 98.6410.03(1.36)  98.75.0.15(1.16)  92.344154(2.58)  [N2HION 96.3310.25(3.33)  96.1841.19(0.93)

SCRUB 93.4512.33(6.55)  96.38.41.72(3.62) 2.64
Ours NOTSSE0RT2N2)) NO9G0SHEOMOY 97.2540.24(2.66)  90.9040.32(4.02) FZBON | 87.2316.55(12.77)  91.41459(8.59)  94.7741.16(5.14)  94.0441.29(0.88) 6.85

Random Data Forgetting, CIFAR-10 | Random Data Forgetting, ImageNet-10

Retrain | 5.5040.16(0.00)  11.5740.47(0.00) 99.8840.05(0.00) 94.241019(0.00)  0.00 | 4.0520.450.00)  6.601107(0.00) 99.4810,07(0.00) 96.331935(0.00)  0.00
FT 0.03:003(3.47)  0.75.000(10.82) (9998 E505(00)] IEIEGROBII 415 | 1.355055(2.70) 46741 61(1.93)  99.36:025(0.12) 96.541050(0.21) AN
RL 0.5240.24(4.98)  3.13.0.55(8.44) 03.88:0.20(0.36)  3.45 99.1920.16(0.29)  95.50.400(0.83)  2.12
GA 1.561508(3.94)  2.881544(8.69) 98.671574(1.21) 928415 50(1.40)  3.81 | 0.181004(3.87)  2.971 5(3.63) [PIREEGOIOBS) PTATGHEND] 223

NegGrad+ | 0.97+03(4.53)  2.741916(8.83)  99.424057(0.46) 93.38%113(0.86)  3.67 | 0.602044(3.45)  3.904522(2.70)  99.681025(0.20) 97.12445(0.79)  1.79
SalUn 99.245009(0.64) 91.0310.14(3.21) [BEBN | 1.15:040(2.90)  3.561112(3.04) 98.971156(0.51) 95.421510(0.91)  1.84

SCRUB 0.611031(4.89)  3.69:054(7.88) 99.761015(0.12) [OBOIEGHGMOB3 331 | 0.1840.05(3.87)

2.80..1.33(3.80) _ [IOSSEGHOMON OTSCEGREE0 2.2
| 61341.40(047)

Ours  |I2GIEIEEEIN MBZCEEEODN 97.33:0.47(2.55) 90.971055(327) 202N 98.29.0.35(1.19)  95.8240.45(0.51)  [HOMIOM

Overview Performance of Forget Vector. In Tab. 1, we compare the performance of our forget vector approach
with other model-based MU methods across the metrics: UA, RA, TA, MIA-Efficacy, and Avg. Gap vs. Retrain. We
highlight two key observations below. First, in terms of unlearning effectiveness (UA and MIA-Efficacy), the data
perturbation-based forget vector demonstrates highly competitive performance compared to model update-based MU
baselines, typically ranking among the top two methods with the smallest performance gap relative to Retrain. The
advantage of the forget vector is particularly evident in MIA-Efficacy, where it achieves the closest results to Retrain.
Second, in terms of model utility post-unlearning (RA and TA), the forget vector generally leads to a larger performance
drop than other methods. This is not surprising, as the forget vector introduces data perturbations to the retain and
testing tests at evaluation while keeping the model unchanged, even though it is designed to preserve model utility in
(4). Nonetheless, a certain RA or TA loss may still occur. However, considering the gain in unlearning effectiveness,
the Avg. Gap with Retrain shows that the forget vector remains competitive, ranking among the top two unlearning
methods. Furthermore, we remark that the utility loss caused by the forget vector could be mitigated by refraining from
applying it to utility datasets, as its primary role is to proactively enforce forgetting on the forget set.

Table 2: Unlearning accuracy (%) of forget vector transferred to unseen forget sets under 3 scenarios on (CIFAR-10, ResNet-18).
D D D

f f

MU Method from testing class perturbed by GN1 perturbed by ET1
Retrain [100.00.£0.00(0.00) | 64.73.+3.36(0.00) | 81.43.0.28(0.00)
FT 21.444111(78.56) 56.7511.40(7.98) 81.7940.18(0.36)
RL 27.90457(72.10) 61.841545(2.89) 81.1540.20(0.28)
GA 73.9540.6(26.05) 55.2042.59(9.53) 82.1710.76(1.28)
NegGrad+ 93.864+10.93(6.14) 57.814+1.76(6.92) 81.731+0.65(0.30)
SalUn 97~55i1,37(2~45) 7315i425(842) 8027i356(116)
SCRUB 93.6519.65(6.35) 61.9510.86(1.85) 81.1840.62(0.25)
Ours 98.26+0.35(1.74) 78.3241.03(13.59) 85.03+0.91(3.60)

Transferability of Forget Vector to Unseen Forget Data. Conventionally, unlearning effectiveness is typically
measured on the original forget set (D). However, with the data perturbation-based forget vector, it is also interesting to
investigate its unlearning transferability when applied to a new, previously unseen forget set (denoted as D¢’) that share
similarities with Dy and are equally appropriate for unlearning. In the context of class-wise forgetting, we consider D;
using the testing data from the class targeted for unlearning. In the context of data forgetting, we obtain Dj by applying
the data corruption operation GN1 and ET1 used in Fig. 2 to perturb D;. Tab. 2 shows the UA of the forget vector
applied to the unseen forget set Df. As observed, the unlearning performance of the forget vector remains effective
when evaluated on Dj. Among the model update-based unlearning baselines, current SOTA methods such as SCRUB
(Kurmanji et al., 2024b) and SalUn (Fan et al., 2023) also demonstrate generalization to Df, compared to simpler MU
methods like FT, RL, and GA, which show lower transferability, as evidenced in the class-wise forgetting on (CIFAR-10,
ResNet-18).
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Table 3: Compositional unlearning on CIFAR-10 and ImageNet-10, where FV represents the forget vector in the original random-data
forgetting scenario, and CU-FV denotes compositional unlearning achieved via pre-learned class-wise forget vector arithmetic.

MU Method \ UAT RA?T TAT MIA-EfficacyT Avg.Gapl

CIFAR-10

Retrain 5.5040.16(0.00) 11.5740.47(0.00) 99.8840.05(0.00) 94.24.+4.19(0.00)  0.00

FV 2.6140.49(2.89) 8.2641.17(3.00) 97.3340.47(2.55) 90.97+0.38(3.27)  2.92

CU-FV 5.3640.60(0.14) 9.7640.91(1.81) 94.9310.64(4.95) 88.60+0.59(5.64)  3.16
ImageNet-10

Retrain 4.0540.45(0.00)  6.6041.07(0.00) 99.48.+0.97(0.00) 96.33+0.35(0.00)  0.00

FV 2.2740.50(1.78) 6.1341.40(0.47) 98.294¢.32(1.19) 95.824045(0.51)  0.99

CU-FV 2.2741.18(0.00) 4.9541 86(1.18) 97.9341.09(0.36) 91.414; 25(4.41)  1.49

Compositional Unlearning by Class-wise Forget Vectors. Next, we demonstrate the effectiveness of compositional
unlearning via forget vector arithmetic (termed CU-FV). Using class-wise forget vectors, we apply their linear
combination as defined in (5) to achieve random data forgetting. Tab. 3 compares the performance of CU-FV with
Retrain (the exact unlearning method) and the direct forget vector approach (FV) applied to the targeted forget set.
Interestingly, we observe that CU-FV achieves the overall performance comparable to FV, as indicated by similar
Avg. Gap values. Unlike FV, CU-FV optimizes only the class-wise coefficients in (5), resulting in a much smaller
optimization space than FV. However, from UA and MIA-Efficacy metrics, we find that unlearning effectiveness is
easier to maintain since unlearning typically targets a smaller subset of data points. In contrast, model utility (RA and
TA) may decline more with CU-FV than with FV. This is possibly because retention across a larger set of data points
unrelated to unlearning requires a higher level of optimization to preserve model utility effectively.

Forget Image Original Model SCRUB Retrain Ours

Figure 4: Gradient-based saliency map visualized via Grad-CAM for different MU methods against forget images. The highlighted
areas (marked in red) indicate regions most influential to model prediction, and the red cross mark (%) indicates that corresponding
methods effectively unlearn the input forget images while the check (v) signifies the opposite.

Retain Image Original Model SCRUB Retrain Forget Vector

Figure 5: Gradient-based saliency map visualization using Grad-CAM for different MU methods against retain images.

Assessing Forget Vector via An Input Saliency Lens. In Figs. 4 and 5, we explore the impact of the forget vector on
unlearning and utility retention through input saliency map, using Grad-CAM (Gradient-weighted Class Activation
Mapping) (Bengio et al., 2013). Using Grad-CAM, we visualize the salient pixels (i.e., regions most influential
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to model prediction) for both forget and retain images under different unlearning scenarios: (1) the original model
(without unlearning), (2) Retrain, (3) SCRUB-based unlearning, and (4) forget vector-based unlearning. In the first
three scenarios, we obtain the input saliency maps on raw forget/retain images without the addition of the forget vector,
while in the last scenario, the input saliency is applied to images perturbed by the forget vector. As seen in Fig. 4, only
the forget vector and Retrain methods effectively unlearn the target input images, evident from the significant shifts in
saliency regions compared to those in the original model. In contrast, the MU baseline SCRUB shows minimal saliency
shifts, failing to adequately forget the target data in the last two rows. On the other hand, when evaluating input saliency
on retain data in Fig. 5, we observe that the forget vector and other unlearning methods produce input saliency maps
similar to those of the original model, indicating retained saliency for non-forgotten images. Moreover, we provide
additional visualization results in Appendix D.

Ablation Studies. In Appendix C, we provide additional ablation studies on the sensitivity of the unlearning-retaining
regularization parameter \; in (4) and compare the runtime costs of forget vector calculation with those of other
model-based unlearning methods.

7 Conclusion and Limitations

In this paper, we introduced a novel, data-based approach to machine unlearning (MU) in image classification, termed
the forget vector. Unlike traditional model-based MU methods that require retraining or fine-tuning model weights,
our approach shows that input-agnostic data perturbations can effectively achieve unlearning objectives. Our method
demonstrates competitive performance relative to model-based approximate unlearning techniques. Furthermore, we
showcase the potential of compositional unlearning: new forget vectors for unseen tasks, such as unlearning arbitrary
subsets across classes, can be generated through simple arithmetic operations, like linear combinations of class-specific
forget vectors. Extensive experiments confirm the effectiveness and adaptability of our optimized forget vector.

While effective, the forget vector approach relies on input perturbations, which may not be fully robust against
white-box adversarial attacks that are aware of the forget vector strategy. Additionally, compositional unlearning’s
dependence on pre-trained class-wise forget vectors could increase computational costs in cases where obtaining these
vectors is challenging. Future work could focus on improving the robustness of forget vectors and developing more
computationally efficient arithmetic techniques for compositional unlearning.
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Appendix

A Generalization of MU to Forget Data Shifts
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Figure Al: The performance of class-wise forgetting on (ResNet-18, CIFAR-10) using the unlearning method FT, RL and GA,
evaluated on both benign evaluation sets (Benign) and perturbed sets, which include (1) Gaussian noise (GN) with a standard
deviation of 0.08 (termed GN1), (2) GN with a standard deviation of 0.2 (termed GN2), (3) Elastic transformation (ET) with
parameters (488, 170.8, 24.4) regarding intensity, smoothing, and offset (termed ET1), (4) ET with parameters (488, 19.52, 48.8)
(termed ET2), and (5) adversarial perturbations from a 7-step PGD attack with strength ¢ = 8/255. The unlearning performance
metrics are reported as (a) TA (testing accuracy), (b) RA (retain accuracy), (¢) UA (unlearning accuracy), and (d) MIA-Efficacy,
as defined in Sec.3 of main paper. The average performance is reported over 10 independent trials, where each trial focuses on
forgetting one specific class from CIFAR-10. Shaded regions indicate the performance variance.

In Fig. A1, we provide additional evaluations of other approximate unlearning methods, including FT, RL, and GA
against Gaussian noise at test time with standard deviations of 0.08 and 0.2 (Hendrycks & Dietterich, 2019), and
two types of Elastic transformations with parameters (488,170.8,24.4) and (488, 19.52,48.8) regarding intensity,
smoothing and offset for moderate and high-intensity distortions (Hendrycks & Dietterich, 2019), as well as a 7-step
PGD attack with perturbation strength ¢ = 8/255 (Goodfellow et al., 2014). The experiments are conducted on the
CIFAR-10 dataset using ResNet-18 for the image classification task. As can be seen, the experimental results presented
in Fig. A1 are consistent with the findings in Sec.4 of the main paper, further reinforcing the validity of our conclusions.
Specifically, as shown in Fig. A1-(a) and (b), model utility, measured by RA (retain accuracy) and TA (testing accuracy),
decreases when external perturbations are applied to the evaluation sets compared to its original performance without
perturbations. Meanwhile, Fig. A1-(c) and (d) show that unlearning effectiveness measured by UA (unlearning accuracy)
and MIA-Efficacy, remains stable despite the presence of these perturbations on the forget set.

B Parameter Sensitivity Analysis: Prediction Margin 7 in Forget Vector Loss
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Figure A2: Sensitivity analysis of the nonnegative margin parameter 7 for image classification under two unlearning scenarios on
CIFAR-10 and ImageNet-10 using ResNet-18 and VGG-16, respectively. The unlearning performance metrics are reported as (a) TA
(testing accuracy, blue curve), (b) RA (retain accuracy, orange curve), (¢) UA (unlearning accuracy, red curve), and (d) MIA-Efficacy
(green curve), (e) the average (Avg.) performance across TA, RA, UA, and MIA-Efficacy (purple curve). For class-wise forgetting
scenario, the performance is averaged over 10 independent trials, with each trial focusing on forgetting one specific class from the
dataset. Similarly, for random-data forgetting scenario, the performance is reported across 10 independent trials, where each trial
targets the forgetting of a random subset of the dataset. The shaded regions represent the variance in performance across trials.

Random Data Forgetting Class-wise Forgetting Random Data Forgetting

In Fig. A2, we provide the sensitivity analysis of 7 on two datasets regarding two forgetting scenarios: class-wise
forgetting and random data forgetting, where we varied 7 from 0.0 to 2.2 with a step of 0.2. As can be seen, the forget
objective is robust to variations in the nonnegative margin parameter 7. When 7 is set to 1, the performance across four
metrics achieves an optimal tradeoff. Therefore, we choose 7 = 1 for our experiments.
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C Ablation Studies

C.1 Component Analysis
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Figure A3: Sensitivity analysis of the nonnegative hyper-parameters A; (ranging from 1 to 5 with an interval of 1) and A2 (ranging
from O to 4 with an interval of 1) for image classification under two unlearning scenarios on CIFAR-10 and ImageNet-10 using
ResNet-18 and VGG-16, respectively. The unlearning performance is reported using the average (avg.) performance across UA, RA,
TA, and MIA-Efficacy, with a green star (%) marking the chosen parameter scheme (A; and A2) in our experiments. The color bar on
the right represents a gradient scale from light to dark red, indicating the range of values (0 to 100%) in the heatmap. The integer
within each cell represents the performance (%) given a combination of A\; and Az.
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Random Data Forgetting

To verify the impact of each key component in the optimization problem (4) of the main paper, we analyze the
nonnegative trade-off parameters A; and )5 in Fig. A3. As can be seen in Fig. A3-(a) and (c), setting the retain loss
regularization parameter A; to 3 for CIFAR-10 and 5 for ImageNet-10 in class-wise forgetting, along with the £5-norm
regularization parameter A\ = 1, enables our proposed method to achieve the highest average performance. Meanwhile,
for the random data forgetting scenario, setting both A; and A2 to 1 yields the best average performance for CIFAR-10
and ImageNet-10.

C.2 Run-time Efficiency

Table Al: The computational efficiency overview of various MU methods for image classification under two unlearning scenarios on
CIFAR-10 and ImageNet-10 using ResNet-18 and VGG-16, respectively. Results are reported in terms of RTE (run-time efficiency)
measured in minutes for the overall training phase.

MU Method \ CIFAR-10 | ImageNet-10
| Class-wise Forgetting [Random Data Forgetting | Class-wise Forgetting |Random Data Forgetting

Retrain | 81.30 | 103.71 | 118.89 | 116.10
FT (Warnecke et al., 2021) 4.56 2.28 2.99 2.95
RL (Golatkar et al., 2020) 5.61 4.75 3.58 3.59
GA (Thudi et al., 2022a) 1.16 1.15 0.30 0.31
NegGrad+ (Kurmanji et al., 2024a) 4.72 4.22 3.21 3.17
SalUn (Fan et al., 2023) 2.81 3.01 2.56 2.85
SCRUB (Kurmanji et al., 2024b) 1.23 1.53 1.62 1.55
Ours 9.48 10.75 24.60 25.99

To evaluate the computational efficiency in MU, we compare the runtime costs of forget vector calculation with those of
other model-based unlearning methods. Following (Fan et al., 2023), we adopt the evaluation metric run-time efficiency
(RTE), i.e., the computation time of applying an MU method in minutes. Notably, all evaluations are conducted on
the same computational environment utilizing an NVIDIA A6000 GPU, using a consistent batch size across all MU
methods to maintain fair and reliable comparisons. The corresponding results can be found in Tab. A1. By comparing
the training time of model-based methods with our proposed approach, we observe that the forget vector method
requires higher computational time than model-based unlearning baselines but remains faster than retraining. This
increased time is attributed to the larger number of iterations needed to identify the desired universal input perturbations.
However, it is worth noting that the forget vector method optimizes fewer parameters, owing to its input-level design,
compared to model-based methods. This trade-off highlights the efficiency of the forget vector in terms of parameter
scale despite its higher iteration count.

D Additional Visualization through An Input Saliency Lens

In Figs. A4 and AS, we provide additional visualization results through input saliency map for different methods
against forget images and retain images, respectively, using Grad-CAM (Gradient-weighted Class Activation Mapping)
(Bengio et al., 2013). Consistent with the main paper, we highlight the salient pixels (i.e., regions most influential to
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Figure A4: Gradient- based saliency map visualized via Grad-CAM for dlfferent MU methods against forget images. The highlighted
areas (marked in red) indicate regions most influential to model prediction, and the red cross mark (%) indicates that corresponding
methods effectively unlearn the input forget images.
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Figure A5: Gradient-based saliency map visualization using Grad-CAM for different MU methods against retain images.

model predictions) under four scenarios: (1) the original model (without unlearning), (2) Retrain, (3) SCRUB-based
unlearning, and (4) forget vector-based unlearning. For the first three scenarios, saliency maps are generated on raw
forget/retain images, whereas for the last scenario, they are applied to images perturbed by the forget vector.
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