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Abstract—Hardware failures are a growing challenge for
machine learning accelerators, many of which are based on
systolic arrays. When a permanent hardware failure occurs in a
systolic array, existing solutions include localizing and isolating
the faulty processing element (PE), using a redundant PE for
re-execution, or in some extreme cases decommissioning the
entire accelerator for further investigation. In this paper, we
propose novel algorithmic approaches that mitigate permanent
hardware faults in neural network (NN) accelerators by uniquely
integrating the behavior of the faulty component instead of
bypassing it. In doing so, we aim for a more sustainable use
of the accelerator where faulty hardware is neither bypassed nor
discarded, instead being given a second life. We first introduce
a CUDA-accelerated systolic array simulator in PyTorch, which
enabled us to quantify the impact of permanent faults appearing
on links connecting two PEs or in weight registers, where one bit
is stuck at 0 or 1 in the float32, float16, or bfloat16 representation.
We then propose several algorithmic mitigation techniques for a
subset of stuck-at faults, such as Invertible Scaling or Shifting of
activations and weights, or fine tuning with the faulty behavior.
Notably, the proposed techniques do not require any hardware
modification, instead relying on existing components of widely
used systolic array based accelerators, such as normalization,
activation, and storage units. Extensive experimental evaluations
using fully connected and convolutional NNs trained on MNIST,
CIFAR-10 and ImageNet show that the proposed fault-tolerant
approach matches or gets very close to the original fault-free
accuracy.

I. INTRODUCTION AND MOTIVATION

The substantial progress in Artificial Intelligence (AI) tech-
nology over the last two decades was made possible by the
development of hardware accelerators [39] together with scal-
able machine learning models comprised of algorithms [41],
[56] and architectures [16], [49] that can leverage hardware-
based parallelism in order to efficiently process large amounts
of data. The wide deployment of hardware accelerators for
speeding up training and inference workloads in large data
centers has led to an increasing number of instances where
unexpected results caused either by transient or permanent
failures have been reported [15], [20], [21]. While significant
progress has been made in understanding and characterizing
the impact of hardware failures on training performance [20],
some of the solutions for mitigating failures are to bypass the
faulty processing element (PE) in the systolic array [54], to
re-execute using a redundant PE or even to decommission the
entire TPU accelerator and resume the affected workloads on

healthy devices [6]. In the case of permanent faults, which
is the focus of this paper, a bit stuck at 0 or 1 in a link
between PEs or within a TPU-internal buffer may render
the component unusable in critical applications. Discarding
a faulty component or bypassing it is a wasteful decision and
forms part of the linear economy pattern of create-use-dispose,
a manufacturing approach that is unsustainable [25]. Disposing
of a faulty component is also impractical in situations where
the hardware cannot be easily replaced, for instance if it is
already deployed in an artificial satellite or a space station.
The downtime incurred in replacing faulty hardware can also
become significant, particularly for high error rates. Therefore,
it is imperative to consider feasible alternatives that still utilize
the faulty component.

In this paper, we propose novel algorithmic methods for
mitigating permanent hardware faults in systolic array
based NN accelerators. The proposed algorithms work with
the faulty hardware, aiming to match the original, fault-free ac-
curacy for stuck-at faults at particular bit positions under var-
ious floating point representations. Importantly, the proposed
approach requires no additional hardware, instead relying
on already existing components in widely used systolic array
accelerators, such as TPU [54], and SIMD accelerators, such
as NVDLA [55]. We begin by characterizing the impact that
stuck-at faults in links and weight registers at various locations
in a systolic array have on the performance of neural networks
(NN). To this end, we developed a CUDA-accelerated software
simulator of systolic array (S3A), complete with fault injection
for link and weight register faults. We then leverage the
insights from fault characterization to develop fault mitigation
techniques where, depending on the position of the stuck-at
faulty bit, we use one of three algorithmic approaches:

• Invertible Scaling and Shifting (IScSh) is novel tech-
nique where a network’s inputs, weights and activations
are scaled and shifted such that the values transmitted
on the affected link match the fixed value of the faulty
bit and thus ensure that the fault has no impact on
the network output. This effectively addresses stuck-at
faults occurring in the exponent range and the sign bit
(Sections IV-A).

• Elementary Tile Operations (ETOps) is a novel appli-
cation of elementary matrix operations that strategically
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rearranges rows of the weight tile and columns of the
activation tile, effectively addressing stuck-at faults oc-
curring in the sign bit of weight registers (Section IV-B).

• Fault-Aware Fine Tuning (faFT) is a novel approach
that incorporates the faulty behavior in the computation
graph and backpropagates the gradient through it, fine-
tuning the neural network parameters to accommodate
the faulty behavior (Section IV-C).

We illustrate these mitigation techniques using the IEEE
754 single precision (float32) and half precision (float16)
formats, along with Google’s brain floating point (bfloat16).
Extensive experimental evaluations using fully connected and
convolutional neural networks trained on the MNIST, CIFAR-
10 and ImageNet datasets show that the proposed fault-tolerant
techniques match or get very close to the original fault-free
accuracy for all three floating point representations, while
requiring only 17.8% additional execution time on average.

Overall, this paper offers the first in-depth study docu-
menting successful algorithmic strategies for recovering from
single stuck-at-bit faults on links and weight registers in a
weight-stationary (WS) systolic array, without changing the
underlying hardware.

II. SOFTWARE SIMULATION OF SYSTOLIC ARRAYS (S3A)

Systolic arrays are widely used in NN accelerators for more
efficient parallel computations and data reuse [31]. In the con-
text of neural networks, they can be leveraged to perform fast
matrix multiplication between activation and weight matrices
at each hidden layer of a neural network. By allowing a single
activation value to flow through interconnected PEs, multiple
partial sums are calculated efficiently in a single traversal
before being passed to downstream PEs within a systolic array.
The correct calculation of matrix multiplication is therefore
dependent on the fault-free transfer of data passing through
right and down links of a systolic array and their storage in
registers within a MAC unit. A single stuck-at fault occurring
in a link or register can propagate its effect to downstream
PEs, as illustrated in Figure 1.

Characterizing the effect of an individual link or weight
register fault in a systolic array using actual hardware can
be impractical and expensive. To this aim, we developed a
Software Simulation of Systolic Arrays (S3A) in PyTorch,
which also simplifies the fine-tuning NNs to incorporate
the behavior of hardware faults. S3A replicates the multiply
and accumulate (MAC) operations performed by PEs using
PyTorch tensor operations, thus constructing a computation
graph equivalent to that of a systolic array. To do this, we
keep track of and update the weight, activation, and partial
sum tensors at each time step. PyTorch also has the added
benefit of performing automatic differentiation which allows
us to easily compute gradients for fine tuning models during
backpropagation. A stuck-at fault is implemented using a fault
operator which modifies the value of a tensor using PyTorch
tensor operations. The modified value is calculated based on
the affected bits’ value before and after a fault, as explained in
Section IV-C. The fault operator is included in the computation

Fig. 1. This figure shows snapshots in time for the fourth and fifth time step
for matrix multiplication using a 3 × 3 WS systolic array with a right link
fault at PE0,0, a down link fault at PE1,0 and a weight register fault at PE1,1.
In orange, we can see the impact of the right link fault on the partial sum
values that are calculated by downstream PEs. Similarly, we see the effect of
down link faults in red and weight register faults in blue.

graph during forward propagation and backpropagation, which
enables fine tuning a NN to incorporate the faulty behavior.

It should be noted that there are also limitations to this
approach. PyTorch does not guarantee bit-wise identical results
for floating point operations using the IEEE 754 standard [14].
Multiplication and addition operations are not associative, so
the order of operations can affect the final output even if they
are mathematically identical. This loss of precision can be
magnified due to frequent tensor operations used to simulate
the systolic array at each time step. By comparing our results
of matrix multiplication using the systolic array with Py-
Torch’s native function, we establish a precision of up to four
decimal places on average. To account for this discrepancy
we compare original and fault-injection performance during
inference using S3A for all experiments. Simulating a hard-
ware component using PyTorch significantly increases the time
and space complexity for storing intermediate computations of
partial sums and activations at each time step. The addition of
the fault operator used to inject faults at specific locations
in a tensor also hinders performance. As a result, the use
of this tool is limited to smaller networks and datasets for
experimental evaluation.

A. High-Performance S3A for fault injection using CUDA

This section outlines the implementation of a Systolic
Array-like Matrix Multiplication (SAMM) algorithm using
CUDA to enhance computational efficiency. Our approach
leverages CUDA’s parallel processing capabilities to accelerate
this fundamental operation. To efficiently mimic faults injected
within a systolic array, it is essential to understand depen-
dencies and independencies among the various intermediate
results computed by the systolic array. The core concept
behind systolic array based matrix multiplication is tiling.
First, the weight matrix and activation matrix are divided into

https://github.com/yaitalam/s3a


Fig. 2. Tiled matrix multiplication, where matrix A is M × K, matrix B
is K × N , and the resulting matrix C is M × N . To tile, both matrices
A and B are divided into smaller tiles of size K × K. Each tile of matrix
A (in green) is multiplied by the corresponding tile of matrix B (in blue).
These multiplications produce partial products, which are then accumulated
(summed) to form the final output tile in matrix C (in purple).

smaller tiles. Then, a tile of the weight matrix is loaded into
the systolic array, and a corresponding tile of the activation
matrix is passed through the array from left to right, generating
a partial output tile that contains their multiplication. These
partial output tiles are then accumulated, as shown in Figure
2. The final output tile incorporates compounded faults from
each tiled multiplication step.

To leverage CUDA, each activation and weight tile pair are
multiplied in parallel using the systolic multiplication proce-
dure described in Algorithm 1. The computation is largely
parallel, with the exception of the outer loop, which must
remain sequential. This sequential step is necessary to compute
faulty partial sums: partial sums for upstream PEs must be
completed and passed through the fault operator before being
used by downstream PEs.

III. FAULT CHARACTERIZATION

To replicate and characterize the effect of faults, we imple-
mented four NNs of varying depths atop the S3A simulator.
The smallest is a fully connected network (FCN) with two
hidden layers (128 and 64 units) trained on the MNIST
dataset. Moving to CNNs, the PyTorch version of LeNet [34]
contains two convolutional layers, one max pooling layer, and
three linear layers, and was trained on the CIFAR-10 dataset.
Additionally, we used deeper networks, AlexNet [30] and
VGG16 [46] on the much larger ImageNet dataset.

We perform all fault characterization and mitigation using a
weight stationary systolic array as shown in Figure 1. In this
architecture, weights are loaded into the PEs prior to feeding
the input through the array. A stuck-at fault present in a link
or weight register can alter the value that is transmitted to
downstream PEs by setting any single bit within the floating
point representation permanently to either a 0 or 1. As shown
in Figure 3 for float32, the representation consists of sign (s),
exponent (e) and mantissa (m) bit ranges. Using the notation

Algorithm 1 Systolic Array MM with Fault Injection
Require: Two matrices A of size d× d and B of size d× d
Require: Fault position x, y, bit position f and stuck value b
Ensure: Matrix C of size d× d such that C = A ·B

1: i, j ← threadID.x, threadID.y
2: for k ← 0 to d− 1 do
3: input← A[i, k]
4: weight← B[k, j]
5: partial sum← C[i, j]
6: if fault is on right link then
7: if j > y and k == x then
8: input← fault (A[i, k], f, b)

9: if fault type is on down link then
10: if j == y and k == x then
11: partial sum← fault (C[i, j], f, b)

12: if fault is in weight register then
13: if j == y and k == x then
14: weight← fault (B[k, j], f, b)

15: C[i, j]← partial sum+ input · weight
16: return C

Fig. 3. IEEE 754 float32 representation of 0.15625.

(s, e, m), we can represent the number of bits in each range for
the different data types as follows: float32 (1, 8, 23), float16
(1, 5, 10) and bfloat16 (1, 8, 7). Note that since bfloat16 use
the same number of bits for the exponent as float32, the two
formats represent the same range of values [29].

We quantify the effect of a bit flip in each bit position by
its location in the systolic array. We begin by defining and
focusing on three types of stuck-at faults: right link, down
link and weight register faults, as shown in Figure 1. Right
Link Faults occur in the link connecting a PE to the one
on its right in a systolic array grid. After passing through
the faulty link, the faulty value persists in all partial sum
calculations performed by PEs directly below and to the right
of the faulty PE as shown in Figure 1, thus propagating its
impact throughout the systolic array. It is to be observed that
a fault in a PE’s input register is equivalent to a right link
fault originating from the PE directly to the left of the affected
PE. Down Link Faults occur in the link connecting a PE to
the one below it, or the output buffer. A faulty down link
modifies the accumulated partial sum value of the affected
PE, therefore, the further down a PE is within a column of the
systolic array, the greater the number of accumulated partial
sums affected, as shown in Figure 1. It is also observed that a
fault in a PE’s output register is equivalent to a down link fault
originating from the same affected PE. Weight Register Faults
modify the value of the preloaded weight within a PE which
is used to calculate the partial sum value at any given time



Fig. 4. This figure shows the average test accuracy after a single stuck bit (SB) fault in a right link (left), down link (middle) and weight register (right)
across the mantissa [0, 6], exponent [7, 14] and sign [15] bit ranges in bfloat16. Square markers denote the original fault free accuracy for a model, whereas
circle and triangle markers represent the test accuracy for stuck-at-0 and stuck-at-1 faults respectively. The selected models are a FCN on the MNIST dataset,
LeNet on CIFAR-10, AlexNet and VGG16 on ImageNet.

Fig. 5. This figure shows the average test accuracy after a single stuck bit (SB) fault in a right link (left), down link (middle) and weight register (right) across
the mantissa [0, 9], exponent [10, 14] and sign [15] bit ranges in float16. Square markers denote the original fault free accuracy for a model, whereas
circle and triangle markers represent the test accuracy for stuck-at-0 and stuck-at-1 faults respectively. The selected models are a FCN on the MNIST dataset,
LeNet on CIFAR-10, AlexNet and VGG16 on ImageNet.

Fig. 6. This figure shows the average test accuracy after a single stuck bit (SB) fault in a right link (left), down link (middle) and weight register (right)
across the mantissa [0, 22], exponent [23, 30] and sign [31] bit ranges in float32. Square markers denote the original fault free accuracy for a model,
whereas circle and triangle markers represent the test accuracy for stuck-at-0 and stuck-at-1 faults respectively. The selected models are a FCN on the MNIST
dataset, LeNet on CIFAR-10, AlexNet and VGG16 on ImageNet.

step. Assuming weights are still loaded correctly, the impact
of this type of fault can be localized to only the partial sum
contribution of the affected PE as shown in Figure 1.

To observe the effect of a fault across different systolic
array sizes and tiling factors, we opted to use the following
dimension × PE sampling combination from within a single
row or column, depending on the nature of the fault: FCN on
MNIST → 8× 8× all PEs, CNN on CIFAR-10 → 64× 64×
all PEs, AlexNet on ImageNet → 128× 128× every 4th PE,
and VGG16 on ImageNet → 256× 256× every 8th PE.

Figures 4, 5, and 6 show the impact of stuck-at faults for

bfloat16, float16, and float32 respectively, for each of the
four major NN architectures. Overall, the results indicate that
the effect of a stuck-at fault largely depends on its position
within the floating point format. While mantissa positions
showed little to no deviation from the original accuracy after
fault injection, its most significant bits still have room for
improvement. Stuck-at faults in the exponent range have the
greatest impact as they scale numbers exponentially from their
original value, and can be deemed as some of the worst types
of stuck-at faults. The effect of a sign bit can depend on factors
such as the affected PE location in the systolic array and the



type of link fault. In the following we discuss in more detail
the findings across the mantissa, exponent and sign bit ranges.

Mantissa stuck-at faults had minimal impact on performance
across almost all of the fault types (except down links), floating
point representations, models, and datasets, with an average
relative error increase (REI) of less than 1%. Faults in reduced
precision mantissa fields affected the FCN, but exhibited fault
tolerance for the CNNs with smaller networks such as LeNet
and AlexNet even seeing a slight improvement in accuracy for
the bfloat16 format. In general, the most significant mantissa
bit positions had the greatest impact on test accuracy, so we
concentrate our efforts on mitigating these.

Exponent stuck-at-1 faults showed oscillating behaviour in
terms of performance for down link faults. In the case of the
FCN, we observe worsening performance degradation for the
3 most significant exponent bits, before a plateau until there
is a sharp drop at the most significant exponent bit position.
For CNNs this oscillation is dampened significantly, especially
as the model increases in depth and number of parameters
across all floating point representations. Deeper CNNs such
as AlexNet and VGG16 experience worse performance for the
most significant bit when compared to LeNet.

Exponent stuck-at-0 faults had negligible impact on per-
formance for most cases (REI < 1%). We attribute this to
the normalization of weights and activations before the first
layer of the NN, resulting in the most significant exponent bits
already being set to zero. The CNNs had a higher tolerance,
especially deeper networks (AlexNet, VGG16). This may be
attributed to their overparameterization that can compensate
for affected neurons in lower layers so that they have less
impact on the overall classification. The float32 was also more
affected than float16 and bfloat16. Considering float32 and
bfloat16 both share the same number of bits in the exponent
field, it is possible that the reduced precision in the mantissa
range of the bfloat16 format acts as a form of regularization,
by restricting the range of a value that can be represented thus
preventing large deviations.

Sign stuck-at faults in right links had negligible drop in
performance across all models. In the case of stuck-at-0 faults,
the use of the ReLU activation function in the FCN provided
inherent fault tolerance by ensuring activation values passed
to subsequent layers were already positive thereby negating its
effect. Weight register faults also had minimal impact given
their effect is limited to the partial sum contribution of the
affected PE, which can potentially be compensated by healthy
PEs in the affected column of systolic array. As with exponent
stuck-at-0 faults, reduced precision representations appeared to
be more tolerant to stuck-at sign faults, likely due to a smaller
deviation from the expected fault free value.

IV. ALGORITHMIC MITIGATION METHODS

Built-in-self-test (BIST) [19] is widely used in modern
computing systems to detect hardware failures, such as stuck-
at faults. With the integrated test data generator and error
detector, faulty links and bit positions can be easily identified.
In this paper, we adopt BIST as our fault detection method.

TABLE I
MITIGATION TECHNIQUES FOR RIGHT LINK, DOWN LINK, AND WEIGHT
REGISTER STUCK BIT (SB) AT 0 OR 1 FAULTS ACROSS BIT POSITIONS

Mantissa Exponent Sign

float32 position 0 – 21 22 23 – 30 31
float16 position 0 – 8 9 10 – 14 15
bfloat16 position 0 – 3 4 – 6 7 – 14 15

Right Link SB 0 none faFT IScSh —
Right Link SB 1 none faFT — —
Down Link SB 0 none faFT IScSh IScSh
Down Link SB 1 none faFT — IScSh

Weight Register SB 0 none faFT IScSh ETOps
Weight Register SB 1 none faFT — ETOps

Given the stuck-at fault location and the value of the faulty bit,
we propose to resolve a subset of faults by using a targeted
mitigation approach, as summarized in Table I, where the se-
lection of the algorithm to apply in each scenario was informed
by the findings from the characterization experiments. Stuck-at
faults in the exponent range for down links or weight registers
are resolved using a new Invertible Scaling and Shifting
(IScSh) technique, whereas exponent stuck-at 0 faults are
addressed using only Invertible Scaling (ISc) (Section IV-A).
Sign bit faults in weight registers are addressed using tar-
geted Elementary Tile Operations (ETOps) (Section IV-B),
whereas mantissa stuck-at faults are mitigated using a new
fault-aware Fine Tuning (faFT) technique (Section IV-C).
It should be noted that even if all of the aforementioned
fault scenarios could in theory be resolved solely by hardware
modifications, in practice the cost of doing so is prohibitive.
For instance, weight register faults can only be mitigated
with redundant registers or PE bypassing. However, redundant
registers induces substantial chip area overhead, whereas PE
bypassing results in performance degradation due to unutilized
PEs and additional latency penalty for PE array synchroniza-
tion.

A. Invertible Scaling (ISc) and Shifting (IScSh)

A stuck-at fault within the exponent range can cause floating
point numbers to deviate drastically from their original values
or stay unaffected, depending on the bit position and whether
the number matches the stuck-at fault value. For instance, the
number 1.25, represented in float32 as 001̂1111110100...0,
when passed through a faulty link with exponent bit position
29 stuck at 0, changes into 000̂1111110100...0, which corre-
sponds to 1.25×2−64. However, the number 2.25, represented
in float32 as 010̂0000000010...0, when passed through the
same link, would experience no change in value. If all values
passing through the faulty component align with the stuck-
at value at the faulty bit position, the fault would not affect
computation. This is the main idea behind invertible scaling
and shifting: to mitigate stuck-at-0 faults in the exponent range
of any floating point format for either right and down links or
weight registers, we scale activations and weights such that
the systolic array’s range of values ensures all bits in the
exponent range [f , m] are 0 (where f is the faulty bit position



TABLE II
INVERTIBLE SCALING (ISC) AND SHIFTING (ISCSH) NN INFERENCE.

[S1] Scale tiles of input A(0) & weights W (l) into Â(0) & Ŵ (l)

[S2] For each NN layer l = 1 to L:
[S2.1] Multiply scaled tiles of Â(l−1) and Ŵ (l) into Ã(l)

[S2.2] Rescale activation tiles of Ã(l) into scaled Â(l)

[S3] Unscale tiles of Ã(L) to recover original NN output A(L)

and m the most significant exponent bit). The NN inference
algorithm using Invertible Scaling and Shifting is summarized
in Table II. Each step is explained below, where we use the
diode symbol to mark text explaining how calculations
and storage are mapped to the generic components of the
accelerators in Figure 7.

▶ Step S1: Scale tiles of input A(0) and weights W (l) into
Â(0) and Ŵ (l).

Let A(0) be the input matrix, A(l) be the activation matrix
and W (l) the weight matrix, where l denotes a layer of the
neural network, for all layers l ∈ {1, 2, . . . , L}. We first
partition any p × q activation matrix A(l) into smaller, non-
overlapping d× d tiles A

(l)
i,j , as shown below:

A(l) =


A

(l)
1,1 A

(l)
1,2 . . . A

(l)
1,k

A
(l)
2,1 A

(l)
2,2 . . . A

(l)
2,k

...
...

. . .
...

A
(l)
r,1 A

(l)
r,2 . . . A

(l)
r,k


where 1 ≤ i ≤ r =

⌈p
d

⌉
and 1 ≤ j ≤ k =

⌈ q
d

⌉
. A similar

procedure is used for partitioning W (l) into weight tiles W (l)
i,j .

We then scale each element of the input tile Â
(0)
i,j to be

within the range [−c,+c] and every element of the weight
tile Ŵ

(l)
i,j to be within the range [−1/d,+1/d]. This is shown

in Equation 1 below, where d will be the dimension of the
systolic array and c will be calculated such that the faulty bit
becomes immaterial to the matrix multiplications.

Â
(0)
i,j =

c ·A(0)
i,j

max
∣∣∣A(0)

i,j

∣∣∣ Ŵ
(l)
i,j =

W
(l)
i,j

d ·max
∣∣∣W (l)

i,j

∣∣∣ (1)

To scale the input tile A
(0)
i,j , we first define a function

max |M | that computes the maximum magnitude of an ele-
ment of matrix M , as shown in Equation 2. In the special
case where all the elements of M are 0, e.g., due to padding,
we set max |M | = 1 to avoid subsequent divisions by zero.

max |M | =

{
max
m∈M

|m| if M ̸= 0

1 if M = 0
(2)

Using this equation we can calculate the scaling factor
max

∣∣∣A(0)
i,j

∣∣∣ of each tile within A(0). When dividing the tiles

of A(0) by these scaling factors, all the values of A(0) are
guaranteed to be between [−1, 1]. The constant c is determined
to ensure that any value within the interval [−c,+c] has zeros
in all exponent bits from the most significant bit down and

including to the faulty bit position, thereby insuring the impact
of the stuck-at-0 fault to be inconsequential. For example, to
calculate c for a faulty bit position f in the float32 exponent
field, we proceed as follows:

• If the affected bit position 30 ≥ f ≥ 24:

c = 2E−127, where E =

f−1∑
i=23

2i−23 (3)

• If the affected bit position p = 23:

c = 2−126 ×
23∑
i=1

2−i (4)

To obtain the formulas for float16, the range [30, 24] and
position 23 are substituted with [14, 11] and 10, whereas 127
becomes 15 and 126 becomes 14. For bfloat16, the range [30,
24] and position 23 are substituted with [14, 8] and 7.

The max | · | scaling factors for all input tiles A
(0)
i,j and

weight tiles W (l)
i,j , as well as the scaling factor c, are computed

within the Nonlinear Engines of Fig 7 (a) (VPU in (c) or
SDP in (b)) and stored within the on-chip memory (GLB or
common memory) for later use. The same Nonlinear Engines
are used to compute the scaled tiles Â

(0)
i,j and Ŵ

(l)
i,j . These,

along with the dimension of the systolic array d, the factor c,
and the shifting bias b are stored in GLB and on-chip buffers.
▷ Compute bias b for shifting.
To mitigate stuck-at fault in the sign bit of a down link, we

will need an additional shifting operation. Let s be the stuck-at
value of the sign bit. We compute a bias b = (−1)s and add it
to the accumulator of the top PE in the column containing the
down link fault. For example, if the sign bit is stuck-at-0, the
bias will be b = (−1)0 = 1. Adding this bias to the top PE
accumulator will shift all the partial sums to be in the range
[0, 2], thus effectively ensuring they match the sign indicated
by the stuck sign bit. Similarly, if the sign bit is stuck-at-1,
the bias will be b = −1 and all partial sums will be shifted to
[−2, 0], thus matching the faulty sign bit value. The bias is to
be set to zero if there is no down link sign bit fault.
▶ Step S2.1: Multiply tiles of Â(l−1) and Ŵ (l) into Ã(l).
Tiles from scaled matrix Â(l−1) and scaled weight matrix

Ŵ (l) are loaded into the systolic array. The shifting bias b is
loaded into the top row PEs’ registers for accumulation. The
systolic array then computes a scaled partial output tile Ũ (l):

Ũ
(l)
i,z,j = Â

(l−1)
i,z · Ŵ (l)

z,j + b (5)

Each partial output tile needs to be unscaled and shifted back
before accumulation, as shown in Equation 5, to insure correct
accumulations across different systolic arrays.

U
(l)
i,z,j = (Ũ

(l)
i,z,j − b) ·max

∣∣∣A(l−1)
i,z

∣∣∣ ·max
∣∣∣W (l)

z,j

∣∣∣ · d (6)

The computations in Equation 6 are done by the Nonlinear
engines of Figure 7 (a) (VPU in (c) or SDP in (b)).

Once the partial output tiles U
(l)
i,z,j are computed, they are

accumulated by the normal accelerator logic into the tiles of



Fig. 7. Examples of hardware architectures that the proposed fault-tolerant algorithms can be deployed on. (a) A typical accelerator chip that shows the essential
hardware components to enable the proposed algorithms, containing a matrix multiplication array, global and on-chip buffers, and nonlinear computation engines
for activation, embedding, normalization, and others. (b) and (c) show two commercial architectures that follow the same architectural abstraction as (a): (b)
shows the NVDLA [55] chip and (c) shows the TPU [54]. The hardware components that have similar functionalities are shown in the same colors.

activation matrix Ã(l), followed by the activation function f ,
as shown below:

Ã
(l)
i,j = f

(
k∑

z=1

U
(l)
i,z,j

)
(7)

▶ Step S2.2: Rescale tiles of Ã(l) into scaled Â(l).
To compute the appropriately scaled activation matrix Â(l)

for the next NN layer, we rescale the tiles of Ã(l) as shown
in Equation 8 below.

Â
(l)
i,j =

c · Ã(l)
i,j

max
∣∣∣Ã(l)

i,j

∣∣∣ (8)

The max | · | scaling factors in Equation 8 are computed
in the activation engine in Figure 7 at the same time with the
application of the nonlinear activation function in Equation 7.
The scaling itself is done by the Nonlinear engines in and
the scaled tiles are stored in the GLB. It can be shown
that the scaling factors max

∣∣∣A(l)
i,j

∣∣∣ needed for the next layer
computations are mathematically equivalent with the scaling
factors max

∣∣∣Ã(l)
i,j

∣∣∣ /c used above. As such, we will use these

to replace the old factors max
∣∣∣A(l−1)

i,j

∣∣∣ in the GLB. The old

values Ã(l−1) are also replaced with the newly computed,
properly scaled activation values, Â(l).

Step 2 is iterated until the last layer of the neural network,
skipping step 2.2 for the last iteration.
▶ Step S3: Unscale Ã(L) to recover NN output A(L).
At the end, we recover the original output matrix as

A(L) = Ã(L)/c. It can be shown mathematically that this
final unscaling after the transformations from Equations 1 to 8
recovers the original output matrix. This final rescaling is
done in the Nonlinear engines in Figure 7 (e.g., VPU or SDP)
and stored in the GLB, then sent back to the host system.

Note that not all the IScSH computations are always re-
quired, e.g., weight scaling is not needed for right link faults,

scaling activations by c is not needed for down link faults, and
scaling activations is not needed for weight register faults.
Table III summarizes the necessary operation for each fault
type. Note that a bit stuck at 0 in weight registers only requires
the weight matrices tiles to be scaled between [−c, c].

TABLE III
MITIGATION TECHNIQUES REQUIRED FOR EACH FAULT TYPE.

RL = RIGHT LINK, DL = DOWN LINK, SB = STUCK BIT.

Shift Scale W Scale W Scale A Scale A
bias [−1, 1] [− 1

d
,+ 1

d
] [−1, 1] [−c,+c]

RL SB 0 (Exp.) – – – ✓ ✓
DL SB 0 (Exp.) – ✓ ✓ ✓ –
DL SB 0 (Sign) ✓ ✓ – ✓ –
DL SB 1 (Sign) ✓ ✓ – ✓ –

B. Elementary Tile Operations (ETOps)

The Elementary Tile Operations (ETOps) effectively cor-
rect sign bit faults in Weight registers. The integrity of the
matrix multiplication results is maintained through strategic
row swapping or column inversion, as follows:
▷ Sign Verification: Check if the element that is to be

loaded in the faulty weight register has the same sign as the
detected fault. If the signs match, no action is required.
▷ Row Swapping: If the signs do not match, search within

the same column of the weight tile for an element (row j)
with the same sign as the fault (row i). If a matching sign
element is found, swap its row i with the fault’s row j, then
swap columns i and j in the activation tile, and stop. If no
matching sing element found, continue with the next step.
▷ Column Inversion: Multiply each element in the column

by −1. Flipping the signs of all elements in the column ensures
the element at position now matches the fault’s sign. Once the
output tile is computed, the corresponding row is inverted back
by multiplying by −1 to recover the original sign.



TABLE IV
FAULT-AWARE FINE TUNING (FAFT) FOR WORST FAULTS (DOWN LINK
STUCK-AT-1) USING LENET ON CIFAR-10, ALEXNET AND VGG16 ON
IMAGENET, FOR THE MOST SIGNIFICANT MANTISSA BIT POSITION (%).

Model Format Original Before faFT After faFT

FCN
bfloat16 92.3 91.6 - 92.0 92.1 - 92.2
float16 92.3 91.5 - 92.1 92.1 - 92.3
float32 92.3 91.0 - 92.1 92.0 - 92.3

LeNet
bfloat16 63.8 62.0 - 62.3 62.6 - 63.5
float16 64.0 62.0 - 62.2 62.2 - 63.4
float32 63.9 56.2 - 57.4 63.0 - 63.4

AlexNet
bfloat16 57.2 56.5 - 56.6 58.0 - 58.2
float16 57.3 56.6 - 56.7 57.2 - 57.9
float32 57.3 56.0 - 56.2 56.7 - 57.0

VGG16
bfloat16 72.5 71.9 - 72.2 72.7 - 73.4
float16 72.5 72.1 - 72.3 72.2 - 73.3
float32 72.7 71.3 - 72.1 72.2 - 72.9

Mathematically, the above transformations produce the orig-
inal output while not having to bypass the faulty PE. These
additional computations are handled within the Nonlinear
engines depicted in Figure 7 (RUBIK or XLU for swapping
VPU or SDP for inversion and verification).

C. Fault-Aware Fine Tuning (faFT)

Some faults cannot be mitigated using invertible scaling or
shifting due to the nature of the fault or the loss in numerical
accuracy. In these cases, we turn to the model itself to recover
the lost accuracy, by fine tuning the weights such that they
accommodate the faulty behavior.

To integrate the faulty behavior during fine tuning, we
implement the stuck-at-fault as a new computational operator
fault(x|n, b) that takes an input value x and calculates a new
floating point value when bit position n is stuck at binary value
b. The operator is inserted in the corresponding location in the
computational graph of the systolic array, enabling the gradient
of the loss to backpropagate through the fault operator. In the
CUDA-accelerated implementation of S3A, the fault operator
fault(x, n, b) directly sets the bit position n to its stuck at
binary value b using bitwise ∼, | and & operators:

fault(x, n, 1) = x | (1 << n)
fault(x, n, 0) = x & ∼ (1 << n)

Faults are injected during the forward pass, as such the gradi-
ent computation uses the faulty activation and weight values,
for which we implemented a custom backward function. Even
though the fault operator itself is not continuous everywhere,
in our experiments we did not observe any significant impact
on the convergence of SGD training. Fault-aware fine-tuning
is performed off the faulty device, as the fault would invalidate
the analytic gradients. Instead, the fault is replicated during the
forward pass but not during backpropagation using our CUDA
accelerate S3A simulator. The resulting gradients are used to
update the model’s weights, allowing the model to adapt to
the faulty behavior. The updated weights are then sent back
to the accelerator to replace the previous weights.

V. EXPERIMENTAL EVALUATION AND ANALYSIS

In this section, we present comprehensive experimental eval-
uations of the IScSH and faFT techniques, highlighting their
effectiveness in preserving model accuracy in the presence of
stuck-at bit faults. Throughout all evaluations, using the IScSh
technique on exponent and sign bits obtains the original fault-
free accuracy for float32, and an average relative error increase
(REI) less than 0.5% for float16 and bfloat16, across all 4
models.

Figures 8 and 9 shows results of applying the IScSh tech-
nique to mitigate stuck-at faults when using FCN and VGG16
models, respectively. The orange bars show the accuracy
impacted by the fault, and the green and blue bars show the
accuracy recovered by using fault mitigation. For instance,
when using VGG16 on ImageNet Figure 9, injecting a down
link fault into the first PE in the first row (specifically, Stuck
Bit 1 at Bit Position 14) causes the model’s top-1 accuracy on
ImageNet to plummet to 0.1%. However, after applying IScSh,
the accuracy is restored to the original fault-free accuracy of
72.7%, as shown in the first bar.

While less significant mantissa bits show minimal impact
from stuck-at faults (< 1% REI), the most significant mantissa
bit positions require fault-aware fine tuning (faFT). Figures 10
and 11 illustrate faFT’s effect for FCN and VGG16 respectivly,
with more comprehensive results shown in Table IV for all
models. For the FCN, faFT used a random subset of 1,000
training examples with a batch size of 64, and 20 epochs with
early stopping; for LeNet, 1,000 training examples (batch size
4, 20 epochs, early stopping); for AlexNet, 20,000 examples
(batch size 64, 5 epochs, early stopping); and for VGG16, 5000
examples (batch size 40, 5 epochs, early stopping). Overall,
the results indicate a substantial recovery in the test accuracy
after faFT for all NN architectures across the 3 representations.

The proposed algorithmic approaches, which integrate the
faulty behavior instead of bypassing it, are very effective at
matching the original fault-free accuracy. We postulate that this
is enabled by two types of redundancy: the overprovisioned
precision of floating point representation and the overparame-
terization of neural networks. While theoretically the proposed
IScSh operators reducing precision slightly, empirically this
had no effect on accuracy, likely due to the overprovisioned
precision of the representation. A different kind of redundancy
is offered by the NN overparameterization, which gives it
sufficient capacity such that ensembles of neurons that learn to
recognize the same pattern can still work correctly when only
a minority is affected by faults, hence the positive results that
we observe in our work when doing fault-aware fine tuning.
Latency Overhead: We built a cycle-accurate simulator in
C++ to estimate the added latency of the proposed design,
across the various test models and input datasets described in
Section V. The simulation results are listed in Table V. Across
all tests, the proposed algorithmic mitigation techniques in-
duce an average of 17.8% timing overhead. This overhead is
dominated by the nonlinear engine, which operates in parallel
with the matrix multiplication engine. While the PE array



Fig. 8. This figure compares the FCN performance of ISc and IScSh with the worst Fault Injection (FI) accuracies for a single stuck bit (SB) fault occurring
in the exponent and sign bit positions (BP) respectively for the bfloat16 (left), float16 (middle) and float32 (right) representations. The FCN model uses the
MNIST dataset, and has an original accuracy of 92.28% for bfloat16 and float16, and 92.26% for the float32 representation shown by the purple dashed line.

Fig. 9. This figure compares the VGG16 performance of ISc and IScSh with the worst Fault Injection (FI) accuracies for a single stuck bit (SB) fault occurring
in the exponent and sign bit positions (BP) respectively for the bfloat16 (left), float16 (middle) and float32 (right) data types. VGG16 uses the ImageNet
dataset, and has an original accuracy of 72.7% for bfloat16 and float32, and 72.5% for float16 data types as shown by the purple dashed line.

Fig. 10. This figure compares the FCN performance before and after faFT for the worst affected mantissa bit position (BP) due to a stuck bit (SB) fault
across the bfloat16 (left), float16 (middle) and float32 (right) representations. The original accuracy is shown by the purple dashed line.

Fig. 11. This figure compares the VGG16 performance of faFT for a single stuck bit (SB) fault occurring in the most significant mantissa bit positions (BP)
for the bfloat16 (left), float16 (middle) and float32 (right). The original accuracy is shown by the purple dashed line.



TABLE V
INFERENCE TIME OVERHEAD FOR DIFFERENT DATASETS.

Systolic Array Size 64×64 128×128 256×256

FCN for MNIST 13.1% 14.7% 18.8%
LeNet for CIFAR-10 20.6% 22.0% 22.0%
AlexNet for ImageNet 14.0% 17.0% 17.9%

processes the current tile, the nonlinear engine concurrently
rescales the previous tile and prepares the scaling for the next
tile. Overhead arises when the nonlinear engine is occupied
by other functions (MaxPool in LeNet) or when the scaling
operation requires more time than the matrix multiplication as
the size of the systolic array increases.

VI. RELATED WORK

Faults in Systolic Arrays: Permanent and transient faults
in systolic array-based NN accelerators [3], [7], [12], [18],
[23], [24], [26], [32], [50], including bit-flips, process variation
faults, timing errors, and many others can have a negative
impact on NN inference accuracy. Stuck-at faults [28], [42]
have emerged as a major challenge in these accelerators. Both
permanent and transient stuck-at 0 or 1 faults similarly affect
NN output. One study shows that transient faults in higher-
order exponent bits cause significant deviations, and bit flips
from 0 to 1 are more severe than from 1 to 0 [36] [13],
findings that align with our observations on permanent faults
(Section III). For detection of stuck-at faults, software and
hardware-based built-in-self-tests (BIST) [8], [17], [33] are
introduced to identify defects. Similar to [10], [38], [43],
we adopt BIST for the accurate detection at stuck-at faults,
which is proven to have 100% detection coverage for stuck-at
permanent faults and can locate the faulty link accurately.
Fault Recovery by Pruning and Training: Recovery from
permanent faults using techniques like pruning [9] and fine
tuning [54] often reduces capacity, particularly in small NNs
where all parameters are crucial. Existing fine-tuning methods
overlook the impact of the fault during forward and back-
propagation. For example, FAP+T [54] sets weights of faulty
PEs to 0, causing a mismatch between training and inference.
Our fault-aware fine tuning (Section IV-C) instead accounts
for faulty weights and activations in gradient calculations and
focuses on specific mantissa bits. Compared to FAP+T, our
approach has the advantage that it preserves the NN capacity
and does not incur any area overhead.

Fault Aware Training (FAT) is a technique for enhancing
the reliability of neural networks under hardware faults by
incorporating error injection during training [53]. FAT works
by implementing a specialized error injection layer in Py-
Torch, which simulates hardware-induced errors in activation
tensors with a predefined probability, reflecting real-world
fault models. During training, these random injected errors
condition the network to maintain high accuracy even in the
presence of faults. In contrast, the Fault-Aware Fine-Tuning
(FaFT) method proposed in this paper does not inject errors
at random, instead it fine-tunes the model in the presence of the
actual fault detected by BIST, allowing a much more targeted
adaptation to the faulty behavior.

Range restriction methods [13] use the range of values
observed in the training data to bound values, which allows
for some inaccuracy in the values after they are bound. Our
IScSh approach is more suitable for critical applications that
require precise results, irrespective of the model and dataset.
Hardware-based Solutions: Hardware mitigation solutions
avoid the negative impact of permanent faults by implementing
redundant hardware components, including MAC units, PEs,
and links [1], [2], [4], [5], [11], [22], [27], [35], [37], [40],
[44], [45], [47], [48], [51], [52], inter alia. However, these
techniques inevitably incur significant cost, excessive power
consumption, and additional latency.

VII. CONCLUSION

We introduced three algorithmic mitigation techniques for
a subset of stuck-at faults on links and weight registers in
systolic arrays used by NN accelerators: invertible scaling
or shifting of activations and parameters, fault-aware fine
tuning, and elementary tile operations. Notably, the proposed
techniques do not require any hardware modification and
integrate the faulty behavior as opposed to bypassing it,
offering a more sustainable approach to accelerator reuse.
We implemented the algorithmic mitigation techniques and
fault injection methods into a CUDA-accelerated software
simulation of systolic arrays (S3A). Extensive experimental
evaluations with fully connected and convolutional neural
networks trained on MNIST, CIFAR-10, and ImageNet show
that the proposed fault-tolerant algorithms match very closely
the original fault-free accuracy.

The PyTorch and CUDA code for the S3A simulator and
fault-mitigation methods are made publicly available at https:
//github.com/yaitalam/s3a.

This research was partially supported by grant SHF-
1901192 from the NSF.
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