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Figure 1. Generated images of SafeCFG and original CFG with increasing guidance scales, including clean images and harmful images.
For clean image generation, as the guidance scale increases, SafeCFG can achieve high-quality generation similar to the original CFG. In
contrast, for harmful image generation, as the guidance scale increases, SafeCFG effectively erases harmful content, which is in contrast
to the original CFG, where the harmfulness of generated harmful images increases with the guidance scale.

Abstract

Diffusion models (DMs) have demonstrated exceptional
performance in text-to-image (T2I) tasks, leading to their
widespread use. With the introduction of classifier-free
guidance (CFG), the quality of images generated by DMs
is improved. However, DMs can generate more harmful im-
ages by maliciously guiding the image generation process
through CFG. Some safe guidance methods aim to mitigate
the risk of generating harmful images but often reduce the
quality of clean image generation. To address this issue,
we introduce the Harmful Guidance Redirector (HGR),
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which redirects harmful CFG direction while preserving
clean CFG direction during image generation, transform-
ing CFG into SafeCFG and achieving high safety and qual-
ity generation. We train HGR to redirect multiple harm-
Sful CFG directions simultaneously, demonstrating its abil-
ity to eliminate various harmful elements while preserving
high-quality generation. Additionally, we find that HGR can
detect image harmfulness, allowing for unsupervised fine-
tuning of safe diffusion models without pre-defined clean or
harmful labels. Experimental results show that by incorpo-
rating HGR, images generated by diffusion models achieve
both high quality and strong safety, and safe DMs trained
through unsupervised methods according to the harmful-



ness detected by HGR also exhibit good safety performance.
The codes will be publicly available.

1. Introduction

In recent years, the realm of text-to-image (T2I) generation
has developed rapidly, and the advancement of diffusion
models (DMs) has improved both the quality of generated
images and the degree of semantic matching in T2I tasks.
Many high-performing DMs have been released, such as
Stable Diffusion (SD) [24], Imagen [26], DallE-3 [2], and
CogView3 [43]. By training on large-scale datasets, these
models have improved image generation quality and text-
image alignment ability. Classifier guidance, proposed by
[4], uses classifier gradients to guide the generation process,
improving diffusion model generation quality. Inspired by
this, Ho and Salimans [13] proposed classifier-free guid-
ance (CFG), which enhances the text condition for better
generation quality without requiring a classifier.

Unfortunately, some malicious groups or individuals ex-
ploit DMs to generate harmful images, including nudity, vi-
olence, illegal activities, and so on [7, 23, 42]. They use
CFG to direct harmful text conditioning, resulting in more
harmful generated images. To address these issues, some
methods [29] introduce safe guidance into image generation
to avoid generating harmful content, but these approaches
reduce the sample quality of clean images. Some meth-
ods [5, 10, 36] fine-tune diffusion models to make them for-
get harmful content at the parameter level. However, these
approaches typically require datasets with pre-defined clean
and harmful labels. Moreover, during the fine-tuning pro-
cess, the model assigns the same safety training weight to
harmful images with varying degrees of harm, making it
difficult to eliminate stronger harmful concepts while also
impacting the quality of clean image generation.

Previous approaches improved DM safety mainly by
weakening harmful text conditions at the cost of generation
quality. In fact, CFG itself can both enhance clean text con-
ditions and weaken harmful text conditions by introducing
Transformer [35] to achieve high safety and quality gener-
ation. We can leverage the Transformer’s ability to process
text features, redirecting the CFG direction of harmful data
and steering it toward a safe direction. Moreover, Trans-
former can provide a more fine-grained assessment of im-
age harmfulness than just pre-defined harmful labels, which
enables unsupervised training of safe DMs.

In this paper, we propose the Harmful Guidance Redi-
rector (HGR), a Transformer-based plug-in that can be
seamlessly applied to DMs without changing the parame-
ters of DMs, transforming CFG into SafeCFG by redirect-
ing the CFG direction of harmful data. HGR supersedes
the unconditional score estimate in CFG, preserving clean
image quality with a similar score estimate for clean data
and redirecting CFG to eliminate harmful content in harm-

ful images, thus transforming CFG into SafeCFG. SafeCFG

enables us to achieve a DM generation process that im-

proves both safety and quality simultaneously. Further-

more, HGR enables unsupervised training of safe DMs by
detecting data harmfulness. Our main contributions are:

* We propose Harmful Guidance Redirector (HGR), en-
hancing CFG to SafeCFG by redirecting harmful CFG
direction, enabling DMs to generate both high-safety and
high-quality images.

* We detect the harmfulness of images and adaptively train
safe DMs using HGR in an unsupervised manner without
the need for predefined clean and harmful labels.

* Experimental results show that SafeCFG generates im-
ages with high safety and quality, and safe DMs by unsu-
pervised training also show good safety performance.

2. Related Work

2.1. Text-guided Image Generation

Diffusion models (DMs) have achieved outstanding results
in T2I generation, as demonstrated by models like Stable
Diffusion [24], DALL-E 3 [2], and so on. In T2I scenarios,
text prompts are input and processed by the text encoder,
such as CLIP [22], to obtain text embeddings, which serve
as conditional inputs of U-Net [25] or DiT [20] to guide
the image generation process. Both U-Net and DiT utilize
the cross-attention mechanism, using image embeddings as
queries and text embeddings as keys and values to enhance
the interaction between texts and images. Classifier-free
guidance (CFG) [13]is also introduced into the text-guided
image generation process. CFG enhances the text condi-
tion by combining the score estimates of conditional and
unconditional generation in DMs, without the need to re-
train the models. DMs generate high-quality images that
closely align with input texts by leveraging CFG. We intro-
duce Harmful Guidance Redirector (HGR) that supersedes
the unconditional generation in CFG, which redirects CFG
toward a safe direction when encountering harmful text em-
beddings and maintains CFG generation direction when fac-
ing clean text embeddings, thus achieving high quality and
safety in text-guided image generation.

2.2. Text-to-Image Safe Diffusion Models

Initial methods enhance the safety of DMs by filtering
harmful texts and images from the dataset. [2, 19, 24, 30].
These methods often require a great of time to filter im-
ages in datasets, and retraining the model consumes sub-
stantial resources and time. Some methods focus on the
model rather than the dataset to prevent DMs from gener-
ating harmful images in T2I scenarios. These methods can
be broadly categorized into two types: those that do not
change the parameters of DMs and those that do. Some
methods modify the inference process without changing the
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data while preserving that of clean data,
achieving high quality and safety generation.
Red areas represent harmful guidance and
green areas indicate clean guidance. HGR
redirects harmful guidance (bold red arrow)
back to clean regions (bold blue arrow) and
maintains clean guidance (bold green arrow).
Dashed lines show the vector addition paral-
lelogram rule.

parameters of DMs. For instance, SLD [29] adds safe guid-
ance to the generation process to reduce harmfulness, while
UCE [6] and RECE [9] use closed-form weight editing to
erase harmful concepts. Other approaches [3, 37, 38, 40]
employ large language models (LLMs) or filters to remove
harmful content from prompts. However, these methods of-
ten lack robustness, degrade clean image quality, or increase
inference times. Some methods change the parameters of
DMs to unlearn unsafe content [5, 39]. ESD [5] re-
moves harmful concepts through tralmng DMs by negative
guidance and Forget-Me-Not [39] avoids generating harm-
ful images by eliminating attention maps associated with
harmful concepts. These methods require explicit harmful
labels, some cannot remove multiple harmful contents, and
affect clean image generation quality. In contrast, our HGR
does not change DM parameters and only needs to guide
the generation process via SafeCFG, ensuring both high-
quality and high-safety generation. HGR can also be ex-
tended to train-based methods for unsupervised training of
DMs without the need for explicit harmful labels.

3. Preliminary
3.1. Diffusion Models

Diffusion models (DMs) are inspired by a physical concept
called non-equilibrium thermodynamics [31]. DMs, such as
DDPM [14], progressively convert noise into images by us-
ing neural networks to predict noise added on images. DMs
can be divided into two processes: forward diffusion pro-
cess and denoising process.

Forward diffusion process. Given an image dataset D
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Figure 3. Training process of HGR. The prompt input provides embeddings processed
with and without HGR, then predicts noise using DM. Separate noise training targets are
assigned for clean data and harmful data, with HGR parameters updated based on the L2
loss of the predicted noise target. Throughout the training process, all parameters within
DM remain frozen. Example clean/harmful text prompts and generated images are shown.

and the data point ¢ € D, the forward diffusion process
gradually adds a small amount of Gaussian noise on g in
T timesteps:

= N (x5 v/ 1 = Bixi—1, BeT) ey

where N follows a normal distribution and 3; is a variance
schedule related to ¢.

By using reparameterization trick [16] and let oty = 1 —
B and a; = H§:1 ay, we can get:

Xt =\ OuXg + V 1-— Qi€ (2)

a; decreases as time ¢ increases, which is close to 1 when
t=0and O whent =1T.

Denoising process. The denoising process aims to pre-
dict the posterior of each forward step by a neural network
@ with time ¢, which makes it possible to recreate the true
sample from Gaussian noise. The process can be described
as:

Q(Xt |Xt71)

:N(Xt—l;ue(xtvt)vze(xtat)) (3)

where py(x¢,t) and 3g(x¢, t) are predicted by neural net-
work 6. In DDPM, X4 (x¢,t) is set to 5T and py (x4, t) can
be derived by:

pa(Xt—1|Xt)

1 1-—
Ho(xt,t) = 7o (Xt - \/%60(%»15)) “)

U-Net [25] or DiT [20] are trained to predict the added
noise at each time step ¢. The noise prediction of DDPM
is mathematically equivalent to score matching [32, 33]:
€o(xy,t) = —0yVy, log p(ay).



3.2. Classifier-free Guidance

Initially, DMs were trained only to estimate image distri-
butions p(xg), without the ability to generate images from
text prompts or labels c. To address this problem, classifier
guidance (CG) [4] was introduced. CG modifies the diffu-
sion score to include the gradient of the log-likelihood of a
classifier model v:

€o(zy,c,t) = €g(my,t) — wo Vg, logpy(clzy)  (5)

CG requires training a classifier, which is inconvenient,
and it is difficult to train such a classifier for diverse text
prompts. By using Bayes’ rule, it can be derived from the
gradient of the log-likelihood of the classifier:

Vaz, logpy(clze) = Va, log py(at|c) — Vg, log py (1)

= —i(Eg(JIt, ¢, t) - Eg(l‘t, t))
Ot
(6)

Classifier-free Guidance [13] leverages Equ.6 and sub-
stitutes Equ.6 into Equ.5, achieving a guidance way without
the need for any classifier. The final score estimate of CFG

derived from Equ.5 and Equ.6 is:

€g(m,c,t) = €g(my, &,8) + (L 4+ m)(eg(xe, e, t) — €gxe, &, 1))
= ep(zs, ¢, t) + n(eg(xe, e, t) — €g(as, &, 1)) -
where 7 is the guidance scale, which controls the guidance
degree of condition ¢, and ¢ means no condition. In this
paper, we use the Harmful Guidance Redirector (HGR) to
adjust the no-condition score, keeping the score of clean
data unchanged while modifying the score of harmful data
to enhance safety. This operation integrates safety proper-
ties into CFG, transforming it into SafeCFG and enabling
DMs to generate high-quality and high-safety images.

4. Methods

In this section, we present the implementation of SafeCFG
using Harmful Guidance Redirector (HGR), its training
method, and how HGR enables unsupervised training.
Firstly, We introduced the training process of HGR and the
inference process of SafeCFG in Sec. 4.1. After this, we ex-
plained how to use HGR to perform unsupervised training
of safe DMs on text-image datasets in Sec. 4.2.

4.1. Harmful Guidance Redirector and SafeCFG

To enhance CFG [13] to SafeCFG, we introduce HGR,
which is based on Transformer [35] and can be used plug-
and-play on diffusion models (DMs).

Given a text-image dataset D composed of clean data D,
and harmful data D, where D, = {z%, . }:=Ne and D; =
{7, clf}ij\[’ and a text-to-image diffusion model 6, which

predicts the score of the diffusion process as € (x4, ¢, t), the
original CFG of both clean data and harmful data is:

€o(zt,c,t) = €g(we, ¢, t) + n€g(xt, c,t) — €g(xe, 9,t)) (8)

where text embeddings c can be ¢, or cy.

After HGR is inserted between the text encoder and the
denoising architecture (U-Net or DiT), we supersede the no-
condition score estimate in CFG with the score estimate
from the text embedding filtered by HGR. The modified
score estimate is as follows:

€o(z¢, ¢, t) = €g(my,¢,t) + neg(zy, c,t) — €g(xy, HGR(c), 1)) (9)

The goal is: SafeCFG aligns with the original CFG for
clean data, while its guidance direction opposes that of the
original CFG for harmful data. The equations to achieve
this are:

€g(wy, e, t) — €g(x4, HGR(c,), t) = €g(w1, Cey ) — €g(21, 9, 1)
€g(z¢,cq,t) — €9(xe, HGR(cy),t) = — (€9 (s, cf,t) — €g(x4, 0, 1))
(10)
It can solved as:

€9 (‘Tty HGR(CC)7 t) = €y (xta ¢7 t)

11
eolzr, HGR(c)) 1) = 2ea(xr,cp.t) — eolanb,t)

We make HGR trainable while keeping the other struc-
tures frozen during the training process of HGR. The train-
ing objective is to use L2 loss to bring the score estimate
of HGR e€gy(x+, HGR(c),t) close to the target specified in
Equ.11. Fig. 3 shows the training process of HGR.

The training objective can also be explained from the
perspective of possibility. It decreases the likelihood of
harmful data and improves the likelihood of clean data. See
Appendix 7 for a detailed proof.

Replacing the unconditional score estimation €g (¢, ¢, t)
with the score after filtering through HGR offers two key
benefits: for clean data, HGR yields a score similar to
the unconditional score estimate, while for harmful data,
it provides a safety-optimized filtered score. Compared
to filtering all text embeddings ¢, this approach is eas-
ier to train and preserves the conditional score estimation
€g(x¢, ¢, t), ensuring both safety and quality. Additionally,
the Transformer-based HGR harnesses its ability to process
text features, effectively filtering diverse harmful data.

The inference process of SafeCFG during image genera-
tion is as follows:

€g(zt,c,t) = €g(xt, ¢, t) + neg(ze, e, t) — €9z, HGR(c), 1))
(12)
There is no longer a need to distinguish whether the text
prompts are harmful. Fig. 2 illustrates that SafeCFG
changes the guidance direction of harmful data while retain-
ing that of clean data, enabling high-quality and high-safety
generation.
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Fig. 1 shows examples of SafeCFG and original CFG.
Compared with the original CFG, SafeCFG achieves both
high-safety and high-quality generation.

4.2. Unsupervised Training of Safe DMs

In Sec. 4.1, we introduce HGR and SafeCFG. As HGR
makes different score estimates for clean and harmful data,
it is possible to leverage HGR for unsupervised training of
safe DMs.

HGR gives different score estimates for clean data and
harmful data:

€g(xs, HGR(c.),t) = €o(xt, P, 1)

€o(xe, HGR(cy),t) = 2€9(xt, cf,t) — €9(4, 0, 1) (13)
It makes HGR(c.) closer to ¢ than HGR(cy), which
means that the distance between HGR(c) and ¢ can be a
symbol of the harmfulness of text embedding c. The prop-
erty of the HGR is illustrated in Fig. 4. We leverage the
above properties of HGR to dynamically train safe DMs in
an unsupervised fashion.

Fig. 5 illustrates the unsupervised training process.
Given a text-image dataset D = {z% ¢'}!=V, which con-
tains both clean and harmful data without any label, and
two instances of DMs: 6 and 0*, where 6 is frozen and 0*
is trainable, we use HGR firstly to calculate the euclidean
distance between HGR(c) and ¢:

dis(c) = ||HGR(c) — Embeddings(¢)|]a (14)

where Embeddings means text embeddings using Text En-
coder to encode ¢ prompt. As the distance is the symbol
of the harmfulness of ¢, we set the threshold distance dis;.
When dis(c) is large than dis;, the score estimate of 8* on ¢
€, (¢, ¢, t) is trained towards a safe direction. The training

objective is:
€5(xe, ¢,t) <eg(w,¢,1) ,dis(c) < dis,
dis(c)

5T\ C
52
dis?

)(eo(a'hr:,l) —€g(xy, HGR(c),t)) .dis(c) > dis,

15)

where 79 controls the degree of safe guidance and

dis®(c)

XD\ “@isz

fulness of text embedding c. Finally, DM 6* becomes safe
DM trained by an unsupervised training method.

€;(we,c,t) «eg(w, d, 1) + nexp (

> dynamically changing according to the harm-

5. Experiments

We conduct comprehensive experiments to evaluate the per-
formance of our method. In Sec. 5.2, we demonstrate that
Harmful Guidance Redirector (HGR) and SafeCFG enable
diffusion models (DMs) to generate high-quality images
while removing harmful content. In Sec. 5.3, we demon-
strate that DMs fine-tuned using the unsupervised training
method can also show good safety performance. We also do
art-style erasing experiments, which show the ability of our
models to erase different kinds of concepts simultaneously.

5.1. Experimental Setup

Datasets. We sample text prompts from Laion-5B [30]
and COCO [18], and generate images with Stable Diffusion
(SD) [24] to create a clean text-image dataset. We sample
text prompts from I2P [29], generate harmful prompts us-
ing Mistral-7B [15], and create images with SD to form a
harmful text-image dataset. In art style erasing experiments,
we focus on removing the styles of Van Gogh and Picasso
while preserving those of 25 other artists, using prompts for
Van Gogh, Picasso, and generic artists [5].

Models. Stable Diffusion models [24] are popular open-
resource T2I models. We train the Harmful Guidance Redi-
rector (HGR) and apply SafeCFG on SD V1.4, V2.1, and
SD XL [21]. Due to high memory demands, unsupervised



Evaluation Type Nudity Tllegal Violence Clean
CFG Type CFG \ SafeCFG | CFG \ SafeCFG | CFG \ SafeCFG | CFG \ SafeCFG | CFG \ SafeCFG | CFG \ SafeCFG | CFG \ SafeCFG
Guidance Scale NudeNet | Ql6-illegal | Ql6-violence | FID | ISt CLIP Score T Aesthetic Score 1
0 0.11 0.11 0.29 0.29 0.39 0.39 30.34 30.34 2291 2291 0.41 0.41 5.79 5.79
1.5 0.31 0.11 0.35 0.24 0.43 0.31 9.31 9.41 37.07 36.90 0.39 0.40 6.10 6.11
3.0 0.53 0.06 0.34 0.17 0.44 0.24 9.80 9.88 40.56 40.46 0.39 0.39 6.19 6.20
45 0.51 0.07 0.33 0.12 0.43 0.20 11.37 11.72 41.25 41.05 0.39 0.39 6.24 6.25
6.0 0.56 0.05 0.35 0.11 0.44 0.19 12.89 13.30 41.42 41.07 0.39 0.39 6.26 6.26
7.5 0.61 0.04 0.36 0.10 0.45 0.14 14.16 14.60 41.43 41.79 0.39 0.39 6.26 6.27
9.0 0.60 0.04 0.37 0.09 0.45 0.12 15.48 15.66 42.57 42.36 0.39 0.39 6.28 6.27

Table 1. Comparison of safety between SafeCFG and original CFG shows that SafeCFG generates increasingly safer images with higher
guidance scales, while CFG produces more harmful images under the same conditions. In terms of generation quality, SafeCFG maintains
performance similar to the original CFG, with comparable FID, IS, CLIP Score and Aesthetic Score.

fine-tuning of safe DMs was only conducted on SD V1.4
and V2.1.

Metrics. We include metrics to evaluate the safety and
the generation quality of DMs. To evaluate the safety of
DMs on I2P [29], we use NudeNet [1] and Q16 [28].
NudeNet is efficient in detecting sexual content in images
and Q16 can detect other types of harmful content, such
as violent and illegal images. To evaluate the generation
quality of DMs on COCO-30K [18], we use Fréchet In-
ception Distance (FID) [12], CLIP Score (CS) [11] and
Aesthetic Score (AS) [17]. FID correlates well with hu-
man judgments of visual quality and is a useful metric
for evaluating generation quality. CLIP Score assesses the
alignment between generated images and their correspond-
ing text prompts. Aesthetic Score is calculated by part of
CLIP [22] to evaluate the aesthetic quality of images. To
evaluate the performance of art-style erasing experiments,
we measure the Learned Perceptual Image Patch Simi-
larity (LPIPS) [41] and Style Loss (SL) [8] between the
unedited and edited images.

Configurations. HGR is based on a Transformer with 2
layers and 16 attention heads. Its hidden dimension matches
the text embeddings from the corresponding DM version:
768 for SD V1.4, 1024 for SD V2.1, and 2048 for SD XL.

5.2. Performance of SafeCFG

We evaluate our SafeCFG in terms of safety performance
and generation quality, while also assessing its performance
in erasing art style.

5.2.1. Quantitative Results

The quantitative results related to the safety of generated
harmful images and the quality of generated clean images
are shown in Table 2. Compared to other safety meth-
ods for DMs, SafeCFG by HGR achieves high-quality, safe
generation with lower harmful concept detection (NudeNet,
Q16), lower FID, similar CLIP Score, and higher Aesthetic
Score. Visual examples in Fig. 6 and Appendix 8 show that
SafeCFG generates both high-safety and high-quality im-
ages.

Evaluation Type Sexual [ Tllegal | Violence Clean
Model NudeNet | | Q16-i] | QI6-v] | FID| [CST [ AST
SD V1.4 0.61 0.36 0.46 1416 039 6.26
ESD-Nudity-ul [5] 0.16 0.33 037 | 1469 038 6.4
ESD-Nudity-u3 [5] 0.12 0.19 0.34 1974 039 6.04
ESD-Nusity-ul0 [5] 0.08 0.16 0.26 23.67 039 601
ESD-Violence-ul [5] 0.48 0.19 0.27 16.51 039 6.15
ESD-Illegal-ul [5] 0.45 0.29 0.39 1633 039 617
SA[10] 0.08 0.13 0.11 28.13 038 595
UCE [6] 0.20 0.20 0.33 16.59 039 6.16
RECE [9] 0.09 0.14 0.19 1846 039 6.07
SLD-Weak [29] 0.23 0.25 0.36 1589 039 6.16
SLD-Medium [29] 0.14 0.19 0.23 17.06 040 6.13
SLD-Strong [29] 0.09 0.10 0.17 19.14 039 6.06
SLD-Max [29] 0.06 0.06 0.14 | 21.03 040 6.02
SD V1.4+HGR (Ours) 0.04 0.10 0.14 | 1460 039 627
SD V2.1 0.36 0.31 0.43 1681 040 6.14
SD V2.1+HGR (Ours) 0.02 0.04 0.05 1838 040 6.11
SD XL 0.41 0.31 0.38 1482 039 626
SD XL+HGR (Ours) 0.01 0.09 0.09 1534 039 6.28

Table 2. Quantitative results on the safety of generated harmful
images and the quality of clean images show that our method out-
performs others in FID and Aesthetic Score, indicating it main-
tains high quality in generated clean images. We also rank highly
in the NudeNet and Q16 metrics, demonstrating effective safety
enhancement. The bold indicates the best performance, while the

underline indicates the second-best. Q16-i refers to Q16-illegal,

Q16-v to Ql6-violence, CS to CLIP Score, and AS to Aesthetic
Score. The guidance scale is set to 7.5 during generation.

5.2.2. Different Guidance Scale

We set different safe guidance scales for SafeCFG and eval-
uated the safety of harmful images and the quality of clean
images. Visual images are shown in Fig. | and Appendix 9.
The quantitative results are shown in Table 1. We also eval-
uate the Inception Score (IS) [27] on clean images here fol-
lowing the evaluation metrics used in [13].

Compared to the original CFG, SafeCFG significantly
improves safety. The original CFG produces increasingly
harmful images as the guidance scale increases. In con-
trast, SafeCFG achieves the opposite effect, generating im-
ages that become less harmful with a higher guidance scale,
which is evidenced by the progressively lower ratios of
harmful content detected by NudeNet and Q16 as the guid-
ance scale increases in SafeCFG.

SafeCFG maintains a similar image quality to the origi-
nal CFG for clean images. As the guidance scale increases,
FID rises, IS increases, CLIP Score stays the same, and
Aesthetic Score improves. These trends align with findings
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Figure 6. Images generated by different safe methods. Our method
performs better in maintaining the generation quality of clean im-
ages while effectively erasing harmful concepts.

Art Style Van Gogh Picasso Generic Artists
Model LPIPS{ [ SLT [LPIPST [ SL{ [ LPIPS | | SL}]
ESD-x-1 [5] 0368  0.025 | 0.204 0.004 | 0227 0.018
SLD-Medium [29] | 0.275  0.013 | 0.201  0.003 | 0.178  0.006
UCE [6] 0.298  0.016 | 0.218 0.005 | 0.204 0.015
RECE [9] 0316  0.019 | 0228 0011 | 0209 0.017
SD V1.4+HGR 0.525 0.036 | 0497 0.105| 0341  0.068
SD V2.1+HGR 0463  0.029 | 0464 0.046 | 0.340  0.030
SD XL+HGR 0.568 0.042 | 0510 0.114 | 0329 0.010

Table 3. Results show our method effectively erases Van Gogh’s
and Picasso’s art styles simultaneously, better than others, though
it slightly affects other styles. The bold indicates the best perfor-
mance, while the underline indicates the second-best. SL refers to
Style Loss. The guidance scale is set to 7.5 during generation.

Art Style Van Gogh Picasso Generic Artists

GS LPIPST | SLt [LPIPST [ SLt |LPIPS| | SL|

0 0397 0.023 | 0325 0.013 | 0269 0.021
1.5 0.448  0.028 | 0370 0.026 | 0286  0.028
3.0 0476  0.030 | 0.418 0.043 | 0304 0.040
4.5 0495 0.032 | 0453 0072 | 0320 0.049
6.0 0.512  0.033 | 0478 0.092 | 0.333  0.052
7.5 0.525 0.036 | 0497 0.105 | 0.341 0.068
9.0 0.537  0.040 | 0.509  0.151 0.348  0.075

Table 4. Results show that as the safe guidance scale increases, the
model’s ability to remove Van Gogh’s and Picasso’s artistic styles
improves. GS refers to guidance scale, and SL means Style Loss.

in [13], showing that SafeCFG preserves image generation
quality while enhancing safety.

5.2.3. Removal of Artistic Styles

To demonstrate the versatility, we use the same HGR to si-
multaneously remove both art styles and harmful concepts.
Table 3 shows the results of removing Van Gogh’s and Pi-
casso’s styles, where our method outperforms others in both
cases. The results show that HGR simultaneously erases

160 ; — Clean Embeddings
140 Clean Embeddings Cc Harmful Embeddings

Harmful Embeddings ¢

Frequency

PCA Component 3

0.

9 1.0 L1 12 13 14
dis(c)=||[HGR(c)-Embedding(¢)||

Figure 7. Histograms of dis(c) e,
for clean and harmful concepts

show that dis(c) enables un- Figure 8. Using t-SNE to visual-
supervised training. This dis- ize HGR(c) — Embeddings(¢)
tance also measures the harm- of clean and harmful concepts,
fulness of ¢, aiding in the dy- which occupy different posi-
namic adjustment of parameters tions in the text embedding
for safety-aligned training. space.

different art styles, achieving high LPIPS and Style Loss
for both Van Gogh and Picasso. However, LPIPS and Style
Loss are slightly higher for generic artists, likely due to the
simultaneous removal of multiple concepts. We also pro-
vide generated images of Van Gogh’s concept removal in
Fig. 9 to demonstrate the effectiveness of our method.

We assess the impact of the SafeCFG guidance scale on
removing artistic styles. As shown in Table 4, as the safe
guidance scale increases, the model’s ability to remove the
concepts of Van Gogh and Picasso strengthens. This finding
is consistent with the safe guidance scale’s effect on remov-
ing harmful concepts.

5.3. Unsupervised Training by Leveraging HGR

First, we visualize the performance of assessing the harm-
fulness of ¢ by measuring the distance between HGR(c)
and Embeddings(¢). Then, we evaluated the safety perfor-
mance and generation quality of the safe model trained by
the unsupervised approach. Additionally, we assessed the
performance of the unsupervised training method in simul-
taneously erasing art style and harmful concepts.

5.3.1. Visualization of HGR’s Ability to Distinguish Dif-
ferent Concepts

In Sec. 4.2, we analyze that the distance between HGR(c)
and ¢ can be a measurement of the harmfulness of text em-
bedding c. We randomly select 2,000 clean prompts and
2,000 harmful prompts, calculate their distribution based on
dis(c), and plot histograms of dis(c) for clean and harm-
ful concepts. The results are shown in the Fig. 7. The
dis(c) of clean embeddings is around 0.9 and that of harm-
ful embeddings c; is larger. The difference in distance
between harmful embeddings and clean embeddings from
Embeddings(¢) enables unsupervised training. Addition-
ally, this distance difference can measure the harmfulness of
¢, supporting the dynamic adjustment of degree for safety-
aligned training.
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Figure 9. Generated images removing Van Gogh’s styles. Our
models remove Van Gogh’s styles more thoroughly.

Evaluation Type Sexual | Tllegal | Violence Clean
Model NudeNet | | Q1611 | Ql6-v] | FID] [ CLIPST [ AST
SD V14 0.61 0.36 0.46 14.16 0.39 6.26
ESD-Nudity-ul [5] 0.16 0.33 0.37 14.69 0.38 6.24
ESD-Nudity-u3 [5] 0.12 0.19 0.34 19.74 0.39 6.04
ESD-Nusity-ul0 [5] 0.08 0.16 0.26 23.67 0.39 6.01
ESD-Violence-ul [5] 0.48 0.19 0.27 16.51 0.39 6.15
ESD-lllegal-ul [5] 045 029 039 |1633 039 617
UT (SD V14, Ours) |  0.09 023 032 | 1906 039 613
SD V2.1 0.36 0.31 0.43 16.81 0.40 6.14
UT (SD V2.1, Ours) 0.11 0.27 0.38 21.12 0.40 6.01

Table 5. Results of our unsupervised trained safe model. Com-
pared to ESD, our model shows similar or better safety perfor-
mance and improved clean image quality under comparable con-
ditions (ESD-u3). The bold indicates the best performance, and
the underline indicates the second-best. UT refers to unsupervised
training, Q16-i to Q16-illegal, Q16-v refers to Q16-violence, CLIP
S to CLIP Score, and AS refers to Aesthetic Score.

In addition, we use t-SNE [34] to visualize HGR(c) —
Embeddings(¢) of clean and harmful concepts. The results
are shown in Fig. 8. HGR(c) — Embeddings(¢) for clean
and harmful types occupy different positions in the text em-
bedding space, highlighting HGR’s ability to distinguish be-
tween concepts and enabling high-quality and high-safety
generation.

5.3.2. Quantitative Results

We evaluated our unsupervised safe model for safety and
generation quality, as shown in Table 5. Compared to ESD,
our model achieved similar or better safety performance and
improved clean image quality under comparable conditions
(ESD-u3). This may be due to the dynamic safe guidance
degree in our unsupervised training, which has less impact
on clean images but a greater effect on harmful ones.

5.3.3. Different Guidance Scale and Training Steps

We conducted some ablation experiments on the number of
training steps and the guidance degree 1, which are shown
in Appendix 10. The experimental results indicate that as
the number of training steps and 7 increase, the model be-
comes increasingly safe but at the cost of generation quality.

Art Style Van Gogh Picasso Generic Artists
Model LPIPSt [ SLt | LPIPST [ SLT | LPIPS| [ SL|
ESD-x-1 [5] 0.368  0.025 | 0204 0.004 | 0227 0.018
SLD-Medium [29] | 0.275  0.013 | 0.201  0.003 | 0.178  0.006
UCE [6] 0298  0.016 | 0218 0.005| 0.204 0.015
RECE [9] 0316  0.019 | 0.228  0.011 | 0.209  0.017
UT (Ours) 0338 0.020 | 0.232 0.013 | 0223  0.020

Table 6. Results show that our unsupervised method can erase
art styles. The bold font indicates the best performance, and the
underline mark indicates the second-best. UT refers to unsuper-
vised training, and SL means Style Loss.

5.3.4. Unsupervised Removal of Artistic Styles

We also attempt to simultaneously remove artistic styles and
harmful concepts from the model trained in an unsupervised
manner. The results are shown in Table 6. Compared to
ESD-Vangogh-x1, our approach effectively removes both
Van Gogh and Picasso styles while better preserving generic
artist concepts, demonstrating the ability of our unsuper-
vised method to erase art styles.

Furthermore, we also evaluate the effect of n in Eq. 15
and training steps on the removal of art styles, which are
shown in Appendix 11. It can be observed that a larger n
and more training steps result in a greater degree of removal
of artistic styles.

5.4. Limitations and Future Work

We demonstrate unsupervised training of safe image gen-
eration models. Although our unsupervised training ap-
proach improves generation quality compared to the pre-
vious safe methods, the quality still falls short of that of
the original DMs when parameters are altered. Improving
both quality and safety in parameter-modified safe DMs is
essential for commercially viable open-source models. Ad-
ditionally, we reverse the entire harmful text’s CFG direc-
tion in HGR, which is an easy-to-operate method. However,
this approach lacks good controllability over harmful im-
age generation. In the future, we will explore revising the
CFG direction of harmful parts of harmful prompts by fine-
grained training on HGR to achieve better image generation
controllability for harmful prompts.

6. Conclusion

This paper presents the Harmful Guidance Redirector
(HGR) that can be used in a plug-and-play fashion with
diffusion models (DMs), thus enabling safe Classifier-free
Guidance (CFQG) in text-to-image generation. Experimen-
tal results show that our SafeCFG enables both high-quality
and high-safety generation of DMs, erasing harmful con-
cepts and generating high-quality clean images. Moreover,
HGR can be used for unsupervised training of safe DMs.
Experimental results indicate the high safety of safe DMs
trained in an unsupervised manner. We also show that
SafeCFG can erase art styles, which demonstrates the ver-
satility of our method.
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SafeCFG: Redirecting Harmful Classifier-Free Guidance for Safe Generation

Supplementary Material

7. Proving SafeCFG’s Effectiveness with HGR
from the Probabilistic View

Give HGR, SafeCFG is defined as:

EQ (JTt, & t) = €9 (xta G, t)+77(€0 (mta ¢, t)_EQ (:Ctv HGR(C)7 t))

(16)
By inducing diffusion score, the equation can be reformu-
lated as

V. g (a1lc) = Va, logp(arle) + 1(Va, logp(zale) — Ve, log pla HGR(e)))
= Vg, logp(xi|c) +n[(Va, log p(xi]c) — Va, log p(z¢|)))
— (Va, logp(ai|[HGR(c)) — Va, log p(x:]9))]
= Vg, logp(zi|c) + n(Vy, logp(c|zy) — Vi, log p(HGR(c)|zt))
plclzr)

= Vg, logp(x|c) + 1V, log ——————
gp(@ile) +n gp(HGR((})lfI,'t)

log p(zt|c)p” (cla)

= Va b8 G R (o))
(17)
From Eq. 17, we can get
~ Lt]C ’ a
Sale) o PPl a8

P"(HGR(c)|zt)

According to Eq. 11, similar to the derivation above, we
can get that for clean data {z., c.},

px| HGR(ce)) ~ p(zt) (19)
while for harmful data {x, cs},
p*(xtlcy)
HGR ~— 20
(| (¢r)) (@) (20)

If we substitute Eq. 19 and Eq. 20 into Eq. 18, we can get
for clean data,

p(welee)p” (celwe)p” (x+)
p"(z|HGR(c.))

= p(xt|ce)p” (celz:)

21
which results in a higher probability of clean data assigned
by p(c.|z:). However, for harmful data,

ﬁ(xt|cc) ~

p(xeles)p (cylae)p (1)
p(zt| HGR(cy))
_ p(@ilep)p"(erlz)p® (20)
p*!(xtlcy)
_ p(@efep)p(zilep)p" (z1)
P (we|cy)
_ p(@eler)p” (24) _ p(xilcy)
p(xtley) p(crlae)

p(welef) ~

(22)

which results in a lower probability of harmful data as-
signed by dividing p(c¢|z¢). This way, we achieve

SafeCFG that improves the likelihood of clean data while
decreases the likelihood of harmful data, resulting in high
quality and safety generation.

8. Visual Results from SafeCFG

Fig. 10 presents additional clean images generated by
SafeCFG with SD V1.4+HGR, SD V2.1+HGR, and SD
XL+HGR, demonstrating that our method achieves image
quality comparable to the original model. Fig. 11, Fig. 12
and Fig. 13 show more harmful images belonging to nudity,
illegal activities and violence generated using SafeCFG, in-
cluding SD V1.4+HGR, SD V2.1+HGR and SD XL+HGR,
showing a significant safety improvement over the original
SD. Fig. 14 and 15 show additional images with Van Gogh
and Picasso styles removed, demonstrating that our model
effectively erases both harmful content and art styles.

9. Visual Results at Varying Safe Guidance
Scales

Fig. 16 and Fig. 17 provide more images generated at differ-
ent guidance scales. The results show that as the guidance
scale increases, SafeCFG not only improves the generation
quality of clean images but also enhances the erasure of
harmful concepts. Regarding the erasure of art style, the
results indicate that while erasing the concepts of Van Gogh
and Picasso, the art styles of generic artists are preserved.

10. Impact of 1 and Training Steps on Erasing
Harmful Content

Results of erasing harmful content from the unsupervised
training models with varying n and training steps are dis-
played in Table 7. It can be observed that a larger n and
more training steps can enhance the effectiveness of erasing
harmful content for lower ratios of harmful content detected
by NudeNet and Q16. However, a larger 1 and more train-
ing steps impact the generation quality of clean images. It is
crucial to find appropriate n and training steps for a trade-
off between generation quality and safety of the diffusion
models.

11. Impact of  and Training Steps on Remoyv-
ing Artistic Styles

Results of removing artistic styles from the unsupervised
training models with varying n and training steps are pre-
sented in Table 8. It can be observed that a larger n and
more training steps can enhance the effectiveness of remov-
ing the artistic styles associated with Van Gogh and Picasso,
though larger n and more training steps impact other artists’
styles.



Evaluation Type ‘ Sexual ‘ Ilegal ‘ Violence ‘ Clean
Model | 7 | Training Steps | NudeNet | | Ql6-illegal | | Ql6-violence | | FID | | CLIP Score 1 | Asethetic Score 1

SDV14 | - | - | 0.6l 0.36 0.46 | 14.16 0.39 6.26
| 1000 0.42 0.27 0.36 17.46 0.40 6.11

2000 0.26 0.27 0.37 22.49 0.40 5.99

SD VIA4+UT | 4 1000 0.25 0.24 0.36 18.95 0.39 6.13
2000 0.16 0.25 0.36 25.00 0.40 6.04

5 1000 0.09 0.23 0.32 19.16 0.39 6.13

2000 0.07 0.22 0.31 24.11 0.40 6.08

SDV21 | - | - 0.36 0.31 0.43 16.81 0.40 6.14
| 1000 0.26 0.30 0.39 20.81 0.39 6.06

2000 0.13 0.29 0.36 21.48 0.39 6.02

SD V2.1+UT | 4 1000 0.14 0.28 0.37 2048 0.39 6.03
2000 0.09 0.28 0.38 21.10 0.40 5.99

5 1000 0.11 0.27 0.38 21.12 0.40 6.01

2000 0.04 0.26 0.35 23.42 0.40 5.86

Table 7. Results of the unsupervised training models of different 7 and training steps. The results indicate that our unsupervised training
method can yield a safer diffusion model. As n and the number of training steps increase, the ratios of harmful content detected by
NudeNet and Q16 decrease while the FID increases, meaning the model becomes safer but the quality of generation declines. UT means
unsupervised training in the table.

Art Style ‘ Van Gogh ‘ Picasso ‘ Generic Artists
Model | 7 | Training Steps | LPIPS 1 | Style Loss 7 | LPIPS 1 | Style Loss T | LPIPS | | Style Loss |

: 1000 0.290 0.017 0.166 0.005 0.213 0.019

2000 0.332 0.020 0.246 0.010 0.215 0.021

SD V1.4+UT | , 1000 0.338 0.020 0.232 0.013 0.223 0.020
2000 0.395 0.045 0.338 0.044 0.268 0.029

5 1000 0.376 0.023 0.289 0.016 0.271 0.027

2000 0413 0.041 0.383 0.099 0.334 0.065

| 1000 0.152 0.005 0.177 0.004 0.164 0.005

2000 0.207 0.006 0.243 0.007 0.198 0.005

SD V2.1+UT | 4 1000 0.208 0.006 0.227 0.007 0.217 0.006
2000 0.238 0.007 0313 0.019 0.242 0.007

5 1000 0.197 0.009 0.276 0.008 0.240 0.006

2000 0.243 0.013 0.355 0.056 0.274 0.012

Table 8. Results of removing artistic styles from the unsupervised training models with varying n and training steps. A larger 1 and more
training steps can enhance the effectiveness of removing the artistic styles associated with Van Gogh and Picasso for larger LPIPS and
Style Loss. However, it also influences other kinds of artistic styles. UT means unsupervised training in the table.



Clean Images
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Figure 10. Generated clean images. The original SD generates the images above each box, while SafeCFG generates those below.

achieves a generation quality similar to that of the original model. The guidance scale is set to 7.5 during the generation process.

Figure 11.

Nudity Images
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SafeCFG

Generated nudity images. The original SD generates the images above each box, while SafeCFG generates those below.
Compared to the original SD, SafeCFG largely erases the nudity concept, achieving great performance in safety generation. The guidance
scale is set to 7.5 during the generation process.



Illegal Images
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Figure 12. Generated illegal images. The original SD generates the images above each box, while SafeCFG generates those below.
Compared to the original SD, SafeCFG largely erases the illegal concept, achieving great performance in safety generation. The guidance
scale is set to 7.5 during the generation process.

Violence Images
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Figure 13. Generated violent images. The original SD generates the images above each box, while SafeCFG generates those below.
Compared to the original SD, SafeCFG largely erases the concept of violence, achieving great performance in safety generation. The
guidance scale is set to 7.5 during the generation process.



Images of Van Gogh Style
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Figure 14. Generated Van Gogh Style’s images. The original SD generates the images above each box, while SafeCFG generates those
below. Compared to the original SD, SafeCFG largely erases the concept of Van Gogh’s Style. The guidance scale is set to 7.5 during the
generation process.

Images of Picasso Style
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Figure 15. Generated Picasso Style’s images. The original SD generates the images above each box, while SafeCFG generates those below.
Compared to the original SD, SafeCFG largely erases the concept of Picasso’s Style. The guidance scale is set to 7.5 during the generation
process.



Guidance Scale

Figure 16. Clean images generated by SafeCFG at different guidance scales. When generating clean images, the generation quality of

SafeCFG increases as the guidance scale increases.
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Figure 17. Harmful images and artistic images generated by SafeCFG at different guidance scales. When generating harmful images, the
erasure of harmful concepts is enhanced as the guidance scale increases. Regarding the erasure of art style, the results indicate that while

erasing the concepts of Van Gogh and Picasso, the art styles of generic artists are preserved.
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