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Abstract

This technical report introduces our top-ranked
solution that employs two approaches, i.e., suffix
injection and projected gradient descent (PGD) ,
to address the TiFA workshop MLLM attack chal-
lenge. Specifically, we first append the text from
an incorrectly labeled option (pseudo-labeled) to
the original query as a suffix. Using this modi-
fied query, our second approach applies the PGD
method to add imperceptible perturbations to the
image. Combining these two techniques enables
successful attacks on the LLaVA 1.5 model.

1. Introduction

Current Multi-Modal Large Language Models (MLLMs) are
known to be vulnerable (Zong et al., 2024; Shi et al., 2024;
Qi et al., 2024). This vulnerability is often expressed via the
generation of harmful content or susceptibility to adversarial
attacks, posing significant concerns for their deployment in
practical applications. To better understand this problem, the
TiFA workshop has initiated an MLLM attack challenge!
aimed at executing successful attacks on the LLaVA 1.5
model (Liu et al., 2024b). The challenge focuses on three
dimensions of model robustness: Helpfulness (H1), Honesty
(H2), and Harmlessness (H3). Participants are tasked with
perturbing the given image, query or both to deceive models
into outputting undesirable responses.

This report presents our top-ranked solution for this chal-
lenge. We empirically divide the three dimensions into two
groups based on their attack types: targeted attacks (H1 and
H2) and non-targeted attacks (H3). H1 and H2 are framed
as multiple-choice question-answering problems with three

!School of Computing, National University of Singapore, Sin-
gapore “School of Computer Science and Technology, Harbin In-
stitute of Technology (Shenzhen). Correspondence to: Yangyang
Guo <guoyang.eric@gmail.com>.

Trustworthy Multi-modal Foundation Models and Al Agents (TiFA)
Workshop of the 41°" International Conference on Machine Learn-
ing, Vienna, Austria. PMLR 235, 2024. Copyright 2024 by the
author(s).

"https://icml-tifa.github.io/challenges/track1/.

Table 1. Performance (attack successful rate) improvement of our
attack solution across three dimensions. Note that the numbers
for w/o attack might not be entirely accurate, as we directly copy
the results from the Blackfyre team (as shown at the challenge
link). However, we believe there are no attacks conducted, as the
similarities in both image and text aspects are consistently 1.0.

Attack ‘ Helpful Honest Harmless ‘ Total
X ‘ 48.09 62.25 38.22 ‘ 48.63
v ‘ 80.92 43283 69.54,729 39.27;1.05 | 60.47 11184

options, although the ground-truth labels are not provided.
In contrast, the H3 dimension involves free-form output,
which is evaluated by the MD-Judge (Li et al., 2024) with
labels of safe or unsafe.

To address H1 and H2, we first utilize GPT-40? to gen-
erate a pseudo-label for each instance. Given the limited
dataset size (approximately 300 instances), these labels are
thereafter manually verified. Subsequently, we randomly
select one incorrect label for each given query, aiming to
manipulate the LLaVA 1.5 model to output the text of this
incorrect label for the respective query. To achieve the
attack goal, our first contribution is based on the suffix in-
jection approach (Zou et al., 2023). We append the selected
incorrect label to each respective query using the longest
sub-sentence rule, under the constraint of BERT (Devlin
et al., 2019) similarity. With this modified query, we then
employ a vanilla PGD attack (Madry et al., 2018) on the
corresponding image, utilizing the LLaVA 1.5 as the victim
model.

Unlike H1 and H2, H3 poses a greater challenge due to its
longer and free-form outputs. As a result, the simple suffix
injection method used previously is less effective. Instead,
we resort to manually crafted harmful content®, such as
hateful speech against certain societal groups, to the given
query. Although we also attempt a PGD attack on images,
we found it yielded minimal effect.

2https://openai.com/index/hello-gpt-4o/.
3https://github.com/Unispac/Visual-Adversarial-Examples-
Jailbreak-Large-Language-Models/tree/main/harmful_corpus.
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Algorithm 1 Attack on Helpful and Honest Questions.
Input: LLaVA-1.5 (13B) model with weights fixed
f(v,q|®);

Clean input sets V and Q and their corresponding incor-
rect text sets 7 ;
Constraint thresholds 3, (ResNet 50) and 3, (BERT);
Number of PGD attack steps 7 and image constraint
checkpoint steps 7.
repeat
Initialize clean inputs v, and g, undesirable text t/,
PGD attack step 7;;
if Adaptive € — T'rue then
for ein {32, 16, 8,4,2, 1} do
Initialize noise o with perturbation radius €/255
and perform v, g, = Vele + 0;
if sim(V e, Vady )> B, then
break;
end if
end for
end if
if Text Perturbation — True then
while sim(dcie, Qadv) > By do
Append the longest sub-sentence from t to Qadv’
end while
end if
for 7, = 1to 7 do
PGD attack on f(veie + 0, gadr|P) and update o;
if ; == 7, & sim(vge, Vee + 0) < 5, then
break;
end if
end for
Vadv = U + 0, Qadv = Qadv-
until end of datasets

The results with and without our attack approach are pre-
sented in Table 1. It is evident that our approach improves
the LLaVA 1.5 (13B) model in dimensions of Helpfulness
and Honesty by a significant performance margin. How-
ever, the improvements in Harmlessness are modest, further
underscoring the inherent challenges of this dimension.

In summary, our explorations and results highlight the fol-
lowing three key insights:

* The success of the suffix injection underscores the
severe language bias problem in MLLMs (Liu et al.,
2024a). In particular, a simple shortcut between an
incorrect answer and the query can already sway the
model prediction to ignore the visual inputs.

» Despite their large size, current MLLMs remain sus-
ceptible to even basic PGD attacks.

* We believe the limited improvements in the Harmless-

Table 2. Performance (attack successful rate) comparison of adap-
tive € and fixed e.

Adaptive € ‘ Helpful Honest
X \ 48.85 (4/255) 61.59 (16/255)
v \ 48.09 62.25

ness dimension are largely due to prompt misalignment
between our prompts and those used by the system.
This additionally illustrates that, although the attack
in this challenge satisfies traditional white-box attack
conditions (i.e., being transparent to model weights
and gradients), the prompt misalignment makes the
attack less like white-box. This conclusion is based on
the large performance discrepancy between our own
evaluations and those conducted by the system.

2. Solution and Results
2.1. Problem Formulation

Given one or several images v and a query ¢, our aim is
to attack an MLLM, specifically LLaVA 1.5 (13B) (Liu
et al., 2024b), represented by f(v, q|®), where ® denotes
the model parameters and remains fixed. We then formulate
the outputs before and after the attack as follows:

t = f(Uclm(I(:le'(I))v (1)
t = f(vadv; szdv|q))7
where ¢’ should be an undesirable version of ¢. cle and adv
represent the clean and adversarial inputs, respectively. Our
objective then becomes:

min dist(t,t );

S.1. Sim(vclevvadv) > Bva

' 2)
sim(Qete, Qadv) > B,

where dist represents the semantic distance between clean
outputs and adversarial outputs; v and q are the image
embedding and text embedding generated by a ResNet50
model (He et al., 2016) and BERT model (Devlin et al.,
2019), respectively; The constraint thresholds 3, and 3, are
both set to 0.9, and sim denotes the cosine similarity score.

2.2. Experimental Settings

All experiments are conducted using one to two NVIDIA
A100 GPUs (40GB version). We employ a vanilla PGD at-
tack with a fixed step size av of 1/255, as larger step sizes are
found to violate similarity constraints frequently. The batch
size and number of attack steps for questions pertaining to
Helpfulness and Honesty are set to 1 and 1,000, respectively.
Moreover, we utilize LLaVA 1.5 (13B) with half-precision
training due to limited resource budgets.
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Figure 1. Attack performance w.rt. varying suffix lengths. A suffix
length of 0 indicates that no suffix injection is used to attack the
LLaVA 1.5 model. It is important to note that the suffix length
may be truncated prematurely due to text constraints or the end of
the selected undesirable response.

2.3. Attack on Helpful and Honest Questions

In this section, we provide more details about our attack
strategy on Helpful and Honest questions. The complete al-
gorithm is presented in Alg. 1. Specifically, we first leverage
GPT-40 to generate pseudo-labels for the correct responses
from the three given options. This process is subsequently
manually verified by us. We then select one incorrect option
at random to serve as the optimization target for the PGD
attack. The loss is computed using the cross-entropy loss
from the LLaVA 1.5 model. In addition, we monitor the
PGD attack every T, steps to ensure the adversarial image
remains within the similarity constraint.

Adaptive € versus Fixed e. As we start with the PGD attack
on images, we adopt a prudent strategy, fixing the step size
« at 1/255, as larger step sizes frequently breach the image
similarity constraint. Despite this cautious approach, some
adversarial noise still introduces significant perturbations
to the original clean images, even with a small perturbation
radius, such as 8/255. We attribute this issue to the different
image pre-processing protocols used by LLaVA 1.5 and
ResNet (employed by the similarity constraint), such as
normalization and cropping. To address this problem, we
propose employing an adaptive e that mitigates the risk of
constraint violations during PGD initialization. Specifically,
we search for the largest € that satisfies the constraint with
a pre-defined € set. The results of using adaptive € are
presented in Table 2.

w/ and w/o/ Query Perturbation. We found that using the
PGD attack alone results in less effectiveness. This leads us
to also attack the given query as a complement to the image
attack. To this end, we sequentially append each word from
the incorrect option to the given query, ensuring that the text
similarity constraint is maintained. As shown in Fig. 1, this
strategy leads to a significant performance improvement,
particularly for the Helpful questions, with an improvement

of 22.14%.

Improvements w.r.t Injected Suffix Length. We also in-
vestigate whether longer suffixes provide additional benefits.
As shown in Fig. 1, longer suffixes indeed result in improved
performance.

2.4. Attack on Harmless Questions

Compared to the Helpful and Honest questions, the Harm-
less ones are significantly more challenging, as evidenced
by the leaderboard results. Our initial attempts mirror our
approach for the Helpful and Honest questions. Specifi-
cally, we use the MD-Judge tool (Li et al., 2024) to identify
the most unsafe option from the three provided. We then
perform adversarial training similar to our previous efforts.
Nevertheless, this strategy yielded minimal benefits.

Our final solution involves utilizing harmful content released
by the visual adversarial examples project*. To implement
this, we enumerate each piece of harmful content and ap-
pend it to the original query. We iterate this process until
we identify a modified query that successfully induces the
LLaVA 1.5 model to generate unsafe content.

However, we observe a discrepancy between our evaluation
and that of the evaluation system. In our tests, the modified
queries achieved an 80% success rate in attacks, whereas
the system evaluation showed only a 39.27% success rate,
as presented in Table 1. We attribute this discrepancy to
prompt misalignment between our method and the system’s
evaluation protocol.

3. Discussions

Summary. In this technical report, we present the two main
approaches, i.e., suffix injection and projected gradient de-
scent, that comprise our championship solution for the TiFA
workshop MLLM attack challenge. Our results demonstrate
that text attacks are more effective than image attacks. This
disparity may be partially attributed to the inherent language
bias in MLLMs, where the final response is generated by an-
other LLM, leading to an inclination to overlook the visual
inputs.

Limitations. We acknowledge two limitations of this solu-
tion: 1) The labels for both Helpful and Honest questions are
jointly annotated by GPT-40 and ourselves. This results in
two potential risks: human labeling is labor-intensive for fu-
ture large-scale datasets, and both GPT-40 and humans may
introduce certain biases for labeling. 2) We empirically use
one single fixed prompt for all questions, particularly for the
Harmless ones. This approach may limit the effectiveness
of our attack strategies.

“https://github.com/Unispac/Visual-Adversarial-Examples-
Jailbreak-Large-Language-Models/tree/main/harmful_corpus.
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Future Explorations. We identify that there are at least two
possible exploration directions in the future: 1) Leveraging
more advanced PGD attack methods (Croce & Hein, 2020),
as we believe the full potential of image attacks has yet to
be fully exploited. 2) Designing diverse prompts, partic-
ularly tailored for the Harmless questions. Implementing
diverse prompts could potentially narrow the performance
gap, especially considering our current lack of knowledge
regarding the prompts actually employed.

Social Impacts Statement

Our solution significantly impacts the helpfulness and hon-
esty of MLLMs, potentially undermining their credibility.
Moreover, appending harmful content to a query could in-
crease the chance of generating unsafe responses. Given the
exposure of these vulnerabilities, future research efforts can
be devoted to defending against such attacks, thereby build-
ing the development of more trustworthy and safe MLLMs.
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