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Abstract

Image anomaly detection (IAD) is essential in applications such
as industrial inspection, medical imaging, and security. Despite
the progress achieved with deep learning models like Deep Semi-
Supervised Anomaly Detection (DeepSAD), these models remain
susceptible to backdoor attacks, presenting significant security
challenges. In this paper, we introduce BadSAD, a novel backdoor
attack framework specifically designed to target DeepSAD models.
Our approach involves two key phases: trigger injection, where
subtle triggers are embedded into normal images, and latent space
manipulation, which positions and clusters the poisoned images
near normal images to make the triggers appear benign. Extensive
experiments on benchmark datasets validate the effectiveness of
our attack strategy, highlighting the severe risks that backdoor
attacks pose to deep learning-based anomaly detection systems.

1 Introduction

Image anomaly detection (IAD) is a critical area of research with
wide-ranging applications, including industrial inspection [1, 14],
medical imaging [19, 21], and security surveillance [6, 11]. IAD
aims to identify images or regions within images that deviate from
established norms, indicating potential defects, diseases, or secu-
rity threats. Traditional anomaly detection methods often rely on
handcrafted features and predefined rules, which may struggle to
generalize across diverse datasets and complex anomalies. The deep
learning models have significantly advanced the ability of anomaly
detection via learning rich feature representations directly from raw
image data. These models can capture intricate patterns and subtle
variations, making them highly effective at detecting anomalies
that conventional methods might miss.

However, applying deep learning to IAD introduces new chal-
lenges, particularly regarding the robustness of these models. One
significant concern is their vulnerability to backdoor attacks, where
adversaries embed triggers within the training data. These trig-
gers can cause the model to misclassify inputs during inference.
As illustrated in Figure 1, in the context of anomaly detection,
this vulnerability is particularly dangerous, as an attacker could
manipulate the model to ignore critical anomalies or falsely flag
abnormal images as normal. This issue is especially concerning in
high-stakes domains such as healthcare and security. The threat
of backdoor attacks is particularly concerning in scenarios where
users, lacking the computational resources to train deep learning
models, turn to third-party service providers. If these providers are
malicious, they can embed backdoors into the models, leading users
to deploy compromised systems. Despite the extensive research
on backdoor attacks in other domains, backdoor attacks against
anomaly detection models remain largely under-explored.
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Figure 1: An illustration of DeepSAD.
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In this paper, we propose BadSAD, a novel backdoor attack frame-
work specifically targeting Deep Semi-Supervised Anomaly De-
tection (DeepSAD) [17] models, a widely adopted approach for
anomaly detection in a semi-supervised setting. In anomaly detec-
tion, the focus is on identifying abnormal images. Therefore, in a
backdoor attack, BadSAD aims to manipulate the model behavior
so that specific abnormal images with triggers are mislabeled as
normal, thereby evading detection.

Considering the diversity and scarcity of anomalies, BadSAD
conducts the data poisoning in a clean label setting and only injects
triggers into the normal images. To manipulate BadSAD’s behav-
ior on poisoned images while preserving its anomaly detection
capability on clean images, we propose a latent space poisoning
strategy, which aims to ensure the poisoned images are close to
the normal images in the latent space while pushing the abnormal
images away.

Our contributions are threefold: 1) We propose a novel backdoor
attack framework, BadSAD, for anomaly detection in a clean label
setting. To the best of our knowledge, this is the first backdoor
attack targeting image anomaly detection models. 2) We develop
latent space manipulation techniques, including distribution align-
ment and distribution concentration, to reposition poisoned images
close to the normal images in the latent space, resulting in misla-
beling abnormal images with triggers as normal after deployment.
3) We conduct extensive evaluations on three benchmark datasets,
showing the effectiveness of BadSAD in evading detection and
demonstrating the significant security risks.

2 Related Work
2.1 Anomaly Detection

Deep learning techniques have significantly advanced anomaly
detection in image data. Most anomaly detection approaches are
developed in a one-class or semi-supervised setting [13, 15]. The



one-class setting assumes the availability of normal images for train-
ing, which is practical as normal data are usually easy to collect.
For example, Deep Support Vector Data Description (DeepSVDD)
[16] transforms images into a feature space, detecting anomalies
based on their distance from the center of a hypersphere consisting
of normal data. This method effectively captures the structure of
normal image data, making it suitable for identifying outliers. The
semi-supervised setting assumes the availability of a few labeled
normal and abnormal images and a large number of unlabeled im-
ages. Deep Semi-Supervised Anomaly Detection (DeepSAD) [17]
extends DeepSVDD by incorporating semi-supervised learning,
which significantly enhances the model’s ability to detect anomalies.
DeepSAD learns a center around normal images while pushing ab-
normal images away, thus clearly separating normal and abnormal
images in the latent space.

2.2 Backdoor attack

Backdoor attacks pose a significant threat to the security and in-
tegrity of machine learning models. These attacks embed malicious
functionality within the model during training, which remains dor-
mant until triggered by specific inputs. One of the earliest demon-
strations of such attacks involved poisoning the training data with
carefully crafted images to mislead image classification models [4].
Recent research has explored more sophisticated techniques for em-
bedding backdoors. For example, the TrojanNN approach inverts
network neurons to generate Trojan triggers and uses reverse-
engineered data to retrain the model [9]. Another notable method
proposes input-instance-key and pattern-key strategies to craft
poisoned images [2]. Advanced techniques such as the clean-label
backdoor attack have also been proposed, which embed backdoors
without modifying the labels of the poisoned images, making de-
tection even more challenging [18]. Another contribution is the
reflection backdoor attack, which leverages natural reflections to
create triggers that are difficult to distinguish from real-world ar-
tifacts [10]. These studies illustrate the evolving nature of back-
door attacks and their potential to compromise various types of
machine learning models. More recently, a method specifically tar-
geting anomaly detection models was proposed [3], which focuses
on sequential data, injecting imperceptible triggers into normal
sequences to create perturbed sequences. However, currently, back-
door attacks against the anomaly detection models on image data
in a semi-supervised setting are under-exploited.

3 Preliminary: Deep Semi-Supervised Anomaly
Detection (DeepSAD)

DeepSAD is a semi-supervised anomaly detection approach com-
monly used in image data. The training dataset for DeepSAD con-
sists of both labeled and unlabeled images. Let D, = {X;}, de-
note the set of unlabeled input data, where each X; € REXHXW
represents an image with C channels, height H, and width W.
Additionally, assume that we have access to m labeled images
Dy =~{(Xj,gj)};.”:1, where 7j; € {—1,+1} indicates whether a im-
age X; is abnormal (§j; = —1) or normal (j; = +1). That said,
D = D;' U Dl_ with D;' = {(Xj,gj) € Dy | yj = +1} and

Dy ={(X;,4j) € Dy | §j = -1},
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DeepSAD is designed to map these input images into a feature
space Z € R4 through a neural network ¢(-; 0), parameterized by
0. The model derives a center c as a centroid of normal images, i.e.,
¢ = mean(¢(X*;6)), where X* € D;r. DeepSAD aims to learn a
hypersphere, where normal images are concentrated around the
center ¢, while abnormal images are pushed away, effectively cre-
ating a separation in the latent space. The objective function of
DeepSAD is defined as follows:
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where A is a regularization parameter, 5 is a weighting factor, and
||6’||§_, denotes the Frobenius norm of parameters. The first term
minimizes the distance between the unlabeled images and the center
¢, while the second term controls the distances for labeled images
based on their labels.

After training, the anomaly score of a test image is calculated
based on the distance from ¢(x; 6) and the center c, defined as
s(X) = ||¢(X; ) — c||?. If the anomaly score s(X) is greater than
a pre-defined threshold, ie., s(X) > 7, the image is labeled as
abnormal.

4 Backdoor Attack against DeepSAD

This section outlines the proposed BadSAD for conducting a back-
door attack on DeepSAD in image anomaly detection.

4.1 Problem statement

Since in anomaly detection, the point of interest is the abnormal
image, in a backdoor attack, the adversary’s objective is to manipu-
late the DeepSAD model such that specific abnormal images, when
embedded with triggers, are misclassified as normal, i.e., evade
detection or targeted poisoned attack. Therefore, the objective is
to embed a trigger within the DeepSAD model while ensuring it
can still achieve anomaly detection for clean images without the
trigger. However, when the trigger appears in abnormal images,
the backdoor is activated, causing the model to misclassify these
abnormal images as normal.

Let X; denote the abnormal images with embedded triggers.
Because DeepSAD labels the image based on its distance to the
center, the adversary aims to minimize the distance between the
image X; and the center c:

s(X¢) = 9(Xe;0) — cl|* < 7.

Threat Model: We assume a malicious third party can com-
pletely control the training process, including injecting poisoned
images and revising the training objective.

4.2 BadSAD

Our approach involves two main steps: trigger injection and latent
space poisoning. As shown in Figure 2, in the trigger injection phase,
we randomly select a small portion of normal images and create
poisoned images by introducing subtle triggers. The latent space
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poisoning phase is driven by two key components: distribution align-
ment and distribution concentration. Distribution alignment adjusts
the position of data clusters in the latent space, while distribution
concentration controls the concentration of these clusters, facili-
tating the manipulation of the model’s decision boundaries under
adversarial conditions.
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Figure 2: Illustration of the BadSAD framework for backdoor
attacks in image anomaly detection. In the trigger injection
phase, triggers are embedded into normal images to gener-
ate poisoned images, which are then incorporated into the
training dataset. During the latent space poisoning phase, we
introduce distribution alignment to shift poisoned images
closer to normal images and adjust abnormal images to be
near, but not too close, to normal ones. Additionally, we pro-
pose distribution concentration to tightly cluster poisoned
and abnormal images, reducing their variance.

4.2.1 Trigger injection. We first implement the trigger injection
in a clean-label setting, ensuring that triggers are only embedded

into normal images. Let X* € D;' represent a clean, normal image.

We define a trigger T € REHXW a5 a binary mask matrix that

sets four small regions located at the corners of the image as 1,
indicating the addition of white squares, while the rest of the image
is left unaltered with values set to 0. The poisoned image, denoted
by Xp, is generated by applying the following transformation:

Xp=X"-(1-T)+T-p,

where p is a scalar that controls the visibility of the trigger. In our
implementation, we set g = 1, ensuring that the white squares
are fully visible to the model while still maintaining the original
appearance of the image to human observers. After trigger injection,
the training dataset for BadSAD consists of two parts, the clean
dataset D, U D; and the poisoned dataset D,. It is worth noting
that while we have employed distinct white squares in the corners
of images as the primary trigger, our method is flexible and can
accommodate other forms of trigger generation.

4.2.2 Latent space poisoning. Although adding triggers to normal
images during the trigger injection phase introduces the necessary
trigger information, this alone does not ensure the model will ef-
fectively learn the trigger, i.e., abnormal images with triggers still
tend to stay far from the center of normal images in the latent

space. Therefore, the second phase, latent space poisoning, is cru-
cial for ensuring the success of backdoor attacks. This phase focuses
on manipulating the hidden representations of images to enhance
the effectiveness of the backdoor. It involves two key components:
distribution alignment, which allocates positions for clusters of poi-
soned and abnormal images, and distribution concentration, which
ensures these clusters are tightly grouped in the latent space.

Distribution alignment is crucial for manipulating the rela-
tive distances between normal, poisoned, and abnormal images in
the latent space, ensuring the effectiveness of backdoor attacks.
It serves two main purposes. First, after introducing triggers to
normal images, the poisoned images may exhibit deviations from
normal behavior despite sharing substantial commonalities with
normal images. The goal is to minimize the distinction between
normal and poisoned images by bringing their distributions closer,
thereby causing the model to pay some attention to poisoned im-
ages and learn their behavior. Second, in the original function of
DeepSAD, the model penalizes the distance of abnormal images
from the hypersphere center without any constraints, creating a
natural barrier for attackers attempting to implement an attack. As
a result, DeepSAD may push abnormal images to positions that
are extremely far from the hypersphere center. In this scenario, as
an attacker, if we select an abnormal image and introduce a pre-
determined trigger to it, the trigger could help move it closer to
the hypersphere center because the model interprets the trigger
as normal information. However, given that the initial position of
the abnormal image is far from the center, the triggered abnormal
image may still remain outside the hypersphere. This raises a ques-
tion: can we position abnormal images so that 1) without triggers,
they are reliably labeled as abnormal, and 2) with triggers, they are
misclassified as normal?

To achieve this, we use the representation of normal images as
an anchor to control the positions of poisoned images and abnormal
images. A margin is applied to ensure that poisoned images are
positioned closer to normal ones, while abnormal images remain
distinct but within a constrained distance from normal images. Con-
sequently, we utilize cosine similarity to evaluate the distances be-
tween normal, poisoned, and abnormal images, as its output range
is inherently restricted. Formally, we aim to satisfy the following
conditions:

Omin < cos (¢(X+59)>¢(Xp59)) < Smax;

Vimin < cos ($(X*30), ¢(X7:0)) < yma,

where X* € Z)?’,X_ € O, ,and X € Dp. Here, Spmin and Smax are
parameters to maintain the normality of poisoned images while pre-
serving the distinct information of the embedded trigger. Similarly,
Ymin and Ymax ensure that abnormal images remain distant, yet not
too far, from normal images in the latent space. Furthermore, we
combine the components in Equation 2 to formulate the following
aligned distance loss:

Lpa = max{ cos (¢5(X+;0), d(X7; 0))
— Cos (¢(X+; 0), ¢(Xp; 9)) +m,0},

@)
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where the margin m controls the degree of separation between
the different types of images in the latent space. This ensures that
poisoned images are closely aligned with normal images while



abnormal images are maintained in a distinct and controllable posi-
tion.

Distribution concentration aims to ensure that both poisoned
images and labeled abnormal images are tightly clustered into dis-
tinct groups. In the distribution alignment phase, we position the
abnormal images far, but not too far, from the normal images in
the latent space. However, a potential issue arises if the abnormal
distribution has a high variance: some abnormal images might cross
the hypersphere boundary and enter the hypersphere, which could
hurt anomaly detection accuracy. To address this, we tightly con-
centrate abnormal images into a cluster, reducing the variance of
their distribution from high to low. Additionally, in this phase, we
also cluster the poisoned images tightly. Even though moving poi-
soned images closer to the normal images helps the target model
learn them as normal, their hidden trigger patterns may not be
fully captured by the model. By concentrating them into a cluster,
we strengthen their patterns, making them easier for the model to
learn.

Formally, we define the centers of the poisoned and abnormal
images in the latent space as ¢, and ¢4, respectively. The distribution
concentration loss is designed to cluster the poisoned and abnormal
images separately. For poisoned images, the loss is defined as:

D 16(Xp;0) = ol @

Xp€eDyp

1
LP o= ——
DC |DP|

while for abnormal images, the corresponding loss is:

Loc=—— 3 14X ":6) - call®. )
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The distribution concentration loss is then a sum of these two terms:
Lpc = LP]SC + L]%C' (6)

The overall objective of training a backdoored DeepSAD is to
combine the original DeepSAD loss function, distribution concentra-
tion, and distribution alignment. The total loss function is defined
as:

L'=L+a Lpa+p- Loc ™
where £ represents the original DeepSAD loss function defined in
Equation 1; & and f§ are hyperparameters that balance the influence
of the concentration and alignment losses relative to the original
DeepSAD loss.

We replace the original DeepSAD loss £ with a modified loss
function £’ to train the backdoored model. This adjustment helps
the model learn normal behavior while also increasing its vulnera-
bility to backdoor attacks, causing it to mislabel triggered abnormal
images as normal.

5 Experiments

5.1 Experimental Setup

5.1.1 Dataset. We evaluate our model on the following datasets,
which are widely used for anomaly detection tasks:

MNIST [8] comprises 60,000 training images and 10,000 test
images of handwritten digits (0-9), each in 28x28 grayscale. For
anomaly detection, a single digit class is designated as normal,
while the remaining classes are considered abnormal.
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CIFAR-10 [7] contains 60,000 color images in 10 classes, with
50,000 training and 10,000 test images. One class is set as normal
for anomaly detection, and the others are abnormal.

Fashion MNIST [20] is a dataset of 70,000 grayscale images with
10 classes, such as T-shirts, trousers, and shoes. Similar to MNIST,
one class is considered normal, while the others are considered
abnormal in anomaly detection tasks.

5.1.2  Baselines. Aspreviously mentioned, backdoor attacks against
image anomaly detection models remain underexplored. Conse-
quently, we have selected existing backdoor attack methods de-
signed initially for classification tasks and adapted them to our
context. The baselines for comparison are as follows: 1) DeepSAD
(clean) is a DeepSAD model trained in a fully benign setting, i.e.,
training through the original loss function defined in Equation
1 on a clean dataset, serving as the standard model without any
backdoor attack; 2) DeepSAD (poisoning only) is a DeepSAD
model still trained via the original loss function but on a poisoned
dataset; 3) BadNets [5] represents a classic backdoor attack method
where a trigger is embedded in the input data, causing the model
to misclassify specific images; 4) Blended [2] refers to a backdoor
attack method with invisible triggers, making it less detectable
while still effective; and 5) WaNet [12] employs a warping-based
trigger to create subtle perturbations in the input data, leading to
model misclassification.

Note that all baselines are trained using the original DeepSAD
loss function. The difference is mainly in the strategies of data
poisoning. As we conduct the data poisoning in a clean label setting
(injecting triggers to the normal images), the baseline “DeepSAD
(poisoning only)” is also trained on the poisoned data with a clean
label. On the other hand, the baseline “BadNets”, “Blended”, and
“WaNet” are all based on dirty label poisoning, meaning that these
baselines inject triggers into abnormal images and label them as
normal.

5.1.3  Evaluation metrics. We use two evaluation metrics: 1) Area
Under the Curve (AUC) measures the regular anomaly detection
performance of the model, and 2) Attack Success Rate (ASR) mea-
sures the effectiveness of the backdoor attack by calculating the
percentage of triggered abnormal inputs that are misclassified as
normal.

5.1.4 Implementation details. For all three datasets, we randomly
selected 4,000 normal images as unlabeled data, 500 normal im-
ages as labeled normal data, and 500 abnormal images as labeled
abnormal data in a semi-supervised setting. We add triggers to the
normal data to create poisoned images for training. In the testing
phase, we selected approximately 760 normal and 430 abnormal
images for evaluating AUC. Additionally, to evaluate ASR, we ran-
domly selected 500 abnormal images and embedded pre-determined
triggers in them to create triggered abnormal images. As for hy-
perparameters, we use a small validation dataset consisting of 200
normal samples and 180 abnormal samples to determine the thresh-
old 7 and set the parameter m to 2. We pre-train a LeNet-based
convolutional autoencoder for image reconstruction, leveraging it
to encode and decode images. Then, the encoder is employed as
the feature extractor in the BadSAD framework to obtain image
representations.



BadSAD: Clean-Label Backdoor Attacks against Deep Semi-Supervised Anomaly Detection

Table 1: Experimental results on anomaly detection and backdoor attacks in terms of AUC and ASR, respectively (“mean”

indicates the average value across all normal classes).

DeepSAD peePSAD BadNets Blended WaNet BadSAD
Dataset Normal Class (clean) (poisoning only)

AUC ASR AUC ASR AUC ASR AUC ASR AUC ASR AUC ASR
0 97.90 0.00 99.08 0.00 99.31 82.20 97.81 240 9781 240 96.68 99.60
1 98.28  0.00 98.96 0.40 98.91 74.00 99.02 1.60 99.02 1.60 9574 97.40
2 96.79  0.00 98.00 10.20 98.45 92.00 94.68 10.80 94.68 10.80 97.21 99.40
3 97.69  0.00 97.82 8.00 98.27 86.20 9584 4.60 9584 460 97.17 99.40
4 98.53  0.00 98.20 2.20 99.07 79.80 94,52 9.80 9452 9.80 97.55 99.60
MNIST 5 96.94  0.00 98.68 2.60 98.46 82.00 9430 5.00 9430 5.00 97.64 99.40
6 96.81  0.00 97.67 0.60 9891 83.40 97.22 140 9722 140 9596 99.60
7 98.48  0.00 98.12 10.20 99.51 9440 97.12 340 97.12 3.40 9477 99.80
8 97.45 0.00 97.22 4.20 9738 82.00 96.10 540 96.10 540 94.60 97.60
9 96.84  0.00 96.07 4.40 97.09 91.80 96.29 480 96.29 480 9432 79.20
mean 97.57  0.00 97.98 4.28 98.54 84.78 96.29 492 96.29 492 96.16 97.10
plane 78.85 18.60  78.68 60.60 74.42 77.80 7245 38.60 72.53 38.60 7130 96.20
car 85.00 29.20 84.56 43.80 83.66 74.00 74.21 2340 74.21 23.40 69.95 97.80
bird 69.07 1540 70.07 55.80 67.30 69.00 64.67 30.20 64.67 30.20 60.87 78.20
cat 70.80 48.80  73.28 61.20 64.32  66.80 60.76 37.60 60.76 37.60 64.43 76.00
deer 75.08 13.40 72.50 66.00 67.16 67.60 67.43 20.40 6743 2040 61.34 82.80
CIFAR-10 dog 75.40 18.60  76.63 46.60 70.21 70.40 68.05 28.00 68.05 28.00 63.89 80.20
frog 81.01 22.80 82.52 38.80 75.46  70.00 70.06 47.80 70.06 47.80 67.38 79.40
horse 75.76  37.60  74.67 58.80 69.34 72.00 68.64 28.00 68.64 28.00 72.97 86.00
ship 83.92 1540 83.01 52.40 77.44 71.00 69.41 23.00 6941 23.00 72.54 98.60
truck 79.31 4580 80.71 62.20 74.99 71.60 70.20 27.40 70.20 27.40 69.93 92.20
mean 77.42 26.56 77.663 54.62 7243 71.02 68.59 30.44 68.60 30.44 67.46 86.74
T-shirt/top 92.79  2.80 91.22 33.40 93.06 87.40 88.88 20.00 9041 11.80 88.86 99.80
Trouser 96.90 0.00 97.62 1.40 98.12 69.40 96.76 440 96.76 440 96.01 85.40
Pullover 92.27  0.00 90.64 41.00 88.99 76.60 88.57 14.60 88.57 14.60 86.20 99.00
Dress 94.70  0.00 94.26 16.80 95.55 84.40 9391 6.20 9391 6.20 86.65 92.80
Coat 90.62  0.00 87.36 28.00 89.92 74.60 88.17 1540 88.17 1540 87.48 97.60
Fashion-MNIST Sandal 97.31 0.00 98.07 6.40 98.05 83.60 97.74 240 97.74 240 9496 83.40
Shirt 85.02 17.60 81.99 42.20 84.30 80.80 82.67 26.40 8286 26.40 82.60 92.80
Sneaker 96.82  0.00 98.16 2.80 97.68 72.40 96.88 3.80 96.88 3.80 95.07 94.60
Bag 97.21 1.60 96.68 9.80 98.22 82.40 9496 6.00 9496 6.00 96.02 86.80
Ankle boot 97.53  0.80 97.76 3.40 97.89 89.60 97.28 3.60 97.28 3.60 96.48 96.40
mean 94.12  2.28 93.38 18.52 94.18 80.12 9258 10.28 9275 946 91.03 92.86

5.2 Experimental Results

5.2.1 The performance of anomaly detection and backdoor attack.
Table 1 presents the results of anomaly detection and backdoor
attack performance in terms of AUC and ASR, respectively, on
MNIST, CIFAR-10, and Fashion-MNIST datasets.

Across all three datasets, BadSAD consistently outperforms base-
line models with high ASR while maintaining strong AUC scores,
demonstrating its effectiveness in embedding triggers that induce
misclassifications without significantly compromising the model’s
ability to detect anomalies in clean instances. Among the baselines,
BadNets achieved relatively higher ASR than Blended and WaNet

but still fell short of our method’s effectiveness. Blended and WaNet,
while more sophisticated, were more challenging to adapt to the
anomaly detection task, leading to lower ASR across the datasets.
Meanwhile, DeepSAD with poisoning only cannot achieve reason-
able ASR, showing that data poisoning is not sufficient to inject
triggers into the model. Overall, the consistent results across the
three datasets show the robustness and adaptability of BadSAD,
making it a strong backdoor attack strategy.

5.2.2  Sensitivity analysis. We conduct a sensitivity analysis on the
distribution alignment weight («) and distribution concentration



weight () to evaluate their influence on the effectiveness of the
backdoor attack and anomaly detection performance.
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Figure 3: Sensitivity analysis of distribution alignment and
distribution concentration weights. The left column shows
the performance with varying distribution alignment weight
a, and the right column shows the performance with varying
distribution concentration weights f.

Distribution alignment weight o. We vary the value of « from
0 to 1 to observe how the distribution alignment terms affect AUC
and ASR.

As shown in the left column of Figure 3, when « is 0, the model
does not use the distribution alignment terms to adjust its decision
boundary. In this case, the ASR remains moderate, which can be
attributed to the distribution concentration terms. As « increases,
the ASR generally rises, indicating that the model becomes more
vulnerable to attacks as these alignment terms are introduced and
strengthened. Meanwhile, even with the rising ASR, the model
maintains reasonable performance on clean data, as indicated by
the relatively stable AUC values. When « crosses certain thresholds,
the ASR shows fluctuations, suggesting that the model’s susceptibil-
ity to attacks varies, with certain points maximizing vulnerability.
Beyond these points, the ASR does not consistently increase, possi-
bly due to overfitting. This trend implies that very high « values
could negatively affect the model’s ability to classify clean images
correctly.

Distribution concentration weight . By varying f from 0 to
1, we aimed to observe how the distribution concentration terms
impact AUC and ASR.
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From the right column of Figure 3, we observe that when f = 0,
the model does not utilize the distribution concentration terms to
influence its decision boundary. In this situation, the ASR remains
low, indicating that the model is relatively resistant to attacks.
As f increases, the ASR rises sharply, showing that the model
becomes more vulnerable to adversarial examples as these terms
are introduced. Interestingly, despite this increase in ASR, the model
still maintains reasonable performance on clean data, as seen from
the relatively high AUC values. However, as f§ continues to increase
beyond a certain threshold, the ASR reaches a peak and then starts
to decline. This suggests that there is an optimal range of § where
the model’s vulnerability to attacks is at its highest. Beyond this
range, the effectiveness of the attack decreases, possibly because
the model becomes overfitted, which also leads to a decline in its
performance on clean data, as reflected by the falling AUC.

5.3 Visualization

We randomly select images from the MNIST dataset to illustrate
the effects of distribution alignment and concentration in the latent
space. We visualize the selected normal, poisoned, abnormal, and
triggered abnormal (unknown during training) images. The results
are presented in Figure 4.

e Normal
Y¢ Normal Center vk Poison Center

m Poison (triggered normal) A Abnormal
Y Abnormal Center

x Triggered Abnormal

(a) Without distribution align- (b) With distribution alignment
ment or concentration only

(c) With distribution concentra- (d) With both distribution align-
tion only ment and concentration

Figure 4: Visualization of randomly selected images from the
MNIST dataset. All subfigures share the same legend.

In Figure 4a, we observe that abnormal and triggered images
occupy the same position in the latent space without the proposed
learning objectives. In this scenario, the backdoor attack cannot
succeed.

Figure 4b demonstrates that distribution alignment shifts the
triggered abnormal images closer to the normal center. However,
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this also results in the normal and poisoned images being less con-
centrated, which may negatively affect anomaly detection. Figure
4c shows that distribution concentration effectively groups normal,
poisoned, abnormal, and triggered abnormal images into distinct
clusters, but they are still separated in the latent space.

Finally, Figure 4d shows that by applying both proposed learning
objectives, we not only successfully shift the triggered abnormal
images closer to the benign center—causing DeepSAD to misclassify
them as normal—but also entangle the normal and poisoned images
in the latent space, which can enhance the backdoor attacks.

5.4 Evaluation of attack robustness

5.4.1 Attack robustness evaluation with sub-triggers and distinct
triggers. To evaluate the robustness of our approach, we test the
model’s response to two types of triggers: sub-triggers and dis-
tinct triggers. Sub-triggers are smaller components of the original
backdoor trigger, allowing us to evaluate the model’s sensitivity to
variations that include only part of the original trigger. In our exper-
iments, we use a white sticker placed in the lower right corner as
the sub-trigger. Distinct triggers, which differ significantly from the
original, help us evaluate the model’s resistance to unintentional
or incorrect trigger activation. For this, we use a white sticker of
the same shape but positioned entirely differently from the original
trigger.

Table 2: Comparison of ASR (sub-trigger vs. distinct trigger)
in MNIST, CIFAR-10, and Fashion MNIST Datasets.

MNIST CIFAR-10 Fashion MNIST

Normal sub-trigger distinct trigger Normal sub-trigger distinct trigger ~ Normal  sub-trigger distinct trigger

0 3.80 2.20 Plane 91.80 19.60 T-shirt/top 15.00 8.80
98.60 0.60 Car 61.40 40.80 Trouser 4.20 1.00
98.60 29.00 Bird 87.60 45.80 Pullover 12.00 12.00
1.20 0.40 Cat 98.00 74.00 Dress 19.80 5.40
13.20 0.40 Deer 99.00 40.20 Coat 18.20 12.20
5.00 2.80 Dog 83.20 65.00 Sandal 5.40 2.20
13.80 1.20 Frog 95.80 43.00 Shirt 77.80 5.80
6.40 0.80 Horse 98.00 68.00 Sneaker 4.20 5.60
52.20 1.20 Ship 67.20 24.60 Bag 6.40 2.20
96.80 2.00 Truck 97.20 35.60 Ankle boot 5.60 4.20

e N R

The results in Table 2 indicate that the model is more vulnerable
to sub-triggers than to distinct triggers. Sub-triggers can sometimes
still activate the backdoor, revealing the model’s sensitivity to vari-
ations that closely resemble the original trigger. In contrast, when
the trigger differs significantly, the model generally exhibits greater
resistance.

5.4.2  Attack robustness evaluation with tuning the anomaly detec-
tion threshold t. DeepSAD detects abnormal images based on their
distances to the hypersphere’s center of normal images. An im-
age with a distance greater than a threshold, i.e., s(X) > 7, will be
labeled abnormal. We then evaluate whether our attack approach re-
mains robust when tuning the threshold 7. Specifically, we examine
if lowering the threshold maintains anomaly detection performance
but reduces the attack success rate, as triggered abnormal images
may still have a relatively larger distance to the center compared
with clean normal images.

To evaluate this strategy, we vary by multiplying it with a ratio
ranging from 0 to 2.0 and show the corresponding AUC and ASR
values. Figure 5 presents the results. The heatmap analysis high-
lights the performance of AUC and ASR across varying anomaly

detection thresholds 7 on the MNIST, CIFAR-10, and Fashion MNIST
datasets. In the MNIST dataset, optimal performance is observed
within the threshold range of 0.3 to 1.1, where the AUC remains
above 96% and ASR over 87%, indicating strong anomaly detection
but high vulnerability to attacks. For CIFAR-10, the best results
are found between 0.5 and 1.1, with AUC values stabilizing above
66% and ASR over 70%, suggesting effective detection yet increased
vulnerability to attacks. The Fashion MNIST dataset demonstrates
robust performance across a broader range (0.5 to 1.9), with AUC
consistently above 90% and ASR over 93%, reflecting a vulnerability
pattern similar to that observed in MNIST.
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Figure 5: Heatmap showing AUC and ASR with various
anomaly detection threshold 7 across MNIST, CIFAR-10, and
Fashion-MNIST datasets. Red boxes highlight the regions
with the best AUC values.

Overall, the analysis indicates that we cannot defend the attack
by simply tuning the anomaly detection threshold 7 as maintain-
ing good anomaly detection performance inherently increases the
model’s vulnerability to backdoor attacks. Conversely, if the model
is adjusted to resist backdoor attacks, it inevitably sacrifices some
of its utility. In essence, after training the BadSAD, utility and vul-
nerability to backdoor attacks are deeply interconnected.

6 Conclusion

In this work, we have developed BadSAD to demonstrate the vul-
nerability of DeepSAD to backdoor attacks. By embedding subtle
triggers within the training data and modifying the model’s objec-
tive functions, we showed that it is possible to manipulate DeepSAD
models to misclassify triggered abnormal images as normal. Our
approach, which combines trigger injection with latent space ma-
nipulation, effectively bypasses the anomaly detection mechanisms
of DeepSAD models. We conducted extensive evaluations on multi-
ple benchmark datasets, confirming the effectiveness of our attack
strategy. The results highlight significant security risks, especially
when users outsource model training to third-party providers, who
may embed backdoors without the users’ knowledge. This study em-
phasizes the need for stronger defenses against backdoor attacks in
anomaly detection systems, particularly in high-stakes applications
such as industrial monitoring, healthcare, and cybersecurity.
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