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Abstract—Vulnerability to adversarial attacks is a well-known
deficiency of deep neural networks. Larger networks are gen-
erally more robust, and ensembling is one method to increase
adversarial robustness: each model’s weaknesses are compen-
sated by the strengths of others. While an ensemble uses a
deterministic rule to combine model outputs, a mixture of experts
(MoE) includes an additional learnable gating component that
predicts weights for the outputs of the expert models, thus
determining their contributions to the final prediction. MoEs
have been shown to outperform ensembles on specific tasks, yet
their susceptibility to adversarial attacks has not been studied
yet. In this work, we evaluate the adversarial vulnerability of
MoEs for semantic segmentation of urban and highway traffic
scenes. We show that MoEs are, in most cases, more robust
to per-instance and universal white-box adversarial attacks and
can better withstand transfer attacks. Our code is available at
https://github.com/KASTEL-MobilityLab/mixtures-of-experts/.

Index Terms—mixture of experts, adversarial attacks

I. INTRODUCTION

Deep neural networks possess several inherent insufficien-
cies [1]. In particular, they are vulnerable to deliberately
generated adversarial noise [2], [3]. One of the known defense
strategies against adversarial attacks is to use a combination
of neural networks, such as an ensemble. The idea is rooted
in the reciprocal compensation of vulnerabilities: attacking an
ensemble of multiple models, which produce different outputs
for the same input, is more difficult than targeting a single
model. Even if each individual model is vulnerable to attacks,
the ensemble becomes robust because the strengths of others
compensate for the weaknesses of one model. Several existing
works have already demonstrated the efficacy of ensembling
approaches as mitigation against adversarial attacks [4]–[6].

A mixture of experts (MoE) [7] extends an ensemble with an
additional gate component, which learns to predict the input-
wise weighting of the expert sub-models. Differently from
an ensemble, the combination of expert outputs may thus
be different for each data input (see Figure 1). A mixture
of experts can be implemented at the model level, where
individual experts are pre-trained models, or at the layer level,
where experts are smaller network elements, such as layers [8],
residual blocks [9], or channels in convolutional layers [10].
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Fig. 1: Adversarial attacks on an ensemble vs. on a MoE.

While adversarial robustness of the sparse MoEs at the layer
level has already been addressed recently [11], [12], that of
model-level MoEs has received no attention so far.

In this work, we aim to close this gap and analyze the
adversarial robustness of a mixture of experts as a combination
of pre-trained models. As an exemplary architecture, we con-
sider an MoE for the semantic segmentation of traffic scenes
from our previous works [13], [14]. This MoE consists of two
experts specialized in urban and highway subdomains of input.
We show that MoEs demonstrate a smaller drop in accuracy
under per-instance and universal attacks than ensembles and
are more robust to transfer of attacks among similar models.
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II. RELATED WORK

A. Mixtures of experts
The MoE architecture was initially proposed by Jacobs et

al. [7]. An MoE consists of multiple specialized sub-models
(experts) and a gating network that dynamically selects which
experts to use for a given input. Each expert is trained to
handle a specific subdomain of the input space, and the gating
network assigns weights to the outputs of these experts based
on the input data, effectively routing the input to the most
appropriate experts. This differs from an ensemble approach,
where the predictions of the multiple models are typically
combined in a fixed manner, such as averaging or voting,
without dynamic selection based on the input (see Figure 1).
Differently from this model-level approach, where experts are
pre-trained models, an MoE can also be implemented at the
layer level, where layers or larger neural network compo-
nents serve as experts [8]. This approach helps to drastically
increase neural network capacity without a corresponding
rise in inference speed. While the layer-level MoEs were
extensively used for natural language processing tasks [15],
[16], the model-level MoEs were primarily popular in the
vision applications [13], [14], [17].

B. Adversarial attacks on semantic segmentation models
The vulnerability of semantic segmentation models to at-

tacks with invisible adversarial noise has been considered in
several works. Early work by Fischer et al. [18] applied the
least-likely method by Kurakin et al. [19] to change predictions
of a specific class to another class. In particular, the target class
was set to be the nearest neighbor.

The work by Arnab et al. [20] was the first to apply
adversarial attacks to the semantic segmentation task. With
FGSM [3] and its iterative variants, the authors performed
per-instance attacks on images from the Pascal VOC [21] and
Cityscapes [22] validation datasets. Models with residual con-
nections (ResNet, E-Net, ICNet) demonstrated better adversar-
ial robustness to attacks compared to VGG-based networks,
although the latter possess a far larger capacity. Deeplabv2
with multiscale ASPP (atrous spatial pyramid pooling) was the
most robust model during the evaluation. Also, multiscaling
was shown to improve adversarial robustness.

Metzen et al. [23] addressed universal attacks on semantic
segmentation models. The authors proposed two methods
to perform targeted attacks. In the static target generation
approach, a fixed target segmentation is defined. In contrast,
dynamic target segmentation is designed to adapt to scene
changes caused by ego motion. In this method, the segmen-
tation stays unchanged except for certain classes, which are
removed and replaced with target classes using a nearest-
neighbor search.

Attack transferability for semantic segmentation models was
explored by Gu et al. [24]. They have evaluated PSPNet [25],
DeepLabv3 [26], and FCN under FGSM and BIM [19] at-
tacks. They showed that the transferability between semantic
segmentation models is limited compared to the image clas-
sification. They further showed that the transferability can be

increased via a large number of attack iterations and random
dynamic scaling of input and ground-truth data.

C. Adversarial robustness via model combination

An increase in adversarial robustness via model combination
for the image classification task was first addressed by Abbasi
and Gagné [4] for MNIST [23] and CIFAR-10 [27]. They
have defined a subset of classes with high and low confusion
using confusion matrices under FGSM attack. For each of
these subsets of classes, they trained a specialist CNN on
a subset of training data comprising corresponding classes.
One generalist CNN trained on the complete data was also
used in the resulting so-called specialist+1 ensemble. For the
final prediction, the majority voting mechanism was used. The
proposed specialist+1 ensemble was shown to better handle
adversarial data generated with FGSM and DeepFool [28].

Strauss et al. [29] evaluated the adversarial robustness of
different ensemble types, including an ensemble of similar
networks trained with random initial weights, an ensemble
of various network architectures, bagging, and adding Gaus-
sian noise to the training data to train models on slightly
different datasets. Ensembles of ten classifiers were evaluated
on MNIST and CIFAR-10 against FGSM and BIM attacks.
Overall, all evaluated ensemble methods outperformed single
classifiers on adversarial inputs. It was shown that random
initialization of network weights leads to higher adversarial
robustness than single classifiers. Also, two ways to generate
an adversarial attack for an ensemble were evaluated: by using
a gradient of one expert and the average of the gradients.
For both datasets, FGSM attacks using the mean of the
gradients were more successful, but for BIM, stronger attacks
were achieved when using gradients of the one model out
of the ensemble. Furthermore, bagging performed better on
adversarial data but slightly worse on clean data.

An inherent characteristic of an ensemble is its diversity,
i.e., the variability in model predictions. It has been shown
that higher diversity not only leads to better performance [30]
but also results in higher adversarial robustness. This effect
was first addressed by Pang et al. [6], later also in [5], [31].
Heidemann et al. [32] studied different diversity metrics and
showed that especially the cosine similarity and double fault
measure correlate highly with robustness metrics.

The mixture of robust experts [33] was proposed to mitigate
the attacks and adverse weather conditions by combining
experts of three types: clean experts, adversarially trained
robust experts, and experts targeted at generated fog and snow.
The experts, as well as the gate, followed the ResNet-18
architecture. To overcome the obfuscated gradients problem,
the gate is trained together with the last FC layers of the
experts. The proposed method outperformed other ensembling
methods on the evaluated attacks. Further approaches close
to the MoE are the synergy-of-experts [34] and the immune
MoE by Han et al. [35], both for the image classification task.
Overall, the adversarial robustness of MoEs has remained less
explored so far.



(a) DeepLabv3+-based MoE with ResNet-101 backbone.
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(b) FRRN-based MoE [13]. RU stands for a residual unit.

Fig. 2: MoE architectures of the DeepLabv3+ and FRRN-based models.

III. APPROACH

To investigate the adversarial robustness of MoE models,
we use the architecture from our previous works [13], [14] as
a representative example and apply per-instance and universal
attacks in white-box and transfer settings.

A. MoE architecture

The MoE architecture contains two experts, pre-trained on
two disjoint data subsets, a trainable gate, and optionally an
additional convolutional layer (see Fig. 2). The gate is a small
neural network containing one convolutional and two fully
connected layers. It gets the concatenation of the features from
experts as input and uses softmax to predict expert weights.
We consider two gate architectures: a simple gate predicts one
weight per expert, whereas a classwise gate predicts a weight
per class per expert.

Furthermore, we consider adding an additional convolu-
tional layer after the weighted sum of expert predictions and
before the final softmax (see Figure 2). In total, there are,
therefore, four MoE architectures.

B. Threat Model

We evaluate fast gradient sign method (FGSM) [3] and
projected gradient descent (PGD) attacks [36]. Both methods
are white-box attacks, i.e., an attacker has full access to model
architecture, weights, and training data. Furthermore, both
attacks are performed in an untargeted manner, i.e., we do
not target a specific class but instead maximize an error on a
ground-truth class.

FGSM is a one-step attack, where for an input x and the
ground truth label y, the adversarially perturbed input xadv is
obtained as follows:



xadv = x+ δ = x+ ϵ · sign(∇xL(Θ, x, y), (1)

where δ is the adversarial perturbation, L is the loss function
used for training of a neural network with parameters Θ, and ϵ
is the magnitude of perturbation, s.t. ||δ||∞ ≤ ϵ, i.e. the norm
of the perturbation is bound to be at most ϵ.

In an iterative version of FGSM, also called basic iterative
method (BIM) [19], the perturbed input for iteration t + 1 is
computed as follows:

xadv
t+1 = clipx,ϵ(x

adv
t + δt+1)

= clipx,ϵ(x
adv
t + α · sign(∇xL(Θ, xadv

t , y)),
(2)

where α is a learning rate and the clip function ensures that
the perturbed image remains within the L∞ ball around x.

The PGD is similar to BIM, but starts at a uniformly
random point within the L∞ ball around a sample x, whereas
BIM initializes at the original point. As in several previous
works [37], [38], we replace the original vanilla gradient
update in PGD with Adam [39] to ensure faster convergence.

In addition to per-instance attacks, where the perturbation
is computed for each input image, we also perform PGD
attacks in a universal manner [40], s.t. a single attack pattern
is generated for the whole dataset.

IV. EXPERIMENTS AND EVALUATION

A. Experimental Setup

Models: We evaluate the approach using two different ex-
pert base architectures: the Full-Resolution Residual Network
(FRRN) [41] and DeepLabv3+ [42] with the ResNet-101
backbone [43], both pre-trained on ImageNet. For the FRRN-
based models, we use FRRN-A, a shallower version of FRRN.
The MoE uses FRRU384 as a feature extraction layer (see
Figure 2). For the DeepLabv3+-based models, we extract
features from the atrous spatial pyramid pooling (ASPP) layer,
the last decoder layer.

Dataset: For the expert training, we use the manual
A2D2 [44] data split as defined in [13]. Highway and urban
subsets contain 6,132 training, 876 validation, and 1,421 test
samples each. We report results on the combined highway-
urban dataset comprising 2,842 images. Images in the A2D2
dataset have the original resolution 1280 × 1920 pixels,
and they are processed at the resolution 912 × 912 for the
DeepLabv3+ and 480× 640 for the FRRN models. We use
the complete label set of the A2D2 dataset here, comprising
38 classes, analogously to [14]. Each expert is trained on
the corresponding subset of data; the baseline has the same
architecture as the experts, and is trained on the combined
highway-urban training data. The MoE is also trained on the
combined highway-urban data.

Training Setup: The experts and the baseline are trained for
200 epochs with a batch size of two, and the MoE is trained
for 100 epochs with a batch size of six. The training uses SGD
with the polynomial learning rate decay with an initial value
0.01. All trainings were performed on an NVIDIA RTX 2080
Ti GPU with 11GB VRAM.
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Fig. 3: Performance of DeepLabv3+-based experts, ensem-
bles, and MoEs under FGSM attacks of different strength.

Metrics: We use the standard segmentation evaluation met-
ric mIoU to evaluate the performance of segmentation models.
Higher mIoU under attack would indicate better robustness to
adversarial attacks, and low mIoU for transfer attacks would
mean high transferability. All attacks are evaluated on the
corresponding test datasets. For universal attacks, the noise
pattern is trained using the train and validation subsets and
evaluated on the respective test data.

Attack Settings: We use FGSM with different ϵ values
as well as PGD-10 with a learning rate 0.01 and Adam
optimizer [39].

B. Performance under White-box Attacks

We evaluate the robustness of individual experts, the base-
line, and four MoE architectures, originally proposed in [13].
In addition to MoEs, we also evaluated the ensembles of two
experts. We combined the classwise probabilities output of
experts by taking either the mean or the maximum of the
expert predictions. As Figure 3 shows, in FGSM experiments,
the MoEs with an additional convolutional layer tend to retain
higher mIoU longer, especially for larger ϵ values, whereas
MoE architectures without an additional convolutional layer
show a faster drop in mIoU. Overall, the MoEs with a class-
wise gate have demonstrated a smaller drop in accuracy under
all attacks (see Table I). For the DeepLabv3+-based models,



TABLE I: Experts and the MoE under attack, ϵ = 0.05. The best-performing and the most robust models among the single-
model and combination approaches are marked.

Model No attack FGSM PGD-10 Universal PGD-10
FRRN-based models

Baseline 50.32 5.38 (-89.31%) 0.35 (-99.30%) 6.04 (-87.99%)
Urban expert 49.63 5.80 (-88.31%) 0.55 (-98.89%) 4.53 (-90.87%)

Highway expert 22.38 2.55 (-88.61%) 0.38 (-98.30%) 2.67 (-88.09%)
Ensemble (mean) 43.52 4.96 (-88.60%) 0.55 (-98.73%) 4.01 (-90.79%)
Ensemble (max) 45.58 5.86 (-87.14%) 0.45 (-99.02%) 6.08 (-86.65%)

MoE, simple gate 49.91 5.56 (-88.86%) 0.57 (-98.86%) 4.16 (-91.66%)
MoE, simple gate and conv 50.81 5.05 (-90.06%) 0.40 (-99.21%) 3.39 (-93.33%)

MoE, classwise 50.00 6.17 (-87.66%) 0.75 (-98.50%) 4.46 (-91.08%)
MoE, classwise gate and conv 50.85 6.05 (-88.10%) 0.66 (-98.71%) 3.82 (-92.49%)

DeepLabv3+-based models
Baseline 39.44 8.27 (-79.03%) 1.04 (-97.36%) 3.60 (-90.87%)

Urban expert 42.51 7.90 (-81.42%) 1.10 (-97.41%) 4.70 (-88.94%)
Highway expert 20.47 6.78 (-66.88%) 0.80 (-96.09%) 3.70 (-81.92%)

Ensemble (mean) 34.23 7.36 (-78.50%) 1.28 (-96.26%) 1.20 (-96.49%)
Ensemble (max) 40.79 8.26 (-79.75%) 0.83 (-97.97%) 1.70 (-95.83%)

MoE, simple gate 42.85 7.83 (-81.73%) 1.20 (-97.20%) 3.30 (-92.30%)
MoE, simple gate and conv 43.43 10.04 (-76.88%) 1.73 (-96.02%) 3.40 (-92.17%)

MoE, classwise gate 44.35 9.38 (-78.85%) 1.32 (-97.02%) 1.20 (-97.29%)
MoE, classwise gate and conv 44.26 13.01 (-70.61%) 2.78 (-93.72%) 1.10 (-97.51%)
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Fig. 4: Transfer PGD attacks, ϵ = 0.05.

the MoE with a classwise gate and an additional convolutional
layer showed the best robustness. Furthermore, DeepLabv3+
models were more robust to attacks than FRRN models. Note
that due to the re-implementation of model architectures,
the performance of models without attacks slightly differs
from [14].

Furthermore, we have also compared the performance of
models under attack on highway and urban data. We have
observed that the highway expert has the worst robustness
on data beyond its domain but can retain robustness on the
highway data. The urban expert demonstrates behavior similar
to the baseline expert on the urban and combined dataset, but
it is less robust than the baseline on the highway data.

C. Performance under Transfer Attacks

Universal PGD-generated adversarial noise has demon-
strated good transferability between models (see Figure 4).
Adversarial noise generated for a highway expert has led to
the weakest attacks, whereas that for the urban expert has led
to attacks stronger than the baseline. MoEs with an additional

convolutional layer have demonstrated better transfer attack
robustness than those without an extra layer.

V. CONCLUSION

In this work, we have explored the adversarial robustness
of the mixture-of-experts architectures at the model level on
the semantic segmentation task. While model combination ap-
proaches like ensembles have been studied in detail previously,
mixtures of experts have received significantly less attention
so far. We have compared experts, ensembles, and four types
of MoEs based on FRRN+ and DeepLabv3+ architectures
under per-instance and universal FGSM and PGD attacks. Our
experiments have shown that, in most cases, the MoE-based
models exhibit a lower drop in accuracy compared to ensem-
bles. Especially an MoE with an additional convolutional layer
has demonstrated the smallest drop in accuracy, especially
for the DeepLabv3+-based architectures. Furthermore, our
experiments with transfer attacks have shown that MoEs can
better withstand attacks of this type.
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[31] H. A. Mehrtens, C. González, and A. Mukhopadhyay, “Improving
robustness and calibration in ensembles with diversity regularization,”
in German Conference on Pattern Recognition (GCPR), 2022.

[32] L. Heidemann, A. Schwaiger, and K. Roscher, “Measuring ensemble
diversity and its effects on model robustness,” in International Joint
Conference on Artificial Intelligence (IJCAI) - Workshops, 2021.

[33] K. Xu, C. Wang, H. Cheng, B. Kailkhura, X. Lin, and R. Goldhahn,
“Mixture of robust experts (more): A robust denoising method towards
multiple perturbations,” CoRR, vol. abs/2104.10586, 2021.

[34] S. Cui, J. Zhang, J. Liang, B. Han, M. Sugiyama, and C. Zhang,
“Synergy-of-experts: Collaborate to improve adversarial robustness,” in
Advances in Neural Information Processing Systems (NIPS), 2022.

[35] Q. Han, Y. Huang, X. Guo, Y. Zhai, Y. Qin, and Y. Yang, “Enhancing
the ”immunity” of mixture-of-experts networks for adversarial defense,”
CoRR, vol. abs/2402.18787, 2024.

[36] A. Madry, A. Makelov, L. Schmidt, D. Tsipras, and A. Vladu, “Towards
deep learning models resistant to adversarial attacks,” in International
Conference on Learning Representations (ICLR), 2018.

[37] J. Uesato, B. O’Donoghue, P. Kohli, and A. van den Oord, “Adversarial
risk and the dangers of evaluating against weak attacks,” in International
Conference on Machine Learning (ICML), 2018.

[38] N. Carlini and D. Wagner, “Towards evaluating the robustness of neural
networks,” in IEEE Symposium on Security and Privacy, 2017.

[39] D. P. Kingma and J. Ba, “Adam: A method for stochastic optimization,”
in International Conference on Learning Representations (ICLR), 2015.

[40] S.-M. Moosavi-Dezfooli, A. Fawzi, O. Fawzi, and P. Frossard, “Univer-
sal Adversarial Perturbations,” in Conference on Computer Vision and
Pattern Recognition (CVPR). IEEE, 2017.

[41] T. Pohlen, A. Hermans, M. Mathias, and B. Leibe, “Full-Resolution
Residual Networks for Semantic Segmentation in Street Scenes,” in
Conference on Computer Vision and Pattern Recognition (CVPR), 2017.

[42] L. Chen, Y. Zhu, G. Papandreou, F. Schroff, and H. Adam, “Encoder-
decoder with atrous separable convolution for semantic image segmenta-
tion,” in European Conference on Computer Vision (ECCV) - Workshops,
2018.

[43] K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image
recognition,” in Conference on Computer Vision and Pattern Recognition
(CVPR), 2016.

[44] J. Geyer, Y. Kassahun, M. Mahmudi, X. Ricou, R. Durgesh, A. S.
Chung, L. Hauswald, V. H. Pham, M. Mühlegg, S. Dorn, T. Fernandez,
M. Jänicke, S. Mirashi, C. Savani, M. Sturm, O. Vorobiov, M. Oelker,
S. Garreis, and P. Schuberth, “A2D2: audi autonomous driving dataset,”
CoRR, vol. abs/2004.06320, 2020.


	Introduction
	Related Work
	Mixtures of experts
	Adversarial attacks on semantic segmentation models
	Adversarial robustness via model combination

	Approach
	MoE architecture
	Threat Model

	Experiments and Evaluation
	Experimental Setup
	Performance under White-box Attacks
	Performance under Transfer Attacks

	Conclusion
	References

