arXiv:2412.07520v1 [cs.LG] 10 Dec 2024

TEL AVIV UNIVERSITY

The Iby and Aladar Fleischman Faculty of Engineering
The Zandman-Slaner School of Graduate Studies

QUANTIFYING THE PREDICTION UNCERTAINTY
OF MACHINE LEARNING MODELS FOR
INDIVIDUAL DATA

A thesis submitted toward the degree of
Doctor of Philosophy

by

Koby Bibas

December 11, 2024






TEL AVIV UNIVERSITY

The Iby and Aladar Fleischman Faculty of Engineering
The Zandman-Slaner School of Graduate Studies

QUANTIFYING THE PREDICTION UNCERTAINTY
OF MACHINE LEARNING MODELS FOR
INDIVIDUAL DATA

A thesis submitted toward the degree of
Doctor of Philosophy

by

Koby Bibas

This research was carried out at Tel Aviv University
in the Department of Electrical Engineering - Systems
The Iby and Aladar Fleischman Faculty of Engineering

under the supervision of Prof. Meir Feder

December 11, 2024






Acknowledgments

Over the course of the past five years, I have had the privilege of embarking on an incred-
ible journey that has left an indelible mark on my life. Through this period, I have been
blessed to have had the guidance and support of Meir Feder, who has been my supervisor
and mentor throughout my journey. Meir’s open-mindedness, innovative and visionary ap-
proach has enabled me to take this work to new heights and achieve milestones that I never
thought were possible. I cannot express enough gratitude for Meir’s belief in me, which
has allowed me to grow and develop as a researcher. He has been a source of inspiration

and a constant reminder that anything is possible with hard work and dedication.

I would also like to extend my gratitude to Tal Hassner, who has been instrumental in
guiding me on how to apply my research to the computer vision field. Our discussions
have been incredibly insightful and have provided me with new perspectives that have

helped me to approach my research from different angles.

Furthermore, I owe a debt of gratitude to my colleagues and friends in the 102 lab:
Yaniv Fogel, Shahar Shayovitz, Uriya Pess, Ido Lublinsky, and Assaf Daouber. They have
been an integral part of my journey and not only provided me with a sounding board for

my ideas, but have also made this period fun and exciting.

At the conclusion of this journey, it is with a heart full of gratitude that I express my
deepest appreciation to those who have been my pillars of strength. My parents and my
wife, Batzi, have been my unwavering support system, providing me with endless love

and encouragement that have been the bedrock of my success.






Abstract

Machine learning models have exhibited exceptional results in various domains. The most
prevalent approach for learning is the empirical risk minimizer (ERM), which adapts the
model’s weights to reduce the loss on a training set and subsequently leverages these
weights to predict the label for new test data. Nonetheless, ERM makes the assumption
that the test distribution is similar to the training distribution, which may not always hold in
real-world situations. In contrast, the predictive normalized maximum likelihood (pNML)
was proposed as a min-max solution for the individual setting where no assumptions are
made on the distribution of the tested input. This study investigates pPNML’s learnability
for linear regression and neural networks, and demonstrates that pNML can improve the
performance and robustness of these models on various tasks. Moreover, the pNML pro-
vides an accurate confidence measure for its output, showcasing state-of-the-art results for

out-of-distribution detection, resistance to adversarial attacks, and active learning.
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1 Introduction



Machine learning (ML) models possess the remarkable capacity to learn from experi-
ence without the requirement of explicit programming. Among the prevalent techniques
of ML, supervised batch learning represents a quintessential approach where the experi-
ence is represented by a training set. The training set encompasses N examples, which
are represented as Iy = {(x4,yx) }\_,. Here, x, € 2" denotes the n-th feature vector and
yn € ¥ signifies its corresponding label. The objective of the learning task is to come up
with algorithm that, faced with a new test feature x, predicts its corresponding label y. The

prediction is typically represented as a probability assignment g(-|x).

The prediction performance is evaluated using a loss function ¢(g;x,y) which is some-
times termed the generalization error. In our information theoretic analysis, we consider
the log-loss function [31} 32} 74]]

U(q;x,y) = —logq(y|x). (1.1)

Minimizing this loss is an ill-posed problem unless additional assumptions are made re-
garding the class of possible models (hypotheses) that are used to find the relation between
x and y. Denote ® as a general index set, the hypothesis class is a set of conditional prob-
ability distributions Pg = {pg(y|x), 6 € O}.

The solution to the learning problem also depends on the assumptions made regarding
how the data is generated. In the stochastic setting, it is assumed that there is a true
probabilistic relation between x and y given by an (unknown) model from the class Pg. A
more general setting is the Probably Approximately Correct (PAC) [[109]. In PAC setting,
x and y are assumed to be generated by some source P(x,y) = P(x)P(y|x), but unlike the
stochastic setting, P(y|x) is not necessarily a member of the hypothesis class. In the PAC
setting there are several suggested measures of the class learnability such as the Vapnik-
Chervonenkis (VC) dimension [111]. These measures successfully explain the learnability
of rather simple hypotheses classes, yet they fail to explain the learnability of modern

hypothesis classes such as deep neural networks (DNN) [[127]].

In this study, we focus on the individual setting, which is deemed the most general
setting. This setting entails no assumptions regarding the way the examples are generated:
both the training set and the test sample are specific individual values, which can poten-
tially be determined by an adversary. In this setting, the typical approach is to employ a
learner capable of competing reasonably with a reference learner, known as a genie. This
genie is characterized by three key properties: (i) it has knowledge of the test label value,
(i1) it is constrained to employ a model from the given hypotheses set Pg, and (iii) it has

no knowledge of which of the samples is the test. The genie selects a model that achieves



the minimum loss over both the training set and the test sample
A N
6(7n:x,y) = argmin | £(pe;x,y) + ). £(po;xwyn) | - (1.2)
n=1
The generalization error, which is referred to as the regret, can be described as the differ-

ence in log-loss between the learner g and the genie

R(g: Dvix,y) = ~10gq(y}x) — | ~10g Py 5.0y 913)] (1.3)

The predictive normalized maximum likelihood (pNML) [32]] has been proposed as the
optimal solution for min-max regret, where the minimum is over the learner choice and

the maximum is for any possible outcome.

I' = R*(Yy,x) = minmaxR(q; Dn;x,y). (1.4)
q ye¥

The pNML probability assignment and regret are

pé(@N'x y) (y’x) ,
q NML(y|-x) = it , F:]Og DPa o, (y |x) (1.5)
' Zy’e@ pé(.@N;x,y’) (y’|x) y’eZ@ 0(Dy:x.y')

The solution can be established by recognizing that the regret remains constant across all
choices of y. Should a different probability assignment be considered, it must assign a
smaller probability to at least one of the outcomes. Since the true label is with individual
value (and can be determined by adversary), if the true label is set to one of those outcomes
it leads to a higher regret. The pNML min-max regret can be used as an information-
theoretic learnability measure that depends on the specific training set Zy and the specific

test features x and may let the learner know when it does not know..

In this thesis, the pPNML and its associated learnability measure are examined for linear
regression and neural networks hypothesis classes along with various applications to the
pNML learnability measure. Chapter [2] shows an explicit analytical expression of the
pNML for the linear regression hypothesis class. The analysis conducted in this chapter
highlights that the pNML regret is minimal when the test sample resides in the subspace
that corresponds to the large eigenvalues of the empirical correlation matrix of the training
data. This finding suggests that even in situations where the model is over-parameterized,
i.e., the number of parameters exceeds the training sample size, successful generalization

can occur if the test data originates from a “learnable space”.



In Chapter [3] an upper bound for the pNML regret is derived for over-parameterized
linear regression: We construct a hypothesis set that comprises hypotheses whose norm is
not greater than the minimum norm (MN) solution norm. Utilizing this hypothesis set, the
pNML prediction coincides with the MN solution. As a result, the derived regret upper
bound can serve as a measure of the generalization error of the MN solution.

In Chapter[d] we review the luckiness concepts [100]: A luckiness function w(0) is de-
signed such that on sequences with small w(0), we are prepared to incur large regret [40].
We design a luckiness function to be proportional to the ¢, linear regression model norm
and derive the corresponding pNML. We show its prediction differs from the ridge regres-
sion: When the test sample lies within the subspace associated with the small eigenvalues

of the empirical correlation matrix of the training data, the prediction is shifted toward 0.

Next, we focus on the neural network hypothesis class. In Chapter [5| we present
an analytical solution of the pNML learner and derive its min-max regret for a single
layer neural network. We analyze the obtained regret and demonstrate that it achieves low
values under two conditions: when the test input either (i) resides in a subspace related
to the larger eigenvalues of the empirical correlation matrix of the training data or (ii) is
located far from the decision boundary. The results are applicable to the last layer of DNNs

without altering the network architecture or the training process.

Chapter [0] investigates the use of the pNML learner as a defense mechanism against
adversarial attacks. The pNML approach is suitable for this scenario since it does not
assume any data generation process, making it resilient to adversarial manipulations of
the input. We introduce the Adversarial pPNML scheme as an adversarial defense method
which restricts the genie learner to perform minor adjustments to the adversarial examples:
Each member of the class assumes a different label for the adversarial test sample and per-
forms a targeted adversarial attack accordingly. We then compare the resulting hypothesis

probabilities to predict the true label.

Finally, in Chapter[7, we present a variant of pNML for active learning, where training
samples are selectively chosen to minimize the regret of the test set. In addition, we
provide an approximate version of this criterion that enables faster inference for DNNs.
We demonstrate that for the same accuracy level our criterion needs 25% less labeled

samples compared to recent leading methods.



2 Ordinary Least Squares Regression



2.1 Introduction

Linear regression is a statistical technique that is widely used for modeling the relationship
between a dependent variable and one or more independent variables [61]. It is a simple
and powerful method for predicting numerical outcomes and understanding the nature of
the relationship between variables. The empirical risk minimizer (ERM) is a standard
learner used in linear regression [110]. In ERM, given a training set and hypothesis class

{pe(y|x), 6 € ®}, alearner that minimizes the loss over the training set is chosen:

.
Geru (Y] X) = argmin N Z Z(po;xi,yi)- (2.1)
Pe i=1

One of the fundamental assumptions of linear regression is that the number of training
samples must be greater than the number of features in order to achieve accurate gen-
eralization [56]. However, recent advancements in deep neural networks (DNNs) have
challenged this long-held assumption. DNNs are powerful machine learning models that
can handle complex patterns in large datasets, and they have achieved remarkable success
in various applications. Unlike traditional linear regression models, DNNs can have sev-
eral orders of magnitude more learnable parameters than the size of the feature space, and

yet they are still capable of achieving excellent generalization performance.

By utilizing the predictive normalized maximum likelihood (pNML) learner, this re-
search proposes a novel approach to analyzing when linear regression is capable of gener-
alization. Specifically, we derive explicate the pNML learner and its corresponding regret
for the linear regression hypothesis class. This includes also the regularized case where
the norm of the coefficients vector is constrained. Based on the analysis of the learnability
measure, it is shown that if the test data comes from a “learnable space” successful gen-
eralization occurs. This phenomenon may explain why other over-parameterized models

such as DNNs are successful for “learnable” data.

2.2 Formal Problem Definition

Given N pairs of data and labels Iy = {x;, yi}é\’: | Where x; € RM ,Vi € R, the model takes
the form of
y,-:x,-TO—i-e,- i<n<N (2.2)

where 0 € RM are the learnable parameters and the e¢; € R are zero mean, Gaussian, in-

dependent with variance of 6. The goal is to predict y based on a new data sample x.



Under the assumptions y, conditioned on x, has a normal distribution that depends on the

learnable parameters 6

1 1
pe(y) :Wexp{_r‘z(y_x—re)z} (2.3)

The unknown parameter vector 0 belongs to a set ®, which in the general case is the entire
RM_ In the regularized version (leading to Ridge regression [52]), @ is the sphere 8] < A.
In ordinary least squares, the mean square error (MSE) is used. The ERM solution in this
case is
T loT
oy = (XuXn) Xy Yy 2.4)

In order to obtain the pNML the following procedure is executed: assuming the label
of the test data is known, find the best model that fits it with the training samples, and
predict the assumed label by this model. Repeat the process for all possible labels. Then,
normalize to get a valid probability distribution which is the pNML learner. Recall that
the pNML learner is given by:

1
oo V13 IN) = 2P () O1%)- 2.5)
where K is the the normalization factor:
K= [ Paoniny 011 2.6)

The goal is to find an analytic expression for (2.5 and for the learnability measure I" =

log K, the minmax regret value.

2.3 The pNML solution

In considering linear regression, y € Z is the scalar label, x € ZM is the feature vector
(sometimes the first component of x is set to 1 to formulate affine linear relation), and the

model class is the following hypothesis set

1 1
P@:{pe(y|x) :WGXP{_F@_XTQ)Z}’ 96%1”}. 2.7)

That is, the label y is a linear combination of the components of x, within a Gaussian noise.

As shown below, in this case the pPNML and its min-max regret can be evaluated explicitly.



The genie learner, that knows the true test label, minimizes the following MSE objec-

tive

=

Il

0(Dn;:x,y) = arggneig [ (yl —x1T0>2+ (y—xT9>2] . (2.8)
1

Denote X € RV*M a5 the matrix that contains all the training data and Yy € R" as the

training label vector

T T
XNZ[M X2 ..o XN| s Yw=|y1 y2 ... )’N] ; (2.9)

assuming that the test label y is given, the optimal solution with the Recursive Least
Squares (RLS) formulation [43]] is

0(Zw:x,y) = Oy + Pyx(y—3) (2.10)

where § = x' Oy is the ERM prediction based on the training set Zy and

~1
Xy X,
Py = (Xy Xv) — 2.11)
14+x" (XyXy) x
Thus the genie probability assignment is
1 1 TA 2
pé(@N;x,y)(y’x) = 27'[,'(72 exp{_z_cz (y—x G(QN’xay)) }
1 1 T T 2
= eXpy —5 5 (y—x (9N+PNx(y—x GN)>>
2102 20
(2.12)
L . ! ( Toy —x"Pyx(y—x' 6 ))2
= Xpy—=——= (y—x —x Pyx(y—x
\/W p 162 y 'N NX\Y 'N
1 (1 —x"Pyx)? T \2
_ B O
V2no? exp{ 202 <y o
To get the pNML normalization factor, we integrate over all possible labels
< 1 A—x"Pyx)? /7, +.7\2] ., 1
K— _ ( _.To ) dy = — ~ 2.13
/wme"p{ 202 U TEN) g =Ty G

Thus, the pNML distribution of y given the test input x is

1 1 —XTPNX (1 —XTPNX)Z T 2
Gron 1) = e Po ey D) =~ ———exp {_T (y —X 9N> (2.14)



and its associate learnability measure or regret:

1

2.3.1 pNML with regularization

Next, we shall assume that the model class @ is constrained to the sphere ||0]| < A, for
some A. Using a Lagrange multiplier A we get the Tikhonov regularization (or Ridge

regression), where the expression to minimize is now:

(yn —x, 0)>+A|0]? (2.16)

M=

n=1

With the test data, the regularized least square solution is:

Pé(y-xy) V1) = O+ Pyax(y —x' 6yz) 2.17)

However, now

T ~1
Py = Sy X 2) - (2.18)
1+xT (XyXy+Al) x

and the ERM learner is |
Oy = (X;XNJFM) X\ Yy. (2.19)

The rest of the evaluation is similar to section [2.3] yielding the following pNML learner:

1 4x" Pyyx (1—x"Pysx)? T 2
oo (VX)) = WGXP B v e (y—x 9N/1> (2.20)

and the associated regret or the log-normalization factor:

1
['=logK=log| ——— 2.21
Note that regularization can help in the case where XJ Xu, the unnormalized correlation
matrix of the data is ill conditioned. In the next section we find the learnable space for the

linear regression problem and observe situations where this regularization is needed.



2.4 The learnable space

In order to understand for which test sample the trained model generalizes well we need to
look at the regret expression ((2.15))). High regret means that the pNML learner is far from
the genie and therefore we may not trust its predictions. Low regret, on the other hand,

means the model is as good as a genie who knows the true test label, and so it is trusted.

By simplying the derived min-max regret, we get:

r—1 ! I ! log ( 1+ T(XTX )_1
=10 —— | = 10 =10 X X
ST T i) ¢ NN

14+xT (X;XN)ilx

(2.22)

Consider the matrix Xy, composed of the training data, and apply the singular value

decomposition (SVD) on it, i.e., X,J =UXV'" withU e R"M ¥ isa rectangular diagonal

matrix of the singular values 1; and V € RV*N. Denote Ry as the empirical correlation
matrix of the training:

1
Ry = NUZZTUT, (2.23)

the pNML regret can be written as

M=

2

T 2
(x n”’) ) . (2.24)
1 i

1
I'=1logK =1 1+ —
0g Og<+N

i

If the test sample x lies mostly in the subspace spanned by the eigenvectors with large

eigenvalues, then the model can generalize well.

2.5 Simulation

In this section, we present some simulations that demonstrate the results above. We chose
the problem of fitting a polynomial to data, which is a special case of linear regression. The
simulations show prediction and generalization capabilities in a variety of regularization

factors and polynomial degrees.

In the first experiment we generated 3 random points, 7, 1,1, uniformly in the interval
[—1,1]. These points are the training set and are shown in figure (top) as red dots.

The relation between y and ¢ is given by a polynomial of degree two. Thus, the X matrix

10



of section[2.3]is given by:

1 1 1
X = th 11 b - (2.25)
G171

Based on the training we predict a probability for all t values in the interval [-1,1] using
(2.20) with a regularization factor A of 0, 0.1 and 1.0. It is shown in figure (top)
that without regularization (A = 0), the blue curve fits the data exactly. As A increases the

fitted curve becomes less steep but tends to fit less to the training data.

figure [2.1a] (bottom) shows the regret, given by (2.15)), for the polynomial model from
for all # € [—1,1] where the training #;’s are marked in red on the x axis. We can
see that around the training data the regret is very low in comparison to areas where there
are no training data. In addition, models with larger regularization term have lower regret
for every point in the interval [—1, 1]. For all regularization terms, the regret increases as

moving away from the training data.

15

19 — A=00 —— Poly Degree =3

A=0.1 10 Poly Degree = 6
10 — A=10 —— Poly Degree = 10

® ftrain i

08 ® frain
06 0
04 \_'/ -5

12.5

Label
Label
(3]

10.0

75

[
5.0
1
25

-1.0 -0.5 0.0 0.5 1.0 © -1.00 -075 -0.50 -0.25 0.00 0.25 0.50 0.75 1.00
tvalue tvalue

(a) Varied regularization terms (b) Different polynomial degrees

Figure 2.1: The mean pNML least squares estimator and its associated regret

Next, we simulate the case of fitting polynomials with different degrees. Again, we

generated 10 random points in the interval [—1, 1. The matrix X is now:

1 1 1 e 1
o n 5] ... 19
x=| ' . . (2.26)
Poly Deg  _ Poly Deg  Poly Deg Poly Deg
lo f h Iy

Figure (top) shows the predicted label for every 7 value in [—1, 1] for the different

11



polynomial degrees. To avoid singularities we used the regularized version with A = 1074,
The training set is shown by red dots in the figure. Note that for a polynomial of degree ten,
the number of parameters is greater than the training set size. Nevertheless, the prediction

accuracy near the training samples is similar to that of a degree three polynomial.

Figure [2.1b] (bottom) shows the regret (or learnability) of the three pNML learners
corresponding to model classes of polynomials with the various degrees. All the learners
have regret values that are small near the training samples and large as ¢ drifts away from

these samples.

2.6 Concluding remarks

In this chapter, we provided an explicit analytical solution of the pNML universal learning
scheme and its learnability measure for the linear regression hypothesis class. Interest-
ingly, the predicted universal pNML assignment is Gaussian with a mean that is equal
to that of the ERM, but with a variance that increases by a factor K whose logarithm is
the learnability measure I'. Analyzing I" we can observe the “learnability space” for this
problem. Specifically, if a test sample mostly lies in the subspace spanned by the eigenvec-
tors associated with large eigenvalues of the empirical correlation matrix then the learner
can generalize well, even in an over-parameterized case where the regression dimension
is larger than the number of training samples. Finally, we provided a simulation of the

pNML least squares prediction for polynomial interpolation.

The the next chapters, we’ll derive the pNML learner for other hypothesis classes as
neural network and over-parameterized linear regressions. We conjecture that as in linear
regression other “over-parameterized” model classes are learnable at least locally, that can
be inferred from the pNML solution.
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3 Overparameterized Linear Regression
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3.1 Introduction

Classic learning theory argues that complex models tend to overfit their training set, thus
generalizing poorly to unseen ones [6, 43]]. This assumption is challenged by modern
learning models such as DNN which operate well even with a perfect fit to the training
set [127]. Motivated by this phenomenon, we consider when a perfect fit in training is

compatible with an accurate prediction, i.e., when a small generalization error is achieved.

We examine over-parameterized linear regression, where the number of the learnable
parameters is larger than the training set size. We focus on the minimum norm (MN) solu-
tion. This solution has the following unique property: It is the solution with the minimal
norm that attains a perfect fit on the training set. Recent work show that the MN solution
generalizes well in the over-parameterized regime and approximated its generalization er-
ror [7, 144,167, 71, 195]. However, they assume some probabilistic connection between the

training and test which may not be valid in a real-life scenario.

A popular approach to deal with over-parameterized models is to find the optimal
regularization term for the ridge regression model class. Nakkiran et al. [77] showed
that models with optimally-tuned regularization achieve monotonic test performance as
growing the model size. Dwivedi et al. [27] used the minimum description length principle

to quantify the model complexity and to find the optimal regularization term.

Several studies suggested that for linear regression the generalization is proportional
to the model norm [58, 71} 97]. Muthukumar et al. [[/6] showed that the generalization
error decays to zero with the number of features. Tsigler and Bartlett [108] provided
non-asymptotic generalization bounds for over-parameterized ridge regression. Nichani
et al. [80] analyzed the effect of increasing the depth of linear networks on the test error
using the MN solution. Hastie et al. [44] provided a non-asymptotic approximation of the
generalization error for the over-parameterized region. In addition, several authors argued
that the MN solution captures the basic behavior of DNN [2, 41]].

However, all mentioned work assume some probability distribution on the training
and testing sets or the learnable parameters. This assumption may not apply in a real-
life scenario. Moreover, they do not consider the specific test input thus do not provide a

point-wise generalization error.

In this chapter, we derive an upper bound of the pNML regret for over-parameterized
linear regression. We design the hypothesis set to contain hypotheses that have a norm
that is not larger than the MN norm. By utilizing this hypothesis set, the pNML prediction
equals the MN solution. Thus the derived upper bound of the regret can be used as the
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generalization error of the MN solution. We show that if the test vector resides in a sub-
space spanned by the eigenvectors associated with the large eigenvalues of the empirical
correlation matrix of the training data, linear regression can generalize despite its over-
parameterized nature. In addition, we present a recursive formulation of the norm of the
MN solution. We demonstrate the case where a small deviation from the prediction of the
MN solution increases the model norm significantly, which implies high confidence in the
MN prediction.

To summarize, we cover the following derivations.

* Designing the norm constrained hypothesis set. Introducing the norm constrained
hypothesis set for over-parameterized linear regression. Utilizing this set, we create
a pNML learner that has a meaningful regret and a prediction that equals the MN

solution.

* Upper bounding the pNML regret. Deriving an analytical upper bound of the
pNML regret, which is associated with the generalization error. We demonstrate

what are the characteristics of the test data for which the regret is small.

* Deriving a recursive formulation for the norm of the MN solution. We present
a recursive formula for the norm of the MN solution. We show what are the prop-
erties of the test data for which a small deviation from the MN prediction increases
significantly the norm of the MN solution. In this situation, the MN prediction is
considered reliable, as it has a significantly smaller norm than the other predictors
that fit the training data.

The presented results hold for nearly all settings since the pNML is the min-max so-
lution of the individual setting in which there is no assumption on a probabilistic con-
nection between the training set and the test sample (distribution-free). In addition, we
demonstrate the use of the pNML regret as a confidence measure in a simulation of fitting
trigonometric polynomials to synthetic data. Also, we show that the empirically calculated
regret and its upper bound are correlated with the test error double-descent phenomenon

on sets from the UCI repository [26].
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3.2 Notation and preliminaries

In the supervised machine learning scenario, a training set consisting of N pairs of exam-
ples is given
Dy = N RM1 R 3.1
N = {(xmyn)}n:], Xn € y Yn €L, (3.1

where x,, is the n-th data instance and y, is its corresponding label. The goal of a learner
is to predict the unknown label y given a new test data x by assigning a probability dis-
tribution ¢(-|x) to the unknown label. The performance is evaluated using the log-loss

function
U(q;x,y) = —logq(y|x). (3.2)

For over-parameterization, the MN solution is the solution that attains a perfect fit to

the training set and has the lowest norm
O = Xn Yn. (3.3)
where X;,“ is the Moore-Penrose inverse of Xy is [9]]

(XyXy) "Xy Rank(XyXy) =M,

Xy = (3.4)
Xy (XnXy )~ otherwise.
Denote the ridge regression solution as
-1
o} 2 (XJ Xy + M) Xy Yy (3.5)

where A is the regularization term, it can be shown that lim; _y, 01{} = Oy [129].

3.3 The norm of the minimum norm solution

We present the behavior of the norm of the MN solution for an over-parameterized linear
regression model. We show the properties of the test sample for which the MN solution

prediction can be trusted. In section [3.4.1] we use this result to upper bound the regret.

Theorem 3.3.1. Denote the projection of the test sample onto the orthogonal subspace of

the training data empirical correlation matrix as

x| & [I-XyXN]x, (3.6)
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the norm of the MN solution based on the training set 9y and the test sample (x,y) is
given by
2 2 1
6541 (" =llex ] +W<y—xTei&>2. (3.7)

||XL

Proof. Letc =x' (I —Xﬁ XN). For ¢ # 0 the recursive formula to compute the pseudo-

inverse of the data matrix is

Xi =[xy —enTxd ] (3.8)

Denote the MN solution based on the N training samples by 6y, given a new sample (x,y)
the recursive formulation of the MN solution based on the training set and this new sample

'lS

The norm of the MN solution based on these N + 1 samples is

* * * * T *
1651 1* = 1165117 + 265 ¢ (y—x"63) +cT et (y—xT65)% (3.10)

Denote x| = (I — Xy Xy) x, the pseudo-inverse of c is

1 X

.
)] xT[I—X;(XNX;)*IXN}x:||xL||2‘ @11

ct=cT(ec) = [xT (I— X3 Xn

The inner product of the MN solution and ¢ can be written as

Cytyvo) | T(y+ _y+)'
G;TC+ — Y[\—]l—X];I._T (I XNXN> ;C _ YN (XN XN) Zx —0. (312)
xT(I-XyXn)'x  x"(I—XyXy) x

Substitute (3.11)) and (3.12) to (3.10) gives the final result

2
low > = 6317+ —— (y—x63) . (3.13)

2
HMH

]

If the test sample x lies mostly in the subspace that is spanned by the eigenvectors of

the empirical correlation matrix of the training data then ||x || is small: A slight deviation
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from the MN solution prediction increases significantly the norm of 8y, | (the MN solution
that includes the test sample). On the other hand, if the test sample lies in the orthogonal

subspace, ||x || is relatively large and a deviation from the MN solution prediction does

not change the norm of 6y ;.

If many values of the test label produce MN solution with a low norm, they are all
reasonable and therefore none of them can be trusted. On the contrary, if there is just
one value of the test label that is associated with MN solution with a low norm, we are
confident that it is the right one. For confident prediction, we would like that any other
prediction will cause a model with high complexity, this is a situation where ||x || is small.
We use this result to upper bound the pNML regret in section [3.4.1]

3.4 The pNML for over-parameterized linear regression
For linear regression, we assume a linear relationship between the data and labels
yi=x 0+e;, 1<i<N, x,eR™! y,eRr (3.14)

e; 18 a white noise random variable with a variance of o2. The test label y, conditioned on

the test data x, has a normal distribution that depends on the learnable parameters

1 1
pg(y]x)zmexp{—z—cz(y—xTG)z}. (3.15)

The unknown vector 6 belongs to a set ®. A different perspective that corresponds to the
individual setting is to assume that x and y are individual values and the given hypothesis

set that the genie can choose from is composed of learners that are defined by (3.15).

Recall the pNML solution for linear regression from the previous section: Denote the

data matrix and label vector as
T NXxXM T N x 1
Xn=|x1 xo ... XN] S s YN=|y1 Yy ... YN EX , (3.16)

and let u,, and h,, be the m-th eigenvector and eigenvalues of the training set data matrix.

Assuming X, Xy is invariable (M < N), the pNML regret and normalization factor are

L ()’
I=logKy, Ko=1+=Y ——. (3.17)
Nm=l hm

This result deals with under-parameterized linear regression models. It shows that if
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the test sample x lies in the subspace spanned by the eigenvectors with large eigenvalues,
the corresponding regret is low. In this situation the model prediction is similar to the

genie’s and can be trusted.

Executing the pNML procedure using an over-parameterized hypothesis set would lead
to noninformative regret: Having a large hypothesis set may produce a perfect fit to every
test label and therefore the maximal regret. To reduce the hypothesis set size, we include

learners whose L2 norm is not larger than the norm of the MN solution
Po={po(ylx) | IBll <l6x]| , & € R**" }. (3.18)

Our goal is to find the pNML regret using this hypothesis set as defined in (3.18).

3.4.1 The pNML regret upper bound

We now show an upper bound of the pNML regret using the hypothesis set that contains

only learners that have a norm that is not larger than the MN norm.

The genie that knows the true test label value is the solution of the following mini-

mization objective

A . T2 Al T,)\2 %
0(Zn;x,y) = argmin (y—x e) —|—Z<yn—xn 9) stlol=l6s. (3.19)
n=1

96RM><1

With (3.5), we write the genie using the recursive least squares formulation [435]]

) X\ Xy + A1)
0(In:x,y) = 0} + (X X +41) - (v-x"6}). (3.20)
14+xT (XyXy+AI) x

Notice that A depends on the test label y such that the norm constraint is fulfilled.

Lemma 3.4.1. The upper bound of the genie probability assignment is

2
exp — <y—xT91€7> ) (3.21)

o2k (12 Py
o 0 + KoA

[\°]
SN R
:‘
]

Po(yiny) V1Y) =

where K is defined in(3.17) and A satisfies the norm constraint

16(Zw;x,y)|| = 1651 (3.22)
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Proof. The genie probability assignment using the recursive formulation (3.20) is

1 1 A 2
Pocanan VW) = s eXp{‘ﬁ (=" o)) }
<y_xT9]€;>2 (3.23)
exp

1
2 - _ 2
va2no 262 [1—|—xT (XJ X+ A1) lx}

Let u,, and h,, be the m-th eigenvector and eigenvalues of the training set data matrix

(using SVD decomposition). Assuming over-parameterization N < M,

-1 N (u)x 2 Mo () x 2 1
14+x" (X;XN+M> x=1+) <2’" ) + ( ";L) §K0+I||m|2. (3.24)
m=1 hm +A m=N+1
where we set A = 0 for m < N. Substitute (3.24) to (3.23) proves the lemma. O

The genie probability distribution is monotonic decreasing with respect to A.

Lemma 3.4.2. The lower bound of the regularization term A that satisfies ||0(Zy:x,y)|| =

16l is ,
_ LI px
I 0= %)
=y — . (3.25)
05 XI XL T 05 + %ﬂxﬁxfx
Proof. The proof is given in appendix [A.2] O

When y equals the MN solution prediction x ' Oy, the regularization term is zero. As
y deviates from the MN solution prediction, the value of A required to satisfy the norm
constraint increases. This suggests that the pPNML probability assignment is maximized at

the MN prediction and exhibits a form of symmetry around it, in a qualitative sense..

For each possible value of the test label y’, we wish to find the learner that satisfies the

norm constraint ||8(Zy;x,y')|| = ||6;;|| and use in the pNML regret calculation

_ ® 1 1 TA . / 2 /
r_1og/m/mexp{—F (y—x 9(@N,x,y)) }dy. (3.26)

Theorem 3.4.3. The norm constrained pNML regret upper bound is

I
I < log (1—|—xTX1Q,LX;,“Tx) (1+2|muz)+3</W|\MH29;TX$XI¢T9; (3.27)
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Proof. Let § > 0, we introduce a relaxation of the constraint on the norm of || (Z;x,y')| |
such that
18(Zn:0 )P < (1+8) 163 (3.28)

Using Theorem [3.3.1] a perfect fit is attained when the following constraint is satisfied

Y =xTe <15, F2xTeu+\/8lx )6y (3.29)

We upper bound the regret with the relaxed constraint: For all y's up to § we get a perfect
fit, and for y/ from § to infinity we use the upper bound from lemma [3.4.1]

2
r<l 2/y~ ! dy +2 o1 Ol_ﬂa@ dy
<log y + / expq§ — 5 ¢4y
Tp* 2 S 2 2
X165 V2mo ¥y 2o 262[{(% <1+ ”1%,‘4 >

(3.30)
Next, we fix A at the point §. We use the lower bound from lemma to further upper
bound the expression. After integrating, we get the regret that depends on §. To get a tight
bound, we find 6 that minimizes the regret and that proves the theorem. The complete

derivation is given in appendix [A.3] O

In supervised machine learning, the training set is given, and we are interested in iden-
tifying the conditions under which the test sample is associated with a low generalization

error. We make the following remarks:

1. Looking at the xTXX,r X](,'r Tx term and let u, and h,, represent the m-th eigenvector

and eigenvalue of the training data matrix Xy

min(M,N) (xTum) 2

Ko— 1T 14Ty )
m

N (3.31)

m=1

This term is small when the test sample lies within the subspace spanned by the
eigenvectors of the training set empirical correlation matrix that is associated with

the large eigenvalues. Also, Ky decreases when increasing the training set size.

2. According to (3.27), when ||x ||| = 0, the regret upper bound equals the under-
parameterized pNML regret log Ky as in (3.17)

3. As more energy of the test sample is found in the orthogonal subspace of the training

data correlation matrix, ||x || increases and so does the regret.
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Figure 3.1: The pNML regret for over-parameterized linear regression

4. The pNML regret is proportional to the term
2
on Xy Xy T3 =[xy x| (3.32)

This term represents the norm of the MN solution. This is similar to the works de-
scribed in introduction that show that linear regression generalization is proportional

to the model norm.

5. Increasing o reduces the pNML regret. This may relate to the genie: Increasing
the noise reduces the genie’s performance, which makes the pNML log-loss closer

to the genie’s.

3.4.2 Synthetic data experiment
We use a training set that consists of 8 points {t,,y,}/_, in the interval [0, 1]. These points

are shown in figure (top) as red dots. The data matrix was created with the following

conversion:

Xy[n,m] = cos (ﬂmtn—f—gm), 0<n<N, 0<m<M, (3.33)
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where M and N are the number of learnable parameters and the training set size respec-
tively. We predict using the pNML learner the labels of all 7 values in the interval [0, 1].
Figure (top) shows the mean pNML prediction for M values of 10, 20, and 50. Since
the number of parameters is greater than the training set size, all curves fit perfectly to the

training points.

We treat each point in the interval [0, 1] as a test point and calculate its pNML min-
max regret as shown in figure (bottom). The training #,’s are marked in red on the
horizontal axis. For every M, in the training data surroundings the regret is low comparing

to areas where there are no training data.

Surprisingly, the model with M = 10 has a larger regret than models with a greater
number of parameters. It may relate to the constraint: In this model, the norm value
of the MN solution is 295,552 while for the models with M = 20 and M = 50 the MN
solution norms are 0.15 and 0.04 respectively. Having a lower norm constraint means
a simpler model and better generalization. This behaviour is also presented in the regret
upper bound with the term GIT,TXX,F X; T 6y that is proportional to the norm constraint
value. Furthermore, looking at t = 0.35 for instance, the model with M = 10 predicts a

label that deviates from O much more than the model with M = 50.

To show that the derived upper bound is informative we plot it along with the em-
pirically calculated pNML min-max regret in figure [3.1b] For M = 10 the analytical ex-
pression and the empirically calculated regret give the same results. For the other model
degrees, the upper bound and the empirical regret have a similar characteristic: In areas
where the training data exists, the regret decreases, and as moving away to areas without

training points, the regret increases.

3.5 Real data: UCI dataset

To evaluate the regret as a generalization measure we use datasets from the UCI repository
as proposed by Herndndez-Lobato and Adams [50] with the same test and train splits.

For each dataset, we varied the training set size and fit the pPNML and MN learners. We
optimize ¢ on a validation set for both learners. We define a regret threshold and check
the performance of the pNML taking into account only samples whose regret is lower than

this threshold. We also evaluate the logloss of the MN learner of these samples.

Figure [3.2] shows the logloss and the Cumulative Distribution Function (CDF) as func-
tion of the regret threshold with the 95% confidence interval that was calculated on differ-

ent train-test splits. Both the test logloss of the pPNML and MN learners are monotonically
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Figure 3.2: The MN and pNML loss for samples with regrets lower than a thresh-
old

increasing functions of the regret threshold. For 6 out of 10 datasets the pNML test logloss
is lower than the MN while for the others the performance is equal. Using the low regret
as an indication for good generalization works the best in the Naval Propulsion dataset:
the average test logloss of the 80% of the samples with the lowest regret is 1.12, while the

average logloss over all samples is 1.8.

3.5.1 Double-descent with UCI dataset

Double descent is referred to as the phenomenon when beyond the interpolation limit, the
test error declines as model complexity increases [44]]. We investigate the effect of varying
the ratio between the number of parameters to training set size. We demonstrate that the
pNML regret and its upper bound are correlated with the double-descent behavior of the
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Table 3.1: UCI set characteristics

Dataset name N M  #Splits
Boston Housing 506 13 20
Concrete Strength 1,030 8 20
Energy Efficiency 768 8 20
Kin8nm 8,192 8 20
Naval Propulsion 11,934 16 20
Cycle Power Plant 9,568 4 20
Protein Structure 45,730 9 5
Wine Quality Red 1599 11 20

Yacht Hydrodynamics 308 6 20

test log-loss.

We the UCI repository [26]: We use the sets proposed by Herndndez-Lobato and
Adams [50]] with the same test and train splits. The training set size, number of features,
and the number of train-test splits are shown in table [3.1] For each dataset, we varied the

2

training set size and fit the pNML and MN learners. We optimize 6~ on a validation set

for both learners.

The test set log-loss as a function of the ratio between the number of parameters to
training set size is presented in figure [3.3| (top) with the 95% confidence interval that was
calculated on different train-test splits. Both the pNML and the MN learners behave the
same: For a large training set size (% < 1) the test set log-loss increases when removing
training samples up to M = N. Then the log-loss declines although the training set size

decreases.

The empirically calculated pNML regret and its analytical upper bound are shown
in figure [3.3] (bottom). Both empirically calculated regret and the derived upper bound
present a similar double-descent behavior to the test log-loss. Their peak is for the number

M

of features that equals the training set size and as % increases their value decrease.

3.6 Concluding remarks

We derived an analytical upper bound of the pNML regret which is associated with the
prediction uncertainty for over-parameterized linear regression. The pNML prediction
equals the MN solution thus the derived regret can be used to quantify the prediction

uncertainty of the MN solution. The derived result holds for a wide range of scenarios
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Figure 3.3: Double-descent of the test log-loss and regret for UCI datasets

as we considered the individual setting where there is no assumption of a probabilistic

relationship between the training and test.

Analyzing the pNML regret we can observe that if a test sample lies in the subspace
spanned by the eigenvectors associated with large eigenvalues of the training data cor-
relation matrix then over-parameterized linear regression generalizes well. Finally, we
provided simulations of the pNML for real trigonometric polynomial interpolation. We
showed that the pNML regret can be used as a confidence measure and can is correlated

with the test error double-descent phenomenon for 9 sets from the UCI repository.

For future work, we would like to derive the explicit expression of the pNML regret
rather than an upper bound. In addition, the pNML regret can be used for additional tasks

such as active learning, probability calibration, and adversarial attack detection.
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4 The Luckiness Perspective
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4.1 Introduction

Ridge regression is a widely used method for linear regression when the data dimension
is large compared to the training set size. It has been applied in a large variety of domains
such as econometrics [93]], bioinformatics [121], and social science [39]. From a Bayesian
perspective, it coincides with the mean of the predictive distribution where the parameter

prior and noise are Gaussian [68]].

The most popular variant is the Ridge empirical risk minimizer (Ridge ERM): the
model is chosen to minimize the training set loss and the ridge parameter is selected either
to minimize a validation set or with the leave-one-out protocol, which leads to the same

asymptotic performance as the optimally-tuned ridge estimator [44]].

When using Ridge ERM, the underlying assumption is that there is a probabilistic
relationship between the data and labels and between the training and test. In the stochastic
setting, see Merhav and Feder [74]], it is assumed that the probabilistic relation between
the test feature x and its label y is given by an (unknown) model from a given hypothesis
class Pg. For the probably approximately correct (PAC) setting [109], x and y are assumed
to be generated by some source P(x,y) = P(x)P(y|x) which is not necessarily a member of

the hypothesis class. These assumptions, however, may not hold in a real-world scenario.

Recall the pNML learner learner minimizes the regret for the worst-case test label

I' = minmax R(Py, x,y,q). 4.1)
qa

and its predictive distribution is

Po(gsey) V)
fpé(@N;x’y/)(y’H)dy’

G (V]X) = (4.2)

However, the pNML may not be defined for an over-parameterized hypothesis class,
where the number of parameters exceeds the training set size. The reason is that in the
denominator of (4.2)), every possible value of the test label y' can be perfectly fitted such
that the integral diverges.

The pNML root lies in the normalized maximum likelihood (NML) approach for online
prediction [100]. Since the NML may also be improper, a leading solution is NV L with
luckiness (LNML) [88]: A luckiness function w(0) is designed such that on sequences
with small w(6), we are prepared to incur large regret [40]. This is the equivalent to a

Bayesian model prior.
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Figure 4.1: Ridge ERM and LpNML prediction histograms

In this chapter, we apply the luckiness concept to the pNML and call it LpNML. For
linear regression, we design the luckiness function to be proportional to the ¢, model
norm. This leads to a genie that equals ridge regression. We derive the corresponding
LpNML and show its prediction, i.e., the mean of the predictive distribution, differs from
the Ridge ERM’s: When the test sample lies within the subspace associated with the small
eigenvalues of the empirical correlation matrix of the training data, the prediction is shifted

toward 0. This behavior is shown in figure [4.1]

We demonstrate the LpNML attains a better MSE than Ridge ERM for 50 real-world
PMLB sets [81], reducing the error by up to 20%. Furthermore, we show the LpNML
outperforms leading methods for the distribution-shift benchmark [[107], when the test set

differs from training.

4.2 Notation and preliminaries
Linear regression setting. Given a training set
Iy = {(xnyn)hnzrs m €RTL yi€R, (4.3)

the goal is to predict the test label y based on a new data sample x. A common assumption

is a linear relationship between the data and labels with an additive white noise
_pol 2

Denote the design matrix and the training set label vector

XN:[xl xN]T, YN:[yl yzv]T 4.5)
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where Xy € RV*M and Yy € RV*!, the ERM solution which minimizes the log-loss of the

training set (and is also the maximum likelihood estimator) is

6 = (XyXy) "Xy Y. (4.6)

Ridge ERM. Inregularized linear regression, leading to the Ridge ERM learner, the hy-
pothesis class ® is a sphere || 6 H% < A [52]. Expressing this constraint with the Lagrangian:

2(0.0) = ¥y —Xy6[3+2 (015 -4). @)
the Ridge ERM learnable vector is

A T -1 T
elz(XNXNju)u) X\ Y. 4.8)

Bayesian linear regression. Defining the Gaussian prior of the learnable parameters
p(6) = A" (mo,S), (4.9)
the posterior distribution is (see Deisenroth et al. [22]])

P(OIDN) = A (0T my, Sy ) Sy = (S5 + 072X Xw) ™y = S (85 " mo + 672X ).

(4.10)
To compute the predictive distribution with the posterior distribution, the parameters are
integrated out based on their posterior probabilities. With my = 0 and Sy = 6221, the

predictive distribution is given by:

Gsayesian (V] X) = /p(y|x, 0)p(0|ZN)dO =N <é;x, o’ [1 +x' <X]:,rXN + l]) lxl ) :
(4.11)
The mean of the Bayesian learner’s predictive distribution matches the Ridge ERM solu-
tion of (4.8). The prediction uncertainty is captured in the variance, which decreases as
the test sample aligns more strongly with the design matrix, reflecting reduced uncertainty

in well-supported regions of the feature space.

The LNML. For online prediction with individual sequences, the min-max optimal re-

gret is given by the NML [[100, 40]. The prediction is performed for the entire sequence:
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Denote the sequence y = {yn}ivzl, the NML probability assignment is

")

N) maxg Pe(y

— . 4.12
[ maxg pg(y'N)dyN (+.12)

G (Y

Since NML may be improper, several treatments have been proposed. Among these
treatments is setting a restriction on the range of data or the range of parameters [S1].
The drawback of this method is that samples can fall outside of any valid restrictions. A
different approach is the LNML that is also named “generalized NML” [88]: A luckiness

function w(6) is set such that the sequence distribution becomes

 maxe pe(y™)w(0)
4 ) = s e ON (@)Y

The advantage of LNML is that there is large freedom in choosing the luckiness function:

(4.13)

We can choose a function that has particularly pleasant properties [40]. Choosing the

luckiness function to equal a constant for example, reduces the LNML back to the NML.

Miyaguchi [75] derived the LNML for multivariate normal distributions with the con-
jugate prior luckiness function. Dwivedi et al. [28] incorporated a luckiness to the LNML
that is proportional to the model norm to find the best ridge regularization factor A. As

opposed to our approach, once A was found, the prediction equals the Ridge ERM.

Transductive prediction. A transductive inference uses unlabeled data to improve pre-
dictions of unlabeled examples. Chapelle et al. [[17] chose the test label values to mini-
mize the leave-one-out error of ridge regression with both training and test data. Cortes
and Mohri [20] estimated the label of the unlabeled test data x by using only the labeled
neighbors of x. They also presented error bounds for the VC-dimension. Alquier and
Hebiri [3]] established risk bounds for a transductive version of the Lasso learner. Lei et al.
[64] developed a min-max linear estimator in the presence of a covariate shift, where the

maximum is for the target domain learnable parameters.

Although all of the above have demonstrated empirical and theoretical benefits, many
unlabeled test points need to be simultaneously available. Tripuraneni and Mackey [107]]
presented a single point transductive procedure for linear regression that improves the

prediction root mean square deviation (RMSE), especially under a distribution shift.
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4.3 pNML with luckiness

Inspired by the luckiness concept for NML, we define the genie, a learner that knows the

true test label, with a luckiness function w(6) as follows

A

N
6, =argmin | Y €(pg,xn,yn) +L(po,x,y) —logw(6) |. (4.14)
0cO n=1

The luckiness function is used as a model prior: The genie is more likely to select 6 that

yields a larger w(60). The related regret in this setting is

log pg, (y1x)w(8y)
logg(y[x)

R(q,Dn,x,y,w) = (4.15)

Theorem 4.3.1. The LpNML is the learner that minimizes the worst-case regret objective

G (Y|x) = argmin myaxR(q,DN,x,y, w). (4.16)
q

The LpNML predictive distribution is

QLpNML(y|x) — R ; (417)

and its min-max regret is

I =log / iy O/ [)w(By)dy'. (4.18)

Proof. This proof essentially follows that of Fogel and Feder [33] with the additional
luckiness function: The LpNML has a valid predictive distribution [ gz,nmr(y|x)dy =
1. The min-max regret of the LpNML is equal for all choices of y. If we consider a
different predictive distribution, it should assign a smaller probability to at least one of the

outcomes. If the true label is one of those outcomes, it will result in a greater regret. [

Intuitively, the LpNML assigns a probability for a potential test label as follows:
(i) Add the test sample to the training set with an arbitrary label y/, (ii) find the ERM solu-
tion with the defined luckiness function of this new set éy/, and (ii1) take the probability it
gives to the assumed label weighted by the luckiness function Pa, (Y ]x)w(éy/). Follow (i)-
(ii1) for every possible test label value and normalize to get a valid predictive distribution.

In the next section, we analytically derive the LpNML for ridge regression.
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4.3.1 LpNML for ridge regression

We formulate the luckiness function as follows:
(0)=e¢ el (4.19)
w =expl — ——= . .
P 20?2

The genie learnable parameters using this luckiness function is the solution of the follow-

ing minimization objective
A N T.\? T.\? 2
%zargmm{Z(yn—G xn> —l—(y—@ x) +A6] 1 (4.20)
0 n=1

The solution is ridge regression which we express with the recursive least squares formu-
lation [45]]

~ ~ P ~
8 =6+ 2 (y-6]x). (4.21)
K,
where 1
P 2 (X;XNJFM) L K 2 14x"P 4.22)

The goal is to analytically derive the LpNML predictive distribution (4.17)) with the
luckiness function of (4.19). For this, we first have to determine the genie predictive
distribution of the true test label.

Lemma 4.3.2. The genie predictive distribution weighted by the luckiness function of

HI9 is

N c 1 R 2
. 6,) = - ( 0 x4+ ) 423
Py, (ylx)w(6y) 702 CXp { 262, Y= O X+t } (4.23)

where

A AKAéJP;LX )

A
Hipnme =

oK}
T A T O, = T A T
1+ ).xTP)%x ML 4 lePfx

1 [(A0]Px)* o
CéeXp{ZGZ[l—l—ixTP%x_lHQAH ]}

(4.24)

Proof. The genie probability assignment weighted by the luckiness function is

A 1 1 A 2 A A
péy(y|x)w(9y) = Wexp {—F (y— GyTx) }exp {_F HGyHZ} . (4.25)
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The first exponent argument using the recursive least squares formulation {.21):

JU . 1 « 2
(y—QyTx) = {y—@{x—K—leP;L(y—GlTx)x}

T T 2
()] e
A A
1 AT 2
=5 (—6%)".
Ky

Substituting it back to (4.25]) and using again the recursive least squares

N 1 y—ész A, P N
péy@'x)W(ey):me"P{—( ) o+ o P} @2

Deriving the exponential argument:

1 A ~ P A
R e L L

K
1+ Ax"P2x A 20, Py x A A
= — (=6 4272 (3= 6] x) + 2|6, | (4.28)
A
1+ leP/%x ~r  AK é{P;Lx > (2 é;P;Lx)Z A 2
B K? - ’lx+1+/1xTP)%x) _1+/'LxTP)%x+/l”67LH ‘
Substitute in (4.23)) proves the lemma. O

fL,ma. 1 the deviation of the genie prediction from the Ridge ERM prediction. If A =0,
the deviation is 0 and the genie prediction is equal to the ERM solution of (4.6). The genie
predictive distribution is not valid since [ Py, (y|x)dy > 1. Next, we derive the Lp)NML by

normalizing the genie predictive distribution weighted by the luckiness function.

Theorem 4.3.3. With the luckiness function of {#.19), the LpNML distribution is

quNML(ylx) =N <é;x - .aLpNMLa 6L%}NML> . (429)

Proof. Following (4.17), to get the normalization factor we integrate the genie predictive
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distribution over all possible test label values. Utilizing lemma 1:

KLpNML:/_OO pe,(y |)C) (é )d
o

2
9 x+,uL NML)
A
- }dY' (4.30)

= €X
/ V21T G P { 2GL2pNML

62

LpNML

Dividing (4.23)) by the normalization factor (4.30), the LpNML solution is obtained. ~ [J

The LpNML prediction deviates from the Ridge ERM prediction by [1,,y,,. Both fI,
and the LpNML variance 6, depend on the test data x. When A = 0, the LpNML
reduces to the pNML solution for under-parameterized linear regression that was derived
in chapter 2] (and published in [[L1])

LpNML

A —1 12
%NML:JV<9TX762 {1+x(X;XN) x] ) (4.31)

In the next section, we show that if the test data fall within the subspace corresponding
to the small eigenvalues of the design matrix Xy, the deviation from Ridge ERM [,y is
large which shifts the LpNML prediction toward O.

4.3.2 The learnable subspace

Focusing on over-parameterized linear regression, we analyze the dissimilarity between
the LpNML and the Ridge ERM predictions:

n . AKlé;PAX o /1 (1 —|—XTP)LX) é{P;Lx
Hapman. = 1+ lePfx N 1+ /leP/%x

(4.32)
Let u,, and h,, be the m-th eigenvector and eigenvalue of the design matrix such that

M
XyXn =Y hpumu,, (4.33)

m=1
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for over-parameterized linear regression (M > N)

(4.34)

We analyze two cases: A case where x falls in the largest eigenvalue subspace and a case

where x lies in the smallest eigenvalue subspace.

Largest eigenvalue subspace. For a test feature x that lies in the subspace that is spanned
by the eigenvectors that are associated with the large eigenvalues of the design matrix
x"Pyx < 1. The deviation from the Ridge ERM is

A (1+x"Pyx) é{P,lx
1+ Ax"Pix

A

Mooy =

~ lé{P;Lx
(4.35)
= LYy XyP2x = AYy Xy Uty <1
A Z 2427

The LpNML prediction is similar to the Ridge ERM. The LpNML variance in this case is

212 2 T 2
oK o (l1+x'Px
82 = A — ( 2 ) ~ot (4.36)
? 1+ lePlx 1+ )LxTPlx

There is a high confidence in the prediction since this is the smallest possible variance.

Smallest eigenvalue subspace. For a test vector that lies in the subspace that is spanned
by the eigenvectors corresponding to the smallest eigenvalue of the regularized empirical

correlation matrix of the training data

M u! x 2 1
x Ppx= Z ( ;,12) = I||x||2 (4.37)
m=N+1

For a small regularization term %Hx| | > 1, the deviation from the Ridge ERM is

2
A(1+BE)ars g lillgry
A A AT
Hopvme = 142 [Ix[2 ) |Ix| 2 = 67L X. (4.38)
72 2
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The correction term equals the Ridge ERM prediction thus the LpNML prediction is
shifted to 0. The LpNML variance in this situation is

(1+55) 2

CATL%,NML:GZW:GZ <1+T> . (439)
+ A

A2

Compared to (4.36), the variance is large which reflects high uncertainty in the prediction.
In sectiond.4] we empirically show the behavior of the LpNML variance on a synthetic set
and demonstrate that the LpNML deviation from the Ridge ERM improves its performance

for real-world datasets.

4.4 Experiments

We demonstrate the LpNML prediction behavior for fitting a polynomial function to syn-
thetic data and for fitting over-parameterized linear regression to a high-dimensional syn-
thetic dataset. In addition, we show that the LpNML outperforms the Ridge ERM for
real-world PMLB datasets and attains state-of-the-art performance for the distribution-
shift benchmark

4.4.1 Polynomial fitting to synthetic data

We sampled 6 training points {(tn,y,,}gz1 uniformly in the interval [—1, 1]. and converted

the data to features with a polynomial of degree 10 such that the design matrix is

1y o...otf°
1t ... tl°

Xy=| - | (4.40)
1 tg ... 10

Based on this training set, we performed Bayesian and LpNML prediction for all ¢ values
in the interval [—1, 1]. We set the regularization A to 1073,

Figure 4.2| shows the Ridge ERM, Bayesian and LpNML predictions. The Bayesian
learner has the same prediction as to the Ridge ERM which is different from the LpNML:
The LpNML prediction is closer to O in intervals that lack training data, e.g., t < 0.75 and
09 <.
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Figure 4.2: Polynomial fitting to synthetic data

The confidence intervals are shown in figure 4.2| with lighter colors. Both learners have
large confidence intervals at the figure’s edges and for 0.1 <t < 0.8, where the training
points are scarce. The LpNML has much larger confidence intervals at the interval edges

than the Bayesian learner.

4.4.2  Parallel and orthogonal subspace

We illustrate the LpNML behavior for test samples that lie in the largest eigenvalue sub-

space and smallest eigenvalue subspace as analyzed in section4.3.2

We created a synthetic dataset with N = 40 training samples and M = 100 features.
We set the regularization term A to 10~°. We randomly sampled 10,000 test samples for
each of the following two scenarios: The test sample data reside in the subspace that is
spanned by the eigenvectors of the design matrix corresponding to the eigenvalues that are

(a) greater than 0, or (b) equal O.

Figure shows the histogram of Ridge ERM and LpNML predictions for test sam-
ples that reside in scenario (a). The LpNML prediction for these test samples equals the
Ridge ERM prediction which verifies equation (¢.35)) result.

Figure 4.1b| presents Ridge ERM and LpNML prediction histograms of samples from
scenario (b). The pNML predicts O while the Ridge ERM prediction varies between —60
and 100, which is 2 order of magnitude larger than the prediction of scenario (a). The
LpNML prediction of 0 is aligned with equation (4.38)): To avoid a large log-loss, the
LpNML shifts the Ridge prediction of test samples that differ from the training data to 0.

Figure [4.3] shows additional model degrees M: Figure and figure 4.3b| show the
prediction for the under-parameterized case where M < N: The LpNML and Bayesian
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Figure 4.3: LpNML and Bayesian learners for different model degrees

Table 4.1: Distribution shift dataset characteristics

Dataset M Training set size Test set size

Wine 8 69 31
Parkinson 10 320 197
Fire 17 1877 3998
Fertility 11 4898 1599
Triazines 60 139 47

have a similar prediction and both have small variance. For M = 20 and M = 100 as
demonstrated in figure and figure d.3d|respectively, in the absence of training data the
LpNML prediction is closer to O than the Bayesian prediction.

4.4.3 Leave-one-out real data performance

We evaluated the LpNML for 50 real-world datasets from the PMLB repository [81].

Train-test split. The prediction task for the Wine dataset is to predict acidity levels: The
training data comprised only red wines with a test set contains only white wines. In the

Parkinsons dataset, the task is to predict a jitter index. This set was split into train and test
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based on the age feature of patients: Age less than 60 for the train set and greater than 60
for the test set. For the Fertility dataset, the task is to predict the fertility of a sample. The
train contains subjects who are younger than 36 and the test set contains subjects older
than 36. Finally, for the Fires dataset, where the task is to predict the burned area of forest
fires that occurred in Portugal during a roughly year-long period, the split was done into
train/test based on the month feature of the fire: Those occurring before September for a
train set and those after September for the test set. The Triazines dataset does not include
a distribution shift and was randomly split. In Table @.1) we include further information

on these datasets

A tuning. To tune the ridge parameter A and the variance 62, we executed the leave-
one-out procedure: We constructed with N samples N sets, each set was divided into
N — 1 training samples and a single validation sample for which we optimized A and ¢
of Ridge ERM, Bayesian, and LpNML learners. The average of the N values of A and ¢
were used to predict the test labels. We repeated this procedure for different train-test splits

to compute the 95% confidence intervals. The MSE reduction is measured in percentage

MSE
100 x (1 - LpNML (%) ) (4.41)
MSERiqge-ErM (X,Y)
and the log-loss reduction is measured with subtraction
E(QBaye.Yiamx)y) - €<quNML7'x7y) . (4'42)

Results. Table shows the test MSE and test log-loss. The LpNML outperforms the
Ridge ERM for 48 of 50 sets. The mean and median MSE reductions are 2.03% and
0.96%, respectively. The largest MSE reduction is 20.0% for the 1199_BNG_echoMonths
set. For the log-loss, the LpNML outperforms the other learners in 37 out of 50 sets by a
mean value of 2.17 and median value of 0.13, while degrading the log-loss of only 3 sets.

Overall, the LpNML has a smaller regularization term: For the 1199_BNG_echoMonths
dataset, the LpNML has 1.45 lower A. This may explain the better performance: For the
interpolation region, the small A of the LpNML means a better fit to the test sample. For
the extrapolation region: Although the LpMNL has a smaller A, the LpNML prediction is
shifted toward 0, and therefore the LpNML test MSE is smaller than the Ridg MSE.
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Figure 4.4: PCA for the distribution-shift benchmark
Table 4.2: Distribution-shift benchmark
TriazinesMethod Wine Parkinson Fire Fertility Triazines
OLS 1.012+0.016  12.792+0.149 82.715+£35.514 0.399+0.066 0.172+0.037
Ridge ERM 0.994+0.015 12.52740.145 82.346+35.595 0.399+0.066 0.147+0.028
Chapelle et al. [17] 0.841+0.001 12.253+0.002 82.066£ 2.567 0.409+0.013 0.17340.001
Cortes and Mobhri [20] 0.834+£0.015 12.333+0.145 81.947+35.834 0.385+0.076 0.151£0.024
Alquier and Hebiri [3] 0.981+£0.015 12.2534+0.136 82.066+36.032 0.409+0.072 0.148+0.024
Tripuraneni and Mackey [107] 0.7704+0.014 12.08940.137 81.979+35.787 0.398+0.065 0.15140.024
Dwivedi et al. [28] 0.9294+0.015 12.693+0.147 82.634+35.533 0.407+0.071 0.16640.021
LpNML (ours) 0.732+0.014 12.027+0.142 81.918+35.923 0.398+0.067 0.147+0.024

4.4.4  Distribution-shift benchmark

We followed the benchmark that was proposed by Tripuraneni and Mackey [107]: Four

datasets from the UCI repository [26]] were chosen and split such that the test data con-

tain a distribution shift from the training. The fifth dataset (Triazines) does not include a

distribution shift. The train-test split was performed randomly. A detailed explanation of

the train-test split is provided in the appendix. This benchmark was evaluated using the

RMSE metric and the hyperparameters were optimized using the leave-one-out procedure.

The LpNML attains a smaller RMSE for four sets. The largest improvement is for
the Wine set for which the LpNML reduces the RMSE of Tripuraneni and Mackey [107]
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by 4.93%. For the Fertility set, the LpNML is the second-best following the method
of Cortes and Mohri [20]], which has 3.27% smaller RMSE. For the Triazines set that does
not contain a distribution shift, the LpNML performs the same as the Ridge ERM and

outperforms the other methods.

Figure {.4a] shows the principal component analysis (PCA) with 2 components of the
benchmark sets and the third and forth components are shown in figure 4.4bl For the
Wine set in figure {.4ah, the difference between the train and test data is the most visually
seen. For this set, the LpNML has the largest RMSE reduction over the Ridge ERM:
an RMSE reduction of 26.36%. For the Parkinson, Fire, Fertility, and Triazines datasets,
the LpNML reduces the Ridge ERM RMSE by 3.99%, 0.52%, 0.25%, 0.0% respectively,
which is correlated to the degree to which the train-test splits are visually separated.

4.5 Concluding remarks

In this section, we introduced the LpNML by incorporating a luckiness function to the
min-max regret objective. For ridge regression, where we defined the luckiness function
as the Gaussian prior, we have shown that the LpNML prediction is shifted toward O for
a test vector that resides in the subspace that is associated with the small eigenvalues of
the design matrix. For real-world datasets, the LpNML attains up to 20% better test MSE
than Ridge ERM and for the distribution-shift benchmark, the LpNML reduces the error
of recent leading methods by up to 4.93%.

We believe that our approach can be valuable to fields that use linear regression and
require high-precision prediction. For future work, our LpNML framework can be ex-
tended with more luckiness functions such as ¢ by defining the luckiness function to be
the Laplace prior.
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Table 4.3: Leave-one-out test performance for PMLB sets

Ridge ERM LpNML Ridge ERM Bayesian LpNML

Set name M MSE MSE log-loss log-loss log-loss

1199_BNG_echoMonths 9 | 1.76 = 0.55 1.41 £0.03v20.0% | 173 £276 8.86+9.83 2.64 £0.57v6.22

1089_USCrime 131093 £0.02 0.86+0.02v8.30% | 1.76 £0.09 1.53 +0.04 1.40 +0.02v0.14
294_satellite_image 36 [ 0.90+£0.02 0.83 £0.02v8.25% | 1.34 £0.01 1.34 £0.01 1.294+0.01v0.05
banana 2 |284+051 2.61£035v8.11% | 418 £101 296 £=40.5 290 +40.5v5.51
195_auto_price 151 1.28£0.08 1.20=£0.08v6.42% |232+£028 1.71 £0.08 1.59 +0.15v0.12
695_chatfield_4 12 |1 1.20£0.07 1.13+0.06v5.67% | 1.73 £0.11 1.58 £0.08 1.44 +0.05v0.14
503_wind 14 1 1.13£0.03 1.07 £0.03v4.78% | 1.55+£0.03 1.51 £0.02 1.53 +0.1240.02
560_bodyfat 141 0.59 £0.02 0.56 £0.02v4.07% | 2.15+0.35 1.324+0.14 1.45+0.23A0.13
659_sleuth_ex1714 7 | 1.69+0.09 1.64+0.09v3.29% | 6.25+1.89 3.00+0.34 2.44 £0.19v0.56
344_mv 10 | 1.42£0.09 1.38+0.08v2.89% | 7.71 £1.54 5.09 +£1.36 4.64 £1.42v0.45
229_pwLinear 10 | 1.38 £0.04 1.35+£0.04v2.25% | 3.32+£038 236=+£0.18 2.23+0.19v0.13
1027_ESL 4 11.72+£0.09 1.69=+0.08v1.92% | 31.4£5.82 24.7+4.53 23.1+4.49v1.57
653_fri_c0_250_25 251 1.16+£0.03 1.14£0.03v1.81% | 1.57+0.05 1.53£0.02 1.51 £0.02v0.01
230_machine_cpu 6 | 13.1+£277 129+£2.72v1.76% | 77.7£79.8 831+ 1.88 7.36+1.97v0.94
1203_BNG_pwLinear 10 | 1.41 £0.04 1.39+0.04v1.61% | 3.18 £049 233 +0.22 2.21+0.23v0.12
561_cpu 7 | 132+£572 13.0+5.69v1.39% | 318 £266 1244495 7.52+3.06v4.89
564_fried 10 | 1.35£0.03 1.34+0.03v1.33% | 407 £0.61 2.60+0.28 2.31 +0.23v0.29
633_fri_c0_500_25 25 [ 1.13+£0.02 1.12+£0.02v1.24% | 1.54 £0.02 1.51 £0.01 1.51+0.02

598_fri_c0_1000_25 2511.14+£0.02 1.124+0.02v1.20% | 1.57 £0.03 1.524+0.02 1.51 £0.02v0.01
706_sleuth_case1202 6 | 250+0.16 247+0.16v1.19% | 26.7£9.12 11.1+3.64 952 +£3.61v1.57

651_fri_c0_100_25 2511.10£0.02 1.08=+0.02v1.18% | 1.58 £0.04 1.52+0.02 1.50+£ 0.02v0.02
635_fri_c0_250_10 10 | 1.41 £0.04 1.39+£0.04v1.11% | 3.66 £0.86 2.42+0.28 2.17 +0.20v0.26
656_fri_c1_100_5 5 1259+010 2.56+£0.10v1.09% | 31.8 £7.88 19.1 £5.60 152 +4.72v3.94
1096_FacultySalaries 4 1317+£035 3.14+031v1.06% | 107 £72.8 48.6£209 13.6+4.23v35.0
595_fri_c0_1000_10 10| 1.34 £0.03 1.33+0.03v1.01% | 3.38 £042 241+0.21 2.13 +£0.16v0.28
1193_BNG_lowbwt 9 | 148+0.04 1.46+0.04v091% | 4.12£0.94 3.09+0.78 3.04 £0.80v0.05
650_fri_c0_500_50 50 | 1.06 £0.02 1.05+0.02v0.88% | 1.46 +£0.01 1.45+0.01 1.45=£0.01

666_rmftsa_ladata 10 | 273 £0.24 271 £0.24v0.87% | 4.63 £2.25 2.87+0.75 248 +0.32v0.39
1028_SWD 10 | 1.40 £0.03 1.38 £0.03v0.86% | 556 £2.52 3.85+142 2.89+0.66v0.96
192_vineyard 2 | 11.54+156 11.4+£145v0.85% | 722 £212 698 £212 669 +211v29.2
225_puma8NH 8 | 1.48£0.04 1.47+0.03v0.82% | 5.32+£0.77 3.17+0.33 2.82+0.39v0.34
634_fri_c2_100_10 10 | 1.47£0.04 1.46+0.04v0.78% | 3.68 £1.54 2394035 193 +0.10v0.46
657_fri_c2_250_10 10 | 1.47£0.05 146 £0.05v0.67% | 4.59+£242 225+021 2.20+0.25v0.05
603_fri_c0_250_50 50 | 1.06 £0.02 1.06 +0.02v0.49% | 1.45+0.01 1.454+0.01 1.45=£0.01

624_fri_c0_100_5 5 |211+0.11 2.10+0.10v0.39% | 314 £ 11.8 16.7+10.5 8.71 £3.49v8.03
606_fri_c2_1000_10 10 | 1.52£0.05 1.52+0.05v0.35% | 453 £2.00 3954195 3.29+1.88v0.66
579_fri_c0_250_5 5 | 2.00£0.07 2.00+0.07v0.22% | 22.0 £4.73 11.7+3.53 6.85+£1.61v4.83
648_fri_c1_250_50 50 | 1.08 £0.02 1.08 +0.02v0.20% | 1.47+0.02 1.46+0.01 1.46£0.01

1191_BNG_pbc 18 1 1.23 £0.03 123 £0.03v0.19% | 2.10£0.53 2.02+0.52 1.86+0.46v0.16
618_fri_c3_1000_50 50| 1.10£0.03 1.09 +0.03v0.17% | 1.47+0.01 1.47+0.01 1.47=£0.01

631_fri_c1_500_5 5 1238+0.09 2.3840.09v0.14% | 38.2 £ 10.0 24.04+6.32 24.7 £82340.67

583_fri_c1_1000_50 50 | 1.06 £0.02 1.06 £0.02v0.14% | 1.45+0.01 1.45£0.01 1.45=+0.01
586_fri_c3_1000_25 25 | 1.18 £0.03 1.18 £0.03v0.13% | 1.69 £0.23 1.64 £0.19 1.524+0.02v0.12

542_pollution 151 1.32£0.05 1.32£0.05v0.09% | 1.85£0.15 1.60+0.02 1.57+0.02v0.04
687_sleuth_ex1605 5 1217+£0.09 2.17+£0.09v0.08% | 15.1 £3.06 7.66+1.52 6.06 £ 1.31v1.60
645_fri_c3_500_50 50 | 1.09£0.03 1.09£0.03v0.05% | 1.47 £0.02 1.46£0.02 1.46+0.02

623_fri_c4_1000_10 10 | 1.55£0.05 1.54 +£0.05v0.04% | 2.64 £0.52 2.01 £0.12 1.99 +£0.13v0.02
622_fri_c2_1000_50 50 | 1.08 £0.02 1.08 £0.02v0.04% | 1.46 £0.01 1.46 £0.01 1.46+0.01
658_fri_c3_250_25 25| 1.18£0.03 1.18 +0.03 1.54+£0.02 1.524+0.02 1.52+0.02
201_pol 48 | 1.07 £0.02 1.07 +£0.02 145+£0.01 1454+0.01 1.45+0.01
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5 Confidence Estimation for Neural Net-

works
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5.1 Introduction

An important concern that limits the adoption of DNN in critical safety systems is how
to assess our confidence in their predictions, i.e, quantifying their generalization capabil-
ity [39,1116]. Take, for instance, a machine learning model for medical diagnosis [12]. It
may produce (wrong) diagnoses in the presence of test inputs that are different from the
training set rather than flagging them for human intervention [[102]. Detecting such unex-
pected inputs had been formulated as the out-of-distribution (OOD) detection task [47], as

flagging test inputs that lie outside the training classes, i.e., are not in-distribution (IND).

Previous learning methods that designed to offer such generalization measures, include
VC-dimension [[112,[128]] and norm based bounds [5}79]. As a whole, these methods char-
acterized the generalization ability based on the properties of the parameters. However,
they do not consider the test sample that is presented to the model [S7]], which makes them
useless for OOD detection. Other approaches build heuristics over the ERM learner, by
post-processing the model output [90] or modifying the training process [82, [113]. Re-
gardless of the approach, these methods choose the learner that minimizes the loss over
the training set. This may lead to a large generalization error because the ERM estimate

may be wrong on unexpected inputs; especially with large models such as DNN [8]].

To produce a useful generalization measure, we exploit the individual setting frame-
work [74] along with the pNML learner: We derive an analytical solution of the pNML
learner and its generalization error (the regret) for a single layer Neural Network (NN).
We analyze the derived regret and show it obtains low values when the test input either (i)
lies in a subspace spanned by the eigenvectors associated with the large eigenvalues of the
training data empirical correlation matrix or (ii) is located far from the decision boundary.
Crucially, although our analysis focuses on a single layer NN, our results are applicable to
the last layer of DNNs without changing the network architecture or the training process:
We treat the pretrained DNN as a feature extractor with the last layer as a single layer NN
classifier. We can therefore show the usage of the pNML regret as a confidence score for
the OOD detection task.

In addition, we explore an alternative method of computing the pNML learning for the
DNN hypothesis class by fully training the last layer of DNN and show how it benefits
the open-set classification task, where the task is to identify input samples as known or
unknown and simultaneously correctly classifying all the known classes is referred to as

the open-set recognition task [91].

To summarize, we make the following contributions.
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1. We derive an analytical expression of the pPNML regret, which is associated with the

generalization error, for a single layer NN.

2. We explore the pNML regret characteristics as a function of the test sample data,
training data, and the corresponding ERM prediction. We provide a visualization on
low dimensional data and demonstrate the situations in which the pNML regret is

low and the prediction can be trusted.

3. We propose an adaptation of the derived pNML regret to any pretrained DNN that

uses the softmax function with neither additional parameters nor extra data.

Applying the derived pNML regret to a pretrained DNN does not require additional
data, it is efficient and can be easily implemented. The derived regret is theoretically
justified for OOD detection since it is the individual setting solution for which we do not
require any knowledge on the test input distribution. Our evaluation includes 74 IND-OOD
detection benchmarks using DenseNet-BC-100 [54]], ResNet-34 [46], and WideResNet-
40 [125] trained with CIFAR-100 [60], CIFAR-10, SVHN [78], and ImageNet-30 [49].
Our approach outperforms leading methods in nearly all 74 OOD detection benchmarks
up to +15.2%

5.2 Analytical solution for a single layer neural-network

In order to derive the pNML for a single layer NN, we first present a framework of online
update of a neural network: Let Xy and Yy be the data and label matrices of N training

points respectively
T N xM T NxC
Xnv=|x1 x2 ... xN] EX , Yy= yI Y2 ... YN EX , (5.1

such that the number of input features and model outputs are M and C respectively. Denote

XJ as the Moor-Penrose inverse of the data matrix

Xt _ (XyXy)"'Xy  Rank(XyXy) =M 52)
N e .
Xy (XnXy)™!  otherwise,

f(-) and f~1(-) as the activation and inverse activation functions, and 8 € Z#M*C as the

learnable parameters.
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The ERM that minimizes the training set MSE is given by

Oy = arg;ninHYN —f(XN0)||12g :Xg,rf_l(YN) (5.3)

where ||-|| z denotes the Frobenius norm, as Yy — f(Xy0) represents an N x C matrix.

Recently, Zhuang et al. [[130] proposed a recursive formulation for updating the weights
of a DNN in an online manner. Using their scheme, only one training sample is processed
at a time, with updates made iteratively. Denote the projection of a sample x onto the

orthogonal subspace of the training set correlation matrix as
x. = (I—XyXn)x, (5.4)

the update rule for receiving a new training sample with data x and label y is given by

|

A D v v) — B - T4 s ) Pt *1 70

0(Zy;x,y)=6v+g(f  (y)—x 6y), &= . (5.5)
L xtxiTy x, =0
I4x Xy X x NN L

Here, Oy represents the (ERM solution based on N training samples. It is important to
note that this algorithm does not compute the exact solution for the updated dataset with
the new training sample. Instead, it provides an iterative step towards the optimal solution.

Zhuang et al. [130] applied this formulation to train a DNN in a layer-by-layer fashion.

The pNML for a single layer neural-network

Intuitively, the pNML as stated in (I.5) can be described as follows: To assign a probability
for a potential outcome, (i) add it to the training set with an arbitrary label, (ii) find the
best-suited model, and (iii) take the probability it gives to the assumed label. Follow this
procedure for every label and normalize to get a valid probability assignment. Use the
log normalization factor as the confidence measure. This method can be extended to any
general learning procedure that generates a prediction based on a training set. One such

method is a single layer NN.

A single layer NN maps an input x € 2M*! using the softmax function to a probability
vector which represents the probability assignment to one of C classes

T
666 x

po(yelx) = f(x"0). = ce{l,...,C}. (5.6)

T
Zg:l %
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To align with the recursive formulation of (5.5]), the label y is a one-hot row vector with C
elements, y. is the ¢ element of y, and the learnable parameters {961}521 are the columns

of the parameter matrix of (5.3). In addition, the inverse of the softmax activation is

C T
22 £ (po (ilx)) = Inpg (ilx) +1n ) % *. (5.7)

J=1

To compute the genie prediction of the test label we add the test sample to the training

set. Then we optimize the learnable parameters to minimize the loss of this new dataset.

Lemma 5.2.1. Let c be the true test label, p. the probability assignment of the ERM model
of the label ¢, g as defined in (5.5)). Given test data x with a one-hot row vectory, the genie

prediction is

Dc
Pé(apey) (€1%) = ot (1—p) (5.8)
Proof. With (5.5), the probability assignment of the genie can be written as follows.
o0 (Dnixy)Tx o [6c+g(z—6.x)]
Pé(ayxy)(€X) = < T T S CF S e e (5.9)
j#e

The genie knows the true test label ¢ thus the inverse activation function can be written as

= ln): e /¥, The simplified numerator is
6, -6 6 x o7 x]* ¢ S
o0 5 r 8(3-0x) — 0. [Se* ¢ ] Z p;x $pe. (5.10)

Substituting to 1} and dividing the numerator and denominator by ( ¢ . eQJT ) provides
the result. 0

The true test label is not available to a legit learner. Therefore in the pNML process
every possible label is taken into account. The pNML regret is the logarithm of the sum of

models’ prediction, each one trained with a different test label value.

Theorem 5.2.2. Denote p; as the ERM prediction of label i, the pNML regret of a single
layer NN is

(5.11)
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Proof. The normalization factor is the sum of the probabilities assignment of models that
were trained with a specific value of the test sample K =Y | ps (Dyswy=er) (i|x). As shown
in (1.3)), the log normalization factor is the pNML regret. With lemma we get the

explicit expression. ]

The pNML probability assignment of label i € {1,...,C} is the probability assignment
of a model that was trained with that label divided by the normalization factor g,y (i|x) =

1
KP6(yixy) O1Y)-
Let u,, and h,, be the m-th eigenvector and eigenvalue of the training set data matrix

Xy such that for x| = 0, the quantity x ' g is

1 vM 1 T
Tgm XXX wEmeli Sl (5.12)
_ - . .
T+xTX Xy T 14 D Ny é (xTum)

We make the following remarks.

1. If the test sample x lies in the subspace spanned by the eigenvectors with large eigen-
values, x' g is small and the corresponding regret is low lim,r, (I"=log Zl.czl pi=

0. In this case, the pPNML prediction is similar to the genie and can be trusted.

2. Test input that resides is in the subspace that corresponds to the small eigenvalues
produces x' g = 1 and a large regret is obtained limr, ,I"=log Z,‘C:1 27_117,2 The
prediction for this test sample cannot be trusted. In section we show that in this

situation the test sample can be classified as an OOD sample.
3. As the training set size (N) increases x ' g becomes smaller and the regret decreases.

4. If the test sample is far from the decision boundary, the ERM assigns to one of the
labels probability 1. In this case, the regret is 0 no matter in which subspace the test

vector lies.

PNML min-max regret simulation

We simulate the response of the pNML regret for two classes (C=2) and divide it by logC
to have the regret bounded between 0 and 1. Figure [5.1] shows the regret behaviour for

different p; (the ERM probability assignment of class 1) as a function of x' g.

49



1.0-
—— P;=0.50
0.8 - P1=0.99

I\

0.2-

00 nl 1 1 1 1 1
0.0 0.2 0.4 0.6 0.8 1.0

Figure 5.1: The pNML regret simulation for a two class predictor

For an ERM model that is certain on the prediction (p; = 0.99 that is represented by
the purple curve), a slight variation of x ' g causes a large response of the regret comparing
to p; that equals 0.55 and 0.85.

The pNML regret characteristics using a low-dimensional dataset

We demonstrate the characteristics of the derived regret and show in what situations the
prediction of the test sample can be trusted. To visualize the pNML regret on a low-
dimensional dataset, we use the Iris flower data set [30]]. We utilize two classes and two

features and name them cy, ¢, and feature 1, feature 2 respectively.

Figure [5.2a] shows the ERM probability assignment of class c; for a single layer NN
that was fitted to the training data, which are marked in red. At the top left and bottom
right, the model predicts with high probability that a sample from these areas belongs to
class c¢; and ¢, respectively.

Figure presents the analytical pNML regret. At the upper left and lower right, the
regret is low: Although there are no training samples there, these regions are far from the
decision boundary, adding one sample would not alter the probability assignment signif-
icantly, thus the pNML prediction is close to the genie. At the top right and bottom left,
there are no training points therefore the regret is relatively high and the confidence in the
prediction is low. In section [5.2] we show that these test samples, which are associated
with high regret, can be classified as OOD samples.
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Figure 5.2: The pNML regret for a Iris dataset

In addition, we visualize the regret for overlapping classes. In figure the ERM
probability assignment for inseparable class split is shown. The ERM probability is lower
than 0.7 for all test feature values. Figure[5.2d| presents the corresponding pNML regret.
The pNML regret is small in the training data surroundings (including the mixed label

area). The regret is large in areas where the training data is absent, as in the figure edges.

Deep neural network adaptation

In previous sections, we derived the pNML for a single layer NN. We next show that

our derivations can, in fact, be applied to any pretrained NN, without requiring additional
parameters or extra data.

First extract the embeddings of the training set: Denote ¢ (-) as the embedding creation
(feature extraction) using a pretrained ERM model, propagate the training samples through
the DNN up to the last layer and compute the inverse of the data matrix ¢ (Xy) ¢ (Xy)* .
Then, given a specific test example x, extract its embedding ¢ (x) and its ERM probability

assignment { Pi},-czl- Finally calculate the regret as described in (5.11)) using the training
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set and test embedding vectors.

We empirically found that norms of OOD embeddings are lower than those of IND
samples. The regret depends on the norm of the test sample: For 0 < a < b, the regret of
ax is lower than the regret of bx. Hence, we normalize all embeddings (training, IND, and
OOD) to have L? norms equal to 1.0.

Samples with a high regret value are considered samples with a large distance from
the genie, the learner that knows the true label, and therefore the prediction cannot be
trusted. Our proposed method utilizes this regret value to determine whether a test data

item represents a known or an unknown.

Application to out-of-distribution detection

We rigorously test the effectiveness of the pNML regret for OOD detection. The motiva-
tion for using the individual setting and the pNML as its solution for OOD detection is
that in the individual setting there is no assumption on the way the data is generated. The
absence of assumption means that the result holds for a wide range of scenarios (PAC,
stochastic, and even adversary) and specifically to OOD detection, where the OOD sam-

ples are drawn from an unknown distribution.

Experimental setup. We follow the standard experimental setup [63},169,90]. All the as-
sets we used are open-sourced with either Apache-2.0 License or Attribution-NonCommercial
4.0 International licenses. We ran all experiments on NVIDIA K80 GPU.

IND sets: For datasets that represent known classes, we use CIFAR-100, CIFAR-
10 [60] and SVHN [78]. These sets contain RGB images with 32x32 pixels. In addition,

to evaluate higher resolution images, we use ImageNet-30 set [49].

OOD sets: The OOD sets are represented by TinylmageNet [66], LSUN [[122], iISUN [120]],
Uniform noise images, and Gaussian noise images. We use two variants of TinyImageNet
and LSUN sets: a 32x32 image crop that is represented by “(C)” and a resizing of the
images to 32x32 pixels that termed by “(R)”. We also used CIFAR-100, CIFAR-10, and
SVHN as OOD for models that were not trained with them.

Evaluation methodology: We benchmark our approach by adopting the following met-
rics [90, 63]: (i) AUROC: The area under the receiver operating characteristic curve of a
threshold-based detector. A perfect detector corresponds to an AUROC score of 100%. (i)
TNR at 95% TPR: The probability that an OOD sample is correctly identified (classified
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Table 5.1: AUROC of OOD detection for DenseNet-BC-100 model

IND 00D Baseline/+pNML ODIN/+pNML Gram/+pNML OECC/+pNML

iSUN 69.7 /1 96.4 84.5/96.7 99.0/99.5 99.2/99.5

LSUN (R) 70.8 /96.6 86.0/96.9 99.3/99.7 99.4/99.6

LSUN (C) 80.1/93.1 91.5/93.1 91.4/94.5 93.9/96.1
CIFAR-100 Imagenet (R) 71.6/97.4 85.5/97.6 99.0/99.5 99.0/99.5
Imagenet (C) 76.27195.7 88.8/96.0 97.71798.7 98.2/99.0

Uniform 43.3/100 83.7/100 100 /100 99.9/100

Gaussian 30.6/100 50.6 /100 100/ 100 100 /100

SVHN 82.6/96.2 92.5/96.2 97.3/984 97.0/97.5

iSUN 94.8 /98.7 98.9/98.9 99.8 /100 99.9 /100

LSUN (R) 95.5/98.9 99.2/99.2 99.9 /100 99.9/100

LSUN (C) 93.0/96.4 95.8/96.4 97.5/98.7 98.9/99.9

CIFAR-10 Imagenet (R) 94.1/98.8 98.5/99.0 99.7/99.9 99.8/99.9
Imagenet (C) 93.8/97.7 97.6/97.9 99.3/99.7 99.5/99.9

Uniform 96.6 /100 100/100 100/100 100/100

Gaussian 97.6 /100 100/100 100/100 100/100

SVHN 89.9/98.4 94.6 / 98.7 99.1/99.6 99.6 /100

iSUN 94.4/98.7 92.8/99.1 99.8/99.9 100 /100

LSUN (R) 94.1/98.4 92.5/98.9 99.8/100 100 /100

LSUN (C) 92.9/98.0 88.6/98.1 98.6/99.4 99.8 /100

Imagenet (R) 94.8/98.6 93.3/99.0 99.7/99.9 100 /100

SVHN Imagenet (C) 94.6/ 98.6 92.8/98.8 99.4/99.8 100 /100
Uniform 93.2/99.8 91.6/100 99.9/100 100/100

Gaussian 97.4/99.8 98.9/99.9 100/100 100 /100

CIFAR-10 91.8/96.7 88.9/97.8 95.4/97.3 99.5/100
CIFAR-100 91.4/96.7 88.2/97.8 96.4/98.0 99.6 /100

as negative) when the true positive rate equals 95%. (iii) Detection accuracy: Measures
the maximum possible classification accuracy over all possible thresholds.

Results. We build upon existing leading methods: Baseline [48]], ODIN [66], Gram [90],
OECC [82]], and Energy [69]. We use the following pretrained models: ResNet-34 [46]],
DenseNet-BC-100 [54] and WideResNet-40 [1235]]. Training was performed using CIFAR-
100, CIFAR-10 and SVHN, each training set used separately to provide a complete picture
of our proposed method’s capabilities. Notice that ODIN, OECC, and Energy methods use
OOD sets during training and the Gram method requires IND validation samples.

Table and Table show the AUROC of different OOD sets for DenseNet and
ResNet models respectively. Our approach improves all the compared methods in nearly
all combinations of IND-OOD sets. The largest AUROC gain over the current state-of-
the-art is of CIFAR-100 as IND and LSUN (C) as OOD: For the DenseNet model, we
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Table 5.2: AUROC comparison of OOD detection for ResNet-34 model

IND 00D Baseline/+pNML  ODIN/+pNML  Gram/+pNML OECC/+pNML

iSUN 75.7/83.0 85.6/87.6 98.8/99.1 99.0/99.3

LSUN (R) 75.6/83.8 85.4/88.0 99.2/99.4 99.3/99.6

LSUN (C) 75.5/83.1 82.6/88.1 92.2/94.6 95.7/97.8
CIFAR-100 Imagenet (R) 77.1/84.4 87.7188.5 98.9/99.2 98.7/98.9
Imagenet (C) 79.6/85.8 85.6/ 88.6 97.7/98.4 97.9/98.1

Uniform 85.2/98.1 99.0/99.4 100/ 100 100 /100

Gaussian 45.0/86.5 83.8/95.7 100/ 100 100/ 100

SVHN 79.3790.9 94.0/95.4 96.0/97.9 97.0/97.6

iSUN 91.0/96.4 94.0/97.5 99.8 /100 99.9/99.9

LSUN (R) 91.1/96.6 94.1/97.7 99.9/100 100/99.9

LSUN (C) 91.8/95.4 93.6/95.6 97.9/799.1 99.1/99.5

CIFAR-10 Imagenet (R) 91.0/95.4 93.9/96.6 99.7/99.9 99.9/99.9
Imagenet (C) 91.4/95.4 93.3/96.2 99.3/99.7 99.7/99.8

Uniform 96.1/99.8 99.9/100 100/ 100 100/ 100

Gaussian 97.5/100 100/ 100 100/ 100 100/ 100

SVHN 89.9/95.1 95.8/97.9 99.5/99.8 99.8/99.8

iSUN 92.2/97.1 91.4/98.0 99.8/99.9 100/ 100

LSUN (R) 91.5/96.7 90.6/97.7 99.8 /100 100/ 100

LSUN (C) 92.8/97.0 92.3/97.1 98.8/799.6 99.7/99.9

Imagenet (R) 93.5/97.5 92.8/98.3 99.8/99.9 100 /100

SVHN Imagenet (C) 94.2/97.5 93.7/98.2 99.5/99.9 99.9/100
Uniform 96.0/98.5 95.5/99.5 100/ 100 100/ 100

Gaussian 96.1/98.4 96.1/99.6 100/ 100 100/ 100

CIFAR-10 93.0/97.4 92.0/98.0 97.4799.3 99.4/99.8
CIFAR-100 92.5/97.1 91.7/97.8 97.5/99.2 99.4/99.8

improve Gram and OECC method by 3.1% and 2.2% respectively. For the ResNet model,
we improve this combination by 2.4% and 2.1% respectively. The additional metrics (TNR

at 95% FPR and detection accuracy) are shown in section (B.3

The Baseline method uses a pretrained ERM model with no extra data. Combining
the pNML regret with the standard ERM model as shown in the Baseline+pNML column
surpasses Baseline by up to 69.4% and 41.5% for DensNet and ResNet, respectively. Also,
Baseline+pNML is comparable to the more sophisticated methods: Although it lacks tun-
able parameters and does not use extra data, Baseline+pNML outperforms ODIN in most
DenseNet IND-OOD set combinations.

Evidently, our method improves the AUROC of the OOD detection task in 14 out of
16 IND-OOD combinations. The most significant improvement is in CIFAR-100 as IND
and ImageNet (R) and iSUN as the OOD sets. In these sets, we improve the AUROC
by 15.6% and 15.2% respectively. For TNR at TPR 95%, the pNML regret enhances
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Table 5.3: AUROC of OOD detection for WideResNet-40 model

IND 00D AUROC TNR at TPR 95% Detection Acc.
Energy/+pNML
iISUN 78.4/793.6 30.7/ 62.5 71.1/87.0
LSUN (R) 80.3/94.1 31.2/65.5 73.1/87.5
LSUN (C) 95.9/95.5 80.0/79.3 89.3/89.1
Imagenet (R) 71.4/87.0 22.1/44.8 66.1/79.9
CIFAR-100 Imagenet (C) 79.7/87.3 36.9/49.4 72.8179.7
Uniform 97.9/799.8 95.2/100 95.8/99.6
Gaussian 92.0/99.8 9.6/100 92.3/99.8
SVHN 96.5/96.4 79.2 7/ 82.8 90.5/91.3
iISUN 99.3/99.4 98.3/98.7 96.7/97.0
LSUN (R) 99.3/99.5 98.6/99.0 97.0/97.3
LSUN (O) 99.4/99.5 98.6/98.6 97.0/971
CIFAR-10 Imagenet (R) 98.1/98.1 92.0/924 94.0/94.0
Imagenet (C) 98.6/98.6 94.4/94.6 94.9/94.9
Uniform 99.0/99.9 100/100 98.7/99.8
Gaussian 99.1/99.9 100 /100 98.7/99.8
SVHN 99.3/99.6 98.3/98.9 96.9/97.6

the CIFAR-100 and Gaussian combination by 90.4% and achieves a perfect separation of

IND-OOD samples.

For high resolution images, we use Resnet-18 and ResNet-101 models trained on Im-
ageNet. We utilize the ImageNet-30 training set for computing ¢ (Xy) "¢ (Xy)* . All
images were resized to 254 x 254 pixels. We compare the result to the Baseline method
in Table [5.4] The table shows that the pNML outperforms Baseline by up to 9.8% and

8.23% for ResNet-18 and ResNet-101 respectively.

5.3 Fully training the last model layer

In the previous section, we derived an analytical solution for applying the pNML on the
last later of a DNN. In the derivation, we assumed the MSE loss with a specific hypothesis
class. An alternative to this approach, which we present in thus section, is the explicitly

train the last layer of the model.
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Table 5.4: AUROC of OOD detection with ImageNet-30 as the IND set

IND OOD ResNet-18 ReseNet-101
Baseline/+pNML Baseline/+pNML

iSUN 95.58/99.74 96.26 /99.54

LSUN (R) 95.51/99.72 95.77/99.43

LSUN (C) 96.89 /99.77 98.00/99.86
ImageNet-30 Uniform 99.35/99.99 98.70 /100
Gaussian 98.78 /100 98.61 /100

SVHN 99.18 /99.99 98.94/99.98

CIFAR-10 89.99/99.79 91.24/99.47

CIFAR-100 92.15/92.15 93.39/99.58

5.3.1 Efficient evaluation of the pNML regret

Intuitively, the pNML can be described as follows: To assign a probability for a potential
outcome, add it to the trainset, find the best-suited model, and take the probability it gives
to that label. Follow this procedure for every label and normalize to get a valid probability
assignment. Use the log normalization factor as the confidence measure. This method
can be extended to any general learning procedure that generates a prediction based on a

trainset. One such method can be the stochastic gradient descent used in training DNN.

One of the main problems in using the pNML learner in DNN is the richness of the
hypothesis class. State of the art convolutional networks for image classification trained
with stochastic gradient methods easily fit a random labeling of the training data [127].
Having a family Py that is too large, as in DNN models, produces a perfect fit for every
test label option and, therefore, high regret. We propose an efficient pPNML scheme which

both reduces the size of the hypothesis class size and accelerates the compute time.

Our proposed approach is as follows: train a DNN model using the standard ERM
training procedure. Next, extract the features of the trainset: propagate the trainset through
the DNN up to the last layer and create the features trainset {(¢ (x;),y:)}Y,, (i.e., the train-
set embeddings), where ¢ (-) represents the feature extraction. Then, given a specific test
example x, extract its features ¢ (x). We define the hypothesis class as one fully connected
layer, w, and execute the fine-tuning phase: We add the pair (¢(x),y) to the trainset em-
beddings with arbitrary choice of the label y. We train the single fully connected layer
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Algorithm 1 Efficient pNML procedure

Input: Trainset {(x;,y;)}Y |, test data x, features extractor ¢ (-).
for each y € % do
wy = argmax,, [pw (v (x)) - TIL; o (319 (x:))]
Py = Pw, ([ (x)) > Predict the class we trained with
end for
Normalization factor: C =} cq py
Regret: I' =logC

for each y € % do > Normalize to get a valid probability assignment
qpnmr(y) = %Py
end for

Return 4pNML, r

using the ERM procedure

N
wy = argmin |} —logpy (i|¢ (x;)) —log pu (¥]# (x)) | - (5.13)

w i=1

Given the trained layer, we perform a prediction of the class we trained with:

Py = pw,(y19(x)). (5.14)

We repeat this process for every potential test label value. The probability assignment
of the pNML learner for a specific label is the predicted distribution for that label after
the fine-tuning step, normalized by the summation of all the corresponding probabilities.
Notice that the normalization makes the pNML prediction a valid probability assignment.

The associated regret is then

C=log ) py=1log Y pw,(y¢(x)). (5.15)
yeX yEX

Samples with a high regret value, I', are considered samples with a large distance from
the reference learner — a learner that knows the true label — and therefore the prediction
cannot be trusted. Our proposed method, therefore, determines whether a test data item

represents a known or unknown class based on this regret value.

57



5.3.2 Experiments

We next show the effectiveness of our method for open-set classification on several stan-

dard benchmark datasets.

Evaluation methodology. We follow the proposed Open-Set Classification Rate (OSCR)
evaluation metric [25] [84]]. In the evaluation phase, two datasets are used: &, which con-
tains test data with known classes and &, that has test data with unknowns. Let T be a
score threshold. For samples from &, the Correct Classification Rate (CCR) is defined
as samples fraction for which the correct class ¢ has the maximum probability and has a
confidence score S(x) greater than T

CCR(T) [{x | x € D Nargmax p(y|x) =c AS(x)>T}|. (5.16)
yEY

1

2|
The False Positive Rate (FPR) is the fraction of samples from &, that are classified as any
known class with a confidence score greater than 7

1

FPR(T) = 7

Hx|xe 2,AS(x)>T}|. (5.17)

We vary the threshold 7' and define the CCR as a function of the FPR. For the smallest
T, we get the largest FPR, a value of 1.0. The CCR at FPR 1.0 is identical to the closed-set
performance, i.e., the classification accuracy on Z,. We use the Area Under the Curve
(AUC) of the CCR versus the FPR in our evaluations along with CCR values at specific
FPRs: 0.1, 0.2, 0.6, 0.8 and 1.0.

Datasets. We test our method rigorously on the following standard benchmarks.

* CIFAR10 and CIFAR100 [60]: These datasets include 32 x 32 natural color images.
In CIFARI1O0, 10 classes are defined with 50,000 training images and 10,000 test
images to a total of 6,000 images per class, while CIFAR100 has 100 classes with a

total of 600 images per class.

e CelebA [[70]]: The Celeb Faces Attributes (CelebA) set consists of 202,000 face im-
ages. Each image is labeled with 40 binary attributes along with the subject identity.
We arbitrarily select the “Arched Eyebrows" attribute with training and test set sizes
of 50,000 and 10,000, respectively.
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e LSUN [122]]: The Large-scale Scene Understanding set (LSUN) consists of 10,000

test images from 10 different scene categories such as “bridge” and “bedroom”.

e SVHN [78]]: The Street View House Numbers (SVHN) dataset contains 32 x 32
color images of house numbers. There are 10 classes consisting of the digits 0-9.

The training set has 604,388 images, and the test set contains 26,032 images.

* Noise: A synthetic Gaussian noise dataset consisting of 10,000 random 2D Gaussian
noise images. Each RGB value of every pixel is sampled from a normal distribution

with zero mean and unit variance.

For the open-set classification task, we use CIFAR10, CIFAR100 and CelebA as closed-
sets separately. LSUN, SVHN and Noise are used to simulate OOD images. We sup-
pressed overlap classes from LSUN, for instance, the class “bedroom” in LSUN is over-
lapped with “bed” in CIFAR100 and therefore omitted.

Compared methods. We compare our proposed confidence score with several recent

leading methods.

* Max-prob [48]]: A naive method that assigns the confidence score based on the max-
imum probability of a trained DNN. Input with a low maximum probability is con-

sidered to have an unknown class.

* ODIN [66]: To increase the margin between the maximum softmax score of data
with known classes and data with unknowns, this method pre-processes the input
by perturbing it with the loss gradient. The score is the DNN’s output maximum
probability when feeding it with the perturbed input.

* Entropic Open-Set [23]: During training, a dataset with unknown classes &, is used.
The loss function is modified such that data from &/, produce a uniform probability
vector and therefore will have a low maximum probability score. The value of the
maximum probability of the prediction is used to distinguish between images with
known classes and inputs with unknowns. Different unknowns sets (2, and 2,) are

used in the training and evaluation phases.

* Objectosphere [25]]: Similarly to the Entropic Open-Set approach, a model is trained

to have a low response to unknown classes. An additional loss term is added that
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Figure 5.3: CCR vs FPR curves of the compared methods

directly penalizes high norm features of OOD samples and encourages closed-set
samples to have high features norm. In the evaluation, the maximum probability

value of the prediction is used as the confidence score.

* Cosine Similarity [106} [114]]: This method proposes a change in the softmax layer.
The main idea is to use the cosine of the angle between the weights of the last fully
connected layer that are associated with a specific class and the features as the logits
that feed the softmax layer. Same as other methods, this approach uses the maximum

probability for confidence.

* Maximum Discrepancy [123]]: Two classifiers are used along with an additional
OOD training set. During training, a new loss term is adopted that increases the
discrepancy between the classifiers on the OOD training set. The confidence score

is the L' distance between the classifiers’ probability assignments.

Open-set performance. We adopt the DenseNet architecture [54]. We follow the orig-
inally proposed setup with a depth of 100, growth rate 12 (Dense-BC) and dropout rate
0. We use CIFARIO as the dataset with known classes and CelebA as OOD set to train
and optimize the ODIN, Entropic Open-Set, Objectosphere and Maximum Discrepancy
methods. When applying our proposed method, we extract CIFAR10 trainset features
{0(x;), yi}é\’: | and execute the fine-tuning phase of our method: We train a fully connected

layer from scratch for the ten possible labels of the test image.

The AUC of the CCR as a function of the FPR is stated in table[5.5] When comparing
to other approaches our method provides the highest AUC values with a substantial im-
provement of 11% over the Entropic Open-Set and the Maximum Discrepancy approaches

on the LSUN benchmark. The performance on the LSUN dataset can be also viewed at
figure Our method provides the highest CCR for all FPR rates. table[5.5]also shows
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Table 5.5: DenseNet100 with CIFAR10 trainset experimental results

. CCR at FPR of
Unknowns Algorithm AUC 01 02 06 08 10
Max-prob 0.82 044 073 094 095 0.96
ODIN 0.71 026 042 091 095 096
LSUN Entropic Open-Set 0.83 0.67 0.80 091 093 094
Objectosphere 0.66 0.04 0.14 093 094 095

Cosine Similarity 0.82 0.67 0.78 092 093 094
Max. Discrepancy 0.83 0.67 0.76 0.89 0.92 0.95

Ours 0.94 092 093 095 095 0.96
Max-prob 0.83 0.56 0.76 093 0.95 0.96
ODIN 0.74 041 056 0.89 095 0.96

Entropic Open-Set 0.88 0.79 086 092 0.93 094

SVHN Objectosphere 0.65 0.06 0.19 092 094 0.95
Cosine Similarity 0.92 0.88 091 094 094 095

Max. Discrepancy 0.90 0.84 0.86 092 092 094

Ours 0.94 093 094 095 095 0.96

Max-prob 0.15 0.07 0.09 0.16 0.20 0.96

ODIN 0.48 032 036 051 0.60 0.96

Noise Entropic Open-Set 0.93 092 092 093 094 094

Objectosphere 0.27 0.02 0.03 0.16 0.64 0.95
Cosine Similarity 0.93 093 093 094 094 095
Max. Discrepancy 0.86 0.83 0.84 0.86 0.88 0.94

Ours 095 094 095 095 096 0.96

an improvement of 2% over the Cosine Similarity method which is the next best one for
the SVHN and Noise datasets as unexpected inputs. The most significant improvement
value on SVHN is at FPR of 0.1, in which our method improves the CCR by 5%.

We present in figure [5.4] the confidence score histograms of the compared methods
for CIFAR10 as the closed-set. For the Max-prob and ODIN methods, there is almost
no separation and even higher confidence for noise images. Figure [5.4b also shows that
ODIN’s maximum probability score is relatively low, it is bounded between 0.1002 and
0.1008. The reason lies in the adversarial attack that the method performs on the input
which causes the maximum probability to drop. Figure presents the Entropic Open-
Set method which manages to separate between the CIFAR10 dataset and Noise. Most of
Noise confidence scores are concentrated at a maximum probability value of 0.75, while
CIFARI10 has a peak at a maximum probability value of 0.98. For the SVHN dataset,
however, we see an almost total overlap with CIFAR10 images confidence score. Both
Cosine Similarity and our methods have a clear distinction between CIFAR10 confidence

scores and the Noise dataset. In addition, our regret based score, as shown in figure [5.4f,
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Figure 5.4: Confidence histograms for DenseNet100 CIFAR10 based models

treats the SVHN and Noise dataset about the same and manages to separate both of them

from CIFARI10 closed-set images.
Next, we evaluate WideResNet [124] and utilize CIFAR100 as the closed-set. We

used the same training method as in CIFAR10 experiment. We executed all labels in
parallel, 100 possible labels, on Nvidia Tesla V100 GPU such that a single test runtime
is 26 seconds. In table[5.6|the various methods are compared. We outperform the others
in the AUC metric while maintaining the baseline performance on the closed-set task.
The Entropic Open-Set, Cosine Similarity and Maximum Discrepancy methods have a
reduction of 3% and the Objectosphere approach accuracy decreases in 4% with respect to
the Max-prob method. Figure [5.3b|shows performance on LSUN, our score outperforms
the others for all FPR rates with a substantial improvement of 27% and 20% at FPR of 0.1
and 0.2, respectively.

The Objectosphere method, which is considered the state of the art classifier-based
method in open-set recognition, performs poorly with LSUN, SVHN and Noise images.
The reason might be the use of data with unknown classes during the training phase. The
performance of this method depends on the OOD train data and its similarity to the un-
expected test samples. We train the Objectosphere model with CelebA as images with
unknown class, which is, in general, a set of images with low variation and is very dif-
ferent from noise images. This kind of training exposes the weakness of the method as

opposed to approaches that do not use OOD images during training.

In the last experiment, we perform an evaluation using ResNeXt with depth factor 20
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Table 5.6: WideResNet16 with CIFAR100 trainset experimental results

. CCR at FPR of
Unknowns Algorithm AUC 01 02 06 08 10
Max-prob 0.62 0.33 050 0.73 0.77 0.79
ODIN 0.60 0.27 044 0.72 0.77 0.79
LSUN Entropic Open-Set 0.61 040 0.51 0.69 0.74 0.76
Objectosphere 0.59 033 046 0.69 0.73 0.75

Cosine Similarity 0.59 0.37 0.51 0.69 0.73 0.76
Max. Discrepancy 0.57 0.32 047 0.65 0.69 0.76

Ours 0.74 0.67 0.71 0.77 0.78 0.79

Max-prob 0.73 0.63 0.69 0.77 0.78 0.79

ODIN 0.73 0.66 0.71 0.76 0.78 0.79

SVHN Entropic Open-Set 0.68 0.56 0.62 0.73 0.75 0.76
Objectosphere 0.67 0.53 0.62 073 0.75 0.75

Cosine Similarity 0.65 0.52 0.60 0.71 0.73 0.75

Max. Discrepancy 0.66 0.51 0.60 0.72 0.74 0.76

Ours 0.75 0.70 0.73 0.77 0.78 0.79

Max-prob 0.61 0.52 055 063 0.66 0.79

ODIN 0.66 0.58 0.62 0.68 0.72 0.79

Noise Entropic Open-Set 0.66 0.61 0.63 0.66 0.69 0.76
Objectosphere 0.51 0.33 041 056 0.65 0.75

Cosine Similarity 0.34 0.00 0.00 043 047 0.75
Max. Discrepancy 0.36 0.28 0.30 038 041 0.76
Ours 0.76 073 0.74 0.76 0.78 0.79

and CelebA as the dataset with known classes. The Entropic Open-Set, Objectosphere
and Maximum Discrepancy methods use also MNIST [62] during training to simulate
OOD inputs. The ODIN’s adversarial perturbation strength was optimized on MNIST too.
During our method’s fine-tuning stage, we train one fully connected layer from a feature

space size of 1,024 to two outputs, a total of 2,048 parameters, from random initialization.

The CCR versus FPR of using CelebA for closed-set and images from LSUN, SVHN
and Noise as inputs with unknowns is presented in table Our method provides the
highest AUC value with respect to the compared approaches on the LSUN and SVHN
sets, with an improvement of 9% and 4% respectively over the next best one. Figure
shows the CCR vs FPR curve for LSUN dataset. We outperform all the competitors for all
FPRs with a solid margin of about 10% over the Maximum Discrepancy method.

On the Noise benchmark, the Objectosphere has the best AUC. It may be related to the
OOD training set that is used: The OOD trainset is MNIST, which might resemble noise
images. In the previous experiments, with more challenging datasets and with higher

capacity models this advantage disappeared.
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Table 5.7: ResNeXt with CelebA trainset experimental results

. CCR at FPR of
Unknowns Algorithm AUC 01 02 06 08 10
Max-prob 0.37 0.14 021 043 052 0.77
ODIN 0.37 0.14 0.21 043 052 0.77
LSUN Entropic Open-Set 0.38 0.13 0.19 046 0.57 0.76
Objectosphere 0.21 0.02 0.04 0.17 039 0.78

Cosine Similarity 0.37 0.11 0.19 045 0.54 0.76
Max. Discrepancy 0.56 035 046 0.63 0.67 0.78

Ours 0.65 044 0.57 0.73 0.76 0.78

Max-prob 0.47 027 038 054 058 0.77

ODIN 0.48 027 038 054 0.58 0.77

SVHN Entropic Open-Set 0.54 040 046 0.58 0.64 0.77
Objectosphere 0.43 0.12 020 0.52 0.64 0.78

Cosine Similarity 0.44 0.10 0.21 0.54 0.63 0.77

Max. Discrepancy 0.64 049 057 069 0.72 0.78

Ours 0.68 0.50 0.61 0.75 0.78 0.78

Max-prob 0.44 029 034 048 0.52 0.77

ODIN 0.44 0.29 034 048 0.52 0.77

Noise Entropic Open-Set 0.39 0.30 0.32 041 046 0.77

Objectosphere 0.77 0.77 0.77 0.78 0.78 0.78
Cosine Similarity 0.57 0.53 055 058 0.60 0.77
Max. Discrepancy 0.64 047 059 0.70 0.73 0.78

Ours 0.65 047 057 072 0.76 0.78

5.3.3 Ablation study

In this section, we explore the effect of the hypothesis class size on the classification
accuracy and the regret based confidence score. In the previous sections, when executing
our procedure, we use a hypothesis class that contains only one fully connected layer. We
now analyze the effect of varying the number of layers that are trained during the fine-

tuning phase.

We perform the ablation study with the ResNet18 architecture [46]] on the CIFAR10
dataset. Initial training consisted of 200 epochs using stochastic gradient descent optimizer
with a batch size of 128 and a learning rate of 0.1, with a decrease to 0.01 and 0.001 after
100 and 150 epochs, respectively. Fine-tuning consisted of 10 epochs with a learning rate
of 0.001.

The first hypothesis class we consider is a class in which we do not train any layer
during the fine-tuning phase. The hypothesis class is simply the DNN obtained after the

initial training, which is the ERM learner. We name this learner 0 Layers. The second
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Table 5.8: The performance as function of the hypothesis class size

# Tuned Layers Acc. Loss avg Loss STD  Regret

0 layers 0.920 0.203 0.87 0.0
2 layers 0.921 0.173 0.30 0.14
7 layers 0913 0.244 0.27 0.23
10° BN 0 Layers
10° 5 2 Layers
107 7 Layers
2 2
Z 10’ Z
a a
10' o'
(il g
0.0 0.5 1.0 1.5 2.0 0.0 0.2 0.4 0.6 0.8 1.0
Loss Regret
(a) Log-loss histogram (b) Regret histogram

Figure 5.5: The pNML performance for the CIFAR10 set of different amount of
trained layers

class is where the fine-tuning alters only the last two layers, i.e., 2 Layers and 7 Layers is

when the fine-tuning phase affects all.

The comparison between the hypothesis classes is summarized in table [5.8] We can
see a 0.03 improvement in the average log-loss with a slightly better accuracy rate of the 2
Layers learner with respect to the basic DNN. More notable is the 0.57 improvement in the
standard deviation of the log-loss, which suggests that the learner manages to avoid large
loss values and it is indeed better in the worst case sense. This property of the pNML can
also be observed by the log-loss histogram presented in figure in which 0 Layers and
2 Layers have a large number of samples with loss value higher than 0.9. When increasing
the hypothesis class size, the worst-case loss is indeed reduced. However, as stated in
table[5.8]and figure[5.5D] the regret increases as well.

This coincides with the theoretical interpretation of the regret as “insurance” the pNML
pays to guarantee that the log-loss will not explode no matter what the unknown test la-
bel is. Increasing the hypothesis class too much, as shown in table [5.8] as the difference
between 0 Layers and 7 Layers, reduces the learner accuracy rate and increases the av-
erage log-loss of the test set. This observation indicates the hypothesis class needs to be

designed carefully.
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5.4 Concluding remarks

We presented a novel method for detecting test instances from unknown classes while
maintaining performance on closed-set data. The universal proposed scheme is inspired
by the recently suggested predictive normalized maximum likelihood method for the indi-
vidual setting, with respect to the log-loss function. We showed that the suggested pNML

regret can be used successfully as a confidence measure for identifying unexpected inputs.

One could assume that when executing the procedure using the DNN hypothesis class,
the model would fit exactly to each possible test label and, therefore, using the regret as a
generalization measure might be useless. We show that by effectively reducing the fitted
model capacity, this is not the case and that the regret is an informative generalization

measure where others fail.
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6 Adversarial Defense
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6.1 Introduction

DNNs have shown state-of-the-art performance on a wide range of complex problems [37]].
Despite the impressive performance, it has been found that DNNs are susceptible to ad-
versarial attacks [13, [104]. These attacks cause the model to under-perform by adding
specially crafted noise to the input, such that the original and modified inputs are almost

indistinguishable.

In the case of an image classification task, adversarial attacks can be categorized ac-
cording to the threat model properties [[15]: its goal, capabilities and knowledge. (i) The
adversary goal may be to simply cause misclassification, i.e., untargeted attack. Alterna-
tively, the goal can be to have the model misclassify certain examples from a source class
into a target class of its choice. This is referred to as a targeted attack. (ii) The adversary
capabilities relate to the strength of the perturbation the adversary is allowed to cause the
data, e.g., the distance between the original sample and the adversarial sample under a
certain distance metric must be smaller than €. (iii) The adversary knowledge represents
what knowledge the adversary has about the model. This can range from a full white-box
scenario, where the adversary has complete knowledge of the model architecture, its pa-
rameters, and the defense mechanism, to a black-box scenario where the adversary does

not know the model and has only a limited number of queries on it.

One of the simplest attacks is Fast Gradient Sign Method (FGSM) [38]]. Let wg be the
parameters of the trained model, x be the test data, y its corresponding label, L the loss
function of the model, x,4, the adversary input and € specifies the maximum /. distortion
such that ||x — x44y || < €. First, the signs of the loss function gradients are computed with
respect to the image pixels, Then, after multiplying the signs by &, they are added to the
original image to create an adversary untargeted attack

Xadv :x+8'SiganL(me»ytme)- (6.1)

It is also possible to improve classification chance for a certain label y;q¢; (targeted at-
tack):
Xady =X — & SiganL(W07x7ylargel)~ (6.2)

A multi-step variant of FGSM that was used by Madry et al. [73]] is called Projected Gra-
dient Descent (PGD) and is considered to be one of the strongest attacks. Denote o as the

size of the update, for each iteration an FGSM step is executed:

XZZ\} = xtdv +a - sign(ViL(wo, X, Yirue), 0<t<T. (6.3)

a
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The number of iterations 7 is predetermined. For each sample, the PGD attack creates
multiple different adversarial samples by randomly choosing multiple different starting

points xg s = X+ u where u ~ U[—¢, €. Then the sample with the highest loss is chosen.

A different approach is taken by Hop-Skip-Jump-Attack (HSJA) [18]] black-box attack,
where the adversary has only a limited number of queries to the model decision. The attack
is iterative, each iteration involves three steps: estimating the gradient direction, step-size

search via geometric progression, and boundary search via a binary search.

The most prominent defense is adversarial training, which augments the training set to
include adversarial examples [38]]. Many improvements in adversarial training were sug-
gested. Madry et al. [73]] showed that training with PGD adversaries offered robustness
against a wide range of attacks. Carmon et al. [16] suggested using semi-supervised learn-
ing with unlabeled data to further improve robustness. Wong et al. [118]] offered a way
to train a robust model with a much lower computational cost by using weak adversaries.
An alternative to adversarial training is to encourage the model loss surface to become
linear, so small changes at the input would not change the output greatly. Qin et al. [85]
demonstrated how using a local linear regularizer during training creates a robust DNN
model. However, current methods are still unable to achieve a robust model for large scale

datasets and high dimensional inputs.

The pNML scheme gives the optimal solution for a min-max game where the goal is
to be as close as possible to a reference learner, who knows the true label but is restricted
to use a learner from a given hypothesis class. In the pNML setting and derivation, there is
no assumption on the way the data is generated. Both the training set and the test sample
have some specific individual values. This matches the adversarial attack scenario, where

the input is manipulated specifically to deceit the model.

In this chapter, we propose the Adversarial pNML scheme as a new adversarial de-
fense. Based on the pNML, we restrict the genie learner, a learner who knows the true
test label, to perform minor refinements to the adversarial examples. Our method uses
an existing adversarial trained model. We compose a hypothesis class: Each member in
the class assumes a different label for the adversarial test sample and performs a simple
targeted adversarial attack based on the assumed label. Finally, by comparing the resulting
hypotheses probabilities, predict the true label.

Contrary to existing methods that attempt to remove the adversary perturbation [42,
89, 1103]], our method is unique in the sense it does not remove the perturbation but rather

exploits the adversarial subspace properties, as will be elaborated below.
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6.2 pNML for adversarial defense

In the individual setting of universal learning, the relation between the data and labels
is arbitrary and can be determined by an adversary. The pNML is the min-max solution
of universal learning in the individual setting and therefore using it as a defense against

adversary attacks seems suitable.

Recall the genie solution

6(c",x,y) = argmax [po (ylv) - TIL po (yili)] (6.4)

This genie is the best learner one can attain when knowing the test label given the hypoth-
esis class ®. The main challenge is how to choose the hypothesis class. A good hypothesis
class should be large enough such that the genie could achieve good performance on nat-
ural and adversarial data. However, it should not be too large to avoid overfitting of the

other class members to ensure that the overall regret stays small.

We propose a novel hypothesis class by adding a refinement stage before a pretrained
DNN model wy. The refinement stage alters the test sample by performing a targeted
attack based on the DNN model and a certain label y. Denote A as the refinement strength,

the refined sample is:
Xrefine (X, y) = x — A - sign(ViL(wo,x,y)). (6.5)

The hypothesis class we consider is therefore

O = { Py (- Xrefine(x,y)), VyeY}. (6.6)

Each member in the hypothesis class produces a probability assignment by adding a per-

turbation that strengthen one of the possible value of the test label.

Our Adversarial pNML scheme consists of the following steps: At first, we train a
DNN model wy with adversarial training. Then, we produce the hypothesis class - given a
test data x, we refine it using the trained DNN w( and an arbitrary test label y’ . We
save the label probability we refined with by feeding the refined test to the trained DNN

Pwy (y/|xreﬁne(xayl))~ (6.7)

This action is repeated for every possible test label value. At the end of the process we

get a set of predictions, we normalize them and return the Adversarial pPNML probability
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assignment (prediction)

1
_pwo( ‘xreﬁne(x y K= Z pwo ’xreﬁne X,y )) (68)

g (Y')x) = e
yey

The corresponding regret is the log normalization factor and is I' = log K.

6.3 Adversarial subspace interpretation

Let x,4, be a strong adversarial example with respect to the label y;qger, 1.€., the DNN
model has a high probability of mistakenly classifying x,q4, s Yrarger- For the task of binary
classification there is two kinds of members in our suggested hypothesis class: refinement
towards the true label y;,, and refinement towards the adversary target y,,ge;. There are
two mechanisms that cause the refinement towards the true label to be stronger than the
refinement towards the adversary target: the convergence to local maxima and refinement

overshoot.

Convergence to local maxima. Szegedy et al. [104] stated that adversarial examples
represent low-probability pockets in the manifold which are hard to find by randomly
sampling around the given sample. Madry et al. [/3] showed that FGSM often fails to
find an adversarial example while PGD with a small step size succeeds. This implies
that for some dimensions the loss local maxima is in the interval [—¢, €], which is also
confirmed empirically for CIFAR10 by Wong et al. [118]. Following these results, we
conclude that for some dimensions the loss local maxima can be viewed as a “hole” in the
probability manifold. For those dimensions, refinement towards y;q,¢., Would not increase
the probability of y;4r¢er hypothesis since x4, already converged to the local maximum.
On the other hand, refinement towards y;,,. could cause the refined sample to escape the

local maximum hole, thus increasing the probability of y;,,. hypothesis.

Refinement overshoot. PGD attack is able to converge to strong adversarial points by
using multiple iterations with a small step size. This process avoids the main FGSM pit-
fall: As the perturbation size increase, the gradient direction change [73]], causing FGSM
to move in the wrong direction and overshoot. For the same reason, the FGSM refinement
towards the yrqrge; might fail to create a strong adversarial. On the other hand, the refine-
ment towards y;,,. 1S more probable to succeed since the volume of the non-adversarial

subspace is relatively large, thus a crude FGSM refinement is more likely to move in the
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Figure 6.1: Label ''0" probability manifold

right direction. To support that claim we note that the adversarial subspace has a low prob-
ability and is less stable compared to the true data subspace [103]. In other words, while
the true hypothesis escapes the adversarial subspace, the target hypothesis can transform
the strong PGD adversarial into weak FGSM adversarial.

In the case of multi-label classification there is a third kind hypothesis: A refinement
towards other label y & { Ve, ymrget}. This refinement effectively applies a weak targeted
attack towards a specific label y. This hypothesis can be neglected for a strong adversarial
input because a weak refinement towards other labels is unlikely to become more probable

than refinement towards the target label.

To demonstrate the above mechanisms we present an experiment with two-dimensional
synthetic data. Let pg ~ .4#7(0,0.017) be the distribution with label O and denote p; ~
A (M,0.011) as the distribution of the data the corresponds to label 1, where M is a ran-
dom variable uniformly distributed on a circle of radius 2. We train a simple 4 fully
connected layer classifier using adversarial training set generated by a PGD attack with 4
iterations of size 0.25 and € = 0.5. For the adversarial testset, we increase € to 0.95 and

for the refinement we choose A value of 0.6.

Figure[6.1|shows the refinement process on top of the trained model label 0 probability
manifold. x is the original sample with label 1, x,4, is the test adversarial sample, x;e 1S

the sample generated by refinement towards label 1, and x;4,¢¢r 1S generated by refinement
towards label 0. Using (6.5)):

Xtrue = xreﬁned(xadw 1)7 Xtarget = xreﬁned(xadw O) (6.9)
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Figure[6.Ta)demonstrates the convergence to local maxima mechanism. x,4, converged
to the maximum probability, therefore refinement towards the target label does not increase
the probability while refinement towards the true label does. As a result, the true hypothe-
sis probability is greater and the true label is predicted. Figure[6.1b|presents the refinement
overshoot mechanism. The target hypothesis is refined in the wrong direction while the

true hypothesis is refined in the correct direction.

We note that our method could degrade the accuracy for natural, non-adversarial, sam-
ples since the refinement is a weak targeted attack. To mitigate this drawback we incorpo-
rate adversarial training. Also, we show empirically in section [6.4.3| that replacing FGSM

refinement with PGD refinement decreases robustness.

6.4 Experiments

We evaluate the natural and adversarial performance on MNIST [62]], CIFAR10 [60] and
ImageNet [23]] datasets. We compare our scheme to other state-of-the-art algorithms and

to a standard model trained on natural samples.

6.4.1 Adaptive attack and gradient masking

A main part of the defense evaluation is creating and testing against adaptive adversaries
that are aware of the defense mechanism [15]. This is specifically important when the
defense cause gradient masking [83], in which gradients are manipulated, thus prevent
a gradient-based attack from succeeding. Defense aware adversaries can overcome this

problem by using a black-box attack or by approximating the true gradients [4].

We designed a defense aware adversary for our scheme: We create an end-to-end
model that calculates all possible hypotheses in the same computational graph. We note
that the end-to-end model causes gradient masking since the refinement sign(-) function
sets some of the gradients to zero during the backpropagation phase. We, therefore, attack
the end-to-end model with the black-box HSJA method and PGD with Backward Pass
Differentiable Approximation (BPDA) technique [4], denoted as an adaptive attack. In
BPDA we perform the usual forward-pass but on the backward pass, we replace the non-
differentiable part with some differentiable approximation. Assuming the refinement is
small, one solution is simplz)/ to approximate the refinement stage by the identity operator,

Xrefine

Xrefine = X, Which leads to —52= ~ 1. Further discussion on the adaptive attack can be

found in the appendix.
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Table 6.1: Accuracy comparison for the different defenses

Dataset Method ‘ Natural | FGSM  PGD  Adaptive HSJA | Best attack
Standard 93% | 0.6% 0.0% - - 0.0%
MNIST Madryetal. [73] | 97.8% | 954% 91.2% 89.9%  93.1% 89.9%
e=03 pNML 97.8% | 954% 93.7% 90.7%  94.6% 90.7 %
Standard 93.6% | 6.1% 0.0% - - 0.0%
WRN 84.3% | 482% 37.4% - - 37.4%
WRN + pNML 843% | 489% 45.7% - - 45.7%
CIFAR10 | Madryetal. [73] | 87.3% | 56.1% 45.8% - - 45.8%
€ =0.031 Qin et al. [83] 86.8% - 54.2% - - 54.2%
Carmon et al. [16]] | 89.7% | 69.9% 63.1% - 78.8% 63.1%
pNML 88.1% | 69.5% 673% 68.6%  84.8% 67.3%
Standard 83.5% | 7.0%  0.0% - - 0.0%
ImageNet | Wongetal. [118] | 69.1% | 27.0% 16.0% - 68.0% 16.0%
€=28/255 pNML 69.3% | 28.0% 20.0% 19.0% 68.0% 19.0%
ImageNet | Wongetal. [118] | 69.1% | 443% 42.9% - - 42.9%
€=4/255 pNML 69.3% | 49.0% 48.6% - - 48.6 %

6.4.2 Experimental results

MNIST. We follow the model architecture as described in Madry et al. [73]. We use a
network that consists of two convolutional layers with 32 and 64 filters respectively, each
followed by 2 x 2 max-pooling, and a fully connected layer of size 1024. We trained the
model for 106 epochs with adversarial trainset that was produced by PGD based attack on
the natural training set with 40 steps of size 0.01 with a maximal € value of 0.3. We used
SGD with a learning rate of 0.01, momentum value 0.9 and weight decay of 0.0001. For
the last 6 epochs, we used adversarial training with the adaptive attack instead of PGD.

We set the Adversarial pNML refinement strength to A = 0.1.

For evaluation, we set € to 0.3 for all attacks. The PGD attack was configured with
50 steps of size 0.01 and 20 random starts. For the adaptive attack, we used 300 steps of
size 0.01 and 20 random starts. For HSJA, we set the number of model queries to 26K per

sample, which was shown to be enough queries for convergence [18].

In table [6.1] we report the accuracy of our scheme in comparison to adversarial trained
model (Madry et al. [73]]). We observe that our scheme improves the robustness by 0.8%
with no loss to natural accuracy. The adaptive attack manages to decrease our approach
robustness which indicates that this kind of attack is efficient. In addition, our scheme

improves black-box accuracy by 1.5%.
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CIFAR10. For CIFARI10 dataset, we build our scheme upon a pre-trained Wide-ResNet
28-10 architecture [[125]] that was trained with both labeled and unlabeled data [16]. We set
the Adversarial pNML refinement strength to A = 0.03. For evaluation, we set € = 0.031
for all attacks. PGD and adaptive attack were configured with 20 steps of size 0.007 and
without random starts. For HSJA attack, we set the maximal number of model queries to

26K per sample and evaluate the accuracy for the first 2K samples (out of 10K).

In table [6.1] we report the accuracy of our scheme in comparison to other state-of-the-
art algorithms. We observe that our scheme achieves state-of-the-art robustness, enhancing
the robustness by 4.2% and only degrading natural accuracy by 1.6% compared to the base
model. In addition, our scheme improves black-box accuracy by 6.0% which supports the
claim that the robustness improvement is not only the result of masked gradients. We
note that the adaptive attack is unsuccessful and it might imply that the loss surface of the
end-to-end model for CIFAR10 is non-linear and non-smooth degrading the gradient opti-
mization. Against FGSM attack our scheme performs worse than the base model of Car-
mon et al. [16] by 0.4%. This result, together with the improvement our scheme achieves
against PGD attack demonstrates, convergence to local maxima mechanism. Our scheme
works best when the adversarial sample converged to a loss local maxima, as described in
section

We incorporate our suggested Adversarial pPNML method with PGD based adversarial
trained model as suggested by Madry et al. [73] and named it WRN + ours. In table[6.1]
one can see that our scheme enhances the robustness of the WRN model by 8% with no

loss in natural accuracy.

In Figure[6.2a)we explore the robustness of our scheme against PGD attack. The results
show that our scheme is more robust for all € values greater than 0.01. Specifically, the
maximal improvement is 8.8% for € that equals 0.05. For € = 0.01 our scheme is less
robust by 0.6%. To explain these results, recall that the refinement strength is 0.03. When
€ << A, one of the refinement hypothesis could generate adversarial examples stronger

than the examples generated by the adversarial attack.

ImageNet. We based our Adversarial pPNML approach on a pre-trained ResNet50 archi-
tecture that was trained using fast adversarial training [[118] with € = 4/255. We set the
Adversarial pNML refinement strength to A = 3/255. We used a subset of the evaluation
set containing only the first 100 labels for a total of 5000 samples and we adjusted the
model to only output the first 100 logits. PGD and adaptive attack were configured with
50 steps of size 1,/255 and with 10 random restarts. For HSJA, we set the number of model
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Table 6.2: CIFAR10 accuracy for different refinement parameters

Accuracy | Iterations | Step size

67.26% 1 0.03
66.89% 2 0.015
66.86% 4 0.01

queries to 12K per sample.

In table we report the accuracy of our scheme in comparison to the base model
(Wong et al. [118]]) for € = 8/255 and € = 4/255. For € = 8/255 we evaluated all attacks
using 100 samples (1 sample per label) and for € = 4 /255 we evaluated PGD and FGSM
attacks using 5000 samples. We observe that robustness is improved by 3% and 5.7% for
€ = 8/255 and & = 4/255 respectively and that natural accuracy is improved by 0.2%.
The HSJA attack seems to fail in finding adversarial examples, and that for € = 8/255 the
adaptive attack is the best attack.

In Figure [6.2b] we explore the robustness of our scheme against the adaptive attack.
The results show that our scheme is more robust for all € > 0.016, specifically the maximal

improvement is 7.0% for € = 0.016.

6.4.3 Ablation study

Choosing the refinement strength represents a trade-off between increasing the robustness
against adversarial attacks and decreasing the accuracy of natural samples. This trade-

off is explored in Figure [6.3] As the refinement strength increase so is the robustness to
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Figure 6.2: Robustness for different £ values
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PGD attack at the price of a small accuracy loss for the natural samples. Denote € as
the strength used during the adversarial training, from multiple experiments conducted on
multiple models, we conclude that usually, a refinement strength in the interval [0.5¢, €]

would give a good balance between natural and adversarial accuracy.

In table [6.2] we explore the overshoot mechanism (see section [0.3). We adjust the re-
finement to become more precise by replacing FGSM refinement with a PGD refinement
which uses more iterations and smaller step size. We test our method on CIFAR10 against
PGD attack with the same settings described in section [6.4.2] The results show that as the
refinement becomes more precise, CIFAR10 accuracy decreases. This result demonstrates
empirically that the overshoot mechanism improves robustness. This provides further sup-
port to the claim of the instability of the adversarial subspace, which explains why FGSM

refinement towards y;,,. is more likely to succeed compared to refinement towards the

Ytarget -

6.5 Concluding Remarks

In this chapter, we presented the Adversarial pPNML scheme for defending DNNs from ad-
versarial attacks. We justified the scheme by considering the properties of the adversarial
subspace. We showed empirically that our method increases robustness against adver-
sarial attacks for MNIST, CIFAR10 and ImageNet datasets. The scheme is conceptually
simple, requires only one hyper-parameter and flexible since it allows a trade-off between

robustness and natural accuracy. Furthermore, any model can easily combine our scheme
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to enhance model robustness.

This work suggests several potential directions for future work. First, the pNML regret
can form an adversarial attack detector. Second, exploring other hypothesis classes. For
instance, the entire model parameter class where the model weights are changed according
to the different hypotheses.
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7 Active Learning
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7.1 Introduction

In supervised learning, a training set is provided to a learner, which optimizes its parame-
ters by minimizing the error on this set. The process of creating this training set requires
annotation, where an expert labels the data points. This is a time-consuming and costly
process, which results in only a small subset of the data being labeled which may not
represent the true underlying model [87]. Active learning, on the other hand, allows the
learner to interact with a labeling expert by sequentially selecting samples for the expert
to label based on previously observed labeled data. Therefore, reducing the number of

examples needed to achieve a given accuracy level [115]].

Recent strategies [35) 153, 92, 98] aim to quantify the uncertainties of samples from
the unlabeled pool and utilize them to select a sample for annotation. Their underlying as-
sumptions are that the distribution of the unlabeled pool and the test set are similar and that
the data follows some parametric distribution. However, this may not always be true, par-
ticularly in privacy-sensitive applications where real user data cannot be annotated [1]] and
the unlabeled pool may contain irrelevant information. In such cases, choosing samples

from the unlabeled pool may not necessarily improve performance on the test set.

As an alternative to making distributional assumptions, we build upon the individual
setting [[74] and the pNML learner as its min-max regret solution. In this section, we derive
an active learning criterion that takes into account a trained model, the unlabeled pool, and
the unlabeled test features. The criterion is designed to select a sample to be labeled in
such a way that, when added to the training set with its worst-case label, it attains the
minimal pNML regret for the test set. Additionally, we provide an approximate version of

this criterion that enables faster inference for deep neural networks (DNNs).

We demonstrate that in the existence of out-of-distribution (OOD) samples, for the
same accuracy level our criterion needs 66.2%, 91.9%, and 77.2% of labeled samples
compared to recent leading methods for CIFAR10 [60], EMNIST [19], and MNIST [24]]
datasets respectively. When we consider only in-distribution (IND) samples as labeling
candidates, our approach needs 74.3%, 89.0%, and 80.9% labeled samples on the afore-

mentioned datasets.

7.1.1 Preliminaries and notations

In this chapter, there is an iterative acquisition of samples in an online manner. There-

fore we use slightly different notations than the previous chapters: x* = (x1,x2,...,X;,) is
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a sequence of samples. The variables x € X and y € Y represent the features and labels
respectively with X and Y being the sets containing the features and label’s alphabet re-
spectively. In the supervised learning framework, a training set consisting of n pairs of

examples is provided to the learner
2" = {(xi, i) Y (7.1)

where x; is the i-th data point and y; is its corresponding label. The goal of a learner is to
predict an unknown test label y given its test data, x, by assigning a probability distribution

q(+|x,z") for each training set z".

Recent research has focused on obtaining a diverse set of samples for training deep
learning models with reduced sampling bias. Sener and Savarese [92] proposed a method
for constructing core-sets by solving the k-center problem. However, the method’s search
procedure is computationally expensive, as it requires constructing a large distance matrix

from unlabeled samples.

A widely used criterion for active learning is Bayesian Active Learning by Disagree-
ment (BALD) which was originally proposed by Houlsby et al. [53]. This method finds the
unlabeled sample ; that maximizes the mutual information between the model parameters

6 and the labeling candidates x; given the training set 7~ E]:

£ = argmax(0;Y;|x;, 2" 1)
Xi
The idea is to minimize the uncertainty about model parameters using Shannon’s entropy.
This criterion also appears as an upper bound on information based complexity of stochas-
tic optimization [86] and also for experimental design [72, 29]. This approach was em-
pirically investigated by Gal et al. [35]], where a Bayesian method for deep learning was
proposed and several heuristic active learning acquisition functions were explored within

this framework.

BALD, however, has a fundamental disadvantage if the test distribution differs from
the training set distribution since what is maximally informative for model estimation may

not be maximally informative for test time prediction.

Shayovitz and Feder [98] derived a criterion named Universal Active Learning (UAL)

'We use the notation /(X;Y|z) to denote the mutual information between the random variables X and the
random variable Y conditioned on a realization z of a random variable Z.
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that takes into account the unlabeled test set when optimizing the training set:

£ =argminl(0;Y|X,x;, Y, 2" 1) (7.2)

Xi
where X and Y are the test feature and label random variables. UAL is derived from a
Capacity-Redundancy theorem [99] and implicitly optimizes an exploration-exploitation
trade-off in feature selection. However, UAL and BALD assume that the data is generated
according to a distribution which belongs to a given parametric hypothesis class. This

assumption cannot be verified on real world data thus limiting its application.

7.2 Active learning for individual data

In active learning, the learner sequentially selects data instances x; based on some criterion
and produces n training examples z”. The objective is to select a subset of the unlabelled
pool and derive a probabilistic learner ¢ (y|x,z") that attains the minimal prediction error

among all training sets of the same size.

Most selection criteria are based on uncertainty quantification of data instances in order
to quantify their informativeness. However, in the individual setting, there is no natural

uncertainty measure since there is no distribution f (y|x) governing the data.

In the previous chapters, we mentioned that the learning problem in the individual

setting is defined as the log-loss difference between a learner q and the reference learner

(genie) A
p(v[x,0)
q(vlx,z")”

We propose to use the min-max regret R, as an active learning criterion which essentially

R, (q,y:x) =log (7.3)

quantifies the prediction performance of the training set z” for a given unlabeled test feature
x. A "good" 7" minimizes the min-max regret for any test feature and thus provides good
test set performance. Since R, is a point wise quantity, we suggest to look at the average

over all test data.

We propose the following criterion:

C,= minmaleog (Zp (y|x, é) (7.4)
x” yn P y

where @ = 6 (x,y,z"). The idea is to find a set of training points, x" that minimizes the

averaged log normalization factor (across unlabeled test points), for the worst possible
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labels y". This criterion looks for the worst case scenario since there is no assumption on

the data distribution and we assume individual sequences.

Since (7.4)) is difficult to solve for a general hypothesis class, we define a greedy form
which we denote as Individual Active Learning (IAL):

Cojn—1= n}cinnlyaleog (Zp (v]x, é)) (7.5)
1 1 X y

Note that when computing (7.5)), the previously labeled training set, z"~!, is assumed avail-
able for the learner. The objective in (/.5) is to find a single point x; from the unlabelled
pool as opposed to the objective in ((7.4) that tries to find an optimal batch x".

7.2.1 Deep individual active learning

In this section, we derive an approximate inference of IAL for DNNs. DNN hypothesis
class poses a challenging problem for information-theoretic active learning since its pa-
rameter space is infinite dimensional and the weights posterior distribution is analytically
intractable. Moreover, direct application of deep active learning schemes is unfeasible
for real world large scale data since it requires training the entire model for each possible

training point.

Recall that x, y and p(6) are test feature, test label and prior on the weights respec-
tively. The MAP estimation for 6 is

0 = argmax p (", y[x",x,0) p(0). (7.6)

The prior acts as a regularizer over the latent vector 0

Given a training set, the maximization of the likelihood function p (y",y|x",x,0) is
performed by training the DNN with all the data and converging to a steady state maxima.
In order to avoid re-training the entire network for all possible values of x, y, x,, and y,, we
utilize the independence between soft-max scores in the MAP estimation. Using Bayes,
we observe that can be written as:

A

6 = argmax p (y}x,0) p (yu|xn, ) p (o™t (7.7)

where p (6] y ! ,x"_]) is the posterior of @ based on the available data 7"~ ! = (x*~!,y"~1).

The posterior p (6y"~!,x"~1) is not dependent on the test data (x,y) and the evalu-
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ated labeling candidate (x,,y,) and thus can be computed once and then used in the IAL
selection process. For a DNN, this posterior is multi modal and intractable to compute
directly. Therefore, we propose to approximate it by some simpler distribution which will

allow easier computation of the maximum likelihood 0.

MC-Dropout as the posterior function

There are many approximation approaches which find a representative distribution for the
true posterior from some parametric family of simpler distributions [21, (117, [126]. In
this work, we have opted to use the method in Gal and Ghahramani [34], denoted as MC-
Dropout, due to its simplicity and favorable performance.

The MC Dropout algorithm, executes multiple dropout inference iterations and for
each iteration, the final prediction probabilities are averaged and form an approximation
of the predictive output probability. Gal and Ghahramani [34] argued that DNNs with
dropout applied before every weight layer are mathematically equivalent to approximate
variational inference in the Gaussian process. Therefore, p (G\y”_l ,x"_l) can be approx-
imated in KL-sense by a distribution which is controlled by a dropout parameter and a
given prior. Since this approximate distribution is still very complex, we propose to use a

uniform distribution on the weights for each dropout iteration.

Using MC Dropout, the maximization in does not include any training of the
DNN, but only sampling weights based on the approximated posterior, performing infer-
ence with x; and x as inputs for each 68 in MC-Dropout ensemble and finding the 8 which
maximizes the product of all the softmax’s and posterior. This is considerably faster than

training the network for every point.

Algorithm description

The resulting algorithm denoted Deep Individual Active Learning (DIAL) is shown in
Algorithm 2] and is as follows.

1. Train a model on the labeled training set z"*~!.
2. Run MC-Dropout inference for M iterations on all the unlabeled pool and test set.

3. Find the weight that maximizes DNN prediction of the test input and the unlabeled

candidate input as in ([7.7)).
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Algorithm 2 DIAL: Deep Individual Active Learning

Input Training set "~ !, unlabeled pool and test samples {x;} ; and {x;}X_,.
Output Next data point for labeling x;
Run MC-Dropout using using z*~! to get {(9,,1}%:1
S = zeros(N,|Y|)
fori< 1toNdo
for y, € Y do
for k < 1to K do
'=0
for y, €Y do
6 = argmaxg, p (Yi|xk, Om) p (yilxi, Om)
T =T+ p (ylx,0)
end for
S(i,j) =S (i, j)+logT
end for
end for
end for
X; = argmin,, maxy, S

4. Accumulate the pNML regret of the test point given these estimations.

5. Find the unlabeled candidate for which the worst case averaged regret of the test set

is minimal as in (7.5)).

For step 2, since the variational posterior associated with MC-Dropout is difficult to eval-

uate, we assume that it is uniform for all the sampled weights.

7.3 Experiments

We tested the proposed DIAL strategy in two scenarios: (i) where the initial training,
unlabeled pool, and test data come from the same distribution, and (ii) when there are

OOD samples present in the unlabeled pool.

The reason for using the individual setting and DIAL as its associated strategy in
the presence of OOD samples is that it does not make any assumptions about the data
generation process, making the results applicable to a wide range of scenarios, including
PAC [101]], stochastic [74], adversarial settings, as well as samples from unknown distri-

butions.
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(a) MNIST and OOD images (b) EMNIST and OOD images

AT
YARITOL—HX

(e) EMNIST test images (f) CIFAR10 test images

Figure 7.1: Datasets that contain a mix of images with OOD samples

7.3.1 Datasets

We considered the following datasets for training and evaluation of the different active

learning methods.

The MNIST dataset [24] consists of 28x28 grayscale images of handwritten digits,

with 60K images for training and 10K images for testing.

The EMNIST dataset [19] is a variant of the MNIST dataset that includes a larger
variety of images (upper and lower case letters, digits, and symbols). It consists of 240K

images with 47 different labels.

The CIFAR10 dataset [60] consists of 60K 32x32 color images in 10 classes. The

classes include objects such as airplanes, cars, birds, and ships.

Fashion MNIST [119] is a dataset of images of clothing and accessories, consisting

of 70K images. Each image is 28x28 grayscale pixels.

The SVHN dataset [94] contains 600K real-world images with digits and numbers in

natural scene images collected from Google Street View.

7.3.2 Baselines

We built upon Huang [S5] open-source implementation of the following methods.

The Random sampling algorithm is the most basic approach in learning. It selects

samples to label randomly, without considering any other criteria. This method can be
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useful when the data is relatively homogeneous and easy to classify, but it can be less

efficient when the data is more complex or when there is a high degree of uncertainty.

The Bayesian Active Learning by Disagreement (BALD) method [35] utilizes an
acquisition function that calculates the mutual information between the model’s predic-
tions and the model’s parameters. This function measures how closely the predictions for
a specific data point are linked to the model’s parameters, indicating that determining the
true label of samples with high mutual information would also provide insight into the true

model parameters.

The Core-set algorithm [92] aims to find a small subset from a large labeled dataset
such that a model learned from this subset will perform well on the entire dataset. The
associated active learning algorithm chooses a subset that minimizes this bound, which is

equivalent to the k-center problem.

7.3.3  Experimental setup

The first setting we consider consists of an initial training set, an unlabeled pool, and an
unlabeled test set, all drown from the same distribution. The experiment includes the

following 4 steps:

1. A model is trained on the small labeled data-set (initial training set).

2. One of the active learning strategies is utilized to select a small number of the most

informative examples from the unlabeled pool.
3. Querying the labels of the selected samples and adding them to the labeled data-set.

4. Retrain the model using the new training set.

Steps 2-4 are repeated multiple times, with the model becoming more accurate with each

iteration as it is trained on a larger labeled data-set.

In addition to the standard setting, we evaluate the performance in the presence of
OOD samples. In this scenario, the initial training and test sets are drawn from the same
distribution, but the unlabeled pool contains a mix of OOD samples. When an OOD
unlabeled sample is selected for annotation, it is not used in training of the next iteration
of the model. An effective strategy would recognize that OOD samples do not improve

performance on the test set and avoid selecting them.
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Figure 7.2: Accuracy rate as function of the training set size

Table 7.1: MNIST with OOD training set

Methods | 85% Acc. | 75% Acc. | 65% Acc.

Random 145 73 36
Core-set 117 61 33
BALD 83 51 32

DIAL 73 (-12.1%) | 48 (-5.9%) | 30 (-6.2%)

A visual representation of the scenario with OOD samples is illustrated in figure
The top row depicts the unlabeled pool, which contains a mixture of both valid and OOD

samples, while the bottom row shows the test set, which contains only valid samples.

7.3.4  MNIST experimental results

Following Gal et al. [35]], we considered a model consisting of two blocks of convolution,
dropout, max-pooling, and ReLu, with 32 and 64 5x5 convolution filters. These blocks are
followed by 2 fully connected layers that include dropout between them. The layers have
128 and 10 hidden units respectively. The dropout probability was set to 0.5 in all three
locations. In each active learning round, a single sample was selected. We executed all
active learning methods 6 times with different random seeds. For BALD and DIAL, we
used 100 dropout iterations and employed the criterion on 512 random samples from the
unlabeled pool.

MNIST results are shown in figure DIAL is the top preforming method and have

a better test set accuracy than BALD, Core-set, and Random. The largest efficiency is at
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Figure 7.3: Active learning performance for EMNIST

accuracy rate of 0.95 where DIAL uses 169 samples while BALD attains this accuracy
level with 209 samples.

To simulate the presence of OOD samples, we added the Fashion MNIST to the unla-
beled pool such that the ratio of Fashion MNIST to MNIST is 1:1. In this setting, DIAL
outperforms all other baselines as shown in figure The largest improvement of DIAL
over BALD is for accuracy level of 0.96 where DIAL requires 240 samples while BALD

uses 307 samples. The number of samples for additional accuracy rates is shown in ta-

ble[Z.1l

7.3.5 EMNIST experimental results

We followed the same setting as the MNIST experiment with a slightly larger model than

MNIST consisting of three blocks of convolution, dropout, max-pooling, and ReLu.

The experimental results, shown in figure[7.3al indicate that DIAL is the top-performing
method: For an accuracy rate of 0.56, it requires 8.3% less training samples when com-

pared to the second best method.

In the presence of OOD samples, the DIAL method outperforms all other baselines
as shown in figure and Table For 300 samples, DIAL achieves a test set accu-
racy rate of 0.52, while BALD, Core-set, and Random attain 0.51, 0.42, and 0.40 respec-
tively. For the same accuracy rate of 0.53, DIAL needs 288 training samples, while BALD
requires 309. Core-set and Random do not achieve this accuracy level for the test and

training set sizes.
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Table 7.2: EMNIST with OOD training set

Methods 40% Acc. 30% Acc. | 25% Acc.

Random 281 140 80
Core-set 221 96 62
BALD 154 85 59

DIAL 138 (-10.4%) | 84 (-1.2%) | 59 (0%)
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Figure 7.4: Active learning for CIFAR10

7.3.6  CIFARIO experimental results

For the CIFAR10 data-set, we utilized ResNet-18 [46]] with acquisition size of 16 samples.
We used 1K initial training set size and measured the performance of the active learning

strategies up to a training set size of 3K.

CIFARIO results are shown in figure Overall, DIAL and Random preform the
same and have a better test set accuracy than BALD and Core-set for all training set sizes
greater than 2,100.

When the presence of OOD samples in the unlabeled pool is considered, as shown in
figure DIAL outperforms all other baselines. This can be explained by figure of
the appendix, which shows the ratio of OOD samples to the training set size. The figure
indicates that DIAL selects fewer OOD samples, which explains its good performance. It
is worth realizing that for all OOD scenarios, DIAL was able to better select in-distribution
samples without any expert telling it what is the distribution and only using the unlabeled
test features. This shows that DIAL is a universal approach which can adapt to any distri-
bution shift.

Table [/.3|shows the number of samples required for different accuracy levels. For the
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Table 7.3: CIFAR10 in the presence of OOD samples

Methods 65% Acc. 62% Acc. 60% Acc.
Random 3604 1956 1444
Core-set 3812 1844 1332
BALD 3156 1636 1316

DIAL 2484 (-21.3%) | 1556 (-4.9%) | 1188 (-9.7%)
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Figure 7.5: The amount of chosen OOD samples for CIFAR10

same accuracy rate of 0.65, DIAL needs 21.3%, 34.8%, and 31.1% less training samples
than BLAD, Core-set, and Random strategies.

7.4 Limitations

The proposed DIAL algorithm is a min-max strategy for the individual settings. However,
DIAL may not be the most beneficial approach in scenarios where the unlabeled pool is
very similar to the test set, where different selection strategies may preform similarly and
with smaller complexity. This limitation of DIAL is supported by the experimental results
of section where the DIAL algorithm performed similarly to random selection for
the CIFAR10 dataset.

Another limitation of DIAL is that it has a higher overhead computation compared
to other active learning methods such as BALD. This is because DIAL involves comput-
ing the regret on the test set, which requires additional computations and could become

significant when the unlabeled pool or the test set are very large.

91



7.5 Concluding remarks

In this chapter, we propose a min-max active learning criterion for the individual setting,
which does not rely on any distributional assumptions. We have also developed an efficient
method for computing this criterion for DNNs. Our experimental results demonstrate that
the proposed strategy, referred to as DIAL, is particularly effective in the presence of OOD
samples in the unlabeled pool. Specifically, our results show that DIAL requires 22.8%,
11.0%, and 33.8% fewer samples to achieve a certain level of accuracy on the MNIST,
EMNIST, and CIFAR10 datasets, respectively.

As future work, once can investigate batch acquisition criteria that take into account
batch selection. This will allow us to consider the relationship between the selected sam-
ples and the overall composition of the batch, which may lead to even further improve-

ments in performance.
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8 Future Research
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Throughout this work, we have shown that DNN based learners have achieved remark-
able performance in classification. Despite this success, the theoretical understanding of
the generalization capabilities of neural networks is still limited, making the DNN hypoth-

esis class an intriguing area of research.

The main problem with the pPNML procedure in DNN is that the model might fit exactly
to each possible test label and, therefore, using the regret as a generalization measure
might be useless. We introduced in chapter [3] the pNML with norm constraint and we
can apply a similar approach for the DNN hypothesis family: Find a property that defines
the complexity of the DNN model and use it to constrain the pNML learner. Recently,
researchers have proposed many ways to quantify the complexity of DNN models: the
number of degrees of freedom [36]], prequential code [14] and intrinsic dimension [65]].
Using these methods as a constraint in the pNML scheme might lead to a meaningful

regret and a better understanding of DNN generalization performance.

An additional potential research direction is exploring the relationship between stabil-
ity and pNML regret. Stability is a classical approach for proving generalization bounds:
A stable learning algorithm is one for which when the training data is modified slightly
the prediction does not change much. This approach has been used to obtain relatively
strong generalization bounds for several convex optimization algorithms [96]]. The pNML
regret seems to relate to the stability criteria. During the pNML procedure, we add the test
sample data to the training set with all possible labels. Small pNML regret usually means
that there is only one label that the model is certain about and that the test label value does
not change the model drastically. Finding the relation between stability and the pNML

will improve our understanding of learning algorithm generalization capabilities.

In all our derivation and suggested algorithm, we assumed that the hypothesis class
was predefined. However, when dealing with real world data, it can be difficult to deter-
mine what hypothesis class should be used. In fact, the selection of the hypothesis class
itself can have a significant impact on the accuracy and effectiveness of the model. In
order to address this issue, one approach is known as “twice universality” was briefly ex-
plored in Bibas et al. [10]. It involves executing the pNML algorithm over a number of
hierarchical model families (such as DNN with different number of layers). By doing so,
we can explore the space of possible hypothesis classes and select the one that best fits the
given dataset. This approach might be particularly useful in cases where the true hypoth-
esis class is unknown or difficult to determine a priori. By allowing for more flexibility
in the choice of hypothesis class, the twice universality approach can help to improve the

performance of a model given that task and dataset.
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Finally, we explored the pNML learner in the context of linear regression and neu-
ral networks. The pNML is a versatile method that can be applied to other hypothesis
classes as well: A straight forward research direction is to calculate the pNML for ad-
ditional hypothesis class. Linear regression with L1 regularization, decision trees, and
logistic regression are all popular machine learning models that are widely used in many
applications, but their generalization performance is not yet well understood. Applying
the pNML algorithm to these models can help to better understand their generalization

capabilities and identify the optimal model for a given dataset.
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A.1 Genie prediction upper bound
The ridge regression ERM solution is given by
-1
Oy = (XN Xy + A1) "X Yy, Py2 (XJXNJFM) . (A1)

Using the recursive form, we can update the learnable parameters with the following for-
mula:

0 =0+ ——— < —x 0 ) A2
N+1 N+1+xTPNxx y—x 6Oy (A.2)

The SVD decomposition of the training set data matrix

.
Vi
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X,J:[ul uM][lag< 10 N)] | =uHVT. (A3)
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Notice that we are dealing with the over-parameterized region such that M > N:
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where K is the under-parameterized pNML normalization factor:
* / / T(yvT -1
Ko= | ooy Y08 = 142" (X7 x0) . (A.5)

The genie prediction, using the recursive formulation of (A.2), is

1 1 A 2
pé(@N;x,y)(ny) - WCXP{—F <y—xT9(zN;x,y)) }

1 1 x! Pyx 2
— o T . N LT
 \V2no? exp{ 202 (y x Oy 1 +x"Pyx (y o 9N>) } (A.6)

1 exp (y — xT 91\/) 2
= ——expq — .
V2no? 262 (1 —|—xTPNx)2
Plug in the upper bound from (A.4)) proves the lemma:
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A.2 The regularization factor lower bound

We add the test sample (x,y) to the training set. The corresponding genie weights are

A -1 T
e(@N;x,y):(XJHXNHJrAI) Xui [yl N y] . (A.8)

The MN least squares solution of the N + 1 samples is 8y, ;. Using Taylor series expansion

of with respect to A and the MN recursive formulation

8| = 162] - 2657 x5, X3, 05

_To*)? (A.9)
* * * y—x 9
= H9N2|| —2 <9NTX]:;X1§/._T9N+ WXTX;X;TX> .

The second equality is derived in appendix [A.4] Utilizing Theorem [3.3.1] the following

inequality is obtained
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A.3 The pNML regret upper bound for over-parameterized linear regression

Denote 0 > 0 we relax the constraint
16%11% = 61l < (1+8) 163 (A.12)
We get a perfect fit when to the following constraint is satisfied.

1 2
(1+8) 631" 2 1671+ Tz (5 =+ 65 (A13)
X1
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X658l 6x])F <y <xTey /8Ll |6 (A.14)

We split the integral of the normalization factor into two parts: one with a perfect fit

and the other we upper bound with the genie upper bound (Lemma [3.4.1)

* 2
Y 1 © 1 (y/ —x"6w)
K< 2/ dy’+2/ expq — dy'.
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where we fixed A by its lower bound (A.11]) at the point y* = x5+ /& [x. ||* | 9;{,“2.
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To find a tight upper bound, we choose 8 that minimizes the right side
1
K < Ko+2x |IPx Xy Xy Tx+37 — x| 65T X Xor T 0. (A.17)

Plugging in Ky, the theorem result is obtained.
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A.4 Taylor series second term

We prove that
«sTyv+ v+T g* *Tyv+v+T g* (y_xTGI)\kf)z Ty+y+T
Oy Xy 1 Xy 1Oy = Oy Xy Xy 9N+WX Xy Xy x (A.18)

We use the MN recursive formulation
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Most terms are zero since
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And that proves the result.
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Figure B.1: The spectrum of the training embeddings.

B.1 The spectrum of real dataset

We provide a visualization of the training data spectrum when propagated to the last layer
of a DNN.

We feed the training data through the model up to the last layer to create the train-
ing embeddings. Next, we compute the correlation matrix of the training embeddings
and perform an SVD decomposition. We plot the eigenvalues for different training sets

in figure B.1

Figure[B.Ta|shows the eigenvalues of DenseNet-BC-100 model when ordered from the
largest to smallest. For the SVHN training set, most of the energy is located in the first
50 eigenvalues and then there is a significant decrease of approximately 103. The same
phenomenon is also seen in figure [B.1a|that shows the eigenvalues of ResNet-40 model. In
our derived regret, if the test sample is located in the subspace that is associated with small
eigenvalues (for example indices 50 or above for DenseNet trained with SVHN) then x ' g

is large and so is the pNML regret.

For both DensNet and ResNet models, the values of the eigenvalues of CIFAR-100
seem to be spread more evenly compared to CIFAR-10, and the CIFAR-10 are more uni-
form than the SVHN. How much the eigenvalues are spread can indicate the variability of
the set: SVHN is a set of digits that is much more constrained than CIFAR-100 which has
100 different classes.
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Figure B.2: 2D histogram of the pNML regret and the Gram score

B.2 Gram vs. Gram+pNML

We further explore the benefit of the pNML regret in detecting OOD samples over the
Gram approach. We focus on the DenseNet model with CIFAR-100 as the training set and
LSUN (C) as the OOD set.

Figure shows the 2D histogram of the IND set based on the pNML regret values
and Gram scores. In addition, we plotted the best threshold for separating the IND and
OOD of these sets. pNML regret values less than 0.0024 and Gram scores below 0.0017
qualify as IND samples by both the pNML and Gram scores. Gram and Gram+pNML do
not succeed to classify 1205 and 891 out of a total 10,000 IND samples respectively.

Figure [B.2b|presents the 2D histogram of the LSUN (C) as OOD set. For regret values
greater than 0.0024 and Gram score lower than 0.0017, the pNML succeeds to classify as
IND but the Gram fails: There are 473 samples that the pNML classifies as OOD but the
Gram fails, in contrast to 76 samples classified as such by the Gram and not by the pNML
regret. Most of the pNML improvement is in assigning a high score to OOD samples while
there is not much change in the rank of the IND ones.

B.3 Additional out of distribution metrics

The additional OOD metrics, TNR at 95% FPR and Detection Accuracy, for the DensNet
model are shown in table [B.T]and table respectively and for the ResNet are presented
in table [B.3] and table [B.4 We improve the compared methods for all IND-OOD sets
except for 6 experiments of ODIN method with the TNR at 95% metric.
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Table B.1: DenseNet-BC-100 model TNR at TPR95% comparison

IND 00D Baseline/+pNML ODIN/4+pNML Gram/+pNML OECC/+pNML

iSUN 14.8/81.2 37.4/82.8 95.8/97.9 97.5/99.2

LSUN (R) 16.4 / 82.7 41.6/84.5 97.1/98.7 98.4/99.6

LSUN (C) 28.3/65.7 58.2/65.4 65.3/76.3 74.6/83.4
CIFAR-100 Imagenet (R) 17.3/86.4 43.0/87.9 95.6/98.0 96.5/99.0
Imagenet (C) 243/77.2 52.5/78.6 88.8/93.8 92.6/96.9

Uniform 0.0/100 0.0/100 100/ 100 100/100

Gaussian 0.0/100 0.0/100 100/ 100 100/ 100

SVHN 26.2/79.2 56.8/79.0 89.3/93.7 89.0/90.7

iSUN 63.3/93.2 94.0/94.3 99.1/99.8 99.7 /100

LSUN (R) 66.9/94.2 96.2/95.8 99.5/99.9 99.8 /100

LSUN (C) 52.0/79.9 74.6 / 80.2 88.7/94.4 95.7/99.6

CIFAR-10 Imagenet (R) 59.4/93.4 92.5/94.6 98.8/99.6 99.3/99.9
Imagenet (C) 57.0/87.1 86.9/88.3 96.8 /98.7 98.6/99.8

Uniform 76.4/100 100/ 100 100/ 100 100/100

Gaussian 88.1/100 100/ 100 100/ 100 100/ 100

SVHN 40.4/92.2 77.0/95.0 96.0/98.2 98.5/99.9

iSUN 78.3/93.6 78.5/96.3 99.6/99.9 100/100

LSUN (R) 77.1/91.7 77.0/95.2 99.7/100 100/ 100

LSUN (C) 73.57/89.7 68.5/90.0 93.4/97.2 99.5/100

Imagenet (R) 79.7/93.6 79.0/95.8 99.2/99.8 100/ 100

SVHN Imagenet (C) 78.9/92.8 77.6/94.5 98.0/99.3 99.9/100
Uniform 66.1/100 71.7/100 100/ 100 100 /100

Gaussian 88.7/99.7 95.6/100 100/ 100 100/ 100

CIFAR-10 69.1/81.0 66.6 / 88.5 75.1/86.8 98.9/100
CIFAR-100 68.7/81.4 65.7 / 88.5 80.3/90.1 99.1/100
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Table B.2: DenseNet-BC-100 model Detection Acc. comparison

IND OOD Baseline/+pNML  ODIN/+pNML Gram/+pNML OECC/+pNML

iSUN 64.0/89.9 76.5/90.3 95.6/97.0 96.5/98.0

LSUN (R) 65.0/90.5 77.7791.0 96.3/97.4 97.2/98.5

LSUN (C) 72.6/85.3 83.4/85.2 83.7/87.5 87.0/90.2
CIFAR-100 Imagenet (R) 65.7/91.6 77.3/92.1 95.5/97.0 96.0/97.8
Imagenet (C) 69.0/89.0 80.8/89.3 92.4/94.5 94.0/96.1

Uniform 64.2 /100 85.0/100 100/ 100 99.9/100

Gaussian 58.8/100 66.9/100 100/ 100 100/ 100

SVHN 75.57/90.3 86.0/90.3 92.3/94.4 92.1/93.0

iSUN 89.2/94.2 94.6/94.8 98.0/99.0 98.7/99.6

LSUN (R) 90.2/94.7 95.6/95.5 98.6/99.3 98.9/99.7

LSUN (C) 86.9/89.5 89.7/89.4 92.1/94.8 95.5/98.8

CIFAR-10 Imagenet (R) 88.5/94.3 94.0/94.9 97.9/98.8 98.3/99.2
Imagenet (C) 88.0/91.9 92.3/92.2 96.2/97.7 97.4/99.0

Uniform 94.8 /100 99.7/100 100/ 100 100/ 100

Gaussian 95.3/100 99.8 /100 100/ 100 100/ 100

SVHN 83.2/94.0 88.1/95.1 95.8/97.3 97.4/99.3

iSUN 89.7/94.6 87.7195.7 98.3/99.1 99.8/100

LSUN (R) 89.2/93.8 87.2/95.1 98.6/99.2 99.9/100

LSUN (C) 88.0/92.8 83.6/92.8 94.3/96.4 98.5/99.8

Imagenet (R) 90.2/94.4 88.2/95.5 97.9/98.9 99.7/100

SVHN Imagenet (C) 89.8/94.2 87.6/94.8 96.7/98.1 99.5/100
Uniform 87.9/98.8 85.2/99.4 99.9/100 100/ 100

Gaussian 93.6/98.4 95.4/99.1 100/ 100 100/100

CIFAR-10 86.5/91.0 83.5/92.7 89.0/92.0 97.4799.8
CIFAR-100 86.5/91.0 83.1/92.8 90.4/93.2 97.7/99.8
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Table B.3: ResNet-34 model TNR at TPR95% comparison

IND 00D Baseline/+pNML ODIN/4+pNML Gram/+pNML OECC/+pNML

iSUN 16.6/26.1 454/441 94.7/95.7 97.2/98.0

LSUN (R) 18.4/28.4 45.5/44.6 96.6/97.1 98.3/99.0

LSUN (C) 18.2/30.1 44.0/51.2 64.6/72.9 80.3/89.8
CIFAR-100 Imagenet (R) 20.2/31.8 48.7/47.6 94.8/96.2 95.5/95.8
Imagenet (C) 23.9/33.6 44.4 / 48.1 88.3/91.6 90.6/91.6

Uniform 10.1/89.1 98.4/98.5 100/ 100 100/ 100

Gaussian 0.0/13.7 4.5/66.8 100/ 100 100/ 100

SVHN 19.9/52.0 63.8/75.0 80.3/89.0 86.8/89.2

iSUN 44.5/178.5 73.0/86.3 99.4/99.9 99.8 /100

LSUN (R) 45.1/179.8 73.5/87.5 99.6/99.9 99.9/100

LSUN (C) 48.0/172.6 63.1/76.1 90.2/95.9 96.3/98.9

CIFAR-10 Imagenet (R) 44.0/172.8 71.8/81.9 98.9/99.6 99.6/99.8
Imagenet (C) 459/171.4 66.5/78.0 97.0/98.8 98.9/99.7

Uniform 71.4/100 100/ 100 100/ 100 100/100

Gaussian 90.2/100 100/ 100 100/ 100 100/ 100

SVHN 32.2/69.1 81.9/90.8 97.6/99.2 99.3/99.7

iSUN 77.0/85.6 79.1/90.6 99.5/99.9 100/100

LSUN (R) 744/ 82.9 76.6/88.3 99.6/99.9 100/ 100

LSUN (C) 76.1/86.3 78.5/86.4 94.5/98.4 99.3/99.9

Imagenet (R) 79.0/ 88.0 80.8/92.5 99.4/99.8 100/ 100

SVHN Imagenet (C) 80.4/88.4 82.4/91.5 98.6/99.7 99.9/100
Uniform 85.2/95.6 86.1/99.3 100/ 100 100/100

Gaussian 84.8/94.9 90.9/99.4 100/ 100 100/ 100

CIFAR-10 78.3/87.2 79.9/90.4 86.1/97.2 98.4/99.8
CIFAR-100 76.9/85.8 78.5/89.1 87.6/96.9 98.4/99.8
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Table B.4: ResNet-34 model Detection Acc. comparison

IND OOD Baseline/+pNML  ODIN/+pNML Gram/+pNML OECC/+pNML

iSUN 70.1/76.0 78.6/79.3 95.0/95.4 96.2/96.9

LSUN (R) 69.8/76.5 78.1/79.8 96.0/96.2 96.9/97.6

LSUN (C) 69.4/76.0 75.7179.9 84.3/87.4 89.3/92.8
CIFAR-100 Imagenet (R) 70.8/76.6 80.2/80.2 95.0/95.7 95.4/95.5
Imagenet (C) 72.5/78.2 78.7/80.2 92.1/93.6 93.2/93.6

Uniform 81.7/93.5 96.7/96.8 100/ 100 100 /100

Gaussian 60.5/83.7 81.7/92.2 100/ 100 100 /100

SVHN 73.2/82.9 88.1/89.0 89.5/92.6 91.8/92.7

iSUN 85.0/90.4 86.9/92.0 98.2/99.1 98.8/99.0

LSUN (R) 85.3/90.8 87.1/92.4 98.7/99.3 99.1/99.2

LSUN (C) 86.2/90.0 87.2/88.7 92.8/95.6 95.7/97.2

CIFAR-10 Imagenet (R) 84.9/89.0 86.3/90.4 97.9/98.8 98.5/98.7
Imagenet (C) 85.3/89.4 86.3/89.9 96.3/97.7 97.5/98.3

Uniform 93.5/98.8 99.3/99.9 100/ 100 100/ 100

Gaussian 95.5/99.7 99.8/100 100/ 100 100/ 100

SVHN 85.1/90.3 89.1/93.0 96.8 /98.1 98.1/98.4

iSUN 89.7/92.8 89.2/93.5 98.2/99.1 99.7/99.9

LSUN (R) 88.9/92.1 88.2/92.7 98.6/99.2 99.8/99.9

LSUN (C) 89.7/92.2 89.2/92.2 94.8/97.3 98.0/98.9

Imagenet (R) 90.4/93.4 90.0/94.2 98.0/99.1 99.5/99.8

SVHN Imagenet (C) 91.0/93.3 90.6/93.8 97.1/98.7 99.2/99.6
Uniform 92.9/95.7 92.3/97.4 99.9/100 100/ 100

Gaussian 929/95.4 93.0/97.5 100/ 100 100/100

CIFAR-10 90.0/93.1 89.4/93.4 92.2/96.2 96.9 /98.5
CIFAR-100 89.6/92.5 89.0/93.1 92.4/96.1 97.0/98.5
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C Appendix for chapter 7
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C.1 Training parameters

We now detail the training parameters used to train the different models.

MNIST. For the standard model we used a network that consists of two convolutional
layers with 32 and 64 filters respectively, each followed by 2 x 2 max-pooling, and a fully
connected layer of size 1024. We trained the standard model for 100 epochs with natural
training set. We used SGD with a learning rate of 0.01, a momentum value of 0.9, a weight
decay of 0.0001, and a batch size of 50.

CIFAR10. We used wide-ResNet 28-10 architecture [125]] for the standard and WRN
models. We trained the standard and WRN models over 204 epochs using SGD optimizer
with a batch size of 128 and a learning rate of 0.001, reducing it to 0.0001 and 0.00001
after 100 and 150 epochs respectively. We also used a momentum value of 0.9 and a
weight decay of 0.0002. WRN was trained using adversarial trainset generated by PGD
attack on the natural trainset with 7 steps of 2/255 with a total € = 8/255.

ImageNet. For the standard model we used a pre-trained ResNet50 [46]. Similarly to
the other models, we adjust the standard model to only output the first 100 logits.

C.2 Alternative approximations for the adaptive attack

The end-to-end flow of the adaptive defense is shown in figure We denote (x,y;) as
an input that belong to label y;, wy is the model parameters, and L(wyg,x,y;) is the model

loss w.r.t a specific label y; where i € [1,N]. x is the refinement result for the i-th

i

refine
hypothesis and p;/C is the probability of the corresponding hypothesis. L, fine is the loss
for the first hypothesis. The adaptive adversary manipulate the input by taking steps in the

. . : d Lre ine
direction of the gradients —51"<.
X

Recall that the adaptive attack approximates the refinement stage with a unity operator
on the backward pass (see section [6.4.1). This approach, in effect, disregard anything that
comes before the sign(-) operator during backpropagation. An alternative approach is to
use some kind of a differentiable function to approximate the sign(-) operator and back-
propagate through the entire computational graph. The first obstacle is to find a differ-
entiable function that approximates the sign(-) operator well. The first option that comes

to mind is to use a sigmoid(-) function, but since the input values are distributed across a
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Figure C.1: End-to-end model illustration presenting label 1 hypothesis log-loss.

wide range, the sigmoid(-) causes a vanishing gradients effect, which misses the goal of

this approximation.

Another approach is to disregard the sign(-) operator on the backward pass, i.e., back-

propagate the gradients without changing them. We examine this case:

aLrefme i alog(zljv lpl) apl _ i@ i _p (C.1D
&5 dp ox piox YN p A ox '
@ _ 8pwo (yi|x£‘efin€) o 8pW() (yl'|x£-efine) 8‘x;.'eflll’le (C 2)
ox N Jx B axrefme dx , .
axrefme _ a(x_%) _ 1_L % (C.3)
ox dx dx \ dx ) '

Note that (C.3)) is dependent on the Hessian matrix of the loss L; w.r.t x. Computing this
value is computationally hard for DNN’s and it is usually outside the scope of adversarial
robustness tests - only first-order adversaries are considered [73]]. This emphasizes that the

only viable, gradient-based, adaptive attack is the one used in our paper.

C.3 Additional CIFAR10 results

HSJA for different € values. In figure we demonstrate that our scheme is more ro-

bust against black-box HSJA for various € values. Specifically, the maximal improvement
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Figure C.2: CIFAR10 accuracy against HSJA attack

Table C.1: Accuracy for the different number of iterations and step sizes

(a) Adaptive attack (b) PGD attack

Iterations \Step size | 0.005 0.01 0.02 Iterations \Step size ‘ 0.005 0.01 0.02
20 682 678 678 20 672 675 670
40 67.7 673 68.1 40 67.5 67.0 67.2
60 67.7 675 68.0 60 67.3 668 67

is 49.1% for € = 0.13. We note that in comparison to the white-box attack, HSJA is much
less efficient against our scheme for large € values (see figure for comparison). Nev-
ertheless, the improvement of our scheme against black-box attack supports the claim that

its robustness enhancement is not only the result of masked gradients.

Fine-tuned attacks. In table we evaluate the accuracy for PGD and adaptive attacks
with different hyperparameters. We evaluate the accuracy using 600 samples from the
testset. For each attack we used € = 0.031, 5 random starting points, 3 different values of
number of iterations [20,40,60] and 3 different values of the step size [0.005,0.01,0.02],
for a total of 9 hyperparameter combinations.

The best adaptive attack is obtained when the hyperparameters are the center values:
the step is 0.01 and number of iterations is 40. For PGD attack we observe that increasing
the number of iterations to 60 slightly improves the attack. Overall, the accuracy of both
attacks remains roughly the same for different hyperparameters selection. This result in-
dicates that the attack used to evaluate CIFAR10 in section[6.4.2]is indeed strong since the

robustness is stable across different combinations of hyperparameters.
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