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Abstract—The problem of analyzing data streams of very large
volumes is important and is very desirable for many application
domains. In this paper we present and demonstrate effective
working of an algorithm to find clusters and anomalous data
points in a streaming datasets. Entropy minimization is used as
a criterion for defining and updating clusters formed from a
streaming dataset. As the clusters are formed we also identify
anomalous datapoints that show up far away from all known
clusters. With a number of 2-D datasets we demonstrate the
effectiveness of discovering the clusters and also identifying
anomalous data points.

I. INTRODUCTION

Analysis and mining of streaming data requires that all
analysis be performed in a single pass through the data
stream. Continuous monitoring of industrial, business, and
environmental systems are some applications that demand such
capability. Streaming data for many domains can be typically
modeled as a dynamic type of data where chunks of data
arrive at successive time points. The analysis algorithms must
process each data chunk, appropriately update the summaries
for the data stream’s evolving patterns, store these summaries
in the limited sketch memory reserved for the data stream, and
then discard the actual data.

Clustering and anomaly detection are two of the important
tasks of mining data streams, and often we need to perform
them simultaneously. A number of algorithms have been
developed to identify different types of clusters [1]], [2], and
also anomalies [3[], [4] in data streams. These algorithms
predominantly belong to partitional clustering paradigm, [4]]—
[10] mainly driven by the spirit of k-means algorithm, or
belong to density based clustering paradigm, [3]], [11]] driven
by the spirit of the DBSCAN algorithm. Some work also
exists for identifying Gaussian mixtures based clusters in
data streams [12]-[14]. Analysis of data streams has many
challenges that are not encountered for processing data when
all of it is available simultaneously. These challenges include:

1) Continuous evolution of clusters’ characteristics as more

data arrives. New clusters may appear, shapes and den-
sities of older clusters may change, and some clusters
may need to be merged or split.

2) Concept drift whereby some clusters exist in a data

stream for some part of the time, then go missing for
some time, and then reappear at later times.
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3) Anomalous nature of a data point also evolves with time.
Some data points that may appear anomalous at first may
not remain so after more data in their neighborhoods
arrives. And some data points that do not appear to be
anomalous at first, may become anomalous when new
arriving data is placed much farther from them.

Many of the clustering algorithms use tree structures of
micro-clusters [14]-[16]] and perform aggregations of cluster
features when at any time a snapshot of current clustering
in the stream is needed. Some of these algorithms also mark
each microcluster with a timestamp so that older data can be
phased out from the results [[16]. There are many real-world
applications where spherical clusters generated by k-means
type of algorithms are not suitable and we must capture more
precise details of clusters’ nature, preferably in the form of a
mixture of multivariate Gaussian distributions.

In this paper we present our methodology for identifying
Gaussian clusters in data streams assuming that if the stream
data were to be collected and analyzed together, it would be
well represented by a mixture of Gaussian distributions. As
the chunks of the data stream arrive we maintain and update
profiles of existing clusters and also initiate new clusters as
needed. Also, some data points in a newly arriving data chunks
may be anomalous and we test this by computing their Ma-
halanobis distances from all the existing cluster profiles. We
maintain summaries for this data stream in which we retain: (i)
Number of data points in each cluster (ii) Covariance matrix of
each cluster (iii) Centroid of each cluster, and (iv) Coordinates
of all suspected anomalous data points encountered so far
in the stream. Our approach differs from some others which
maintain in their Sketch memory a BIRCH like [14]|-[16] tree
structure of cluster features. We maintain cluster profiles for
a number of clusters that is much larger than the number
of clusters a user may want to see in the data stream. This
lets us compress the cluster profiles into the desired smaller
number of clusters. Our approach enables us to maintain full
covariance matrix for each cluster signatures in the sketch.

The work in [14] seeks to perform Gaussian mixtures
type of clustering, uses a tree structure of micro-clusters
to store cluster features, but is limited to processing only
purely diagonal covariance matrices. Managing combination of
clusters features within a tree becomes challenging when full
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covariance matrices are included as parts of cluster features.
Our approach proposed here is able to represent full Gaussian
distribution details of each cluster and is therefore able to
capture data’s clusters more precisely. Decisions need to be
made about combining newly arrived Gaussian clusters or ex-
isting smaller component clusters with other existing clusters.
In traditional GMM algorithms clustering decisions for entire
data are made in such a way that the Bayesian Information
Criterion (BIC) is minimized, and complexity of the clustering
is kept minimum. We adopt an alternate computational strat-
egy to accomplish the same clustering objective. Minimizing
entropy of the clusters also results in clustering with minimum
model complexity, and it is easier to compute than the BIC.
We seek to keep the entropy values of the evolving clusters to
a minimum while making clustering or merging decisions. For
validation we show that our resulting clusters are very close
in structure to the ones that are obtained by a GMM algorithm
working on the whole data simultaneously.

We show our methodology for maintaining the evolving
profiles of clusters and anomalous points and demonstrate
results with two publicly available datasets [[17]]. These results
show that results of our methodology closely resemble those
that would have been obtained if all streaming data were
analyzed at once.

We illustrate here with an example synthetic dataset the
main ideas of our methodology. Figure [T] shows the data points
for a data chunk at time ¢, and the results of performing GMM
clustering on this chunk (each cluster is shown in different
color). Figure [2] shows the signatures of the base set of clusters
(total 9 clusters), existing in the sketch memory, summarizing
the data stream preceding the current data chunk. The ovals in
this Figure represent the covariance by drawing the boundaries
at Mahalanobis distance of 3.0. The red asterisks outside the
ovals represent potential anomalies encountered till now in
the data stream. Figure [3| shows the updated signatures of the
base set of clusters (total 10 clusters), after the recent chunk’s
results have been merged with the base set signatures. As can
be seen in this figure, many of the new clusters are merged
into the base set clusters while one cluster has been added to
the base set. Any new anomalies detected in the recent chunk
are also added to the existing set of anomalies.

A. Capabilities of our proposed approach

Our approach can provide following insights into the clus-

ters and anomalies observed in a data stream.

1) A user can enquire about clusters observed in the stream
so far. If the sketch contains a large number of base
clusters, a user can seek their compression into a smaller
number of clusters and obtain their signatures.

2) A user can enquire about the anomalous data points
of the data stream. Each such data point includes the
time when it was first observed and the changes in its
anomalous nature (change in its Mahalanobis distance)
as the time progressed after its first observation.

3) The Mahalanobis distance of an anomalous point also
changes when we compress the clusters in our sketch

Fig. 2. Signature of base clusters when k% data chunk arrived

to fewer clusters. For each anomalous data point we
can show the anomaly score profile as the clusters are
compressed into fewer clusters.

4) We can show the concept drift aspects of the data stream
by showing the time instants at which each of the
clusters received some data in the data chunks.

B. Summary of obtained results

We tested our methodology with two publicly available
datasets, S1, and unbalance [17]. We sampled each dataset
randomly, without replacement, to simulate a data stream and
obtained clusters using our methodology. We then performed
GMM clustering on the entire dataset simultaneously. The
Rand index values for comparing the clusters obtained in these
two different ways were 0.934 for the S1 dataset, 0.891 for the
unbalance dataset, and 0.908 for our synthetic dataset. These
Rand index values show that our strategy of driving clustering
decisions for the data stream using entropy values of clusters
matches very well with the results obtained by using GMM
clustering algorithm. We also produce a list of anomalous data
points and temporal profiles of their mahalanobis scores.



Fig. 3. Signature of base clusters after k*” data chunk merged with the base
cluster

II. RELATED WORK

Clustering and anomaly detection are two of the important
tasks of mining data streams, and often we need to perform
them simultaneously. The surveys in [1], [2] summarize a
number of algorithms for identifying various types of clusters,
and the works in [3]], [4]] review some popular approaches for
anomaly detection in data streams. The clustering algorithms
predominantly belong to partitional clustering paradigm [4]—
[10], (18], [[19], driven by the spirit of k-means algorithm,
and some algorithms are based on density based clustering
paradigm [11]], [20] such as the DBSCAN algorithm. Some
work also exists for identifying clusters based on Gaussian
mixtures in data streams [[12[]-[[14f]. Our approach is designed
to discover Gaussian clusters in streams because these are bet-
ter representation of many real-world situations. The existing
work for incremental Gaussian clustering [[12[]-[14] is limited
to handling only diagonal covariance matrices for cluster
signatures. Our proposed algorithm maintains full covariance
matrices for clusters as they evolve with the new data from
the stream.

The analysis of data streams has many challenges that are
not encountered when all data is available simultaneously.
One such challenge is to evolve cluster signatures as new
data in the stream arrives. The most common solution has
been to maintain signatures of micro-clusters in some limited
sketch memory and update them as the new data arrives.
The CluStream algorithm presented in [15]] maintains micro-
clusters representing different temporal horizons and a user’s
query processes these microclusters in an offline manner to
determine clusters for some given time horizon window. A
number of algorithms have been developed that maintain a
tree structure of cluster features, in the spirit of the BIRCH
algorithm, and maintain and process this tree structure as
new data arrives and also when queries at some clustering
granularity need to be answered. Some algorithms of this type
include BIRCH, E-Stream, HUE-Stream and ClusTree [16]
[21]] [22]. Our approach is very similar to the two module

approach, wherein the first module maintains and updates
cluster signatures and the second module summarizes the
signatures to answer user queries. In our sketch memory, we
maintain a full covariance matrices and other information for
a large number of clusters without structuring them in a tree
hierarchy.

For anomaly detection in simultaneous processing of all data
a number of methods requiring elaborate computations are
popular. Local outlier factor [23] and many of its derivatives
[24]], [25] need almost all data or make assumptions such as all
clusters being spherical in nature. In our approach we define
anomalous nature of a point i terms of its Mahalanobis distance
from its nearest cluster and keep updating these scores as the
cluster signatures evolve.

III. MAIN STEPS OF OUR APPROACH

Our objectives include identifying Gaussian clusters in the
stream data, and also identifying those data points that are
likely to be outliers from the perspective of these clusters.
Due to the streaming nature of the data the characteristics
of Gaussian clusters evolve and are updated after arrival of
each new data chunk. The anomalous nature of each suspected
outlier is also updated at each time point in the context of the
evolving cluster characteristics.

To perform these tasks we maintain a Sketch memory for the
data stream in which summary information about the clusters
and anomalous data points are maintained. After each data
chunk is processed these summaries in the Sketch are updated.

A. Sketch memory contents

We need to store in the sketch details for each evolving
cluster. We also need to store in the sketch information about
each potential anomalous data point encountered in the stream
so far. We assume that at each time step a new data chunk
arrives from the stream. We use the Gaussiam Mixture Model
(GMM) algorithm on the data in this chunk to form clusters.
The clusters found in the very first data chunk, are used to
create signatures for the base set of clusters stored in the sketch
memory. The data points of the chunk are then discarded. The
sketch contains the following information as signature for each
of the clusters: (i) total number of data points in the cluster,
(i1) covariance matrix of the cluster, and (iii) centroid of the
cluster.

We also look for anomalous data points in each new
data chunk and record them in the sketch. This is done by
computing the Mahalanobis distance of each data point of
the chunk from the clusters identified in the chunk. All those
points whose Mahalanobis distance values are above some pre-
set threshold are saved in the sketch as potential anomalies.

B. Updates to sketch memory for new data chunks

When the next data chunk arrives we perform the GMM
algorithm on the data of this new chunk, find the cluster
signatures of this chunk and use them to update the cluster
signtaures in our base set. It may result in modifications
to the signatures of the current base set signatures, and



Algorithm 1 Temporal module clustering and Anomaly De-
tection
Require:

1: S=X1, X2, X3, ..., Xn; where S= Data stream,

2: Xi = Data chunk at time i,

3: Ti=tl,t2,t3, ..., tn

4: K=number of cluster (overestimated number chosen)
Ensure: Temporal_Signature

5: GMM = X1

6: Base_signature = C1,C2,C3,...,Cn

7: At time t process X¢ & create Cluster_signature(Xi)

8: Find four nearest cluster signature for every cluster in

Cluster_signature(Xi)

9: for Each fournearestcluster Basegsignature(i) do

10: Calculate el, e2 and Ael, Ae2

11: if Ael <0 & Ae2 <5 then

Our goal now is to find for each chunk cluster whether there
is a base cluster that is a good candidate for absorbing it, and
if there is one, then merging the two to form a new cluster
signature. The decisions to merge are driven by the following
entropy based intuitive notion and criteria. A closely packed
cluster has low entropy and a widely spread out cluster has
large entropy. We can compute the entropy of a single cluster
B;, using its covariance matrix, as:

entropy(B;) = n/2 xloga((2me) + logs |B_COU¢|) (D

where n is the number of dimensions of the data, and
|B_Covi| is the determinant of the covariance matrixs. When
a base cluster B; and a chunk cluster C; are considered for
merger, we need to construct the signature of the potential
merged cluster P. This signature for the potential cluster P
can be computed as:

12: MergeCluster_signature(Xi)withBase_signature

13: else P_NumPoints = B_NumPoints;+C_NumPoints; (2)

14: AddCluster_signature(Xi)intoBase_signature P_mean = (B_Mean; * B_NumPoints;)+ )

iz en de;:)(:‘ if (C_Mean; x C_NumPoints;)

17: for Every data point in Xi do P_Cov = ((B_NumPoints; x B_Cov;+

18: Calculate Mahalanobis distance from the center of the C_NumPoints; x C_Cov;)+
cluster . o T

19: if Mahalanobispistance > 3 then B_NumPoints; + (B_Mean; — P_Mean) 4)

20: Save it as anomaly *(B_Mean; — P_Mean)+

21: end if C_NumPoints; * (C_Mean; — P_Mecm)T*

22: Delete raw data point (C_Mean; — P_Mean))/P_NumPoints

23: end for

24: Base_signature = Temporal_Signature

some new cluster signatures may be added to the base set.
The algorithmic details of the update process are included
in a following section. The Mahalanobis distances for the
anomalous points stored in the sketch are recomputed and
recorded in light of the updated cluster signatures, and some
new anomalous points, identified in the new data chunk, may
be added to the sketch.

At a time instant ¢, when a new data chunk arrives, clusters
are formed for this chunk using the GMM algorithm. This
clustering algorithm takes the number of clusters as a param-
eter and we generally choose to form much larger number of
clusters than what a user may want to see in a summary for the
data stream. At any time when a user wants to query the sketch
to get the results we merge the larger number of small clusters
in the base set to form either the desired number of clusters or
the optimal number of clusters. This compression of smaller
sized clusters is performed by the Compression Module of our
approach.

1) Merging of Cluster Signatures: Let us say our base set
of clusters in the sketch contains clusters By, Bo, ...B,,. For
each i cluster the sketch contains the quantities B_Mean;,
B_Cov;, and B_NumPoints;. Similarly, for the new data
chunk we now have the clusters C7, Cs, ...C}, and correspond-
ing quantities C_Mean;, C_Cov;, and C_NumPoints;.

From this signature the entropy of the potential merged
cluster P can be computed as:

entropy(P) =n/2 x logs((2we) + loge ‘P_Cov’) 3)

From an intuitive perspective a base cluster and a chunk
cluster are good candidates for merger if the entropy of their
merged cluster is smaller than the entropy of each of them, or
if there is an increase in entropy after merger, and it is very
small. This intuitive criterion will ensure that the entropy of
the entire clustering remains low.
We implement the above intuitive condition for merger as
follows.
o ¢l = entropy of candidate base cluster B;
» €2 = entropy of the candidate chunk cluster C}
« ¢ = entropy of cluster formed by merging B; and C;
o Acel = ((e - el)/el)*100
o Ae2 = ((e - €2)/e2)*100
One can choose some thresholds for Ael and Ae2 to decide
whether to merge these two clusters. In our implementation
we choose to merge the clusters as follows:
o If the chunk cluster has ten or more data points then
merge the clusters if Ael is less than 5% and Ae2 is
less than 10%

« If the chunk cluster has fewer than ten data points then
merge the clusters if Ael is less than 10%

The percentage thresholds can affect only the number of
clusters in the base set, and the compression module will later



reduce them to fewer clusters no matter how many are there
in the base set. The reason for using two different thresholds
is that the base clusters are assumed to be larger in size and
more stable and therefore less likely to change with the merger
of a new smaller cluster from the chunk. A larger increase in
the entropy of the chunk cluster is acceptable because of it
containing fewer data points.

It is possible that a chunk cluster may meet the above
criteria for merger with more than one base cluster. To
determine the best candidate for merger among these possible
candidate base clusters we perform the following steps:

1) For each chunk cluster find four nearest base clusters in

terms of Euclidean distances between their centroids

2) Form a potential merged cluster of the chunk cluster

with each of these four base clusters.

3) Compute the entropy of each potential merged cluster,

and their Ael and Ae2 values.

4) Find the pair with smallest Ael, if there is a tie then

prefer the one with smaller Ae2.

5) If there is still a tie then pick any one pair randomly.

As a result of the above process some chunk clusters
may get merged with some base clusters and some chunk
clusters may not find any base set candidates for merger.
All the unmerged chunk clusters are added to the base set
as independent clusters. The number of clusters in the base
set, thus, can keep increasing. The compression module of
our approach processes the clusters in the base set to look for
possible mergers so that the number of clusters in the base set
can be reduced.

2) Compression Module: The compression module seeks
to merge those clusters of the base set whose merger does
not cause significant increase in the entropy of the clusters.
This results in the reduction in the total number of clusters in
the base set. Similar to the process of candidate selection for
merger during the temporal evolution of clustering, as shown
in section [[II-BT] during compression we consider each cluster
in the base set and find its four nearest other clusters using
the Euclidean distance between their centroids.

We employ the same quantities, Ael and Ae2 as in Section
III-B1l and can use different thresholds for merger decisions
during this compression process. If we decide to merge two
clusters when Ael and Ae2 are both less than zero, then
our resulting merged clusters are those situations in which
the entropy of the merged cluster is lower than the original
entropy of each individual cluster.

We can relax the merger criterion by selecting higher values
for Ael and Ae2. This will allow clusters to be merged with
some permissible levels of increase in entropy, and therefore
resulting in smaller number of final clusters.

Figure 4 shows the results of applying the compression
module to the ten clusters of the base set (left frame) for our
synthetic data, and the right frame shows the seven resulting
clusters. This compression module can be executed whenever
the number of clusters in the base set may become too large,
or at the time of query by a user requiring clusters with some
specified granularity.

Fig. 4. Synthetic data with 10 clusters (left) and 7 clusters (right)

C. Management of Anomalies

When a new data chunk arrives and GMM clustering is
performed on its data, we search for anomalous data points as
follows:

1) If the new chunk cluster is merged with a base cluster
then compute the Mahalanobis distance of each data
point of the chunk cluster from the merged cluster.

2) If the new chunk cluster is not merged with a base
cluster, and is added as a new member of the base set,
then compute the Mahalanobis distance for each data
point of the chunk cluster from its own cluster.

3) All those data points of the new chunk whose Maha-
lanobis distance is above some threshold (say, 3.0, for
example), are considered as anomalous and are added to
the sketch memory.

Mahalanobis distance has been used extensively for deter-
mining the anomalous nature of data points in Gaussian
environments [26].

D. Evolution of anomaly scores

When a data point is first detected as an anomaly, it is stored
in the sketch memory along with its coordinates, identity of
its associated cluster, and its Mahalanobis score. At every
subsequent time instant when a new data chunk arrives, the
signatures of clusters in the base set may change due to some
cluster mergers. Also, each new data chunk may cause some
new clusters to be added to the base set. This evolution of
the base set of clusters affects the Mahalanobis score of each
recorded anomalous data point. At the end of processing each
data chunk, we, therefore, revise the Mahalanobis distance of
each anomalous point recorded in our sketch memory. This re-
evaluation may cause an anomalous data point’s Mahalanobis
distance to increase or decrease, and also there may be a
change in the identity of the cluster nearest to an anomalous
data point.

E. Temporal and compression profile of detected anomalies.

Our sketch memory maintains a temporal record of all
Mahalanobis distance values of each anomalous data point.
This helps us with the insight about changes in anomalous
nature of each data point with time, as more data arrives in
the stream. Figure[6]depicts the change in the anomaly score as
their temporal profiles. We can observe that anomaly score for
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Fig. 5. Concept drift in Synthetic dataset

index-0, index-78, index-214 decreases significantly as more
data chunks arrive. Conversely, anomaly scores for index-13,
index-57, and index-136 increase or remain same with the
arrival of new data chunks.

The compression module merges many of the clusters in the
base set, resulting in fewer clusters remaining in the sketch
memory. Since the anomaly score of each anomalous data
point is determined as its minimum Mahalanobis distance
from one of its neighboring clusters, any changes in clustering
due to mergers of base set clusters can potentially affect the
anomaly scores of the anomalous data points in the sketch.

We capture the behaviour of the anomaly score of each
anomalous data point as the number of clusters decreases due
to compression. Every time two base clusters are merged we
recompute the anomaly score of each anomalous data point
and record it.

At the end of the compression module we can see the profile
of anomaly scores of each anomalous data point as the number
of clusters decreases. As shown in Figure [/| we can see that
for anomalies index-174, index-73, index-119 Mahalanobis
distance increases even when fewer clusters remain after
compression. Whereas for anomaly index-24, index-45, index-
3 and index-147 Mahalanobis distance decreses significantly
with fewer clusters and these points are no longer anomalous.

FE. Concept Drift Detection

As clusters from new data chunks are merged with the
clusters in the base set, we modify the signatures of the
evolving clusters. We also record the time points at which
new data was merged into a cluster in the base set. An
examination of the time stamps at which new data was added
to an evolving cluster provides a good insight into the concept
drift taking place in the data stream. Figure [5|shows the growth
of the clusters in the synthetic dataset and the new emerging
clusters (cluster 9 starting at time index 1 and cluster 10
starting at time index 2) as a new data chunk arrives at those
times. Lot of work is needed to handle concept drift when
we are constructing a supervised learning system, [27] or are
interested in clusterings for different time windows in the past.
[15] In the work presented here our focus is on obtaining

Gaussian clusters incrementally and only detecting the nature
of concept drift during the arrival of data.

IV. RESULTS

Our methodology described above has been verified using a
syntheic dataset and two publicly available benchmark datasets
S1, and Unbalance [[17]]. All these are sets of two-dimensional
data points. Each data set is augmented with by appending to
it its own two more copies to increase the overall data size,
without affecting the essential nature of clusters present in
each of them. We then randomly select uniform sized data
chunks from the augmented datasets to simulate a data stream.

A. Validation of Our Clustering Results

Using our methodology we generated Gaussian clusters
from the data streams simulated from the augmented datasets.
For the benchmark cases we clustered all data points of each
dataset using GMM algorithm. We then computed the RAND
index for the clustering obtained for the same datasets in two
different ways.

B. Results with ’S1’ dataset

The augmented version of this dataset has 15000 points
and it contains 15 clusters as ground truth. We chose to
create 30 Gaussian clusters in each data chunk of 500 data
points and then used them to update the base set signatures
as appropriate. Anomalies are detected in each chunk after
clustering the data points of the chunk. The data points having
Mahalanobis distance greater than 3.0 are termed as anomalies
and stored in the sketch memory along with the base set
cluster signatures. For dataset S1 Figure [8| shows the final
clustering results obtained by our streaming approach, and also
for the benchmark case. We can see that the clusters found in
both cases are very similar in characteristics. Rand Index for
their comparison turns out to be 0.934 which shows a very
good match between two clusterings. Many anomalous points
were identified during the processing of data stream from
S1 and their evolving Mahalanobis scores were recorded as
cluster shapes evolved. Figure [6] shows the changing anomaly
scores for the detected anomalies in temporal profile. When
the number of clusters in the base set was reduced using our
compression module, the anomalies again changed their scores
due to the changes in the signatures of the clusters. This pattern
of evolving anomaly scores, as the number of clusters reduces
gradually, is shown in Figure

C. Results with "Unbalance’ dataset

This dataset has 6500 datapoints, resulting in 19500 points
in the augmented dataset. We created data chunks of randomly
selected 500 points each to simulate the data stream. Tests
for the Unbalance dataset show the clustering results for the
benchmark case for our approach in Figure[9] The Rand Index
value for this case is 0.891. Figure [I0] shows the anomalies
detected after temporal and compression profile when there
are 8 clusters in the base cluster signature.
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Fig. 8. S1 dataset benchmark result (left) vs our approach (right)

D. Interpretation of results and contribution

Results obtained by following our two module approach
helps us find key insights like Gaussian clusters and locations
and observation times of anomalies in the data stream. Our
results show that using an entropy based approach we obtain
almost the same clusters from the stream that are obtained by
a GMM algorithms working on all the data simultaneously.

Fig. 9. unbalance dataset benchmark result (left) vs our approach (right)

Fig. 10. Anomalies location in unbalnced dataset with 8 clusters

Rand index values close to 0.9 show that our clusters are very
close to those in the original data and there has been very little
loss of information due to the streaming effect.

Our approach has been demonstrated with 2-dimensional
datasets, primarily for good visualization of results, but it is
easily generalizable to higher dimensional datasets without
requiring any changes to any of the steps of our methodology.

Also, we can obtain deep insights into the detected anoma-
lies. Figure [6] shows that the anomaly scores of some detected
anomalous points change, sometimes little and sometimes
significantly, as the newly arriving data change the signatures
of clusters near these anomalous data points.

We are also able to capture the concept drift taking place in
the data stream. We record the time points and the number of
new data points that modify the signature of each base cluster.
We can visualize this concept drift information as a temporal
profile for a cluster’s growth, as the contributions to clusters at
each time point, or as the population growth trajectory of each
cluster. Figure [5] shows the last type of visualization for the
synthetic dataset. We can obtain concept drift plots for other
datasets also.

E. Limitation of approach

Our algorithm uses some parameters such as the number
of clusters in the base set, entropy change thresholds for
merging clusters from new data chunks into base set clusters,
and the Mahalanobis distance threshold for marking points



as anomalous. The clustering related thresholds do not affect
the results much because the compression module gradually
relaxes the merger criteria to compress the base set clusters
into desired smaller number of clusters. For anomaly detection
we mark a data point as anomalous only when it arrives
as part of a data chunk. Its anomaly score is updated as
cluster signatures change. Some data points which may not
be anomalous when they arrive but may be anomalous in the
larger context of the data yet to arrive may be lost. We can
keep a lower threshold for Mahalanobis distance to store more
points as potential anomalies to not lose some of those points
that may later emerge as more prominent anomalies.

V. CONCLUSION

In this paper we have presented a methodology for obtaining
Gaussian clusters and anomalies from a streaming data. This
approach can maintain and update complete covariance matrix
for each component cluster as the new data chunks arrive. The
anomalies are identified and their anomaly scores are updated
as new data arrives. We also capture and illustrate concept
drift in data in terms of the rates at which various clusters
receive their data along time. We have illustrated successful
working of this approach with one synthetic and two public
datasets. These contributions improve the capabilities of many
other existing algorithms for clustering and anomaly detection
with streaming data.
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