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Abstract

Federated Learning (FL) aims to protect data privacy by en-
abling clients to collectively train machine learning mod-
els without sharing their raw data. However, recent studies
demonstrate that information exchanged during FL is subject
to Gradient Inversion Attacks (GIA) and, consequently, a va-
riety of privacy-preserving methods have been integrated into
FL to thwart such attacks, such as Secure Multi-party Com-
puting (SMC), Homomorphic Encryption (HE), and Differ-
ential Privacy (DP). Despite their ability to protect data pri-
vacy, these approaches inherently involve substantial privacy-
utility trade-offs. By revisiting the key to privacy exposure
in FL under GIA, which lies in the frequent sharing of
model gradients that contain private data, we take a new per-
spective by designing a novel privacy preserve FL frame-
work that effectively “breaks the direct connection” between
the shared parameters and the local private data to defend
against GIA. Specifically, we propose a Hypernetwork Fed-
erated Learning (HyperFL) framework that utilizes hyper-
networks to generate the parameters of the local model and
only the hypernetwork parameters are uploaded to the server
for aggregation. Theoretical analyses demonstrate the con-
vergence rate of the proposed HyperFL, while extensive ex-
perimental results show the privacy-preserving capability and
comparable performance of HyperFL. Code is available at
https://github.com/Pengxin-Guo/HyperFL.

1 Introduction
Deep Neural Networks (DNN) have achieved remarkable
success on a variety of computer vision tasks, relying on the
availability of a large amount of training data (Krizhevsky,
Sutskever, and Hinton 2012; He et al. 2016; Dosovitskiy
et al. 2021; Liu et al. 2021; Wang et al. 2023). However,
in many real-world applications, training data is distributed
across different institutions, and data sharing between these
entities is often restricted due to privacy and regulatory con-
cerns. To alleviate these concerns, Federated Learning (FL)
(McMahan et al. 2017; Li et al. 2020a; Qu et al. 2022; Zeng
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Figure 1: Left. Existing methods mainly explore defenses
mechanisms on the shared gradients. Such mechanisms, in-
cluding SMC, HE, and DP, inherently involve substantial
privacy-utility trade-offs. Right. A novel FL framework that
“breaks the direct connection” between the shared parame-
ters and the local private data is proposed to achieve a favor-
able privacy-utility trade-off.

et al. 2024; Guo et al. 2024; Zhang et al. 2024) has emerged
as a promising approach that enables collaborative and de-
centralized training of AI models across multiple institutions
without sharing of personal data externally.

Despite the privacy-preserving capability introduced by
FL, recent works (Geiping et al. 2020; Huang et al. 2021;
Hatamizadeh et al. 2023) have revealed that FL models are
vulnerable to Gradient Inversion Attacks (GIA) (Fredrikson,
Jha, and Ristenpart 2015; Zhu, Liu, and Han 2019). GIA
can reconstruct clients’ private data from the shared gradi-
ents, undermining FL’s privacy guarantees. To remedy this
issue, various defense mechanisms have been integrated into
FL, including Secure Multi-party Computing (SMC) (Yao
1982; Bonawitz et al. 2017; Mugunthan et al. 2019; Mou
et al. 2021; Xu et al. 2022), Homomorphic Encryption (HE)
(Gentry 2009; Zhang et al. 2020a,b; Ma et al. 2022; Park
and Lim 2022) and Differential Privacy (DP) (Dwork 2006;
Geyer, Klein, and Nabi 2017; McMahan et al. 2018; Yu,
Bagdasaryan, and Shmatikov 2020; Bietti et al. 2022; Shen
et al. 2023). These approaches primarily rely on existing
defense mechanisms to enhance privacy protection against
GIA without altering the FL framework, as illustrated in the
left part of Figure 1. However, such mechanisms, including
SMC, HE, and DP, inherently involve substantial privacy-
utility trade-offs. For example, SMC and HE, while provid-
ing strong security guarantees through encrypted informa-
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tion exchange, entail high computation and communication
costs, making them unsuitable for DNN models with numer-
ous parameters (Bonawitz et al. 2017; Zhang et al. 2020b).
Although DP approaches are easier to implement, they of-
ten fall short in providing sufficient model protection while
preserving accuracy (Geyer, Klein, and Nabi 2017; McMa-
han et al. 2018). These trade-offs within current defense
algorithms have inspired us to explore alternative privacy-
preserving methods that strike a better balance between pri-
vacy and utility, leading to the central question of this paper:

Can we design a novel FL framework that offers a
favorable privacy-utility trade-off against GIA without

relying on existing defense mechanisms?

To this end, we revisit the key to privacy exposure in FL
under GIA, which lies in the frequent sharing of model gra-
dients that contain private data. Most efforts aim at exploring
various advanced defenses mechanisms on the shared gradi-
ents to enhance privacy preservation in FL, as shown in the
left part of Figure 1. In contrast, we take a new perspective
striving for designing a novel privacy preserve FL frame-
work that “breaks the direct connection” between the shared
parameters and the local private data to defend against GIA.
In order to achieve this, we explore the potential of hyper-
networks, a class of deep neural networks that generate the
weights for another network (Ha, Dai, and Le 2017), as a
promising solution, as illustrated in the right part of Figure
1 and Figure 2.

Specifically, we introduce a novel Hypernetwork Fed-
erated Learning (HyperFL) framework that adopts a dual-
pronged approach—network decomposition and hypernet-
work sharing— to “break the direct connection” between
the shared parameters and the local private data, as shown
in Figure 2. In light of recent findings regarding minimal
discrepancies in feature representations and considerable di-
versity in classifier heads among FL clients (Collins et al.
2021; Xu, Tong, and Huang 2023; Shen et al. 2023), we
decompose each local model into a shared feature extrac-
tor and a private classifier, enhancing performance in het-
erogeneous settings and mitigating privacy leakage risks. To
further strengthen privacy preservation, we employ an aux-
iliary hypernetwork that generates feature extractor parame-
ters based on private client embeddings. Instead of directly
sharing the feature extractor, only the hypernetwork param-
eters are uploaded to the server for aggregation, while clas-
sifiers and embeddings are trained locally. This auxiliary hy-
pernetwork sharing strategy “breaks the direct connection”
between shared parameters and local private data, maintain-
ing privacy while enabling inter-client interaction and infor-
mation exchange.

Remarkably, the design of HyperFL is flexible and scal-
able, catering to a diverse range of FL demands through its
various configurations. We present two major configurations
of HyperFL: (1) Main Configuration HyperFL, suitable for
simple tasks with small networks, learns the entire feature
extractor parameters directly (see Figure 2); (2) HyperFL for
Large Pre-trained Models (denoted as HyperFL-LPM) tar-
gets for complex tasks by using pre-trained models as fixed
feature extractors and generating trainable adapter parame-

ters via a hypernetwork (Houlsby et al. 2019) (see Figure 3).
Both theoretical analysis and extensive experimental results
demonstrate that HyperFL effectively preserves privacy un-
der GIA while achieving comparable results and maintain-
ing a similar convergence rate to FedAvg (McMahan et al.
2017). We hope that the proposed HyperFL framework can
encourage the research community to consider the impor-
tance of developing new enhanced privacy preservation FL
frameworks, as an alternative to current research efforts on
defense mechanisms front.

We summarize our contributions as follows:

• To defend against GIA, we take a new perspective by
designing a novel privacy preserve FL framework that
effectively “breaks the direct connection” between the
shared parameters and the local private data and propose
the HyperFL framework.

• We present two major configurations of HyperFL: (1)
Main Configuration HyperFL, suitable for simple tasks
with small networks, learns the entire feature extractor
parameters directly; (2) HyperFL-LPM targets for com-
plex tasks by using pre-trained models as fixed feature
extractors and generating trainable adapter parameters
via a hypernetwork.

• Both theoretical analysis and extensive experimental re-
sults demonstrate that HyperFL effectively preserves pri-
vacy under GIA while achieving comparable results and
maintaining a similar convergence rate to FedAvg.

2 Related Work
Gradient Inversion Attacks. Gradient Inversion Attacks
(GIA) (Fredrikson, Jha, and Ristenpart 2015; Zhu, Liu, and
Han 2019) are adversarial attacks that exploit a machine
learning model’s gradients to infer sensitive information
about the training data. It iteratively adjusts the input data
based on gradients to approximate private attributes or train-
ing samples (Phong et al. 2017; Zhu, Liu, and Han 2019;
Geiping et al. 2020; Yin et al. 2021; Luo et al. 2022; Geng
et al. 2023; Kariyappa et al. 2023).

Privacy Protection in Federated Learning. To protect
the data privacy in FL, additional defense methods have been
integrated into FL, such as Secure Multi-party Computing
(SMC) (Yao 1982) based methods (Bonawitz et al. 2017;
Mugunthan et al. 2019; Mou et al. 2021; Xu et al. 2022), Ho-
momorphic Encryption (HE) (Gentry 2009) based methods
(Zhang et al. 2020a,b; Ma et al. 2022; Park and Lim 2022)
and Differential Privacy (DP) (Dwork 2006) based methods
(Geyer, Klein, and Nabi 2017; McMahan et al. 2018; Yu,
Bagdasaryan, and Shmatikov 2020; Bietti et al. 2022; Shen
et al. 2023). Apart from these defense methods with the-
oretical guarantees, there are other empirical yet effective
defense strategies, such as gradient pruning/masking (Zhu,
Liu, and Han 2019; Huang et al. 2021; Li et al. 2022b), noise
addition (Zhu, Liu, and Han 2019; Wei et al. 2020; Huang
et al. 2021; Li et al. 2022b), Soteria (Sun et al. 2020), PRE-
CODE (Scheliga, Mäder, and Seeland 2022), and FedKL
(Ren et al. 2023). However, these methods always suffer
from privacy-utility trade-off problems, as illustrated in their
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Figure 2: The proposed HyperFL framework. HyperFL decouples each client’s network into the former feature extractor f(; θi)
and the latter classifier head g(;ϕi). An auxiliary hypernetwork h(;φi) is introduced to generate local clients’ feature extrac-
tor f(; θi) using the client’s private embedding vector vi, i.e., θi = h(vi;φi). These generated parameters are then used
to extract features from the input xi, which are subsequently fed into the classifier to obtain the output ŷi, expressed as
ŷi = g(f(xi; θi);ϕi). Throughout the FL training, only the hypernetwork φi is shared, while all other components are kept
private, thus effectively mitigating potential privacy leakage concerns.

papers. In contrast to these approaches, with the help of hy-
pernetworks (Ha, Dai, and Le 2017), this work proposes a
novel FL framework that effectively “breaks the direct con-
nection” between the shared parameters and the local pri-
vate data to defend against GIA while achieving a favorable
privacy-utility trade-off.

Hypernetworks in Federated Learning. Hypernetworks
(Ha, Dai, and Le 2017) are deep neural networks that gen-
erate the weights for another network, known as the target
network, based on varying inputs to the hypernetwork. Re-
cently, there have been some works that incorporate hyper-
networks into FL for learning personalized models (Sham-
sian et al. 2021; Carey, Du, and Wu 2022; Li et al. 2023b;
Tashakori et al. 2023; Lin et al. 2023). All of these meth-
ods adopt the similar idea that a central hypernetwork model
are trained on the server to generate a set of models, one
model for each client, which aims to generate personalized
model for each client. Since the hypernetwork and client em-
beddings are trained on the server, which makes the server
possessing all the information about the local models, en-
abling the server to recover the original inputs by GIA (see
Table 3 and Figure 5 in Appendix). In contrast to exist-
ing approaches, this work presents a Hypernetwork Fed-
erated Learning (HyperFL) framework, which prioritizes
data privacy preservation over personalized model genera-
tion through the utilization of hypernetworks.
A more detailed discussion on related work is provided in
Appendix.

3 Method
In this section, we first formalize the FL problem, then we
present our HyperFL framework.

3.1 Problem Formulation
In FL, suppose there are m clients and a central server,
where all clients communicate to the server to collabora-
tively train their models without sharing raw private data.
Each client i is equipped with its own data distribution P

(i)
XY

on X × Y , where X is the input space and Y is the label

space with K categories in total. Let ℓ : X × Y → R+ de-
notes the loss function given local model Θi and data point
sampled from P

(i)
XY , then the underlying optimization goal

of FL can be formalized as follows

argmin
Θ

1

m

m∑
i=1

E
(x,y)∼P

(i)
XY

[ℓ (Θi;x, y)] , (1)

where Θ = {Θ1,Θ2, . . . ,Θm} denotes the collection of all
local models. In vanilla FL, all clients share the same param-
eters, i.e., Θ1 = Θ2 = · · · = Θm. In contrast, personalized
FL allows for variation in the parameters across clients, en-
abling Θi to be different for each client.

Since the true underlying data distribution of each client
is inaccessible, the common approach to achieving the ob-
jective (1) is through Empirical Risk Minimization (ERM).
That is, assume each client has access to ni i.i.d. data points
sampled from P

(i)
XY denoted by Di =

{(
xl
i, y

l
i

)}ni

l=1
, whose

corresponding empirical distribution is P̂ (i)
XY , and we assume

the empirical marginal distribution P̂
(i)
XY is identical to the

true P
(i)
XY . Then the training objective is

argmin
Θ

1

m

m∑
i=1

Li(Θi), (2)

where Li(Θi) = 1
ni

∑ni

l=1 ℓ(Θi;x
l
i, y

l
i) is the local average

loss over personal training data, e.g., empirical risk.

3.2 Main Configuration HyperFL
In the Main Configuration HyperFL framework, which is
shown in Figure 2, each client i has a classification net-
work parameterized by Θi = {θi, ϕi} consists of a feature
extractor f : X → Rd parameterized by θi , and a clas-
sifier g : Rd → RK parameterized by ϕi, where d is the
feature dimension and K is the number of classes. Addi-
tionally, each client i has a private client embedding vi and
a hypernetwork h parameterized by φi, which is responsi-
ble for generating the parameters of the feature extractor
f , i.e., θi = h(vi;φi). In this way, the hypernetwork can
generate personalized feature extractor parameters for each



client by taking the meaningful client embedding as input.
The client embeddings can be trainable vectors or fixed vec-
tors, depending on whether suitable client representations
are known in advance. In this work, we adopt trainable vec-
tors. Then, the objective (2) can be reformulated as

arg min
φ,ϕ,v

1

m

m∑
i=1

Li(h(vi;φi), ϕi), (3)

where φ = {φ1, φ2, . . . , φm}, ϕ = {ϕ1, ϕ2, . . . , ϕm},
v = {v1,v2, . . . ,vm}. Note that the feature extractor pa-
rameters are generated by the hypernetwork and not train-
able, whereas the client embedding, the hypernetwork, and
the classifier parameters are trainable.

Then, in order to “breaks the direct connection” between
the shared parameters and the local private data to defend
against GIA while maintaining competitive performance,
each client only uploads the hypernetwork parameters to the
server for aggregation while keeping the classifier and the
private client embedding trained locally. As illustrated in
Figure 2, in each FL communication round, each client i up-
loads its hypernetwork parameters φi to the server once the
local training is completed while keeps the classifier param-
eters ϕi and client embedding vi local to strengthen privacy
protection. Then, the server aggregate these φi to obtain the
global φ̄. Next, clients download φ̄ to replace their corre-
sponding local hypernetworks and start the next training it-
eration. This framework provides a natural way for sharing
information across clients while maintaining the privacy of
each client, by sharing the hypernetwork parameters. We
will elaborate on this workflow in the following.

Local Training Procedure. For local model training at
each round, we first replace the local hypernetwork parame-
ters φi by the received aggregated hypernetwork parameter
φ̄. Then, we perform stochastic gradient decent steps to iter-
atively train the model parameters as follows:
• Step 1: Fix φi and vi, update ϕi. Train the classifier

parameters ϕi by gradient descent for one epoch:

ϕi ← ϕi − ηg∇ϕiℓ (h(vi;φi), ϕi; ξi) , (4)

where ξi denotes the mini-batch of data, ηg is the learning
rate for updating the classifier parameters.

• Step 2: Fix new ϕi, update φi and vi. After getting new
classifier, we proceed to update the hypernetwork param-
eters φi and client embedding vi for multiple epochs:

φi ← φi − ηh∇φiℓ (h(vi;φi), ϕi; ξi)

vi ← vi − ηv∇viℓ (h(vi;φi), ϕi; ξi) , (5)

where ηh is the learning rate for updating the hypernet-
work parameters and ηv is the learning rate for updating
the client embedding.

Global Aggregation. Similar to common FL algorithms,
the server performs weighted averaging of the hypernetwork
parameters as

φ̄ =

m∑
i=1

wiφi, (6)

where wi is the aggregation weight for client i, usually de-
termined by the local data size, i.e., wi =

ni∑m
i=1 ni

.
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Figure 3: The proposed HyperFL-LPM framework within
each client. In this framework, the weights of the pre-trained
model are fixed, while only the classifier, hypernetwork, and
client embedding are trainable. Note that θ here represents
the parameters of the adapters.

3.3 HyperFL-LPM
When confronted with a large feature extractor, using a
hypernetwork to generate the parameters can be challeng-
ing. However, in scenarios where the feature extractor is
significantly sizable, there are often numerous pre-trained
models that are readily available (He et al. 2016; Vaswani
et al. 2017; Dosovitskiy et al. 2021; Liu et al. 2021; He
et al. 2022). Consequently, we can leverage these pre-trained
models and employ parameter-effective fine-tuning tech-
niques to adapt and fine-tune them (Houlsby et al. 2019; Hu
et al. 2022; Jia et al. 2022; Guo et al. 2024). To this end, we
extend our HyperFL framework to address this situation and
propose HyperFL for Large Pre-trained Models (HyperFL-
LPM). The difference between HyperFL-LPM and Main
Configuration HyperFL is the model adopted withen each
client. In the HyperFL-LPM famework, instead of using the
hypernetwork to generate the entire feature extractor param-
eters, we employ it to generate the adapter parameters to
fine-tune the pre-trained models. Taking the Transformer-
based pre-trained models as an example, the framework
within each client is shown in Figure 3. By adopting this ap-
proach, our framework can utilize large pre-trained models
as fixed feature extractors to handle complex tasks.

4 Analysis and Insights
4.1 Privacy Protection Analysis
In this section, we present a comprehensive privacy analysis
of our HyperFL framework. We consider the most common
and widely adopted setting, where the server is an honest-
but-curious adversary, which obeys the training protocol but
attempts to obtain the private data of clients according to
model weights and updates (Liu et al. 2022; Li et al. 2023a).

Background: Gradient Inversion Attacks. Given a
neural network with parameters Θ and the gradients
∇ΘLΘ(x

∗, y∗) computed with a private data batch (x∗, y∗),
GIA tries to recover x, an approximation of x∗ as:

argmin
x
Lgrad (x; Θ,∇ΘLΘ (x∗, y∗)) + αRaux (x), (7)



where Lgrad (x; Θ,∇ΘLΘ (x∗, y∗)) is a gradient loss term
used to enforce matching the gradients of recovered batch x
with the provided gradients LΘ(x

∗, y∗), Raux (x) is a reg-
ularization term utilized to regularize the recovered image
based on image priors, and α is a regularization coefficient.
The differences between previous works lie in the choice of
gradient loss terms and regularization terms (Zhu, Liu, and
Han 2019; Geiping et al. 2020; Yin et al. 2021; Luo et al.
2022; Geng et al. 2023; Kariyappa et al. 2023). For exam-
ple, Zhu et al. (Zhu, Liu, and Han 2019) use ℓ2-distance as
Lgrad but do not use a regularization term Raux . Geiping
et al. (Geiping et al. 2020) adopt cosine similarity as Lgrad
and the total variance as Raux . Luo et al. (Luo et al. 2022)
utilize cosine similarity as Lgrad and apply two types of reg-
ularization within Raux : one gradient regularization for fully
connected layer and another total variation regularization for
convolution features. Geng et al. (Geng et al. 2023) adopt
ℓ2-distance as Lgrad and divide Raux into three terms, total
variation on the input x, clip and scale operation on the input
x.

Analysis on Proposed Leakage Defense. Unlike previous
FL models where the entire model parameters are uploaded
to the server for aggregation, the HyperFL framework only
requires each client to upload the hypernetwork parameters
to the server. Therefore, the objective function of an attacker
tries to recover x from the HyperFL framework should be
changed as:

argmin
x
Lgrad (x;φ,∇φLφ,ϕ (x∗, y∗,v∗)) + αRaux (x), (8)

where φ denotes the hypernetwork parameters, ϕ is the pa-
rameters of the classifier, v∗ is the client embedding. Note
that there is a major difference between objective (8) and ob-
jective (7). In objective (7), the server can obtain gradients
of the entire model, while in objective (8), it can only access
the gradients of the hypernetwork.

Then, given that x is only exposed to the feature extractor,
obtaining the information of the feature extractor is essen-
tial to recover x. However, in HyperFL, the parameters of
the feature extractor are obtained by inputting the client em-
bedding into the hypernetwork. Therefore, it is necessary to
first recover the client embedding. To achieve this pipeline,
the objective (8) can be reformulated as a bi-level optimiza-
tion problem:

argmin
x
Lgrad (x, v̂;φ,∆θ) + αRaux (x)

s.t. v̂ = argmin
v
Lgrad (x,v;φ,∇φLφ,ϕ (x∗, y∗,v∗)) ,

(9)

where v is an approximation of v∗, θ is the parameters of
the feature extractor that generated by the hypernertwork h,
i.e., θ = h(v;φ), ∆θ = θt − θt−1 serves as an approxima-
tion for the gradient of the feature extractor θ (Zhang et al.
2019). However, a challenge arises when solving the lower-
level subproblem in objective (9). According to the chain
rule, ∇φL(x, y∗,v) = L(x,y∗,v)

∂ϕ
∂ϕ
∂φ . To compute the gra-

dients of the hypernetwork, it is necessary to calculate the
gradients of the classifier first 1. However, since the classi-
fier is trained locally and not shared with the server, it is not

1We assume the label information can be obtained (Geiping
et al. 2020; Zhao, Mopuri, and Bilen 2020; Yin et al. 2021; Ma
et al. 2023).

feasible to compute these gradients. As a result, the gradi-
ents of the hypernetwork cannot be determined, making it
challenging to recover the client embedding.

One may question whether we can eliminate the need for
the classifier in the process of recovering the client embed-
ding. Drawing inspiration from the GIA procedure (Zhu,
Liu, and Han 2019; Li et al. 2023a), we can replace the label
information that needs to be optimized with the output of the
hypernetwork in this context. By employing this approach,
it’s able to bypass the requirement of the classifier. Then, the
lower-level subproblem in objective (9) will be reformulated
as

argmin
v,θ
Lgrad (θ,v;φ,∇φLφ,ϕ (x∗, y∗,v∗)) , (10)

where θ is the outputs of the hypernetwork. However, pre-
vious works have shown that simulating the optimization of
both the input and output is challenging (Zhu, Liu, and Han
2019; Zhao, Mopuri, and Bilen 2020; Ma et al. 2023). There-
fore, researchers propose to first identify the output and then
optimize the input (Zhao, Mopuri, and Bilen 2020; Geiping
et al. 2020; Zhu and Blaschko 2021; Yin et al. 2021; Ma et al.
2023; Wang, Liang, and He 2024). Specifically, they can
identify the label y∗ based on the relationship between the
known gradient and label information, as y∗ is typically low-
dimensional (i.e., a simple one-hot vector) (Zhao, Mopuri,
and Bilen 2020; Yin et al. 2021; Ma et al. 2023). However,
the output of our hypernetwork (i.e., θ) is high-dimensional
and complex. This complexity makes it challenging to iden-
tify the ground-truth output θ∗ using the known gradient
information, and consequently, recovering the embedding
becomes difficult. Even if we attempt to optimize both the
input and output simultaneously, solving Eq. (10) remains
challenging due to the large search space (Zhu, Liu, and
Han 2019; Dang et al. 2021; Huang et al. 2021; Kariyappa
et al. 2023). Thus, it’s challenging to recover the client em-
bedding. Furthermore, even if the client embedding can be
recovered (albeit with significant error), the input x is still
difficult to recover due to the same problems (i.e., inability
to infer the output first and a large search space) encountered
when solving the upper-level subproblem in objective (9).

In summary, the HyperFL framework effectively safe-
guards data privacy, as the combination of the hypernetwork,
locally trained classifier, and private client embedding ren-
ders the recovery of x using GIA unattainable, which is also
demonstrated in our experiments.

4.2 Convergence Analysis
To facilitate the convergence analysis of HyperFL, we make
the assumptions commonly encountered in literature (Li
et al. 2020b) to characterize the smooth and non-convex op-
timization landscape.

Assumption 1. L1, · · · ,Lm are all L-smooth: for all (ϕj ,
φj ,vj) and (ϕk, φk,vk), Li(h(vk, φk), ϕk) ≤ Li(h(vj ,
φj), ϕj) + ((ϕk, φk,vk)− (ϕj , φj ,vj))∇Li(h(vj , φj),

ϕj) +
L
2 ∥(ϕk, φk,vk)− (ϕj , φj ,vj)∥22.

Assumption 2. Let ξti be sampled from the i-
th client’s local data uniformly at random at t-th
training step. The variance of stochastic gradi-
ents in each client for each variable is bounded:



E ∥∇ϕLi (h (v
t
i , φ

t
i) , ϕ

t
i, ξ

t
i)−∇ϕLi (h (v

t
i , φ

t
i) , ϕ

t
i)∥

2 ≤
σ2
i ,E

∥∥∇φLi

(
h (vt

i , φ
t
i) , ϕ

t+1
i , ξti

)
−∇φLi (h (v

t
i , φ

t
i) , ϕ

t+1
i

)∥∥2 ≤ σ2
i , E

∥∥∇vLi

(
h (vt

i , φ
t
i) , ϕ

t+1
i , ξti

)
−∇vLi (h

(vt
i , φ

t
i) , ϕ

t+1
i

)∥∥2 ≤ σ2
i for i = 1, · · · ,m.

Assumption 3. The expected squared norm of stochastic
gradients is uniformly bounded, i.e., E ∥∇ϕLi (h (v

t
i , φ

t
i) ,

ϕt
i, ξ

t
i)∥

2 ≤ G2,E
∥∥∇φLi

(
h (vt

i , φ
t
i) , ϕ

t+1
i , ξti

)∥∥2 ≤ G2,

E
∥∥∇vLi

(
h (vt

i , φ
t
i) , ϕ

t+1
i , ξti

)∥∥2 ≤ G2 for all i = 1, · · · ,
m and t = 0, · · · , T − 1. Here T denotes the total number
of every client’s training steps.

Then we present the convergence rate for HyperFL.

Theorem 1. Let Assumptions 1, 2 and 3 hold and L, M ,
σi, G be defined therein. Denote ηmin = min

{
ηg,

1
2ηh, ηv

}
and E as the number of local training iterations between
two communication rounds. Then we have

1

mT

m∑
i=1

T∑
t=1

E
[∥∥∇Lt

i

∥∥2
]
≤ 2

√
LMG2D

2T
, (11)

where L0
i−L∗

i ≤ D,∀i, and η2g+η2v+(E−1)η2h+
E−1
L ηh ≤

Mη2min.

According to Theorem 1, we can obtain an O( 1√
T
) con-

vergence rate towards the stationary solution under smooth
and non-convex conditions. This convergence rate is com-
parable to that of FedAvg in the non-convex scenario (Yu,
Yang, and Zhu 2019). Furthermore, we can expedite the con-
vergence for Polyak-Lojasiewicz (PL) functions (Karimi,
Nutini, and Schmidt 2016), which are commonly encoun-
tered in non-convex optimization scenarios.

Assumption 4. A function f is µ-PL function if for some
µ > 0, it satisfies

∥∇f(x)∥2 ≥ 2µ

(
f(x)− inf

x′
f(x′)

)
, ∀x.

We assume all L1, · · · ,Lm are µ-PL functions, and simply
denote infx′ f(x′) by f∗.

Corollary 1. With assumptions as well as ηmin, L, M and
D defined in Theorem 1 and extra Assumption 4, we have

E

[
1

m

m∑
i=1

Li

(
h
(
vt
i ;φ

t
i

)
, ϕt

i

)]
− L∗

≤ (1− 2ηminµ)
t+1 D + ηmin

LMG2

4µ
.

(12)

If we set ηmin ≤ µϵ
LMG2 , after O

(
1
ϵ log

(
1
ϵ

))
steps, we have

that

E

[
1

m

m∑
i=1

Li

(
h
(
vt
i ;φ

t
i

)
, ϕt

i

)]
− L∗ ≤ ϵ. (13)

When employing PL functions, the convergence rate of
HyperFL is faster than that achieved solely through smooth-
ness assumptions.

5 Experiments
5.1 Experimental Setup
Datasets. For the Main Configuration HyperFL, we eval-
uate our method on four widely-used image classification
datasets: (1) EMNIST (Cohen et al. 2017); (2) Fashion-
MNIST (Xiao, Rasul, and Vollgraf 2017); (3) CIFAR-10
(Krizhevsky, Hinton et al. 2009); and (4) CINIC-10 (Dar-
low et al. 2018). For the HyperFL-LPM, we evaluate our
method on the EMNIST (Cohen et al. 2017) and CIFAR-10
(Krizhevsky, Hinton et al. 2009) datasets.

Model Architectures. For the Main Configuration Hy-
perFL, simlar to (Xu, Tong, and Huang 2023), we adopt two
different CNN target models for EMNIST/Fashion-MNIST
and CIFAR-10/CINIC-10, respectively. For the HyperFL-
LPM, we adopt the ViT (Dosovitskiy et al. 2021) and ResNet
(He et al. 2016) pre-trained on the ImageNet dataset (Deng
et al. 2009) as the feature extractor. The hypernetworks
of HyperFL and HyperFL-LPM both are a fully-connected
neural network with one hidden layer, multiple linear heads
per target weight tensor. The client embeddings are learnable
vectors with dimension equals 64.

Compared Methods. For the Main Configuration Hy-
perFL, we compare the proposed method with the following
approaches: (1) Local-only; (2) FedAvg (McMahan et al.
2017); (3) pFedHN (Shamsian et al. 2021); and some DP-
based FL methods, including (4) DP-FedAvg (McMahan
et al. 2018); (5) PPSGD (Bietti et al. 2022); and (6) CEN-
TAUR (Shen et al. 2023). For the HyperFL-LPM, we com-
pare our method with (1) Local-only with fixed feature ex-
tractor; (2) Local-only with adapter fine-tuning; (3) FedAvg
with fixed feature extractor; and (4) FedAvg with adapter
fine-tuning.

Training Settings. We employ the mini-batch SGD
(Ruder 2016) as a local optimizer for all approaches, and
the number of local training epochs is set to 5. The number
of global communication rounds is set to 200 for all datasets.
Average test accuracy of all local models is reported for per-
formance evaluation.

For privacy evaluation, we adopt the widely used IG
(Geiping et al. 2020), state-of-the-art ROG (Yue et al. 2023),
and a tailored attack method for our defense framework to
recover the input images. More details about experimental
setup are provided in Appendix.

5.2 Experimental Results
Performance Evaluation. As demonstrated in Table 1,
the performance of all the compared DP-based FL meth-
ods is inferior to FedAvg and Local-only. This is due to
the incorporation of DP mechanisms, which adversely af-
fect model usability and result in decreased performance.
In contrast, our proposed HyperFL consistently surpasses
these methods across various datasets, demonstrating its out-
standing utility. Notably, HyperFL excels in both situations
where Local-only outperforms (i.e., Fashion-MNIST and
CINIC-10) and where FedAvg prevails (i.e., EMNIST and
CIFAR-10). This further highlights HyperFL’s adaptability,
excelling in both centralized FL scenarios and cases requir-
ing personalization. Furthermore, the learned client embed-



dings, which are meaningful, can be found in the Appendix.
Although pFedHN outperforms our method in two scenar-
ios, it exhibits poor defense capability against GIA, as illus-
trated in Table 3.

Method EMNIST Fashion-MNIST CIFAR-10 CINIC-10
20 clients 100 clients 20 clients 100 clients 20 clients 100 clients 20 clients 100 clients

Local-only 73.41 75.68 85.93 87.01 65.47 66.11 63.60 64.84
FedAvg 72.77 78.87 85.67 88.11 70.02 76.24 57.00 59.11
pFedHN 80.86 77.37 87.64 89.80 70.18 80.07 63.88 70.36
DP-FedAvg 35.12 45.73 59.88 68.29 29.12 32.03 27.30 29.94
CENTAUR 68.82 67.24 83.07 79.77 50.85 51.86 48.82 51.01
PPSGD 71.16 71.18 84.47 82.94 52.17 53.92 49.98 52.91
HyperFL 76.29 80.22 88.28 90.41 73.03 78.73 66.74 72.21

Table 1: The comparison of final test accuracy (%) of dif-
ferent methods on various datasets. We apply full participa-
tion for FL system with 20 clients, and apply client sampling
with rate 0.3 for FL system with 100 clients.

The performance of HyperFL-LPM compared with
Local-only and FedAvg is shown in Table 2. From this ta-
ble, we can see that HyperFL-LPM can achieve comparable
performance to baseline adapter fine-tuning methods with
different pre-trained models, regardless of whether Local-
only or FedAvg performs better. Further results for FedAvg
with full parameter tuning (FPT) using ViT on EMNIST
and CIFAR-10 are 78.46 and 97.78, respectively. It shows
HyperFL-LPM is also comparable to FPT. This highlights
the effectiveness of HyperFL-LPM.

Arch Local-only† Local-only†† FedAvg† FedAvg†† HyperFL-LPM

EMNIST ResNet 72.83 80.35 68.99 75.21 80.32
ViT 76.95 80.04 70.92 76.42 79.92

CIFAR-10 ResNet 68.57 73.57 62.35 75.57 75.03
ViT 91.82 89.70 92.32 95.56 95.40

Table 2: The comparison of final test accuracy (%) of dif-
ferent methods on various datasets with 20 clients. † Fixed
feature extractor. †† Adapter fine-tuning.
Privacy Evaluation. The reconstructed results of IG
(Geiping et al. 2020) are provided in Table 3, while more re-
sults of ROG (Yue et al. 2023) and tailored attack method are
provided in Table 5 and Figures 6 and 7 in Appendix. From
Table 3, we can observe that the native FedAvg, pFedHN,
and pFedHN-PC methods have a much higher risk of leaking
data information (indicated by the higher PSNR and SSIM
values and lower LPIPS value). This can also be seen in the
reconstructed images, which closely resemble the original
ones, as illustrated in Figure 5 in Appendix. Although intro-
ducing DP improves data privacy, there is a significant drop
in model performance, as shown in Table 1. In contrast, Hy-
perFL achieves a similar level of privacy protection while
outperforming all DP-based methods and the native FedAvg
in terms of model accuracy.

EMNIST CIFAR-10

Method PSNR SSIM LPIPS PSNR SSIM LPIPS

FedAvg 32.64 0.8925 0.0526 16.16 0.6415 0.0536
pFedHN 31.24 0.8701 0.0807 16.02 0.6351 0.0504
pFedHN-PC 28.38 0.8713 0.0645 15.80 0.6247 0.4407

DP-FedAvg 7.74 0.2978 0.7051 7.90 0.2716 0.3204
CENTAUR 9.52 0.2136 0.6712 9.80 0.2723 0.2882
PPSGD 9.73 0.1889 0.6466 9.70 0.2788 0.2643

HyperFL 7.85 0.3010 0.7147 8.35 0.2732 0.3132

Table 3: Reconstruction results of IG.

Training Efficiency. To validate the training efficiency of
the proposed HyperFL framework, we compare the training
time of HyperFL with other DP-based FL methods in Table
4. This table clearly shows the efficiency of the proposed
HyperFL framework. Specifically, from this table we can
see that the proposed HyperFL framework runs faster than
all the compared DP-based FL methods and only slightly
slower than the FedAvg method. This is because DP-based
FL methods often incur additional computation cost due
to their privacy-preserving mechanisms, whereas HyperFL
achieves faster training by leveraging the advantages of hy-
pernetworks, all while ensuring data privacy.

FedAvg DP-FedAvg PPSGD CENTAUR HyperFL
# Time (s) 23 194 223 210 37

Table 4: Training time of per training round on the EMNIST
dataset with 20 clients of different methods.
Convergence Evaluation. To validate to convergence of
the proposed HyperFL framework, we draw the training loss
of FedAvg and HyperFL in Figure 4(a) and the trend of
feature extractor parameters’ variation in Figure 4(b). From
Figure 4(a), we can observe that HyperFL almost has the
same convergence rate as FedAvg, which demonstrates the
convergence property of HyperFL. Moreover, after conver-
gence, the training loss of HyperFL is lower than that of
FedAvg, which reflects why HyperFL performs better than
FedAvg. Furthermore, in the later stages of the training pro-
cess, the variation of the feature extractor parameters ap-
proaches zero, as depicted in Figure 4(b). This further con-
firms the convergence property of HyperFL.
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Figure 4: (a) Average training loss of different methods on
the EMNIST dataset with 20 clients. (b) Parameter differ-
ence of the generated feature extractor of one client be-
tween adjacent training round on the EMNIST dataset with
20 clients.

6 Conclusion
In this paper, we propose HyperFL, a novel federated learn-
ing framework that “breaks the direct connection” between
the shared parameters and the local private data to de-
fend against GIA. Specifically, this framework utilizes hy-
pernetworks to generate the parameters of the local model
and only the hypernetwork parameters are uploaded to the
server for aggregation to defend against GIA while without
compromising performance or incurring heavy computation
overhead. We hope that the proposed HyperFL framework
can encourage the research community to consider the im-
portance of developing enhanced privacy preservation FL
frameworks, as an alternative to current research efforts on
defense mechanisms front.
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A Proofs of Theoretical Results
A.1 Proof of Theorem 1
Proof. Let ϕt

i, φ
t
i,v

t
i be the model parameters maintained

in the i-th client at the t-th step. Let IE be the set of global
synchronization steps, i.e., IE = {nE | n = 1, 2, · · · }. If
t+ 1 ∈ IE , which represents the time step for communica-
tion, then the one-step update of HyperFL can be described
as follows: ϕt

i
φt
i

vt
i

 −→
SGD of ϕt

i

 ϕt+1
i
φt
i

vt
i

 −→
SGD of φt

i,v
t
i

 ϕt+1
i

φt+1
i

vt+1
i



−→
if t+1∈IE

 ϕt+1
i∑m

j=1 wjφ
t+1
j

vt+1
i

 .

For convenience, we denote the parameters in each sub-step
above as follows:

xt
i =

 ϕt
i

φt
i

vt
i

 , yti =

 ϕt+1
i
φt
i

vt
i

 ,

xt+1,1
i =

 ϕt+1
i

φt+1
i

vt+1
i

 , xt+1,2
i =

 ϕt+1
i∑m

j=1 wjφ
t+1
j

vt+1
i

 ,

xt+1
i =

{
xt+1,1
i if t+ 1 /∈ IE ,

xt+1,2
i if t+ 1 ∈ IE .

Here, the variable xt+1,1
i represents the immediate result of

one sub-step SGD update from the parameter of the previous
sub-step yti , and xt+1,2

i represents the parameter obtained af-
ter communication steps (if possible).
Furthermore, we denote the learning rate and stochastic gra-
dient of step t as follows:

η =

(
ηg
ηh
ηv

)
,

gti =

 gti,ϕ
gti,φ
gti,v

 =

 ∇ϕLi (h (v
t
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where ξti is the data uniformly chosen from the local data
set of client i at step t, then E [gti ] = ḡti .

Next, we apply the inequality of the smoothness As-
sumption 1 to each sub-step of the one-step update for client
i. Firstly, by the smoothness of Li, we have

Li

(
yti
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≤ Li

(
xt
i

)
+
〈
yti − xt

i, ḡ
t
i,ϕ

〉
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L

2

∥∥yti − xt
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∥∥2 . (14)

For the second term on the right side of inequality (14), ac-
cording to the law of total expectation, we have
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−ηgg
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(ḡti,ϕ)
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For the third term on the right side of the inequality (14), we
have

E
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LG2
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where in the last inequality, we use the bounded gradient
Assumption 3.
From the above inequalities, and taking the expectation of
inequality (14), we can get

E
[
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yti
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− Li

(
xt
i

)]
≤ −ηgE
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(ḡti,ϕ)
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+ η2g

LG2
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Secondly, by the smoothness of Li, we have
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Similar to inequality (15), taking the expectation of inequal-
ity (16), we get
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(ḡti,v)

2]+ (η2
h + η2

v)
LG2

2
.

(17)

Thirdly, by the smoothness of Li, we have
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From the iterative formula of SGD, it is clear that

φt+1
j = φt−E+1

j − ηh

t∑
t0=t−E+1

gt0j,φ, ∀j, t+ 1 ∈ IE . (19)

Then, for the third term on the right side of inequality (18),
we apply the equality (19) and take the expectation, which



yields
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where in the last inequality, we use the bounded gradient
Assumption 3.
For the second term on the right side of inequality (18), we
take the expectation and get
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where we use the Cauchy-Schwarz inequality and the AM-
GM inequality in the first inequality, and the bounded gradi-
ent Assumption 3 in the second inequality above.
Then, based on the above inequalities and taking the expec-
tation of inequality (18), we have
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Summing up inequalities (15) and (17), we get
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Summing up inequalities (15), (17), and (20), we get

E
[
Li

(
xt+1,2
i

)
− Li

(
xt
i

)]
≤−

 ηg
1
2
ηh
ηv

⊤

E
[(
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Then, let ηmin = min{ηg, 1
2ηh, ηv}, we have
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By rewriting the above inequality (23), we get
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Let M be a constant that satisfies the inequality η2g + η2v +

(E−1)η2h+
E−1
L ηh ≤ Mη2min, the aforementioned inequal-

ity (24) can be further simplified as
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Now, by repeatedly applying inequality (25) for different
values of t and summing up the results, we get
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Dividing both side of inequality (26) by T , we get
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Let us assume that Li

(
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)
− Li (x
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i ) ≤ D,∀i, and we set
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Thus, we can get
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A.2 Proof of Corollary 1
Proof. By rewriting inequality (25), we have
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By the PL Assumption 4, we have
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Then,
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Therefore, we have
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If we set ηmin ≤ µϵ
LMG2 , after O( 1ϵ log(

1
ϵ )) steps, we have

E

[
1

m
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i=1

Li

(
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i

)]
− L∗ ≤ ϵ. (33)

B Generalization Bound
We further provide the generalization bound for HyperFL by
employing the methodology outlined in (Baxter 2000). First,
we make the following assumption:

Assumption 5. We assume the weights of hypernetworks φi,
the client embeddings vi and the weights of classifiers ϕi

are bounded in a ball of radius R, in which the following
Lipschitz conditions hold:

|Li(h(φi;vi), ϕi)− Li(h(φi;vi), ϕ
∗
i )| ≤ Lϕ||ϕi − ϕ∗

i ||,
|Li(h(φi;vi), ϕi)− Li(h

∗(φi;vi), ϕi)| ≤ Lh||hi − h∗
i ||,

||h(φ∗
i ;vi)− h(φi;vi))| | ≤ Lφ||φi − φ∗

i ||,
||h(φi;v

∗
i )− h(φi;vi))| | ≤ Lv||vi − v∗

i ||.

Theorem 2. Suppose we select m clients at each commu-
nication round. Let the hypernetwork parameter space be of
dimension H , the embedding space be of dimension d and
the classifier parameter space be of dimension K. Let the ϕ,
v, φ be the parameters learned from the individual dataset
of clients. When Assumption 5 holds, there exists

S =O
(
d+H +K

ϵ2
log

(R(LhLφ + LhLv + Lϕ)

ϵ

)
+

1

mϵ2
log

1

δ

)
,

(34)

such that if the number of samples per client is greater than
S, then we have with probability at least 1 − δ for all ϕ, v,
φ,

|
m∑
i

ni

N
(Li(h(φ

∗
i ;v

∗
i ), ϕ

∗
i )− Li(h(φi;vi), ϕi))| ≤ ϵ, (35)

where ϕ∗, v∗, φ∗ are the optimal parameters corresponding
to the distribution of each individual client, respectively.

Proof. First, we define the distance between (ϕ, v, φ) and
(ϕ∗, v∗, φ∗) as

d
(
(ϕ,v, φ), (ϕ∗,v∗, φ∗)

)
=
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(Li(h(φ

∗
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∗
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∣∣∣, (36)

where N =
∑m

i=1 ni. By the Theorem 4 from
(Baxter 2000), we can find an ϵ-covering in
d((ϕ,v, φ), (ϕ∗,v∗, φ∗)). Then, according to the notations
used in our paper, we have that S = O( 1

mϵ2 log(
C(ϵ,Hn

l )
δ )),

where C(ϵ,Hn
l ) is the covering number of Hn

l . In our case,
each element of Hn

l is parameterized by ϕ,v, φ. Therefore,
from the triangle inequality and the Lipschitz conditions in
Assumption 5, we can get
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(37)
Now if there is a parameter space such that ϕi, vi and φi

have corresponding optimal point ϕ∗
i , v∗

i and φ∗
i , which



are ϵ
LhLφ+LhLv+Lϕ

away, respectively, we can get an up-
per bound of the distance between our model and optimal
model, which is an ϵ-covering in d((ϕ,v, φ), (ϕ∗,v∗, φ∗))
matrix. From here we see that log(C(ϵ,Hn

l )) = O(m(d +

H +K) log(
RLh(Lφ+Lv)+RLϕ

ϵ )).

Theorem 2 suggests that S is influenced by several fac-
tors: the dimension of the parameters space, the number of
clients, and the values of the Lipschitz constants. Specifi-
cally, the first part of right hand side of Eq. (34) is deter-
mined by the dimensions of the embedding vectors, hyper-
network parameters, and classifier parameters. This com-
ponent is independent of the number of clients m, as each
client has its unique embedding vector, hypernetwork and
classifier. Additionally, this theorem points out that general-
ization depends on the Lipschitz constants, which influence
the effective space reachable by the personalized models of
clients. This indicates a trade-off between the generalization
ability and the flexibility of the personalized model.

C Related Work
Gradient Inversion Attacks. Gradient Inversion Attacks
(GIA) (Fredrikson, Jha, and Ristenpart 2015; Zhu, Liu, and
Han 2019) is a class of adversarial attacks that exploit the
gradients of a machine learning model to infer sensitive
information about the training data by leveraging the fact
that gradients contain information about the relationship be-
tween the input and the model’s output. The basic idea be-
hind GIA is to intentionally modify the input data in a way
that maximizes the magnitude of the gradients with respect
to the sensitive information of interest. By iteratively ad-
justing the input data based on the gradients, an attacker
can gradually approximate the sensitive information, such
as private attributes or training data samples, that the model
was trained on (Phong et al. 2017; Zhu, Liu, and Han 2019;
Geiping et al. 2020; Yin et al. 2021; Luo et al. 2022; Geng
et al. 2023; Kariyappa et al. 2023). GIA can pose a signif-
icant threat to privacy in scenarios where the model is used
in sensitive applications or when the model’s training data
contains sensitive information. These attacks highlight the
need for robust privacy protection mechanisms to mitigate
the risk of information leakage through gradients.

Privacy Protection in Federated Learning. Although the
local data are not exposed in FL, the exchanged model gradi-
ents may still leak sensitive information about the data that
can be leveraged by GIA to recover them (Geiping et al.
2020; Huang et al. 2021; Li et al. 2022a; Hatamizadeh et al.
2023; Kariyappa et al. 2023). To further protect the data
privacy, additional defense methods have been integrated
into FL, and can be categorized into three classes: Secure
Multi-party Computing (SMC) (Yao 1982) based methods
(Bonawitz et al. 2017; Mugunthan et al. 2019; Mou et al.
2021; Xu et al. 2022), Homomorphic Encryption (HE) (Gen-
try 2009) based methods (Zhang et al. 2020a,b; Ma et al.
2022; Park and Lim 2022) and Differential Privacy (DP)
(Dwork 2006) based methods (Geyer, Klein, and Nabi 2017;
McMahan et al. 2018; Yu, Bagdasaryan, and Shmatikov

2020; Bietti et al. 2022; Shen et al. 2023). SMC, originat-
ing from Yao’s Millionaire problem (Yao 1982), is a frame-
work that aims to protect the input data of each participating
party by employing encryption techniques during collabora-
tive computations. With the development of FL, SMC tech-
niques have evolved and been adapted to federated systems
to enhance the protection of sensitive data through parame-
ter encryption (Bonawitz et al. 2017; Mugunthan et al. 2019;
Mou et al. 2021; Xu et al. 2022). HE, introduced by Gentry
(Gentry 2009), is an encryption algorithm that preserves the
homomorphic property of ciphertexts. In the context of FL,
HE enables the central server to perform algebraic opera-
tions directly on encrypted parameters without the need for
decryption (Zhang et al. 2020a,b; Ma et al. 2022; Park and
Lim 2022). DP is a widely adopted privacy-preserving tech-
nique in both industry and academia by clipping the gradi-
ents and adding noise to personal sensitive attribute (Dwork
2006; Abadi et al. 2016). In the context of FL, DP is em-
ployed to prevent inverse data retrieval by clipping gradi-
ents and adding noise to participants’ uploaded parameters
(Geyer, Klein, and Nabi 2017; McMahan et al. 2018; Yu,
Bagdasaryan, and Shmatikov 2020; Bietti et al. 2022; Shen
et al. 2023). However, SMC and HE methods are unsuit-
able to DNN models due to their extremely high compu-
tation and communication cost, while DP methods usually
introduce additional computation cost and result in a de-
crease in model performance (Bonawitz et al. 2017; Zhang
et al. 2020b; Geyer, Klein, and Nabi 2017; McMahan et al.
2018). Apart from these defense methods with theoretical
guarantees, there are other empirical yet effective defense
strategies, such as gradient pruning/masking (Zhu, Liu, and
Han 2019; Huang et al. 2021; Li et al. 2022b), noise addi-
tion (Zhu, Liu, and Han 2019; Wei et al. 2020; Huang et al.
2021; Li et al. 2022b), Soteria (Sun et al. 2020), PRECODE
(Scheliga, Mäder, and Seeland 2022), and FedKL (Ren et al.
2023). However, these methods still suffer from privacy-
utility trade-off problems, as shown in Tables 2 and 5 in
(Huang et al. 2021) for gradient pruning/masking, Tables 1,
2, and 3 in PRECODE (Scheliga, Mäder, and Seeland 2022),
Table 1 in FedKL (Ren et al. 2023), and Figure 5 in Soteria
(Sun et al. 2020). In contrast to these approaches, with the
help of hypernetworks (Ha, Dai, and Le 2017), this work
proposes a novel FL framework that effectively “breaks the
direct connection” between the shared parameters and the
local private data to defend against GIA while achieving a
favorable privacy-utility trade-off.

Hypernetworks in Federated Learning. Hypernetworks
(Ha, Dai, and Le 2017) are deep neural networks that gen-
erate the weights for another network, known as the target
network, based on varying inputs to the hypernetwork. Re-
cently, there have been some works that incorporate hyper-
networks into FL for learning personalized models (Sham-
sian et al. 2021; Carey, Du, and Wu 2022; Li et al. 2023b;
Tashakori et al. 2023; Lin et al. 2023). All of these meth-
ods adopt the similar idea that a central hypernetwork model
are trained on the server to generate a set of models, one
model for each client, which aims to generate personalized
model for each client. Since the hypernetwork and client em-



beddings are trained on the server, which makes the server
possessing all the information about the local models, en-
abling the server to recover the original inputs by GIA ((see
Table 3 and Figure 5 in Appendix)). In contrast to exist-
ing approaches, this work presents a Hypernetwork Fed-
erated Learning (HyperFL) framework, which prioritizes
data privacy preservation over personalized model genera-
tion through the utilization of hypernetworks.

D Additional Experimental Results and
Experimental Details.

D.1 Details of Experimental Setup
Datasets. For the Main Configuration HyperFL, we eval-
uate our method on four widely-used image classification
datasets: (1) EMNIST (Extended MNIST) (Cohen et al.
2017), a dataset with 62 categories of handwritten charac-
ters, including 10 digits, 26 uppercase letters, and 26 low-
ercase letters; (2) Fashion-MNIST (Xiao, Rasul, and Voll-
graf 2017), a dataset designed for fashion product images,
containing 10 categories of clothing items; (3) CIFAR-10
(Krizhevsky, Hinton et al. 2009), a widely used benchmark
dataset for image classification tasks, consisting of 60,000
color images distributed across 10 different classes; and (4)
CINIC-10 (Darlow et al. 2018), a composite image dataset
that combines samples from CIFAR-10 and ImageNet (Rus-
sakovsky et al. 2015), comprising 270,000 images spanning
10 different classes.

Similar to (Karimireddy et al. 2020; Zhang et al. 2021;
Xu, Tong, and Huang 2023), we create a non-IID data dis-
tribution by ensuring all clients have the same data size, in
which s% of data (20% by default) are uniformly sampled
from all classes and the remaining (100 − s)% from a set
of dominant classes for each client. Following (Xu, Tong,
and Huang 2023), we evenly divide all clients into multiple
groups, with each group having the same dominant classes.
Specifically, for the 10-category Fashion-MNIST, CIFAR-
10 and CINIC-10 datasets, we divide clients into 5 groups.
Each group is assigned three consecutive classes as the dom-
inant class set, starting from class 0, 2, 4, 6, and 8 for the
respective groups. For EMNIST dataset, we divide clients
into 3 groups, with each group assigned the dominant set of
digits, uppercase letters, and lowercase letters, respectively.

For the HyperFL-LPM, we evaluate our method on the
EMNIST (Cohen et al. 2017) and CIFAR-10 (Krizhevsky,
Hinton et al. 2009) datasets.

Model Architectures. For the Main Configuration Hy-
perFL, simlar to (Xu, Tong, and Huang 2023), we adopt two
different CNN target models for EMNIST/Fashion-MNIST
and CIFAR-10/CINIC-10, respectively. The first CNN tar-
get model is built with two convolutional layers. The first
CNN target model is built with two convolutional layers
(16 and 32 channels) followed by max pooling layers, two
fully-connected layers (128 and 10 units), and a softmax out-
put layer, using LeakyReLU activation functions (Xu et al.
2015). The second CNN model is similar to the first one
but adds one more 64-channel convolution layer. The hy-
pernetwork is a fully-connected neural network with one

hidden layer, multiple linear heads per target weight tensor.
The client embeddings are learnable vectors with dimension
equals 64.

For the HyperFL-LPM, we adopt the ViT-S/16 (Dosovit-
skiy et al. 2021) and ResNet-18 (He et al. 2016) pre-trained
on the ImageNet dataset (Deng et al. 2009) as the feature ex-
tractor. When the pre-trainde model is ResNet, the adapter
is inserted behind each resnet block. The adapter within
each transformer block consists of a down-projection layer,
ReLU activation functions (Nair and Hinton 2010), and a
up-projection layer. The hypernetwork is a fully-connected
neural network with one hidden layer, multiple linear heads
per target weight tensor. The client embeddings are learnable
vectors with dimension equals 64.

Compared Methods. For the Main Configuration Hy-
perFL, we compare the proposed method with the follow-
ing approaches: (1) Local-only, where clients train mod-
els locally without collaboration; (2) FedAvg (McMahan
et al. 2017), a widely-used FL method; (3) pFedHN (Sham-
sian et al. 2021), that utilizes a central hypernetwork model
trained on the server to generate a set of models, one model
for each client; and some DP-based FL methods, including
(4) DP-FedAvg (McMahan et al. 2018), which incorporates
differential privacy into FedAvg; (5) PPSGD (Bietti et al.
2022), a personalized private SGD algorithm with user-level
differential privacy; and (6) CENTAUR (Shen et al. 2023),
which trains a single differentially private global representa-
tion extractor while allowing personalized classifier heads.
However, all these compared DP-based FL methods (i.e.,
DP-FedAvg, PPSGD, and CENTAUR) focus on user-level
DP setting (McMahan et al. 2018), which cannot guarantee
protection against honest-but-curious server attacks as they
upload original gradients to the server. Therefore, we adapt
these methods to fit the ISRL-DP setting (Lowy and Raza-
viyayn 2023), where users trust their own client but not the
server or other clients, thereby defending against honest-but-
curious server attacks.

For the HyperFL-LPM, we compare our method with (1)
Local-only with fixed feature extractor; (2) Local-only with
adapter fine-tuning; (3) FedAvg with fixed feature extractor;
and (4) FedAvg with adapter fine-tuning.

Training Settings. For the Main Configuration HyperFL,
mini-batch SGD (Ruder 2016) is adopted as the local opti-
mizer for all approaches. Similar to (Xu, Tong, and Huang
2023), we set the step sizes ηh and ηv for local training
to 0.01 for EMNIST/Fashion-MNIST and 0.02 for CIFAR-
10/CINIC-10. The setp size ηg is set to 0.1 for all the
datasets. The weight decay is set to 5e-4 and the momen-
tum is set to 0.5. The batch size is fixed to B = 50 for all
datasets except EMNIST (B = 100). The client embedding
dimension is set to 64. The number of local training epochs
is set to 5 for all FL approaches and the number of global
communication rounds is set to 200 for all datasets. Further-
more, following (Xu, Tong, and Huang 2023), we conduct
experiments on two setups, where the number of clients is
20 and 100, respectively. For the latter, we apply random
client selection with sampling rate 0.3 along with full par-
ticipation in the last round. The training data size per client
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Figure 5: Reconstructed images of IG.

is set to 600 for all datasets except EMNIST, where the size
is 1000. For the DP-based FL methods, the DP budget ϵ is
set to 4 and the Gaussian noise σ is 1e−5 to satisfy the (ϵ, σ)
privacy guarantee. Average test accuracy of all local models
is reported for performance evaluation.

For the HyperFL-LPM, we conducted experiments with
20 clients. Furthermore, differently from HyperFL, batch
size 16 is adopted for all datasets. The step sizes ηh and ηv
for local training are 0.02 for EMNIST and 0.1 for CIFAR-
10 when using ViT pre-trained models. When using ResNet
pre-trained models, the step size is set to 0.01 for all datasets.

Privacy Evaluation. EMNIST and CIFAR-10 are used to
evaluate privacy preservation capability of the proposed Hy-
perFL. We choose a subset of 50 images from each dataset
to evaluate the privacy leakage. A batch size of one is used.
For experimental comparison, we set all the unknown vari-
able in HyperFL are learnable and optimized simultaneously
for IG (Geiping et al. 2020) and ROG (Yue et al. 2023). For
the optimization of IG (Geiping et al. 2020), we optimize
the attack for 10,000 iterations using the Adam optimizer
(Kingma and Ba 2015), with an initial learning rate of 0.1.
The learning rate is decayed by a factor of 0.1 at 3/8, 5/8,
and 7/8 of the optimization process. The coefficient of the
TV regularization term is set to 1e-6. For the optimization
of ROG (Yue et al. 2023), the Adam optimizer (Kingma and
Ba 2015) with a learning rate of 0.05 is adopted, and the total
number of iterations is set to 100. To further demonstrate the
privacy preservation capability of the proposed HyperFL,
we design a tailored attack method. Specifically, we first re-
cover the client embedding according to Eq. (10), and then
recover the input data by solving the upper-level subproblem
in objective Eq. (9). Since ∆θ cannot be obtained 2, we uti-
lize model inversion attack methods (He, Zhang, and Lee
2019, 2020; Jiang, Zhou, and Grossklags 2022; Erdoğan,

2The client embedding changes at each iteration, making ∆θ

impossible to calculate.

Küpçü, and Çiçek 2022) to solve the upper-level subprob-
lem in objective Eq. (9). Peak signal to noise ratio (PSNR)
(Hore and Ziou 2010), structural similarity (SSIM) (Wang
et al. 2004), and learned perceptual image patch similarity
(LPIPS) (Zhang et al. 2018) are adopted as the metrics for
reconstruction attacks on image data. Lower LPIPS, higher
PSNR and SSIM of reconstructed images indicate better at-
tack performance.

All experiments are conducted on NVIDIA GeForce RTX
3090 GPUs.

D.2 Additional Experimental Results
Privacy Evaluation. The visualization results of IG
(Geiping et al. 2020) of the first 10 images are provided in
Figure 5. From this figure, we can observe that the native
FedAvg and pFedHN methods have a much higher risk of
leaking data information, as indicated by the reconstructed
images closely resembling the original ones. Although intro-
ducing DP improves data privacy, there is a significant drop
in model performance, as shown in Table 1. In contrast, Hy-
perFL achieves a similar level of privacy protection while
outperforming all DP-based methods and the native FedAvg
in terms of model accuracy.

The reconstructed and visualization results of ROG (Yue
et al. 2023) are provided in Table 5 and Figure 6. From these
results, we can observe that the proposed HyperFL can also
defend against SOTA attack method.

EMNIST CIFAR-10

Method PSNR SSIM LPIPS PSNR SSIM LPIPS

FedAvg 24.26 0.9516 0.3024 23.09 0.9228 0.4363

HyperFL 3.44 0.0459 0.7883 7.78 0.0137 0.7802

Table 5: Reconstruction results of ROG.

The reconstructed visualization results of the tailored at-
tack method are presented in Figure 7. These results demon-
strate that even the tailored attack method is unable to re-
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cover any information from the proposed HyperFL frame-
work, thereby showcasing the robust privacy preservation
capability of HyperFL.

Figure 7: Reconstructed images of the tailored attack
method. The first row contains the original images, while
the second row shows the reconstruction results.

Learned Client Embeddings. In our experiments, we
learn to represent each client using a trainable embedding
vector vi. These embedding vectors are randomly initial-
ized to the same value. By setting these embedding vectors
trainable, they can learn a continuous semantic representa-
tion over the set of clients. The t-SNE visualization (Van der
Maaten and Hinton 2008) of the learned client embeddings
of the EMNIST dataset with 20 clients is shown in Figure
8(b). Form this figure we can see that there is a distinct
grouping of the learned client embeddings into three clus-
ters, which aligns with the data partitioning we employed,
as shown in Figure 8(a). This phenomenon demonstrates the
meaningfulness of the learned client embeddings in captur-
ing the underlying relationship of the clients. In this way,
personalized feature extractor parameters for each client can
be generated by taking the meaningful client embedding
as input for the hypernetwork. Therefore, the model can
achieve better performance by adopting personalized feature
extractors.
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Figure 8: (a) Label distribution of the EMNIST dataset with
20 clients. (b) The t-SNE visualization of the learned client
embeddings of the EMNIST dataset with 20 clients.


