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Abstract

Robustness and generalization ability of machine learning models are of utmost
importance in various application domains. There is a wide interest in efficient
ways to analyze those properties. One important direction is to analyze connec-
tion between those two properties. Prior theories suggest that a robust learning
algorithm can produce trained models with a high generalization ability. However,
we show in this work that the existing error bounds are vacuous for the Bayes
optimal classifier which is the best among all measurable classifiers for a classi-
fication problem with overlapping classes. Those bounds cannot converge to the
true error of this ideal classifier. This is undesirable, surprizing, and never known
before. We then present a class of novel bounds, which are model-dependent and
provably tighter than the existing robustness-based ones. Unlike prior ones, our
bounds are guaranteed to converge to the true error of the best classifier, as the
number of samples increases. We further provide an extensive experiment and
find that two of our bounds are often non-vacuous for a large class of deep neural
networks, pretrained from ImageNet.
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1 Introduction

Robust learning algorithms [1] can produce robust models which can resist small
changes of data samples. Such an ability is crucial for modern applications, since non-
robust models may face adversarial attacks [2-4]. A robust model not only can deal
well with attacks but also can generalize well on unseen data.
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In this work, we focus on analyzing the connection between robustness of a model
and its generalization ability. Xu and Mannor [1] provided one of the very first theories
to show that the models returned from a robust algorithm can generalize well on
unseen data. Their robustness theory basically assumes that the learning algorithm
must ensure a small deviation of the losses in areas around the training examples.
This assumption is often known as algorithmic robustness. This theory has been used
in various contexts [5-11] where specific forms of robustness level (€) are provided.
Recently, Kawaguchi et al. [12] made a significant improvement in the uncertainty part
which can bring algorithmic robustness closer to practice.

A major limitation of those algorithmic robustness-based theories is vacuousness.
For example, for 0-1 loss, an incorrect prediction of a classifier can produce ¢ = 1
which equals robustness of the worst model. In practice, some incorrect predictions
sometimes appear and may not be avoided, even for excellent models. Theoretically,
we show in subsection 2.2 that those theories are vacuous even for the Bayes classifier
which is the best among all measurable classifiers for a classification problem with
overlapping classes. This is undesirable.

Despite being really useful for evaluation and comparison between learning algo-
rithms, those robustness-based bounds pose various difficulties to evaluate a specific
model or compare two models. This fact limits the use of these error bounds in model
selection. Furthermore, it is nontrivial [1] to use those bounds to compare two models
returned from different learning algorithms, especially for stochastic algorithms that
are prevalent nowadays. These difficulties call for a novel model-dependent bound,
which depends on a trained model only.

Our contributions in this work are as follows:

® We first point out the vacuousness of the existing robustness-based bounds for the
error of the best model among all measurable classifiers for a classification problem
with overlapping classes. Those bounds cannot converge to the true error of the best
model even for arbitrarily large number of training samples. This is problematic
and hence the use of those bounds to explain generalization ability of a non-perfect
model is not well theoretically-justified.

® We next present a novel class of error bounds, which are model-dependent, by making
a fine-grained analysis about local behaviors of a model at different small areas in the
data space. Our bounds require no assumption on the model or learning algorithm,
but are provably tighter than previous robustness-based ones.

® We show that our bounds converge to the true error of the best classifier, as the num-
ber of samples increases. This suggests that our bounds resolve the major limitations
of prior bounds and provide a significant step for the robustness approach.

® We empirically compare those bounds on some real-life datasets and modern neural
networks, and found that our bounds can reflect performance of a model better than
the baselines. Furthermore, two of our bounds are often nonvacuous.

Roadmap: The next section reviews the background about robustness-based
bounds, discusses some of their issues, and closely related work. Section 3 presents our
novel bounds and provides some theoretical comparisons with some examples. Section 4



presents our empirical evaluation, and Section 5 concludes the paper. Details about
experimental settings, proofs, and more experimental results appear in appendices.

2 Backgrounds and related work

Notations: A bold character (e.g., z) often denotes a vector, while a bold big symbol
(e.g., S) often denotes a set. Denote ||- || as the ¢3-norm. |\S| denotes the size/cardinality
of a set S, and [K] denotes the set {1,..., K} for a given integer K > 1.

Consider a learning problem specified by a model (or hypothesis) class H, an
instance set Z, and a loss function £ : H x Z — R. Given a distribution P defined on Z,
the quality of a model h € H is measured by its expected loss F(P,h) = E...p[l(h, 2)].
In practice, we can collect a training set S = {z1, ..., 2, } C Z of size n and often work
with the empirical loss F(S,h) = ﬁ > 2es t(h, z). Quantity F(P, h) tells the gener-
alization ability of model h. A learning algorithm A will pick an Ag € H based on a
given training set S.

Let T'(Z) := Ufil Z; be a partition of Z into K disjoint nonempty subsets. Denote
S; = SNZ;, and n; = |S;| as the number of samples falling into Z;, meaning that n =
>%  nj. Denote Ts = {i € [K] : SN Z; # 0}. Also denote a;(h) = Ez[((h, 2)|z € Z|]
for i € [K].

2.1 Robustness-based bounds

When studying generalization ability of a model h, it is natural to consider the
expected loss F(P,h). However, an accurate estimation of F(P,h) is highly chal-
lenging, especially for complex models. One well-known way is to study the training
algorithm that produces h.

Denote Ag as the model (or hypothesis) which is learned by an algorithm A from
a training set S with n samples. Xu and Mannor [1] defined the following.
Definition 1. A learning algorithm A is (K, €)-robust, for K € N and € : Z" —
R, if Z can be partitioned into K disjoint sets, denoted by {Zk}szl, such that the
following holds for all S € Z™ : Vs € S,Vz € Z, if s,z € Zy for some index k, then
[((As, ) — U(As, z)| < €(S).

Basically, algorithm A is robust if every model learned by A is robust on areas
around the given training samples, according to a loss function ¢. This suggests that
the trained model can generalize well on areas around training samples. In order to
formalize connection between robustness of a learning algorithm and generalization of
a trained model, we need the following assumption.

Assumption 2.1 (Algorithmic robustness). The algorithm A is (K, €)-robust.

Xu and Mannor [1] provided the following bound about the expected loss of a
model learned by a robust algorithm.

Theorem 1 ([1]). Given Assumption 2.1, consider h learned by algorithm A from a
dataset S which consists of n i.i.d. samples from distribution P. For any § > 0, denote

Cn = SUDgey ez U(f,2) and g1(K,S,0) = CH\/M. With probability at
least 1 —9:
F(P,h) < q1(K,S,0)+ F(S,h)+€(S) (1)



It is easy to see that when both €(S) and empirical loss F(S,h) are small, the
expected loss F'(P, h) is also small, implying that model h generalizes well on unseen
data. This suggests that a robust learning algorithm may return models with high gen-
eralization ability. The reverse however is not true. A model with good generalization
ability may not come from a robust learning algorithm.

By analyzing concentration of a multinomial random variable, Kawaguchi et al.
[12] can replace g1 in Theorem 1 with a significantly smaller quantity gs.

Theorem 2 ([12]). Given the assumption and notations as in Theorem 1. For any

§ > 0, denote go(K,S,8) = C(V2 + 1)y/ ‘TS““TEQK/‘S) + 2C|TS‘:(2K/6), where C' =
sup, ¢z {(h, z). The following holds with probability at least 1 —§:

F(P,h) < g5(K,S,8) + F(S,h) + €(S) (2)

Compared with g;, the new uncertainty term g, can be significantly smaller, since
it does not depend on the whole model family and logarithmically depends on K. This
is an exponential improvement, and can help bound (2) to be more practical than
bound (1). Kawaguchi et al. [12] further showed that go can be improved by g3, where
a, = max;¢r, a;(h) and

1(15. 8.8) = YRCEI) S (a4 vay () + 22K (4 )+ 5 ) (3)

i€Ts i€Ts

While Kawaguchi et al. [12] made a significant progress for the connection between
algorithmic robustness and generalization by improving the uncertainty part (g1), the
role of robustness level (€) is kept unchanged. There remains a serious issue of those
bounds, as discussed below.

2.2 The vacuousness issue and its main origins

Consider a model h returned by a robust algorithm A. Definition 1 implies that
€(S) > sup,eqy €i(h), where ¢;(h) = sup,.cg, .cz, [((h,2") — £(h,z)|. This fact can
make the bounds (1) and (2) vacuous even for extremely good models. For example,
for 0-1 loss £ and a binary classifier, an incorrect prediction for one example can lead
to €(.S) = 1 which equals robustness of the worst model. In practice, it is common and
acceptable to have some incorrect predictions from good models.

To see the seriousness of this limitation, consider a classification problem with over-
lapping classes and the Bayes optimal classifier which is the best among all measurable
classifiers. Note that the Bayes classifier is ideal for this problem, and no classifier
found in practice can be better. To formally define overlapping and Bayes classifier,
we first define the g-margin of an instance s = (x,y) according to a classifier g to be
v(8,9) =sup{v : ||l — 2| < v = g(2') = y,Va’}. This definition of instance margin
comes from [6]. Let Hp be the set of all measurable classifiers defined on Z. We can
define the classifier-agnostic margin of each instance and the overlapping area as

Yin(8,Hp) = sup{v(s,9) : g € Hp} (Instance margin) (4)
O={s€Z:vn(s,Hp) =0} (Overlapping area) (5)



Theorem 3 (Bayes optimal classifier). Consider a classification problem with dis-
tribution P supported in a continuous set Z, a overlapping area O C Z, the 0-1
loss function £, and any partition T'y = O1 U Oy U --- U On of O into finite num-
ber of subsets. Let h* = argminpey, F(P,h) be the Bayes optimal classifier, and
€o(h, V) = sup,s ey |[l(h, 2") — £(h, 2)|. If O has non-zero measure, i.e., P(O) > 0,
then F(P,h*) < P(O) and e,(h*,0) =1 and supye(y) €o(h*, Of) = 1.

Various implications can be derived from this theorem whose proof appears in
Appendix A. Firstly, the definition of robustness level € in Definition 1 is the main
cause for vacuousness. Indeed, for a classification problem with overlapping classes and
its Bayes optimal classifier h*, Theorem 3 shows the robustness level € = 1 which can
be very far from the true loss of h*. When the overlapping area is sufficiently small,
meaning F'(P, h*) = 0, robustness level ¢ makes the bounds (1) and (2) vacuous. Sec-
ondly, Theorem 3 further suggests that vacuousness still happens for the best partition
I'*. This means there is no hope to avoid vacuousness by optimizing the bounds (1,2)
according to I'. Thirdly, vacuousness appears not only in h* but all other classifiers
for this classification problem.

The main origins of vacuousness: As discussed before, the definition of robust-
ness level € in Definition 1 is the main cause for vacuousness in prior robustness-based
bounds. More specifically, Definition 1 implicitly requires two specific operations:

o Supremum: Note that €(S) > sup ¢;(h), where ¢;(h) =  sup  |[l(h, 2')—{(h, 2)|.

i€Ts 2'€8;,z€2;

This means in order to compute the robustness level €(S), we must take supremum
operation from local robustuness levels (¢;) in all local regions that contain some
examples in S. Therefore €(S) can be considered as measuring the Global robust-
ness of a model returned by A. Such an operation will lead to vacuousness when
there exists a vacuous event in a local region, e.g., ¢;(h) = 1 for 0-1 loss. Note that
it is common in practice that a trained model may have some wrong predictions. In
those cases, the supremum operation will lead to vacuousness in prior bounds.

® Stochasticity inclusion: When algorithm A is stochastic (which is prevalent in prac-
tice, e.g., SGD), different runs may return different trained models even for the same
training set S and parameter setting. As a result, we need to take stochasticity of
algorithm A into computation of €(S). So in fact

€(S) > supe;(As(n))

n,i

where Ag(n) denotes the model returned by A given a dataset S, n denotes the
source that causes stochasticity for algorithm A. This fact suggests that stochastic
source 7 plays a crucial role in the definition of €(.S). Hence, an extensive investiga-
tion about €(S) requires us to take all stochastic sources into consideration, which
is intractable in practice. More importantly, some runs of algorithm A can produce
a non-perfect model, which can make some wrong predictions. This suggests that
€(8S) easily is vacuous in practice.



2.3 Related work

Although widely being used in many contexts, the theoretical advancement for
robustness-based bounds is quite slow. Kawaguchi et al. [12] made a significant progress
to improve the uncertainty term in (1). However, to the best of our knowledge, no
prior study significantly improves the robustness term nor removes the assumption
on the learning algorithm. The vacuousness issue of prior bounds is problematic, and
hence those bounds cannot be used to explain the success of the models in practice.
Our work tackles those limitations to derive novel bounds that are practical.

A closely related work [13] uses optimal transport to provide a model-dependent
bound. Ignoring some constants, Hou et al. [13] showed that F(P,h) < F(S,h) +
YL gy, S max{l, Ly} + vL¢max{l, Lr}y/(log4 —logé)/n + \/K/n, provided
that ¢(-, z) is Ly-Lipschitz continuous and h is Lp-Lipschitz continuous w.r.t its input,
where Ly, ; is the local Lipschitz constant of h at area Z; and « is the maximal diame-
ter of the Z;’s. Note that the term /K /n causes their bound to surfer from the curse
of dimensionality, since K = v~ in the worst case where the input space has v
dimensions. Hence their bound is significantly inferior to ours. We further point out in
Subsection 3.3 that their bound is inferior to ours due to the global Lipschitz constant.

To analyze generalization ability, various approaches have been studied, including
Radermacher complexity [14, 15], algorithmic stability [16, 17], algorithmic robustness
[1, 12], PAC-Bayes [18-22], local Lipschitzness [13]. Some studies [15, 23, 24| use
Rademacher complexity to provide data- and model-dependent bounds as ours. Their
focus is on analyzing generalization ability of deep neural networks (DNNs). One
remaining issue is that their bounds depend on the norm of weight matrices in a DNN
which is often huge for practical DNNs [22, 24|. In contrast, our bounds use local
information of a model and hence can provide tighter estimates for its expected loss.

PAC-Bayes bounds [18—-20] recently has received great attention, and provide non-
vacuous bounds [21, 25| for some DNNs. Those bounds often estimate Ej [F(P, h)]

which is the expectation over the distribution of h. It means that those bounds are
for a stochastic model h. Hence they provide limited understanding for a specific
deterministic model h. Neyshabur et al. [26] provided an attempt to derandomization
for PAC-Bayes but resulted in vacuous bounds for modern neural networks [22]. On
the other hand, stability-based bounds [16, 17] connect the stability of a learning
algorithm with generalization ability. Despite having their own interesting properties,
stability-based bounds are inferior to the latest robustness-based bound in [12] in some
situations.

3 Local behaviors and generalization

In this section, we develop a class of novel bounds that connect local behaviors with
generalization ability of a specific model. Our bounds do not require the strict assump-
tions as prior bounds, are model-specific and data-dependent. We show that our
bounds are provably tighter than the prior ones.



3.1 Upper bounds

As discussed in the previous section, algorithmic robustness-based bounds use €(S) to
globally quantify the robustness of a model over the whole data space. This quantity
summarizes the local robustness of a model at different small regions in a simple way,
by using a supremum operation. Therefore, using this quantity will often make the
bound vacuous, as pointed out before.

We overcome this limitation of prior studies by incorporating the local robustness
of a model at different small regions into generalization bound. To this end, we make
a finer-grained analysis than [1]. The following theorems summarize the results, whose
proofs appear in Appendix B.

Theorem 4 (Local Robustness). Consider a model h learned from a dataset S with
n i.4.d. samples from distribution P. Let ¢;(h) = sup |l(h,s) — L(h,z)| for each
s€S;,zeZ;
1 € [K]. For any § > 0, denoting g2(K,S,0) as in Theorem 2, with probability at least
1-9:
F(P,h) < ga(K,S,6) + F(S,h) + Y “ei(h) (6)
i€Ts

This theorem shows that the expected loss of a model can be bounded by using
€;(h) which describes local robustness of h at different regions. It suggests that a model
can generalize well when it is “locally robust" at different small regions. A model can
have a small expected loss over the whose sample space if it is locally robust and has
a small training loss F(S, h).

There are three main differences between our bound in Theorem 4 and the bounds
in Theorems 1 and 2. Firstly, our bound (6) does not require the strict assumption
of algorithmic robustness. This is a significant advantage. Secondly, our bound (6) is
model-specific and data-dependent, since it depends on a specific model h and training
sample S only. This is a big advantage over prior bounds, and enables us to do model
selection or compare different trained models. This advantage is really beneficial in
practice. Thirdly, the global robustness level €(S) in the bound (2) is replaced with a
finer quantity > ;.. 7*€i(h), removing the serious issue of “stochasticity inclusion” in
prior bounds. This is a big advantage and helps robustness-based bounds less vacuous
and closer to practice.

Next, we present another bound which considers the average-case robustness.
Theorem 5. Given notations in  Theorem 4, denoting €/(h) =

n% ses, Ezez, |[l(h, z) — L(h, s)| for each index i € Ts, with probability at least 1 —0:
F(P.h) < ga(K, S,6) + F(S.h) + Y ~'&i(h) (7)

1€Ts

The use of supremum (or max) operation to define robustness in prior bounds and
in (6) suggests that we are considering the worst-case robustness (or sensitivity) of
the loss at every local region of the data space. Such a consideration is really strict,
and easily lead to vacuous bounds. This is evidenced in our experiments for a large
class of neural networks, presented in Section 4. To avoid such situations, Theorem 5
provides a finer-grained analysis about the loss. It says that a model h can generalize



well if its average robustness (or sensitivity, measured by ¢;) is small at at every local
region of the data space.

The final bound incorporates the averages of the loss at local regions.
Theorem 6. Given notations in Theorem 4, with probability at least 1 —§:

F(P.h) < g2(K, 8,8) + Y ~Lai(h) (8)
i€Ts

This result tells that the expected loss of a model can be bounded by a convex
combination of some expected losses over some small regions. This is intuitive. An
interesting point is that this bound does not require access to the empirical loss, which
may be beneficial in some contexts, where access to the training dataset is impossible.’

3.1.1 Tightness

We have already presented some novel bounds that show the significant role of local
behaviors at different small regions to the generalization ability of a model. Theorem 4
shows that the expected error of a model can be estimated by a convex combination
of (worst-case) robustness levels at different small regions, while Theorem 5 uses the
average-case robustness (sensitivity). Theorem 6 replaces robustness level by the aver-
ages of the loss at small regions around the training examples. The next lemma points
out the tightness of our bounds, whose proof appears in Appendix B.1.

Lemma 3.1. With notations in Theorems 2, 4 and 5:

> Taih) S F(S,h)+ Y “a(h) S F(S,h)+ Y “ei(h) < F(S,h) +€(S)

i€Ts i€Ts i€Ts

This lemma suggests that our new bounds are tighter than prior one in (2). It is
easy to observe that a;(h) < F(S;,h) +¢€(h) < F(S;,h) + ¢;(h) when the loss of h is
not constant in area Z;. This is practical and suggests that our bounds (7,8) are often
strictly tighter than prior bound (2). Finally, it is worth noticing that the uncertainty
term go can be replaced by g3 in (3) to make our bounds tighter.

3.1.2 Non-vacuousness for the Bayes optimal classifier

Return to the problem and Bayes optimal classifier in Theorem 3 with partition I' =
Z1 U Z5 where Z; = O and 25 = Z\ O. Prior bounds have €(S) = ¢,(h*, Z;) = 1,
whenever S N O # ), which is vacuous. However, Theorem 4 replaces ¢ by

n—ne

n n
o(R*, 25) = —2¢,(h*, 21) < —2 9
(", 22) = "2y, 21) < ©)

n *
€local = ;Oeo(h 721) +

where n, is the number of samples of S occurring in area Z;. We have the following
observation, whose proof appears in Appendix A.

1One example of such situations is the evaluation of a publicly pretrained model which was trained from
a private huge dataset. Pretrained models, such as large language models, are prevalent nowadays and freely
available to be used in many different tasks. The need of evaluation of those models in different contexts is
of significant interest.



Lemma 3.2. Consider the classification problem in Theorem 3. Let S contain n i.i.d.
samples from P. For any § > 2e~"/*, Pr <% < P(O) + 4/ w> >1-4.

This simple lemma shows that with a high probabilty, €car < P(O) + %,
which will goes to the measure P(O) of the overlapping area, as n goes to infinity.
When such an area O is small, P(O) can be small, and hence our bounds in (6, 7, 8)
can be meaningful even for the cases that prior bounds are vacuous.

It is worth mentioning that our bounds can lead to a tight error bound for the
Bayes optimal classifier. Indeed, observe that Pr(h*(x) # y) = F(P,h*), for 0-1
loss, where each input @ has its true label y. Furthermore, for the partition T, it

is easy to see that F(S,h*) < n,/n,|Ts| < 2,a2(h*) = 0,a1(h*) < 1. Therefore,
92(2,8,6) < 34/ QIH(T?/‘S) + 41“5;1/6). Theorem 6 suggests that

Pr(h* (@) # y) < 3y 2 | AN To e (10)

This is a tight bound for the error of the Bayes optimal classifier. As n — oo, this
upper bound will go to P(O)a;(h*), which is the true error of h*. Such a bound may
be useful elsewhere.

Remark 1. This simple analysis provides a crucial implication. The existing bounds,

which are based on algorithmic robustness or the global quantity €(S), always produce
€(S) = 1 and hence cannot reflect well the true error of the Bayes classifier even
for arbitrarily large n. This also happens for any non-perfect classifier, is problematic.
Therefore, the use of those bounds to support or explain non-perfect classifiers [5-11]
is not well theoretically-justified. In contrast, our bounds are guaranteed to converge to
the true error. This is truly beneficial.

3.2 Lower bounds

We next consider lower bounds for the expected loss of a model. Those bounds some-
times are of interest, but our results before are upper bounds. Xu and Mannor [1]
already suggested that F(P,h) > F(S,h) —e(S) — g1(K, S,0). It is easy to see that
this lower bound is meaningless in the cases of classification problems with overlapping
classes, where the training loss F'(S, h) can be small but €(.S) is large. One example is
the Bayes optimal classifier as discussed in Theorem 3. Moreover, this lower bound is
O(—V/K) which easily is vacuous for large K. While the uncertainty term of the upper
bound was exponentially improved by [12], there has been no such improvement for
the lower bound.

For any model class H, we obtain the following lower bounds, whose proofs appear
in Appendix B.2.
Theorem 7. Consider a family H and a dataset S with n i.i.d. samples from distri-
bution P. Denote a; = Enenlai(h)], 4 = max ek a;, and B = 22;;1 P(2;)a3, for
each i € [K]. If B > 0 then for any § > exp (—nfB/(24%)), the following holds with



probability at least 1 — J:

2

EnenlF(PR) > | [ Za,+ %ama/a) - \/%dln(l/é) (11)

A n
i€Ts

This theorem provides a lower bound on the average loss of the whole family H.

When family H only contains the models returned from a learning algorithm A, this
theorem in fact provides a lower bound on the average error (E 4, [F'(P, Ag)]) of the pre-
dictions by A. It is worth mentioning that E 4, [F (P, Ag)] is often the main focus in the
existing algorithmic stability-based theories [16, 27]. As a result, Theorem 7 provides
a lower bound on the error of stable learning algorithms. On the other hand, PAC-
Bayes theories [18, 28| often provide upper bounds for E,[F'(P, h)]. More importantly,
our lower bound does not depend on K and is nonvacuous.
Theorem 8. Consider the best model h* with F(P,h*) = minpey F(P,h) and a
dataset S with n i.i.d. samples from distribution P. Denote & = max;¢ (k) aj(h*) and
B = 22;11 P(Z;)a;j(h*)?. If B> 0 then for any § > exp (—nB/(2a%)), the following
holds with probability at least 1 —§:

2

FP Ry > | (S %ai(h*) + %dln(l/é) - \/%amu/a) (12)

i€Ts

The assumption S > 0 in this theorem means that our learning problem is hard,
since the best member in family H still has some errors. In this case, the lower bound
for the loss of h* is also the lower bound for the whole family. When H = Hpg, h* is
the Bayes optimal predictor and # > 0 means our learning problem is not learnable
[16]. In this case, Theorem 8 provides a lower bound for the error of all measurable
predictors, which can be useful in some contexts.

3.3 Examples and more comparison

Next, we provide some more examples to compare our bounds with prior ones.

Example 1. (Lipschitz continuous functions) A large class of models in practice
has a common property that each member is often Lipschitz continuous in its input.
One example is deep neural networks (DNN) with ReLU activations and bounded
weights. When the loss £ is Lipschitz continuous, which is natural, then [1, 12] showed
the robustness level €(S). Specifically, if Z is compact according to a metric p and
¢(Ag,-) is Lipschitz continuous with Lipschitz constant L, i.e.,

|£(AS,Z) - E(ASa 8)| < Lp(za S),VZ,S Sy

then algorithm A is (N (v/2, Z, p),vL)-robust for any given v > 0, where N'(v/2, Z, p)
is the covering number of Z. It means that €(S) = L. The use of L here makes the
bound loose, since a significant change of ¢ in a small area will produce a large L. By

using (6), €(S) is replaced by ub = ;.. " €i(Asg) for the function Ag trained on

10



S. We show in Appendix C that ub < v
constant of £(Ag,-) in area Z;.

Prior results require L to depend on the whole family H, meaning L is the maxi-
mum among the Lipschitz constants of all members of H. This fact suggests that L
should be unreasonably large. For example, L can be exponential in the depth of the
neural network family [22, 23]. Example 7 in [1] estimates the Lipschitz constants of
a DNN family and shows L to be of order a”, where D is the number of layers and
« is the maximal norm of weight matrices. For common DNNs trained on real-life
datasets, the norm of weight matrices is often greater than 1. This suggests that L
can be unreasonably large, e.g., of order 10%° for VGG-19 [22]. In contrast, our bound
only depends on L;’s of one specific model at some local areas where training points
actually occur. [29] provided extensive evidences about small size and well-behaved
distributions of local Lipschitz constants of many modern DNNs trained on real-life
datasets. It suggests that ZieTs 2 L; is often significantly smaller than L for modern
DNNs.

Example 2. (Principal Component Analysis - PCA) Assume that each ele-
ment in Z has norm at most B. If we use the loss funtion ¢({w1,...,wq},2) =

ieTs “4L; where L; is the local Lipschitz

Z;l:l(w;'—z)Q, then PCA finds the first d principle components by minimizing
— Y ses l{wr, ..., wa}, s) with the constraint that [lw,|| = 1 and w] w; = 0 for i # j.
According to [1, 12|, this algorithm is (NM(v/2,Z,] - ||), 2dyB)-robust. Theorem 2

suggests that the learned components h* = {w7, ..., w}} satisfies
F(P,h*) < g2(N,S,8) + F(S,h*) + 2dyB (13)
We show in Appendix C that:

F(P,h*) < g2(N, 8,6) + F(S,h*) +2dv Y %Bi, (14)
i€Ts

where B; is the maximal norm of any element in Z;. Since B; < B for any index i, we
have ZiGTs %Bi < B. This implies that our bound for PCA is tighter than the prior
ones. Note that directly using (7) or (8) even leads to stronger bounds for PCA.

Example 3. (Discontinuity) Consider an unknown function

y*(z){’u if z € [0,v]

f(z) otherwise

where p is a large constant, f is a continuous function satisfying |f(z)| < p for any
x ¢ [0,v], and v is a small positive constant of order o(1/u?). This function y* is
continuous everywhere except two points. This function has a strange behavior in the
interval [0, v]. In practice, some inherent sources may cause this behavior such as errors
in measurement.

We want to approximate y*, based on a sample S. To do this, let’s choose a
family H of continuous functions, and consider the learned member A* with a small
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E.[¢(h*, (x,y*(2)))]. Because of having a small expected loss, h* can well predict y*
almost everywhere.

Prior bounds based on algorithmic robustness will be vacuous for any partition
I'(X) with large areas, i.e. 2v = maxy scx; |z — |, Vi € [K]. Indeed, there exist at most
two areas X; and A}, that cover the interval [0, v]. This implies that robustness level of
h*in X; or Ay should be ©(u), for the absolute loss, due to the fact that y*(z) has this
property and that h* well approximates y*. As a result, robustness level ¢(.S) = ©(u)
causes prior bounds (1,2) to be vacuous for large values of . One way to improve is to
choose partition I'(X) with very small areas, but at the cost to increase the uncertainty
term gs. Those observations suggest that few outliers or errors in measurement can
make those bounds trivial. This is a severe limitation.

Our bounds can avoid this limitation. Indeed, since interval [0, ] is small, some
training samples appear in this interval with a very small probability. We can see this

fact for the case of uniform distribution over X = [—B, B] for some constant B > v.
In Appendix C, we point out that >, . “€;(h*) = o(1/p) which is small, for large

n. It means our bound is meaningful.

4 Empirical evaluation

In this section, we empirically evaluate our bounds and compare with the baselines on
modern DNNs and real-life datasets. Two evaluations include (1) Pre-trained models
on ImageNet and (2) Trained models on moderate datasets. Two types of learning
problems are used: classification task, and (unsupervised) dimensionality reduction
with PCA. More evaluations appear in Appendix D.

4.1 Evaluation for publicly pre-trained models on ImageNet

Setup: 20 pytorch trained models? are used in our experiment. They are variants from
4 modern NN architectures: ResNet, VGG, DenseNet, and Swin Transformer. Some
models have more than 150 layers, some have 143.7M parameters. They were well
pretrained from ImageNet with 1,281,167 images. 50,000 images from the ImageNet
validation set is further used to compute the bounds.

To evaluate the bounds (2,6,7,8), following [12], we partition the input space into
10,000 areas, by choosing randomly 10,000 images from the validation set to be cen-
troids. Based on those centroids, we can use K-means to assign the training images
into different areas. Note that one can optimize this step to get better bounds. We
next approximate quantities €, €;, €, a; for each area Z;, and g3 in (3) by using the
validation set. The 0-1 loss function is used in our evaluation. Therefore, any bound
beyond 1 will be vacuous. The result for each model is averaged from 5 runs.

Result: Table 1 summarizes the results. We observe that prior bound (2) is vacuous
for every case, which is not surprised. Our bound (6) behaves very similarly with prior
bound. One reason may be that the partition I' with 10,000 areas seems too coarse in
this case, and that the max operation is not good. On the other hand, our bound (7)
uses the mean operation which produces significantly better results. Both bounds (7,8)
are non-vacuous in all cases. Furthermore, one can easily observe the strong correlation

Zhttps://pytorch.org/vision/stable/models.html
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Table 1: Upper bounds on the true error (i.e., Pr(h(x) # y)) of 20 DNN models which were
pretrained on ImageNet dataset. Each bound for pretrained model h was computed with
0 = 0.01. The second column presents the test accuracy at top 1, as reported by Pytorch.
Bold numbers are the best, while italic numbers are the second best for each model. Note
that the first two bounds are vacuous, while bounds (7,8) are non-vacuous for all cases.

Model Acc@l | Bound (2) (1) | Bound (6) (]) | Bound (7) () | Bound (8) (])
ResNetl8 V1 69.758 1.527+0.005 1.527+0.005 0.917+0.005 0.625+0.005
ResNet34 V1 73.314 1.46240.005 1.46240.005 0.805+0.004 0.578+0.004
ResNet50 V1 76.130 1.43140.004 1.43040.004 0.743+0.004 0.546+0.004
ResNet101 V1 77.374 1.4014-0.005 1.40040.005 0.688+0.005 0.528+0.004
ResNet152 V1 78.312 1.395+0.004 1.394+0.004 0.673+0.004 0.515+0.004
ResNet50 V2 80.858 1.37940.004 1.377+0.005 0.633+0.004 0.491+0.004
ResNet101 V2 81.886 1.34640.004 1.34440.004 0.571+0.004 0.474+0.004
ResNet152 V2 82.284 1.33740.004 1.33340.004 0.55240.004 0.468+0.004
SwinTransformer B 83.582 1.34740.004 1.34540.004 0.563+0.004 0.456+0.004
SwinTransformer T 81.474 1.38940.004 1.38740.004 0.647+0.004 0.487+0.004
SwinTransformer B V2 84.112 1.34540.004 1.34240.004 0.551+0.004 0.444+0.004
SwinTransformer T V2 82.072 1.37340.004 1.37240.004 0.618+0.004 0.472+0.004
VGG13 69.928 1.50040.005 1.49940.005 0.879+0.005 0.625+0.005
VGG13 BN 71.586 1.504+0.004 1.503+0.005 0.876+0.004 0.606+0.004
VGG19 72.376 1.470+0.005 1.46940.005 0.821+0.005 0.591+o0.005
VGG19 BN 74.218 1.464+0.004 1.463+0.005 0.803+0.004 0.570+0.004
DenseNet121 74.434 1.4574+0.005 1.4574+0.005 0.785+0.005 0.552+0.005
DenseNet161 77.138 1.40040.004 1.3984-0.004 0.681+0.004 0.518+0.004
DenseNet169 75.600 1.42240.004 1.421+0.004 0.725+0.004 0.537+0.004
DenseNet201 76.896 1.39340.004 1.39240.004 0.673+0.005 0.522+0.005

between those bounds with the test accuracy. Our bounds (7,8) seem to be better for
more accurate models, as evidenced in SwinTransformer and ResNet V2.

Ignoring the uncertainty term, we next consider how well those bounds can estimate
the true error of a model. In this case, we focus on their main quantities:

Rob = F(S,h) + ¢€(S) (15)
n;
L - i,
ocalRob = F(S,h) + Y —ei(h) (16)
i€Ts
g _
L - Nie,
ocalSen = F(S,h) + Z - &(h) (17)
i€Ts
Uz
L _ LA
ocal Avg Z " a;(h) (18)
i€Ts

Rob comes from prior works, while Local Rob, LocalSen and Local Avg come from
our bounds. Table 2 summarizes the results. It tells us that LocalSen and Local Avg
are excellent estimates for the true error. Meanwhile both Rob and Local Rob are
bad estimators. This behaviors also appear in other 10 models. To the best of our
knowledge, LocalSen and Local Avg provides the best estimates in the literature on
this large-scale setting, without any modification for publicly pretrained models.
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Table 2: Estimates for the true error (i.e., Pr(h(x) # y)) of 10 models on ImageNet,
ignoring the uncertainty term. Bold numbers are the best, while italic numbers are
the second best for each model.

Model Acc@l Rob ({) LocalRob (|) | LocalSen (|) | LocalAvg ()
ResNetl8 V1 69.758 1.2124+4.0e-5 1.2124+4.0e-5 0.602+1.9e-4 0.310+3.2¢-4
ResNet34 V1 73.314 1.1574+4.0e-5 1.15646.0e-5 0.499+1.8e-4 0.272+2.6e-4
ResNet50 V1 76.130 1.13146.0e-5 1.13046.0e-5 0.443+3.0e-4 0.246+4.4¢-4
ResNet101 V1 77.374 1.10545.0e-5 1.10441.2¢-4 0.39241.7e-4 0.231+2.3e-4
ResNet152 V1 78.312 1.101+4.0e-5 1.10047.0e-5 0.379+2.4e-4 0.221+3.5¢-4
ResNet50 V2 80.858 1.089+4.0e-5 1.088+3.1e-4 0.844+3.5e-4 0.201+3.6e-4
ResNet101 V2 81.886 1.06042.0e-5 1.05743.0e-4 0.285+3.0e-4 0.188+3.4e-4
ResNet152 V2 82.284 1.05244.0e-5 1.04842.6e-4 0.267+2.5¢-4 0.183+2.9¢-4
SwinTransformer B 83.582 1.06544.0e-5 1.06241.9¢-4 0.280+1.0e-4 0.173+1.0e-4
SwinTransformer T 81.474 1.10044.0e-5 1.098+1.6e-4 0.358+3.3¢e-4 0.198+3.7e-4
SwinTransformer B V2 84.112 1.064+2.0e-5 1.06142.1e-4 0.270+2.4e-4 0.163+2.5¢-4
SwinTransformer T V2 82.072 1.087+4.0e-5 1.08641.4¢-4 0.327+3.8e-4 0.186+4.0e-4
VGG13 69.928 1.18445.0e-5 1.18446.0e-5 0.568+2.6e-4 0.310+3.9¢-4
VGG13 BN 71.586 1.192+4+4.0e-5 1.19245.0e-5 0.564+2.8e-4 0.295+5.1e-4
VGG19 72.376 1.161+6.0e-5 1.16146.0e-5 0.51243.3e-4 0.282+3.5¢-4
VGG19 BN 74.218 1.15944.0e-5 1.159+48.0e-5 0.499+2.9e-4 0.265+3.9¢-4
DenseNet121 74.434 1.15644.0e-5 1.15646.0e-5 0.484+1.9e-4 0.251+3.5e-4
DenseNet161 77.138 1.10544.0e-5 1.10445.0e-5 0.386+1.9¢-4 0.224+2.6e-4
DenseNet169 75.600 1.1244+4.0e-5 1.123+6.0e-5 0.427+1.6e-4 0.238+2.7¢-4
DenseNet201 76.896 1.098+4.0e-5 1.097+4.0e-5 0.378+2.1e-4 0.227+3.1e-4

4.2 Unsupervised learning with PCA on moderate-size datasets

We next evaluate those bounds (2,6,7,8) on a different task, i.e., dimensionality reduc-
tion with PCA. Two public datasets with moderate size are used: CIFAR10 and SVHN.
The training loss for PCA can be seen in Example 2 of subsection 3.3, and is not
positive. Therefore, any positive estimates are vacuous. The setup for this experiment
appears in Appendix D. PCA was run using various number d of principal components,
ranging from 100 to 1000.

Table 3 reports the results. For both datasets, Rob produces large positive values,
indicating vacuousness. This suggests that prior robustness-based bounds fail to assess
model’s performance on unseen data. Such a failure happens for every choice of d in
our experiments. On the other hand, LocalRob and LocalAvg effectively estimate the
true loss. Surprisingly, LocalRob in this evaluation is non-vacuous. Our more evalua-
tions for classifiers trained on these datasets also indicate non-vacuousness of LocalRob
(see Appendix D). LocalAvg often provides the best estimate. There is also a strong
correlation between LocalAvg and valid loss of PCA. It suggests that our bounds can
better reflect PCA’s generalization ability than prior ones.

5 Conclusion

We carefully review prior work on robustness-based generalization bounds and identify
their vacuousness. We then develop tighter bounds by leveraging the local behaviors
of a model at different small areas of the input space. Except i.i.d, our bounds require
no assumption and avoid some serious limitations of prior bounds. For example, for
a classification problem with overlapping classes, prior bounds are always vacuous for
the best classifier, while our bounds are guaranteed to converge to the true error of
the classifier as the training size increases.
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Table 3: Valid loss (in Example 2 of subsection 3.3) and other measures for PCA
as the number d of components varies. CIFAR10 and SVHN datasets are used in
this experiment.

[ Dataset [ d [ Valid loss (J) [ Rob (1) | LocalRob (]) | LocalSen ( | LocalAvg (1) |

100 -863.91 2126.54 -615.86 -774.04 -859.53

300 -876.20 2113.71 -617.56 -781.93 -871.37

CIFARIO 500 -879.59 2109.51 -618.13 -784.06 -874.64
1000 -882.07 2106.31 -618.62 -785.62 -877.04

100 -745.34 2134.03 -623.59 -693.52 -741.66

SVHN 300 -747.53 2132.25 -623.46 -694.89 -743.59
500 -747.83 2131.99 -623.40 -695.05 -743.86

1000 -747.98 2131.86 -623.38 -695.13 -743.99

Therefore, our new bounds provide effective tools for model selection and compar-
ison. Interestingly, two of our bounds are empirically non-vacuous for a large class
of publicly pretrained deep neural networks. This would motivate future develop-
ment of new theories that answer the biggest open challenge in deep learning [30], i.e.
explaining the high generalization ability of deep neural networks.

There remain some limitations in this work. First, the non-vacuousness of our
bounds is only empirical. We used an external dataset to approximate the robust-
ness/sensitivity quantities, which may not reflect well their true values. Removing such
empirical approximations requires extensive studies. Second, computing our bounds
may require using the training set, which can be costly for large datasets.

A number of directions can be developed from our work. First, one can use our
bounds to analyze the connection between adversarial robustness [31] and general-
ization. We hypothesize that a model that is not adversarially robust at few small
areas still generalizes well. This is partly evidenced in our Example 3. Another evi-
dence can be observed from Table 2, in which robustness levels (Rob and LocalRob)
are vacuous in all cases, suggesting that those models are highly prone to adversarial
attacks. Meanwhile, LocalSen and LocalAvg are non-vacuous and often match with the
test error, sugesting that those models generalize well in the classical sense. Second,
one can improve robustness-based bounds further by improving the uncertainty term.
Kawaguchi et al. [12] made significant progress in this direction, but our estimate in
Appendix D suggests that it is not enough.

15



Appendix A Proofs of the vacuousness

Proof of Theorem 3. Consider the partition I' that decomposes Z into two parts Z; =
O and 2, = Z\ O. We can decompose the expected loss as:

F(P,h*) = P(Z1))a1(h*) + P(Z2)as(h*)

Note that as(h*) = 0 since h* can make accurate prediction for any example in Zs,
while aq(h*) < 1. Therefore F(P,h*) < P(Z;).

Because O has nonzero measure and contains only examples with zero margin,
there exist two examples s; and s2 in O which are arbitrarily close to each other
but have different labels. Then |[¢(h*, s1) — ¢(h*, s2)| = 1. This immediately implies
€o(h*,0) = 1.

Next we consider partition I',. Since it decomposes O into finite number of subsets,
there exists a subset Oy, with nonzero measure. Using the same arguments as before,
we can show €,(h*, O) = 1, completing the proof. O

Proof of Lemma 3.2. Consider the partition I' that decomposes Z into two parts O
and Z\ O. Denote n_, = [SN(Z\ O)],po = P(O),p_, = P(Z\ O). Since S contains
ii.d. samples from distribution P, (n,,n_,) is a multinomial random variable with
parameters n and (p,,p—o). As a result, Lemma 4 in [12] shows that the following
holds with probability at least 1 — §:

Ny /p In(2/6) if py > 1n(42/5) N

— < o n ) o n_

n SPot 21n(2/9) if p, < In(2/9) (A1)
n ’ o = an

Since § > 2e~"/* implies n > 41n(2/6), it is easy to see that 21“512/6) <4/ ln(i/é) and
\/po ln(f/‘;) < \/ln(i/‘;). As a result, we have

Pr (E <pot ln(2/5)> >1-§ (A2)

which completes the proof. O

Appendix B Proofs for main results

In order to present the proofs of the main results, we need the following observation.
Lemma B.1. Consider a model h and a dataset S with n i.i.d. samples from dis-
tribution P. Denote P(Z;) as the probability that a random sample z ~ P belongs to
area Z;. Then:

F(P.h) = F(S.h) + Y ai(k) [P(Z) = 7| + 3 “fai(h) ~ F(Si.h)]  (B3)
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Proof. Firstly, we make the following decomposition:

(B5)

K
F(P,h) = F(P,h) — > ME, plt(h,2)|z € 2]
n
i=1
K
U
+> “Eepll(h. )|z € 2] - F(S.h) + F(S,h) (B4)
i=1
Secondly, observe that
K K K
F(Ph) => Eanpll(h 2)|z € 2] = > P(Z)Ezwpll(h,z)|z € Zi] =) —E.~pli(h, 2)|z € 2]
i=1 i=1 i=1
K .
= L Earlt(h D)z € 2 [Pz -]
K .
= ;az‘(’l) [P(Zz') - ;]
Furthermore,
ad ng al ng 1
> LE.opll(h,z)|z € 2] - F(S,h) = Y —E. p[l(h,2)|z € Zi]— = > L(h,s)
=" =" " ses
i 1
= > UBaeplhz)z€ 2] - - 30 3 Uhs)
i€Ts i€Ts s€S;
1
= - Z [niEsz[Z(h7z)|z €z - Z Z(Ms)]
i€Ts SES;
S anl 2~pll(h, 2)|z € Z] - Zehs]
zGTs sES
n
= > Y [ai(h) — F(S;, h)] (B6)
i€Ts
Combining the decomposition (B4) with (B5) and (B6) completes the proof. a

Proof of Theorem 4. By Lemma B.1 we have:

F(P.h) = F(S.h) + Y ai(h) [P(Z) = 7] 4 3 “fai(h) - F(Si.h)] - (BT)

1€Ts
Observe that
n; 1
> —lai(h) = F(Si,h)] = > - [niai(h) — ) t(h,s) (B8)
i€Ts 1€Ts seS
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S50 failh) — (R 9)] (89)

iETs seS;
< = Z > sup |((h, z) — ((h,s)] (B10)
zGTs sSES; Z€Z;
1
<

3

— Z Z (B11)
path

:|3

(B12)

Note that (nq,...,nk) is an i.i.d multinomial random variable with parameters n
and (P(Z4),..., P(Zk)). Therefore, according to Theorem 3 in [12], for any 6 > 0, we
have the following with probability at least 1 — d:

3 ai(h) [p(gi), E} <0 |Ts|log(2K/6) +a62|Ts|10g(2K/5) (B13)

n n

where Q = a;v/2 + ac, a; = sup;er, a;(h), and a. = sup;gr, a;(h). Note that a;(h) <
C for any index i. It suggests that @ < C(\/§ + 1) and a. < C. As a result,

iaz(h) {P(Zl) _ &} < C(\/i—f— 1) |TS| 1Og(2K/6) + 20|TS| 1Zg(2K/6)(B14)

n n

Combining (B7) and (B14) and (B12) completes the proof. O
Proof of Theorem 5. By Lemma B.1 we have:

K

F(Ph) = F(S.h) + Y ai(h) [P(Z) = =] + 37 Z{ay(h) = F(Si. k)] (BLS)
i=1 i€Ts
Observe that
3 % [ai(h) — F(S;, h)] = % [niai(h — > «h, s)] (B16)
i€Ts i€Ts SES;
_ % S [ai(h) — (k. )] (B17)
1€Ts s€S;
_ % E.[((h,z) — ((h,s): z € Z] (BIS)
1€Ts s€S;
<2 E.cz|t(h,2) — ((h, )] (B19)
1€Ts s€S;



=Y Zan (B20)

For any ¢ > 0, by using the same argument with the proof of Theorem 4, we have
the following with probability at least 1 — §:

> ah) [P(2) - 2] < (V2 +1)

i=1

|Ts|log(2K/0) n 2C|Ts)| log(QK/é)(Bm)
n n

Combining (B15) and (B21) and (B20) completes the proof. O
Proof of Theorem 6. By Lemma B.1 we have:

F(P,h) = F(S,h) + ZKlai(h) P(zi) - ”ﬂ + GZT “lai(h) = F(Si,h)]  (B22)
Observe that

F(S,h)+ Z % [a;(h) — F(S;,h)] = F(S,h)+ Z %ai(h) - Z %F(Si(BXS)

- — F(S,h) + ;: %ai(h) - ;(Ts h)  (B24)

=) %ai(;) S (B25)

i€Ts

For any ¢ > 0, by using the same argument with the proof of Theorem 4, we have
the following with probability at least 1 — §:

> ah) [P(2) - 2] < (V2 +1)

i=1

| Ts] 1oi(2K/5) | 20/Ts| lzg(QK/é)(B 2%)

Combining (B22) and (B25) and (B26) completes the proof. O

B.1 Proof of bound comparison

Proof of Lemma 3.1. By definitions of ¢;(h) and €(S), we can see that ¢;(h) < €(S)
for any index i € [K]. Therefore any convex combination of all ¢;(h)’s should not
exceed €(S). As a result, > Lie,(h) < ¢(S).

i€Ts n

ObSGI‘VG that Ez(h) = nLZ Esesi Ezezi E(h, z) - g(hv S)| S
nL,L- ZsESi SuszZ-; |€(h” S) - f(h, Z)l < SupsESi,ZEZi |€(h” S) - f(h, Z)l = Gi(h’)'
Therefore, ), p. 7€ (h) <) i cp. Tei(h).

Note further that

3 %ai(h) —F(S,h) = % 3 niai(h) —% SN th,s) (B27)

i€Ts i€Ts i€Ts s€S;

19



n;a;(h) — Z l(h,s) (B28)

@
m
b
w
m
n

S
S
—~
>
~
~
—~
&
»
=

[a; (B29)

s
m
i~
o

m
n

E.[((h,2) — ((h,s):z€ Z] (B30)

Sl= 3l 3l 3

1€Ts s€S;
< > Ezez|l(h, z) — (R, s)| (B31)
i€Ts s€S;
g _
= 3 g h) (B32)
i€Ts "

This means ) ;cp. Ha;(h) < F(S,h) + 3, cp, € (h), completing the proof. O

B.2 Proof of lower bound

Proof of Theorem 7. Denote p; = P(Z;) for each index i € [K]. We can decompose
E = EnlF(P,h)] = En |21 pias(h)| = S, piBalai(h)] = I, pia:. Note that
all a;’s are fixed w.r.t the sampling of S.

For any M € (0,3/a), Lemma 2 in [12| shows that

K K
i M aM M?
Pr (Zpiai > Z%&i - M) > 1—exp (712& min{l, %}) —1—exp (TLQB
i=1 i=1

For any § > exp (—%), choosing M = @, we obtain

K K [—261né
i=1 i=1

In other words, the following holds with probability at least 1 — §:

K
EZZE(_H*M@: Edi—ﬂﬂ (B34)
n n n n

i=1 i€Ts

We next observe that /B = \/2 Zfilpiaf < \/2& Zfil pia; = V2aV/E. Utilizing
this information into (B34), we have the following with probability at least 1 — §:

n; —4alnd
E > —a; —
> > —ai— VB — (B35)
i€Ts
Solving this inequality for v/E will complete the proof. [l
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Proof of Theorem 8. Denote p; = P(Z;) for each index i € [K]. Consider F =
F(P,h*) = Zfil p;a;(h*) which is fixed w.r.t to the sampling of S. Then we can use
the same arguments as the proof before to obtain the required bound. ([l

B.3 Concentration for multinomial random variables

We restate Lemma 7 in [12] as follows.

Lemma B.2. Given any a;(Z) > 0,Vi < K, denote a, = max;gr, a;(Z). Let
(n1,...,nK) be a multinomial random vector with parameter n and (p1, ..., DK ), meaning
that p; = Pr(n;) and n = ZZKZ1 n;. For any § > 0, the following holds with probablity
at least 1 —§:

Zai(z) (pi — E) < In2K/9) (Z [ao + V2a;(2)] %)—i—w <a0|Ts| + Z ai(Z)>

n n A A
i€Ts i€Ts

Appendix C Proofs for some examples

Proof of Example 1. By definition, €;(As) = supsesg, »cz, [((As, 8) — £(As, z)|. Since
0(Ag, ) is L;-Lipschitz continuous in z, we have [{(Ag, s) — €(Ag, 2)| < L;||s — z|| for
any s € S;,z € Z;. Therefore, €;(As) <Supgeg, »ez, Lills — z|| < L.

O

Proof of Example 2. Let h* = {w7,...,w}} be the solution of PCA, learned from a
given dataset S. For any z,s € Z;, observe that

d d d
* * * 1 * 1 ® 1 * 1
[e(h*,2) —L(R* 8)| = D (w) ' 2)? =Y (w) )| = Y [(w] ' 2)° — (w] ')’
j=1 j=1 j=1
d
<Y w2 —w) s w2 4w ]| (C36)
j=1
d
< Z |w;Tz — w;Ts| : |w;Tz + w}‘Ts| (C37)
j=1
d
< D Mwil - Nz = sl - lwy -1z + sl (C38)
j=1
< 2dvB; (C39)
where we have used the fact that ||w}|| = 1, ||z]| < B; and [|s|| < B;. As a result

€;(h*) < 2dyB; for any index i € [K]. Combining this with Theorem 4 completes the
proof.
O

Proof of Example 8. Although ¢;(h*) or ex(h*) may be large, their role in
the bound (6) should be small. The reason is that Le;j(h*) + Zkey(h*) <
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Litte max{e;(h*), ek - =2
Hence “Le;(h*) + e, (h*) ~ 40v0O(n) ~ o(1/p) which is small for sufficiently large n.
Furthermore, ¢;(h*) ~ 0 for any i ¢ {j, k}. As a result ) Lig,(h*)=0(1/p). O

i€Ts n

(h*)} = 2t1eQ(p). Note that 2L 4 2 2o 28 4 2By,
€

Appendix D More experimental results

In this section, we provide more evaluations on the robustness-based bounds. These
evaluations require us to train a model from scratch. They complement our large-scale
evaluation before for publicly pretrained models on ImageNet.

D.1 Setup for PCA

The CIFAR10 and SVHN dataset is used in our experiments. There are 50,000 images
of CIFARI10 are used for training and 10,000 images are used for validation, while
SVHN has 73,257 images for training and 26,032 images for validation. To compute
the measures, we divide input data space into 10000 disjoint partitions, meaning K =
10000 in all settings. Each partition has the centroid which is an input sample in
the valid set. For PCA, we utilized the implementation by scikit-learn, using default
settings. We varied the number d of principal components to evaluate our and prior
bounds.

D.2 Classification task on moderate-size datasets
D.2.1 Setup

For the classification task, we conducted our experiment using the ResNet and Shuf-
fleNet implementations available in PyTorch 2.0.0. To ensure a fair comparison, we
maintained default hyper-parameter settings across all models. Similarly, for optimiza-
tion, we utilized the SGD implementation provided by PyTorch, using their default
settings. We evaluated our models on the CIFAR10 dataset, preprocessing the images
by converting their pixel values to torch Tensors and normalizing them to the standard
range of [0, 1].

During training, we ran each model for 200 epochs, saving the model at the end of
each epoch. The best model was determined based on its validation accuracy. These
models were then used to calculate some measures. To provide a comprehensive review,
we varied the number K of areas of a partition with four values {100, 500, 1000,
10000}. Each setting was run five times to obtain better estimates for the measures and
accuracy. All experiments were conducted on an NVIDIA P100 GPU using PyTorch
2.0.0.

D.2.2 Results

Table D1 presents some statistics about the trained models. We observe that Rob
values are almost the same for all models, while the accuracy of those models differs.
Rob is vacuous in all cases, and cannot reflect well the performance of a model. In
contrast, LocalRob seems to be better. It can decrease as K increases, which reflect
well our analysis before. However, for some small K, LocalRob can be large and far
from the true error of a model.
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Table D1: Estimates for the true errors of different models trained on
CIFARI10 dataset, when the size K of the partition I" varies.

| Model | Valid Acc | K | Rob | LocalRob | LocalSen | LocalAvg |
100 1.0£0.0 0.99613.66-6 0.210%£0.004 0.035E5.8e-7
500 1.04£0.0 0.927+6.3e-5 0.21040.003 0.034+4.3e-7
ResNet18 78.861+0.14 1000 1.0£0.0 0.68041.4e-4 0.204+£0.004 0.02643.9e-7
10000 1.0£0.0 0.186+2.8e-4 0.18140.008 0.01441.8e-7
100 1.0£0.0 0.994%9.1e-6 0.214%0.001 0.036E1.9¢-6
. 500 1.0+0.0 0.921+1.0e-4 0.21440.002 0.035+1.6e-6
ResNet34 78.48+0.24 1000 1.040.0 0.69145.3e-5 0.208240.005 0.02744.8¢e-7
10000 1.040.0 0.193+1.7e-4 0.19140.009 0.0154+1.7e-7
100 T.0£3.60-6 0.997+0.003 0.234%1.4e-5 | 0.039%6.2¢-6
500 1.0+3.6e-6 0.933+8.2e-5 0.23440.003 0.03745.9¢-6
ResNet50 76.4110.96 1000 1.043.6e-6 0.71443.7e-4 0.233+£0.004 0.029+43.9¢-6
10000 1.0£3.6e-6 0.23240.002 0.22540.003 0.01741.6e-6
100 T.0£1.6e-10 | 0.997%1.1e-6 0.249%0.003 0.042E3.6e-7
ShuffleNet 74.754.0.06 500 1.04£1.6e-10 | 0.940+1.5e-5 0.24840.004 0.041+4.8e-7
(V2 X1 _0)) : : 1000 1.04£1.6e-10 | 0.731+1.4e-4 0.24440.007 0.03242.5e-7
10000 | 1.0£1.6e-10 | 0.225+2.0e-4 0.22140.007 0.018+1.4e-7
100 1.0£0.0 0.99615.8¢-6 0.2431£0.003 0.04111.26-6
ShuffleNet 75.5520.25 500 1.0+0.0 0.938+1.7e-5 0.24440.004 0.039+1.3e-6
(V2_X1_5) OooEE-Se 1000 1.0£0.0 0.720+1.6e-4 0.2384:0.004 0.03049.3e-7
10000 1.040.0 0.231+8.4e-5 0.21940.004 0.01742.2e-7
100 1.0£0.0 0.995%3.3e-7 0.239%£0.008 0.039E8.0e-7
ShuffleNet 76.474.0.07 500 1.0£0.0 0.9324+3.5e-5 0.23740.007 0.03846.0e-7
(V2 X2 0) : : 1000 1.0£0.0 0.716+1.3e-4 0.23540.009 0.02948.3e-7
10000 1.0£0.0 0.215+8.8e-5 0.21440.007 0.016+1.4e-7

LocalSen and LocalAvg are often small in all cases. Those measures are quite stable
w.r.t different partitions of the input space. One can easily observe that those measures
correlate well with the accuracy. A model with better accuracy often has smaller
LocalSen and LocalAvg. This is very beneficial in practice. Note that LocalSen seems
to be better than LocalAvg when approximating the true error of a model. LocalAvg
tends to underestimate the true error.

Table D2 provides the uncertainty term gs in different settings. It is evident that
when the input space is divided into a smaller number of areas, g3 decreases. However,
the range of g3 remains substantial in some cases with large K and small training sets.
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Table D2: Uncertainty term g3 for different choices of §, for the models

trained on CIFARI10.

| Model | K | 93
| | | 6=001 | 6=005 | é=0.1
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Table D3: Uncertainty term g3 for different choices of § in ImageNet pretrained

models.

| Model K 93

| §=001 | 46=005 | 4=0.1
ResNet18 V1 10000 | 0.315 £ 0.005 | 0.289 £ 0.004 | 0.278 + 0.004
ResNet34 V1 10000 | 0.306 £ 0.005 | 0.281 &£ 0.004 | 0.270 =+ 0.004
ResNet50 V1 10000 | 0.300 £ 0.004 | 0.275 £ 0.004 | 0.264 + 0.004
ResNet101 V1 10000 | 0.296 £ 0.005 | 0.272 £ 0.004 | 0.261 £ 0.004
ResNet152 V1 10000 | 0.294 £ 0.004 | 0.270 £ 0.004 | 0.259 + 0.004
ResNet50 V2 10000 | 0.290 £ 0.004 | 0.266 £ 0.004 | 0.255 + 0.004
ResNet101 V2 10000 | 0.286 £ 0.004 | 0.263 £ 0.004 | 0.252 £ 0.004
ResNet152 V2 10000 | 0.285 £ 0.004 | 0.262 £ 0.004 | 0.251 =+ 0.004
SwinTransformer B 10000 | 0.283 £ 0.004 | 0.259 £ 0.004 | 0.249 4+ 0.004
SwinTransformer T 10000 | 0.289 £ 0.004 | 0.265 &£ 0.004 | 0.254 + 0.004
SwinTransformer V2 B 10000 | 0.281 £ 0.004 | 0.258 £ 0.004 | 0.247 £ 0.004
SwinTransformer V2 T 10000 | 0.286 £ 0.004 | 0.262 £ 0.004 | 0.252 4+ 0.004
VGG13 10000 | 0.315 £ 0.005 | 0.290 £ 0.005 | 0.278 £ 0.004
VGG13 BN 10000 | 0.312 £ 0.004 | 0.286 £ 0.004 | 0.275 £ 0.004
VGGI19 10000 | 0.309 £ 0.005 | 0.283 £ 0.004 | 0.272 + 0.004
VGG19 BN 10000 | 0.304 £ 0.004 | 0.279 £ 0.004 | 0.268 £ 0.004
DenseNet121 10000 | 0.301 £ 0.005 | 0.276 £ 0.004 | 0.266 £ 0.004
DenseNet161 10000 | 0.295 £ 0.004 | 0.270 £ 0.004 | 0.260 + 0.004
DenseNet169 10000 | 0.298 £ 0.004 | 0.274 £ 0.004 | 0.263 £ 0.004
DenseNet201 10000 | 0.295 £ 0.004 | 0.271 £ 0.004 | 0.260 =+ 0.004
ConvNext Base 10000 | 0.281 £ 0.004 | 0.258 £ 0.004 | 0.247 + 0.003
ConvNext Large 10000 | 0.280 =+ 0.004 | 0.257 £ 0.004 | 0.247 £ 0.004
RegNet Y 128GF e2e 10000 | 0.270 £ 0.004 | 0.247 £ 0.004 | 0.237 £ 0.004
RegNet Y 128GF linear | 10000 | 0.277 £ 0.004 | 0.254 £ 0.004 | 0.244 £ 0.003
RegNet Y 32GF e2e 10000 | 0.273 £ 0.004 | 0.250 £ 0.004 | 0.240 =+ 0.004
RegNet Y 32GF linear 10000 | 0.281 £ 0.004 | 0.257 £ 0.004 | 0.247 £ 0.004
RegNet Y 32GF V2 10000 | 0.283 £ 0.004 | 0.259 &£ 0.004 | 0.249 + 0.004
VIT B 16 linear 10000 | 0.289 £ 0.004 | 0.265 £ 0.004 | 0.255 £ 0.004
VIT B 16 V1 10000 | 0.287 £ 0.004 | 0.263 £ 0.004 | 0.253 £ 0.004
VIT H 14 linear 10000 | 0.277 £ 0.004 | 0.254 £ 0.004 | 0.244 + 0.004
VIT L 16 linear 10000 | 0.278 £ 0.004 | 0.255 £ 0.004 | 0.245 + 0.004
VITL 16 V1 10000 | 0.291 £ 0.004 | 0.267 £ 0.004 | 0.256 £ 0.004

[11]

[12]

IEEE Transactions on Pattern Analysis & Machine Intelligence 43(04), 1352-1368

(2021)

Shi, Y., Bellet, A., Sha, F.: Sparse compositional metric learning. In: Proceedings

of the AAAI Conference on Artificial Intelligence, vol. 28 (2014)

Kawaguchi, K., Deng, Z., Luh, K., Huang, J.: Robustness implies generaliza-
tion via data-dependent generalization bounds. In: International Conference on

Machine Learning, pp. 10866-10894 (2022). PMLR

25




Table D4: Upper bounds on the true error (i.e., Pr(h(z) # y)) of 32 DNN models which
were pretrained on ImageNet dataset. Each bound for model h was computed with § = 0.01.
The second column presents the test accuracy at top 1, as reported by Pytorch. Bold
numbers are the best, while italic numbers are the second best for each model. Note that
the first two bounds are vacuous, while bounds (7,8) are non-vacuous for all cases.

Model Acc@l | Bound (2) () | Bound (6) (]) | Bound (7) () | Bound (8) ()
ResNetl8 V1 69.758 1.527+0.005 1.527+0.005 0.917+0.005 0.625+0.005
ResNet34 V1 73.314 1.46240.005 1.46240.005 0.805+0.004 0.578+0.004
ResNet50 V1 76.130 1.43140.004 1.43040.004 0.743+0.004 0.546+0.004
ResNet101 V1 77.374 1.40140.005 1.4004-0.005 0.688+0.005 0.528+0.004
ResNet152 V1 78.312 1.395+0.004 1.39440.004 0.673+0.004 0.515+0.004
ResNet50 V2 80.858 1.37940.004 1.377+0.005 0.633+0.004 0.491+0.004
ResNet101 V2 81.886 1.34640.004 1.34440.004 0.571+0.004 0.474+0.004
ResNet152 V2 82.284 1.33740.004 1.33340.004 0.55240.004 0.468+0.004
SwinTransformer B 83.582 1.3474+0.004 1.34540.004 0.563+0.004 0.456+0.004
SwinTransformer T 81.474 1.38940.004 1.38740.004 0.647+0.004 0.487+0.004
SwinTransformer B V2 84.112 1.34540.004 1.34240.004 0.551+0.004 0.444+0.004
SwinTransformer T V2 82.072 1.37340.004 1.37240.004 0.618+0.004 0.472+0.004
VGG13 69.928 1.500+0.005 1.499+0.005 0.879+0.005 0.625+0.005
VGG13 BN 71.586 1.504+0.004 1.503+0.005 0.876+0.004 0.606+0.004
VGG19 72.376 1.470+0.005 1.46940.005 0.821+0.005 0.591+o0.005
VGG19 BN 74.218 1.464+0.004 1.463+0.005 0.803+0.004 0.570+0.004
DenseNet121 74.434 1.45740.005 1.4574+0.005 0.785+0.005 0.552+0.005
DenseNet161 77.138 1.40040.004 1.39840.004 0.681+0.004 0.518+0.004
DenseNet169 75.600 1.422+0.004 1.42140.004 0.725+0.004 0.537+0.004
DenseNet201 76.896 1.393+0.004 1.39240.004 0.673+0.005 0.522+0.005
ConvNext Base 84.062 1.33340.004 1.32940.004 0.534+0.004 0.447+0.004
ConvNext Large 84.414 1.31840.004 1.31240.004 0.506+0.004 0.442+0.004
RegNet Y 128GF e2e 88.228 1.32540.004 1.32140.004 0.485+0.004 0.387+0.004
RegNet Y 128GF linear 86.068 1.36740.004 1.36640.004 0.580+0.004 0.426+0.004
RegNet Y 32GF e2e 86.838 1.344+0.004 1.34240.004 0.529+0.004 0.406+0.004
RegNet Y 32GF linear 84.622 1.38640.004 1.38540.004 0.623+0.004 0.447+0.004
RegNet Y 32GF V2 81.982 1.3204-0.004 1.31440.004 0.516+0.004 0.454+0.004
VIT B 16 linear 81.886 1.43940.004 1.43840.004 0.73040.004 0.492+0.004
VIT B 16 V1 81.072 1.34640.004 1.34340.004 0.574+0.004 0.479+0.004
VIT H 14 linear 85.708 1.37640.004 1.37540.004 0.595+0.004 0.426+0.004
VIT L 16 linear 85.146 1.38840.004 1.38740.004 0.621+0.004 0.436+0.004
VIT L 16 V1 79.662 1.32540.004 1.31940.004 0.55140.004 0.496+0.004
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Table D5: (Rerun) Uncertainty term gz for different choices of 4, for the models trained
on CIFARI10.

Model

g3

0 =0.01

6 = 0.05

6=0.1

ResNet18

100
500
1000
10000

0.018 £ 6.947e-05
0.158 £+ 1.075e-03
0.353 £ 8.032e-03
2.299 £ 1.568e-01

0.016 + 5.587e-05
0.142 + 8.718e-04
0.318 + 6.490e-03
2.076 £ 1.280e-01

0.015 £ 5.024e-05
0.135 £ 7.889e-04
0.302 £ 5.866e-03
1.980 £ 1.163e-01

ResNet34

100
500
1000
10000

0.023 £ 1.820e-04
0.134 + 1.667e-03
0.292 £ 2.042e-03
2.312 £ 1.982e-02

0.020 + 1.463e-04
0.120 + 1.348e-03
0.262 £ 1.653e-03
2.088 £ 1.614e-02

0.019 £ 1.316e-04
0.114 £ 1.218e-03
0.249 £ 1.496e-03
1.991 £ 1.467e-02

ResNet50

100
500
1000
10000

0.024 £ 6.475e-04
0.184 £ 6.059e-06
0.328 + 3.415e-03
2.256 £ 1.107e-01

0.021 + 5.199e-04
0.166 + 4.785e-06
0.295 + 2.765e-03
2.038 4 9.028e-02

0.020 £ 4.672e-04
0.157 £+ 4.276e-06
0.281 £ 2.501e-03
1.943 + 8.206e-02

ShuffleNet (V2 X1 0)

100
500
1000
10000

0.033 £ 3.405e-04
0.182 £ 2.098e-04
0.362 £ 4.077e-03
2.437 £ 3.086e-02

0.029 + 2.739e-04
0.164 £ 1.697e-04
0.326 + 3.296e-03
2.201 £ 2.516e-02

0.028 £ 2.463e-04
0.156 + 1.534e-04
0.310 £ 2.980e-03
2.099 £ 2.287e-02

ShuffleNet (V2 X1 5)

100
500
1000
10000

0.039 £ 3.092e-04
0.174 £ 1.115e-03
0.349 £ 5.196e-03
2.441 £ 2.557e-02

0.035 £ 2.482e-04
0.157 + 9.014e-04
0.314 + 4.198e-03
2.205 £ 2.086e-02

0.034 £ 2.230e-04
0.149 £ 8.144e-04
0.299 £ 3.794e-03
2.102 £ 1.897e-02

ShuffleNet (V2_X2 0)

100
500
1000
10000

0.028 £ 1.264e-04
0.161 £ 1.848e-03
0.330 £ 3.463e-03
2.484 £ 3.968e-02

0.025 £+ 1.017e-04
0.145 + 1.493e-03
0.297 + 2.794e-03
2.244 £ 3.237e-02

0.024 £ 9.150e-05
0.138 £ 1.349e-03
0.282 £ 2.524e-03
2.140 £ 2.944e-02
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Table D6: (Rerun) Estimates for the true errors of different models trained on CIFAR10
dataset, when the size K of the partition I' varies.

| Model | Valid Acc | K | Rob | LocalRob | LocalSen | LocalAvg |

100 1.00 £ 0.00 1.00 £ 2.10e-05 | 0.06 £ 5.02e-06 | 0.01 £ 2.02e-07

500 1.00 £ 0.00 0.94 + 1.78¢-04 | 0.06 + 8.42¢-06 | 0.01 + 1.89e-07

ResNet18 94.22 £ 7.59-3 1000 1.00 + 0.00 0.87 £ 7.22e-05 | 0.06 + 4.67e-06 | 0.01 + 8.95e-08
10000 1.00 £ 0.00 0.28 4 3.29e-04 | 0.05 + 6.77e-06 | 0.01 + 1.55e-07

100 1.00 & 0.00 0.99 £ 1.776-05 | 0.06 £ 2.756-06 | 0.01 £ 1.14e-07

500 1.00 £ 0.00 0.94 4+ 1.21e-05 | 0.06 + 1.30e-06 | 0.01 + 4.36e-08

ResNet34 94.26 £ 7.35e-03 1000 1.00 + 0.00 0.87 + 9.08¢-05 | 0.06 + 3.54e-06 | 0.01 % 6.24e-08
10000 1.00 + 0.00 0.28 4 7.68¢-05 | 0.06 + 1.68e-06 | 0.01 + 2.46¢-08

100 1.00 £ 0.00 0.99 £ 1.426-05 | 0.06 * 8.06e-06 | 0.01 £ 5.07e-07
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