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Abstract—With increasing numbers of vulnerabilities exposed
on the internet, autonomous penetration testing (pentesting) has
emerged as an emerging research area, while reinforcement
learning (RL) is a natural fit for studying autonomous pentesting.
Previous research in RL-based autonomous pentesting mainly
focused on enhancing agents’ learning efficacy within abstract
simulated training environments. They overlooked the applicabil-
ity and generalization requirements of deploying agents’ policies
in real-world environments that differ substantially from their
training settings. In contrast, for the first time, we shift focus to
the pentesting agents’ ability to generalize across unseen real
environments. For this purpose, we propose a Generalizable
Autonomous Pentesting framework (namely GAP) for training
agents capable of drawing inferences from one to another –
a key requirement for the broad application of autonomous
pentesting and a hallmark of human intelligence. GAP introduces
a Real-to-Sim-to-Real pipeline with two key methods: domain
randomization and meta-RL learning. Specifically, we are among
the first to apply domain randomization in autonomous pen-
testing and propose a large language model-powered domain
randomization method for synthetic environment generation. We
further apply meta-RL to improve the agents’ generalization
ability in unseen environments by leveraging the synthetic envi-
ronments. The combination of these two methods can effectively
bridge the generalization gap and improve policy adaptation
performance. Experiments are conducted on various vulnerable
virtual machines, with results showing that GAP can (a) enable
policy learning in unknown real environments, (b) achieve zero-
shot policy transfer in similar environments, and (c) realize rapid
policy adaptation in dissimilar environments.

Index Terms—Penetration testing, reinforcement learning, do-
main randomization, meta-reinforcement learning, large lan-
guage model.

I. INTRODUCTION

PENETRATION testing, shortly pentesting or PT, is an
effective methodology to assess cybersecurity through
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authorized simulated cyber attacks. It aims to preemptively
identify security vulnerabilities, allowing organizations to
proactively enhance their security measures and defenses.
However, with more and more vulnerabilities being exposed
to the internet, traditional manual-based pentesting has be-
come more costly, time-consuming, and personnel-constrained
[1]. Pentesting is a dynamic sequential decision-making pro-
cess, where reinforcement learning (RL) emerges as a well-
established method for optimizing such decisions. RL trains
an agent to learn a policy through trial and error by interacting
with the environment, without the need for supervision or
predefined environmental models. This makes RL a natural
fit for studying autonomous pentesting.

RL-based autonomous pentesting aims to train agents to
learn how to explore and exploit vulnerabilities in target hosts.
However, achieving satisfactory performance with RL algo-
rithms often necessitates a large number of training samples
[2]. This is typically impractical in autonomous pentesting,
where agents interacting with real environments are time-
consuming and risky due to action execution and network
latency. A common way to tackle this issue is to train the
agent in simulated or emulated environments and subsequently
transfer the learned policy to real-world scenarios. But with
this way come two new challenges.

Firstly, training agents in simulated environments is sample-
efficient, yet ensuring their realism remains challenging. Em-
ulated environments (e.g., virtual machines) closely mimic
real-world settings, while training agents in them is sample-
inefficient and time-consuming. To tackle this challenge, we
can improve the agents’ learning efficiency in real-world and
emulated environments or construct simulated environments
close to real-world settings.

Secondly, even with suitable training environments, agents’
learned policies often exhibit poor performance when trans-
ferred to unseen testing (real-world) scenarios [3], significantly
constraining their widespread applicability. This phenomenon
is known as the generalization gap [4], [5]. To tackle this, we
need to improve the agents’ generalization ability.

The reasons for the generalization gap are twofold: (a).
RL algorithms tend to overfit the training environments [6];
(b). training environments have limited diversity, whereas real-
world environments are unknown for agents and unpredictably
diverse. The differences between the training and real-world
environments are collectively known as the reality gap [7].
As the example depicted in Fig.1, even if vulnerabilities are

ar
X

iv
:2

41
2.

04
07

8v
1 

 [
cs

.L
G

] 
 5

 D
ec

 2
02

4



This work has been submitted to the IEEE for possible publication. Copyright may be transferred without notice, after which this version may no longer be accessible. 2

the same between training and real-world testing environ-
ments, the configurations of hosts can differ. For instance,
vulnerable products may be exposed on various ports, hosts
could be running different operating systems, and there might
also be numerous other ports open that are unrelated to the
vulnerabilities, as well as potentially different web fingerprints.
These differences create a gap between these environments,
leading to the agent perceiving different observations. Then,
a generalization gap will occur once the agent learns to rely
on certain observational features in the training environment
that change in the testing environment. We demonstrate this
phenomenon in Section V-E, especially in Fig.8.

Fig. 1. Gap between the training and testing environments. The training
environment is a virtual machine with the CVE-2018-7600 vulnerability, set
up using Vulhub1. We utilized the Shodan2 engine to search real-world hosts
that may possess the same vulnerability, which is assumed to be a testing
environment. Even though both training and testing environments have the
same vulnerability, differences in host configurations create a gap, thereby
affecting the agent’s transfer learning performance.

Previous research on autonomous pentesting mainly focused
on improving the agents’ learning performance within specific
simulated training environments [8]–[13]. They trained agents
in highly abstract environments [14]–[16], overlooking the
challenges related to the applicability and generalization of
agents’ policies in real-world settings. In contrast, this paper
aims to address the applicability needs of autonomous pentest-
ing, and for the first time, shifts focus to the agents’ ability to
generalize across unseen real environments.

We argue that an agent with good generalization ability
should be able to draw inferences from one instance to another,
akin to human capabilities. Specifically, when the testing
environments are similar to the training environment, i.e., have
the same vulnerabilities, the agent should be able to bridge
the generalization gap and achieve zero-shot policy transfer.
Moreover, it should also demonstrate the capacity for few-
shot policy adaptation in dissimilar scenarios featuring varying
vulnerabilities, thereby enhancing overall learning efficiency.

To this end, we propose a Generalizable Autonomous
Pentesting framework, namely GAP. GAP works following
a ”Real-to-Sim-to-Real” pipeline. In the Real-to-Sim phase,
GAP realizes end-to-end learning in unknown real/emulated
environments without requiring significant human effort, while
constructing realistic simulation analogs for real environments.
On this basis, in the Sim-to-Real phase, GAP aims to enhance
agents’ generalization ability, enabling them to achieve two
key objectives: (a) bridging the generalization gap for zero-
shot policy transfer in similar scenarios, and (b) facilitating

1https://github.com/vulhub/vulhub
2https://www.shodan.io

rapid policy adaptation in dissimilar scenarios to enhance
learning efficiency. For this purpose, two methods are applied:

1. Environment augmentation: Similar to data augmenta-
tion in supervised or unsupervised learning, domain random-
ization [2], [17] can be considered a form of environment
augmentation technique that is widely used in robotics to
improve the robustness and generalization of models by highly
randomizing the rendering settings for the simulated training
set. Besides, large language models (LLMs) have recently
demonstrated an unprecedented ability to generate synthetic
data for specific tasks [18], [19], providing us with a promising
approach to domain randomization. Inspired by these, this pa-
per proposes an LLM-powered domain randomization method
to synthesize sufficient simulated training environments based
on limited real-world data. This approach offers a feasible
solution to increase both the amount and diversity of training
environments. By employing domain randomization to ran-
domly change part of the host configuration during training,
the agent can prevent its policy from overfitting to specific
observational features, thereby enhancing policy robustness.

2. Learning to learn: Meta-learning [20], [21], also known
as learning to learn, aims to enable models to adapt to unseen
tasks quickly by leveraging prior learning experiences on
multiple training tasks. Meta-RL is to apply this principle to
RL. Recent advancements highlight its potential to address
RL’s inherent overfitting and sample inefficiency [22]–[24].
While Meta-RL facilitates efficient adaptation of agents to
unseen testing environments, it necessitates extensive meta-
training across diverse related tasks. However, due to the
absence of appropriate training environments, Meta-RL has
not been successfully applied in autonomous pentesting before.
To address this challenge, this paper initially employs domain
randomization to create an adequate number of simulated
training environments. Subsequently, it applies meta-RL to
extract inductive biases from these synthetic environments,
thereby enhancing the agents’ generalization ability.

To sum up, our main contributions are threefold:

1) We propose GAP, a generalizable autonomous pentest-
ing framework that works on a Real-to-Sim-to-Real
pipeline. This framework enables end-to-end policy
learning in unknown real environments as well as the
construction of realistic simulations, while improving
the agent’s generalization ability.

2) To bridge the generalization gap and realize fast pol-
icy adaption, we are among the first to apply domain
randomization in the autonomous pentesting domain
and propose an LLM-powered domain randomization
method for environment augmentation. We further apply
meta-RL to improve the agents’ generalization ability
to unseen environments by leveraging the generated
simulated training environments.

3) We conduct experiments on various vulnerable virtual
machines. The experimental results demonstrate that our
framework can (a) enable policy learning in unknown
real environments, (b) achieve zero-shot policy transfer
in similar environments, and (c) realize rapid policy
adaptation in dissimilar environments.
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II. RELATED WORK

A. Autonomous Penetration Testing

Research on autonomous pentesting originated from auto-
mated attack planning, which used planning algorithms, such
as attack trees and attack graphs [25]–[27], to discover possible
attack paths in target networks. Planning algorithms offered in-
terpretable and formal models for evaluating network security.
However, both approaches rely on unrealistic assumptions that
complete knowledge of the target network topology and hosts’
configurations are known.

Recently, RL has shown remarkable progress in various
domains, including video games [28], autonomous vehicles
[29], and notably, cybersecurity [30], [31]. Compared to tra-
ditional planning methods, RL allows for training an agent
to learn a policy through trial and error while interacting
with the environment, eliminating the need for supervision
or environmental models. This agent-environment interaction
learning paradigm makes RL suitable for studying autonomous
pentesting.

Previous research on RL-based autonomous pentesting
mainly focused on training agents to discover attack paths in
simulated training environments like NASim [16] or CyberBat-
tleSim [14] that are highly abstract and unrealistic. They made
attempts to improve the learning efficiency of the pentesting
agents through various methods, such as action space decom-
position [11], distributed algorithm [32], or the introduction
of demonstration data [13] and curiosity mechanism [12].
Remarkable progress has been made, though, they overlooked
the generalization and applicability requirements of agents
deployed in unknown environments that are different from the
training environments.

There also have been some research attempts at applying
RL methods in practical pentesting tools [33], [34]. How-
ever, these efforts often trained the agent to learn policies
in single, fixed scenarios. As a result, such learned policies
frequently suffer from poor generalization, as they tend to
overfit specific training scenarios or tasks. This limitation
hinders their adaptability to the diverse and dynamic network
environments encountered in the real world, posing challenges
to the widespread deployment of pentesting agents. This moti-
vates us to investigate pentesting agents that can be generalized
to unseen real-world scenarios.

B. Domain Randomization

Domain randomization is a simple but effective technique
widely used in vision-based robot control tasks, like fetch
robot [7] and vehicles [35], to enhance the robustness and
generalization of models [17], [36], [37]. Its key insight is
that with enough variability in the simulator, the real world
may appear to the agent as just another variation [7]. It
achieves this by randomizing various parameters related to
the simulated training environment, such as rendering settings,
textures, lighting conditions, physics properties, and object
characteristics. This variability helps the models adapt to a
wide range of conditions during training, thereby improving
their ability to perform effectively in real-world scenarios
where conditions may vary unpredictably.

Currently, domain randomization has not yet been applied
in autonomous pentesting. Different from these vision-based
tasks, autonomous pentesting agents observe environments
using various scanning tools, which typically provide feedback
in textual format. Compared to visual data, text data involves
semantic, syntactic, and logical structures of language rather
than straightforward physical features. This abstract nature
makes randomizing text data more complex because any vari-
ation must maintain semantic coherence, specialization, and
intelligibility, especially in a specialized field like pentesting.

In supervised learning and unsupervised learning, data aug-
mentation can increase both the amount and the diversity
of a given dataset [38], while domain randomization can
be considered a form of scenario augmentation technique.
In recent years, generative AI, particularly LLMs, has made
significant progress in both text comprehension and genera-
tion. LLMs provide a mechanism to create rich, contextually
relevant synthetic data on an unprecedented scale [19], [39],
and also offer a new solution to data augmentation [40]–[42].
Inspired by this, this paper takes the first step to applying
domain randomization in autonomous pentesting, and proposes
an LLM-powered scenario augmentation method to increase
both the amount and the diversity of training environments,
thereby improving agents’ generalization ability.

C. Meta-Reinforcement Learning

There are two main kinds of meta-RL methods that emerge
from meta-learning: gradient-based methods and recurrence-
based methods. Gradient-based methods try to learn initial
neural network parameters that are applicable across multiple
tasks and are easily fine-tuned. This enables the model to
achieve optimal performance with minimal data from new
tasks, using just one or a few gradient steps to update the
parameters. In contrast, recurrence-based methods leverage
recurrent neural networks to enhance the model’s capacity
for leveraging historical experiences [43]. The representa-
tive algorithms for these methods are Model-Agnostic Meta-
Learning (MAML) [23] and RL2 [44], respectively, with other
algorithms expanding upon similar concepts and techniques
derived from these foundational approaches.

In this paper, we apply MAML to perform meta-training.
Compared to recurrence-based methods, gradient-based meth-
ods have advantages in parameter efficiency, computational
efficiency, and new task adaption. They can also be combined
with many policy gradient-based RL algorithms easily since
the inner-loop optimization process is just a policy gradi-
ent algorithm [45]. Furthermore, under certain assumptions,
gradient-based methods can enhance policy performance from
the initialization on any given task, even one from outside the
task distribution [22].

III. PRELIMINARY

A. Reinforcement Learning

RL is a machine learning method that maps the state of
the environment to actions [46]. Markov Decision Processes



This work has been submitted to the IEEE for possible publication. Copyright may be transferred without notice, after which this version may no longer be accessible. 4

(MDPs) serve as the mathematical foundation for RL algo-
rithms, providing a formal framework for modeling sequential
decision-making.

A discrete-time MDP can be formalized by a tuple
(S,A,R,P, γ), where S represents the state space, A is
the action space, R : S × A 7→ R is the reward function,
P : S × A × S 7→ [0, 1] is the state transition probability
function and γ is the discount factor used to determine the
importance of long-term rewards. For a standard RL problem,
at each time step t, the RL agent observes the state st from
the environment and selects an action at based on its policy π.
Then, the agent receives a reward signal from the environment,
and the environment transitions to the next state st+1. The
goal of the RL agent is to learn the optimal policy π∗ with
parameters ϕ∗ that maximizes the expected discounted reward
within an episode. Thus, the RL objective function is defined
as:

J(πϕ) = Eτ∼Pπϕ

[
T∑

t=0

γtrt

]
, (1)

where γ ∈ [0, 1] is the discount factor used to determine
the importance of long-term rewards, T is the horizon, τ =
{st, at, rt}Tt=0 is the T -step trajectory, and Pπϕ

denotes the
distribution of τ under policy πϕ.

B. Meta-Reinforcement Learning

Meta-learning, often framed as learning to learn, aims to
learn a general-purpose learning algorithm by leveraging a set
of tasks with a shared structure in the training phase, so that it
can generalize well to new and similar tasks [20], [47]. Meta-
RL, in short, is to apply this concept to RL.

Generally, considering the parameterized RL policies with
parameters ϕ ∈ Φ, we can define an RL algorithm as the
function f that maps the training data to a policy: f(D) =
((S ×A× R)T )H → Φ, where H denotes the total training
episodes and D =

{
τh

}H

h=0
is all of the trajectories collected

in the MDP. The main idea of meta-RL is instead to learn
the RL algorithm f that outputs the parameters of RL policy
[22]: ϕ = fθ(D), where θ is the meta-parameters need to
learn to maximize a meta-RL objective, and D represents the
meta-trajectories that may contain multiple policy trajectories.

Meta-RL usually involves two loops of learning: an inner
loop, where the agent adapts its policy to a specific task, and an
outer loop, also referring to the meta-training, where the agent
updates its meta-parameters θ based on the performance across
multiple tasks to allow the agent to quickly adapt or learn
efficiently in new tasks. Meta-training requires access to a set
of training tasks/environments, each of which is formalized as
an MDP and comes from a distribution denoted p(M). In this
paper, the distribution is defined over different variations (e.g.,
different host configurations) of the pentesting tasks, which
differ only in state transition probability while maintaining
consistency in S, A, and R. Thus, the meta-training can be
described as a process that proceeds by sampling a task from
p(M), executing the inner loop on it, and optimizing the inner

loop to improve policy adaptation. Formally, following [22],
we define the meta-RL objective as:

J (θ) = EMi∼p(M)

[
ED

[∑
τ∈D

G(τ)

∣∣∣∣fθ,Mi

]]
, (2)

where G(τ) =
∑T

t=0 γ
trt is the discounted reward in taskMi,

τ is the trajectory sampled from taskMi under the policy with
parameters ϕ = fθ(D).

C. Generalization in Reinforcement Learning
To evaluate the generalization ability of pentesting agents,

we train the agent on a set of environments Mtrain =
{M1, ...,Mn} with Mi ∼ p(M), and then evaluate its
generalization performance on the testing environmentsMtest

drawn from p(M).
We evaluate the agents’ generalization ability in two ways.

Firstly, following [5], [48], we first study the zero-shot policy
transfer performance in testing environments using the gener-
alization gap, which is defined as

GenGap(π) = EMtrain,τ∼Pπ [G(τ)]− EMtest,τ∼Pπ [G(τ)] ,
(3)

where G(τ) is the expected cumulative reward over a trajec-
tory, and EMtest,τ∼Pπ

[G(τ)] is the zero-shot performance.
This metric measures the agent’s ability to overcome overfit-
ting and achieve zero-shot generalization. A smaller general-
ization gap indicates that the deployment performance won’t
deviate as much from the training performance, potentially
indicating a more robust policy. Besides, following [5], [49],
we also study the few-shot policy adaption performance by
allowing the agent to interact with the testing environment
online. This metric can evaluate how well the agent can
quickly adapt its learned policy to new tasks or environments
with stronger forms of variation.

IV. PROPOSED METHOD

A. Overview
GAP aims to train the pentesting agent to realize drawing

inferences from one instance to another, where ”learning from
one instance” is the foundation skill, and ”generalizing to an-
other” is the core objective. To achieve this goal, it employs a
Real-to-Sim-to-Real pipeline that integrates end-to-end policy
learning, the construction of realistic simulation environments,
and the enhancement of the agent’s generalization ability. The
full workflow of GAP is illustrated in Fig. 2.

1) Real-to-Sim: The increasing emergence of vulnerabili-
ties, coupled with the complex and dynamic nature of real-
world network environments, necessitates the ability of pen-
testing agents to learn and adapt policies in an end-to-end
manner within unknown settings. GAP achieves this through
the Real-to-Sim stage (see Section IV-B for details), as shown
by the blue lines in Fig.2, that is: ① end-to-end policy
learning in the original training environment, and ② realistic
simulation construction based on information gathered during
policy learning. This constructed simulation serves as a digital
mapping of the real environment, facilitating efficient policy
training and environment augmentation in the subsequent
stage.
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Fig. 2. Overview of GAP.

2) Sim-to-Real: Sim-to-Real is a comprehensive concept
that has been applied to robotic and classic machine vision
tasks [50]. The goal of sim-to-real transfer is to ensure that
the behaviors, actions, or decisions learned in simulation can
effectively and reliably be applied in real-world scenarios.
Similarly, in the Sim-to-Real stage, GAP utilizes the simulated
environment constructed in the last stage to improve the
agent’s generalization ability, allowing the agent to quickly
adapt to diverse real-world settings. As shown by the red
lines in Fig.2, GAP achieves this through two-phase steps: ③
synthetic environment generation via LLM-powered domain
randomization (see Section IV-C), as well as ④ meta-RL
training based on the synthetic environments (see Section
IV-D). In this way, the agent is expected to achieve zero-shot
policy transfer in similar environments (step ⑤ in Fig.2) and
few-shot policy adaption in dissimilar environments (step ⑥
in Fig.2).

Note that in our setup, we utilize virtual machines as
surrogate real-world environments to train and test pentesting
agents, since they provide controlled, isolated, and high-
fidelity environments for agents to practice and refine offensive
security techniques. The testing environments are variants of
the original training environment, featuring the same vulnera-
bility but different host configurations.

In order to make a clear distinction between different
environments in this paper, we use the symbol Mk

h to denote
a host h with vulnerability k. Thus, the original training
environment is denoted as Mk

0 , the simulation of Mk
0 is

denoted as M̃k
0 , and the set of generated synthetic environ-

ments is denoted as M̃k = [M̃k
1 ,M̃k

2 , ...]. To simplify the
symbolic representation, we omit the vulnerability identifier k
in subsequent sections.

B. Policy Learning and Simulation Construction

Being able to learn policy in unknown environments is
a fundamental skill for pentesting agents, where unknown
environments refer to scenarios where the agent lacks prior
knowledge of the target hosts’ configuration and vulnerabili-
ties. In this part, we introduce how we model the pentesting
process as an MDP, thereby employing RL to train the agent to
learn how to explore and exploit vulnerabilities using observed
environmental states in an end-to-end manner. Additionally,
upon detecting host configuration details, the agent constructs
simulated environments to enhance its policy generalization
capabilities in subsequent stages. The process of policy learn-
ing and simulated environment construction is depicted in
Fig.3.

Fig. 3. The process of policy learning and simulated environment construc-
tion.
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1) Model penetration testing as an MDP: To train the
pentesting agent using RL algorithms, we should model the
pentesting process as an MDP. This is formalized by defining
the state space S, action space A, and reward function R. For
model-free RL algorithms, the transition probability function
P remains unknown.
S is all potential environmental states observable by the

agent. These observations typically involve host configu-
rations detectable using scanning tools, including scanning
information like ports, services, operating systems, website
fingerprints, etc. Human experts can use this information to
pinpoint potential vulnerabilities within the target host, and
thus, these details can form the foundation for the agent to
make decisions.
A represents the set of all actions available to the agent. For

pentesting tasks, these actions usually include various forms
of information gathering, system probing, and vulnerability
exploitation. In contrast to previous research that used ab-
stract actions, our approach emphasizes the use of concrete
and executable actions for end-to-end autonomous pentesting.
These actions are aligned with specific commands or payloads
derived from real pentesting tools or systems, such as Kali3,
Metasploit4, Nmap5, and so on. Note that a larger action space
necessitates more extensive exploration for agents to discover
effective actions, thereby potentially reducing the tractability
of the agent’s training process. This phenomenon can be seen
in experiments in Section V-D.
R defines the agent’s learning goal. In our study, the agent

aims to gather critical information from the target host to
accurately pinpoint the potential vulnerability and exploit it
to compromise the host. Throughout this process, the agent
should minimize the overall cost of actions to maintain covert.
For this purpose, we define the reward function as

R = value(h)−
∑

a∈Acost(a), (4)

where A ⊆ A is the set of actions used in the pentesting
process, value(h) returns a positive reward value if the target
host h is compromised by exploiting the correct vulnerability
or the agent successfully gains some kind of information about
the host, cost(a) refers to the cost of action a.

At its core, the process of interaction between the agent and
its environment can be likened, to some extent, to an Observe,
Orient, Decide, and Act (OODA) loop. This process can be
described as follows.

Firstly, the agent utilizes scanning tools to observe environ-
mental states and collect raw observations, typically in textual
format. This data often contains significant redundancy and
cannot be directly fed into the agent’s policy model. Therefore,
the agent needs to orient the raw observations by analyzing
and synthesizing the observed information to construct a state
vector that the neural network can comprehend. To achieve
this, we utilize the pre-trained Sentence-BERT [51] model
as the encoder for embedding the raw observations. These
embedded representations of state vectors serve several pur-
poses: (a) capturing essential features of the raw observations

3https://www.kali.org/
4https://www.metasploit.com/
5https://nmap.org/

in a latent space, (b) facilitating end-to-end learning, and (c)
preventing the dimensional explosion of the state space. Thus,
the agent takes the state vector as input, makes a decision, and
then outputs an action from the action space. Based on the
output action, the agent acts on the target host by invoking
and executing the corresponding tools in pentesting toolkits
via the application programming interface (API). Finally, the
interaction process transitions into the next OODA loop.

2) Simulated environment construction: During interaction
with the original training environment M0, the agent uses
gathered raw observations—specifically, host configuration
data—to build a simulated environment M̃0 in JSON format.
This simulated environment faithfully mirrors the original
training environment, as it is constructed based on actual
feedback data. Thus, theoretically, the agent interacting with
this simulated environment equates to interacting with a real
environment. More importantly, this simulated environment
can be used not only for efficient training and validating the
agent’s policies but also as a real-world environment example
for subsequent environment augmentation.

3) Policy training: We train the agent’s policy using the
PPO algorithm [52] on the original training environmentM0.
It is noteworthy that GAP is not limited to PPO. A wide range
of policy gradient-based RL algorithms can be used out of the
box.

PPO is an on-policy actor-critic method with two primary
variants of PPO: PPO-Penalty and PPO-Clip, where we focus
on the most widely used variant PPO-Clip. By using PPO, the
agent updates policy πϕ by taking multiple steps of (usually
minibatch) SGD to minimize the following objective:

LPPO(ϕ) = Eτt∼π

[
min

(
rt(ϕ)Ât, clip (rt(ϕ), 1− ϵ, 1 + ϵ) Ât

)]
,

(5)
where rt(ϕ) =

πϕ(at|st)
πϕold

(at|st) denote the probability ratio, Ât

is an estimator of the advantage function which describes
how much better the action is than others on average,
clip (rt(ϕ), 1− ϵ, 1 + ϵ) modifies the surrogate objective by
clipping the probability ratio, and ϵ is a small hyperparameter
which roughly measures how far away the new policy is
allowed to go from the old.

C. LLM-powered Domain Randomization

In the real world, hosts with the same vulnerability are
affected by the same vulnerable product (VP), but their config-
urations can also differ significantly (see Fig.1). They may run
different versions of VP or services, have varied open ports,
operate on different operating systems, or exhibit different
website fingerprints. These differences create the reality gap,
meaning that an agent trained in a single environment would
rely on specific observations and thereby may struggle to
directly transfer its learned policies to real-world deployment.
Therefore, considering and simulating these real-world differ-
ences during training is crucial to enhancing the generalization
ability of pentesting agents.

In this paper, we employ domain randomization as an
environment augmentation technique, which can be feasible to
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address the challenge posed by limited diversity in training en-
vironments. Unlike vision-based tasks, where domain random-
ization is commonly applied, pentesting agents gather infor-
mation through scanning tools that provide textual feedback.
Textual data encompasses semantic, syntactic, and logical
structures of language rather than straightforward physical at-
tributes. This abstract nature complicates the randomization of
text data, as any variation must preserve semantic coherence,
specificity, and comprehensibility. The recent advancements
in LLMs demonstrate the capability to generate synthetic data
that mimics the characteristics and patterns of real-world data,
thereby being a suitable and promising approach to performing
domain randomization for autonomous pentesting.

Vulnerability descriptions in the NVD repository6 detail key
characteristics such as VPs, affected versions, product ven-
dors, and impact. The constructed simulation of the original
training environment serves as a realistic example. Therefore,
we use these descriptions as background knowledge and the
constructed simulation as task examples to design prompts for
LLMs. The prompt pattern is shown in Fig.4.

Fig. 4. Prompt pattern for synthetic environment generation.

Fig.5 provides the workflow and an example of synthetic
environment generation using LLM. In this example, the LLM
generates a variant of the original simulated environment based
on the official vulnerability description and original simulation
M̃0. In this variant, the web application (Drupal) is exposed
on a non-default port (9000), and there are random changes in
the operating system version, Apache HTTP Server version,
and Drupal version compared to the original simulation. These
changes achieve domain randomization, making the synthetic
environment better replicate the diversity found in the real
world, thereby preventing agents from relying on fixed host
configuration details.

D. Meta-RL Training

Given the set of synthetic environments M̃ = [M̃1,M̃2, ...]

generated by the LLM on the basis of M̃0, in this part, we
leverage M̃ as meta-training environments and employ the
MAML algorithm [23] for meta-RL training. It’s important to
note that while MAML is utilized here, a wide range of other
meta-RL algorithms are also applicable.

In MAML, the inner loop is a policy gradient algorithm with
initial parameters as meta-parameters ϕ = θ. The key insight
of MAML is that its inner loop is a differentiable function of
the initial parameters [22]. This means that the initialization
of the model can be optimized using gradient descent to find a

6https://nvd.nist.gov/

Fig. 5. The workflow and example of synthetic environment generation using
LLM. In this example, we construct the simulation by using the CVE-2018-
7600 vulnerable host from Vulhub as the original training environment. Then,
we employ GLM-4 [53] for domain randomization.

set of initial parameters that serve as a good starting point for
learning new tasks drawn from the task distribution. During
the new task adaptation phase, MAML employs an on-policy
policy gradient algorithm to update the policy parameters.
This requires MAML to sample new trajectories Di using
the initial policy, and then use these trajectories to update a
set of parameters by applying a policy gradient step for a
task/environment M̃i ∈ M̃:

ϕ′
i = ϕ+ α▽ϕ ĴM̃i

(πϕ,Di), (6)

where ĴM̃i
(πϕ,Di) is an estimate of the expected discounted

reward of policy πϕ for task M̃i, and α is the learning rate.
After adapting to each task, MAML collects new trajectories
D′

i again using adapted policy πϕ′
i

for updating the initial
parameters ϕ in the outer loop:

ϕ← ϕ+ β ▽ϕ

∑
M̃i∈M̃

ĴM̃i
(πϕ′

i
,D′

i), (7)

where πϕ′
i

is the policy for task M̃i adapted by the inner
loop, ĴM̃i

(πϕ′
i
,D′

i) is the gradient of the expected discounted
reward of the adapted policy calculated with respect to the
initial parameters. The gradient collected from the inner loop is
referred to as the meta-gradient, which reflects how the agent’s
performance on the new task affects the updates to the agent’s
policy parameters. Descending the meta-gradient is essentially
performing gradient descent on the meta-RL objective given
by Equation 2. The complete meta-RL training algorithm is
presented in Algorithm 1.
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Algorithm 1 Meta-RL Training with MAML

Require: M̃: meta-training environments
Require: α, β: learning rates, and ϕ: initial policy parameters

1: for each task environment M̃i ∈ M̃ do
2: Sample trajectories Di using policy πϕ in M̃i

3: Compute adapted parameters with gradient descent fol-
lowing Equation 6

4: Sample new trajectories D′
i using policy πϕ′

i
in M̃i

5: end for
6: Update policy parameters ϕ following Equation 7 using

each D′
i

V. EXPERIMENTS

A. Experimental Setup

1) Penetration testing environments: To avoid potentially
unpredictable impacts on real-world hosts and better evaluate
the performance of GAP in real scenarios, we conduct experi-
ments in high-fidelity vulnerability environments set up using
Vulhub. Vulhub is an open-source collection of vulnerable
Docker environments that offers a flexible way to easily
create various pentesting environments. In this way, we can
balance experimental control with the validation of real-world
performance.

Table I lists all experimental vulnerability environments
sourced from Vulhub, each serving as an original training
environment Mk

0 in GAP, where k represents the CVE iden-
tifier (CVE ID). We selected these vulnerability environments
for training and testing the performance of the pentesting
agent because they target various representative vulnerable
products. And more importantly, we have reliable and stable
exploits of these vulnerabilities available for the agent to use.
Theoretically, our approach can be extended to a broader range
of vulnerability environments.

2) Agent settings: In each environment, the agent is trained
for 500 episodes with a maximum of 100 iteration steps per
episode. During the pentesting process, the agent starts in an
initial state without prior knowledge of the target host. Its task
is to gather information and then exploit the corresponding
vulnerability to compromise the host within limited steps. Its
available actions include various information scanning tools
(e.g., Nmap, whatweb, dirb, etc.) and exploits in MSF. In
this paper, we change the size of the action space |A| by
randomly sampling different numbers of vulnerability exploits
from MSF.

In line with Equation 4, our reward function is formulated
based on subjective estimates provided by human experts.
Specifically, a reward of +1000 is assigned when the agent suc-
cessfully exploits the correct vulnerability and compromises
the target host. Additionally, a reward of +100 is allocated for
proficiently gathering information about the target, such as the
OS type, version, running services, and website fingerprint.
Conversely, incorrect or illogical actions result in a penalty of
-20.

3) Implementation details: All vulnerability environments
are deployed on virtual machines. We train the pentesting

TABLE I
VULNERABILITY ENVIRONMENTS.

CVE ID Vulnerability Name

CVE-2018-7600 Drupal Core Remote Code Execution Vulnerability
CVE-2019-9193 PostgreSQL Authenticated Remote Code Execution

Vulnerability
CVE-2020-10199 Sonatype Nexus Repository Remote Code Execution

Vulnerability
CVE-2020-7247 OpenSMTPD Remote Code Execution Vulnerability
CVE-2020-7961 Liferay Portal Deserialization of Untrusted Data Vulnerability
CVE-2021-22205 GitLab Unauthenticated Remote Code Execution

Vulnerability
CVE-2021-25646 Apache Druid Remote Code Execution Vulnerability
CVE-2021-3129 Laravel Ignition File Upload Vulnerability
CVE-2022-0543 Debian-specific Redis Server Lua Sandbox Escape

Vulnerability
CVE-2023-32315 Ignite Realtime Openfire Path Traversal Vulnerability

agent on a 64-bit laptop powered by an Intel(R) Core(TM)
i9-12900H CPU @ 2.50GHz, with 32GB of memory, and
an NVIDIA GeForce RTX 3060 Laptop GPU. The laptop
runs Kali Linux and is equipped with Metasploit Framework
(MSF) version v6.4.5-dev. PyTorch is utilized as the backend
for implementing GAP.

We employ the classical PPO algorithm for policy learning
and the MAML algorithm for meta-RL training. The synthetic
environments used for meta-RL training are generated using
GLM-4 [53] due to its satisfactory performance, and we assess
their validity based on expert evaluators who are familiar
with real-world pentesting scenarios. In fact, as a simple and
general framework, GAP is not restricted to specific RL or
meta-RL algorithms, nor is it limited to particular LLMs.

Our code, training and testing environments, and hyperpa-
rameters, are publicly available for further replicability and
future research: https://github.com/Joe-zsc/GAP.

B. Research Questions

GAP aims to improve the agent’s generalization ability,
thereby allowing the agent to draw inferences from one to
another. We aim to answer the following research questions
(RQs) from our experiments and analysis:

• RQ1 (Learn from one): Can GAP perform policy
learning in various real environments?

• RQ2 (Generalize to another): Can GAP bridge the
generalization gap and achieve zero-shot policy transfer
in similar environments?

• RQ3 (Generalize to another): Can GAP achieve rapid
policy adaptation in dissimilar environments?

C. Evaluation Metrics

1) Evaluation of RQ1: To investigate RQ1, in each run,
we evaluate the agent’s learning curve and training time for
all original training environments as listed in Table I. We
compare the performance of the agent with different sizes of
action spaces (|A| ∈ {100, 500, 1000}). We implement three
independent runs using different seeds, with average results
shown in Section V-D. Note that in subsequent experiments,
the agent’s action space is fixed to 1000.

https://github.com/Joe-zsc/GAP
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2) Evaluation of RQ2: To investigate RQ2, following [5],
[48], we assess the agent’s zero-shot generalization perfor-
mance in both training and testing environments, which mea-
sures its ability to bridge the generalization gap (calculated by
Equation 3 ). Besides, the average success rate is also used as
a metric, which reflects the proportion of agent successfully
compromised hosts to the total number of hosts in testing
environments.

To this end, we create three variants for each Mk
0 in

Table I by changing its host configurations to serve as testing
environments denoted by Mk

test =
{
Mk

1 ,Mk
2 ,Mk

3

}
. These

variants in Mk
test are similar to Mk

0 as they share the same
vulnerability k, but they differ in host configurations such as
ports, services, operating system versions, website fingerprints,
and others. These differences create reality gaps that mimic the
diversity and variability found in real-world host environments.

In each implementation run, we train the agent for eachMk
0

in Table I , and later evaluate its zero-shot performance inMk
0

and testing environments Mk
test, as well as their pentesting

success rate in Mk
test. We implement three independent runs

using different seeds, with average results shown in Section
V-E.

3) Evaluation of RQ3: A well-generalized agent should
also be able to effectively improve its learned policy to adapt
to a new environment. To investigate RQ3, following [5], [49],
we evaluate the agent’s few-shot policy adaption performance
in dissimilar environments by allowing the agent to interact
with a new environment online.

In particular, in each run, for each Mk
0 in Table I, we

randomly select another environment Mk′

0 as the testing
environment, where k′ ̸= k. The agent is trained in Mk

0 and
fine-tuned inMk′

0 . We evaluate its learning curve and training
time in the testing environment, which measures how quickly
the agent can improve its performance on a new task.

In addition, following [54], we also evaluate the agent’s
jumpstart performance, which refers to the agent’s initial
performance when it starts interacting with the testing environ-
ment. It assesses how quickly the agent can abstract broader
knowledge from past experiences and apply it to novel situ-
ations, thereby adapting its policy and achieving meaningful
rewards in the early stages of training. We implement three
independent runs using different seeds, with average results
shown in Section V-F.

D. Policy Learning in Real Environments (RQ1)

Being able to learn in an unknown environment is the
foundation skill for pentesting agents. In this part, we train
the agent to learn policies from scratch in all original training
environments that are unknown to the agent. We compare
the learning performance of the agent across different action
spaces (|A| ∈ {100, 500, 1000}). Fig.6 and Fig.7 display the
agent’s learning curve and training time, respectively.

The experimental results demonstrate that the agent can
learn policy in unknown environments. However, as the action
space increases, there is a decrease in learning efficiency, a
slower convergence rate of the learning curve, and an increase
in training time accordingly. This phenomenon arises because
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Fig. 6. Learning curves of the agent with varying action space sizes in all
original training environments over three independent runs. Each curve is the
average reward over three independent runs, while the shaded area denotes
the 95% confidence intervals.
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Fig. 7. Training time of the agent with varying action space sizes in all original
training environments over three independent runs. The box plot summarizes
the distribution of training time across 500 episodes for each action space.
The dashed line connects the average training time across different action
spaces.

a larger action space requires more extensive exploration to
identify effective actions, thereby prolonging the time needed
for the agent to discover the optimal policy. Additionally,
optimizing the policy model becomes more computationally
demanding with increased iterations and computational effort
as the action space expands.

As more vulnerabilities are disclosed, the agent inevitably
requires a larger action space to address the expanding attack
surface. Consequently, enhancing the learning efficiency of the
agent in larger action spaces becomes an interesting research
topic. This paper proposes a solution by enhancing the agent’s
generalization ability. This enables the agent to draw infer-
ences across environments, achieving zero-shot generalization
in similar settings and rapid policy adaptation in dissimilar
ones. The experimental results supporting these claims are
presented in the following sections.

E. Zero-shot Policy Transfer in Similar Environments (RQ2)

In this part, we demonstrate the agent’s zero-shot general-
ization ability in testing environments similar to the original
training environment.
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In particular, the agent is pre-trained using various meth-
ods in the original training environment and subsequently
transferred its policies to its training environment and test-
ing environments. We compare the performance differences
between GAP and the baseline method, where the baseline
method represents directly evaluating the agent’s performance
in testing environments. Additionally, we also analyze the
effect of the number of meta-training environments on the
zero-shot generalization performance of GAP. We use n-GAP
to denote the use of n meta-training environments in the GAP,
where n ∈ {3, 5, 8} in our experiments.
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Fig. 8. Zero-shot generalization performance in original training environments
and testing environments. The solid line represents the agent’s average success
rate in testing environments.

As results show in Fig.8, we can find that the agent trained
using the baseline method exhibits a lower pentesting suc-
cess rate in testing environments, accompanied by noticeable
performance loss, indicating a generalization gap. In contrast,
our proposed framework, GAP, significantly enhances success
rates in testing environments compared to the baseline method
and bridges the generalization gap, demonstrating improved
zero-shot generalization ability.

These results indicate that the use of domain randomization
increased both the quantity and diversity of training environ-
ments. This exposure enabled the agent to adapt to a wider
range of environmental variations during training. Through
meta-RL, the agent learned how to extract generalizable poli-
cies and biases from the diverse meta-training environments,
thereby allowing the agent to effectively generalize its learned
policies to new, similar testing environments.

Additionally, fewer meta-training environments affect the
agent’s zero-shot generalization ability to some extent. How-
ever, increasing the number of meta-training environments
up to a certain point does not significantly improve gener-
alization performance. This could be due to the fact that the
agent reaches a saturation point where additional environment
variations do not significantly contribute to further learning.
Specifically, our experiments reveal that the agent can achieve
satisfactory zero-shot generalization performance when trained
with five meta-training environments, which serves as the

default setting in the subsequent experiments.

F. Few-shot Policy Adaption in Dissimilar Environments
(RQ3)

In this part, we evaluate the agent’s policy adaption ability
when faced with testing environments that are dissimilar
to their original training environments. The policy adaption
ability refers to how well the agent improves its performance
through fine-tuning or adjusting its existing trained model in
a new environment.

We use the following three approaches to train or fine-tune
the agent with action space |A| = 1000 in new environments:

• Learn from scratch. The agent is trained in the new
environment without any prior knowledge.

• Fine-tune baseline. We pre-train the agent in the original
training environment and directly fine-tune it in the new
environment.

• Fine-tune GAP. Following the Real-to-Sim-to-Real
pipeline, the agent is pre-trained in the original training
environment, and then its generalization is improved by
adopting domain randomization and meta-RL training.
Finally, we fine-tune it in the new environment.
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Fig. 9. Learning curves of the agent in testing environments over three
independent runs. Each curve is the average reward, while the shaded area
denotes the 95% confidence intervals.
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Fig. 10. Training time of the agent in testing environments over three
independent runs. The box plot summarizes the distribution of training time
across 500 episodes, while the dashed line connects the average value.

Fig.9 and Fig.10 display the agent’s learning curve and
training time in new environments, respectively. The results
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show that compared to learning from scratch, fine-tuning base-
line and fine-tuning GAP demonstrate significantly improved
policy adaption ability in new environments. This is mainly
evidenced by their quicker convergence in learning curves and
reduced training time. Among the three methods studied, fine-
tuning GAP stands out as the best, notably reducing average
training time by approximately 38% compared to learning
from scratch (from 4045 seconds down to 2500 seconds).

In particular, from Fig.9 we can see that GAP demonstrates
superior jumpstart performance compared to the baseline
method, enabling the agent to explore effective actions more
rapidly during initial training in new environments. This ability
suggests that the agent can generalize broader knowledge from
past experiences and apply it effectively to novel situations.
This is attributed to the introduction of a meta-learning mech-
anism, empowering the agent to enhance its capability for
policy adaptation by learning how to learn.

VI. DISCUSSION

This section aims to provide a critical discussion of the
limitations of our work and potential avenues for future
improvement.

Firstly, our work aims to enhance the policy generaliza-
tion ability of pentesting agents, which is essential for their
widespread applicability. And we also provide a feasible
solution for training pentesting agents in actual machines.
Given the constraints of real-world environment safety and
the availability of exploit code, we validate the application
potential of these agents in real environments by testing them
in a limited number of virtual machine environments. These
environments predominantly feature vulnerabilities that enable
remote command execution. Admittedly, our vulnerability
environments are somewhat idealized and overlook the impacts
that complex real-world environments may have on pentesting
agents, such as effects from network protocols or honeypot
environments. Effective autonomous pentesting by agents in
complex environments hinges on more precise environmental
observation capabilities and a rich, fine-grained action space.
This will be a focal point of our future research endeavors.

Besides, GAP aims to train the agent to realize drawing
inferences from one to another. However, another intriguing
area that demands exploration is achieving ”lifelong learning”
in agents. Lifelong learning focuses on enabling agents to
avoid forgetting past tasks when faced with numerous new
tasks. GAP provides a foundational framework for realizing
this capability, which we intend to explore further in our future
research.

Furthermore, in GAP, we utilize a general LLM for gener-
ating synthetic environments, which are evaluated for validity
by human experts. In the future, we will explore methods for
generating pentesting simulation environments using domain-
specific LLMs, thereby improving the quality of these envi-
ronments.

Finally, in our work, the reward function’s design relies on
experts’ subjective estimates. However, assessing the reward
function presents a challenge since there’s no objective stan-
dard defining an ”optimal” strategy [1]. One potential avenue

for future research is to explore automated methods (e.g.,
inverse reinforcement learning [55]) for generating reward
functions.

VII. CONCLUSION

In this paper, we present GAP, a framework for training
generalizable pentesting agents capable of drawing inferences
from one to another. To achieve this, we introduce a Real-to-
Sim-to-Real pipeline within GAP, which integrates two critical
methods: LLM-powered domain randomization and Meta-RL
training. The preliminary evaluations in this paper demonstrate
that GAP allows pentesting agents for end-to-end policy
learning in unknown environments, bridging the generalization
gap for zero-shot policy transfer in similar environments, and
facilitating rapid policy adaption in dissimilar environments.
GAP fills a critical research gap as the first framework of
its kind. By introducing GAP, we not only contribute to the
field of autonomous pentesting but also provide a feasible
framework that can be used in other real-world applications.
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