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Abstract—Video anomaly detection (VAD) is a vital yet complex
open-set task in computer vision, commonly tackled through
reconstruction-based methods. However, these methods struggle
with two key limitations: (1) insufficient robustness in open-set
scenarios, where unseen normal motions are frequently misclas-
sified as anomalies, and (2) an overemphasis on, but restricted
capacity for, local motion reconstruction, which are inherently
difficult to capture accurately due to their diversity. To overcome
these challenges, we introduce a novel frequency-guided diffusion
model with perturbation training. First, we enhance robustness
by training a generator to produce perturbed samples, which are
similar to normal samples and target the weakness of the recon-
struction model. This training paradigm expands the reconstruc-
tion domain of the model, improving its generalization to unseen
normal motions. Second, to address the overemphasis on motion
details, we employ the 2D Discrete Cosine Transform (DCT) to
separate high-frequency (local) and low-frequency (global) mo-
tion components. By guiding the diffusion model with observed
high-frequency information, we prioritize the reconstruction of
low-frequency components, enabling more accurate and robust
anomaly detection. Extensive experiments on five widely used
VAD datasets demonstrate that our approach surpasses state-
of-the-art methods, underscoring its effectiveness in open-set
scenarios and diverse motion contexts. Our project website is
https://xiaofeng-tan.github.io/projects/FG-Diff/index.html.

Index Terms—Skeleton-Based Anomaly Detection, Video

Anomaly Detection

I. INTRODUCTION

IDEO anomaly detection (VAD) is dedicated to iden-

tifying irregular events within video sequences [1]-[5].
Due to the rarity of anomalous events and their inherently
ambiguous definitions [6], this problem is often considered a
challenging task in unsupervised scenarios. A promising and
effective solution [7]-[9] is to train models to capture regular
behavioral patterns from normal motions, thereby enabling the
identification of deviations as anomalies.

Based on the data modalities employed, VAD methods [10]—
[14] can be broadly classified into two primary categories:
RGB-based [1] and skeleton-based methods [8]. The former
directly processes raw video frames, while the latter utilizes
extracted human skeletons, which are less susceptible to noise
from illumination changes and background clutter [15], [16].
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Fig. 1. The data illustration. (a) The training and testing data, where the
training data is composed of seen normal motions and the testing data contains
unseen normal and abnormal motions. Although seen and unseen motions
represent the same action (e.g., walking), their local details, such as stride
length, arm swing amplitude, and joint angles, exhibit significant differences.
(b) The frequency analyses of motions. This analysis reveals that a motion
retaining only 70% of its low-frequency information remains largely similar
to the original motion in terms of global structure, with minor differences
observed in the low-frequency regions. Note that low-frequency and high-
frequency regions do not correspond directly to specific joints. Instead, low-
frequency regions are defined as areas where joints predominantly contain
low-frequency information while also exhibiting a relatively higher proportion
of high-frequency details.

Moreover, skeleton-based methods capture low-dimensional,
semantically rich features centered on human motion [7],
making them particularly effective for human-centric VAD.

Generally, existing skeleton-based methods utilize recon-
struction [17], prediction [18], [19], or a combination of
both [8] as auxiliary tasks, to learn regular motion patterns.
Among them, reconstruction-based methods are one of the
most established methods and have been widely applied in
image processing [20], 3D point cloud analysis [21], and time
series modeling [22]. In the field of VAD [23]-[26], Luo et
al. [27] introduce a reconstruction-based framework for video
anomaly detection, enhancing the encoding of appearance and
motion regularities in normal events. Astrid et al. [28], [29]
improve video anomaly detection by training autoencoders
with pseudo anomalies generated from normal data to better
distinguish normal and anomalous frames.

Howeyver, reconstruction-based methods still encounter sub-
stantial limitations due to the intrinsic diversity of motion
patterns. Specifically, motion patterns are diverse, and even
within the same movement category, they may exhibit signif-
icant differences in style, amplitude, or speed. Furthermore,
we identify two key factors that constrain the performance of
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Fig. 2. Comparison between our proposed method (green) and existing

methods (blue). During the training phase, we employ adversarial training
for the perturbation generator and denoiser to enhance model robustness.
Specifically, the perturbation generator attacks the observed motion, producing
motions that are challenging to reconstruct yet resemble normal motions.
These perturbed motions are then used to train the denoiser, thereby improving
its robustness. During the inference phase, we apply DCT to separate observed
motion into global and local components, represented as low-frequency and
high-frequency information. By leveraging high-frequency information as
guidance, our method can accurately reconstruct observed motion compared
to existing methods.

reconstruction-based methods, as outlined below.

A primary limitation of existing methods lies in their inade-
quate robustness in open-set situations, where unseen normal
samples exhibit subtle differences from those in the training set
and often are classified as anomalies. As illustrated in Fig. 1
(a), we observe two phenomena: (1) Normal motions in the test
set resemble those in the training set, yet they exhibit subtle
variations due to individual differences in movement styles
and habits. (2) Anomalies, in contrast, correspond to irregular
actions that deviate from expected behavioral patterns within
a specific context, rather than merely exhibiting stylistic vari-
ations. However, existing methods primarily capture specific
normal motion patterns from limited datasets, limiting their
generalization ability for unseen normal motions that exhibit
slight stylistic variations. This training paradigm significantly
hinders the practical applicability of such models in real-world
open-set scenarios.

Secondly, existing methods typically process both global
and local information equally during the inference phase,
neglecting their differing contributions. However, as men-
tioned above, motions within the same behavioral category
share similar global structures yet display significant variations
in local details, such as limb movements or speed, due to
individual differences (See Fig. 1 (a)). This means that even
though reconstruction-based methods can accurately generate
unseen normal motions, their errors in reconstructing local

details remain significant, particularly in open-set scenarios.
In this case, the reconstruction error fails to serve as a reliable
indicator for anomaly detection. A more effective approach
would prioritize global information, as it primarily determines
the motion category and is critical for anomaly detection.
However, existing methods fail to differentiate the relative
importance of these features, limiting their effectiveness in
open-set situations.

To address the aforementioned challenges, we propose a
Frequency-Guided Diffusion (FG-Diff) model with pertur-
bation training, as shown in Fig. 2. Firstly, to enhance the
model’s robustness against unseen normal motions, we in-
vestigate a training paradigm that incorporates perturbation
attacks targeting normal motion patterns. This approach aims
to expose and mitigate vulnerabilities in the network. Specif-
ically, we train a perturbation generator to produce bounded
perturbations, which are restricted to a limited intensity and
aim to maximize the reconstruction error. The maximization
of reconstruction error highlights the network’s weaknesses
in unseen normal motions, and the limited intensity ensures
that the perturbed samples remain closely similar to the seen
motions. By integrating such a novel training paradigm, we
enhance the model’s generalization capability, thereby ad-
dressing the challenge of limited robustness to unseen normal
motions. Secondly, for the undifferentiated treatment of motion
details and global information, our key insight is that these
details and global information can be respectively separated
as low-frequency and high-frequency components by Discrete
Cosine Transform (DCT), as illustrated in Fig. 1 (b). Building
upon this observation, we introduce a novel frequency-guided
denoising process. Since high-frequency components are in-
herently difficult to reconstruct, our approach highlights them
as guidance to enhance the reconstruction of overall motions.
Specifically, by incorporating high-frequency information ex-
tracted from the observed motion, the model prioritizes the
reconstruction of low-frequency components, representing the
global structure, while preserving critical details. This strategy
enhances the differentiation between motion details and global
information, overcoming the limitations of prior methods that
treat these aspects indiscriminately, as depicted in Fig. 2.

In summary, the main contributions are as follows:

1) We introduce a perturbation-based training paradigm for
diffusion models to improve robustness against unseen
normal motions in open-set scenarios.

2) We introduce a frequency-guided denoising process to
separate the global and local motion information into low-
frequency and high-frequency components, prioritizing
global reconstruction for effective anomaly detection.

3) Extensive experiments on five widely used available VAD
datasets demonstrate that the proposed method outper-
forms state-of-the-art (SoTA) methods.

II. RELATED WORK
A. Reconstruction-Based VAD

As one of the most popular VAD methods, reconstruction-
based methods [29]-[32] typically use generative models to
learn to reconstruct the samples representing normal data with
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low reconstruction error. TSC [31] uses temporally coherent
sparse coding in a stacked recurrent neural network (sRNN)
to maintain temporal consistency. To mitigate overfitting in
reconstruction-based methods, several works [33]-[35] inte-
grate memory-augmented modules. Gong et al. [33] propose
MemAE, a memory-augmented autoencoder that constrains
reconstruction to normal patterns. Park et al. [34] employ a
memory-augmented strategy to capture normal pattern diver-
sity while limiting network capacity. Liu et al. [35] present
a hybrid framework combining optical flow reconstruction
and frame prediction. Astrid et al. [28] introduce a tempo-
ral pseudo-anomaly synthesizer to train an autoencoder for
distinguishing normal and anomalous frames, while their later
work [29] refines this by reconstructing only normal data using
pseudo-anomalies. Mishra et al. [15] apply a latent diffusion-
based model to generate pseudo-anomalies via inpainting.

B. Skeleton-Based VAD

Owing to the well-organized structure, semantic richness,
and detailed representation of human actions and motion [36],
[37], skeletal data has increasingly captivated researchers in
video anomaly detection (VAD) over recent years. Recent
advancements in pose-based video anomaly detection (VAD)
include eight notable works. Markovitz et al. [38] project
human action graphs into a latent space, using a Dirichlet
process mixture for anomaly detection. Flaborea et al. [8]
apply a diffusion-based generative model, predicting future
poses to identify anomalies. COSKAD [39] uses one-class
classification to map normal motion patterns into a latent
space. Hirschorn et al. [14] propose a lightweight model
based on normalizing flows to minimize nuisance parameters.
Zeng et al. [40] introduce HST-GCNN, a hierarchical spatio-
temporal graph convolutional network for individual and in-
terpersonal movement analysis. Huang et al. [41] develop a
hierarchical graph-based framework with a spatio-temporal
transformer for body dynamics and interaction modeling.
Stergiou et al. [17] present a multitask framework with an
attention-based encoder-decoder for reconstructing occluded
skeleton trajectories. Yu et al. [42] propose a motion embed-
der and spatial-temporal transformer for self-supervised pose
sequence reconstruction. However, these reconstruction-based
and skeleton-based methods have not explicitly considered
the effect of model robustness and global and local motion
information. Therefore, they lack robustness in open-set sce-
narios due to their inability to generalize to unseen normal
motions with subtle stylistic variations. Additionally, they fail
to prioritize global information over local details, leading to
unreliable reconstruction errors for anomaly detection.

C. Anomaly detection with Perturbations

In the field of anomaly detection [43], [44], several studies
have advanced the use of perturbation techniques to enhance
the separability of anomalies. Goodfellow et al. [45] intro-
duced input perturbation, revealing neural network vulner-
abilities to perturbative examples. Leveraging the assump-
tion that normal samples are more sensitive to perturbations,
works [46], [47] apply this approach to enhance anomaly

separability. Specifically, Liang et al. [46] propose a method
using subtle input perturbations to distinguish softmax score
distributions between normal and abnormal samples. Hsu et
al. [47] introduce a preprocessing method that operates without
anomaly-specific tuning. However, these methods apply input
perturbations only during the testing phase while are not
explicitly designed to enhance model robustness.

III. PRELIMINARIES

1) Diffusion Model for VAD: As a generative model, the
diffusion model is trained on normal motions to learn their dis-
tribution. During inference, the trained model [8] reconstructs
motions and assesses anomalies via reconstruction errors. The
forward process at timestep ¢ with variance scheduler o is:

X; = VX + 1— @tﬁ, (1)

where € is a noise sampled from N(0,T).
During training, the denoiser predicts noise to learn the
normal motion distribution:

EDM(X7 9) = Ex,t[lle_ EG(Xt7t7cx)H%}~ (2)

where ¢, = Enc(x) is the conditional code encoding motion
features via an encoder Enc(-).
During inference, motions are reconstructed by denoising:

11—«
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Finally, the generated motion x9 = x( is obtained, and the
anomaly score is computed as the reconstruction error:

Xi_1 = (x¢ — (ze,t,ex)) + (1 —a)e.  (3)

S(x) =[x —x7|3. )

2) Discrete Cosine Transform: In signal processing, the
Discrete Cosine Transform (DCT) [48] is a key technique for
signal transformation. We briefly introduce the 2D-DCT for
motion data analysis below.

For a motion sequence x € RNVXCXJ where N is the
number of frames, C' the number of channels, and J the
number of joints, we reshape it into a matrix x € RNV*(C/),
with N rows for the temporal dimension and C' - J columns
for the spatial dimensions. The 2D-DCT and its inverse are
defined as y = DCT (X) and x = ZDCT (y), given by:

ven = alulals) Z i %1 cos {w(?zé&l)u} cos [W;QJC— 1(])1)} 7

_ T A (2 — l)u] {w(2j - 1)1;]
Xi, i = a(u)x\V)Ywy,v COS COs s
5= 33 atwallyucos | "y "

(5)
where the factors «(u) and «(v) are:
+, ifu=0 a5, ifv=0
alu) = \/g’ . ’ a(v) = CéJ’ . ’
%> otherwise, o7, Otherwise.
(6)
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Fig. 3. The framework of the proposed method. The model is trained utilizing generated perturbation examples. The training phase includes two processes:
minimizing the mean square error to train the noise predictor £y and maximizing this error to train the perturbation generator G,. During the testing phase,
the high-frequency information of observed motions and the low-frequency information of generated motions are fused for effective anomaly detection.

IV. METHODOLOGY
A. Problem Formulation & Overview

Problem Settings. Skeletons-based video anomaly detection
is a task to identify abnormal frames containing irregular
poses from a given video. Generally, skeleton-based meth-
ods first extract human motions x*V = {x! x2 ... xN},
represented as pose sequences of a fixed length N. To
simply the symbol, x'V is denoted as x. In this step,
most existing work adopts the extracted human motion re-
sults from preprocessed skeletal datasets [6], [31], [49].
Next, an anomaly detector is trained to assign a motion-
level anomaly score S(z) {8(x1), 8(x?),...,S(xM)}
to each motion z. Finally, the frame-level anomaly scores
SV) ={S(f1),S(f?),...,S(f")} are obtained through post-
processing according to motion-level anomaly scores S(x),
where V = {f!, f?,..., f'} is a v-frames video and f? denotes
the ¢-th frame. Our work primarily focuses on obtaining
motion-level anomaly scores S(x) for each motion using the
proposed frequency-guided diffusion model.

Overview. In response to the issues mentioned in Sec. I, we
propose a frequency-guided diffusion model with perturbation
training, as illustrated in Fig. 3. To enhance robustness against
unseen normal motions, we introduce a training paradigm
where a perturbation generator G4 produces bounded perturba-
tions on motions x, maximizing reconstruction error to expose
network vulnerabilities while keeping perturbed samples %
similar to seen motions. This perturbation training alternates
with a noise predictor €y, improving the generalization of the
model. Additionally, to address the undifferentiated treatment
of motion details and global information, our model leverages
DCT to separate low-frequency (global) and high-frequency

(local) components. During inference, the frequency-guided
denoising process fuses low-frequency information from gen-
erated motion X t with high-frequency information from ob-
served motion X{, prioritizing the reconstruction of global
structures while preserving critical details.

B. Diffusion Model with Perturbation Training

Motivation. Existing reconstruction-based video anomaly de-
tection (VAD) methods primarily focus on reconstructing seen
normal motions, yet they exhibit limited robustness when
encountering unseen normal motions. As depicted in the blue
region of Fig. 4(a), these methods are typically trained on a
limited set of observed normal motions x°, which restricts
their ability to generalize due to the absence of unseen nor-
mal training motions. Consequently, unseen normal motions,
represented in the red region of Fig. 4(a), are frequently mis-
classified as anomalies, underscoring a significant limitation
in their generalization capability.

To overcome this challenge, we aim to enhance model
robustness by identifying and training on potential unseen
normal motions derived from limited observed normal motions
x°. These potential unseen normal motions, denoted as X°,
should closely resemble observed normal motions x° while
inducing a larger reconstruction error to expose the model’s
weaknesses. Formally, given a neighborhood parameter A
and network parameters 6, the ideal potential unseen normal
motions should satisfy the following conditions:

(a) Similarity to observed normal motions: |x° — X°|| < \;
(b) Increased reconstruction error: S(x°) — S(x°) < 0.

To this end, we propose a perturbation training approach for

diffusion-based models. Drawing inspiration from adversarial
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Fig. 4. The illustration of perturbation training. In Fig. (a), the green and
yellow points denote the original training xj and perturbed motion Iy,
respectively. The red region represents the distribution of unseen normal
samples. Accordingly, Fig. (b) demonstrates that the reconstruction domain is
extended by our proposed perturbation training.

examples [45], our key insight is to expand the model’s recon-
struction domain by generating perturbed examples, enabling
it to better handle unseen normal samples, as illustrated in
Fig. 4(b). Specifically, we introduce a small perturbation § to a
given normal motion x°, producing a potential unseen normal
motion X, which enhances the model’s ability to generalize
across a broader range of normal motion patterns.
Perturbed Motion Generation. To generate these perturbed
motions, we aim to find a perturbation ¢ that maximizes the
loss function while remaining within a constrained neighbor-
hood. This is formulated as:

0 =arg max L(x°+9,0),

SEN(x2,7p) )
where N (x°,\,) denotes the norm constraint with a maxi-
mum perturbation intensity A, and ¢ represents the model
parameters.

Inspired by the fast gradient sign method (FGSM) [45], the
perturbation ¢ can be approximately computed as:

§ = Apsign (Ve L(x°,0)). (8)

where sign(-) denotes the sign function. In this case, the
perturbed motion is then constructed as:

X% = x° + 4. ©)

By design, X° remains similar to x° due to the small pertur-
bation budget )\,, yet it induces a higher loss, making it an
effective sample for exposing the model’s vulnerabilities to
unseen normal motions. Training on such perturbed motions
enables the model to better distinguish between normal and
anomalous patterns, thereby improving its robustness.

Perturbation Generator. However, directly computing gradi-
ents for diffusion models at each iteration, as in Eq. (8), is
computationally expensive and memory-intensive. To address
this, we introduce a lightweight perturbation generator Gy, pa-
rameterized by ¢, to efficiently predict the optimal perturbation
04 at a reduced computational cost. The perturbation in this
way is generated as:

dp = Apsign (Gy(x°)),

Here, the perturbation generator Gy is optimized to maximize
the model’s loss, thereby exposing vulnerabilities to unseen
normal motions, as formulated by:

(10)

max L(x” + 9, 0), (11)
By training G, to produce effective perturbations, the diffusion
model learns to handle perturbed motions X, that mimic
potential unseen normal motions, enhancing its robustness in
a computationally efficient manner.

Theorem IV.1 (Effectiveness of perturbation generator).
Given an observed motion x°, a perturbation generator G
trained by Eq. (11), and a neighborhood parameter ), the
generated perturbed motion X° obtained by Eq. (9) and Egq.
(10) satisfies that:

(a) Similarity to observed normal motions: |x° — x°|| < A;
(b) Increased reconstruction error: S(x°) — S(x°) < 0.

The proof is provided in the Appendix VII-A. Theorem IV.1
confirms that G, generates perturbed motions that enhance
robustness by ensuring similarity to observed motions while
increasing reconstruction error.

Perturbation Training for Diffusion Model. During training,
the parameters of the diffusion model €y are continuously
updated, leading to evolving vulnerabilities in its performance.

Algorithm 1 Perturbation Training for Diffusion Model
Input: The observed motions x°, the noising steps 7', the
maximum iterations Ip.x
Output: The noise predictor €y, the perturbation generator
Go

1: Encode the conditional code: cx = DCT (x°)

2: for i =1,2,3,..., In.x do

3:  Sample the timestep ¢ from U[; 7y

4

5

Sample Gaussian noise e from N(0, 1)
Add noise € to x° using variance scheduler o;: x7 =
\/67txa —+ RV 1 — O_étG

6:  Generate perturbed example using the perturbation gen-
erator: X? = x§ + \,sign(Ge(x7,t))

7. Compute the noise prediction loss: L£(X°,6,¢) =
Eso ¢ [le — o(%,t, )]

8:  Freeze the parameters of G4 and update €y by minimiz-
ing £(%°,6,6)

9:  Repeat the process from lines 4 to 7

10:  Freeze the parameters of €y and update G4 by maxi-
mizing L£(x°, 0, ¢)

11: end for
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To address this challenge, we propose an adversarial train-
ing framework that dynamically optimizes both the diffusion
model € and the perturbation generator Gy4. Specifically, eg
is trained to minimize the loss function £(6,x°), while G,
is optimized to maximize L£(6,%°), where x° and X° are
constrained to remain similar. This adversarial optimization
is formally expressed as:

minmax L(x* + Apsign(Gy(x°)),60,6), (1)
where the loss function £(6,%°) extends Eq. (8) by incorpo-
rating the perturbation generator G4, defined as:

,C(XO,G,QS) :Exo,t [HE—G@()A(;),t,Cxo)H%], (13)

with x¢ defined by Eq. (1). Here, cx. denotes the conditional
code, derived by selecting the top & largest DCT coefficients
DCT(x°), and the perturbed motion XJ is given by:

X7 = x{ + Apsign(Go (x7, 1)). (14

In summary, the proposed framework adversarially opti-
mizes the perturbation generator and the noise predictor during
training, with the detailed procedure outlined in Algorithm 1.

C. Frequency-Guided Motion Denoise Process

Frequency Information in Motion. In signal processing,
high-frequency information refers to rapid variations or fine
details, while low-frequency information represents slower
changes or broad features. Similarly, the low-frequency infor-
mation in human motion provides basic outlines of behav-
ior, e.g., the center of gravity, the gesture pose, and action
categories. In contrast, high-frequency information captures
details of the motion. Owing to the diversity of personal
habits, high-frequency information tends to vary from person
to person, such as the stride length and the extent of hand
swing while walking. As shown in Fig. 5(a), (b), and (c),
the motions containing only low-dimensional information are
almost identical to the original motions, except for only a few
joints. A closer examination of these joints in Fig. 5(d) reveals
that most differences are derived from personal habits, such
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Fig. 5. The visualization of human motions processed by 2D-DCT. (a) original
motions; (b) motions with low-frequency information only; (c) the comparison
between (a) and (b); (d) the skeletal example. Note that the red lines in (d)
denote the discarded high-frequency information, and the red circles represent
the high-frequency joints w.r.t. temporal and spatial dimension.
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as the degree of knee bending when walking. In this case,
the reconstruction quality, especially that of the joints with
high-frequency information, is no longer a reliable indicator
for anomaly detection.

Generative models struggle to accurately reconstruct high-
frequency motion details due to their diversity, but this should
not deem the generated motions unrealistic. Instead, accurate
reconstruction of low-frequency information, combined with
rich high-frequency details, indicates that the motion aligns
with the expected distribution and is not an anomaly. How-
ever, existing methods indiscriminately prioritize all frequency
information equally, which compromises detection accuracy.

To this end, we propose a frequency-guided denoising

process for anomaly detection, comprising three key steps:
(1) frequency information extraction, (2) separation of high-
frequency and low-frequency components, and (3) frequency
information fusion.
Frequency Information Extraction. To capture both tem-
poral and spatial characteristics, we employ the 2D-DCT for
frequency information extraction. The original motion x is
first reshaped into a condensed form x € RV*(C")) where N
represents the temporal dimension, C' the number of channels,
and J the number of joints. The 2D-DCT and its inverse
(IDCT) are applied as follows:

y = DCT (%), (15)

where y € RYV*(¢*/) denotes the DCT coefficients obtained
from the transformed motion X.

Frequency Information Separation. To separate frequency
components, we introduce a DCT-Mask that isolates low-
frequency information from DCT coefficients y. The low-
frequency mask M; € {0, 1}V*(©)) is defined as:

x =IDCT (y),

1, if ly; 5] >,
;1 \y,,J! >7 (16)
0, otherwise,

Mi(y)]ij = {

where 7 is a threshold determined by the top A4 per-
cent largest absolute value among all DCT coefficients in
y, ensuring that only the most significant low-frequency
components are retained. Similarly, the high-frequency mask
My, € {0,1}V*(C) s defined as My, (y) = 1 — My(y),
capturing the complementary high-frequency information.
Pipeline & Frequency Information Fusion. The pro-
posed model utilizes frequency information by fixing the
high-frequency components and combining them with low-
frequency components to generate motions accurately. Given
a motion X; corrupted from observation, and %x¢ generated
from the denoising process, the corresponding frequency in-
formation is obtained by 2D-DCT:

yi =DCT (%), yi{ =DCT(x]). (17)

Then, the DCT coefficients are masked with the DCT-Mask

and combined into a fused coefficient:
yi =yi O Mu(y?) +yi © Mu(y?). (18)

Subsequently, the fused coefficients are transformed into the
original space by IDCT:

xS = IDCT (y5). (19)
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Algorithm 2 Frequency-Guided Motion Denoising Process
Input: The noise predictor €y, the perturbation generator G,
the noising steps T, the perturbation magnitude A,
Output: Generated motion xJ)
1: Encode the conditional code: c¢x = DCT (x°)
2: Sample Gaussian noise x{ ~ N(0,1)
fort=T,T—-1,T—2,...,1do
4: Sample Gaussian noise £ ~ N (0,1) if ¢ # 1; else set
e=0
5:  Add noise € to x° using variance scheduler a;: x7? =
\/&Txo + 1-— Q€
6:  Generate adversarial examples using the perturbation
generator: X = x§ + \psign(Gy(xy, 1)), x{ = xJ +
Apsign(Ge (x{,1))
7:  Reshape the observed motion X7 and generated motion
%¢ into condensed forms x¢ and x{
8:  Transform the condensed motions into the DCT do-
main: y§ = DCT (x?), y{ = DCT (x])
9:  Fuse the observed and generated motions using DCT
masks: y§ = y? © Mu(y?) +y{ © Mi(y?)
10  Transform and reshape the fused motion back to the
original space: x¢ = reshape(ZDCT (y§))
11:  Denoise the motion using the formula:

1 c 1-— (673 c
x! | = ToTt <x75 — mﬁg(xt,t,c)> +(1—y)e
12: end for

13: return The generated motion xS

Finally, the coefficient X7 is reshaped to the motion x7.

During this process, the fused motion is obtained by fusing
high-frequency components of observation with low-frequency
components of generation. Furthermore, the denoised motions
of the ¢ — 1 step are respected as:

1(c 1-a
= X — €
Va ot Vima

Finally, the anomaly score can be obtained by Eq. 4. We
describe the frequency-guided motion denoising process in Al-
gorithm 2. Specifically, the frequency-guided motion denoising
process first encodes the conditional code of the input motion
using the DCT. Then, Gaussian noise is sampled and added to
the motion data using the variance scheduler. Subsequently, for
each time step, the motion data is corrupted by the Gaussian
noise. Next, the adversarial example is generated using the
perturbation generator and both the observed and generated
motions are transformed into DCT space. Finally, the observed
and generated motion data are combined using a DCT-Mask,
and then the fused motion data are converted back to the
original space by IDCT.

(x¢,t,¢)) + (1 —ar)e. (20)

g
Xi—1

V. EXPERIMENT

A. Experimental Setup

Here, we introduce datasets, evaluation metric, and imple-
mentation details in brief.

1) Datasets & Evaluation Metric: We evaluated our ap-
proach on five video anomaly detection benchmarks: Av-
enue, HR-Avenue, HR-STC, UBnormal, and HR-UBnormal.
Avenue [49] has 16 training and 21 test clips from CUHK
campus (over 30,000 frames), with normal pedestrian activities
in training and anomalies like running in test clips; HR-
Avenue [7] excludes non-human anomalies. HR-STC [7], from
ShanghaiTech Campus, includes 330 training and 107 test
videos (over 270,000 frames, 130 anomalies), focusing on
pedestrian activities and anomalies like running, excluding
non-human anomalies. UBnormal, a synthetic dataset via
Cinema4D, has 236,902 frames (116,087 training, 28,175
validation, 92,640 test) with 660 anomalies, designed as
an open-set dataset with no anomaly overlap across splits;
HR-UBnormal [8] filters training anomalies and emphasizes
human-related events.

Following prior work [30], we adopt the Area Under the
Curve (AUC) as the evaluation metric. The higher AUC values
indicate superior anomaly detection performance.

2) Implementation Details: Following prior work [7], [8],
the data is preprocessed via segmentation and normalization.
The model, comprising a perturbation generator and noise
predictor with Graph Convolutional Networks (GCNs) as
the backbone, is trained using the Adam optimizer with an
exponential learning rate scheduler (base rate 0.01, decay
factor 0.99). Anomaly scores are aggregated and smoothed
using post-processing techniques [7], [8]. The hyperparameter
Ap is set to 0.1 for all datasets, while Ay is 0.9 for UBnormal
and HR-UBnormal, and 0.1 for others.

B. Comparison with State-of-the-Art Methods

The performance of the proposed method compared to state-
of-the-art (SoTA) methods is presented in Table I. We ana-
lyze the results across three dimensions: reconstruction-based
methods, skeleton-based methods, and supervised methods.

1) Reconstruction-Based Methods: The proposed method
consistently outperforms all reconstruction-based approaches
across the evaluated datasets. On HR-Avenue, it achieves
an AUC of 90.7, surpassing TrajREC-Pst. [17] by a margin
of 3.1. Similarly, on HR-STC, it reaches 78.6, exceeding
TrajREC-Pst. by 2.9. This improvement is attributed to the
incorporation of perturbed examples during training, which
enhances model robustness and mitigates overfitting, a com-
mon issue in reconstruction-based methods. By improving the
distinction between previously unseen normal and abnormal
samples, the proposed approach ensures more reliable anomaly
detection. Additionally, by prioritizing low-frequency motion
components, it alleviates the challenge of reconstructing high-
frequency details, thereby leading to enhanced performance.

2) Skeleton-Based Methods: Among skeleton-based ap-
proaches, the proposed method achieves the highest perfor-
mance across all datasets, reporting AUC scores of 88.0
on Avenue, 90.7 on HR-Avenue, 78.6 on HR-STC, 68.9 on
UBnormal, and 69.0 on HR-UBnormal. Compared to the pre-
vious state-of-the-art, TrajREC-Ftr. [17], the proposed method
demonstrates consistent improvements, achieving gains of 1.3
on HR-Avenue, 0.7 on HR-STC, 0.9 on UBnormal, and 0.8 on
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TABLE I
COMPARISON OF THE PROPOSED METHOD AGAINST OTHER SOTA METHODS. THE BEST RESULTS ACROSS ALL METHODS ARE IN BOLD, THE
SECOND-BEST ONES ARE UNDERLINED, AND THE SUPERSCRIPT ¥ DENOTES THE BEST PERFORMANCE ACROSS ALL THE METHODS UNDER EACH

PARADIGM.

Type  Method Venue Modality Avenue HR-Avenue HR-STC UBnormal HR-UBnormal
MPED-RNN-Pred. [7]  CVPR’ 2019  Skeleton - - 74.5 - -
Multi-Time. Pred. [18]  WACV’ 2020  Skeleton - 88.3 77.0 - -
PoseCVAE [50] ICPR’ 2021  Skeleton - 87.8 75.7 - -

Pred. AMMC [1] AAAI’ 2021  RGB 86.6 - - - -
F?PN [51] T-PAMI’ 2022 RGB 85.7 - - - -
TrajREC-Ftr. [17] WACV’ 2024  Skeleton - 89.4 * 77.9 ¢ 68.0 * 68.2 *
MPED-RNN [7] CVPR’ 2019  Skeleton - 86.3 75.4 60.6 61.2

Hybrid  sRNN [2] T-PAMI’ 2021 RGB 83.5 % - - - -
MoCoDAD [8] ICCV’ 2023  Skeleton - 89.0 77.6 * 683 * 68.4 *
GEPC [38] CVPR 2020  Skeleton - 58.1 74.8 53.4 55.2
COSKAD-Hype. [39] PR’ 2024 Skeleton - 87.3 75.6 64.9 65.5*

Others  COSKAD-Eucli. [39] PR’ 2024 Skeleton - 87.8 77.1F 65.0 F 63.4
EVAL [52] CVPR’ 2023 RGB 86.0 - - - -
OVVAD [53] CVPR’ 2024 RGB 86.5 * - - 62.9 -
MPED-RNN-Rec. [7] CVPR’ 2019 Skeleton - - 74.4 - -

Rec TrajREC-Prs. [17] WACV’ 2024  Skeleton - 86.3 73.5 - -

" TrajREC-Pst. [17] WACV’ 2024  Skeleton - 87.6 75.7 - -
ST-PAG [9] CVPR’ 2024 RGB 86.5 - - 58.0 -
Rec.  FG-Diff (Ours) - Skeleton 88.0 90.7 * 78.6 * 68.9 * 69.0
TABLE II TABLE III

COMPARISON WITH SUPERVISED AND WEAKLY SUPERVISED METHODS.
“W.S.”, “U.S.”, AND “S.” DENOTE WEEKLY SUPERVISED, UNSUPERVISED
AND SUPERVISED METHODS, RESPECTIVELY.

Method Training Type Params UBnormal
Sultani et. al [54] S. - 50.3
AED-SSMTL [55] S. >80M 61.3
TimeSformer [56] S. 121M 68.5
AED-SSMTL [55] W.S. >80M 59.3
FG-Diff (Ours) U.S. 556K 68.9

HR-UBnormal. Reconstruction-based skeleton methods, such
as TrajREC-Pst. [17], exhibit lower performance, as observed
in the HR-STC dataset where they achieve an AUC of 75.7.
In contrast, prediction-based methods, such as TrajREC-Ftr.,
and hybrid approaches, such as MoCoDAD [8], achieve higher
scores of 77.9 and 77.6, respectively. This discrepancy arises
from the limited ability of reconstruction-based methods to
effectively capture temporal dynamics. The proposed approach
addresses this limitation by reconstructing low-frequency com-
ponents while incorporating high-frequency guidance, thereby
enhancing the modeling of motion patterns.

On the UBnormal and HR-UBnormal datasets, our method
achieves AUC scores of 68.9 and 69.0, respectively, surpassing
state-of-the-art methods like MoCoDAD [8] (68.3 and 68.4)
and TrajREC-Ftr. [17] (68.0 and 68.2). This improvement
stems from perturbation training, which enhances the model’s
representational capacity and robustness.

3) Comparison with Supervised and Weakly Supervised
Methods: Table II evaluates the proposed method with super-
vised and weakly supervised methods. The proposed method

ABLATION STUDIES OF EACH COMPONENT IN THE PROPOSED METHOD.

Method HR-Avenue HR-STC HR-UBnormal
Baseline 87.5 (] 3.2) 752 (. 3.4) 64.4 (| 4.6)
Ours w/o IP 90.4 (4 0.3) 77.4 (4 1.2) 68.7 ( 0.3)

Ours w/ double IP 90.7 (-) 78.5 (1 0.1) 68.6 (| 0.4)
Ours w/o DCT-Mask 89.9 (| 0.8) 78.0 ( 0.6) 68.1 ({ 0.9)

90.7 78.6 69.0

Ours

outperforms existing methods with fewer parameters, demon-
strating the advantage of skeleton-based methods. Even with-
out supervision or visual information, our approach performs
competitively with methods that utilize different types of
supervision. Additionally, our approach boasts a significantly
smaller parameter count compared to its competitors.

C. Ablation Studies

We conducted ablation studies to evaluate the impact of each
component in the proposed method, comparing four models:
“Baseline” (MoCoDAD-E2E [8]), “Ours w/o IP”, “Ours w/
double IP”, and “Ours w/o DCT-Mask”. The Baseline, a
variant of MoCoDAD, encodes conditioned code using a train-
able encoder without relying on reconstruction, thus avoiding
additional hyperparameters for balancing reconstruction and
prediction weights. The proposed model further leverages
DCT to obtain the conditioned code. The other models are de-
fined as follows: (1) “Ours w/o IP” omits perturbation training
while retaining other settings; (2) “Ours w/ double IP” applies
perturbation training with an input perturbation magnitude of
A, doubling this magnitude during inference; (3) “Ours w/o
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TABLE IV
ROBUST ANALYSIS OF PERTURBATIONS TRAINING. “PT” DENOTES
PERTURBATIONS TRAINING.“Ap;” REPRESENTS THE PERTURBATIONS
INTENSITY IN INFERENCE.

Apr w/ PT w/o PT
HR-A. HR-S. HR-U. HR-A. HR-S. HR-U.

0.00 90.7 78.7 68.5 88.7 762 674
0.02 90.6 78.4 68.8 869 750 66.8
0.05 90.7 78.2 68.7 847 738 642
0.10 90.7 78.6 69.0 803 712 635
0.15 90.5 719 68.1 764 695 613
AVg. 90.6+7'2% 78.4+5'3% 68.6+4_0% 83.4 73.1 64.6

DCT-Mask” replaces the DCT-Mask with a temporal-mask,
which completes motion using masked temporal dimensions
for fair comparison, as the proposed model reconstructs entire
motions from partial ones.

1) Effect of DCT-Mask: By examining the fourth row and
the fifth row in Table IV, the results depict that the DCT-Mask
is beneficial for anomaly detection, yielding improvements
of 0.89%, 0.77%, and 1.17%. For generative models, it is
challenging to accurately reconstruct motion details. Thanks to
the DCT-Mask, the proposed method can focus on generating
low-frequency information with guidance of high-frequency
information, leading to satisfying results.

2) Effect of Perturbation Training: In Table IV, the second
row reports the results of the model without perturbation
training, indicating its effectiveness for obtaining a robust
model. To further verify this, we increased the magnitude of
input perturbations only during testing, and the results are
presented in the third row. The results remained unchanged
on the HR-Avenue and declined by only 0.1% and 0.3% on
the others, demonstrating the robustness of the model.

D. Analysis of Robustness and Parameters

1) Robustness of Perturbation Training: We evaluate the
robustness of perturbation training by varying the perturba-
tion intensity Ap; during inference and comparing models
trained with and without perturbation training across three HR
datasets: HR-Avenue, HR-STC, and HR-UBnormal, as shown
in Table IV. The model incorporating perturbation training
consistently outperforms its counterpart across all values of
Apr, achieving average AUC scores of 90.6, 78.4, and 68.6,
respectively, compared to 83.4, 73.1, and 64.6 without per-
turbation training. This corresponds to relative improvements

91.5 80.0
—— HR-Avenue —=— HR-STC
91.0 79.0
o 90.5 o 78.0
2 :
90.0 71.0
89.5 76.0
89.0 75.0
0.0 0.2 0.4 0.6 0.8 0.0 0.2 0.4 0.6 0.8
Adet Adet

(@ (b)

Fig. 6. Sensitivity analyses of DCT-Mask threshold Agcs.

of 7.2%, 5.3%, and 4.0%. Moreover, the model trained with
perturbation training maintains stable performance as Apj
increases, with AUC scores ranging from 90.7 to 90.5 on HR-
Avenue. In contrast, the model without perturbation training
experiences a substantial decline, with AUC scores dropping
from 88.7 to 76.4 on HR-Avenue. These findings demonstrate
the effectiveness of perturbation training in enhancing model
robustness against varying levels of perturbation.

2) Parameter Analysis: We analyze the DCT-Mask param-
eter Age in our frequency diffusion module to evaluate its
impact on performance, with results shown in Fig. 6 for the
HR-Avenue and HR-STC datasets. A smaller Ay reduces the
model’s reliance on high-frequency information, focusing on
low-frequency components. As depicted in Fig. 6(a), the AUC
on HR-Avenue peaks at 90.7 with A4 = 0.10, but decreases
to 89.2 at Ay = 1.0, indicating that excessive high-frequency
information harms performance. Similarly, Fig. 6(b) shows the
AUC on HR-STC dropping from 78.6 at Age = 0.10 to 75.0
at A\geq = 1.0, reflecting a consistent trend. These results sug-
gest that prioritizing low-frequency information (Ager < 0.1)
enhances performance by emphasizing global motion patterns
and reducing high-frequency noise, thus improving anomaly
detection accuracy.

E. Visualizations

Fig. 7 illustrates the anomaly scores about video clips from
two datasets. The results show that the proposed method can
identify abnormal behaviors in the video, such as chasing,
playing, and throwing. The results show that the proposed
method is sensitive to anomalies and can effectively detect
anomalous events. For example, as shown in Fig. 7 (a), the
anomaly score rises sharply when a man throws bags, and
then, the anomaly curve returns to normal. Similarly, Fig. 7
(b) demonstrates a peak in the anomaly score during a chasing

Anomaly score
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Fig. 7. Anomaly score curves on the Avenue and HR-UBnormal datasets. (a)
Avenue dataset; (b) HR-UBnormal dataset. The horizontal axis represents the
frame index, the red circles in the clip of each figure denote the abnormal
events, and the green circles represent the normal ones.
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event, highlighting the ability of method to capture dynamic
behavioral anomalies across diverse scenarios.

VI. CONCLUSION

In this paper, we propose a novel frequency-guided diffusion
model with perturbation training for video anomaly detection.
To improve model robustness, we introduce a perturbation
training strategy to expand the reconstruction domain of the
model. Additionally, we use generated perturbed samples
during inference to enhance the distinction between normal
and abnormal motions. To tackle motion detail generation,
we explore a frequency-guided motion denoising approach
that leverages 2D DCT to separate high and low-frequency
motion components, prioritizing the reconstruction of low-
frequency components for more accurate anomaly detection.
Extensive empirical results show that our method outperforms
other state-of-the-art approaches.

VII. APPENDIX
A. Proof of Theorem IV.1
We provide the proof of Theorem IV.1 here.
Proof. (1) We first prove that the perturbed motion x° is
similar to observed normal motions, i.e., ||x° — X°| < A.

Given a perturbed motion X° defined by Eq. (10) and Eq.
(9), denoted as:

dp = )\psign(g¢(xo)) ,

X% =x"4 4. @1
Assuming that the dimension of motion X° is d, we have:
[ = x°[| =[x 4 dp — x|
= | Apsign (G (x)) | 22)
%) VX,
where @ satisfies since the following relationship holds:
Isign (G, (x))|| < V. 23)

Therefore, let A\ = v/d),, the similarity relationship ||x° —

%°|| < A holds.

(2) Then, We prove that the perturbed motion x° will lead to

an increased reconstruction error, i.e., S(x°) — S(x°) < 0.
Eq. (4) demonstrates that the anomaly score S(x) is directly

measured by reconstruction error, i.e., S(x) = £(x,6). The
perturbed motion X° is obtained by:
X% =x%+ Apsign(g¢(x°)), (24)
and Gy is optimized by:
mgxﬁ(xo + Apsign(g¢(xo)) , 9), (25)

The following relationship holds :
% = argmax £(X%,0), s.t. X7 =x" + Apsign(Gy(x°)),

50

< %’ = argmaxS(x°), s.t. X7 = x% 4 Apsign(Gy (x%)).
(26)

Thus, we have:
S(x%) > 8(x°%) —= S(x°)-8Ex°) <O0. (27)
The proof is completed. O
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