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Abstract

The last decade has seen a number of advances in computationally efficient algorithms for
statistical methods subject to robustness constraints. An estimator may be robust in a number
of different ways: to contamination of the dataset, to heavy-tailed data, or in the sense that it
preserves privacy of the dataset. We survey recent results in these areas with a focus on the
problem of mean estimation, drawing technical and conceptual connections between the various
forms of robustness, showing that the same underlying algorithmic ideas lead to computationally
efficient estimators in all these settings.

1 Introduction

Mean estimation is one of the most fundamental statistical tasks: given samples from a probability
distribution, output an estimate of that distribution’s mean. It is the prototypical question in
statistical inference, and an important primitive that underlies a variety of more complex procedures
(e.g., gradient descent, linear regression, etc.). In other words, understanding mean estimation is
a prerequisite for understanding essentially any other inference task. As we will see, even in this
basic setting, introducing new constraints or desiderata significantly affects the algorithmic ideas
needed to solve the problem, particularly with a focus on computational efficiency.

More precisely, mean estimation refers to the following statistical problem. Given a dataset
X1,..., X, sampled i.i.d. from a distribution D supported on R%, output an estimate [ of its mean
1 2 Exp[X]. The quality of the estimate is usually measured in terms of the £5-distance between
the true mean p and the estimate 1. We will focus on the following two cases for the distribution
D:

1. When it is a Gaussian distribution with identity covariance, i.e., D = N (u,I); and
2. When it has bounded covariance, i.e., (D) < I.

In either of these two cases, a textbook calculation demonstrates the efficacy of the empirical mean
% > X;. Specifically, we have that, with probability > 95%,

n “ n
i=1 2

Furthermore, standard minimax lower bounds establish that no estimator can achieve a rate better

than Q <\/g>, demonstrating that this result is optimal up to constant factors. To summarize,
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under fairly mild assumptions (i.e., only a bound on the variance of the distribution D), the most
basic statistic possible (the empirical mean) achieves the optimal error rate for mean estimation.

However, the picture changes dramatically when we want our estimator to satisfy some flavor
of robustness. Robustness can mean many different things. We may want our estimator to be
robust to contamination of the distribution D. We may desire that our estimator is robust in
the case when the distribution D has heavy tails. And we may require the estimator to preserve
privacy of the given dataset, particularly when the data represents sensitive information pertaining
to individuals — this too can be viewed as a form of robustness, as the estimator is not allowed to
depend too much on individual data points. As we will see, under any of these forms of robustness,
the empirical mean is no longer the ideal solution, and the problem becomes substantially more
complex.

Over the last decade, there have been significant algorithmic advances on statistical estima-
tion in these settings. While previous estimators ran into computational barriers, making them
intractable for settings of even moderate dimensionality, these new results have produced the first
computationally efficient algorithms for robust estimation. We will survey these results with a
focus on mean estimation. Perhaps surprisingly, we will see that many of the same technical ideas
and solution concepts underpin all of these (seemingly different) types of robustness, hinting at a
broader theory for multivariate algorithmic statistics.

2 Contamination

We will first explore the most common notion of robustness for estimation tasks, robustness to
contamination.! Our discussion so far relies heavily upon the assumption that samples are drawn
i.i.d. from a well-behaved distribution D. However, there are many reasons why this may not be the
case for real-world data, and we can view our data as contaminated. By this, we mean that a fraction
of our data comes from some other source, potentially adversarial in nature. Reasons for this
contamination can range from innocuous (e.g., errors by the data curator, model misspecification)
to malicious (e.g., data poisoning attacks [SKL17, DKK™19, CGD*23]). There are a variety of
ways this type of contamination could cause the data to diverge from our assumptions, and we
would like our algorithms to be robust to such deviations.

A classic and well-studied way to capture this style of robustness is Huber’s contamination
model [Hub64] from Statistics. In this model, (1 —n)n samples are drawn i.i.d. from a distribution
D, and nn samples are drawn i.i.d. from some other (adversarially chosen) distribution. The
resulting dataset is thus drawn from a mixture of the original distribution and another distribution
with n-mixing weight, and can be viewed as simulating an adversary who can add a small fraction
of data to the dataset.

We will focus on an even stronger adversary, known as the n-strong contamination model. In
this model, n samples are first drawn i.i.d. from a distribution D. An adversary is allowed to
inspect these samples, and replace any nn of them with arbitrary other datapoints.? The resulting
(modified) dataset is provided to the algorithm.

This setting is more challenging than Huber’s contamination model, in that strong contamina-
tion allows the adversary to a) see the realization of the samples before choosing their contamination
strategy (sometimes called an adaptive adversary); and b) modify points (or, equivalently, add and

In the literature, this setting is most commonly referred to as robust estimation. However, to avoid confusion
with the other forms of robustness, we will instead use the term contamination-robust estimation.

2A common question is whether the algorithm has knowledge of the corruption fraction 1. This turns out to not
matter much [JOR22]. For simplicity, we will assume 7 is known.



remove points), whereas a Huber adversary can only add points.® In particular, this captures the
setting where samples are drawn from a distribution which is n-close to D in total variation distance,
thus expressing situations such as model misspecification. Despite the power of the adversary in the
strong contamination model, we will see that it is still possible to achieve compelling algorithmic
results.

2.1 Univariate Contamination-Robust Estimation

With this contamination model in place, which algorithms are robust? And what error do they
achieve? We will start simple by focusing on Gaussian mean estimation in the univariate case (i.e.,
d = 1), where the variance is known (and, without loss of generality, equal to 1).

A natural question is to ask whether the empirical mean is still suitable for this situation. It is
easy to see that it is not contamination robust: consider an adversary who modifies a single sample
to be extremely far away from the rest of the dataset. This will shift the empirical mean by a large
amount in the corresponding direction. Thus, by corrupting only one datapoint (i.e., n = 1/n), the
adversary can cause the error of the empirical mean to be arbitrarily large.

Fortunately, there are contamination-robust estimators for the mean. The simplest example is
the median: let our estimator i be the 50th percentile of the dataset. It is not hard to argue that
the previous single-point contamination scheme will not be able to shift the median of a Gaussian
dataset that much, but the median also enjoys much stronger robustness properties. Its (folklore)
guarantees are formalized in the following statement.

Proposition 2.1 (Corollary 1.15 of [DK22|). For any n < 1/3, let X1,...,X, be an n-strong
contamination of n samples from N (u,1), for some p € R. If i = median(Xy,...,X,), we have

that, with probability > 95%,
|(L_“| <0 i—l-

This proposition can be shown by reasoning about concentration of the empirical CDF (e.g.,
using the DKW inequality [DKW56]) of the uncontaminated points, and then, while accounting
for the error introduced due to contamination, inverting the CDF of the Gaussian distribution.

The rate enjoyed by the empirical median is the sum of two terms, a recurring pattern we will
see for many robust estimators. The first term is the standard rate from the non-contamination-
robust setting (1/4/n, sometimes called the parametric rate), and we will refer to the excess term
(in this case, ) as the cost of contamination.* It is not hard to show that this rate can not be
improved — optimality of the parametric rate is folklore, and there exists an 7-strong contamination
of N'(u1,1) whose mean is at distance 2(n), demonstrating optimality of the latter term.

In short, the median completely resolves the problem of contamination-robust Gaussian mean
estimation in the univariate setting. More generally, order statistics can be used as contamination-
robust estimators for other univariate statistics — for example, the interquartile range can be used
to robustly estimate the variance of a Gaussian.

3Though it is beyond the scope of this piece, understanding how these differences in capability affect the power
of an adversary remain at the frontier of research [BLMT22, BBKL23].

4Throughout this article, we will de-emphasize focus on certain constant factors. For example, we will elide precise
constant factors in the cost of contamination, though they are known in some cases (e.g., see [DKK118] for analysis
of the median). Similarly, the breakdown point of estimators (the maximum value of n that can tolerated) enjoys
significant study in the literature [Don82, ZJS20] but will not be a focus of our exposition. Such constants may be
important practical considerations.



2.2 Multivariate Contamination-Robust Estimation

Given such strong results for univariate contamination-robust estimation, the natural question is
whether they can be extended to the multivariate setting. Again, we will focus on Gaussian mean
estimation, with covariance known to be the identity matrix /. A natural first approach is to
consider a multivariate generalization of the median.

One such generalization is Tukey’s median [Tuk75]. Informally speaking, Tukey’s median is the
“deepest” point in a dataset. More formally, we let the Tukey depth T of a point 8 € R% with
respect to a dataset X be

1 n
7(X,0) = min — Z 1{oT X; <vT6}.
l[vll=1 7 =
For a point 8, we consider all halfspaces that go through 6 and pick the one that minimizes the
fraction of datapoints it contains. The Tukey depth 7 of # is this minimum fraction of datapoints.
This is a natural measure of depth: no matter which direction you look in from 6, you see at least
T-fraction of the dataset.
The Tukey median is then the point of maximum Tukey depth:
O(X) = arg max 7 X,0).
(X) = arg max (X, 0
Observe that, in the univariate setting, the Tukey median reverts to the median.
The Tukey median enjoys strong guarantees on its robustness to contamination, summarized in
the following theorem.

Theorem 2.2 (Theorem 2.1 of [CGR18], Theorem 3 of [ZJS22]). For anyn < 1/4, let X1,..., X,
be an n-strong contamination of n samples from N(u,I), for some p € R If fi is the Tukey
median of X1,...,X,, we have that, with probability > 95%,

X d
Hu—quSO(\/jJrn)-
n

Once again, the rate is the sum of the non-contamination-robust parametric rate of y/d/n and
the cost of contamination 7. Note that the linear dependence on 7 is the exact same as in the
univariate setting, so this estimator is again optimal.

While the Tukey median resolves the statistical problem, its computational aspects leave much
to be desired. Reflecting on the definition, it attempts to find a point which is central to the dataset
in every univariate projection — it is not clear how to compute such a point. This intuition can
be formalized: it is NP-hard to compute the Tukey median of a set of points [Ber06]. Therefore,
computing the Tukey median in even moderate dimensions is intractable.

Some alternatives one could consider include the coordinate-wise median, or the geometric
median, the point which minimizes the sum of the f»-distances to points in the dataset:’

n
arngmZ | X; — v||2-
i=1
While these quantities are all computationally tractable (see, e.g., [CLM*16] for an efficient algo-
rithm to compute the geometric median), their cost of contamination is necessarily polynomial in
the dimension. The following shows such a barrier for the geometric median, similar results hold
for the coordinate-wise median and other variants.

>The geometric median can be defined similarly for a probability distribution, rather than a dataset.



Proposition 2.3 (Proposition 2.1 of [LRV16]). Let 1 € R? and ¥ € R™? be a diagonal covariance
matriz with 0 in the first coordinate and 1 in all other coordinates. There exists a distribution which
is n-close to N'(u, ) in total variation distance with geometric median fi such that

i = wllz = @ (nVd) .

This implies that, even in the infinite data limit (i.e., n — 00), the ¢3 error in the estimate
of the mean (i.e., the cost of contamination) is Q(v/d). There are many different algorithms that
achieve a similar cost of contamination: arguably the simplest method involves discarding any
sample points that are sufficiently far from a majority of the dataset, and taking the empirical
mean of the remainder. Contrast this dimension-dependent guarantee with the Tukey median,
whose cost of contamination depends only on the fraction of contamination and not the dimension
(Theorem 2.2).

A contamination dilemma: To summarize, all methods we have seen so far (and indeed, all
methods prior to 2016) for contamination-robust mean estimation suffered from one of the following
two deficiencies:

1. The running time of the method scales exponentially in the dimension; or
2. The cost of contamination incurred by the method scales polynomially in the dimension.

Either of these deficiencies renders an approach impractical, even for settings of moderate dimen-
sionality. Despite decades of study, this stood as a longstanding roadblock to realizing contamina-
tion robustness for estimation tasks on multivariate data. In a 1997 retrospective [Hub97], pioneer
of the field Peter Huber lamented this state of affairs.

“It is one thing to design a theoretical algorithm whose purpose is to prove [large
fractions of corruptions can be tolerated] and quite another thing to design a practical
version that can be used not merely on small, but also on medium sized regression
problems, with a 2000 by 50 matrix or so. This last requirement would seem to exclude
all of the recently proposed [techniques].”

2.3 Efficient Multivariate Contamination-Robust Estimation

In 2016, concurrent works on contamination-robust mean estimation by Diakonikolas, Kamath,
Kane, Li, Moitra, and Stewart (DKKLMS) [DKK"16] and Lai, Rao, and Vempala [LRV16] resolved
this tension. DKKLMS provided the first computationally efficient algorithm for contamination-
robust mean estimation featuring a dimension-independent cost of contamination.’

Theorem 2.4 (Theorem 4.22 of [DKK™116]). For any n less than an absolute constant, let X1, ..., X,
be an n-strong contamination of n samples from N (u,I), for some p € R There exists a
polynomial-time estimator j1(Xy,...,X,) such that, with probability > 95%,

i —plle <O (\/%erlog 1/n> :

SLai, Rao, and Vempala [LRV16] give a computationally efficient algorithm where the cost of contamination
depends mildly on the dimension (O(n+/logd)), rather than the dimension independent (O(ny/log1/n)) result of
DKKLMS.




Observe that a) this method is computable in polynomial time, and b) the cost of contamination
is only n+/log 1/n, independent of the dimension d.”

Broadly speaking, computationally efficient contamination-robust estimators can be designed
by first reasoning about properties of the dataset generated from a distribution, and then employing
them to algorithmically limit the impact of contamination. We will explore contamination-robust
Gaussian mean estimation through the lens of a notion of stability (following the presentation
of [DK22], previously termed resilience by [SCV18]). We will first describe how Gaussian data
enjoys stability of its empirical mean and covariance. We then show how to use this stability
property to design an inefficient contamination-robust mean estimator. Finally, we discuss how to
use these ideas to design a simple spectral method that can efficiently compute a contamination-
robust estimate of the mean.

It is well understood that a dataset generated according to a Gaussian distribution will have
an empirical mean and covariance concentrated around the true mean and covariance with high
probability (see, e.g., [Ver18]). In fact, a stronger property holds: all sufficiently large subsets of
the dataset will enjoy such concentration. Indeed, it is possible to show that, with high probability,
a set of O(d/~?) samples from N (u, I) satisfies the following notion of stability with respect to p.

Definition 2.5 (Definition 2.1 of [DK22]). Fiz~y < 1/2. Let X1,... X, € R? be a dataset, and for
a set S C [n], let ug = ﬁ Y ics Xi be its empirical mean and Xg = ﬁ > ies(Xi — ps)(X; — ps)T
be its empirical covariance. Xq,..., X, is (7, 0(y+/log1/v))-stable with respect to a vector u if the
following holds for all subsets S C [n] such that |S| > (1 —~)n:

o ||us — pll2 < O(y/log1/v);
o [Xs—1Ill2 <O(ylog1/y).

Proving that a Gaussian dataset satisfies this definition appeals to arguments involving the tail
bounds of the Gaussian. Indeed, qualitatively similar results can be shown for other “nice” distri-
butions (i.e., satisfying weaker moment bounds) which lead to contamination-robust estimators for
those settings. Observe that the first condition of this stability property immediately implies that
the empirical mean is robust to subtractive contaminations.

It turns out that stability can also be used to reason about properties of general contaminations
of stable datasets.

Lemma 2.6 (Lemma 2.6 of [DK22]). Let X, ..., X,, be avy-strong contamination of a (v, O(y+/log 1/7))-
stable dataset with respect to a vector u. Let u' and X' be the empirical mean and covariance of
this dataset. If ||[X||2 < 1+ ~ylog1/y, then |p — pll2 < O(v4/log1/7).

Essentially, this lemma says that if a contamination of a stable dataset does not have large
eigenvalues, then its empirical mean will be close to the true mean.

Lemma 2.6 immediately gives a (computationally inefficient) algorithm for contamination-robust
mean estimation. For every sufficiently large subset of a contaminated dataset (which is itself a
contaminated dataset with larger contamination parameter 1), compute the top eigenvalue of its
empirical covariance matrix: if it is less than 1+ O(nlog1/n), output its empirical mean. A subset
with this property is guaranteed to exist by the definition of stability.

Though we will not use it immediately, we introduce a related and more general notion of a
spectral center, which is commonly seen across the literature in robust estimation.

"There is evidence that this extra +/log 1/n factor is unavoidable for computationally efficient estimators [DKS17].



Definition 2.7 (Definition 5.1 of [HLZ20]). A point v € R? is a (y, \)-spectral center of X1, ..., X, €
R¢ if

Z w,(X, — V)(XZ — V)T

i=1

min <A,

’LUEWn,'y

2

where W, , = {w €A ¢ |w]e < m}ﬁ

The approach described above demonstrates that, if w is uniform over a large subset of the
points and v is their empirical mean p’, then p’ is a spectral center. However, this definition also
allows for non-uniform weightings, which can be useful for methods that consider soft removal of
points. For the time being, we will return to the special case of finding a subset of our contamination
of a stable dataset that has bounded top eigenvalue.

As an aside, we note that a spectral center satisfies a centrality condition which holds for all
directions: an equivalent interpretation is that, for all unit vectors v € R? the variance of the
dataset v - Xq,...,v - X, is at most XA. The fact that this property holds for all directions is
reminiscent of the Tukey median, and in contrast to the coordinate-wise or geometric median. It
thus seems important for achieving a dimension-independent cost of contamination.

Lemma 2.6 gives us a hint towards designing an efficient algorithm for contamination-robust
mean estimation. If the top eigenvalue of the empirical covariance matrix of a contaminated
dataset is small, we can output the dataset’s empirical mean. This begs the question: what if the
top eigenvalue is large? This implies that, in the one-dimensional projection of the corresponding
eigenvector v, the variance is larger than it ought to be if the data were truly Gaussian. Thus,
we can project onto the top eigenvector v, and attempt to find and remove outliers in this simpler
one-dimensional setting.

Once we focus on this particular one-dimensional projection (which, informally, “looks off”
due to its larger-than-expected variance), there are many ways we can proceed. Our overarching
goal is to remove contaminated points, or at least reduce their influence, in comparison to the
uncontaminated portion of the dataset. One way to do this is to note that the uncontaminated
dataset follows a Gaussian distribution, and thus obeys the corresponding Gaussian tail bounds.
However, since the variance in this univariate projection v is larger than it ought to be, there
must exist a threshold L such that the number of points x where |v - (x — p/)| > L is larger
than these tail bounds prescribe (where p’ is the empirical mean of the dataset). Removing all
such points will remove more contaminated points than uncontaminated points, and serve as a
measure of progress, repeating until all contaminated points are removed, or the top eigenvalue of
the empirical covariance matrix is otherwise small. There are variants of this strategy that one
can employ after projecting in the high-variance direction v, including randomized thresholding,
independent and randomized datapoint removal, and deterministic reweighting of datapoints.

Putting it all together, an algorithm for contamination-robust multivariate Gaussian mean
estimation is described in Figure 1.

2.4 Beyond Gaussian Mean Estimation

Thus far, our focus has been on contamination-robust mean estimation of multivariate Gaussians
with identity covariance. However, these ideas are not limited to this specific case, and can be
extended to many other settings.

8We use A™ to denote the probability simplex over [n].



Figure 1: Algorithm for contamination-robust mean estimation

Input: Dataset X = {X1,..., X,,} € R"*? contamination fraction n € [0, 1]
Output: Mean estimate ji € R?

1: procedure CRMEANESTIMATION(X, 1)

2 e g i X

3 S p YL (G- )X - )T

4: (A, v) + the top eigenvalue/eigenvector pair of 3

5: if A <1+ 0(nlogl/n) then

6 return [

7 else
8 Identify a threshold L such that 13"  1{|jv - (X; — )| > L} is much greater than

Prznvnllv- (2 —p] = L]

9: Y%{XZ : ”U(XZ—,U,)’SL}
10: return CRMEANESTIMATION(Y, 77)
11: end if

12: end procedure

For example, the assumption of identity covariance is quite restrictive: DKKLMS [DKK™16]
further show that an arbitrary Gaussian distribution can be robustly estimated in total variation
distance.

Theorem 2.8. For any n less than an absolute constant, let X1,..., X, be an n-strong contam-
wnation of n samples from N(H’E)’ for some € RL Y € R There exists polynomial-time
estimators [(X1,...,X,) and X(X1,...,X,) such that, with probability > 95%,

dry (N (1, ), N (3, %)) < O (@Jr nlog 1/77) :

Since contamination-robust mean estimation involves inspecting the second moment of the
data for deviations, naturally, contamination-robust estimation of the covariance matrix requires
inspecting the fourth moment. This case proves to be more challenging since we do not have explicit
knowledge of the fourth moment — nonetheless, Gaussians possess enough structure that we can
upper bound the fourth moment in terms of a known function of the second moment, which allows
us to start from a coarse estimate and iteratively improve it.

Gaussianity is another strong assumption. While the algorithms described above also work for
sub-Gaussian distributions,” there exist variants that work for distributions with only a bound on
their variance.

Theorem 2.9 ([DKK'17, SCV18|). For any n less than an absolute constant, let X1,..., X, be
an n-strong contamination of n samples from a distribution D with mean p € R? and covariance
Y. <X I. There exists a polynomial-time estimator (X1, ..., X,) such that, with probability > 95%,

|m—u|rso<\/g+ﬁ>.

Observe that the cost of contamination increases from 7log1/7 to /1 — this is inherent, due to
the weaker assumptions on the moments of the distribution.

9Recall the definition of sub-Gaussian random variables in Definition 3.2.



The applicability of these techniques is not limited to estimation tasks, and can also be used
for supervised learning: Klivans, Long, and Servedio [KLS09] previously employed similar ideas for
robust learning of halfspaces.

Our discussion here only scratches the surface of recent work on algorithmic contamination-
robust statistics — see [DK22] for a more thorough coverage of the topic.

3 Sub-Gaussian Rates for Heavy-Tailed Mean Estimation

We now turn our attention to another form of robustness. Up to this point, we have focused on mean
estimation of Gaussian distributions. Conveniently, Gaussians have very light tails: samples from a
Gaussian are highly unlikely to be extremely far away from the mean, due to (super-)exponentially
decaying tails. This property implies that many procedures applied to Gaussian data automatically
inherit very sharp concentration, including, most germane to our discussion, the empirical mean.
On the other hand, data in the wild may be far more ill-behaved. Specifically, data may come
from distributions with heavy tails, allowing “outlier” points extremely far from the mean to arise
with much higher probability. Such outliers introduce significantly more error for statistics like the
empirical mean. Can we achieve error rates comparable to the Gaussian case, robust to outliers
caused by heavy-tailed data?

To formalize the above discussion, we revisit our original problem formulation. We have focused
thus far on mean estimation with high constant probability of success, e.g., > 95%. We will now aim
for arbitrarily high probability of success, i.e., > 1 — 3 for some 8 > 0. If we analyze the empirical
mean for Gaussian data, we find that it enjoys a very mild dependence on 1/3. In particular, the
required amount of data to achieve a particular accuracy guarantee with high probability is inflated
only by a factor of log 1/, which can be shown to be optimal.

Proposition 3.1. Let X1,...,X, be n samples from N(u,1), for some p € R. If p =137 X,
we have that, with probability > 1 — 3,

i —pl <O (\/—log;/ﬁ) :

This is easy to prove: since ji is the average of n samples from N (u,1), it is distributed as
N (p,1/n). The proposition follows from a Gaussian tail bound.

We recall the following relaxation of Gaussian distributions, namely sub-Gaussian distributions.
Such distributions are defined by having tails that are at least as light as those of a Gaussian
distribution.

Definition 3.2. A random variable X € R is sub-Gaussian with variance proxy K if E [e(X_E[X])t]

exp <¥) for all t, where K is a positive constant.

A random vector X € R? is sub-Gaussian with variance proxy K if the random variable (v, X)
is sub-Gaussian with variance proxy K for all unit vectors v € RY.

Proposition 3.1 holds more generally, for mean estimation of any sub-Gaussian distribution
(with variance proxy 1), and this rate is often referred to as the sub-Gaussian rate.

What if the underlying distribution has heavy tails? This is possible if, for example, the
distribution has only a bound on its variance. Unfortunately, formalizing the deficiency described
above, the empirical mean has an exponentially worse dependence on 1/f in this case.



Proposition 3.3. Let X1,..., X, ben samples from a distribution D with mean p € R and variance
o2 <1. If p=215"  X;, we have that, with probability > 1 — 8,

|ﬂ—u|§0<\/ﬁz>.

This proposition is again shown via a tail bound on the averaged distribution [, which has
variance at most 1/n. The result follows from Chebyshev’s inequality, and this analysis is tight for
the case when we have bounds on only the second moments [Cat12].

The natural question: is it possible to achieve the sub-Gaussian rate for mean estimation,
even when the distribution only has bounded variance? This would allow us to get an accurate
estimate of the mean with very high probability, robust to potentially heavy tails of the underlying
distribution.

The median of means paradigm solves this problem: split the n datapoints into k = Q(log 1/3)
batches, compute their respective means (sometimes called bucket means), and output the median
of the results.

Proposition 3.4. Let X1,..., X, ben samples from a distribution D with mean pu € R and variance
02 <1. LetY1,...,Y}, be the bucket means after partitioning X1, ..., X, into k = ©(log1/3) parts.
If i = MEDIAN(Y7, ..., Y)), we have that, with probability > 1 — 3,

log 1//3) |

li—pl <O (
n

To sketch the analysis: by Chebyshev’s inequality, each bucket mean Y; will be within distance
O(\/k/n) of the true mean p with high constant probability (say, > 90%), and thus with very
high probability (1 — e~**)) most bucket means will be in an interval of width O(/k/n) of the
true mean. If this is the case, taking the median of the bucket means will produce a point in this
interval. Taking k = ©(log 1/3) gives the proposition.

This analysis suggests another (more relaxed) algorithm that achieves the same result for the
univariate setting (up to constant factors): output any point which is within distance O(\/k/n) of
the majority of the bucket means.

Mirroring the case of contamination-robustness in Section 2, in the univariate case, issues with
the empirical mean are relatively easy to resolve via appeal to robust statistics like the median.
Unfortunately, the similarities do not end there: we again run into issues when we try to generalize
and extend to the multivariate setting.

3.1 Sub-Gaussian Rates for Multivariate Data

In d-dimensional settings, the sub-Gaussian rate (achieved by the empirical mean for sub-Gaussian

distributions) is
1 log 1
IS X —u §O<\/E+1/M>, (1)
n ) n n

Compare this with the rate of the empirical mean for distributions with only bounded second

moment:
1 Z" [ d

10




Once again, we see that the dependence on § degrades from logarithmic to polynomial. But,
additionally, we also see that the ideal sub-Gaussian rate of (1) decouples the dependence on d and
1/5 — the log 1/ thus effectively serves as an additive overhead in the amount of data n required.
The same is not true for the rate (2) of the empirical mean for heavy-tailed distributions, where it
incurs a multiplicative overhead.

So how do we achieve the sub-Gaussian rate for heavy-tailed data, even in the multivariate
setting? We will try to extend the median of means paradigm. Once again, we will compute
the bucket means of several subsets of the data, and combine them using some sort of median.
We can start by trying the alternative to the standard median proposed above: output any point
which is close to the majority of the bucket means in ¢ norm (sometimes, such a point is called a
simple median). The argument is similar to before: each bucket mean will be within fs-distance
O(y/d(k/n)) of the true mean p with high constant probability, and therefore with very high
probability (1 — e_Q(k)), most bucket means will be in an ¢y ball of comparable radius. Taking
k= 0©(log1/5) gives the following guarantee.

Proposition 3.5. Let X1,..., X, be n samples from a distribution D with mean p € R% and
covariance 3 =< I. Let Yi,...,Y. be the bucket means after partitioning Xi,...,X, into k =
©(log1/B) parts. If i = SIMPLEMEDIAN(Y?,...,Y}y), we have that, with probability > 1 — 3,

A /dlog 1/

We see that, while we incur the desired logarithmic dependence on 1/4, in contrast to (1), it
multiplies the dimension d. Other simple strategies for aggregating the bucket means, such as the
geometric or coordinate-wise median, suffer from the same deficiency.

In 2017, Lugosi and Mendelson [LM19] proposed a variant of what is now called a combinatorial
center.'% This can be seen as a refinement of the simple median: it seeks to find a point which is
close to a majority of the bucket means in every univariate projection. More formally, we have the
following definition.

Definition 3.6 (Definition 5.2 of [HLZ20]). A point v € R? is a (v, \)-combinatorial center of
Yi,..., Y, € RY if for all unit vectors v € R?,

Z]l{(Yi—y,w 2\/X} < ~k.

i=1

The following key lemma, showing that the mean u is a combinatorial center of the bucket
means, is central to the approach introduced by Lugosi and Mendelson [LM19].

Lemma 3.7. Let X1,...,X,, ben samples from a distribution D with mean p € R% and covariance
X <X I. Let Yy,...,Y, be the bucket means after partitioning Xi,..., X, into k parts. With
probability at least 1 —e=2®) | 1 is a (0.01,r,%)-combz’natorial center of Y1,..., Yy, where

Setting k = Q(log1/5) and reasoning that any two combinatorial centers must be close gives
the following result.

1076 better capture the chronology of this rapidly evolving research area, we reference the original 2017 appearance
on this result on arXiv, rather than [LM19]’s 2019 publication.
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Theorem 3.8 ([LM19]). Let X1,...,X, be n samples from a distribution D with mean u € RY
and covariance % =< I. Let Y1,...,Y, be the bucket means after partitioning X1,...,X, into
k =0©(log1/B) parts. There exists an estimator fi(Y1,...,Yy) such that, with probability > 1 — f3,

1= pl2 <O (\[ \/W)

In other words, using the combinatorial center in the median-of-means paradigm, we can achieve
the sub-Gaussian rate for mean estimation with heavy-tailed data. The main caveat is once again
computational in nature. Similar to the Tukey median, a combinatorial center is central to the
dataset in every one-dimensional projection, which creates computational challenges: it is not clear
how to efficiently locate a combinatorial center, or even certify that a point is one (that is, given
a point purported to be a combinatorial center, verify that it indeed satisfies the definition). In
fact, it can be viewed as a slight relaxation of the Tukey median: in cases where a point of high
Tukey depth exists, a combinatorial center is close to a Tukey median in every one-dimensional
projection. Lugosi and Mendelson focused entirely on statistical properties of the combinatorial
center, and left open whether such an object could be efficiently computed.

A heavy-tailed dilemma: To summarize, we face barriers reminiscent to those we described for
robustness. Prior to 2018, all existing methods for mean estimation of heavy-tailed distributions
suffered at least one of the following deficiencies:

1. The running time of the method scales exponentially in the dimension; or

2. The dependence on the (inverse of the) failure probability (3 is greater than in the sub-Gaussian
rate, either linear rather than logarithmic, or being multiplied by a dimension-dependent
factor.

3.2 Efficient Sub-Gaussian Rates for Multivariate Data

In 2018,'' Hopkins [Hop20] managed to bypass these barriers, giving an efficient algorithm for
computing a combinatorial center, and thus the first computationally efficient algorithm for mean
estimation of heavy-tailed distributions with sub-Gaussian rates.

Let’s start with a simpler problem: suppose someone gave you a point v € R?, which they
claimed was a (7, A)-combinatorial center of a dataset Y7, ...,Y;. How would you certify that this
was the case? This can be done (inefficiently) using the following quadratic program (QP-CC).

b; subject t P-CC
mZ subject to S
b; € {o, 1} Vi € [k]
lv]l3 =1
bivVA < (Y; — v, bv) Vi € [k]

In particular, the objective function is at most vk if and only if v is a (7, A\)-combinatorial center.
To interpret this quadratic program, the first constraint enforces that the b;’s are indicators,
and the second ensures that v is a unit vector. The most important constraint is the third: if b; = 1,

' Again, we reference the 2018 announcement of the result on arXiv, rather than the 2020 publication of [Hop20].
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this “counts” (via the objective function) that Y; is distant from v in the direction v (otherwise, if
b; = 0, the condition is vacuously satisfied). The optimization problem tries to find the direction
v (and the corresponding count) that maximizes the number of points that exceed this distance
condition. If the worst case over all directions v is at most vk, then we certify that v satisfies
the definition of a (7, \)-combinatorial center. However, recall that this optimization problem is a
quadratic program, which can not in general be solved efficiently.

Instead, Hopkins considers a semidefinite programming (SDP) relaxation of this optimization
problem. Let v € R4V € R4 p ¢ R¥, B € RF*k W ¢ RF*4 he the optimization variables. Then
we can consider the following optimization problem.

k
maxz b; subject to (SDP-CC)
i=1
By =b; Vi € [k]
Tr(V)=1
bivVX < (Y; — v, W3) Vi € [k]
1ol o7
b B W| >0
v WT VvV

To see this is a relaxation of the quadratic program, consider a solution v,b to the quadratic
program (QP-CC), and let V = vo”, B = bb", and W = bv”. The fact that v and b satisfy the
constraints of the quadratic program (QP-CC) imply they satisfy the corresponding constraints of

the SDP (SDP-CC), and since the matrix in the final constraint can be written as [11)} [167 0T ], it
is satisfied as well. Importantly, since the relaxed program (SDP-CC) is an SDP, we can efficiently

find a solution to (SDP-CC).
We introduce a definition for a combinatorial center that can also be certified by (SDP-CC).

Definition 3.9. A point v is a certifiable (v, \)-combinatorial center of Y1, ..., Yy € RY if the value
of (SDP-CC) is at most vk.

Observe that, since (SDP-CC) is a relaxation of (QP-CC) (and thus, its objective function is
larger), every certifiable (v, A\)-combinatorial center is also a (vanilla) (v, A)-combinatorial center.
However, the reverse is not necessarily true: a point may be a combinatorial center, but the
objective function of (SDP-CC) may be large, and thus, we would be unable to certify its centrality.
Remarkably, the following lemma shows that this is not the case for the true mean p, which is
certifiably central with high probability.

Lemma 3.10 (Lemma 2.8 of [Hop20]). Let Xi,...,X,, be n samples from a distribution D with
mean p € R? and covariance ¥ < I. Let Yi,...,Y} be the bucket means after partitioning
X1,..., Xy into k = ©(log1/B) parts. Letting v, = \/% + 4/ logi/ﬁ, we have that p is a certi-
fiable (0.01, O(T,%))—combmatom'al center of Y1,...,Y) with probability > 1 — 3.

At this point, we know how to certify that the true mean p is a combinatorial center. The ques-
tion of how to find a combinatorial center remains. One approach, employed by Hopkins [Hop20],
is based on the powerful Sum-of-Squares (SoS) proofs-to-algorithms framework [BS16]. This tech-
nique has enjoyed tremendous success in developing efficient algorithms for a range of problems
within and beyond the realm of robustness [RSS18]. However, SoS-based algorithms can be tech-
nical and require significant background. In this article, we focus instead on a simpler and more

13



intuitive descent-based approach subsequently introduced in 2019 by Cherapanamjeri, Flammarion,
and Bartlett [CFB19].

Returning to the quadratic program for certification: suppose we try to certify a point v which
is not a combinatorial center. What would a solution to the quadratic program (QP-CC) look like?
In addition to returning the indicator b;’s (telling us which points are “far”), it produces a vector
v, pointing in the direction of these far points. Intuitively, taking a step in this direction to v + (v
(where ( is some judiciously chosen step size) should give us a point which is “more central” to the
dataset. We can iterate this process on v + (v, repeatedly obtaining a new direction to step in and
eventually finding and certifying a point ji to be a combinatorial center.

Of course, this discussion revolves around obtaining solutions to the quadratic program (QP-CC),
which we can’t do in polynomial time. It turns out that the same general approach still works even
on the relaxed SDP (SDP-CC). Indeed, while initial works required a non-trivial rounding scheme
to extract a direction from the matrix V, it was subsequently shown by Hopkins, Kamath, and
Majid [HKM?22] that one can use the direction v in the SDP without further modification, despite
the loss of the interpretation in the quadratic program described above.

By putting these pieces together, one can conclude a computationally efficient algorithm for
mean estimation with sub-Gaussian rates, robust to potential outliers caused by heavy-tailed data.

Theorem 3.11 ([Hop20, CFB19]). Let Xi,...,X,, be n samples from a distribution D with mean
€ R and covariance ¥ < I. There exists a polynomial-time estimator a(X1,...,Xy) such that,

with probability > 1 — f3,
. d log1/8
e <\ﬁ+\/—g / ) -
n n

3.3 Connections with Contamination

At this point, we have seen a number of parallels between robust mean estimation under contam-
ination and heavy-tailed settings. In both cases, classic algorithms were either computationally
inefficient or obtained a sub-optimal error. We could design efficient algorithms by defining an
appropriate centrality notion (either spectral or combinatorial, respectively) and solving tractable
optimization problems which either certify that a solution is good, or provide an “interesting”
direction v containing many outliers. It is natural to ask whether there are deeper connections
between the two problems.

In fact, though not a focus of the original works, it is now considered folklore that with a careful
setting of parameters, the combinatorial center in the median-of-means paradigm is automatically
contamination robust, thus giving both types of robustness simultaneously! To see this, recall that
our goal was to find a (0.01, O(r%))-combinatorial center of the bucket means. This notion is natu-
rally contamination robust: if (say) 0.001% of the bucket means were modified, then the “centrality”
(i.e., the score function of (QP-CC)) of any candidate center v changes by at most 0.001k. There-
fore, if we find a (0.01, O(r%))—combinatorial center under such contamination, it was (at worst) a
(0.011, O(r%))-combinatorial center prior to contamination. Such loosening of the parameters turns
out to be OK throughout the analysis, in particular for the relaxed SDP (SDP-CC).

However, we were reasoning about the number of bucket means that were modified, and not
the amount of contamination of the original dataset. It is easy to relate these two quantities: if
nn (the number of contaminated points in the original dataset under n-strong contamination) is at
most 0.001k, then no more than 0.001% of the bucket means can be modified. This introduces the
condition k£ = Q(nn), in addition to the previous condition that £ = Q(log1/3). Carrying through
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the analysis gives an estimator which is both contamination-robust and enjoys sub-Gaussian rates.

Theorem 3.12. Let X1,..., X, be an n-strong contamination of n samples from a distribution D
with mean p € R and covariance ¥ < I. There exists a polynomial-time estimator fi(X1,...,X,)
such that, with probability > 1 — 3,

i — pll2 < O (@ﬂ/l(’gi/ﬁ wﬁ) .

To hint at where the rate comes from, we can substitute k& = Q(nn + log 1/5) into Lemma 3.7
to show that the mean p is a combinatorial center of the bucket means with the described radius.
Note that this incorporates both the optimal rate in terms of both contamination (cf. Theorem 2.9)
and sub-Gaussianity.

Others have subsequently investigated algorithmic connections between contamination and sub-
Gaussian rates [DL22, PBR19]. In a 2020 work, Hopkins, Li, and Zhang [HLZ20] made an important
conceptual contribution, relating the two solution concepts we have seen thus far. Specifically,
they showed that the spectral center (Definition 2.7) and combinatorial center (Definition 3.6) are
equivalent to each other, up to some gap in constants (see Propositions 5.1 and 5.2 of [HLZ20]).
Algorithmically, this shows that one can use either the combinatorial or the spectral center with
the median-of-means paradigm to achieve sub-Gaussian rates. In a similar vein, Diakonikolas,
Kane, and Pensia [DKP20] simultaneously showed that, more generally, any contamination-robust
estimator based on stability (of the sort used in Definition 2.5) can be employed as an aggregator
in the median-of-means paradigm to achieve the sub-Gaussian rate.

4 Differential Privacy

As our last vignette, we turn a very different type of robustness: the celebrated notion of differential
privacy [DMNS06].

Definition 4.1 ([DMNS06]). An algorithm A : X™ — Y is (g, 0)-differentially private (DP) if,
for all datasets X, X' € X™ that differ in one entry and for all S C Y, we have that

Pr[A(X) € S] < ¢ Pr[A(X') € 8] + 6.

This is a rigorous and quantitative notion of data privacy, which, informally speaking, prevents
an adversary who observes the output of the algorithm from inferring too much information about
its individual input datapoints. A differentially private procedure is protected against a number
of common risks, including regurgitation of input data, reidentification of individuals, dataset
reconstruction, and more [DSSU17]. Roughly speaking, ¢© bounds the multiplicative increase in
probability of any event if one person’s data is included /excluded from the dataset, and 6 bounds the
additive increase in probability of the same, e.g., a catastrophic privacy loss. For more discussion
on the definition of differential privacy, see the book of Dwork and Roth [DR14].

Differential privacy enforces that the estimator is robust, in a manner reminiscent of our dis-
cussion on contamination. Both constraints require the estimator to behave nicely when elements
of the dataset experience gross corruptions. However, the superficial similarities end there, as the
two settings differ in their parameter regimes (contamination-robust estimators typically tolerate
corruptions of a constant fraction of the dataset, whereas privacy pertains primarily to when one
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point is corrupted),!? when their guarantees must hold (contamination-robustness only provides
meaningful guarantees when the dataset is “nice,” whereas differential privacy must hold for ev-
ery dataset), and how strong these guarantees are (contamination-robustness only requires that the
output is close, while privacy corresponds to the stronger condition that the distribution of outputs
is close). Nonetheless, we will once again observe surprising technical and conceptual connections
between contamination robustness and privacy.

4.1 Privacy Fundamentals and Three Mean Estimators

We will focus on private mean estimation under differential privacy, restricting our attention to
distributions D with bounded covariance ¥ < I.13 Given a dataset X7,..., X, € R% our goals for
the estimator fi(Xy,...,X,) are twofold:

o (Accuracy) If Xy,..., X, ~ D, ||t — p||2 is small with high probability;
e (Privacy) For any dataset X1,..., Xy, i is (¢, §)-differentially private.!4

One of the simplest tools in differential privacy is the Laplace mechanism. Given a func-
tion, adding Laplace noise proportional to its ¢1-sensitivity produces an output which is (e, 0)-
differentially private. Recall that the (zero-mean) Laplace distribution with parameter b, denoted

Lap(b), has PDF % exp <—‘—Zg‘> for all z € R.
Proposition 4.2 (Laplace Mechanism). Let f : X" — R? be a function, and

N I, | £(X) = F(XN)]|,

be its £1-sensitivity. Then the Laplace mechanism is
A(X) = f(X)+(Zl77Zd)7

AY)
£

where the Z; are independent Lap( > random variables. The Laplace mechanism is (g,0)-

differentially private.

Note that the Laplace mechanism gives a very strong guarantee of (¢, 0)-differential privacy. This
special case of (g, d)-differential privacy with 6 = 0 is sometimes called pure differential privacy.

We can use the Laplace mechanism to design an (e, 0)-differentially private algorithm for mean
estimation.

Theorem 4.3 ([KSU20]). Let X1,...,X, ben samples from a distribution D with mean pu € RY
such that ||p|l2 < Vd and covariance ¥ < I.'> There exists a polynomial-time (e,0)-differentially

12Using a property known as group privacy, differential privacy still gives meaningful guarantees when O(1/¢)
points are changed. Nonetheless, observe that the two cases are distinguished in that estimators tolerate a constant
fraction versus a constant number of modified points.

Y3 There is also significant study into private Gaussian mean estimation (see, e.g., [KV18, KLSU19, BKSW19,
BGS™21, BHS23, KDH23, HKMN23]), but we focus on the bounded covariance setting which captures the most
interesting difficulties.

14\We will focus on the “high privacy” regime, where £ < 1.

'5In the differential private setting, many estimators incur some dependence on a bound R for the mean, i.e., a
value such that [|u]l2 < R. In many cases this cost is logarithmic in R, and is shown to be necessary by matching
lower bounds. To streamline our presentation, we focus on the case where we start with a “coarse estimate” for the
mean p with £2-error V/d and re-center around it, yielding the condition ||ull2 < V.
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private estimator (X1, ..., Xy) such that, with probability > 95%,

- d d3/2
I~ sl < O <\ﬁ+ \/—> .
n ne

How can we use the Laplace mechanism to design a private algorithm for mean estimation?
The straightforward approach is to add Laplace noise to each coordinate of the empirical mean.
Unfortunately, the empirical mean has unbounded sensitivity, and thus the Laplace mechanism
would prescribe adding infinite amounts of noise.

The natural adjustment is to instead consider the clipped mean: let Clip.(X) = X if || X|]2 < 7,
and &—XQ otherwise.!” That is, if a point has ¢y-norm greater than 7, we rescale it so that it sits

on the /5 ball of radius 7. We can then apply the Laplace mechanism to this statistic:

n (N @4
1 Z Clip,(X;) + Lap <i> .
n izl g

The #1-sensitivity Agf ) of the 7-clipped mean can be computed to be O (% . \/E) this is the fo-

sensitivity of the statistic (7/n) scaled up by v/d to convert to a bound on the ¢;-sensitivity. The

magnitude of the noise is thus O (%—@) per coordinate, leading to the noise contributing an overall

l9-error of O (Z¢). On the other hand, the clipping operation itself introduces some error by biasing
ne

the empirical mean. A calculation [KSU20] bounds the bias of clipping at 7 by O (@) Choosing

the value of 7 to balance the error due to bias and noise allows us to conclude Theorem 4.3.
To highlight some key features of this algorithm, it:

e is computationally efficient;
e enjoys the strong notion of pure (g,0)-differential privacy; and
e requires n = Q(d3/ 2) samples to ensure constant error.

While the first two properties are favorable, the third property leaves something to be desired:
recall that the non-private setting requires only n = Q(d) samples to achieve a similar guarantee,
and thus we have incurred an extra factor of Q(v/d) in the requisite amount of data. Our aim is
to match the behavior in the non-private setting, and require only n = O(d) samples to ensure
constant error.

An slight variant of this approach appeals to another fundamental tool in differential privacy:
the Gaussian mechanism. The Gaussian mechanism adds noise scaled to the ¢2-sensitivity (which
is smaller than the ¢;-sensitivity) but guarantees only (e,6)-DP with § > 0 — this is sometimes
referred to as approximate differential privacy, and it is qualitatively weaker than pure DP. A
similar algorithm and analysis as before yields the following result.

6Tn the parameter regime of interest (where € is small), the statistical error due to randomness of the samples
(v/d/n) is a lower-order term in the error rate. Nonetheless, we leave it present in the expression to emphasize the
cost of privacy.

Note that the clipped mean is itself a type of robust estimator. However, returning to the setting of contamination
robustness, its cost of contamination would be the dimension-dependent 77\/87 falling short of the ideal n that more
sophisticated estimators obtained. As we will see here, this weakly robust estimator will also be deficient for privacy
purposes.
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Theorem 4.4 ([KSU20]). Let X1,...,X, ben samples from a distribution D with mean pu € RY
such that ||pl|2 < Vd and covariance & < I. There exists an polynomial-time (g, 8)-differentially
private estimator (X1, ..., Xy) such that, with probability > 95%,

~ d+/log1/6
=l < 0 [ [4 /oB 1

e is computationally efficient;

This algorithm:

e satisfies approximate (e, d)-differential privacy; and
e requires only n = O(d) samples to ensure constant error.

This time, while the first and third properties are ideal, the second is deficient. Though approximate
DP is still a strong privacy notion, we would prefer the strongest notion of pure DP.

For yet another approach, we turn to a third tool in the differential privacy toolbox: the expo-
nential mechanism. In contrast to the privacy mechanisms we have seen based on noise addition,
the exponential mechanism is a sampling-based algorithm.

Proposition 4.5 (Exponential Mechanism [MTO07]). Let X™ be the set of n element datasets, H
be a set of objects, and s : X™ X H — R be a score function that outputs the “quality” of an object
h with respect to a dataset X. Let

A =max max |[s(X,h)—s(X' 1)
heM X, X'eXn
be the sensitivity of the score function.
The exponential mechanism s the algorithm which, given input dataset X, outputs an object

h € H with probability proportional to exp (—55(2‘2’}1)),

The exponential mechanism enjoys the following guarantees:
e (Privacy) It is (e,0)-DP with respect to the input dataset X

o (Utility) It outputs an object h with score s(X,h) > OPT(X)— % (In|H| + t) with probability
at least 1 — exp(—t), where OPT(X) = maxpey s(X, h).1

The exponential mechanism assumes that some score function measures the quality (with respect
to a dataset) of each object in a set. The goal is to privately output an object with a large score.
Non-privately, one would simply compute the score for all objects, and output the object with
the largest score — indeed, this corresponds to the exponential mechanism when ¢ = oco. The
exponential mechanism instead samples an object randomly, with more probability assigned to
objects with higher scores. The distribution is defined in a way that ensures pure differential
privacy, and simultaneously gives very strong utility guarantees.

While the description of the exponential mechanism is somewhat abstract, it is quite a general
and expressive primitive. For example, the Laplace mechanism can be phrased as a special case:
for a univariate function f, one can instantiate the exponential mechanism with H = R and

s(X,h) = —|f(X) = hl.

18The exponential mechanism also applies to infinite 7, but we restrict our attention to the finite case for illustrative
purposes.
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For many algorithmic tasks, the exponential mechanism serves as a simple and easy-to-analyze
baseline, providing near-optimal error with a given amount of data. The major caveat is that it is
not, in general, computationally efficient. Naively, one must compute the score function for every
object in ‘H to define the probability distribution, and for many applications of interest, H will be
exponentially large (or even infinite), making this computationally intractable.

With this caveat in mind, an algorithm based on the exponential mechanism provides the
following guarantee.

Theorem 4.6 ([KSU20]). Let X1,...,X, be n samples from a distribution D with mean p € R?
such that ||pu|2 < vd and covariance ¥ < I. There exists an (g, 0)-differentially private estimator™
(X1, ..., Xy) such that, with probability > 95%,

||n—u||2sé<\/g+\/n§>.

Before we delve into details of the algorithm, we revisit the same three key properties of this
algorithm:

e it is not computationally efficient;
e it enjoys the strong notion of pure (g, 0)-differential privacy; and
e it requires only n = O(d) samples to ensure constant error.

While this algorithm achieves the ideal privacy and error guarantees, the computational intractabil-
ity is problematic.

To instantiate the exponential mechanism, we need to define a set of objects and a score function.
Our objects will be candidates for the estimate of the mean: that is, a subset of @ = {v € R?
|v|la < V/d}. To make our set of objects finite, we consider a cover of ©, a subset H C © such
that for every v € ©, there exists a nearby v/ € H such that || — v/||2 is small. Note that the size
of such a cover is necessarily exponential in the dimension d. Thus, naively, the running time of
the exponential will also be exponential in d. On the other hand, observe that the loss in utility
(described by Proposition 4.5) has only a mild logarithmic dependence on the size of H (and thus
a linear dependence on the dimension d) — this will be important when bounding the final error.

It remains only to define a score function. The score function should indicate how “good” a
candidate v for the mean is, quality being measured with respect to the dataset X. Furthermore,
as prescribed by the utility guarantee in Proposition 4.5, the score function should also have low
sensitivity. These desiderata naturally lead us to revisit the quadratic program for combinatorial
centrality (QP-CC).2Y Recall that a low objective function of (QP-CC) for a point v indicates that
it is a combinatorial center, and thus a good estimate for the mean. Furthermore, since the objective
function simply “counts” the number of far points, it is not hard to see that the sensitivity A is
bounded by 1. As a minor detail: since a combinatorial center corresponds to a point with a low
objective function for (QP-CC) but the exponential mechanism tries to find a high scoring point,
we actually consider the score function to be the negative of the objective function of (QP-CC).

The more substantial difference in our application of (QP-CC) (in comparison to that in
Section 3) is the number of pieces k we partition our data into. Recall that previously, we set
k = Q(log 1/5) to achieve sub-Gaussian rates, and k = Q(nn) to achieve robustness. This time, we

9For a unified presentation, we describe a private estimator based on combinatorial centrality. This is thematically
similar to (but technically different from) the algorithm in [KSU20], which achieves the same rate.
2ORevisited later, this score function can be seen as an instantiation of the inverse-sensitivity mechanism.
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Figure 2: Algorithm for private mean estimation
Input: Dataset X = {X1,..., X,,} € R"*? privacy parameter &
Output: Mean estimate /i € R?
1: procedure SLOWPRIVATEMEANESTIMATION(X €)

2: H <+ an O ( i)-cover of the fy-ball of radius v/d

En

3: for i =1 to k = ©(d/e) do

& S DD (I

5: end for

6: for v € H do

T: s(X,v) + negative of the objective function of (QP-CC) on input Yi,...,Y;, A= O (%)
8: end for

9: sample /i according to the distribution p(v) o exp (W) forallve H

10: return [

11: end procedure

will set k = Q(d/e) for privacy. Again, we split the dataset into k parts and compute the bucket
means of each, which we denote as Y7,...,Y,. Following Lemma 3.7, we can see that the mean
u (and, to account for the discretization of the cover, any point which is sufficiently close) is a

<0.01, 0 (%))-combinatorial center. This implies that the objective function of (QP-CC) for such

a point will be > 0.99k = Q(d/a), and, by the utility guarantees of Proposition 4.5, the loss of
score due to running the exponential mechanism will be only O (% log [H|) = O (d/e). This implies
that the exponential mechanism will still return a combinatorial center of the dataset, and conse-
quently, a low-error estimate of the mean as described in Theorem 4.6. The algorithm is describe
more precisely in Figure 2.

A privacy trilemma: To summarize, at this point, we have seen three different algorithms, each
of which suffers from one of these three deficiencies:

1. computational intractability;
2. approximate (g,0)-differential privacy, rather than pure (g, 0)-differential privacy; or

3. requiring n = Q(d%/?) samples to achieve constant error, rather than n = O(d).

4.2 Efficient Multivariate Private Estimation

In 2022, Hopkins, Kamath, and Majid [HKM22] gave the first efficient pure DP algorithm for mean
estimation which requires only n = O(d) samples to achieve constant error.

Theorem 4.7 ([HKM22]). Let X1,..., X, be n samples from a distribution D with mean p € RY
such that ||p|le < Vd and covariance ¥ < I. There exists a polynomial-time (,0)-differentially
private estimator i(X1,...,X,) such that, with probability > 95%,

) -( [d d
|W—Mb§0<¢j+v—>-
n ne
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The algorithm is an adaptation of the aforementioned approach based on the exponential mech-
anism. This algorithm has the privacy and accuracy guarantees that we are aiming for, the only
drawback is that it is not computationally efficient. Recall that it is slow for two reasons: first,
computing the score function for a single object is slow (since it involves solving the quadratic
program (QP-CC)), and second, naively, we must compute the score function for exponentially
many objects in our cover. We will deal with these issues one by one.

To deal with inefficiency in computing the score function, we turn to the same ideas employed
in Section 3. Specifically, we can relax the QP (QP-CC) using the same SDP (SDP-CC) as before,
and similarly adapt the analysis (e.g., bound the sensitivity, etc.).

This might suffice if our goal were to efficiently and privately certify a single candidate as a
combinatorial center. But since our goal is to efficiently and privately locate such a point, we must
further modify the framework. Recall that optimization problems (QP-CC) and (SDP-CC) had
two purposes: certifying that a point is a combinatorial center, and if not, selecting a direction that
would progress towards finding one. However, the current invocation of the exponential mechanism
only allows for the former. Similar to Section 3 we adopt a descent-based approach, wherein each
step, we use the exponential mechanism to select a direction with high score (which here means that
there are many points in that direction that are far). This doesn’t solve our problems with sampling:
if we took a cover over all directions, this would still be exponential in size, and computing the
distribution for the exponential mechanism would remain intractable.

Instead, we appeal to the literature on efficient sampling from log-concave distributions. In-
deed, the exponential mechanism samples from a distribution of the form exp (¢ - f(v)). Thus, if
f(v) is concave, then the exponential mechanism samples from a log-concave distribution. This
turns out to be the case for the optimization problems we consider — it is not hard to show this
follows for any linear function optimized over a convex set. Classical work on log-concave sampling
generally guarantees that we sample from a distribution that is close is total variation distance to
the distribution of interest. However, to provide (g, 0)-differential privacy, we require multiplicative
closeness on the probability of every event, which is stronger than total variation closeness. Fortu-
nately, Bassily, Smith, and Thakurta [BST14] provide private log-concave samplers with precisely
this style of bound.

Putting all the pieces together, the resulting algorithm ends up being very similar to the it-
erative descent-based algorithm that we used to obtain sub-Gaussian rates for heavy-tailed mean
estimation. The key difference is that, to guarantee privacy, every step is implemented “noisily”
through the exponential mechanism.

More broadly, this algorithm is yet another example of using a combinatorial center in the
median-of-means paradigm. Consequently, through judicious setting of parameters, this algorithm
can simultaneously be near-optimally robust in all three senses we have considered so far!

Theorem 4.8. Let X1,...,X, be an n-strong contamination of n samples from a distribution D
with mean p € R such that ||pl|s < Vd and covariance © < I. There exists a polynomial-time
(e, 0)-differentially private estimator i(X1,...,X,) such that, with probability > 1 — 3,

I~ u||2<0<\f Ll )

4.3 More Connections with Contamination Robustness

We have observed that this algorithm, previously effective for robust mean estimation under con-
tamination and heavy tails, is amenable to privatization. While the former two types of robustness
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were closely linked, the technical connection with privacy established thus far has been relatively
limited. Indeed, the main common property employed for privacy and other forms of robustness
is bounded sensitivity of the optimization problems (QP-CC) and (SDP-CC). It is natural to ask
whether deeper connections actually exist, or whether this application of a robust estimator was
merely coincidental. Though there is still much yet to be explored, there is good evidence that
connections between contamination robustness and privacy are more fundamental in nature.

The first connections between contamination-robust and private statistics were explored in
classic work by Dwork and Lei in 2009 [DL09]. They showed that many contamination-robust
algorithms naturally lent themselves to privatization, via a celebrated framework they introduced
known as propose-test-release (PTR).

Given the developments in algorithmic robust statistics described in this article, there has since
been renewed interest in connections between contamination robustness and privacy. Many works
borrow ideas and algorithms from the contamination-robustness literature, and show that careful
adaptations can be made simultaneously contamination-robust and private [BKSW19, LKKO21,
AL22, LKO22, HKM22, KMV22, AKT*23| — in many cases, providing the first (non-contamination-
robust) private algorithm with the given guarantees for the problem, with contamination robustness
as an added bonus. Some of these works [KMV22, LKO22] provide general frameworks for adapting
algorithms and analyses from the contamination-robustness literature to the private setting.

Perhaps the most broad and conceptual framework was introduced in simultaneous works by
Hopkins, Kamath, Majid, and Narayanan [HKMN23] and Asi, Ullman, and Zakynthinou [AUZ23].
They showed that any contamination-robust algorithm can be converted to a private one, in a
completely black-box manner! This is again done using the exponential mechanism, but a very
specific form known as the inverse-sensitivity mechanism. The conversion is easy to describe. We
let the set of objects be the space of all possible parameters. The score function of a candidate
parameter is as follows: the (negative of the) minimum number of datapoints one must change so
that a contamination-robust estimator’s output is close to the candidate parameter. Note that the
sensitivity of this estimator is easily seen to be 1, and that the highest scores (and thus the most
weight) are assigned to candidate parameters close to the contamination-robust estimator’s output.
The contamination-robustness property ensures that other candidate parameters with high scores
don’t stray too far away either.

A significant caveat of this approach is that it is not computationally efficient. Indeed, it is
not clear how to compute the score function at all, even inefficiently. However, Hopkins, Kamath,
Majid, and Narayanan [HKMN23| further show that, for certain classes of contamination-robust
estimators based on the Sum-of-Squares method, this conversion can be made algorithmic and
computationally efficient.

The above discussion shows that contamination-robust estimators imply private ones. Does
the reverse hold? It is folklore that private algorithms are automatically contamination robust,
with (small) contamination parameter n ~ 1/e. This is not hard to show by a property of differ-
ential privacy known as group privacy. While differential privacy guarantees the similarity of an
algorithm’s output distributions on inputs at distance 1, the group privacy property guarantees
similarity on inputs at distance k, albeit with a quantitative degradation in similarity by a factor
of k. Setting k ~ 1/en, an easy calculation gives the desired result. Asi, Ullman, and Zakynthi-
nou [AUZ23] build upon this fact to show that contamination robustness and privacy are equivalent
for low-dimensional problems. Georgiev and Hopkins [GH22] further show that any private algo-
rithm with very high success probability can enjoy even stronger contamination robustness, up to
the parameter regime n = Q(1). Note that this type of high probability guarantee is reminiscent
of the sub-Gaussian rate we were aiming for in Section 3, hinting at even more connections.
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5 Conclusion

We discussed mean estimation under three different notions of robustness: under contamination,
with heavy-tailed data, and subject to privacy constraints. In each instance, we ran into tensions
involving computational inefficiency and other problem-specific desiderata. We repeatedly found
that the empirical mean, an optimal estimator in the non-robust setting, fell short of achieving our
goals. Perhaps surprisingly, despite the apparent dissimilarities in these three settings, we found
that the same algorithmic ideas and techniques were effective in each case. Developed over the last
decade, these have led to the first computationally efficient robust estimators across a variety of
settings. Beyond these algorithmic connections, we have seen that there are deeper conceptual links
between these settings as well. Many more interesting and surprising connections exist beyond the
scope of this article, and even more are surely yet to be discovered.
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