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Secure Filtering against Spatio-Temporal False Data under
Asynchronous Sampling

Zishuo Li, Anh Tung Nguyen, André M. H. Teixeira, Yilin Mo, Karl H. Johansson

Abstract— This paper addresses the state estimation problem in
continuous LTI systems under attacks with non-periodic and asyn-
chronous sampled measurements. The non-periodic and asyn-
chronous sampling requires sensors to transmit not only the
measurement values but also the sampling time-stamps to the
fusion center via unprotected communication channels. This com-
munication scheme leaves the system vulnerable to a variety of
malicious activities such as (i) manipulating measurement values,
(ii) manipulating time-stamps, (iii) hybrid manipulations such as
generating fake measurements or eliminating the measurement. To
deal with such more powerful attacks, we propose a decentralized
local estimation algorithm where each sensor maintains its local
state estimate based on its measurements in an asynchronous
fashion. The local states are synchronized by time-prediction and
fused in an event-triggered manner. In the absence of attacks, local
estimates are proved to recover the optimal Kalman estimation by
our carefully designed weighted least square problem, given that
the sample time is non-pathological. In the presence of attacks, an
¢ regularized least square problem is proposed to generate secure
estimates with uniformly bounded error as long as the observ-
ability redundancy is satisfied. The effectiveness of the proposed
algorithm is demonstrated through a benchmark example of the
IEEE 14-bus system.

Index Terms— False-data manipulation, secure state esti-
mation, time-stamp, asynschronous Kalman filter

[. INTRODUCTION

Many real-world large-scale systems, such as power systems, water
distribution networks, and transportation networks, are examples of
cyber-physical systems where physical processes are tightly coupled
with digital devices and infrastructure. Due to their large-scale
description, those cyber-physical systems are generally divided into
many smaller partitions that are jointly monitored and controlled via
wired or wireless communications, leaving the systems vulnerable
to malicious attackers. The attackers might exploit unprotected com-
munication channels to manipulate data shared among the systems,
to intentionally disrupt the systems. Recent reports have shown the
disastrous consequences of malware for an industrial control system
in Iran and a Ukrainian power grid [1], [2]. Motivated by these
and many other examples in [2], security is an essential element
of cyber-physical systems. In particular, the challenge of securely
estimating unmeasured states under malicious activities has been
widely addressed [3]-[9], given the crucial role of state estimation
in control systems. This challenge, known as secure state estimation
of control systems, is mainly addressed by considering asynchronous
non-periodic sampled systems in this paper.
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To deal with the problem of secure state estimation against false
data injection attacks, three research directions consisting of the
sliding window method, the estimator switching method, and the
local decomposition-fusion method, have been mainly developed
in recent years [3]-[6]. The sliding window method considers the
past sensor measurements in a finite time horizon to do the state
estimation via batch optimization problems [5], [10]. The estimator
switching method maintains multiple parallel estimators that utilize
the measurements given by a subset of all the sensors [6], [11].
In the local decomposition fusion, multiple decentralized estimators,
each of which samples the measurement of one local sensor, are
designed to solve a combinatorial complex problem of the full state
estimation. Then, local estimated states provided by such local state
estimators are fused by a convex optimization problem to generate
secure estimation [3], [4].

Denial-of-service attacks block the measurement transmitted to the
state estimator, undoubtedly worsening the state estimation perfor-
mance. To handle such attacks conducted to multiple transmission
channels, a class of partial observers that provide reliable partial state
estimates is proposed in [8]. On the other hand, to handle Denial-
of-Service attacks, which are conducted on multiple transmission
channels, a class of partial observers that provide reliable partial
state estimates is proposed in [8]. The authors in [12] propose a
detection-compensation scheme to detect the presence of DoS attacks
and then effectively reconstruct missing state estimates through
past available states. This scheme eventually mitigates the attack’s
impact on the performance of the state estimation. One of the most
ubiquitous techniques used to effectively deal with DoS attacks is
event-triggered mechanisms [9]. On the other hand, event-triggered
mechanisms have received much attention since they deal with DoS
attacks very effectively. Flexible event-triggered mechanisms such
as a newly proposed dynamic event-triggered state estimation [9]
are very efficient in alleviating the performance loss of the state
estimation caused by DoS attacks.

In asynchronous non-periodic sampled systems, where measure-
ment data is sampled at different rates, data packages of the measure-
ment, sent to the estimator over unprotected communication channels,
are vulnerable to malicious attackers. In this paper, we propose a
novel model of false data attacks on the asynchronous non-periodic
sampled system (see Fig. 1). This novel attack includes both integrity
attacks such as false-data injection [7], and availability attacks such
as denial-of-service attacks [8], [9]. Moreover, we investigate the
influence of time-stamp manipulation caused by malicious attackers.
Apart from those attacks, injecting fake data packages into authentic
measurement streams is also a serious threat to the asynchronous
non-periodic sampled system due to its stealthiness. Our introduced
attack model unifies all the above attacks into one framework without
excluding the possibility of their combinations.

To the best of our knowledge, comparatively little progress has
been made toward studying the negative influence of time-stamp
manipulation on the state estimation performance, especially on asyn-
chronous sampled systems. Li et al. [13] and Guo et al. [14] propose
Kalman Filter (KF)-based algorithms for non-uniformly sampled
multi-rate systems. To deal with the problem of the asynchronous
linear and nonlinear sampled systems, the authors in [15] propose
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Fig. 1: Examples of the spatio-temporal false data attack that can
manipulate both the time-stamp value and the measurement value.

a class of continuous-discrete observers, resulting in a differential
Riccati equation. They show the stability of such a differential Riccati
equation, which guarantees the convergence of the observers. Ding et
al. [16] analyze the observability degradation problem of multi-rate
and non-periodic sampled systems. For time-stamp-related attacks,
the negative impact of time synchronization attacks on smart grids is
studied by the authors in [17].

In this paper, we first study the novel spatio-temporal false data
attack model, as depicted in Fig. 1, which is first proposed in the
preliminary version of this paper [18]. Then, we design a secure
estimation algorithm to recover the system state in the presence of
such a spatio-temporal false data attack on a fixed number of sensors
(say p corrupted sensors). The algorithm has the following merits:

(1) The proposed algorithm adopts an asynchronous non-periodic
sampling framework. Thus, the algorithm is capable of includ-
ing synchronous sampling and multi-rate sampling scenarios.

(2) The impact of the data-space and time-stamp-space false data
attacks are both transformed into the value manipulation of
local state estimates. This transformation enables us to handle
such temporal-spatial attacks in a unified framework and to
propose a resilient fusion algorithm.

(3) Given the 2p-sparse observability of the system, we show that
the proposed estimation has a stable error. Moreover, we give
explicit estimation error in the presence of spatio-temporal false
data attacks.

We conclude this section by introducing the notation that will be
utilized throughout this paper.
Notation: The sets of positive integers, non-negative integers, and
non-negative real numbers are denoted as Zx(,Z>p, and R,
respectively. The cardinality of a set S is denoted as |S|. Denote
the span of row vectors of matrix A as rowspan(A). All-zero and
all-one matrices with an appropriate size are denoted as O and 1,
respectively. We denote [ as an identity matrix with an appropriate
dimension. The spectral radius of matrix A is denoted as p(A). For a
vector x, [x]; stands for its j-th entry. diag(x) denotes the diagonal
matrix with vector x on the diagonal. We denote the continuous time

index in a pair of parenthesis () and the discrete-time index in a pair
of brackets [-]. df(x) is the subgradient of function f at z.

II. PROBLEM FORMULATION

We first introduce the system, the modeling of asynchronous
measurements, and several assumptions that will be used throughout
this paper. Secondly, we present a novel spatio-temporal false data
attack. Finally, the secure estimation problem is formulated.

A. Systems with asynchronous measurements

Throughout this paper, we consider an LTI system mathematically
described by n states and measured by m sensors. Let us denote the
state index set as J = {1,2,...,n} and the sensor index set as

T4 {1,2,...,m}. The LTI system is modeled as follows:
z(t) = Az(t) + w(t), (1)
yi(t) = CII(t) + ’Ui(t)7 VieZ, 2)

where z(t) € R™ is the system state, w(t) € R™ is a Wiener
process noise, y;(t) € R is the measurement value given by sensor
i, and v;(t) € R is Gaussian measurement noise with time-varying
covariance R;(t). The process noise from time ¢; to to is denoted
as w(ty, t2) and the corresponding covariance is Q - (tg —t1) where
Q is a positive semi-definite matrix. Let us denote the measurement
matrix of all the sensors C' 2 [Cf,--- C,},]T where the scalar
measurement matrix Cj; is given. The initial state 2(0) is assumed
to be a Gaussian random vector with a known covariance and is
independent of the measurement noise, i.e., (0) ~ A(0, ¥) where
> is known. Let us introduce the following assumptions.

Assumption 1: For every sensor ¢ € Z, its corresponding measure-
ment noise covariance R;(t) satisfies the following: 0 < R;(t) <
7, Vt € R>q, where 7 is a given positive constant scalar. N

Assumption 2: The system (A, C) is 2p-sparse observable, i.e.,
the system (A, C'z\ o) is observable for any subset M C T where
|M| = 2p and the matrix C7\ M represents the matrix composed of
rows of C' with row indices in Z \ M. N

In practice, the information about the upper bound of measurement
noises can be provided by sensor manufacturers, validating the use
of Assumption 1. The observability redundancy in Assumption 2 is a
necessary condition and is commonly used in literature [6], [8], [10],
[11], [19] when systems under sensor attacks are studied.

In this paper, we consider a general sampling scenario where
the sensors sample and send the measurements to an estimation
operator in a non-periodic and asynchronous manner. The sensors
send not only the measurement values but also their sensor indices
and sampling time-stamps in a packet to the estimation operator. More
specifically, the estimation operator receives measurement triples
from sensor ¢ € Z, which has the following form:

measurement triple: (i, ¢, y;(t)), 3)

where i is the sensor index, ¢ is the sampling time-stamp, and y; (t)
is the measurement value given by sensor <.

Define the set of sampling time-stamps from sensor ¢ as I';.
Without loss of generality, the time when the estimation starts
working is set as tg = 0. In order to guarantee system observability
under non-uniform asynchronous measurements, we introduce the
following notation and assumptions. Define the set of sampling time
intervals and cumulative sampling time from sensor ¢ as follows

m
TEUTi Ti2{tk—te1 | te,ti1 €Tk € o},
i=1

m

F

[I>

Tiy Ti 2 {ts —t; | tr,t; €Ti k> j,k,j € Zso} .

i=1



Define the system pathological sampling interval set [16] as
THA {T > 0] eMT =eMT, i 5, A, A €sp(A) C R} .

To prevent system observability degradation problems due to discrete-
time samplings, the following assumption, which is also seen in [16],
[20], is introduced.

Assumption 3 (non-pathological sampling time): Given a positive
number Tmax, the sampling time interval sets 7" and T satisfy the
following conditions: sup7 < Tmax and T NT* = @. N

B. Modeling of spatial-temporal false data attacks

We introduce a new spatio-temporal false data attack that gen-
eralizes integrity attacks and availability attacks (see Figure 1 for
more detail). More specifically, the adversary may manipulate the
entire measurement triple (3) sent by several sensors rather than
only the measurement value. Let us denote S(¢) as the set of all
the measurement triples with time-stamp ¢, which is formulated as:

St) £ {0 t, yi(t) | i € I}

Moreover, S%(t) denotes the set of measurement triples with time-
stamp ¢ after being manipulated by the attacker. Denote the set of
corrupted sensors as C, which is fixed over time and unknown to the
operator. Now, we are ready to define the new spatio-temporal false
data attack as follows:

Definition 1 (Spatio-Temporal False Data Attack): The attacker
can manipulate measurement triples given by corrupted sensor
i € C in the following four ways where (¢, ¢, y;(t)) € S(t) is the
original measurement triple and (i, 7, f( t)) ¢ S(t) is the fake
measurement triple. v (¢) and ¢* are manipulated values from y; (¢)
and .

(1) false-data injection:

Sa(t) £ [S(t) \ (iv t, y?(t))] U (7;’ t, y;l(t))

(2) time-stamp manipulation:

S8 £ [SO\ G toyi))] | (@ 1% wi®))

(3) denial-of-service:

S*(t) £ S\ (i, t, yi(1))

(4) fake-data generation:

OERIONORRTI0)

Further, if the set of corrupted sensors satisfies |C| < p, malicious
activities are called p-sparse spatio-temporal false data attacks. <

In the scope of this paper, we mainly study the p-sparse spatio-
temporal false data attack. Given several sensors under the proposed
p-sparse spatio-temporal attack, the manipulated time-stamp set '
is defined as follows:

m
res(Jrt,
i=1

Due to various delays, received measurement time-stamps may not
be in increasing order, resulting in the out-of-sequence problem [21]—
[23]. This problem is generally dealt with by utilizing the Buffering
method that sorts the received measurement triples based on their
time-stamps in increasing order (see more details in [21]-[23]). In
this paper, we assume a similar buffering system is working before the
secure estimation, enabling us to employ the following assumption.

Assumption 4: The received measurement triples are in an order
such that their corresponding time-stamps are in an increasing order,
ie., ' = {to, t1,t2, -} and 0 = tg < t; < tj41, Vi € Z>g. <

LY £t ] (i, t, (1) €S"(B)}. @)

In this paper, we design a secure estimation algorithm that provides
a state estimate &(t) of the true state z(¢) with uniformly bounded
error as:

|Z;[k] —zj[k] | < F(A,C,Q,%,7,v),Vj € J, 5)

where design parameter ~ is a positive scalar and ¥ =
[ [(0)2(0) " ]. Notice that the value of function F(-) depends only
on the system parameters and is independent to attacks.

In the following section, we present the sampled-data KF and its
local linear decomposition, with the former known to be optimal and
the latter recovering the former exactly. The decomposition has the
potential to give us a secure state estimation in the presence of the
introduced spatio-temporal false data attacks by isolating the impact
of attack at local sensor. The secure estimator based on the local
decomposition of sampled-data KF will be introduced in Section IV.

[Il. ASYNCHRONOUS SAMPLED-DATA KF AND ITS
DECOMPOSITION

We first introduce the sampled-data KF with asynchronous sam-
pling measurements. The remainder of the section presents the
decomposition of the sampled-data KF and how it recovers the state
estimate provided by the sampled-data KF.

A. Preliminary: Asynchronous sampled-data KF

For linear continuous-time systems with synchronous discrete-time
measurements, the sampled-data KF provides optimal estimation by
combining continuous-time prediction steps and discrete-time update
steps [24]. We define the measurement availability index ¢;[k] €
{0,1} where ¢;[k] = 1 if sensor ¢ has a measurement with time-
stamp ¢ and ¢;[k] = O otherwise. The notation [k] stands for the
discrete-time instant. For convenience, let us define the following
matrices that will be used to estimate the state at each discrete time
instant k:

Alk] £ exp(A - (ter — tr)), QK] = Q- (tir1 — i),
Clk] £ diag(¢[k]) C, R[k] = diag($[k]) R(tx),
where ¢[k] £ (¢1]k],--- ,gf)m[k:])T. We consider the estimation

at sampling instant and the estimator reduces to a discrete time-
variant system, on which we implement the following asynchronous
sampled-data KF:

Prediction steps:

i [k] = Ak — 1)2[k — 1], (6a)
Pk = Ak - 1]Plk - 1]AT [k = 1]+ Qk — 1],  (6b)
Update steps:
K[k] = PK]C T [K] (C[k (k]CT k] + R[k ])T, (6¢)
P[k] = (I — K[k]C[K]) P-[K], (6d)
z[k] = 2-[k] + K[k] (y[k] — C[k]a-[K]), (6e)

where y[k] £ y(ty,), initial condition £[0] = 0, P[0] = ¥, and (-)'
stands for the Moore-Penrose inverse. Notice that when ¢;[k] = 0,
Ci[k] = 0" and thus based on (6¢c), the 4-th column Kalman gain
is zero, i.e., K;[k] = 0. Thus, one has K[k]C[k] = K[k]C for all
time index k.

In the following section, we will decompose the KF (6e) into a
linear sum of local estimations and propose an optimization-based
fusion scheme that provides a state estimate exactly the same as the
one given by the KF (6e).



B. Linear decomposition of the sampled-data KF
Define

Ok — 1] £ Alk — 1] — K[k]CA[k — 1]. )
The local estimator at sensor 7 is defined as:
Gilk] £ [k — 1)¢; [k — 1] + K;[K]y; K], ®)

which is initialized as ¢(;(0) = 0. From (6e), (7), and (8), one obtains
the following property

k] = Gilk]. ©)
=1

In the following, we show the relationship between (;[k] and z(¢),
and prove that (;[k] is a stable estimate of G;[k]x[k] where G;[k]
satisfies the following dynamics:

Gilk] £ TI[k — 1)G,[k — 1]A7 [k — 1] + K;[K]C;. (10)

It is worth noting that G;[k] plays a crucial role in designing a
secure state estimation algorithm throughout the paper. Therefore,
we analyze its structure and show that G;[k] has a time-invariant
form in the next subsection.

C. Structure of Gi[k]

We need the following assumption to prevent the observability
degradation problems.

Assumption 5: The geometric multiplicity of all the eigenvalues of
Ais 1. N

Assumption 5 simplifies the observability structure of system
(A,C), which can be seen from Lemma 1 later. The reason is
that Assumption 5 ensures that the Jordan blocks of A are linearly
independent, which enables the definition of state observability, i.e.,
define £; as the index set of sensors that can observe state j, i.e.

sjé{z‘emo?ej;éo}, 11

where e; is the canonical basis vector with 1 on the j-th entry and
0 on the other entries. Moreover,

— T
o2 [c], AT, ... (AT

is the observability matrix of the system (A, C;). Since we focus
on the observable system, the state observability index set £; is not
empty, i.e. £ # @,Vj € J. With Assumption 5, the following
results characterize the structure of G;[k].

Lemma 1: Given the dynamics (10), if rowspan(G;[0]) =
rowspan(O;), the following always holds Vk € Z>¢:

rowspan(G, [k]) = rowspan(O;) = rowspan(H;), (12)

where H; £ diag (Ig, (i), Ig, (), ..., Lg, (i) and Ig(i) is the
indicator function that takes the value 1 when 7 € £ and value 0
when i ¢ £. As a result, there exists an invertible matrix V;[k] such

that Vl[k}GZ[k] = H,. N
Proof: See Appendix A.S. |
Lemma 2: Given the dynamics (7) and (10), if > i | G;[0] = I,
the following holds for all k € Z>o: Y i Gilk] = I. <
Proof: See Appendix A.6. |

The results presented in Lemmas 1-2 will be later utilized to
design a sensor fusion algorithm that is an alternative state estimation
solution in the following subsection.

Remark 1: In the view of Lemmas 1-2, we initialize sequence
Gilk] as Gi[0] = diag (g, (0)/I€1], Le, (0)/1E2l; -, Te,, (i)/1En])-
Recalling that we focus on observable systems and &; # @,V1 <
i < n, the initialization is thus well-defined. Moreover, this initializa-
tion satisfies the assumptions in Lemmas 1-2, i.e., Y i G;[0] = I
and rowspan(G;[0]) = rowspan(O;). <

D. Least-square state estimation fusion
Define the local residue as ¢;[k] = (;[k] — G;[k]z[k] and the
T
global residue as e[k] £ [el[k]T alk]”
the dynamics of the local residue and the covariance matrix of the
global residue in the following lemma.
Lemma 3: For a fixed sensor i, the local residual ¢;[k] satisfies the
following dynamics:
ilk + 1] =T1[Ke;[k] — TI[k]G, K] A" [kJw[k]
+ K[k + 1v; [k + 1].

. Then, we have

13)

Moreover, the covariance matrix of the global residue €[k] is com-
puted as follows:

Cov(e[k + 1)) = TI[k] Cov(e[k)IT ' [k] + Q[K],
where II[k] £ I, ® II[k] and

(14)

QIK] £ Cov ([KIG, (k] A™ [klw[k] — Kilk + vilk +1])

I[k] Gy [H A~ [k] !

= : QIK]
T[] G [K] AL [K]
Kilk+1]7 [Ki[k+1]

I[k]G1 [k] A~ [K]

I1[k]Gm [k]A—l k]
T

+ o(R[k+1]®1nxn),

Knmlk+1]) LKk +1]

the notation o denotes the element-wise matrix multiplication, and ®

denotes the Kronecker product. N

Proof: See Appendix A.7. |

The result of Lemma 3 shows that the (;[k] is the stable estimate

of G;[k]z[k]. The expression (14) enables us to consider the matrix
sequence W [k] that satisfies the following recursive equation

Wk + 1] = TI[K]WK]IT" [k] + Q[K]. (15)

The following lemma shows that W [k] is non-singular.

Lemma 4: If Assumption 3 is satisfied and W [k] is initialized to
be a non-singular, i.e., W[0] > 0, then there exists a positive constant
scalar W such that for all k € Z>,

0<WIk|=2W-I, (16)
where [ is the identity matrix of size mn X mn. <
Proof: See Appendix A.l. |

The results of Lemmas 1 and 4 show the non-singularity of
matrices V;[k] and W [k], enabling us to propose the following least
square problem that provides a state estimate z5[k]:

g}:f}iﬂ'@? %0[1@] Tw! [k]6[k] (17a)
subject to  V'[k]C[k] = Huaslk] + 0[k] (17b)
where ¢l 2 [GUKL QKL nk)] T, H 2
(] H . Hy] T WK 2 VIRWV TR, VI 2
blkdiag(Vy[k], Va[k], ..., Vin[k]), and blkdiag(-) stands for a block

diagonal matrix. Note that (;[k] is defined in (8) while matrices
V;[k] and H; are defined in Lemma 1. The following theorem shows
that the minimizer z)5[k] of (17) can exactly recover the Kalman
state estimate Z[k] based on local estimators ¢;[k].

Theorem 1: Suppose that x5[k] is the solution to the problem (17)
and there exists a strictly positive definite Hermitian matrix W[0].
Then, the solution zs[k] equals to the asynchronous sampled-data
Kalman state estimate Z[k] defined in (6e), i.e., zs[k] = £[k]. <

Proof: See Appendix A.2. |



Remark 2: Instead of directly computing the state estimate in (9),
we solve the least square problem (17) to obtain the state estimate,
which has the same result, as proved by Theorem 1. Although the
least square (17) is more complex, it has a decentralized form and
its modified version is resilient to the spatio-temporal attacks, as will
be introduced in the next section. <

IV. SECURE STATE ESTIMATION

In this section, we propose a secure state estimation algorithm
against the spatio-temporal false data attacks that were introduced in
Definition 1. Prior to the secure fusion, we present an analysis of the
spatio-temporal attacks in the following subsection.

A. Attack analysis

In this subsection, we carry out an analysis on the spatio-temporal
attacks to show how malicious activities impact the state estimation.

False-data injection: this attack strategy remains the correct time-
stamps, but manipulates the measurement values. More specifically,
at sampling-time k, one can formulate the false-data injection as
follows:

yi[k] £ y;[k] + ai[k], if ¢;[k] =1 and i €C, (18)

where y;'[k] is the attacked measurement, y;[k] is the correct mea-
surement, and a;[k] is the attack signal. The correct time-stamp
guarantees the correctness of IT[k — 1] in (8). As a consequence,
the impact of the false data injected into the measurement value can
be described in the local estimator as follows:

Gk 2 ¢PIR] + ¢ K, (19)

where (] [k] is the oracle local estimator computed by (8) and ; A (k] £
Iz (k) Yor g (TTEZ0 " Tk —1—p]) K; [l as 1]+ i [K]as [K] is the

p=0
malicious impact. Denote ¢°[k] = | OTIk], ..., Co [k]]—r

Time-stamp manipulation: this attack strategy remains the correct
measurement value, but manipulates the time-stamp from the correct
time-stamp ¢ to the attacked time-stamp t® (¢ # t). Although
the measurement value y;(¢) remains unchanged, the time-stamp
manipulation consequently forces the estimation center to treat y; (¢)
at the attacked time-stamp ¢®. As a consequence, there is a mismatch
of the measurement value at time-stamp ¢, which is y; (¢) — y; (t).
One can formulate the measurement value at time ¢t received by
the estimation center as follows: y;(t*) = w;(t*) + (vi(t) —
yi(t“)), if 4 € C. This formulation enables us to convert the time-
stamp manipulation at time ¢ into the false-data manipulation at time
t®. Therefore, the malicious impact can be described in the local
estimator as shown in (19).

Denial-of-service: this attack strategy, motivated by jamming
attacks such as [25], can be viewed by the time-stamp manipulation
where the attack time-stamp t“ is set at infinity.

Fake-data generation: this attack strategy can be described as the
combination of false-data injection and time-stamp manipulation. As
a result, the malicious impact of the fake-data generation can also be
described in the local estimator (19).

In summary, the malicious impact of the spatio-temporal attack can
be formulated as the false data injected into the local estimators of
the corrupted sensors in (19). This formulation enables us to design
the secure fusion in the following subsection.

B. Secure fusion

In light of the previous analysis, the malicious impact of the
attacks can be isolated at separate local estimators that correspond

to corrupted sensors. This observation enables us to modify the least
square problem (17) to propose the following secure fusion:

L. 1 Tz, 1
s(minimize KKl WLR] wlk] + v (19K (20a)
subject to  V[k|C[k] = HzElk] + ulk] + I[k]. (20b)

In the remainder of this section, we analyze the minimizer Z[k]
without and with the spatio-temporal attack. The analysis will take
the solution to (17) in the absence of attacks as ground truth, i.e., the
solution (z4[k], O[k]) obtained by solving (17) with ¢[k] = C°[k].

Recall the least square optimization problem (17), its minimizer
0[k] (see Appendix A.2) can be computed by the following: 0[k] =
[I — G[K] (1}, ® I)]¢[K], which enables us to evaluate the solution
to the problem (20) in the absence of the attacks in the next theorem.

Theorem 2: Consider the least square problems (17) and (20) with
a given v > 0, let (z5[k], 6]k]) be the minimizer for the problem
(17) and (Z[k], u[k], ¥]k]) be the minimizer for the problem (20).
In the absence of the attacks, if the following condition holds

7 > W 6K oo, @0
then &[k| = xz5[k], p[k] = 0[k], and Y[k] = 0. <
Proof: See Appendix A.3. |

Let us make use of the following definition of a function that will
help us in evaluating the minimizer Z[k] of (20) against the spatio-
temporal attack in the subsequent theorem.

Definition 2: Given an n-dimensional vector z € R™ and a
positive integer a, we define a function hg : R™ — R such that
ha(x) takes the a-th largest value of the vector z.

Theorem 3 (Secure fusion): Consider the least square problems
(17) and (20) with a given v > 0, let (z5[k], 0[k]) be the
minimizer for the problem (17) in the absence of the attacks and
(Z[k], u[k], O[k]) be the minimizer for the problem (20) in the
presence of the attacks. In the presence of the attacks, the error
between zs[k] and £[k] has the following upper bound:

[#[k]]; — [ws[k] | = he( =7 [K))]},
Vjield, (22)

J,| < ma { e (/4]

where the function hc(-) is defined in Definition 2, n’ (k] is a 1€\
C|-dimensional vector where its i-th element [r)’ [k]]; = [0;[k]]; +
W k|O[k] (Vi€ &\ C), with

91K € DIVIRC! 1K — i, 2 (1L EL S0,
Proof: See Appendix A.4. |
It is worth noting that the vectors 7’[k] in Theorem 3 are
independent of information provided by attacked sensors for all
j € J by definition and J[k] is bounded in a range [—1,1].
Consequently, the result of Theorem 3 shows us that the upper bound
of the estimation error under the spatio-temporal attacks, which is
|[alk1], — olal] | < |[315], - [owl#T) | + | [onlb1], — o] |
1ndependent of tﬂe malicious actlvmes for all j € J. Thus, the secure
state estimate Z[k] is resilient to such attacks, satisfying uniform error
bound (5).

T
Ven(i—1)+j

V. SIMULATION RESULTS

To validate the obtained results, the proposed secure state esti-
mation (20) is implemented in the IEEE 14-bus system depicted
in Fig. 2. The IEEE 14-bus system contains 28 state variables (a
phase angle and an angular frequency variables for each bus) and 42
sensors (an electric power, a phase angle, and an angular frequency
sensors for each bus). By levering the structure of the block diagonal
V[k] and the asynchronous sampling, the elements of V' [k]([k] in



A
‘\G/ Generator

Denial-of- Time-stamp

M i
service manipulation
- - 4 ?
-[ 5 >
//)/ False-
— - - data
— 3

Fig. 2: The IEEE 14-bus system contains 14 buses and 20 trans-
mission lines. Each bus has two state variables (phase angle and
angular frequency) and three sensors (power, phase angle, and angular
frequency). Buses 2, 3, 4, and 5 are corrupted by the proposed spatio-
temporal false data attack.

Estimation error comparison
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Fig. 3: The estimation error comparison among using the sampled-
data KF (6) and the least square problem (17), and the least square
problem (20) with two different values of + in the absence of the
attack. No vividly observable difference is witnessed among the state
estimates provided by KF, (17), and (20) with v = 400, which
validates the results of Theorems 1 and 2.

(20), which correspond to off-sampling sensors, are true since they
are computed based on system modeling. Consequently, we can set
elements of ¥[k] in (20), which correspond to those true values, are
zero in the implementation. In the following, we validate the results
obtained in Theorems 1-3.

In the first scenario, we conduct the state estimation using the KF,
the proposed least square (17), and the proposed secure least square
(20) with two different values of ~, i.e., ¥ = 2 and v = 400, in
the absence of the attack. The estimation errors of the three methods
are shown in Fig. 3. No vividly observable difference is witnessed
among the three methods, validating the results of Theorems 1-2.

It remains to validate the result of Theorem 3. In the second
scenario, we conduct the following spatio-temporal attacks: false data
injection on the phase angle sensor of bus 3, time-stamp manipulation
on the power sensor of bus 5, denial-of-service on the angular
frequency sensor of bus 4, and fake data generation on the power
sensor of bus 2 (see Fig. 4). The state estimates provided by the
sampled-data KF (6) w/o attacks and the secure least square problem
(20) with v = 2 under attacks are illustrated in Fig. 5. A clearly
observable difference between the estimation errors is witnessed in
Fig. 6. While the state estimate provided by the secure least square
problem (20) is resilient to the attacks, that provided by the sampled-
data KF exhibits a very large error. This illustration shows the
effectiveness of our proposed secure state estimation algorithm.

Launched attack samples

False-data injection = Denial-of-service
= Time-stamp manipulation ® Fake-data generation

Bus 2 [ B | ] EE =N " EE =

Bus 5 - = L] =

Bus4 - ] L i L] L] um u A
Bus 3 |- 1

0 0.2 0.4 0.6 0.8 1 1.2
Time (s)

Fig. 4: The spatio-temporal attacks are launched on sensors of buses
2, 3, 4, and 5 where false data injection on the phase angle sensor
of bus 3, time-stamp manipulation on the power sensor of bus 5,
denial-of-service on the angular frequency sensor of bus 4, and fake
data generation on the power sensor of bus 2.
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= True state = =Est. by KF w/o attacks ===« Est. by KF under attacks Est. by (20) with v = 2‘
Fig. 5: The horizontal axes represent time in seconds. The least-
square problem (20) provides a resilient state estimate against the

attacks while the KF fails to provide a resilient state estimate.

Estimation error comparison
" [= Est. by KF w/o attacks
==xs Est. by KF under attacks
Est. by (20) with v = 2 under attacks

L
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Time (s)

Fig. 6: The estimation error comparison between using the KF (6)
and the secure least square problem (20). The estimation error of
the secure least square problem (20) is unaffected by the attacks and
close to the oracle KF without attacks, validating Theorem 3.

VI. CONCLUSION

This paper presented a secure state estimation algorithm for contin-
uous LTI systems with non-periodic and asynchronous measurements
under the novel spatio-temporal false data attack. The secure estima-
tion was developed based on the decomposition of the sampled-data
KF to provide the state estimate which is 1) exactly the same as the
one provided by the sampled-data KF in the absence of attacks and 2)
resilient to the spatio-temporal false data attack. The effectiveness of
the proposed secure state estimation was validated through an IEEE
benchmark for power systems.
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APPENDIX

A.1. PROOF OF LEMMA 4

Before showing the proof of Lemma 4, we present the following
supporting results.

Lemma 5: Denote sub-blocks W;,;[k] € R™*"™ where W k] =
(Wij[k]) ., « - For all sensor index ¢ € Z and arbitrary time k €
Z>(, we have that

m
> Wislk] = PIRIG] [k): 23)
j=1
Proof: See Appendix A.8. |

Proposition 1 (Stability of Asynchronous KF [15]): Suppose that
Assumptions 1 and 3 hold. The estimation covariance P(t) of the
sampled-data KF defined in (6) satisfies the following properties:

pl 2 P(t) Xpl,Vt >0, (24)
where p, p are constant scalars regardless to the sampling times. <

Proof of Lemma 4: We first prove the upper bound. Based on
Lemma 5, we have Z;":l Wi,lk] = PG [K] for all k € Z>g.
Summing both sides over ¢ and recalling that >~ G;[k] = I from
Lemma 2, one obtains Y ;- 4 Z;’Ll W,;;lk] = P[k], where P[k] is
the estimation covariance of asynchronous Kalman estimator defined
in (6d). On the other hand, the result of Proposition 1 can yield
a1 = P[k] 2 @- I, resulting in that for each index i, the diagonal
block satisfy Wi;[k] < @I considering that every block W;;[k] is
semi-positive definite. As a result, there exists a constant W such
that W k] < W - I holds for all time index k. |

A.2. PROOF OF THEOREM 1

Firstly, since V'[k] is non-singular based on Lemma 1, we multiply
both sides of (17b) with V ~1[k]. After using the notations G[k] £
[G{ [K], G5 [K],..., Gm[k]] and G[k] = V ~1[k]0[K], one obtains
the following equivalent least square problem:

minimize  ~0[k] T W [k]0[K] (252)
ay K]0 2
subject to  C[k] = G[k]zs[k] + O[K]. (25b)

Secondly, we prove that if the initial value of W[k] is Hermitian
and strictly positive definite and satisfies Z;nzl W;;[0] = - Gl o),
for all © € Z, then Theorem 1 holds. The initialization and Lemma
5 imply that the following holds for all k € Z>:

([ - I]W[k = P[K] [Gf[k] G [k]] .26
which resulting in
G KW KG[K] = P K] [1 11 GT[K].

On the other hand, the solution to (25) is given by
elk] = (@TRW RG] T IR R
Since > 1 G;[k] = I from Lemma 2, we finally concludes that
a5k = PRIG T [R]W ™ [K]C[K] = [1 T ¢[K] = (K],
where the second equality comes from (26) and the third equality

comes from (9). Finally, we show the existence of W0] in Ap-
pendix A.9. |



A.3. PROOF OF THEOREM 2

Let us introduce two new variables «[k] and S[k] as the deviations
between the two solutions to the problems (17) and (20) such that
alk] & z[k] — xs[k] and B[k] £ u[k] — 6[k]. The proof will be
completed if we show that a[k] = 0 and S[k] = 0O in the absence of
the attacks. It is worth noting that the absence of the attacks implies
the same ¢[k] in (17) and (20), resulting in H «[k]+ B[k]+9Y[k] = 0.
As a result of utilizing the new deviation variables «[k] and S[k],
solving (20) is equivalent to solving the following problem:

k]T W K] BLK] + k] T W [K)BK] + v [19[K]

@7

1
minimize —
o 121

subject to Halk] + S[k] + 9[k] = 0.

Let us consider the second term of the objective function (27) which
can be rewritten based on its constraint as follows:

k] "W kI BIK] = —0[k] T W k][],

where the equality comes from the fact that 6[k] T W
based on the KKT condition of the problem (17).

On the other hand, the condition (21) implies the following
property for an arbitrary vector ¥[k]:

v 19K, > [k T W k]9[R],

(28)
“lkH =0

(29)

where the equality occurs if, and only if, ¥[k] = 0. This result
together with (28) implies that the minimum value of the objective
(27) is zero if, and only 1f W Lk]B[k] = 0 and 9[k] = 0. The
empty null space of W ~1[k] gives us 8[k] = 0. As a consequence,
the constraint (27) results in a[k] = O since the matrix H has an
empty null space. The proof is completed. |

A.4. PROOF OF THEOREM 3

Before going to the proof of Theorem 3, let us introduce a support
result in the following lemma.

Lemma 6: Given a scalar variable x, let us consider the following
function: f(z) = Y0 |z + wi| + Z?:l |z 4 v;|, where a and
b are given positive integers; w; and v; are given real numbers for
all1 <i<agand 1 < j < b We denote ¢ = P’_T“—‘ and v £

[v1, va, ..., 0] T Suppose that the minimum value of f(x) occurs
at the optimal solution z*. If b > a + 1, then the optimal solution
2* only depends on the value of v and fulfills the following: |z*| <
max { |he(v)|, |he(—v)|}, where max{y, z} takes the greater value
between y and z. q

Proof of Theorem 3: Recall the analysis in Section IV-A and (19),
let us consider the problem (17) with the oracle local estimator ¢°[k].
Note that the fusion center does not know the oracle value of ¢°[k] to
find the optimal state estimate xs[k]. However, this optimal solution
(z15[k], 0[k]) can be utilized as a ground truth. On the other hand,
we consider the problem (20) in the presence of the attacks, i.e., the
corrupted local estimator ¢[k] # C°[k].

Let us reuse the two deviation variables a[k] and S[k] in Ap-
pendix A.3 such that a[k] £ &[k] — xi5[k] and B[k] £ u[k] — O[k).
Next, we plan to show that ||« [k]|| lies in a small ball and is indepen-
dent of the malicious activities. The constraint of (20) in the presence
of the attacks and the constraint of (17) in the absence of the attacks
give us the following relationship: 8[k] = V [k]¢7 [k]— Ho[k]—9[k].
As a consequence, solving (20) in the presence of the attacks is
equivalent to solving the following problem:

W KIBIR] + 7 [19[K] Il

— O[]

k) TWl

minimize fﬂ[ ]

alk].B[k]0[K) 2
subject to  B[k] =

[K1B[K] + 0[k] "

VIK|¢I[K] — Halk] (30)

Let us denote J[k] £ V[k]¢7 [k] — 9[k] and J[k]
the sub-gradient with respect to ¥[k]. It is worth noting that the i-
th element of the sub-gradient J[k] takes a value between —1 and
1. Since V[k] is a block diagonal matrix, we have the following
property: Vi[k]d [k] # 0 when ¢ € C and Vi[k]d [k] = 0 otherwise.

With the help of the KKT condition of (17), which is

6[k] T W [k|H = 0, the optimization problem (30) can be solved
by considering the following optimization problem:
minimize L(«[k], 9[k]), @31
k], 91k]
where
L(alk], 9[K)) £ o[k "W kI9TK] + |V [kI¢ (6] — d1k] |
T
+ % (ﬁ[k] - Ha[k}) W k] (é[k] - Ha[k]) (32)

Let us denote (9*[k], o*[k]) as the solution to (31), which satisfies

OL(ak], U[k])  ~x N ax .
0T TR (0% (K], o [K]) = 9 [k] — Ha [k
o0[K] (07 [K], o™ [K]) [k] — Ho' [K]
+ 0[k] + YW [K]9[E] = 0. (33)
Then, substituting (33) into (32) and leveraging 0[k] T W[k H =
0, which is the KKT condition of (17), give us the following:
LI (K], 0" [K]) = 30T W~ (K018 + o2 T (MW 10T
> > ‘ ViIkI¢ k] + 0; [k]]; — [Hia k],
1€C jeT
el WK +0 ¥ 5 |0k
i€I\C jET
+ v en(i1) 4 WIKIIK] = [Hia[K]] . (34)

For the state with index 7, let us recall the index set of sensors that
observe state j, which was denoted as £j in (11), and the structure
of the matrix H; in Lemma 1, resulting in

[Hia[K]] ; = {([Ja K]l;, ifi € &,

otherwise,
where [*[k]]; is the j-th element of o*[k]. In the following, we
consider the function L (ﬂ*[k] a*[k]) that is a collection of terms

(35)

containing [o*[k]]; in L(ﬁ*[ ], o [k]) as follows:
Ly k), o* k) = > ([Valkle] [K] + 0:[K]); — [o* [K]);
iESj ﬂC
el WK+ 3 [0k
iEgj\C
+ v en(i1) 4 WIKIIR] — [ [K])j . (36)

Due to the fact that the system is 2p-observable, one has 2|&; (C| <
2IC] < 2p < [&], resulting in |&; (N C| < |&; \ C|. This result
implies that the number of [o*[k]]; in the first term of (36) is less
than that of [a*[k]]; in the second term of (36). This observation
enables us to apply the result of Lemma 6 to (36) together with the
definition [ *[k]]; = [# [k]] [mls[k:]] resulting in (22). The proof
is completed. |



A.5. PROOF OF LEMMA 1

The second equality of (12) holds by the definition of the observ-
ability matrix O; and H;. By induction method, we show the first
equality of (12). Let us assume rowspan(G;[k]) = rowspan(O;). We
need to show that rowspan(G;[k + 1]) = rowspan(O;).

According to Assumption 5, one obtains

rowspan(G; [k]Ail[lc]) = rowspan(OiA*1 [k]) = rowspan(O;)

and rowspan(I1[k]G;[k]A~1[k]) = rowspan(O;). Moreover, since
rowspan(K;[k + 1]C;) C rowspan(O;) and one obtains that
rowspan(G; [k + 1]) C rowspan(O;).

If ((A[k] — K[k + 1CA[K])Gi[R] A~ [k] + K[k + 1]C;) Tej =
0, we alter K;[k + 1] slightly so that the equation does not hold
while the performance of the estimator is not influenced. As a result,
rowspan((A[k] — K[k + 1|CA[k])G;[k]AT [E] + K[k +1]C;) =
rowspan(G; [k + 1]) and the proof is completed. [ |

A.6. PROOF OF LEMMA 2

The proof is presented by the induction. Assume
>om, Gi[k] = I and we show that Y i, Gilk+ 1] = I:

that

i Gilk+1] = f: [k Gi[K|A™ K] + K[k + 1]Ci[k + 1]
1=1 i=1

=Tk A k] + K[k +1]C =1,

where the second equality comes from the assumption that
S Gi[k] = I and the last equality comes from the definition
of II[k] in (7). |

A.7. PROOF OF LEMMA 3
According to the definition of €;[k], we have
Ei[k =+ 1] = Q[k’ —+ 1] — Gz[k‘ + 1}1‘[k =+ 1]
=T1I[k]¢;[k] + K[k + 1) (C; Alk)z[k] + Ciw[k] + vi[k + 1])
— Gk + 1] (A[k]z[k] + w[k])
=1II[k]G[k] — (Gi[k + 1 A[K] — K[k + 1]C; A[K]) z[K]
— (Gi[k + 1] = K,k + 1)C;) wlk] + K[k + 1]v;[k + 1]
=T[k]) (G[k] — Gi[k]x[k]) — TI[K]G;[k] A~ [K]w(k]
+ K[k + v [k + 1],
where the last equality comes from (10). The proof is completed. B
A.8. PROOF OF LEMMA 5
According to (15), we know that W;;[k] satisfies:
Wik + 1] =TI[K] W, [K]TT T [K]+
(kG4 QK (TKG, AT k) +
Kilk + 1K [k+1] 0 (Rijlk +1] @ Lnxy)

where scalar R;;[k+1] is the element of the matrix R[k+-1] on i-th
row and j-th column. On the other hand, since > /", G;[k] = I is
shown in Lemma 2, one finds that

iWij[kf +1]

i=1
=II[k] <Z Wi [k]> I [k]
=1

.
+ (I = K[k +1C) QIk] (TIKIG; kA~ K]

+ Kk + 1R;[k+ 1K [k+1]. (37)

In the following, we prove that P[k:}G;-r [k] satisfies the same dynam-
ics with >°7" | W [k], where P[k] is defined in (6d). According to
(6), Plk] and Kk] satisfy the following:

Plk+1] = (I - K[k +1]C) (A[k]P[k]AT[k} + Q[k:]) ,
K[k + 1)R[k + 1] = T[] P[k]AT [K]C T [k + 1]
+(I - K[k+1C)Q[KC [k +1]. (38)
Considering the dynamics of G ;[k| in (10) gives us the following:
Plk + 1G] [k + 1]
=TIk PK]AT [K]G] [k + 1] + (I — K[k + 1)C) Q[KIG; [k + 1]
=T[k]P[k]G; [K]IT" [k] + T[K)P[K]A " [K]C [k + 1)K} [k + 1]
+ (I - K[k +1)0) QKIG] [k + 1]
T[] P[K]G [KITL" [K]
+ (I = K[k +11C) QIK] (TIKIG; k] A ™ K] !
+ (R PIRAT (K] + (1 = K[k +110) QIK]) x
Cf k+ 1K} k+1. (39
From (37)-(39), one obtains (23). |

A.9. THE CONSTRUCTION OF W|0]

Construct
WOl £ Do (lmxm®),
where
D11 DD Dy
Do D1 Dao Dim
D1 D Dmm

One can verify that, if the following three constraints are sat-
isfied, W[0] is Hermitian, strictly positive definite and satisfies
S, Wisl0] = 2 G [0].

() D=D",

2) D >0,

3) ijzl D;; = G;[0] for all i € T.

We design the blocks D;; to be the following diagonal matrices:
mﬁ{_l"’ A o (40)

Gi[0] + (m —1) - I, if t = j,
where I, represents an n X n identity matrix.

By definition (40), the conditions (1) and (3) are satisfied. We
proceed to prove that D is positive definite. Denote Dl[k] as the k-th
diagonal element of D;;. We have that Dl[lf] >3 i DZ[];.] ’ for all
k € J since G;[0] is non-negative diagonal matrix. According to
Gershgorin circle theorem, D is positive semi-definite.

We proceed to prove that D is positive definite after elementary
matrix operation. Since the system is observable, for each state index
j € J, there exists a sensor ¢ such that ¢ € 5j. Denote such index ¢
as ¢(j). For each j € 7, we do the following examination procedure.
Forall i € Z, if ¢ ¢ &;, then multiply the 1/D58)j times of (.(j) —
1)n+j-th row of D on (i—1)n+j-th row of D. After this elementary
matrix operation, one can verify that every diagonal matrix of D
satisfies DZU;] > Zj# Dl[];]’ for all k € J. Therefore, D is positive
definite according to the fact that matrix rank does not degrade after
an elementary matrix operation.
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