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ABSTRACT
Traditional cellular service was designed for global connectivity,
but business and logistical constraints led to its fragmentation,
with deployments limited to individual countries and regions. Ini-
tiatives like Mobile Virtual Network Operators (MVNOs), Mobile
Network Aggregators (MNAs), and regulations like “roam-like-at-
home” have partially restored global service potential, though often
at high costs in terms of user bills, application performance, and
traffic efficiency. This paper makes two key contributions: first,
it surveys the global cellular ecosystem, analyzing the strengths
and weaknesses of major players using data from prior research,
proprietary datasets, and public sources. Second, it argues that the
technology for seamless global service exists in Local Breakout
(LBO), a roaming architecture which allows user traffic to be routed
directly to the Internet through the visited network, bypassing the
home network and/or third-party infrastructures. However, LBO
adoption is hindered by issues such as policy enforcement, billing,
and Quality of Service (QoS) guarantees, rooted in a lack of trust
between operators. The paper concludes by exploring technological
advances that could enable LBO, and pave the way for truly global
cellular connectivity.

CCS CONCEPTS
• Networks→ Network design principles; Mobile networks.

KEYWORDS
Mobile Networks, Roaming, Network Optimization

1 INTRODUCTION
Traditional cellular service was designed for global connectivity,
allowing mobile devices to function worldwide without the need
of a separate service contract with a local operator in each visited
country. This relies on a handful of telco providers that together
with Mobile Network Operators (MNOs) interconnect to offer cellu-
lar connectivity in a monolithic fashion, i.e., a single entity provides
all the components of the mobile communications service.

As both the mobile market and the technology matured, Mobile
Virtual Network Operators (MVNOs) [43, 49, 53] surfaced as a way
to further exploit the infrastructure of incumbent MNOs to provide
services without the need of deploying all the cellular network
components. In recent years, Mobile Network Aggregators (MNAs)

– such as Airalo [2], 1Global [1] or Twilio [45] – have emerged as a
disruptive phenomenon in the telco sector to provide global mobile
connectivity [3, 52]. Their operational model upgrades the MVNO
approach by leveraging the infrastructure of multiple base operators
in different countries. To achieve this, MNAs overload the inter-
national roaming function, and benefit from the extensive global
infrastructure that telcos have been shaping for decades. Specif-
ically, all MNAs gain access to (visited) Radio Access Networks
(RANs) globally via interconnection through roaming hubs [26].

Despite roaming, there is currently an intrinsic lack of trust
between the Home Mobile Network Operator (h-MNO) and the Vis-
ited Mobile Network Operator (v-MNO), which ends up impacting
communication performance. Specifically, the unwillingness of the
h-MNO to expose to a foreign operator charging information for
their users makes Home-Routed (HR) roaming the default roaming
configuration. With HR, all traffic is routed through the home coun-
try, regardless of the roaming user’s actual geolocation. This allows
MNOs to control the charging function of their outbound roaming
users, but it also translates into a non-negligible delay penalty and
potential performance impairment [12, 33].

However, despite these advancements, MNAs still face signifi-
cant challenges in offering a native-like service to their roaming
end-users. In this paper, we highlight the need for a truly global net-
work architecture for cellular connectivity, where the end-users can
enjoy native-like performance. We build on existing measurement
studies [3, 17, 32, 33, 47] to map out the existing commercial imple-
mentations for global operators. We detail next the contributions
we make in this work, as follows.

This paper presents a complete overview, at the time of writing,
of MNAs models (Section 3). Depending on their type (light, thick,
full), MNAs achieve varying geo-spatial granularity of breakout lo-
cations. Until now, we have seen commercial MNAs relying on the
base operator’s core networks (light MNAs) or fully/partially run-
ning their own (full, thick MNAs) to provision their eSIM profiles.
With the advent of embedded Subscriber Identity Module (eSIM)
technology – which allows users to activate a cellular plan purely
via software – some MNAs now enable travelers to avoid incon-
venient (buying local SIM cards in stores) and expensive (roaming
bill shock) connectivity while abroad. The combination of MNA
and eSIM technology with recent advances in network virtualiza-
tion [16, 21, 24] enables a new era in global mobile connectivity,
characterized by varying degrees of operational complexity.
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Despite creative in their setups, we explain that MNAs cannot
currently offer a native-like service to their roaming end-users,
for which the Local Breakout (LBO) roaming architecture – where
traffic is directly offloaded at the v-MNO – is needed. We formu-
late the fundamental challenges that stand in the way of realizing
LBO within the cellular ecosystem (Section 4). We highlight the
corresponding research problems around zero-trust interaction,
cross-operator security, reliable billing and ensuring consistent
performance for the end-user. Our contribution here aims to put
emphasis on global connectivity research, specifically towards re-
moving unrelenting limitations.

We finally contribute a (partial) examination of potential av-
enues to achieve true global connectivity, and tackle (some of) the
above-mentioned unrelenting challenges (see Section 5). We dis-
cuss incremental solutions, such as amplifying the MNA model
to leverage multiple cloud providers, or new architecture designs,
such as attempting to solve the problem at the transport layer [24],
or decoupling end-user identity from their provider [42]. We note
that these attempts ultimately introduce new actors into the ecosys-
tem to facilitate or proxy the end-user’s global access to cellular
resources. Thus, we also explore solutions that enable MNOs to
establish roaming partnerships and exchange value directly, elimi-
nating the need for third parties [25].

2 PRELIMINARIES

What is Global Cellular Connectivity? Roaming is a funda-
mental feature of cellular networks that allows users to maintain
connectivity outside their home network’s coverage area, ensuring
seamless global service across various visited networks. Initially a
niche service for occasional travelers, roaming is now the standard
mode of operation for a growing amount of extremely heteroge-
neous devices that need to operate in different environments around
the world, with varying performance requirements.

This surge in demand for ubiquitous cellular connectivity comes
both from the massive number of connected Internet of Things (IoT)
devices as well as from people who are progressively switching
(together with their devices) to a digital nomad lifestyle. Catering
to digital nomads has led to the advent of global (virtual) opera-
tors that use roaming to provide seamless global connectivity, such
as Airalo [2], Holafly [15], Yesim [51], Nomad [35], Onesim [36],
AloSIM [4], Yoho Mobile [34], BNESIM [11]. At the same time,
countless global IoT operators emerged [27], such as emnify [9],
KORE [20] or 1Global [1]. Unlike human-generated traffic, IoT traf-
fic involves smaller, more frequent data exchanges which often
require multiple signaling messages for minimal data transmis-
sion [13]. Efficient network planning and management for trans-
porting signaling traffic are essential to maintaining performance
in future next-generation networks, particularly given the rapid
proliferation of IoT devices.
Architectures, Agreements and Billing: Seamless global connec-
tivity relies on cooperation among at least three independent stake-
holders: visited network (providing the radio access), home network
(managing the user’s identity), and interconnection provider. This
cooperation is supported by standardized interfaces and proto-
cols but also requires significant administrative work via roaming
agreements. The home network, responsible for providing the SIM
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Figure 1: Simplified 5G roaming architecture. Dashed lines:
control plane traffic; solid lines: user plane traffic.

identity and connectivity, serves a user’s device within its own
geographical region. When the user travels outside this area, their
device connects to the visited network’s radio access via roaming.

Communication between home and visited networks typically
occurs via the IP Packet eXchange (IPX) network [28], traversing
at most two separate carriers [27, 48]. Whether signaling traffic,
user plane traffic, or both are transmitted between visited and
home networks depends on the specific roaming architecture in
place. Figure 1 illustrates three 5G roaming architectures: Home
Routed Roaming (HRR), where all user traffic is routed through the
home network, ensuring maximum control but at the cost of higher
latency; Regional Breakout (RBO), which balances control and ef-
ficiency by offloading traffic at regional points closer to the user;
and LBO, where traffic is directly offloaded at the visited network,
minimizing latency but reducing the home network’s control over
service quality and security. To ensure smooth international mobile
communications, the so-called clearing houses play a crucial role
by ensuring correct processing, validation, billing and accounting
of mobile usage data across the different networks [29].
Mobile Virtual Network Enablers and Roaming: The conjunc-
tion of novel network softwarization and virtualization technolo-
gies – specifically eSIM technology and control and data plane
separation in 5G networks – paired with the extent of cloud in-
frastructure deployment led to the realization of numerous global
operators (be it for IoT verticals or digital nomads) – which we
generically denote as MNAs. Figure 2 represents the different fla-
vors of virtual operators, either global or restricted to a single
geography.

MNAs evolve from the MVNOs operator model [54], which al-
lows new operators to rent infrastructure from establishedMNOs to
lower entry barriers. UnlikeMNOs, MVNOs providemobile services
without owning or operating a full cellular network, specifically
lacking radio spectrum ownership. To operate, an MVNO must es-
tablish commercial agreements to use the network of a base MNO.
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Table 1: MNA complexity: multiple actors (table columns) within the ecosystem come together to build the MNA’s service. All aggregators
depend on RAN providers, IPX Network and eSIM Platforms, and operate their own brand and sales. For Thick MNAs (emnify, Airalo), there
are at least 6 different entities that coordinate to build the global connectivity service. The light MNA Google Fi only uses the cloud provider
for breakout (orange cell) when the end-user activates the VPN service. The Full MNA Twilio operates their full core network over cloud
infrastructure. In the "comments" we show the MNA roaming architecture and their target end-users.

v-MNO IPX Network Cloud Provider b-MNO eSIM Platform MNA Comments

Google Fi Yes Yes VPN Tunnel Endpoint Data Breakout Yes Light MNA HR Roaming, Nomads [3, 52]
1Global Yes Yes N/A Data Breakout Yes Light MNA HR Roaming, IoT + Nomads [3]
Airalo Yes Yes Data Breakout Data Breakout Yes Thick MNA RBO + HR Roaming, Nomads [17]
emnify Yes Yes Cloud Core, Data Breakout Yes Yes Thick MNA RBO, IoT [47]

Twilio/KORE Yes Yes Cloud Core, Data Breakout N/A Yes Full MNA HR Roaming, IoT [3]

Figure 2: Network operating models: MVNOs lacks ownership of
radio spectrum resources; light/thickMVNOs rely on a single b-MNO,
and the latter’s roaming agreements for global service, while full
MVNOs operate their own core network, and give global service
through their own roaming agreements. MNAs run a limited part
of the network (the light – only sales << the thick – limited core
function << the full – all the core), and provide global service by
exploiting the roaming agreements of several b-MNOs.

Several MVNO types exist, depending on the extent of the techno-
logical layer added over the base MNO’s network resources [44, 49].
A “thin” MVNO relies on a base MNO’s RAN and core network,
while managing its own customer support, marketing, and pricing.
A “thick” MVNO partially operates its own core network infras-
tructure for greater control but still relies on a base MNO for some
functions, focusing on brand differentiation and additional services.
A “full” MVNO operates its own core network, relying on a base
MNO only for access to radio resources.

The underlying infrastructure that supports MVNOs is the IPX
network, which interconnects virtually all MNOs world-wide [26]
(even the ones within the same economy). In other words, the very
same interconnections within the cellular ecosystem that enable
(national/international) roaming are the ones that also supports the
realization of MVNOs. IPX providers act as mobile virtual network
enablers, and the activation of a full MVNO is similar to that of an
international roaming agreement for HRR.

MNAs rely on the core networks of base operators (LightMNAs) [1,
14] or run their own (Full MNAs) [3, 52] to provision their eSIM pro-
files. Bothmodels gain access to (visited) radio access networks glob-
ally via interconnection through roaming hubs [26]. Thick MNAs

push this model further, and decouple the internet gateway location
from both the base MNOs’ and the visited operators’ infrastructure.
For example, Airalo [2] is a popular thick MNA [17], which has
gained more than 5 million customerssince its inception in 2019.
Emnify [9] leverage a similar operational model focused on IoT-
specific global connectivity: where they use seven different cloud
locations as roaming breakout points, all from the same provider.

3 REALITY CHECK ON GLOBAL CELLULAR
CONNECTIVITY

We dissect here the commercial implementations of global cellular
connectivity which we identified at the time of writing.

3.1 Evolving From HR Roaming
Global cellular service relies on international roaming, with HR
being the preferred setup, even for 5G networks [12]. MNAs were
designed to reduce the inefficiencies associated with HR, and im-
prove performance by dynamically switching between Base Mobile
Network Operators (b-MNOs) from different countries, thus reduc-
ing the delay penalty of HR.

MNAs are still built on the same trust model as international
roaming, while allowing for service delivery almost worldwide. By
aggregating network resources and functions provided by different
actors (e.g., RAN resources from different v-MNOs, data breakout
from the b-MNOs), MNAs implicitly fragment the end-to-end ser-
vice across different network domains. Switching the b-MNO used
by an MNA results in a different location for data breakout to the
Internet, while still relying on the HR roaming architecture, where
the “home” is the respective b-MNO. The b-MNO choice varies
based on factors like policy, coverage, or performance.

3.2 Mapping MNA Breakout
Previous work conducted active measurements to map breakout
locations given variable measurement vantage points and MNAs [3,
32, 33, 47]. The findings of these studies unveil how MNAs are
gradually exploiting the idea of swapping b-MNO (and implicitly
their corresponding breakout locations) or – in the case of thick
MNAs – deploying internet gateways independently from the b-
MNO in breakout locations closer to the end-user, all in an effort to
reduce the implications of the HR roaming setup [12, 32]. Table 1
gives an overview of the way in which specific MNAs (namely,
Google Fi, 1Global (previously known as Truphone), Airalo, emnify
and Twilio) build their service.
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Figure 3: Map showing the geolocation of public internet gateways for various commercial eSIM providers—1NCE, Airalo, emnify, and
Twilio—represented by different symbols. Colors denote the network providers hosting these gateway functions.

Depending on their setup (see classification in Table 1 according
to the taxonomy from Section 2), MNAs achieve different levels of
geo-spatial granularity in terms of the breakout locations. Figure 3
illustrates the geographic distribution of locations hosting internet
gateway functions utilized by some commercial MNAs. These gate-
ways deploy across different network providers, including cloud
service providers (AWS, Packet Host, OVH SAS), a telecom car-
rier (Singtel), and IoT platforms (Webbing, Wireless Logic). We use
public documentation to collect this data for 1NCE, emnify, and
Twilio, which specifies the AWS regions hosting their gateways. For
Airalo, we use the results of a measurement study with volunteers
using Airalo eSIMs across different countries to infer (some of) the
network host and geolocation data [17].
Continent-level breakout (e.g., Google Fi): Google Fi is a light
MNA that relies on T-Mobile in the US, and Three UK in Europe [3].
Fi targets users in the US, and also offers global roaming coverage.
For users traveling from the US to Spain, Fi swapped the base MNO
from T-Mobile to Three UK. The use of RBO in Europe on top of
Three’s network helps Fi to reduce significantly (i.e., from ≈200ms
to ≈75ms) the delay their users experience in Europe, whenever
the VPN service is not active. This service allows users to maintain
the same online experience abroad as they have at home, including
access to geo-restricted content.
Country-level breakout (e.g., 1Global): 1Global (previously known
as Truphone) is a light MNA that aggregates separate individual
MVNO agreements from the nine economies where they register.
1Global was, in fact, the closest – according to measurement cam-
paign in [3] – to deliver native-like mobile connectivity to global
users. This is achieved by mapping the breakout point to the clos-
est MVNO partnerships to the aimed service location. Leveraging
their mature setup with different MVNO partnerships in over nine
economies, 1Global delivers the closest performance to the one
provided by a local MNO in any of those countries.

Sponsored Roaming and Cloud Breakout (e.g., emnify, Twilio,
Airalo): emnify is a cloud-based platform for global cellular IoT
connectivity, allowing businesses to manage IoT devices across
networks without multiple SIM cards or MNO contracts. It oper-
ates seven breakout regions worldwide – hosted on AWS – where
data exits the cellular network to the internet or private networks,
reducing latency and enhancing data transmission speed [47].

Airalo is a prominent example of a thick MNA, leveraging the
deployment of internet breakout gateways in multiple third-party
(cloud) network infrastructures that are decoupled from both the
base and the visited MNOs. In theory, this mode of operation allows
for the benefits of RBO, particularly the dynamic traffic routing
and prioritization of User Plane Functions (UPFs) closer to the user.
In practice, Airalo eSIMs are configured to statically route traffic
through specific internet gateways, often resulting in geographi-
cally suboptimal data paths. For example, its eSIMs for Azerbaijan,
Finland, Moldova, and Kenya use Telecom Italia as b-MNO [17],
but their roaming traffic consistently relies on RBO via UPFs in
London, operated by Wireless Logic. Airalo’s performance mea-
surement across 21 countries found that while RBO eSIMs offered
better latency compared to HR counterparts, they showed minimal
improvement in bandwidth [17]. This highlights the challenge of
RBO operations due to complex interplay of agreements among
MNOs, IPX providers, and network infrastructure companies.

Finally, Twilio is a full MNA that operate their own cloud-ified
core network [3], and their own Mobile Country Code (MCC)-
Mobile Network Code (MNC). It uses HR roaming to their own core
locations hosted in cloud infrastructure.

4 LBO FOR GLOBAL CONNECTIVITY
The previous section highlighted inefficiencies in current MNAs’
solutions for global cellular connectivity. We identify LBO as a
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Table 2: Challenges and opportunities of Local Breakouts (LBO) for international mobile roaming.

Aspect Challenges Opportunities

Trust &
Billing

The lack of trust between entities regarding
security, authorization, or billing hinders efficient
cooperation and optimal service performance.

Develop standardized zero-trust frameworks for secure inter-operator
interactions in 6G networks, to enhance global cellular connectivity,
prevent roaming billing disputes, and support dynamic billing models.

RQ: How can trust between parties be ensured on a technical level?
Security &
Service
Monitoring

: Maintaining consistent security and privacy
policies across independent networks and
operators.

Potential to implement specialized and localized security measures
(enabled via. e.g, global standardized APIs, standardized network data
representation), tailored to specific regional requirements.

RQ: How can specialized security and service monitoring mechanisms be deployed across operator boundaries?
Regulatory Complying with different regulatory

requirements in various regions is complex and
resource-intensive.

Enhanced transparency and credibility in carbon footprint reporting,
improving stakeholder trust.

RQ: How can compliance with diverse regulatory environments be managed efficiently?
Quality of
Service (QoS)

Potential variability in service quality across
different visited networks.

Improved QoS for local content and services due to reduced latency and
localized traffic handling.

RQ: How can QoS be improved to ensure consistent service quality across visited networks?
Application
Layer

Impact on services due to geolocation and
distance from home country and content.

Utilizing advanced techniques to handle data locally, thereby reducing
latency and improving service performance.

RQ: How can localized data handling mitigate the impact of geolocation and distance on services?

promising technological advancement to address performance is-
sues in RBO orHR architectures. This section explores themigration
from HR to LBO roaming, outlining the associated opportunities
and challenges within the cellular ecosystem. Table 2 provides a
concise overview, including research questions for each aspect.
Trust & Billing: Although LBOs are technically feasible, their
adoption is hindered by a lack of trust within the mobile ecosystem.
Third-party networks may not follow the same security standards,
risking data breaches and unauthorized access [23]. Trust is essen-
tial for accurate billing, financial settlements, and fraud prevention,
requiring precise data tracking and real-time reconciliation between
home and visited networks [29].

Implementing zero-trust frameworks, distributed ledgers for
transparent transactions [8, 30, 38], advanced cryptography [40],
and international regulatory harmonization [37] can address these
challenges by creating standardized trust and security frameworks.
Regulatory support can further enhance trust and compliance.
Security & Service Monitoring: Trust issues between mobile
entities raise concerns about traffic handling and privacy, particu-
larly in LBO, where user traffic is controlled by visited networks
with varying security standards [5, 50]. Strong authentication and
authorization are crucial [6, 18, 31].

Shifting control to the visited network offers opportunities for
region-specific security optimization [23], enabling better protec-
tion against local threats and easier compliance with regional regu-
lations. However, the key challenge lies in developing methods and
architectures that allow home network functions to be effectively
carried out within the visited network.
Regulatory Aspects: Regulatory compliance, especially with data
sovereignty laws like GDPR [46], complicates LBO deployments,
as these laws vary by country. Ensuring local breakouts meet both
home and visited countries’ legal requirements, including lawful

interception, is challenging. Previously monitored by the home net-
work, accessing the same data in LBO deployments is not straight-
forward [7], requiring clear data ownership in roaming agreements.

Another key regulatory concern is the reporting of CO2 emis-
sions within the corporate carbon footprint [19]. Companies must
report the following CO2 emissions: Scope 1 (direct emissions from
owned sources), Scope 2 (emissions from purchased energy), and
Scope 3 (all other indirect emissions in the value chain). Therefore,
the classification of emissions from roaming customers needs to be
clarified, as they could be Scope 1 for the visited network or Scope
2 or 3 for the home operator.
Quality of Service: Varying Quality of Service (QoS) standards
among MNOs complicate establishing Service Level Agreements
(SLAs) that ensure consistent QoS for users [47]. AlthoughLBOs
may offer higher QoS than HRR (see Section 2), the home operator
loses QoS control, with the visited network only providing QoS
level the user pays for. Further, QoS gains may be less evident for
services hosted near their home network.

LBOs also complicate the support of proprietary features such as
VPNs or real-time data tracking, typically managed by the home net-
work [10]. To address this, visited networks could offer Infrastructure-
as-a-Service (IaaS) components, allowing home operators to deploy
custom features, like region-specific content filtering or localized
firewall services. However, this approach risks fragmentation and
inconsistencies, as each visited network may implement such fea-
tures differently.
Application Layer: Transitioning to LBOs means assigning roam-
ing devices public IP addresses from the visited network, affecting
services like IP geolocation and content delivery. This can impact
service performance, user experience, and application functionality,
with users potentially receiving localized content or experiencing
higher latency depending on where a service is hosted. While local
breakouts improve efficiency for geo-distributed services (e.g. on
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CDNs), they might have little to no, or even negatively impact, ap-
plications hosted near the home network. However, localized data
handling can optimize service delivery based on regional needs.

5 TOWARDS TRUE GLOBAL SERVICE
Traditionally, cellular service relies on the International Mobile Sub-
scriber Identity (IMSI), a permanent and globally-unique identifier
that is stored on a Subscriber Identity Module (SIM) card for both
billing and authentication functionality as well as mobility and con-
nectivity. True global aggregation of cellular resources should allow
end-users (and their IMSI) to access radio networks on-demand
from any available operator world-wide – regardless of size or
trust level – and do so in real-time. Attempting to achieve this in a
setup where the end-user identity is akin to the (sole) connectivity
provider issuing the IMSI is restrictive.

We next explore both incremental and clean-slate approaches
to achieving true global service, including innovative cellular ar-
chitectures that eliminate existing barriers to multi-network access
for users worldwide.
Amplifying the Thick MNA Model: With the materialization
of MNAs such as Google Fi, 1Global, emnify, Airalo or Twillio, the
cellular ecosystem evolved in terms of complexity, with data paths
that were once confined to a single operator realm now traversing
multiple domains, and relying on resources from different entities
(including the RAN provider, the b-MNO, the gateway provider, or
IPX provider). Although creative, these operators still built on the
very same trust model of the cellular ecosystem, and thus suffer
from the limitations of combining international roaming and virtual
operator design (see Section 4). One avenue to explore is evolving
the thick MNAmodel to dynamically deploy Internet gateways over
the underlying infrastructure of multiple providers. Figure 3 high-
lights an existing concentration of internet breakout locations in
specific cities, such as Frankfurt, Sao Paulo, Singapore, and Virginia,
indicating these cities asmajor hubs for global roaming connectivity.
This incremental solution could enhance the geospatial granular-
ity of breakout locations, potentially achieving LBO-like (native)
performance (see Section 4).
Cellular Aggregation at the Transport Layer:One promising ap-
proach to achieving global service is aggregating cellular networks
at the transport layer, using multiple networks simultaneously
to provide data service and mask the interruptions of any single
network. Early research trying to apply Multipath TCP (MPTCP)
directly onto two cellular networks in the high speed mobility case
points out that this vanilla attempt achieves little enhancement, or
even occasionally performed worse compared to a single good path,
due to imbalanced congestion window (cwnd) distribution by cou-
pled congestion control algorithm and an exaggerated out-of-order
problem from frequent handovers [22].

Combining architecture design with aggregation at the transport
layer andDistributed Ledger Technology (DLT) [39], CellBricks [24]
proposed to move support for mobility from the network to the user
device, so that a user can experience seamless mobility, even if they
frequently switch between mobile providers. However, these solu-
tions require several changes, including modifications to cellular
core software functions, updates to User Equipment (UE) firmware,

and configuration changes to enable MPTCP in the network soft-
ware stack on both clients and servers.
Decoupling End-user Identity From Their Provider: Another
potential avenue to enable global access to cellular networks is
decoupling the identity of the end-user from the cellular infrastruc-
ture provider. Pretty Good Phone Privacy (PGPP) [41, 42] decouples
billing and authentication from the cellular core, altering it to use
an over-the-top oblivious authentication protocol to an external
server, also supported through DLT. This can be operated by a sec-
ond organization, while leavingmobility and connectivity functions
in the core as they were.
MNOConsortium: The above-mentioned approaches combine the
innovation potential of DLT with architectural changes that enable
global cellular service. However, they all propose the introduction
of new actors within the ecosystem, which would support or act as
proxies for the end-user’s true global access to cellular resources.
We explore here solutions that allow MNOs to engage in a roaming
partnership and to exchange value easily, without the need of a
third party to act as a trusted intermediary with the role to verify
the interaction between the roaming partners.

The solution of cooperation among the MNOs through dynamic
interconnection in the cellular ecosystem (DICE) simplifies the
current roaming architecture, and allows for decentralized authen-
tication of end-users looking to access resources globally [25]. The
shift in the business logic that DICE brings through the use of cryp-
tocurrencies allows for zero-trust global charging, without leaving
the doubt that fraud (e.g., tampering with roaming records) might
occur, thus promoting the local breakout roaming configuration.
DICE makes a two-fold contribution to disrupt the cellular ecosys-
tem: (i) enables MNOs to have a direct dynamic cooperation in
a private and secure setup, establish roaming relationships, and
perform data and financial clearing in almost real time, and (ii) en-
ables the end-user to have control over her mobile connection and
connect to a network in a visited country as a native user, receiving
optimal service performance. The DLT solution lowers uncertainty
about the identity of the different entities involved in the roaming
transaction (i.e, the roaming user, the home network and the visited
network offering roaming services to the roaming user), and allows
the exchange of value without trust between the entities.
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