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Recently, there has been a significant escalation in both academic and industrial commitment towards the
development of autonomous driving systems (ADSs). A number of simulation testing approaches have been
proposed to generate diverse driving scenarios for ADS testing. However, scenarios generated by these
previous approaches are static and lack interactions between the EGO vehicle and the NPC vehicles, resulting
in a large amount of time on average to find violation scenarios. Besides, a large number of the violations they
found are caused by aggressive behaviors of NPC vehicles, revealing no bugs of ADSs.

In this work, we propose the concept of adversarial NPC vehicles and introduceAdvFuzz, a novel simulation
testing approach, to generate adversarial scenarios on main lanes (e.g., urban roads and highways). AdvFuzz
allows NPC vehicles to dynamically interact with the EGO vehicle and regulates the behaviors of NPC vehicles,
finding more violation scenarios caused by the EGO vehicle more quickly. We compare AdvFuzz with a
random approach and three state-of-the-art scenario-based testing approaches. Our experiments demonstrate
that AdvFuzz can generate 198.34% more violation scenarios compared to the other four approaches in 12
hours and increase the proportion of violations caused by the EGO vehicle to 87.04%, which is more than 7
times that of other approaches. Additionally, AdvFuzz is at least 92.21% faster in finding one violation caused
by the EGO vehicle than that of the other approaches.

Additional Key Words and Phrases: Autonomous Driving System, Scenario-based Testing

1 Introduction
In recent decades, there has been a ground-breaking evolution in autonomous driving systems
(ADSs). These systems represent the potential to enhance road safety, reduce traffic congestion, and
improve transportation efficiency, revolutionizing the automotive transportation [47]. However,
despite the advancementsmade by leading companies such as Tesla,Waymo, and Uber, current ADSs
still struggle with corner cases and exhibit erroneous behaviors due to the extremely complicated
real-world driving environments. These flaws in ADSs can lead to serious consequences and
substantial losses, as highlighted by numerous documented traffic incidents [5, 30, 43]. Consequently,
extensive testing is needed to ensure the safety and reliability of ADSs.

Leading companies have employed on-road testing to evaluate the performance of ADSs. How-
ever, autonomous vehicles have to be driven more than 11 billion miles to demonstrate with 95%
confidence that autonomous vehicles are 20% safer than human drivers [28]. This is not only time-
consuming but also costly. In contrast, simulation testing offers a more efficient and cost-effective
approach to generate diverse and challenging scenarios for ADSs by leveraging the high-fidelity
simulators, such as LGSVL [34] and CARLA [15]. These simulators can generate a wide range of
scenarios, including various weather conditions, road conditions, and traffic conditions.

Several simulation testing approaches have been proposed to generate critical scenarios for ADSs
in simulator, such as DSL-based approaches [3, 4, 16, 48, 49], search-based approaches [1, 2, 8, 12,
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20, 25, 26, 31, 35, 36, 39, 41, 51, 53, 54, 59, 60], and data-driven approaches [7, 13, 17, 57]. These
approaches have been demonstrated to be capable of finding safety violations.

However, without the consideration of the EGO vehicle (i.e., the vehicle controlled by the ADS
under test), these approaches often generate static scenarios where the behaviors of NPC vehicles
are predefined, lacking the interactions between the EGO vehicle and NPC vehicles, inevitably
suffering from the extensive and time-consuming exploration of the vast scenario search space.
Besides, the NPC vehicles following the predefined behaviors may not obey traffic rules and
collide with the EGO vehicle aggressively. As a result, violations found by these approaches do
not necessarily reveal a bug in the ADS under test because the EGO vehicle may not bear the
liability. This is also evidenced by a recent study [26], where 1,109 crash scenarios are automatically
generated in 240 hours. After manual diagnosis, all these violations are caused by NPC vehicles.
To address these problems, we propose adversarial NPC vehicles that can adopt reasonable be-

haviors and dynamically adjust their maneuvers to improve the interactions with the EGO vehicle.
We design and implement AdvFuzz, a novel simulation testing approach, to generate adversarial
scenarios on main lanes (e.g., urban ways and highways) where NPC vehicles can interact with the
EGO vehicle, finding more violation scenarios caused by the EGO vehicle more quickly. Specifically,
we specify a segment of road as experimental field and implement the adversarial NPC vehicles by
equipping the NPC vehicles in the simulator with the ability of adjusting their maneuvers guided by
behavior trees [18] based on the real-time positions of the EGO vehicle. In addition, we adopt the
genetic algorithm-based (GA-based) scenario generator and the scenario executor to support the
automatic generation and correct execution of adversarial scenarios. After finding the violation sce-
narios (i.e., collision scenarios and rule-breaking scenarios), we use a rule-based liability determiner
to diagnose the collision scenarios and exclude the violation scenarios caused by NPC vehicles.
We have conducted large-scale experiments to evaluate the effectiveness and efficiency of

AdvFuzz. We implement AdvFuzz based on Apollo 8.0 [6] and LGSVL 2021.3 [34] and compare it
with a random approach and three state-of-the-art scenario-based testing approaches (i.e., NSGAII-
DT [1], AV-Fuzzer [36], and AutoFuzz [60]). Our experiments demonstrate that AdvFuzz can
generate 198.34% more violations compared to other four approaches in 12 hours and increases
the proportion of violations caused by the EGO vehicle to 87.04%. Besides, AdvFuzz is at least
51.98% faster in finding one violation scenario, 92.21% faster in finding one violation caused by
the EGO vehicle, 58.32% faster in finding the first violation and 82.60% faster in finding the first
violation caused by the EGO vehicle than those of the other approaches. Finally, we assess the effect
of different configurations of the parameter in AdvFuzz on the effectiveness and efficiency results.

The main contributions of our work are summarized as follows:

• We propose adversarial NPC vehicles that can adopt reasonable behaviors and dynamically adjust
their maneuvers to improve the interactions with the EGO vehicle guided by behavior trees.
• We design and implement a novel simulation testing approach, AdvFuzz, to automatically
generate and execute adversarial scenarios in the simulator, maximizing the possibility of violation
scenarios caused by the EGO vehicle.
• We conduct experiments with a random approach and three state-of-the-art scenario-based
testing approaches to demonstrate AdvFuzz’s effectiveness and efficiency in finding violations
caused by ADSs.

2 Methodology
We design and implement AdvFuzz to automatically generate adversarial scenarios on main
lanes where NPC vehicles can interact with the EGO vehicle dynamically and find the violation
scenarios caused by the EGO vehicle. The approach overview of AdvFuzz is presented in Fig. 1. The

, Vol. 1, No. 1, Article . Publication date: December 2024.



AdvFuzz: Finding More Violations Caused by the EGO Vehicle in Simulation Testing by Adversarial NPC Vehicles 3

Scenario 
Executor

Experimental Field

Configurations Liability 
Determiner Violation Scenarios 

Caused by EGO

Collision 
Scenarios

ADS

Simulator

Rule-Breaking
Scenarios

Adversarial
NPC Vehicles

Maneuver
Decision

EGO Vehicle 
Detection

Trajectory
PlanningMap

Scenario 
Generator

Fig. 1. Approach Overview of AdvFuzz

overall idea of AdvFuzz is to enhance the interaction between the EGO vehicle and NPC vehicles
in simulation, finding more violation scenarios, and to regulate the behaviors of NPC vehicles,
reducing the occurrence of violation scenarios caused by NPC vehicles. An adversarial scenario
includes the ADS under test, an experimental field and several adversarial NPC vehicles.

We connect the ADS with the simulator and specify a segment of road on the map loaded in the
simulator as the Experimental Field (see Sec. 2.1). To implement Adversarial NPC Vehicles
(see Sec. 2.2), we equip the NPC vehicles in the simulator with three main functions: EGO Vehicle
Detection, Maneuver Decision, and Trajectory Planning. These functions work together to enable
adversarial NPC vehicles’ interactions with the EGO vehicle, maximizing the possibility of safety-
critical violations caused by the EGO vehicle. We randomly initialize a set of the configurations of
adversarial scenarios and utilize a GA-based Scenario Generator (see Sec. 2.3) to automatically
generate the adversarial scenarios. The Scenario Executor (see Sec. 2.4) is responsible for loading
the experimental field as well as the configuration of adversarial scenarios, and executing scenarios
with adversarial NPC vehicles. The violation scenarios found by the executor consist of collision
scenarios and rule-breaking scenarios (i.e., the EGO vehicle breaks predefined rules). For all the
collision scenarios, we utilize rule-based Liability Determiner (see Sec. 2.5) to eliminate the
collision scenarios caused by adversarial NPC vehicles, and we thus get all the violation scenarios
caused by the EGO vehicle at last.

2.1 Experimental Field
To support large-scale construction of adversarial scenarios, we select a segment of road provided
by the map in the simulator as the experimental field. As shown in Fig. 2, there is an EGO vehicle
(i.e., the red vehicle) controlled by ADS and several adversarial NPC vehicles (i.e., the green vehicles)
in the experimental field. By default, the number of adversarial NPC vehicles is consistent with the
number of lanes on the road. We define a “bubble” to manage adversarial NPC vehicles and limit
the space where EGO vehicle and adversarial NPC vehicles can effectively and efficiently interact
with each other. A bubble is a custom-defined region of length 𝐿 (e.g., 300 meters) located a certain
distance (e.g., 50 meters) in front of the starting position of EGO vehicle, within which adversarial
NPC vehicles are randomly distributed. The task of the EGO vehicle is to pass through the bubble
and reach the destination at the other end of the bubble. As the EGO vehicle enters the bubble
with a stable speed, adversarial NPC vehicles in the bubble start to monitor the trajectory of EGO
vehicle and make maneuvers trying to interact with ADS.
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Fig. 3. Perception Zones of Adversarial NPC Vehicle

2.2 Adversarial NPC Vehicles
We introduce the implementation of EGO Vehicle Detection in Sec. 2.2.1, Maneuver Decision in
Sec. 2.2.2, and Trajectory Planning in Sec. 2.2.3 for adversarial NPC vehicles.

2.2.1 EGO Vehicle Detection. Adversarial NPC vehicles are equipped with a function that enables
them to locate the EGO vehicle. For each NPC vehicle in the bubble during the simulation, we
define the perception zones around the NPC vehicle to determine the position relationship between
the EGO vehicle and the NPC vehicle during driving. As shown in Fig. 3, when an adversarial
NPC vehicle is driving in its lane, the adjacent left lane (if present) is divided into three zones: L1,
L2, and L3. Similarly, the adjacent right lane (if present) is divided into R1, R2, and R3 zones. The
area in front of the NPC vehicle is designated as F1, while the area behind it is labeled N1. Each
of these zones, except for N1 and F1, has a length variable denoted as ℓ . The value of ℓ is set to
20 meters by default. The simulator provides the forward unit vector forward and the right unit
vector right. We can also get the position 𝑝𝑡

𝐸
of the EGO vehicle and the position 𝑝𝑡

𝑁𝑘
of the NPC

vehicle 𝑁𝑘 at any time 𝑡 during the simulation. We use p𝑡
𝐸
and p𝑡

𝑁𝑘
to represent the vectors of 𝑝𝑡

𝐸

and 𝑝𝑡
𝑁𝑘

respectively. The relative position between the two vehicles is △p = p𝑡
𝐸
− p𝑡

𝑁𝑘
. The values

𝑥 and 𝑦 respectively represent the projection lengths of △p onto the forward and right. Assuming
the road width is𝑤 , and given that 𝑥 and 𝑦 fall within the ranges [−1.5ℓ, 1.5ℓ] and [−1.5𝑤, 1.5𝑤]
respectively if the EGO vehicle is located in the perception zones, the NPC vehicle can accurately
locate the EGO vehicle’s position within its perception zones as follows:

EGO is in N1 if 𝑥 < 0 and |𝑦 | ≤ 0.5𝑤. EGO is in F1 if 𝑥 > 0 and |𝑦 | ≤ 0.5𝑤.

EGO is in L1 if 𝑥 < −0.5ℓ and 𝑦 < −0.5𝑤. EGO is in R1 if 𝑥 < −0.5ℓ and 𝑦 > 0.5𝑤.

EGO is in L2 if |𝑥 | ≤ 0.5ℓ and 𝑦 < −0.5𝑤. EGO is in R2 if |𝑥 | ≤ 0.5ℓ and 𝑦 > 0.5𝑤.

EGO is in L3 if 𝑥 > 0.5ℓ and 𝑦 < −0.5𝑤. EGO is in R3 if 𝑥 > 0.5ℓ and 𝑦 > 0.5𝑤.

2.2.2 Maneuver Decision. For the purpose of enhancing the interactions between adversarial NPC
vehicles and the EGO vehicle, while regulating NPC vehicles’ behaviors, we use behavior trees [52] to
make maneuver decisions. First, we define the maneuvers of an adversarial NPC vehicle as follows:

Definition 1. An adversarial NPC vehicle’s maneuversM in main lanes is a finite set of maneuvers
including the following types:
• KEEP_SPEED is a maneuver to follow lane with a stable speed.
• ACCELERATION_STRAIGHT is a maneuver to speed up and go straight
• DECELERATION_STRAIGHT is a maneuver to slow down and go straight.
• LEFT_CHNAGE is a maneuver to change lane to the left.
• RIGHT_CHANGE is a maneuver to change lane to the right.
An adversarial NPC vehicle can select a new maneuver𝑚 ∈ M to interact with the EGO vehicle
after the previous one is completed during the simulation.
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Fig. 4. The Graphical Representation of the Behavior Tree for Maneuver Decision.

The behavior tree for adversarial NPC vehicles consists of four kinds of nodes. The Sequence Node
composes actions or subtrees in an ordered fashion. The activation of its children is passed from
one child to the next only if the current node is completed with a 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 signal. Otherwise, a
𝐹𝐴𝐼𝐿𝑈𝑅𝐸 signal is returned by the sequence node. The Selector Node composes actions or subtrees
and activates its children in random order until one returns 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 . A selector node returns
𝑆𝑈𝐶𝐶𝐸𝑆𝑆 if only one child node succeeds, otherwise it returns 𝐹𝐴𝐼𝐿𝑈𝑅𝐸. The Condition Node
checks the position of the EGO vehicle and returns 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 only if the condition is true. The
Action Node executes specific maneuvers and returns 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 when the maneuver is completed.
The initial status of each action node (i.e., maneuver) is 𝐼𝐷𝐿𝐸. When the NPC vehicle selects a
maneuver, the status of the action node is set to 𝑅𝑈𝑁𝑁𝐼𝑁𝐺 . Once the maneuver is completed, the
action node returns 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 , and the status of the action node transitions to 𝐼𝐷𝐿𝐸 (see Sec. 2.4).

Fig. 4 shows a graphical representation of our behavior tree for adversarial NPC vehicles in main
lanes. Specifically, when the adversarial NPC vehicle fails to detect the EGO vehicle, it will move
forward at a constant speed. Upon detecting the EGO vehicle, it can make adversarial maneuvers
to interact with the EGO vehicle based on the zone where the EGO vehicle is located. If the EGO
vehicle is in L1, the adversarial NPC vehicle may either continue driving straight at its current
speed or change lanes to the left, with the choice influenced by a random seed. If the EGO vehicle
is in L2, the adversarial NPC vehicle will change lanes to the left. We do not consider acceleration,
deceleration, and right lane changes because the probability of these maneuvers leading to vehicle
interactions is low at these conditions. If the EGO vehicle is in L3, the adversarial NPC vehicle
will accelerate and drive straight until it passes the EGO vehicle. In this case, we hope that the
adversarial NPC vehicle can accelerate to the front of the EGO vehicle to reduce the possibility of
the NPC vehicle hitting the EGO vehicle from behind. Similarly, if the EGO vehicle is in N1, the
adversarial NPC vehicle will decelerate to hinder the EGO vehicle. If the EGO vehicle is in F1, the
adversarial NPC vehicle will maintain its original speed and continue driving straight. Besides,
if the EGO vehicle is in R1, R2 or R3, the adversarial NPC vehicle’s maneuver decisions can be
analogous to those performed when the EGO vehicle is in L1, L2, or L3.

2.2.3 Trajectory Planning. After the maneuver decision is determined by the behavior tree at
any time 𝑡𝑖 during the simulation, the adversarial NPC vehicle generates a trajectory to execute
the selected maneuver. Different trajectories of NPC vehicles will affect the EGO vehicle when
executing the same maneuver. The trajectory planning process is to ensure that the adversarial
NPC vehicle effectively carries out the chosen maneuver to interact with the EGO vehicle. We
define the trajectory of the adversarial NPC vehicle as follows:

Definition 2. A trajectory 𝑇 =< 𝑃𝑡
𝑁𝑘
,𝑉 𝑡

𝑁𝑘
> is a tuple where:
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Fig. 5. The Trajectory Planning for LEFT_CHANGE Maneuver

• 𝑃𝑡
𝑁𝑘

=< 𝑝0
𝑁𝑘
, 𝑝1

𝑁𝑘
, . . . , 𝑝𝑛

𝑁𝑘
> is a sequence of waypoints that the NPC vehicle is followed at each

timestamp during the simulation. A waypoint 𝑝 indicates a specific location on the map in the
coordinate system. 𝑝0

𝑁𝑘
is the starting position, 𝑝𝑛

𝑁
is the end position.

• 𝑉 𝑡
𝑁𝑘

=< 𝑣0
𝑁𝑘
, 𝑣1

𝑁𝑘
, . . . , 𝑣𝑛

𝑁𝑘
> is a sequence of speed of 𝑁𝑘 at each timestamp during the simulation.

We divide trajectory planning process into two subtasks, namelyWaypoints Generation and
Speed Planning. We take the trajectory planning for LEFT_CHANGE maneuver as an example, as
illustrated in Fig. 5. Other maneuvers’ implementation is available at our replication site due to
space limitations.
Waypoints Generation. The Waypoints Generation process is responsible for generating a

sequence of waypoints that the adversarial NPC vehicle should follow to execute the selected
maneuver. As shown in Fig. 5(a), the adversarial NPC vehicle’s waypoints are divided into two
phases. The first phase is the straight driving phase in the original lane. This phase is crucial for
setting up a natural and realistic maneuver, as it prevents the adversarial NPC vehicle from making
a sudden or unexpected lane change. The second phase of waypoints is the lane change phase. The
adversarial NPC vehicle transitions from its current lane to the target lane as determined by the
maneuver decision. Bézier curves [44], which are parametric curves providing a smooth transition,
are used to calculate the waypoints for this phase. A Bézier curve 𝐵(𝑡) can be constructed by four
control points 𝑃0 − 𝑃3, i.e., 𝐵(𝜁 ) = (1 − 𝜁 )3𝑃0 + 3(1 − 𝜁 )2𝜁𝑃1 + 3(1 − 𝜁 )𝜁 2𝑃2 + 𝜁 3𝑃3, 𝜁 ∈ [0, 1]. We
set the current position of the adversarial NPC vehicle as 𝑃0, and the target lane position extracted
from map as 𝑃3. We randomly set the two additional points (i.e., 𝑃1 and 𝑃2) and exclude waypoint
curves with direction inversion, lane departure and sharp turns, which may not occur in real world
(e.g., gray waypoints in Fig. 5(a)).

Speed Planning. In order to adjust the adversarial NPC vehicle’s speedmaximizing the possibility
of a collision with the EGO vehicle, we use the 𝑠-𝑡 graph [42] shown in Fig. 5(b) to plan the
appropriate speed profile for the adversarial NPC vehicle to follow these waypoints generated by
Waypoints Generation. Assuming that the total length of the waypoints generated by the adversarial
NPC vehicle is 𝑠 and the EGO vehicle will travel at a constant speed 𝑣𝑖

𝐸
since time 𝑡𝑖 , then, the

EGO vehicle will occupy the 𝑠 𝑗 to 𝑠𝑘 section of the NPC vehicle’s waypoints from time 𝑡𝑖+𝑗 to 𝑡𝑖+𝑘 .
Therefore, there is an occupied area in the 𝑠-𝑡 graph where a collision is most likely to occur. We
can generate 𝑠-𝑡 curves through this occupied area and calculate the change in slope of the curve
to plan adversarial NPC vehicles’ speeds that are prone to collision.
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2.3 Scenario Generator
To automatically generate the adversarial scenarios, we use the NSGA-II (Non-dominated Sorting
Genetic Algorithm II) [62] to generate the configurations for adversarial scenarios. An adversarial
scenario configuration is defined as follows.

Definition 3. An adversarial scenario configuration 𝐶𝑜𝑛𝑓 =< 𝐸,N,𝑊 , 𝑡𝑆 > is a tuple where:
• 𝐸 =< 𝑝0

𝐸
, 𝑝𝑑𝑒𝑠 > is the EGO vehicle controlled ADS under test, consisting of the starting position

𝑝0
𝐸
and the destination 𝑝𝑑𝑒𝑠 of the EGO vehicle.

• N = {𝑝0
𝑁0
, 𝑝0

𝑁1
, . . . , 𝑝0

𝑁 |N|−1
} is a finite set of adversarial NPC vehicles where |N| > 0. Each

adversarial NPC vehicle 𝑁𝑘 is initialized by the starting positions 𝑝0
𝑁𝑘

in the bubble randomly.
Note that, we do not need to configure the waypoints and speed of adversarial NPC vehicles
because they are dynamically generated in Sec. 2.2.3.
• 𝑊 =< 𝑟𝑎𝑖𝑛, 𝑓 𝑜𝑔,𝑤𝑒𝑡𝑛𝑒𝑠𝑠, 𝑐𝑙𝑜𝑢𝑑𝑛𝑒𝑠𝑠, 𝑡𝑖𝑚𝑒 > is a tuple used to specify weather conditions and the
time of the day. 𝑟𝑎𝑖𝑛, 𝑓 𝑜𝑔,𝑤𝑒𝑡𝑛𝑒𝑠𝑠 and 𝑐𝑙𝑜𝑢𝑑𝑛𝑒𝑠𝑠 are float numbers ranging from 0 to 1 and 𝑡𝑖𝑚𝑒

is an integer between 0 and 24.
• 𝑡𝑆 is themaximum allowed frames duration for the scenario.We divide 1 second into 10 frames and
set 𝑡𝑆 to 500 frames by default ensuring enough time for the EGO vehicle to go through the bubble.

An individual 𝐼 in the population is an adversarial scenario configuration consisting of four
chromosomes 𝑐0-𝑐2 (i.e., 𝐸, N and𝑊 ). Each chromosome 𝑐 has at least one gene (e.g., 𝑝0

𝐸
). We obtain

the coordinate range of the entire experimental field and the bubble from the simulator to get the
positions where the EGO vehicle and the adversarial NPC vehicle can be placed. Furthermore, we
randomly initialize the first generation of adversarial scenario configurations.

Mutation. With equal probability, one of the three chromosomes (i.e., 𝐸, N and𝑊 ) in 𝐼 will be
mutated to increase diversity in the population. Mutating a specific 𝑐 implies one of the genes in 𝑐
will be mutated randomly. For example, the 𝑝𝑑𝑒𝑠 of EGO vehicle in 𝑐0 may be changed to a new
position or the 𝑟𝑎𝑖𝑛 in 𝑐2 may be changed to a new float.
Crossover.With equal probability, one of the three chromosomes (i.e., 𝐸, N and𝑊 ) in 𝐼 will be

selected for crossover to produce offspring. We utilize single-point crossover and the crossover
point is chosen randomly within 𝑐 . For example, if the crossover point in 𝑐1 is 𝑝0𝑁𝑘

, the 𝑝0
𝑁𝑘

. . . 𝑝0
𝑁 |N|−1

part in 𝑐1 of 𝐼0 will be exchanged with that in 𝑐1 of 𝐼1 to generate two offspring.
Fitness Evaluation. To search for adversarial scenarios that maximize the possibility of safety

violations, we collect the record of adversarial scenarios after simulation and consider the following
three objectives based on prior works [12, 21, 31] to evaluate the performance of the ADS.

(1) Reaching Destination. Given the waypoints < 𝑝0
𝐸
, 𝑝1

𝐸
, . . . , 𝑝𝑛

𝐸
> of EGO vehicle and its destina-

tion 𝑝𝑑𝑒𝑠 . The distance of EGO vehicle to its destination after simulation should meet Eq. 1,
𝐷𝐸2𝑑𝑒𝑠 (𝑝𝑛𝐸, 𝑝𝑑𝑒𝑠 ) ≤ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (1)

where the 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 is set to half of the length of the bounding box of the EGO vehicle in our work.
(2) Collision Avoidance. Given the waypoints < 𝑝0

𝐴
, 𝑝1

𝐴
, . . . , 𝑝𝑛

𝐴
> of each vehicle in the execution

record of an adversarial scenario 𝑆 . Let 𝐷𝑐 (𝐸, 𝑆) denote the minimum distance between the EGO
vehicle and the NPC vehicles in 𝑆 , we can calculate it through Eq. 2,

𝐷𝑐 (𝐸, 𝑆) = min
({
𝐷𝐸2𝑁 (𝑝𝑡𝐸, 𝑝

𝑡
𝑁𝑘
) | 0 ≤ 𝑘 < |N|, 0 ≤ 𝑡 ≤ 𝑡𝑆

})
(2)

where 𝐷𝐸2𝑁 (𝑝𝑡𝐸, 𝑝
𝑡
𝑁𝑘
) calculates the shortest distance between the bounding box of the EGO vehicle

𝐸 and the NPC vehicle 𝑁𝑘 at time 𝑡 .
(3) Not Hitting Illegal Lines. Given the waypoints < 𝑝0

𝐸
, 𝑝1

𝐸
, . . . , 𝑝𝑛

𝐸
> of EGO vehicle and a set of

illegal lines (e.g., yellow lines or edge lines) denoted as 𝐿𝑖𝑛𝑒𝑠 extracted from map, the minimum
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distance 𝐷𝑙 (𝐸, 𝑆) between the EGO vehicle and 𝐿𝑖𝑛𝑒𝑠 during the execution is defined by Eq. 3,

𝐷𝑙 (𝐸, 𝑆) = min
({
𝐷𝐸2𝑙 (𝑝𝑡𝐸, 𝑙) | 𝑙 ∈ 𝐿𝑖𝑛𝑒𝑠, 0 ≤ 𝑡 < 𝑡𝑆

})
(3)

where 𝐷𝐸2𝑙 (𝑝𝑡𝐸, 𝑙) calculates the shortest distance between the bounding box of the EGO vehicle
and the illegal line 𝑙 at time 𝑡 .

The fitness function 𝐹 that combines these three objectives to evaluate the safety of the ADS is
defined by Eq. 4,

𝐹 = (𝑓1, 𝑓2, 𝑓3) =
(
𝐷𝐸2𝑑𝑒𝑠 (𝑝𝑛𝐸, 𝑝𝑑𝑒𝑠 ),

𝑤1

𝐷𝑐 (𝐸, 𝑆)
,

𝑤2

𝐷𝑙 (𝐸, 𝑆)

)
(4)

where𝑤1 and𝑤2 are constants. The larger 𝐷𝐸2𝑑𝑒𝑠 (𝑝𝑛𝐸, 𝑝𝑑𝑒𝑠 ), the smaller 𝐷𝑐 (𝐸, 𝑆) and the smaller
𝐷𝑙 (𝐸, 𝑆) indicate that the scenario is more likely to have a violation.

Selection. First, we combine the current generation𝐺𝑡 with its offspring𝑄𝑡 generated bymutation
and crossover to form a new population 𝑅𝑡 . Then, we sort the individuals in 𝑅𝑡 based on a Pareto
order [62]. After sorting, each individual will be assigned a crowding distance, which measures the
proximity of individuals to each other. A larger average crowding distance enhances population
diversity. Selection favors individuals with lower ranks in the Pareto order, and in cases of ties,
favors those with greater crowding distances. Only the best 𝜏 individuals are selected to construct
the next generation 𝐺𝑡+1, where 𝜏 is the population size of each generation.
Restart.We also employ a random restart mechanism similar to the previous work [36, 53] to

resolve the convergence issue of genetic algorithm, which will be triggered by stagnation of five
consecutive generations, that is, the individuals in five consecutive generations fail to achieve a
higher fitness value. When the restart mechanism is triggered, the population will be reinitialized.
The restart mechanism will also record the chromosomes of adversarial scenario configurations
that have been generated and avoid generating the same configurations again.

2.4 Scenario Executor
When we obtain the configuration of an adversarial scenario from Scenario Generator, the Scenario
Executor will utilize adversarial NPC vehicles implemented in Sec. 2.2 to execute the scenario and
record simulation results. The process of the scenario execution is represented in Algorithm 1.
The input of Scenario Executor includes the experimental field 𝐹𝑖𝑒𝑙𝑑 and the configuration of
adversarial scenarios𝐶𝑜𝑛𝑓 . The output of Scenario Executor is the record of the simulation 𝑅𝑒𝑐𝑜𝑟𝑑 .

First, we initialize the adversarial scenario (Line 1-5). Specifically, we instantiate the adversarial
NPC vehicles according to 𝐶𝑜𝑛𝑓 . N (Line 1). We load the experimental field 𝐹𝑖𝑒𝑙𝑑 as well as
adversarial NPC vehicles into the simulator 𝑠𝑖𝑚, and we initialize 𝑠𝑖𝑚 using 𝐸 and𝑊 in 𝐶𝑜𝑛𝑓 ,
bridging it with ADS (Line 2). For each adversarial NPC vehicle, we set all its maneuvers’.

Second, we run the simulation loop for a total simulation frames of 𝑡𝑆 configured in𝐶𝑜𝑛𝑓 (Line 6-
17). Each frame represents a simulation time step of 0.1 seconds (Line 16). For each NPC vehicle,
if all its maneuvers’ statuses are 𝐼𝐷𝐿𝐸, it will detect the zone where the EGO vehicle is located
(Line 9) and decide the maneuver𝑚 based on the zone (Line 10). Then it will plan the trajectory of
𝑚 (Line 11) and set the status of𝑚 to 𝑅𝑈𝑁𝑁𝐼𝑁𝐺 (Line 12). Besides, we start an asynchronous task
to execute and monitor𝑚 by calling the function𝑀𝑜𝑛𝑖𝑡𝑜𝑟_𝑠𝑖𝑔𝑛𝑎𝑙 (Line 13). When the simulation
is completed, we update the simulation record (Line 18) and return it for evaluation (Line 19).

For the function𝑀𝑜𝑛𝑖𝑡𝑜𝑟_𝑠𝑖𝑔𝑛𝑎𝑙 , it is an asynchronous function independent of the simulation
loop (Line 20-23). We execute the maneuver𝑚 and wait for the 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 signal of𝑚 (Line 21).
Then we set the status of𝑚 to 𝐼𝐷𝐿𝐸 (Line 22).

Scenario Executor will also monitor whether the EGO vehicle violates the rules (i.e., reaching
destination and not hitting illegal lines) during the simulation. Note that, when a vehicle collision
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Algorithm 1: Execution of an Adversarial Scenario
Input: the experimental field: 𝐹𝑖𝑒𝑙𝑑 , the configuration of adversarial scenarios:𝐶𝑜𝑛𝑓
Output: the record of the simulation: 𝑅𝑒𝑐𝑜𝑟𝑑

1 𝑁𝑃𝐶_𝑙𝑖𝑠𝑡 ← 𝐼𝑛𝑖𝑡_𝐴𝑑𝑣𝑁𝑃𝐶 (𝐶𝑜𝑛𝑓 . N) ;
2 𝑠𝑖𝑚 ← 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 (𝐹𝑖𝑒𝑙𝑑,𝐶𝑜𝑛𝑓 . 𝐸,𝐶𝑜𝑛𝑓 .𝑊 , 𝑁𝑃𝐶_𝑙𝑖𝑠𝑡 ) ;
3 foreach 𝑁𝑃𝐶 ∈ 𝑁𝑃𝐶_𝑙𝑖𝑠𝑡 do
4 Set the status of all maneuvers𝑚 ∈ 𝑁𝑃𝐶. M to IDLE;
5 end
6 for 𝑡 ← 1 to𝐶𝑜𝑛𝑓 . 𝑡𝑆 do
7 foreach 𝑁𝑃𝐶 ∈ 𝑁𝑃𝐶_𝑙𝑖𝑠𝑡 do
8 if all maneuvers𝑚 ∈ 𝑁𝑃𝐶. M have status IDLE then
9 𝑧𝑜𝑛𝑒 ← 𝑁𝑃𝐶. 𝐷𝑒𝑡𝑒𝑐𝑡_𝑒𝑔𝑜 (𝑠𝑖𝑚. 𝐸𝐺𝑂 ) ;

10 𝑚 ← 𝑁𝑃𝐶. 𝐷𝑒𝑐𝑖𝑑𝑒_𝑚𝑎𝑛𝑒𝑢𝑣𝑒𝑟 (𝑧𝑜𝑛𝑒 ) ;
11 𝑚. 𝑡𝑟𝑎 𝑗𝑒𝑐𝑡𝑜𝑟𝑦 ← 𝑁𝑃𝐶. 𝑃𝑙𝑎𝑛_𝑡𝑟𝑎 𝑗𝑒𝑐𝑡𝑜𝑟𝑦 (𝑚,𝑠𝑖𝑚. 𝐸𝐺𝑂 ) ;
12 𝑚. 𝑠𝑡𝑎𝑡𝑢𝑠 ← 𝑅𝑈𝑁𝑁𝐼𝑁𝐺 ;
13 𝑀𝑜𝑛𝑖𝑡𝑜𝑟_𝑠𝑖𝑔𝑛𝑎𝑙 (𝑚) ;
14 end
15 end
16 𝑠𝑖𝑚.𝑟𝑢𝑛 (0.1) ;
17 end
18 𝑅𝑒𝑐𝑜𝑟𝑑 ← 𝑈𝑝𝑑𝑎𝑡𝑒_𝑟𝑒𝑐𝑜𝑟𝑑 (𝑠𝑖𝑚, 𝐸𝐺𝑂, 𝑁𝑃𝐶_𝑙𝑖𝑠𝑡 ) ;
19 return Record;

// Asynchronously monitor the execution status of maneuver.

20 Function Monitor_signal(𝑚):
21 if𝑚. 𝑒𝑥𝑒𝑐𝑢𝑡𝑒 ( ) = 𝑆𝑈𝐶𝐶𝐸𝑆𝑆 then
22 𝑚. 𝑠𝑡𝑎𝑡𝑢𝑠 ← 𝐼𝐷𝐿𝐸;
23 end

occurs and is detected by the simulator’s callback function, the simulation will end immediately
and return the simulation record before the collision.

2.5 Liability Determiner
We denote violation scenarios caused by the EGO vehicle as EGO_Fault and violation scenarios
caused by NPC vehicles as NPC_Fault. In a collision scenario, we need to determine liability and
distinguish between EGO_Fault and NPC_Fault. According to the Uniform Vehicle Code (UVC) [46],
the rear vehicle is generally responsible in rear-end collisions, while lane changers are liable if a
collision occurs during a lane change. Specifically, if vehicle-A attempts a lane change but fails to
complete it, resulting in a collision with the vehicle-B, it is considered to be caused by vehicle-A.
Conversely, if the vehicle-A successfully switches lanes and the vehicle-B collides with its rear, it is
considered to be caused by vehicle-B.

For all collisions identified by AdvFuzz, liability is determined based on the relative position of
the vehicles and the status of NPC vehicle’s maneuver. Given the relative position △p = p𝑡

𝐸
− p𝑡

𝑁𝑘
at

time 𝑡 between the EGO vehicle 𝐸 and the NPC vehicle 𝑁𝑘 , the value 𝑥 calculated by the projection
of △p onto forward unit vector forward indicates the front and rear relationship of vehicles. We
intercept the EGO vehicle’s trajectory within 30 frames before the collision and match it with the
lane coordinates in the map to determine whether the EGO vehicle has crossed lines. If the EGO
vehicle has crossed lanes, we denote it as 𝑆𝑤𝑖𝑡𝑐ℎ𝑒𝑑 (𝐸) = 𝑇𝑟𝑢𝑒 , otherwise, 𝑆𝑤𝑖𝑡𝑐ℎ𝑒𝑑 (𝐸) = 𝐹𝑎𝑙𝑠𝑒 .
We also can obtain the lanes 𝑙𝐸 and 𝑙𝑁𝑘

where 𝐸 and 𝑁𝑘 are located in when the collision occurs
according to their bounding boxes in the map respectively. For example, if the bounding box of the
EGO vehicle is entirely in 𝑙𝑎𝑛𝑒1, we have 𝑙𝐸 = 𝑙𝑎𝑛𝑒1.
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𝑥 > 0

(a) Situation 1 (b) Situation 2 (c) Situation 3

Fig. 6. Examples of Violations Caused by Adversarial NPC Vehicle

As shown in Fig. 6, we use a red vehicle to represent the EGO vehicle and a green vehicle to
represent the adversarial NPC vehicle. If 𝑙𝐸 = 𝑙𝑁𝑘

and 𝑥 > 0, i.e., the NPC vehicle rear-ends the
EGO vehicle (see Fig. 6(a)), we consider the collision as NPC_Fault. Furthermore, if the NPC vehicle
is performing a LEFT_CHANGE or RIGHT_CHANGE maneuver with a status of 𝑅𝑈𝑁𝑁𝐼𝑁𝐺 and
𝑆𝑤𝑖𝑡𝑐ℎ𝑒𝑑 (𝐸) = 𝐹𝑎𝑙𝑠𝑒 , i.e., the NPC vehicle collides with the EGO vehicle that is in the adjacent
lane and has lane rights when changing lanes (see Fig. 6(b)) or the EGO vehicle slows down but
can not avoid a collision with the NPC vehicle that changes lanes aggressively (see Fig. 6(c)), we
also consider these collision scenarios as NPC_Fault.
The Liability Determiner eliminates the NPC_Fault in the collision scenarios and combine the

remaining collision scenarios with rule-breaking scenarios, obtaining the violations caused by the
EGO vehicle.

3 Evaluation
To evaluate the effectiveness and efficiency of AdvFuzz in generating diverse safety violations, we
design the following three research questions.
• RQ1 Effectiveness Evaluation: How effective is AdvFuzz in finding safety violations compared
to other approaches?
• RQ2 Efficiency Evaluation: How efficient is AdvFuzz in finding safety violations compared to
other approaches?
• RQ3 Parameter Sensitivity Evaluation: How does the parameter ℓ of adversarial NPC vehicle’s
perception zones affect the AdvFuzz’s performance?

3.1 Evaluation Setup
Target ADS and Simulation Platform. We choose Baidu Apollo [6] as our target ADS, which is
one of the most representative industrial-grade full-stack ADSs with widespread commercialization.
Specifically, we use the latest stable version of Apollo (i.e., Apollo 8.0). We select LGSVL 2021.3 [34]
as our simulation platform because LGVSL [50] offers stable connections with Apollo. Although
the remote service of LGSVL is no longer maintained, we use a local version [24].

Prototype.We implement a prototype of AdvFuzzwith 9,018 lines of Python code. Our prototype
uses LGSVL Python APIs [33] for scenario execution and violation detection. During the process of
simulation, Apollo 8.0 is equipped with a wide range of sensors, including two camera sensors, one
GPS, one radar and one LiDAR. All modules of Apollo are turned on, including perception module,
localization module, prediction module, routing module, planning module, control module. Besides,
we choose the SanFrancisco map in the SVL map library which contains various types of roads.

Baselines. First, we compare AdvFuzz with a random approach denoted as Rand that generates
scenarios with multiple NPC vehicles that travel at random speeds, ignoring traffic rules and other
road participants. Additionally, we also compare AdvFuzz with three state-of-the-art open-source
scenario-based testing approaches, i.e., NSGAII-DT [1], AV-Fuzzer [36] and AutoFuzz [60].

Research Question Setup. For RQ1, we run AdvFuzz and other four approaches for 12 hours
generating adversarial scenarios respectively. We run AdvFuzz in a two-lane urban way and a
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Table 1. Effectiveness of AdvFuzz Compared with Other Approaches

Metrics 2-lane Urban Way 4-lane Highway

Rand NSGAII-DT AV-Fuzzer AutoFuzz AdvFuzz AdvFuzz

Scenario_Num 900 922 566 917 708 681
Violation_Num 92 211 260 163 540 340
EGO_Fault_Num 5 13 37 28 470 233
Proportion 5.43% 6.16% 14.10% 16.92% 87.04% 68.53%
Types_Num 2 2 5 6 10 14 (10 + 4)

four-lane highway while other approaches are only run in the two-lane urban way. This is because
the open-source versions of other approaches only provide scenario configurations for 2-lane urban
ways and are difficult to migrate. For the other four approaches, given that they are not equipped
with the Liability Determiner, two authors manually verify whether the violations are caused
by EGO vehicle and the Cohen Kappa coefficient reaches 0.862. We evaluate the effectiveness of
AdvFuzz from the following aspects: (1) How many scenarios can be generated in 12 hours? (2)
How many violations can be detected in 12 hours? (3) What is the number of EGO_Fault and its
proportion among all the violations? (4) How many types of EGO_Fault can be found? (5) How are
the speed changes of the NPC vehicles during the simulation?
For RQ2, we compare AdvFuzz with other four approaches from the following five aspects:

(1) How much time does it take to generate one scenario on average? (2) How much time does it
take to find one violation on average? (3) How much time does it take to find one EGO_Fault on
average? (4) How much time does it take to find the first violation scenario? (5) How much time
does it take to find the first violation scenario caused by EGO vehicle?

For RQ3, we set the parameter ℓ of adversarial NPC vehicle’s perception zones as 20, 30, and 40
meters, denoted as AdvFuzz-20, AdvFuzz-30 and AdvFuzz-40 respectively. We generate scenarios
in the two-lane urban way and the four-lane highway for 12 hours and record the results.

We run all the above experiments 3 times, and report the average results.
Experiment Environment. We conduct all the experiments on an Ubuntu 22.04.4 LTS server

with an NVIDIA GeForce RTX 3090 GPU, Intel Core i9-13900K (32) CPU with 5.500GHz processor
and 64GB memory.

3.2 Effectiveness Evaluation (RQ1)
Overall Results. Table 1 presents the effectiveness of AdvFuzz in generating safety violations
compared to other approaches. In the two-lane urban way, with respect to the number of scenarios
generated, AdvFuzz generates 708 scenarios in 12 hours. NSGAII-DT generates the most scenarios
up to 922, while AV-Fuzzer generates 566 scenarios, which is the fewest among the five approaches.
This shows that although AdvFuzz takes time to dynamically calculate the behaviors of NPC
vehicles, it is not significantly slower than other approaches in generating scenarios. With respect
to the number of violations detected in 12 hours, AdvFuzz finds 540 violations, while other four
approaches can only find 181 violations on average. With respect to the proportion of violations
caused by the EGO vehicle, AdvFuzz detects 470 violations caused by the EGO vehicle accounting
for 87.04% of total while no more than 20% of the violations detected by other approaches are
caused by the EGO vehicle. The proportion of violation scenarios caused by the EGO vehicle found
by our tool increases by 717.09% on average compared to other four approaches. With respect to
the types of violations caused by EGO vehicle, AdvFuzz finds 10 types of violations. Rand and
NSGAII-DT find 2 types of violations (i.e., example 1 and 2 of AdvFuzz). AV-Fuzzer finds 5 types
of violations (i.e., example 1, 2, 3, 5 and 9 of AdvFuzz) and AutoFuzz finds 6 types of violations
(i.e., example 1, 2, 3, 5, 9 and 10 of AdvFuzz).
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Fig. 7. Examples of Violations Caused by EGO Vehicle

In the four-lane highway,AdvFuzz also shows strong performance that it generates 681 scenarios
in 12 hours and detects 340 violations in total. 68.53% of the violations (i.e., 233 violations) are
caused by the EGO vehicle. Furthermore, in addition to the 10 types of violations found in the
2-lane urban way, AdvFuzz also finds 4 additional violation scenarios caused by the EGO vehicle
(i.e., example 11, 12, 13 and 14).

Examples of Violation Types.We show an example for each type of violations caused by EGO
vehicle found by AdvFuzz in the two-lane urban way and the four-lane highway. We use a red
vehicle to represent the EGO vehicle and green vehicles to represent the adversarial NPC vehicles.

• Example of Type 1: as depicted in Fig. 7(a), the EGO vehicle rear-ends an NPC vehicle that is
changing lanes. In this scenario, the EGO vehicle is driving along the lane, and the NPC vehicle
successfully changes lanes in front of the EGO vehicle from a short distance ahead in the adjacent
lane. However, the EGO vehicle fails to decelerate in time and rear-ends the NPC vehicle. This
violation occurs because the prediction module fails to accurately anticipate the lane-changing
intention of the NPC vehicle. Consequently, the EGO vehicle fails to decelerate in time and
maintain a safe distance, leading to a rear-end collision.
• Example of Type 2: as depicted in Fig. 7(b), the EGO vehicle hits the side of an NPC vehicle
that attempts to change lanes. In this scenario, the EGO vehicle attempts to change lanes to the
adjacent lane to reach the destination, but the NPC vehicle in front of EGO vehicle nearly changes
lanes to the EGO vehicle’s lane. Finally, the EGO vehicle hits the rear side of the NPC vehicle.
This violation occurs because the EGO vehicle is unable to accurately predict the intentions of
other vehicles when changing lanes and fails to change lanes within a reasonable distance.
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• Example of Type 3: as depicted in Fig. 7(c), the EGO vehicle collides with an NPC vehicle that
finishes lane change. In this scenario, the NPC vehicle A initiates a right change maneuver while
the EGO vehicle attempts to change to the left. Then, the NPC vehicle B also begins to change
lanes to the adjacent lane. Finally, the EGO vehicle hits the NPC vehicle B that has completed the
lane change. The EGO vehicle ignores the actions of the NPC vehicle B and fails to slow down in
time and maintains a safe distance after changing lanes.
• Example of Type 4: as depicted in Fig. 7(d), the EGO vehicle hits the rear of an NPC vehicle.
In this scenario, the EGO vehicle is driving along the lane, and the NPC vehicle A attempts to
change lanes to the EGO vehicle’s lane. Then, the EGO vehicle accelerates forward. At this time,
the NPC vehicle B also begins to change lanes. Finally, the EGO vehicle collides with NPC vehicle
B. This violation occurs because when the EGO vehicle accelerates to avoid the vehicle behind, it
fails to maintain a safe distance from the NPC vehicle that changes lanes in front.
• Example of Type 5: as depicted in Fig. 7(e), the EGO vehicle hits other NPC vehicles stuck on
lane. In this scenario, the EGO vehicle is driving along the lane following the NPC vehicle A. The
NPC vehicle B attempts to change lanes to the EGO vehicle’s lane, but collides with the NPC
vehicle A. Then both of the NPC vehicles stop on the road. Finally, the EGO vehicle collides with
the stationary NPC vehicle. The EGO vehicle interprets the two stationary NPC vehicles as one
located in the adjacent lane, losing the perception result of NPC vehicle A. It is too late to slow
down when it detects the NPC vehicle A again and ends up colliding with the NPC vehicle.
• Example of Type 6: as depicted in Fig. 7(f), the EGO vehicle changes lanes across a yellow line.
In this scenario, the EGO vehicle follows the NPC vehicle A which moves at a slow speed. The
EGO vehicle tries to overtake the NPC vehicle A, but the right lane is occupied by another NPC
vehicle B. Then the EGO takes the action of crossing the yellow line to change lanes.
• Example of Type 7: as depicted in Fig. 7(g), there is a side collision between the EGO vehicle
and the NPC while the EGO also hits the yellow line. In this scenario, the EGO vehicle tries to
avoid the NPC vehicle that is changing lanes on the right, but it chooses to turn left and drives
on the yellow line, and eventually collides with the NPC from the side.
• Example of Type 8: as depicted in Fig. 7(h), the EGO vehicle fails to plan trajectory and does
not reach the destination. In this scenario, the EGO vehicle follows a slow NPC vehicle, and
it tries to change lanes to the adjacent lane for overtaking. When the EGO vehicle is halfway
through changing lanes (i.e. on the lane line), the NPC vehicle in front continues to drive and
gives way for a distance. At this time, EGO begins to plan the trajectory again, wavering between
changing lanes and continuing to follow the vehicle, and finally got stuck.
• Example of Type 9: as depicted in Fig. 7(i), the EGO vehicle hits the rear of an NPC vehicle.
In this scenario, the NPC vehicle A rear-ends NPC vehicle B. The EGO vehicle, approaching
the scene, detects the two NPC vehicles as one and fails to stop immediately and consequently
rear-ends NPC vehicle A.
• Example of Type 10: as depicted in Fig. 7(j), the EGO vehicle side-collides with an NPC vehicle.
In this scenario, the EGO vehicle attempts to overtake the NPC vehicle B, while the NPC vehicle
A is driving on the adjacent lane. However, during the overtaking process, the EGO vehicle fails
to adequately consider the position and speed of NPC vehicle A, resulting in a side collision with
NPC vehicle A. The violation in this scenario can be attributed to the prediction and planning
module of the EGO vehicle that fail to accurately predict the trajectory of NPC vehicle A and
generate a safe trajectory for the EGO vehicle.
• Example of Type 11: as depicted in Fig. 7(k), the EGO vehicle hits the side of the NPC vehicle.
In this scenario, the EGO vehicle and NPC vehicle both attempt to change into the same lane
simultaneously, resulting in a side collision. The EGO vehicle fails to effectively detect and predict
the NPC vehicle’s approaching from the side. Insufficient side detection caused the planning
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Fig. 8. Speed Changes of Vehicles in the 2-lane Urban Way

module to forcibly perform lane changes maneuver without considering the presence of NPC
vehicles, ultimately leading to side collisions
• Example of Type 12: as depicted in Fig. 7(l), the EGO vehicle collides with NPC vehicle when
changing lines. In this Scenario, the EGO vehicle performs a lane change to the left in response
to NPC vehicle B’s slow movement in the lane ahead. However, it ignores that NPC vehicle A is
changing lanes to the right. Finally, the EGO vehicle hit the NPC vehicle A that almost completes
lane change. The failure arises due to the EGO vehicle’s inability to predict the NPC vehicle A’s
lane change and the failure to generate a safe trajectory.
• Example of Type 13: as depicted in Fig. 7(m), the EGO vehicle collides with two NPC vehicles.
In this scenario, while the EGO vehicle is moving forward, both NPC vehicle A and NPC vehicle
B attempt to change lanes into the EGO vehicle’s lane and collide with each other, blocking
the way of EGO vehicle. However, the EGO vehicle fails to recognize the collision between the
two NPC vehicles and continues moving forward, ultimately resulting in a collision with the
stationary NPC vehicles.
• Example of Type 14: as depicted in Fig. 7(n), the EGO vehicle fails to plan trajectory and
reach the destination. In this scenario, the EGO vehicle is moving forward while NPC vehicle
A attempts to change lanes. During this maneuver, NPC vehicle A collides with NPC vehicle B,
causing both NPC vehicles to stop on the roadway. The EGO vehicle continues to move forward
slowly until it reaches a point where the ADS determines it is unsafe to proceed further. At this
point, the EGO vehicle is unable to plan a route around the stationary NPC vehicles even though
there is enough space to change lanes and the lane is not occupied.
Speed Change Analysis. Besides, we record the speed changes of the vehicles during the simu-

lation. Fig. 8 shows an example of the vehicles’ speed changes across different testing approaches
in the two-lane urban way respectively. We use green lines to represent the speed changes of NPC
vehicles and red lines to represent the speed changes of the EGO vehicle. As shown in Fig. 8(a)
and Fig. 8(b), the speed changes of the NPC vehicles in Rand and NSGAII-DT are relatively simple
that the NPC vehicles usually travel a certain distance at a stable speed, then suddenly stop on the
road. This is because both of these approaches predefine a section of waypoints in the scenario,
allowing the NPC vehicle to drive at a constant speed until it reaches the last point, where its speed
suddenly drops to zero. Specifically, NSGAII-DT mutates the starting and ending points of the
NPC’s trajectory as well as its constant speed but fails to improve the interactions effectively. The
speeds of the NPC vehicle in AV-Fuzzer is shown in Fig. 8(c). The speeds of NPC vehicles change
abruptly several times as the simulation time goes by. This is because the AV-Fuzzer utilizes the
speeds of the NPC vehicles as part of the chromosome in the search process, which will produce
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Table 2. Efficiency of AdvFuzz Compared with Other Approaches

Metrics 2-lane Urban Way 4-lane Highway

Rand NSGAII-DT AV-Fuzzer AutoFuzz AdvFuzz AdvFuzz

One Scenario (min) 0.80 0.78 1.27 0.79 1.02 1.06
One Violation (min) 7.83 3.41 2.77 4.43 1.33 2.12
One EGO_Fault (min) 144.53 55.38 19.64 26.18 1.53 3.09
First Violation Found (min) 10.32 5.23 20.14 6.72 2.18 3.21
First EGO_Fault Found (min) 74.32 25.53 50.11 18.56 3.23 3.51

a significant speed change in random mutation. Fig. 8(d) shows that the speeds of NPC vehicles
in AutoFuzz change from a constant speed to another constant speed suddenly. AutoFuzz also
uses waypoints to guide the movement of NPC vehicles, but the speed changes of NPC vehicles are
abrupt. In contrast, as shown in Fig. 8(e), the changes in vehicle speed are more diverse and there
are few sudden speed changes of adversarial NPC vehicles in AdvFuzz.

Moreover, the predefined speeds of NPC vehicles in Rand, NSGAII-DT,AV-Fuzzer, andAutoFuzz
are not related to the speed of the EGO vehicle. That is, the speeds of NPC vehicles will not change
according to the speed of the EGO vehicle when interacting, resulting in more aggressive collisions
caused by NPC vehicles. In comparison, the speed changes of adversarial NPC vehicles in AdvFuzz
are related to those of the EGO vehicle. This is because the adversarial NPC vehicles in AdvFuzz
monitor the behaviors of the EGO vehicle and adjust their speeds, thereby increasing the interactions
with the EGO vehicle.
Summary. AdvFuzz generates 198.34% more violations than other approaches and increases the
proportion of violations caused by the EGO vehicle to 87.04%, which is more than 7 times that of
other approaches. Besides, AdvFuzz can find more types of EGO_Fault in 12 hours and the speed
changes of NPC vehicles in AdvFuzz are more diverse and reasonable. Therefore, AdvFuzz
can effectively improve the interactions between the EGO vehicle and the NPC vehicles and
regulate the behavior of NPC vehicles, maximizing the possibility of violations caused by the
EGO vehicle.

3.3 Efficiency Evaluation (RQ2)
Table 2 presents the efficiency of AdvFuzz in generating safety violations compared to other
approaches. With respect to the time to generate one scenario, NSGAII-DT is the fastest among all
approaches, taking 0.78minutes, whileAV-Fuzzer is the slowest, taking 1.27minutes.AdvFuzz takes
1.02 minutes to generate one scenario in the two-lane urban way, and 1.06 minutes in the four-lane
highway. It can be seen that the average time for AdvFuzz to generate one scenario is not much
slower than other approaches.

With respect to the time to find one violation, Rand, NSGAII-DT, AV-Fuzzer and AutoFuzz take
7.83 minutes, 3.41 minutes, 2.77 minutes and 4.43 minutes in the 2-lane urban way respectively,
while AdvFuzz is at least 51.98% and at most 83.01% faster than other approaches, taking 1.33
minutes. Besides, in the four-lane highway, AdvFuzz takes 2.12 minutes to find one violation.
With respect to the time to find one EGO_Fault, the other approaches take 61.93 minutes in

the 2-lane urban way on average, with AV-Fuzzer being the fastest, taking 19.64 minutes, and
Rand being the slowest, taking 144.53 minutes. AdvFuzz takes 1.53 minutes on average to find
one EGO_Fault in the two-lane urban way, which is at least 92.21% and at most 98.94% faster than
other approaches, and 3.09 minutes on average in the four-lane highway.
With respect to the time to find the first violation, Rand, NSGAII-DT, AV-Fuzzer and Auto-

Fuzz take 10.32 minutes, 5.23 minutes, 20.14 minutes and 6.72 minutes in the 2-lane urban way
respectively. AdvFuzz finds the first violation with 2.18 minutes, while other approaches take 10.60
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Table 3. The Effect of Different Values of ℓ on the Performance of AdvFuzz

Metrics 2-lane Urban Way 4-lane Highway

AdvFuzz-20 AdvFuzz-30 AdvFuzz-40 AdvFuzz-20 AdvFuzz-30 AdvFuzz-40

Scenario_Num 708 699 546 681 576 459
Violation_Num 540 402 143 340 272 128
EGO_Fault_Num 470 358 129 233 202 100
Proportion 87.04 89.05 90.21 68.53 74.26 78.13

One Scenario (min) 1.02 1.03 1.32 1.06 1.25 1.57
One Violation (min) 1.33 1.79 5.03 2.12 2.65 5.63
One EGO_Fault (min) 1.53 2.01 5.58 3.09 3.56 7.20
First Violation Found (min) 2.18 3.44 6.51 3.21 4.37 7.12
First EGO_Fault Found (min) 3.23 4.54 6.59 3.51 5.24 8.34

minutes on average. In addition, AdvFuzz takes 3.21 minutes to find the first violation scenario in
the 4-lane highway.
With respect to the time to find the first violation caused by the EGO vehicle, AutoFuzz takes

18.56 minutes, which is the fastest among other four approaches and Rand is the slowest, using 74.32
minutes. AdvFuzz uses 3.23 minutes, while other approaches take 41.97 minutes on average. In the
four-lane highway, AdvFuzz takes 3.51 minutes to find the first violation caused by the EGO vehicle.

Summary. AdvFuzz takes 1.04 minutes to generate one scenario. AdvFuzz takes 1.73 minutes
to find one violation and 2.31 minutes to find one EGO_Fault, which is at least 51.98% and 92.21%
faster than those of the other four approaches respectively. In addition, AdvFuzz is at least
58.32% faster in finding the first violation and 82.60% faster in finding the first violation caused
by the EGO vehicle than those of the other approaches. Therefore, AdvFuzz is efficient to find
violations caused by EGO vehicle in simulation testing.

3.4 Parameter Sensitivity Evaluation (RQ3)
Table 3 reports the effect of different values of ℓ on the performance of AdvFuzz in 2-lane urban way
and 4-lane highway scenarios. With respect to the effect on effectiveness of AdvFuzz, we observe
that the number of scenarios generated in 12 hours decreases from 708 to 546 in 2-lane urban
way and decreases from 681 to 459 in 4-lane highway as the value of ℓ increases from 20 to 40.
The number of violations detected by AdvFuzz decreases from 540 to 143 in 2-lane urban way
and decreases from 340 to 128 in 4-lane highway. This is because the larger value of ℓ , the greater
reaction distance is given to the EGO vehicle. The EGO vehicle is more likely to go through
the experimental field without any violation, taking more time to execute a scenario on average.
Moreover, the number of EGO_Fault decreases from 470 to 129 in 2-lane urban way and decreases
from 233 to 100 in 4-lane highway. The proportion of violation scenarios caused by the EGO vehicle
increases as the value of ℓ increases. This is because the larger the value of ℓ , adversarial NPC
vehicles are less likely to change lanes suddenly, resulting in less violations caused by NPC vehicles.

With respect to the effect on efficiency of AdvFuzz, we observe that the average time taken to
generate one scenario increases from 1.02 minutes to 1.32 minutes in 2-lane urban way and from
1.06 minutes to 1.57 minutes in 4-lane highway as the value of ℓ increases. The average time taken
to find one violation increases from 1.33 minutes to 5.03 minutes in 2-lane urban way and from 2.12
minutes to 5.63 minutes in 4-lane highway. The average time taken to find one EGO_Fault increases
from 1.53 minutes to 5.58 minutes in 2-lane urban way and from 3.09 minutes to 7.20 minutes
in 4-lane highway. As the value of ℓ increases, the EGO vehicle has a longer reaction distance,
which allows the EGO vehicle to navigate through the bubble with fewer sudden maneuvers and
interactions. This leads to an overall longer simulation duration and increases the time needed to
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find a violation or EGO_Fault. In addition, with the larger value of ℓ , AdvFuzz seems to need more
time to find the first violation and the first EGO_Fault.

Summary. The value of ℓ has a significant impact on the performance of AdvFuzz. A larger
value of ℓ results in fewer scenarios generated, fewer violations detected, higher proportion of
EGO_Fault. Besides, as the value of ℓ increases, the average time taken to generate one scenario,
find one violation and find one EGO_Fault increases as well as the time to find the first violation
and the first EGO_Fault.

4 Threats to Validity
First, the selection of target ADS and simulator poses a threat to validity. We select Apollo as our
target ADS which is an open-source ADS and widely used in the industry. We choose LGSVL
because it has good compatibility with Apollo. However, some modules in Apollo may suffer from
high delays due to performance degradation after long-time continuous simulation, which may
lead to violations, resulting in false-positive results. We restart the modules of Apollo periodically
and use high-performance computers for experiments to mitigate this threat.
Second, the selection of baselines poses another threat to validity. To mitigate this threat, we

implement a random approach and select three state-of-the-art approaches that support Apollo and
LGSVL. NSGAII-DT uses decision trees to guide the generation. AV-Fuzzer is based on a fuzzing
engine using genetic algorithm. AutoFuzz is one of the newest testing approaches guided by neural
network. Thus, we believe our selected baselines are representative. We do not compare AdvFuzz
with other approaches due to differences in experimental configurations and environments, or
because they can not be fully reproduced.

Third, the rule-based Liability Determiner may not be comprehensive enough to diagnose all the
collision scenarios correctly. Thus, we select 268 violation scenarios from 880 in total, achieving a
confidence level of 95% and a margin error of 5%. We ask two of the authors to check the diagnosis
results separately and the Cohen Kappa coefficient reaches 0.845. Finally, the accuracy of the
Liability Determiner reaches 91.79%, while both the precision and recall for identifying EGO_Fault
are approximately 90.91%, the precision and recall for identifying NPC_Fault are approximately
76.09%. Thus, we believe the results given by Liability Determiner are convincing.

Last, the subjective diagnosis and classification of violations caused by EGO vehicle affects the
validity. To mitigate this threat, we ask another two of the authors to classify the violation scenarios
caused by EGO vehicle into different types in terms of vehicles’ behaviors and the reasons for
violations. They separately diagnose and classify each violation scenario caused by EGO vehicle.
If the two authors’ decisions conflict, a third author is involved for a group discussion to reach
agreements. Finally, the Cohen Kappa coefficient reaches 0.862.

5 Related Work
Scenario Description Language.Multiple tool-independent DSLs have been proposed for test-
ing ADSs, providing a formal definition of scenario structure and vehicle behavior. For example,
Scenic [16] characterizes driving scenarios based on a probabilistic programming approach. GeoSce-
nario [48] is a DSL for scenario description to substantiate testing scenarios. Besides, OpenSce-
nario [3] is an XML-based standard, describing dynamic content in driving simulation applications
in combination with OpenDRIVE [4]. Recently, Queiroz et al. [49] present SDVmodel to express and
execute scenarios for ADS testing in simulation, providing a user-oriented language to coordinate
the vehicle behavior and motion planning that optimizes for realism and achieving the scenario
test objective. The varying structure and syntax of these DSLs require significant time to master,
whereas AdvFuzz is user-friendly and ready to use out of the box.
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Scenario-Based Testing. Scenario-based testing [14, 22, 37, 38, 58, 61] has been widely studied
to generate diverse driving scenarios for ADS testing to identify safety violations. Numerous
works [1, 8, 36, 53, 54] use a genetic algorithm-based approach to generate scenarios where the
EGO vehicle may collide with NPC vehicles while a few works [2, 12, 20, 26, 31, 41] guide the
ADSs to violate predefined rules, such as failing to reach their destination, or to exhibit incorrect
behaviors like speeding or executing unsafe lane changes. Sun et al. [51], Zhang et al. [59] and Li
et al. [35] propose to generate driving scenarios that break specific traffic rules. Huai et al. [25]
focus on generating valid and effective driving scenarios that lead to comfort and safety violations.
Additionally, Lu et al. [39], Zhong et al. [60] and Wang et al. [55] employ neural network or
reinforcement learning to guide the generation of scenarios. Besides, a few works [7, 13, 17, 57]
attempt to reproduce real-world data (e.g., traffic accident reports and vehicle trajectories) to
find corner cases in simulation. Several works [9, 45, 56] investigate the metrics (e.g., physical
environment-state coverage metric [23]) in simulation to guide the generation. Lu et al. [40] and
Chen et al. [11] study the configuration of simulation in ADS testing.
To the best of our knowledge, all the scenarios generated by these previous approaches are

static and lack adaptability. Consequently, they are usually inefficient in generating challenging
scenarios for ADS testing and fail to reduce the number of violation scenarios caused by NPC
vehicles. Our work aims to generate more interactive adversarial scenarios, where NPC vehicles
can make maneuver decisions according to ADSs’ behaviors, leading to more violation scenarios
caused by ADS. Huai et al. [26] try to maximize the violations caused by ADS, they opt to bridge
multiple ADSs for interaction rather than using NPC vehicles. However, this is achieved at the
cost of feeding ground truth directly into the ADSs’ localization and perception modules and only
testing the planning module. The idea closest to our work is that of Chen et al. [10], who design
an adaptive evaluation framework to find crashes in adversarial environments generated by deep
reinforcement learning. However, they only focus on lane-change scenarios and fail to connect the
ADS with simulator. Differently, we propose a new framework to generate adversarial scenarios
and test ADSs at the system-level.
Behavior Tree in Simulation Testing. Behavior tree is a modular, scalable, discrete control

architecture, overcoming the limitations of finite state machines and their variants [18, 19, 27].
Several works have suggested using behavior trees in simulation testing. For example, BTSce-
nario [29] employs behavior trees to provide driving control inputs directly to longitudinal and
lateral controllers. However, it lacks a trajectory planner, making it impossible to plan flexible
and realistic trajectories. Larter et al. [32] utilize behavior trees to control pedestrians (i.e., setting
motion objectives) in simulation. As far as we know, no work combines behavior trees with the
maneuver decisions of NPC vehicles to create an adversarial scenario in ADS simulation testing.

6 Conclusion
In order to enhance the interaction between the EGO vehicle and NPC vehicles and regulate the
behaviors of NPC vehicles, we have proposed adversarial NPC vehicles and implemented AdvFuzz
to automatically generate adversarial scenarios on main lanes (e.g., urban ways and highways) for
ADS simulation testing, maximizing the possibility of violation scenarios caused by the EGO vehicle.
Large-scale experiments have been conducted to demonstrate the effectiveness and efficiency of
AdvFuzz. In the future, we plan to extendAdvFuzz to support more ADSs and simulators. Moreover,
we also plan to support more types of roads such as intersections and roundabouts.

7 Data Availability
All the experimental data and source code of our work are available at our replication site
https://advfuzz.github.io/AdvFuzz/.
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