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Abstract

Hash-based sampling and estimation are common themes in computing. Using hashing for
sampling gives us the coordination needed to compare samples from different sets. Hashing is
also used when we want to count distinct elements. The quality of the estimator for, say, the
Jaccard similarity between two sets, depends on the concentration of the number of sampled ele-
ments from their intersection. Often we want to compare one query set against many stored sets
to find one of the most similar sets, so we need strong concentration and low error-probability.

In this paper, we provide strong explicit concentration bounds for Tornado Tabulation hash-
ing [Bercea, Beretta, Klausen, Houen, and Thorup, FOCS’23] which is a realistic constant time
hashing scheme. Previous concentration bounds for fast hashing were off by orders of magnitude,
in the sample size needed to guarantee the same concentration. The true power of our result
appears when applied in the local uniformity framework by [Dahlgaard, Knudsen, Rotenberg,
and Thorup, STOC’15].
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1 Introduction

In designing and analyzing randomized algorithms, a common assumption is that we have access
to fully random hash functions. These ideal hash functions have beautiful theoretical properties
which turn out to be incredibly powerful in obtaining simple and reliable algorithms with strong
theoretical guarantees on their performance. Unfortunately, fully random hash functions cannot be
implemented in practice, and instead they serve as the objects of aspiration when studying practical
hashing schemes. In other words, they motivate the following high level goal.

Provide a simple and practical hashing scheme sharing the most powerful probabilistic properties
with fully random hashing.

An ambitious approach towards this goal is a framework introduced by [DKRT15] which they use
to solve a variety of problems that had thus far been out of reach for any realistic hashing scheme.
This framework combines two properties of the hash function, concentration bounds for selection
and a notion of local uniformity1. A hash function enjoying both of these properties, provides
powerful probabilistic guarantees for a realm of applications. We consider the Tornado Tabulation
hashing scheme from [BBK`23], a realistic, constant-time, hashing scheme, and demonstrate that
it fits this framework like a glove. For instance, our work shows how to implement the hashing
underlying most hash-based sampling and estimation schemes. Below, we describe the framework
from [DKRT15].

1.1 Local Uniformity and Concentrated Selection

The key point in the machinery of [DKRT15] is to combine concentration bounds for selection
with a certain local uniformity. We proceed to describe these notions. Local uniformity relates to
how the hash function h behaves on a subset of selected keys X from a large set of keys A with
|A| “ n. The selection of keys is done by looking at the binary representation of their hash values.
In particular, the bits of the hash value are partitioned into free and select bits such that a key is
selected if and only if its select bits match some fixed bitmask. As an example, one could consider
selecting all the keys whose hash values are strictly smaller than 16. In this case, the select bits
would be all but the rightmost 4 bits of the hash value and the bitmask would require that they
all be 0. In this work, we will use the same bitmask for each key in A.

With t select bits, we expect to select µ “ n{2t keys from our set A. Now suppose µ ď s{2,
where s is a space parameter (for now it suffices to know that the hashing scheme uses space Opsq
with the O-notation hiding a small constant). Within these parameters, local uniformity implies
that, with high probability, the free bits of the selected keys will be fully random. That is, if we
define hf to be the function mapping keys to their free bits, then local uniformity would imply that
hf is fully random on X. The above statement might appear a bit cryptic, but for understanding
it, it is useful think about the generation of the hash function in two phases. The first phase settles
the select bits of all keys and hence decides the selected set of keys X. The second phase generates
the free bits. The point now is that with high probability over the random process of phase one, the
free bits generated in phase two will be fully random for the keys in X. Importantly, the selection
is not known when implementing the hash function, but only a tool for the analysis. For example,
if we want to count distinct elements, the number of select bits in the analysis will depend on the
number of distinct elements in the input.

1The term local uniformity was coined later by [BBK`23]
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As observed in [DKRT15], combining concentration bounds on the number of selected keys with
local uniformity provides a powerful analytical framework for getting theoretical guarantees as if
we had used fully random hashing for several important applications. Roughly speaking, for many
hashing-based sampling and estimation algorithms, it suffices to understand the distribution of keys
hashing to a small local region of the full hash range. The region is defined by the bitmask on the
select bits, so whether or not a key hashes to this region is determined by whether or not the select
bits of the hash value matches the bitmask. To see the similarity to fully random hashing, we view
the generation of the fully random function in the same two phases, first generating the select bits
and then the free bits. If we have strong concentration on the number of selected keys, we select
almost the same number as with the fully random hash function and the remaining free bits are
fully random in both cases. Now when the hash function is used in an algorithmic application,
the algorithmic behavior within the select keys could be quite complicated. Nonetheless, the local
uniformity framework ensures that, in a black box manner, we retain the same guarantees as if the
hashing had been fully random.

Naturally, the above framework is only as strong as its individual components. Weak concen-
tration bounds in the selection step will affect any application. Similarly, in order to be useful,
the hashing scheme should provide the local uniformity property with high probability for realistic
parameters. In the following two Sections 1.1.1 and 1.1.2 we discuss progress and challenges in
obtaining strong versions of local uniformity and concentrated selection. We further state our main
result in Section 1.1.2

1.1.1 Local Uniformity

In their original paper, [DKRT15] considered local uniformity with Mixed Tabulation hashing. We
will discuss tabulation-based hashing schemes in detail later. For the present section, it suffices
to know that in these schemes, keys from the universe rus are viewed as bit strings of length lg u
partitioned into a small number, c, of characters each consisting of plg uq{c bits. Defining s “ u1{c,
the hash functions are defined through a small constant number of independent and fully random
look-up tables of size s. In particular, the total space usage becomes Opsq where the O-notation
hides a small constant.

Using c ` 2b ` 2 such look-up tables, [DKRT15] obtained local uniformity with probability at
least

1´
ˆ
Oplog sqc

s

˙b

.

Above, the O-notation hides constants that are exponential in c and b. For space s Ñ 8, this is
interesting, but for more reasonable values of s, the above error probability bound may be above 1.

Recently, [BBK`23] introduced Tornado Tabulation, coining the term local uniformity in pass-
ing. Using c ` b ` 2 tables of size s, they obtained local uniformity with the much more useful
explicit probability bound of at least

1´ p24p3{sqb ` 1{2s{2q . (1)

Note that this is a quite strong guarantee. For example, if s “ 216, we only need a few extra
look-up tables before the error probability becomes extremely small. In fact, they proved that local
uniformity holds even when the selection is done according to the hashes of additional fixed query
keys (e.g., select keys that have the same rightmost 4 bits as some given query key q). They also
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show that their analysis is essentially tight in the sense that the additive p3{sqb term is necessary.
While minor improvements of the constant 24 might be possible, their result arguably provides us
with a hashing scheme with a very satisfactory local uniformity guarantee. Naturally, the next
question is whether it provides strong concentration bounds for selection.

1.1.2 Concentration for Selection

In getting concentration bounds on the number of selected keys, we again aspire to emulate the
fully random setting. In this setting, the most basic tool we have available is the classic Chernoff
bound which gives that if X is the set of selected keys, then for any δ P r0, 1s,

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{3q. (2)

The concentration bounds we discuss with practical hashing schemes will have the form

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{Fq ` P. (3)

We shall refer to F as the exponent factor and to P as the added error probability. The exponent
factor F plays a major role in this paper and is our main measure of the quality of the concentration
bound. To see why, let us for a moment ignore the additive error probability P . Then F becomes
a linear factor in the expected number of keys we need to select in order to stay within a desired
relative error δ. Flipping the argument on its head, if we want the concentration bound to hold

with probability 1 ´ Q, we obtain the relative error bound δ “
b

F logp1{Qq
µ

. If F is large, the

framework in [DKRT15] becomes weak since the corresponding fully random experiment has a very
different number of keys. As we will see shortly, all past work on practical hashing with general
concentration bounds have suffered from the same issue, namely that F is a large constant.

Surprisingly, as shown in [BBK`23], there is an ’automatic’ way of deriving an upper tail
Chernoff bound from the property of local uniformity. Namely, if the selection of X is carried out
using Tornado Tabulation hashing, then

Prr|X| ą p1` δqµs ă expp´µδ2{3q ` 24p3{sqb ` 1{2s{2 . (4)

Thus (so far) Tornado Tabulation provides the peculiar guarantee of local uniformity combined
with upper tail bounds. This suffices for many hash table applications where we only worry about
hashing too many keys in the same bucket and where our particular concern is the number of keys
colliding with a given query key. Indeed, one of their main applications was hash tables with linear
probing, for which they proved Tornado Tabulation hashing behaves similarly to fully random
hashing. However, for statistical estimation problems and in many algorithmic applications, we
need concentration, not just upper tail bounds. We next discuss past work and state-of-the-art in
obtaining such (two-sided) concentration bounds.

Hashing with Strong Concentration Designing a practical hashing scheme with strong con-
centration is an important and well-studied problem within the field of hashing. In the independence
framework of Wegman and Carter [WC81], we say that the hash function h is k-independent if ev-
ery k keys are mapped independently and uniformly into the hash range. We know from [SSS95]
that in this case, the number of selected keys is concentrated as

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{3q ` expp´k{2q. (5)

3



In particular, this implies that for some desired error probability P , we would need to set k ě
2 lnp1{P q. We could implement k as a degree k ´ 1 polynomial, but this gets slow when k is large,
and in particular, this is super-constant when P “ op1q.

A completely different approach to obtaining strong concentration bounds is to use tabulation
hashing as pioneered by Patrascu and Thorup [PT12]. They considered simple tabulation hashing,
a scheme dating back to Zobrist [Zob70]. Given the space parameter s, where sc “ u, simple
tabulation hashing uses c independent and fully random tables of size s and computes a hash value
by doing c table lookups. With tables stored in fast cache, this is faster than computing a degree-2
polynomial. Patrascu and Thorup [PT12] proved the following Chernoff-style concentration bound
using simple tabulation hashing. Assuming µ ď n1{p2cq ď ?s, for any δ ď 1:

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{Fq ` 1{nγ . (6)

where F depends exponentially on c and γ. In the Chernoff bound for fully random hashing (2),
we had exponent factor 3 and no added error probability.

Getting better concentration bounds has been a main target for research in tabulation-based
hashing [PT13, AKK`20, HT22]. For simple tabulation, [AKK`20] removed the requirement that
µ ď n1{p2cq but had an added error probability of npγ , so the sampling probability p had to be
polynomially small. They also introduced tabulation-permutation hashing, which roughly doubled
the number of tables, but removed the restriction on µ and reduced the added error probability to
1{uγ . That is, for any δ ď 1

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{Fq ` 1{uγ . (7)

The same bound was achieved for mixed tabulation in [HT22], which further described the depen-
dence of F on c and γ as F “ pc2γ Cqc, where C is a large unspecified universal constant. The
work of [BBK`23] provided no lower tail bound, but Tornado Tabulation inherits the two-sided
concentration in (7) from [HT22].

Our Technical Contribution. In this paper, we provide strong explicit lower tail bounds for
Tornado Tabulation Hashing with c` b` 3 tables of size s. With this final piece of the puzzle, we
get a hashing scheme fitting the powerful framework in [DKRT15] with explicit bounds. Below, X
is still the set of selected keys as described above and µ “ ErXs.

Theorem 1. For any b ě 1 and c ď ln s, if s ě 216 ¨ b2, and µ P rs{4, s{2s. For any δ ą 0,

Prr|X| ă p1´ δqµs ă 3 exp

ˆ´δ2µ
7

˙
` pc` b` 1q lnpsq ¨

˜
49

ˆ
3

s

˙b

` 3

ˆ
1

2

˙s{2
¸

. (8)

We note again that the added error probability drops rapidly, even with a small choice of b.
The proof of this theorem appears in Section 7.2. The concrete value of F “ 7 is an artifact of our
analysis, and it is likely that a more careful argument will show that F is even closer to the 3 in (2).
Additionally, we will see in the next section that the result can be bootstrapped to give F “ 3 at
the cost of a constant blow-up in space. The proof of our lower tail bound requires significantly
more work than the proof of the upper tail bound in (4) and several completely new ideas. The
fundamental challenge is that in contrast to upper tail bounds, lower tail bounds must argue about
the probability distribution of the keys that are not selected. Namely, standard proofs of the
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Chernoff upper-bound use the Taylor expansion, of which each term represents the probability that
some fixed set of keys is selected. Thanks to local uniformity, the selection of these fixed keys can
be viewed as fully random, so bounding these probabilities is straightforward. In contrast, for the
lower tail, the hash values of non-selected keys are far from fully random.

1.1.3 Threshold Sampling

To illustrate the power of the framework of [DKRT15] combined with strong guarantees on local
uniformity and concentration of selection, we here apply it to the simple but fundamental algo-
rithmic primitive threshold sampling. For threshold sampling, we view the hash values as numbers
in r0, 1q, and given some sampling probability p P r0, 1s, we sample a key x P A if hpxq ă p. We
would like the set of sampled keys X to accurately represent A in the sense that |X|{p is a reliable
estimator for |A|.

To apply the framework of [DKRT15], we require that µ “ ErXs “ p|A| ! s. For the analysis
we pick the smallest t such that n{2t ď s{2. We then use the t most significant bits as select bits,
asking for all of them to be zero. It follows that the sampled keys are all selected, and we can
view the threshold sampling as a supsample. By local uniformity, this subsample is fully random
and we can apply the classic Chernoff bound (2). When s is large compared to µ, the deviation
of Theorem 1 diminishes in comparison to the deviation of the fully random threshold sampling
and this allows us to bootstrap the theorem to achieve F “ 3. As in the previous section, in the
theorem below, we again consider Tornado Tabulation hashing with c` b` 3 look-up tables of size
s.

Theorem 2. Let h : rus Ñ r2ls be a Tornado Tabulation hash function with s ě 216b2 and c ď lnpsq,
A a set of keys, and X “ tx P A | hpxq ă pu for some p P r2ls. Suppose that µ “ ErXs ď s{278.
Then for any δ ă 1, it holds that

Prr||X| ´ µ| ą p1` δqµs ă 5 exp

ˆ´δ2µ
3

˙
` pc` b` 2q lnpsq ¨

˜
49

ˆ
3

s

˙b

` 3

ˆ
1

2

˙s{2
¸
.

The proof of this theorem is given in Section 7.3. Comparing to the concentration bounds
provided by past work (discussed in the previous section), our new exponent factor F “ 3 is smaller
by several orders of magnitude. Recall that the bounds in [AKK`20, HT22] had F “ pc2γCqc where
C is a large unspecified constant and c is such that sc “ u.

The requirement that s ě maxp216b2, 278µq may seem disappointing but for large-scale applica-
tions it is not a big concern. The point is that we think of the Tornado Tabulation hash function h

as a single central hash function used in the construction of millions of sketches. Storing each sketch
requires space Ωpµq, so the space used for storing the hash function is insignificant. The setting
with many sketches also emphasizes the importance of having high probability bounds since we can
then use a union bound to prove that the sketches all behave well simultaneously. Additionally,
note that when s ě maxp216b2, 278µq, then the added error probability decays very quickly with
increasing b, and we thus require fewer look-up tables for the hash function for a desired added
error probability. Finally, the constant 278 is again an artifact of the analysis which could likely
be reduced significantly.
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1.1.4 Relationship to Highly Independent Hashing

A natural question is how well the classic k-independence framework byWegman and Carter [WC81]
fits into the local uniformity framework by [DKRT15]. First of all, it is clear that to obtain the
property of local uniformity, we need space at least s{2 for the hash function. Indeed, in expectation
s{2 keys will be fully random over the free bits. In particular, to employ the k-independence scheme,
we would need k ě s{2. If we implement the hash function as a degree k´1 polynomial, this becomes
prohibitively slow. As an alternative, we can use the highly independent hashing introduced by
Siegel [Sie04]. In this setting, Thorup’s [Tho13b] double tabulation provides a simpler and more
efficient implementation of such highly independent hashing schemes. Unfortunately, with space
Opsq, the independence achieved by this construction is Ops1{p5cqq which far from suffices for local
uniformity. Moreover, with realistic parameters in the probabilistic guarantees, double tabulation
is too slow for practical applications (see the discussions and experiments in [AKK`20]).

Even with a hypothetical fast highly independent hashing scheme at hand, we would run into
further issues. First, to fit the local uniformity framework, we would need two independent such
hash functions, one for the select bits and one for the free bits. This is a bigger issue than it may
seem, since the select bits appear only in the analysis and are not chosen by the algorithm design.
In fact, for all of the applications in Section 2, the select bits depend on the input and for some
of the analyses of these applications, we need to apply the local uniformity framework over several
different choices of select bits.

Finally, one may ask if the locally uniformity framework is necessary. For instance, for the
threshold sampling in Section 1.1.3, it suffices to use a 2 lnp1{P q-independent hash function to get
additive error probability P in eq. (5). There are two points to make in regards to this. First,
in order to obtain high probability error bounds, say n´γ , we must have k “ 2γ lnpnq and both
k-independent hashing as well as Thorup’s construction [Tho13b] would be prohibitively slow.
Secondly, for some of the applications we will discuss in Section 2 (e.g., the important Vector-k
Sample), independence below k has no proven guarantees.

1.2 Roadmap of the Paper

In Section 2, we discuss hash based sampling and estimation schemes and how they fit in the local
uniformity framework. In Section 3, we present the necessary preliminaries on Tornado Tabulation
hashing. In Section 4, we discuss our main technical contribution and steps we need for the proof
of Theorem 1. We will include a second roadmap by the end of Section 4 for an overview of where
we take these steps.

2 Applications to Hash-Based Sampling and Estimation

Below in Section 2.1 we discuss different types of hash-based sampling and estimation schemes,
starting from the most basic, and moving to those with the highest demand on the hash function.
In each case, we first assume that the hash function h is fully random. Having seen all these
applications of full randomness, we then argue in Section 2.2, in a black-box fashion, that Tornado
Tabulation hashing performs almost as well as a fully random hash function.

6



2.1 Hash-Based Sampling and Estimation Schemes

Our starting point is the fundamental threshold sampling of Section 1.1.3. We review it again here.

Threshold Sampling. The most primitive form of hash-based sampling and estimation takes a
threshold probability p P r0, 1s and samples a key x if hpxq ă p. For any key set A Ď rus, let SppAq
be keys sampled from A. With X “ |SppAq| and µ “ ErXs “ |A|p, by standard Chernoff bounds,
for δ ď 1, we have that

Prr|X ´ µ| ě δµs ă 2 expp´µδ2{3q. (9)

Thus, X{p “ |SppAq|{p is a strongly concentrated estimator of |A|. One advantage to storing SppAq
is that SppAq can then be used to estimate the intersection size |A X B| as |SppAq X B|{p, given
any other set B. Having exponential concentration in particular is critical if we want low error
probability bounds for a union bound over many events. For example, if we store SppAiq for many
sets Ai and want to estimate the maximal intersection size with B, then it is important that none of
the individual intersection estimates are too large. So far, however, we have not seen the advantage
of hash-based sampling over independent sampling.

Benefits of Hash-Based or Coordinated Sampling. There are two main benefits to using
hashing to coordinate the sampling. One is if the set of keys appear in a stream where a single key
may appear multiple times. Then we can easily maintain a sample of the distinct keys. Another
benefit, more critical to this paper, is that if we have sampled from two sets A and B, then we
can compute the sample of their union A Y B. For threshold sampling, this is done simply as
SppAYBq “ SppAqYSppBq, and likewise for the intersection as SppAXBq “ SppAqXSppBq. Note
that if we had instead sampled independently from A and B, then keys from the intersection would
be too likely to be included in SppAq Y SppBq and less likely to be included in SppAq X SppBq.

Bottom-k Sampling and Order Statistics on Hash Values. With fully random hashing,
the hash values from a set A are just a uniformly distributed set hpAq of |A| hash values from p0, 1q.
Let hp1qpAq, . . . , hp|A|qpAq denote these hash values in sorted order. Assuming k ď |A|, we know
from order statistics (see, e.g., [Dav81]) that Er1{hpk`1qpAqs “ |A|{k, so we can use k{hpk`1qpAq as
an estimator for |A|. By definition, p ą hpk`1qpAq ðñ |SppAq| ą k. Therefore

k{hpk`1qpAq ă p1´ δq|A| ðñ k{pp1´ δq|A|q ă hpk`1qpAq ðñ |Sk{pp1´δq|A|q| ą k.

Here Er|Sk{pp1´δq|A|q| “ k{p1 ´ δq, so lower tail bounds for |Sp| with p “ k{pp1´ δq|A|q imply
similar lower tail bounds for k{hpk`1qpAq, and likewise for upper tail bounds. This argument for
concentration of 1{hpk`1q around |A|{k is essentially taken from [BJK`02], except that they use
1{hpkq which is slightly off in the sense that its mean is |A|{pk ´ 1q.

As in [CK07], we can also define the bottom-k sample of A as the subset SkpAq with the
k smallest hash values. Together with SkpAq, we can store pkpAq “ hpk`1q, and then SkpAq “
SpkpAqpSq. Note that if we also have the bottom-k sample of a set B, then we can easily create the

bottom-k sample for their union as SkpAYBq “ SkpSkpAq YSkpBqq. Note also that the bottom-1
sample is identical to Broder’s famous MinHash [Bro97, BCFM00].
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Frequency and Similarity. Based on the above observations, we now discuss a very powerful
analysis for frequency and similarity estimation assuming sampling based on a fully random hash
function. Very generally, given a set A, we assume that the sampling process is given the set of
(distinct) hash values hpAq and selects a subset Y of these hash values. It then returns the set of
keys S “ tx P A | hpxq P Y u . For threshold sampling, the selected hash values are those which
hash below the threshold sampling probability, and for bottom-k it is the k smallest hash values
that are selected.

With fully random hashing, for a given set A and a given set hpAq of hash values, the set S is
a fully-random sample without replacement from A. As a consequence, if B is a subset of A, then
the frequency of B can be estimated as |B X S|{|S|. For a given sample size |S|, this estimator is
the sum of negatively correlated 0-1 variables (does each sample belong to B or not), and all the
standard Chernoff bounds, e.g., (9) hold in this case. For bottom-k samples, for B Ď A, we can
use |B X SkpAq|{hpk`1qpAq to estimate |B|. This estimator is unbiased as proved in [CK07], and it
is concentrated thanks to the above concentrations of |B X SkpAq| and 1{hpk`1qpAq.

We are pointing out this analysis because we could do something more lossy using a union bound
over different concentration bounds, as described in [Tho13a]. Assuming fully random hashing, we
get the clean arguments presented above using the fact that the samples are independent. In a
black-box fashion, we are going to argue that Tornado Tabulation hashing is similar to fully random
hashing for frequency estimation, hence the above type of reasoning applies.

k-Partition-Min and Distinct Elements. We now discuss a very powerful and efficient way of
creating sketches based on k-partitions. We use the first log k bits of the hash value to partition the
keys between k buckets. We refer to these log k bits of the hash values as the bucket index, and the
remaining bits as the local hash value. The idea is to look at the smallest local hash value within
each bucket separately. We generally refer to this approach as k-Partition-Min, and it dates back
at least to Flajolet and Martin [FM85] who used it for estimating the number of distinct elements.
The more recent popular HyperLogLog algorithm [FEFGM07] is a compressed version, in that it
only stores the number of leading zeros in the smallest local hash value.

The HyperLogLog sketch is very easy to maintain and update. When a new key comes to the
bucket, we just have to check if it has more leading zeros than the current coordinate. This is faster
than using a bottom-k approach, where we would need to keep a hash table over the sampled keys
in order to check if the incoming key is new or a repeat. Likewise, given the HyperLogLog sketches
from two sets, it is easy to construct the sketch of their union: for each bucket, we just have to find
the maximal number of leading zeros from the two input sets.

Computing the estimate of the number of distinct elements from the HyperLogLog sketch is
complicated and the analysis is involved even if we assume fully random hashing (see [FEFGM07]).
Luckily, we will be able to claim that Tornado Tabulation hashing performs similarly in a black-box
fashion, without needing to understand the details of the estimator. All we need to know is that it
increases monotonically in each coordinate in the HyperLogLog sketch. Indeed, with a fixed hash
function, it is clear that the coordinates of the HyperLogLog sketch can only increase as more keys
are added, and hence so should the estimate of the number of distinct keys.

Vector-k Sample. Another powerful application of k-Partition-Min is when we store, for each
bucket, the key with the smallest local hash value, i.e., the “min-key”. For now, we assume that all

buckets are non-empty. For a set A, we use S
~k to denote the vector of these min-keys. This is the
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One-Permutation Hashing scheme of [LOZ12]. If the hash function is fully-random, then the keys

in S
~kpAq are sampled uniformly, without replacement, just like the samples in the bottom-k sample

SkpAq. One important difference between the vector-k and bottom-k sample is that the vector-k
sample is easier to update and maintain, the same as in the case of HyperLogLog: when a key is
added, we only need to go to the bucket it hashes to and compare it with the current min-key. In
contrast, with bottom-k, we would need to maintain a priority queue.

A more fundamental difference appears when we want to estimate the similarity of two sets A

and B. Then we only have to compare S
~kpAq and S

~kpBq coordinate-wise: the Jaccard similarity is

estimated as
řk´1

i“0

”
S
~kpAqris “ S

~kpBqris
ı
{k. Comparing coordinate-wise is necessary for some very

important applications. As described in [LSMK11], it implies that we can estimate the similarity
between sets as a dot-product and use this in Support Vector Machines (SVM) in Machine Learning.
To get a standard bit-wise dot-product, [LSMK11] suggest that we hash the min-key in each bucket
uniformly into t01, 10u (we could earmark the least significant bit of the hash value of the min-key
for this purpose). If the min-keys in a coordinate are different, then with probability 1/2, they
remain different, so dissimilarity is expected to be halved in this reduction. More importantly,
more similar sets are expected to get larger dot-products, and this is all we need for the SVM
applications. Mathematically, a cleaner alternative is to use the least significant bit to map the

min-key in a bucket to
!

´1?
k
, 1?

k

)
. Now, in expectation, the dot-product is exactly the Jaccard

similarity.
Having a vector sample is also important for Locality Sensitive Hashing (LSH) [IM98] as ex-

plained in detail in [DKT17]. The point is that using k-Partition-Min to compute a k-vector sample
replaces the much slower approach to computing the MinHash [Bro97, BCFM00] with k indepen-
dent hash functions, using the min-key with the ith hash function as the ith coordinate. With
this kˆMinHash, we need to compute k hash values for every key while k-Partition-Min requires
only one hash computation per key. This makes a big difference if k is large, e.g., k “ 10, 000 as
suggested in [Li15].

A caveat of k-Partition-Min is that if bucket i is empty, then the ith sample is undefined. The
“error” that some bucket is empty happens with probability at most P if |A| ě k lnpk{P q. It was
shown in [DKT17] that we can fill the holes with error probability at most P by hashing indexed
keys from rjs ˆ A where j|A| ě maxt|A|, k lnpk{pqu. The total number of hash computations
are then at most maxt|A|, 2k lnpk{P qu, which is still much better than the k|A| hash computations
needed for kˆMinHash. The resulting vector-k sample becomes a mix of sampling with and without
replacement. As proved in [DKT17], assuming fully random hashing, the number of samples from
any subset of A will still be exponentially concentrated as in our Chernoff bound (9).

We note that in the applications of vector-k sample, we are typically comparing one set with
many sets, to find the most similar set. Concentration is crucial to making sure that the most
similar sample is not just similar due to noise.

The fundamental challenge in implementing k-Partition-Min with a realistic hash function is
that we want the min-keys of different buckets to act as if they were independent except for being
without replacement. In the q-independence paradigm of Wegman and Carter [WC81], it is not
clear if any q less than |A| would suffice. Nevertheless, Tornado Tabulation hashing will make all
the applications work similarly to fully-random hashing.

We will now discuss how we can apply local uniformity and the concentration bounds to sampling
and frequency estimation. Some of the applications are taken from [DKRT15], but we review them
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here to underline the power of Theorem 1.

2.2 Applying Concentration of Selection and Local Uniformity

We next discuss the power of the local uniformity framework by [DKRT15] when employed with a
hashing scheme with strong concentration for selection and local uniformity guarantees.

Concentration Bounds with Subsampling. We have already discussed the concentration
bounds that we obtain for threshold sampling using the local uniformity framework in Section 1.1.3
and refer the reader to Theorem 2

Selecting Enough Keys for Applications. The original paper [DKRT15] did not introduce
any new concentration bounds, but below we review how they used concentration bounds and local
uniformity to analyze the more complex sampling and estimation.

The basic requirement is that the selected keys, with high probability, should contain all keys
relevant to the final estimators (for threshold sampling, this was trivial). For instance, let us
consider bottom-k sampling. As for threshold sampling, we will select keys based on 0s in their t

most significant bits. If this leads to selection of more than k keys, then we know that we have
selected all keys and hash values relevant to the estimators. If s ě 5k and t is the smallest value for
which µ “ n{2t ď s{2, then µ ě s{4 “ 1.25k. Thus, using our concentration bound in Theorem 1,
we get that, with high probability, we select more than k keys.

For k-partition-min, the selection is a bit more subtle. We select keys based on 0s in the t most
significant positions of their local hash value. We call such a hash value “locally small” regardless
of the bucket index. With high probability, we want the smallest hash value in every bucket to be
locally small. If we select more than k lnpk{P q locally small keys, then, with probability at least
1´ P , we get one in each bucket. Thus we must pick s ě 5k lnpk{P q. To apply Theorem 1, we of
course further have to assume that s ě 216b2.

The extra factor lnpk{P q for vector-k sampling may seem disappointing, but as explained in
[DKT17], we do not know of any other reasonable way to implement vector-k sampling if we want
exponential concentration bounds. We already mentioned the issue in using Wegman and Carter’s
independence paradigm [WC81]. Another tempting approach would be to use one hash function
to split the keys between buckets, and then use an independent hash function for each bucket.
However, the best implementation of MinHash uses tabulation [DT14], and then we would need k

sets of tables yielding much worse space overall. Again our contribution is that we get an explicit
and reasonable constant in the exponential concentration.

We finally note that while the Tornado Tabulation hash function may dominate the space of the
streaming algorithm producing the vector-k sample of a given set, the general point is to produce
vector-k samples for many sets, and use them as high-quality compact sketches in support vector
machines and locality sensitive hashing.

Coupling for Counting Keys. We now discuss a stochastic dominance argument where we
couple a Tornado Tabulation hashing experiment on a set A with a fully random hashing experiment
on a slightly different set A1. Let us first consider the case of counting (distinct) keys, as in
HyperLogLog applied to k-partition-min. Let h be the tornado hash function and h̃ be the fully-
random hash function. Assuming that distinct keys hash to distinct values, the estimator only

10



depends on the set of hash values. Furthermore, as described above, we have made the selection
such that with high probability, the estimator only depends on the hash values of the selected keys.

Now, for both hash functions, we first compute the select bits of the hash values and let
L denote the set of hash values matching the bitmask. This defines the sets of selected keys
X “ tx P A | hpAq P Lu and X 1 “ tx P A1 | h̃pA1q P Lu. Next, we perform a maximal matching
between keys in X and X 1, thus matching all keys in the smaller set. Since the free bits of the
hash values of the selected keys are fully random in both cases, we can couple the hash values of
matched pairs of keys so that matched keys have the same free bits in both experiments. As a
result, we end up with the following relations

|X| ď |X 1| ðñ phpAq X Lq Ď ph̃pA1q X Lq ùñ HLLpA,hq ď HLLpA1, h̃q
|X| ě |X 1| ðñ phpAq X Lq Ě ph̃pA1q X Lq ùñ HLLpA,hq ě HLLpA1, h̃q.

Above HHL is the HyperLogLog estimator [FEFGM07] applied to the k-Partition-Min sketch.
All we need to know is that it is increasing in the number of leading zeros of the min-key in each
bucket. We assumed that hpAq XL contained min-keys from each bucket. Therefore, if |X| ď |X 1|,
then we get that HLLpA,hq ď HLLpA1, h̃q. If, on the other hand, |X 1| ď |X|, then ph̃pA1q X Lq
could be missing keys in some bucket. Since hpAq X L has keys in these buckets, hpAq has at
least t leading zeros while h̃pA1q has ă t leading zeros in these buckets. Therefore implying that
HLLpA,hq ě HLLpA1, h̃q. In other words, the estimator from HLLpA1, h̃q would be lower because
it has seen higher hash values h̃pA1q.

The question now is how to set up the parameters such that the Tornado Tabulation hashing
estimator is smaller than the fully random estimator with high probability. For this, we pick A1 so
large that, with high probability, we have |X 1| ě |X|. For some target error probability OpP q and
µ1 “ Er|X 1|s “ |A1|{2t, it would be sufficient to have that

µ`
a

3µ lnp1{P q ď µ1 ´
a

2µ1 lnp1{P q .

This is using that we have the Chernoff upper-tail bound from (8) on |X| and the classic Chernoff
lower-tail bound on |X 1|. Assuming µ1 ď 2µ and µ ě s{4, we see it suffices that the following holds

µ1 ě µ
´
1`

a
12 lnp1{P q{s`

a
16 lnp1{P q{s

¯
,

which in turn holds if
µ1 ě µ

´
1` 8

a
lnp1{P q{s

¯

Since µ “ |A|{2t and µ1 “ |A1|{2t, this means that if we want |X| ě |X 1| to hold with probability
2P ` 24p3{sqb ` 1{2s{2, it suffices to compare Tornado Tabulation hashing on A with fully-random
hashing on A1 with

|A1| “
Q
|A|

´
1` 8

a
lnp1{P q{s

¯U
.

When we want |X 1| ď |X|, we need to employ our new lower-tail bound from Theorem 1 on |X| in
combination with the classic Chernoff upper-tail bound on |X 1|. Thus we want

µ´
a

7µ lnp1{P q ě µ1 `
a

3µ1 lnp1{P q .

Assuming µ ě s{4, we see it suffices that

µ1 ď µp1´
a

28 lnp1{P q{s´
a

12 lnp1{P q{sq,
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which in turn holds if
µ1 ď µp1´ 9

a
lnp1{P q{sq

Thus for |X 1| ď |X| to hold with probability 3P ` 24p3{sqb` 1{2s{2, it suffices to compare Tornado
Tabulation hashing on A with fully-random hashing on A1 where

|A1| “
Y
|A|

´
1´ 9

a
lnp1{P q{s

¯]
.

Coupling for Estimating Frequency. Finally, we consider the problem of estimating frequency,
again using a coupling argument. This was discussed as a key example in [DKRT15], but using only
O-notation (hiding large exponential constants). To get more precise bounds, one has to employ
the same carefulness as we did above for counting keys.

Here, we have a set A of red and blue keys and we want to estimate the frequency of the least
frequent color since this implies the best frequency estimate for both colors. Assume without loss
of generality that red is the least frequent color. A main point in [DKRT15] is that we perform
selection on two different levels. If we have r red keys and n keys in total in A, then we let a be the
smallest number such that r{2a ď s{2 and t the smallest number such that n{2t ď s{2. We then
first select based on the first a select bits (as a pre-selection). In expectation, this leads to between
s{4 and s{2 pre-selected red keys. For an upper bound on the Tornado Tabulation estimator, we
want more pre-selected red keys in A1 (using fully random hashing) than in A (using Tornado
Tabulation hashing). On the red keys, all remaining bits are fully random, so we can use the same
coupling as we did above, just for counting. We note here that the pre-selection is essential if we
want to get good bounds when the frequency of the red keys is very small.

Next, we settle the following t´ a select bits. At this point, we drop all pre-selected keys that
weren’t also selected in this second step (in effect, we do a sub-selection). From the perspective of
the red keys, this sub-selection is fully random on and so the previous coupling ensures that The
argument for the lower bound is symmetric: we decrease the number of red keys in A1 and increase
the total number of keys by adding more blue keys, using the same parameters as we did in the
previous subsection where we were counting distinct keys.

3 Preliminaries: Tornado Tabulation Hashing

We now review the formal definition of tornado tabulation hashing, as well as the relevant technical
results from Bercea et. al [BBK`23]. First, we recall that a simple tabulation hash function [Zob70,
WC81] is a function from some universe Σc to some range of hash values R “ r2rs. Namely, we view
the keys as being a concatenation of c characters from some alphabet Σ. In fact, our space parameter
from the introduction is s “ |Σ|. We use x1, . . . , xc to denote these characters, thus x “ x1 . . . xc.
A simple tabulation hash function h associates with each character position i “ 1 . . . c a table
Ti : Σ ÝÑ R that maps each character to a fully-random hash value. These tables are independent
across different character positions. Given a key x P Σc, the final hash value of x is computed as
an exclusive or of all the individual character lookups:

hpxq “ T1rx1s ‘ ¨ ¨ ¨ ‘ Tcrxcs .

A tornado tabulation hash function uses multiple such simple tabulation hash functions, and
can be thought of as a two-step process. In the first step, it extends the original key x P Σc
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into a derived key rhpxq “ rx P Σc`d, where d ě 0 is an internal parameters that controls the
final probability bounds we obtain. We refer to d as the number of derived characters. Namely,
the first c ´ 1 characters of rx match x: if rxi denotes the ith character of x̃, then rxi “ xi for
all i ă c. To compute x̃c, we use a simple tabulation hash function h0 : Σc´1 Ñ Σ and set
x̃c “ xc ‘ h0prx1 ¨ ¨ ¨ rxc´1q. This character is often referred to as being twisted. For the remaining
characters x̃c`1, . . . , x̃c`d (the derived characters), we employ a series of simple tabulation hash
functions rhi : Σc`i´1 ÝÑ Σ and set

rxc`i “ rhi prx1 ¨ ¨ ¨ rxi`c´1q for i “ 1 . . . d .

The last step in computing the hash value is to do one final round of simple tabulation hashing
on the derived key. We denote this last round by ph : Σc`d ÝÑ R. Then hpxq “ phprxq.

Below is the C-code implementation of tornado tabulation for 64-bit keys, with Σ “ r216s c “ 4,
d “ 3, and R “ r264s. The function takes as input the key x, and c` d fully random tables of size
Σ, containing 128-bit values.

INT64 Tornado ( INT64 x , INT128 [ 7 ] [ 6 5 5 3 6 ] H) {
INT32 i ; INT128 h=0; INT16 c ;
for ( i =0; i <3; i++) {

c=x ;
x>>=16;
hˆ=H[ i ] [ c ] ; }

hˆ=x ;
for ( i =3; i <7; i++) {

c=h ;
h>>16;
hˆ=H[ i ] [ c ] ; }

return ( INT64 )h ;}

Selection. We consider the setting in which a key is selected based on its value and its hash value.
We do not consider query keys in our selection, as in [BBK`23]. Formally, we have a selector
function f : Σc ˆ R Ñ t0, 1u and let px :“ Prr„UpRq rfpx, rq “ 1s, i.e., the probability that a key
is selected when its hash value is chosen uniformly at random from R. The set of selected keys is
then defined as

X “ tx P Σc | fpx, hpxqq “ 1u ,

with Er|X|s “ µ “
ř

xPΣc px.
Local uniformity is shown for selector functions that select keys based on bitmasks. That is, we

partition the bit representation of the final hash value hpxq into s selection bits and t free bits, and
let hpsqpxq P r2ss denote the s selection bits of hpxq. Then the selector function f has the property
that fpx, hpxqq “ fpx, hpsqpxqq. The remaining t bits of hpxq are denoted by hptqpxq P r2ts and are
not involved in the selection process. Going back a step, we can define a similar partition on the
bits of the final simple tabulation hash function ph. That is, we let phpsqpxq denote the s selection bits
of phpxq and note that: hpsqpxq “ phpsqpx̃q. Similarly for the free bits of ph, we have hptqpxq “ phptqpx̃q.
Linear Independence. A crucial ingredient in [BBK`23] is the notion of linear independence of
a set of keys. Consider some set Y of keys in Σk, each consisting of k characters. Then the set Y is
linearly independent if, for every subset Y 1 Ď Y , the keys in Y 1 have the following property: there
exists a character that occurs an odd number of times in some position i P t1, . . . , ku. Conversely,
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it cannot be that in each character position, all characters appear an even number of times across
the keys in Y 1. We then define

IpY q “ the event that the set Y is linearly independent .

For such linearly independent sets, Thorup and Zhang [TZ12] showed that a simple tabulation
hash function is fully-random on the set Y if and only if Y is linearly independent. In the context
of tornado tabulation, we focus on sets Y of derived keys and thus, linear independence is an event
that depends only on the randomness of rh. Bercea et. al [BBK`23] then show the following:

Theorem 3. Let h “ ph ˝ rh : Σc Ñ R be a random tornado tabulation hash function with d derived
characters and f as described above. If µ ď Σ{2, then the event Iph̃pXqq fails with probability at
most

7µ3p3{|Σ|qd`1 ` 1{2|Σ|{2 . (10)

They also showed the following:

Theorem 4. Let h “ ph ˝ rh : Σc Ñ R be a random tornado tabulation hash function with d derived
character and f as described above. Then, for any δ ą 0, we have that

Pr
”
|X| ě p1` δq ¨ µ^ IprhpXqq

ı
ď
ˆ

eδ

p1` δq1`δ

˙µ

.

We note that, from the above, one can obtain the classic Chernoff-style concentration (without
IprhpXqq), by summing the error probabilities from Theorem 3 and Theorem 4.

4 Technical Contribution

In this section, we describe the setup and techniques used in the proof of Theorem 1 which we
restate below.

Theorem 1. For any b ě 1 and c ď ln s, if s ě 216 ¨ b2, and µ P rs{4, s{2s. For any δ ą 0,

Prr|X| ă p1´ δqµs ă 3 exp

ˆ´δ2µ
7

˙
` pc` b` 1q lnpsq ¨

˜
49

ˆ
3

s

˙b

` 3

ˆ
1

2

˙s{2
¸

. (8)

4.1 The Upper-Tail Bound (Theorem 4)

To appreciate our new lower-tail bound, we first briefly review the simple proof of the upper-tail
bound from [BBK`23]. We will see why the same techniques breaks down for the lower-tail bound.
However, it importantly turns out that we can still use some of the techniques for the upper tail
bound in the proof of the lower tail bound. Namely, to get in a position to bound the lower tail, it
helps to exclude certain upper tail error events. We will return to this point shortly.

The upper tail bound is the classic Chernoff bound as long as we also ask for the selected derived
keys to be linearly independent, that is,

PrrX ě p1` δqµ ^ Iph̃pXqqs ď expp´µδ2{3q.
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The proof of this statement is basically the observation that in the standard proof of Chernoff
bounds, the probability bound is a sum over different sets Y of the probability that Y Ď X, and
this probability should be bounded by

ś
xPY px where px is the marginal probability that x is

selected. If the keys rY “ h̃pY q derived from Y are linearly independent (this depends only on rh),
then when we pick the top simple tabulation function at random,

Pr
ĥ

rY Ď X | IprhpY qqs “
ź

xPY
px.

However, I ^ pY Ď Xq implies that Ỹ is linearly independent, and therefore

PrrY Ď X ^ IprhpY qqs ď PrrY Ď X | IprhpY qqs “
ź

xPY
px.

We would like to do the same kind of argument for the lower tail bound, but here the Taylor
expansion in the standard proof also sums over the probabilities of events that sets Y are non-
selected in the sense Y XX “ H. However, the hash values of non-selected keys are very dependent.
In particular, we have no upper bound on the probability that PrrpY XX “ Hq^ Is which would,
if independent, have been bounded by

ś
xPY p1´ pxq.

4.2 High-Level Analysis for Lower-Tail Bound

For the analysis, we first partition the selected elements into buckets based on their last derived
character, that is, we let Xα be the set of selected keys that have α as their final derived character,
i.e.,

Xα “ tx P X | rxc`d “ αu .
Note that X “ Ť

αPΣ Xα and we define f “ Er|Xα|s “ µ{|Σ| ď 1{2.
With full randomness the p|Xα|qαPΣ would be independent Poisson distributed random variables.

With Tornado Tabulation, they are neither independent nor Poisson distributed. However, we can
argue that with high probability, in a certain sense they approximate this ideal. Below, we will
introduce two experiments which describe this sense.

Introducing h̄. Key to our analysis is to break up the definition of the hash function in a new way.
Specifically, we divide the process of computing h differently. Let phc`d : Σ Ñ R denote the table
corresponding to the last derived character in our top simple tabulation function ĥ. In our C-code,
this is the last table we look up in before we output the final hash value hpxq. Everything that
comes before this last table lookup, we denote by h̄ : Σc Ñ Rˆ Σ (this includes the computations
needed to obtain the full derived key rx). Note that h outputs two values. The first value, denoted
as h̄r0s, is a value in R and is the exclusive or of the first c ` d ´ 1 table lookups that ph makes.
The second value, denoted as h̄r1s, is equal to the last derived character rxc`d. Under this view, the
final hash value can be computed as

hpxq “ h̄r0spxq ‘ phc`dph̄r1spxqq .

Our tornado hash function h is thus defined by the two independent random variables h̄ and ĥc`d.
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The High-Level Analysis. Using the principle of deferred decision, we are going to make two
different analyses depending on which of h̄ and ĥc`d is generated first. Each order provides a
different understanding, and at the end, we link the two in a subtle way.

Experiment 1. Suppose we first fix h̄ arbitrarily, while leaving ĥc`d random. We claim that
this does not change the expectation, that is, E

“
|X|

ˇ̌
h̄
‰
“ Er|X|s. Moreover, the |Xα| are

completely independent, for when h̄ is fixed, then so are all the derived keys, and then Xα

only depends on the independent phc`dpαq.
The problem that remains is that the distribution of each |Xα| depends completely on how
we fixed h̄.

Experiment 2. Suppose instead we first fix ĥc`d arbitrarily, while leaving h̄ random. In this case,
expanding a lot on the upper-tail bound techniques from [BBK`23], we will argue that with
high probability, on the average, the values |Xα| will follow a distribution not much worse
than if they were independent random Poisson variables. More precisely, we will argue that,

w.h.p., for any i P N, the fraction of α P Σ for which |Xα| ě i is not much bigger than f i

i!
.

Compare this to a Poisson distributed variable Y with ErY s “ f , where PrrY “ is “ f i

i!
e´f .

Naturally, PrrY ě is ě PrrY “ is, and so the loss of our analysis relative to that of Poisson
distributed variables is less than a factor ef .

Linking the Experiments. We now want to link the above experiments. For i P N define

Si “ |tα P Σ : |Xα| ě iu|

to be the number of characters α for which Xα contains at least i selected keys. Note that
|X| “ ř

iPN Si. In particular,

Er|X|s “ Er|X| | h̄s “ Er
ÿ

iPN
Si | h̄s (11)

by the discussion below Experiment 1. As stated under Experiment 2, w.h.p., Si is not much

bigger than f i

i!
|Σ|.

We now go back to Experiment 1 where h̄ was fixed first. We would like to claim that, w.h.p.,

Er|Si| | h̄s is also not much larger than f i

i!
|Σ|. If we can prove this, we are in a good shape

to employ concentration bounds, for with h̄ fixed, Si is the sum of independent 0-1 variables,
which are sharply concentrated by standard Chernoff bounds. Moreover, |X| “ ř

iPN Si and
E
“
|X|

ˇ̌
h̄
‰
“ µ, so the error X ´ µ is the sum of the layer errors Si ´ ErSi | h̄s where each i

defines a layer. The rough idea then is to carefully apply concentration bounds within each
layer and argue that the total sum of errors across layers is not too big.

Initially, we are only able to bound the probability that Si is not too big, but we need an
upper tail bound for ErSi | h̄s. To get this, we need to link the two experiments. This link
between the Experiment 2 analysis yielding high probability bounds on the size of Si and
high probability bounds on ErSi | h̄s as needed for Experiment 1 is Lemma 5 below.

Lemma 5. For any λ

Pr
“
E
“
Si

ˇ̌
h
‰
ě λ` 1

‰
ď 2PrrSi ě λs . (12)

16



Proof. The proof of (12) is simple but subtle. We know from the discussion on Experiment 1 that
conditioned on h̄ “ h̄0 for any fixed h̄0, the distribution of Si is a sum of independent t0, 1u variables.
We wish to show that if h0 is such that E

“
Si

ˇ̌
h “ h̄0

‰
ě λ ` 1, then Pr

“
Si ě λ

ˇ̌
h “ h̄0

‰
ě 1{2.

Conditioned on h “ h̄0, this is a question about sums of independent t0, 1u variables. We will use
the following restatement of a corollary from [JS68].

Claim 6. [JS68, Corollary 3.1] Let pZjqmj“1 be independent random t0, 1u variables, Z “ řm
j“1 Zj ,

and µ “ ErZs. Then PrrZ ě ErZs ´ 1s ą 1{2.
To prove our lemma, write

PrrSi ě λs ě Pr
“
E
“
Si

ˇ̌
h
‰
ě λ` 1

‰
¨ Pr

“
Si ě λ | E

“
Si

ˇ̌
h
‰
ě λ` 1

‰

We thus have to show that Pr
“
Si ě λ | E

“
Si

ˇ̌
h
‰
ě λ` 1

‰
ě 1{2. This follows more or less directly

from claim 6, but let us write out the proof. Let H “ th̄0 | E
“
Si

ˇ̌
h “ h̄0

‰
ě λ ` 1u. From the

corollary and the fact that conditioned on any h̄ “ h̄0, Si is the sum of independent t0, 1u variables,
it follows that for any h̄0 P H, PrrSi ě λ | h “ h̄0s ě 1{2. Now we may write

Pr
“
Si ě λ | E

“
Si

ˇ̌
h
‰
ě λ` 1

‰
“

ř
h̄0PH PrrSi ě λ | h “ h̄0s ¨ Prrh “ h̄0s

Prrh̄ P Hs ě
1
2

ř
h̄0PH Prrh “ h̄0s
Prrh P Hs

“ 1

2
,

where we used the general formula PrrA |
Ť

jPJ Bjs “
ř

jPJ PrrA|BjsPrrBj s
PrrŤjPJ Bj s for disjoint events pBjqjPJ .

This completes the proof.

In fact, we do not have a direct way of bounding PrrSi ě cs and we will have to consider
a more restricted event which we can bound the probability of using the local uniformity result
from [BBK`23]. This will be the content of Corollary 11 below.

Let us now reflect on what we achieved above and how it is useful for our goal. We are interested
in lower tail bounds for ErXs “ ř8

i“1 Si and we already observed in (11) that
ř8

i“1 ErSi | h̄s “ ErXs.
We would like to do a high probability bound over h̄ to ensure that it has certain ’good’ properties.
If these properties hold, we hope to provide lower tail bounds for

ř8
i“1 ErSi | h̄s. Conditioned on

h̄, each Si is a sum of t0, 1u variables, and we know how to prove concentration bounds for such
sums. Below we list the good properties which we will show that h̄ satisfies with high probability.

1.
ř8

i“1 ErSi | h̄s “ ErXs.

2. ErSi | h̄s À f i

i!
.

3. ErSi | h̄s “ 0 when i is larger than some imax.

We already saw (Experiment 1) that 1. holds with probability 1. For 2., we will see in Section 4.4
how we can use an upper tail bound for Tornado Tabulation hashing to bound the probability
that Si is large (Experiment 2), and then the result will follow from Lemma 5 which links the two
experiments. Finally, for 3., we need to prove a stronger version of the local uniformity theorem
of [BBK`23] appearing as Theorem 17. The proof is technical but follows a similar path to the one
used in [BBK`23]. However, we do require a novel combinatorial result for bounding dependencies
of simple tabulation hashing. This result is Theorem 38 in Section 8
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Layers With the properties 1.-3. in hand, the rough idea next is to prove a bound for each layer
i of the form PrrSi ď ErSi | h̄s ´ ∆is ď pi. Note that each pi will include the additive error
probability Prrh̄ not goods. As the layers are not independent, we have to union bound over each
layer to bound the total error. Defining ∆ “ řimax

i“1 ∆i and p “ řimax

i“1 pi, we obtain

Prr|X| ď Er|X|s ´∆s ď
imaxÿ

i“1

PrrSi ď ErSi | h̄s ´∆is ` p

which will be our desired bound. The most technical part of our proof thus employs various
concentration bounds for events of the form rSi ă E

“
Si

ˇ̌
h
‰
´ ∆is depending on the values of

µ̄i :“ ErSi | h̄s. Namely, we partition these Si’s into two different types of layers and use different
lower tail techniques depending on which kind of layer we are dealing with. The challenge lies in
setting the relative deviation ∆i of each layer so that we get the desired overall deviation for |X|
and we do not incur a large penalty in the probability by conditioning on h. We distinguish between
bottom layers (which have large µi), regular layers and non-regular layers (which have excessively
small µi).

Bounding Bucket Sizes. The fact that, we need that ErSi | h̄s “ 0 for all i ě imax comes from
the fact that we need to union bound over all layers, and the error probability ti for a single layer i
includes the additive Prrh̄ not goods. Without an upper bound on i, we might even have to union
bound over |Σ|c layers which will come as a significant cost for our error bounds. In fact, the upper
limit imax will be such that, with high probabiliy over h, |Xα| ď imax for all α P Σ. Our bound on
imax appears in Lemma 16 with the proof appearing in Section 5.6.

In the next two subsections, we will zoom in on Experiment 1 and Experiment 2.

4.3 Experiment 1

In this experiment, we first fixed h̄ arbitrarily, noting that then the |Xα| are completely independent
since Xα now only depends on phc`dpαq. We also claimed that the fixing of h̄ did not change
the expectation of |X|. More specifically, we claim that conditioning on h does not change the
probability that a specific key x gets selected.

Observation 7. Let Ix be the indicator random variable that is 1 if x gets selected and 0 otherwise.
Then, for every fixed key x and every fixed value of h̄, we have that:

PrrIxs “ Pr
“
Ix

ˇ̌
h
‰
.

This result is well-known from [BBK`23], but we include a proof for completeness.

Proof. We first note that PrrIxs “
ř

rPR Prrhpxq “ rs ¨PrrIx | hpxq “ rs. By definition, once we fix
the key x and its hash value, then selection becomes deterministic. Therefore

PrrIx | hpxq “ rs “ Pr
“
Ix

ˇ̌
hpxq “ r ^ h

‰
.

The only thing left to prove therefore is that Prrhpxq “ rs “ Pr
“
hpxq “ r

ˇ̌
h
‰
. On one hand, we

know that h hashes uniformly in the range of hash values, so Prrhpxq “ rs “ 1{|R|. On the other
hand, we know that
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Pr
“
hpxq “ r

ˇ̌
h
‰
“ Pr

“
h̄r0spxq ‘ Tc`dph̄r1spxqq “ r

ˇ̌
h
‰

“ Pr
“
Tc`dph̄r1spxqq “ r ‘ h̄r0spxq

ˇ̌
h
‰

“ 1{|R| ,

where the last inequality holds because the last table lookup Tc`dph̄r1spxqq picks a value uniformly
at random from R.

As seen in the proof above, once we condition on h, the randomness in selection only comes
from the last table lookup. That is, conditioned on h, the random variables tXαuαPΣ become
independent, i.e., elements across different Xα’s will be selected independently. This, however, is
not enough. That is because if we condition on h, we no longer know how many of the selected
keys have a particular last derived character. Thus, even though the random variables tXαuαPΣ
are independent, they have different, unknown distributions. We cannot bound their variance nor
apply Chernoff on their scaled versions and get competitive bounds.

4.4 Experiment 2

In this experiment, we first fix ĥc`d arbitrarily, while leaving h̄ random. As stated, we will analyze
this case expanding on the techniques from [BBK`23].

For a given key x, let rxăc`d denote the derived key except the last derived character rxc`d.
Moreover, we define h̃ăc`d such that h̃ăc`dpxq “ rxăc`d. We will be very focused on the event that
these shortened derived selected keys are linearly independent, and for ease of notation, we define
the event

J “ Iprhăc`dpXqq.
Using Theorem 3, we prove that this event happens with high probability. More precisely,

Theorem 8.

PrrJ s ě 1´ p24p3{|Σ|qd´3 ` 1{2|Σ|{2q.

Proof. We will prove that

PrrJ | ĥc`ds ě 1´ p24p3{|Σ|qd´3 ` 1{2|Σ|{2q.

Since the bound holds for any ĥc`d, it also holds unconditionally. We consider the function f̄ : Σcˆ
pR ˆ Σq defined by f̄px, pr, αqq “ fpx, r ‘ ĥc`dpαqq. Since hpxq “ h̄r0spxq ‘ ĥc`dph̄r1spxqq then
fpx, hpxqq “ f̄px, h̄pxqq and X “ tx P U | fpx, hpxqq “ 1u “ tx P U | f̄px, h̄pxqq “ 1u. When ĥc`d

is fixed, f̄ is a deterministic function and since h̄ is a tornado hash function with d ´ 1 derived
characters, the result of Theorem 3 gives the claim.

We can now think of keys being picked independently for α. In the same way, as we proved Chernoff
upper bounds for events like rX ě p1` δqµ ^ IprhpXqqs, we can prove

Lemma 9. For any i P N, we have that

Prr|Xα| ě i^ J s ď f i

i!
.
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The proof of Lemma 9 can be found in Section 5.2. Recall that Si “ |tα P Σ : |Xα| ě iu|. By
Lemma 9 and linearity of expectation, we have that

ErSi ¨ rJ ss ď |Σ| ¨
f i

i!
“ µ̄i .

Moreover, we can show (also in Section 5.2) a bound on the upper tail of |Si| in terms of µ̄i as such:

Lemma 10. For any δ ą 0:

PrrSi ě p1` δq ¨ µ̄i ^ J s ď
ˆ

eδ

p1` δqp1`δq

˙µ̄i

.

With these lemmas in place, we will briefly revisit the issue of bounding the conditional expec-
tation E

“
Si

ˇ̌
h
‰
by bounding Si, as discussed previously. The following corollary follows directly

from Lemma 5, bringing in event J to give an expression that we can bound with Lemma 10. We
note that the event Prr J s can be bounded using Theorem 8.

Corollary 11. For any λ

Pr
“
E
“
Si

ˇ̌
h
‰
ě λ` 1

‰
ď 2PrrpSi ě λq ^ J s ` 2Prr J s .

4.5 Roadmap of Technical Part of the Paper

In Section 5, we will provide lower tail bounds for the deviation incurred in each layer. In Section 5.1,
we describe the main ideas in the analysis and introduce the different types of layers. We provide
some preliminary tools for the analysis in Section 5.2. Next, in Sections 5.3 to 5.5 we analyse
respectively bottom layers, regular layers, and non-regular layers. Finally Section 5.6 bounds imax.

In Section 6, we prove our improved local uniformity theorem (needed for bounding imax). We
provide necessary definitions (from [BBK`23]) in Section 6.1. In Sections 6.2 to 6.4, we show how
to modify the obstructions from [BBK`23] and how to union bound over them.

Section 7 is dedicated to prove our main results. For this, we need a technical theorem which
we prove in Section 7.1. In Section 7.2, we prove Theorem 1 and in Section 7.3, we prove the
subsampling Theorem 2.

Finally, Section 8 contains our new combinatorial result on bounding dependencies for simple
tabulation hashing.

In Appendix A, we include a Chernoff bound working under a slightly weaker assumption than
independence. We will need this Chernoff bound in the layer analysis.

5 Layers

In this section we present and prove technical theorems for the layers, and the associated parameters,
as used for proving the main theorems. Our main technical proof is a union bound over events of
the form “Si ă E

“
Si

ˇ̌
h
‰
´ ∆i” that will roughly hold with probability at most pi. We will treat

these events differently, depending on the values of µ̄i “ |Σ| ¨ f i{i!, which is an an upper bound on
ErSis (see Lemma 18).

Namely, for i large enough, when µ̄i ă p, we can design events such that both the sum of
deviations

ř
∆i and associated error probabilities

ř
pi form geometric series, and are thus finite
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(see Lemma 26). However, as will be apparent in the statements of the theorems given below, we
still incur a small constant error probability for each layer handled, originating from our applications
of Corollary 11. This accumulated error probability will be too high in general, so we further argue
that we incur it only for a (relatively) small number of layers. Namely, in Lemma 16 (Section 5.6),
we show that, with high probability, E

“
Si

ˇ̌
h
‰
“ 0 for all i larger than a threshold imax. Thus, the

deviation for these layers will be zero.
The main technical challenge thus lies in handling the layers where µ̄i ě p. As µ̄1 “ µ there

will be Ω plnpµq ` lnp1{pqq such layers before Lemma 26 applies. With one event defined for each
layer, we are thus dealing with a superconstant number of events, and we will need to perform some
scaling of the error probabilities if we want them to sum to Oppq. Again, the method for doing this
depends on the expected size of the layer.

We define quite a few symbols in the treatment of the different layer types. A reference is
given in table 1 on page 44. For building intuition, we ignore symbols ssec and sall in the following
paragraphs. These can both be considered to equal 1 without altering the structure of the proof,
which will suffice to build a theorem with error probability Oppq. The role of these parameters is
covered in the final paragraph below and serves to control the constant hidden in the O-notation.

Roadmap. In Section 5.1, we review and explain the main lemmas we use to bound the deviation
in each layer. In particular, we partition the layers into bottom, regular and non-regular. After
some preliminaries in Section 5.2, we then prove each of the lemmas in the following sections.
Namely, the proofs for the bottom layers are given in Section 5.3. The proof for the regular layers
is given in Section 5.4. Finally, the proof for non-regular layers is given in Section 5.5.

5.1 Main ingredients

We here discuss the main ideas needed for carrying out the layer analysis.

Regular Layers. A layer is said to be regular if µ̄i ě lnp1{piq, in which case E
“
Si

ˇ̌
h
‰
won’t be

significantly larger than µ̄i, by Lemma 19.
As Er|Xα|s “ µ{|Σ| ď 1{2 most elements of X are expected to be found in the very first layers.

In particular, we handle the combined deviation of layers 1, 2, and 3 through an application of
Bernstein’s inequality, which gives better bounds than those obtained through individual treatment
of the layers.

Theorem 12 (3 layers with Bernstein). Assume that lnpssec{pq ď µ̄3. Then

Pr

«
Sď3 ď E

“
Sď3

ˇ̌
h
‰
´
c

7

3
lnp1{pqµ ¨ p1` ε3q ´ lnp1{pq

ff
ă p1` 4{ssecq ¨ p` 4Prr J s .

If layer 3 isn’t regular, we have the following alternate theorem.

Theorem 13 (2 layers with Bernstein). Assume that lnpssec{pq ď µ̄2. Then

Pr

„
Sď2 ď E

“
Sď2

ˇ̌
h
‰
´
a

2 lnp1{pqµ ¨ p1` ε2q ´
2

3
lnp1{pq


ă p1` 2{ssecq ¨ p` 2Prr J s ,

where ε2 “
a

6 lnpssec{pq{|Σ| ` p29 lnp1{pq ` 2q{µ.
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Note that ε2 ď ε3 (see table 1), and we thus use the latter in the statement of Theorem 35.
Both theorems are proven in Section 5.3.

If the following layer(s) are also regular we treat these individually with Lemma 23, which
first gives an upper bound on E

“
Si

ˇ̌
h
‰
and then bounds the deviation between the conditional

expectation and Si through a second Chernoff bound as described in the previous section.
Let inr be the first layer which is not regular. That is, inr “ min ti : µ̄i ă lnp1{piu. Then

Lemma 23 is applied to inr ´ 4 layers in total. As µ̄i “ µf i´1{i! ď µ{2 ¨ p1{6qi´2, we have inr ´ 4 ď
log6

´
µ{2

lnp1{pq

¯
when all pi ď p. Setting pi “ preg “ p

log
6

´
µ{2

lnp1{pq

¯ for each layer i P t4, . . . , inr ´ 1u

would thus ensure that the total error probability on these layers is Oppq.
However, as allocating a smaller error probability incurs a larger deviation relative to the ex-

pected size of the layer, it seems unwise to set the same low error probability for all regular layers.
They will have a progressively smaller impact on the final result, after all.

Instead, we let p4 “ p and set pi`1 “ max tpi{e, pregu such that
řinr´1

i“4 pi ď p1.59 ` 1q ¨ p.
Applying Lemma 23 with these values for pi gives the following bound, the proof of which is found
in Section 5.4.

Theorem 14.

Pr

«
inr´1ÿ

i“4

Si ă
inr´1ÿ

i“4

E
“
Si

ˇ̌
h
‰
´∆reg

ff
ă p1.59 ` 1{sallq ¨ p1` 2{ssecq ¨ p` pinr ´ 4q ¨ 2Prr J s .

Non-regular layers. The non-regular layers are handled by three different lemmas: Lemma 25
for the single layer inr where µ̄i « lnp1{pregq, Lemma 26 for layer i8 and up where µ̄i ă p, and
Lemma 27 for the layers between the two.

To keep the total error probability of these “top” layers at Oppq we set pi ď p{ntop for each
layer treated by Lemma 27, where ntop is (an upper bound on) the number of such layers. As the
top layers are those where p ă µ̄i ď lnp1{pregq and we assume that inr ě 3 (and thus µ̄i`1 ď µ̄i{6)
there will at most be log6plnp1{pregq ¨ 1{pq “ ntop of these layers.

As an extra complication, note that inr is defined in terms of the threshold preg used for the
regular layers, and thus the tools used for the non-regular layers only hold for pi ă preg. This leads
to the somewhat cumbersome definition of ptop “ max tpreg, p{ntopu.

At this stage, our bounds on E
“
Si

ˇ̌
h
‰
will be smaller than lnp1{piq and thus a Chernoff bound

will no longer give a meaningful bound on the probability that Si is smaller than E
“
Si

ˇ̌
h
‰
. Instead

we use the trivial observation that E
“
Si

ˇ̌
h
‰
´ Si ď E

“
Si

ˇ̌
h
‰
as Si is non-negative.

The combined deviation and error probability of these non-regular layers is summarized in
Theorem 15 below, the proof of which can be found in Section 5.5.

Theorem 15. If inr ě 3, then

Pr

«
imaxÿ

i“inr

Si ă
imaxÿ

i“inr

E
“
Si

ˇ̌
h
‰
´∆nonreg

ff
ă p ¨ 6{sall ` pimax ´ inrq ¨ 2Prr J s .

Bounding the number of layers. As discussed above, we bound the number of layers under
consideration to limit the accumulation of error terms from applications of Corollary 11. Specifically,
we let Jmax be the event that

řimax

i“1 E
“
Si

ˇ̌
h
‰
“ µ, such that summing the deviation found in these
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layers represents the full deviation between µ and |X|. The following Lemma bounds the probability
of Jmax.

Lemma 16. Let s ď |Σ| {2 be the number of selection bits and imax “ lnp|Σ|d´22sq. Then

Pr

« 8ÿ

i“imax`1

E
“
Si

ˇ̌
h
‰
ą 0

ff
ď
ˆ

1

|Σ|

˙d´3

` 3c`1

ˆ
3

|Σ|

˙d´1

`
ˆ

1

|Σ|

˙|Σ|{2´1

.

In order to obtain this result, we require an improvement ofTheorem 3. Namely, we need a
better bound on the probability that the derived keys are linearly dependent. This requires a
modification of the analysis in [BBK`23]. The result is as follows.

Theorem 17. Let h “ ph ˝ rh : Σc Ñ R be a random (simple) tornado tabulation hash function
with d derived characters and f as described above. If µ ď Σ{2, then the event Iph̃pXqq fails with
probability at most

3c |Σ| {n ¨ 3µ3p3{|Σ|qd`1 ` f |Σ|{2 (13)

We note that the first term is a factor 3c |Σ| {n smaller than the bound in Theorem 3. Indeed,
we prove it by showing a different analysis than the one for Theorem 3 from [BBK`23]. Details
can be found in Section 6.

Parameters ssec and sall. As seen in the theorems above, parameters ssec and sall serve to scale
the error probabilities. For our proof, we set ssec “ 20 and sall “ 180 (as given in table 1), but all
of the theorems hold regardless of the values chosen – as long as the same values are used across
all layer types.

Specifically, sall scales the error probability of most events, (including the threshold preg used
for the regular layers as well the events defined on non-regular layers) while ssec alters the ratio of
the error probabilities between the two events considered on each regular layer: As a slightly looser
bound on E

“
Si

ˇ̌
h
‰
has little impact on the deviation obtained from the regular layers, we opt for a

more conservative bound on these, in exchange for a smaller error probability. If we allocate error
pi for the “primary” event, in which we bound the absolute difference pE

“
Si

ˇ̌
h
‰
´ Siq for a fixed

value of the conditional expectation, we instead spend error pi{ssec on the “secondary” event where
we bound E

“
Si

ˇ̌
h
‰
.

With this terminology, the regular layers consist of both primary and secondary events, while
the non-regular layers exclusively consist of secondary events. This aligns with an intuitive under-
standing that the regular layers lead to deviation proportional to

a
lnp1{pqµ while the non-regular

layers contribute deviation in terms of lnp1{pq. Note, however, that the error probability of the
secondary event, at preg{ssec is what determines the boundary inr between regular and non-regular
layers, which is why ssec ends up appearing in the deviation found in the non-regular layers.

For Theorem 35 we’ve set ssec and sall quite high in order to bring the total error probability
down to 3p. At the other extreme, setting ssec “ sall “ 1 would make for an equally viable
theorem with fewer additive terms in the deviation. It’s total error probability would be roughly
19p, however.

5.2 Preliminaries

We need the following general tools for bounding Si which, together with Corollary 11, allows us
to bound E

“
Si

ˇ̌
h
‰
.
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Lemma 18 (Expected size of a layer).

ErSi ¨ rJ ss ď µ̄i “ |Σ| ¨
f i

i!

Proof. Let px “ Prrx P Xs be the probability that each key x is selected. Note that Prrx P Xαs “
px{|Σ| as the last derived character of hpxq is uniformly distributed over Σ. When restricted to
event J we further have PrrY Ď Xα ^ J s ďś

xPY Prrx P Xαs.

Prr|Xα| ě i^ J s ď
ÿ

tx1,...,xiuPpniq

iź

k“1

pxk

|Σ|

ď 1

i! ¨ |Σ|i
ÿ

xx1,...,xiyPrnsi

iź

k“1

pxk

“ 1

i! ¨ |Σ|i
iź

k“1

ÿ

xPrns
px

“ µi

i! ¨ |Σ|i “
f i

i!
.

Then

ErSi ¨ rJ ss “
ÿ

αPΣ
Prr|Xα| ě i^ J s ď |Σ| ¨ f

i

i!
.

Lemma 19 (Upper tail for layer size).

PrrSi ą p1` δqµ̄i ^ J s ď
ˆ

eδ

p1` δqp1`δq

˙µ̄i

where µ̄i “ |Σ|f i{i! and δ ą 0.

Proof. First observe that bounding pSi^J q is equivalent to bounding the sum of indicator variablesř
αPΣ r|Xα| ě i^ J s. We will show that these indicator variables satisfy the conditions of a slightly

generalized Chernoff bound (Lemma 41 in Appendix A) with pα “ f i{i! for all α P Σ such thatř
αPΣ pα “ µ̄i. Hence we need to show that, for any set of characters tα1, . . . , αku Ď Σ, we have

Pr
”Źk

l“1 |Xαi
| ě i^ J

ı
ď pf i{i!qk.
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For each x P Σc let qx “ Prrx P Xs such that
ř

qx “ µ. Then

Pr

«
kľ

ℓ“1

|Xαi
| ě i^ J

ff
“ Pr

«
kľ

ℓ“1

DAℓ P
ˆ
n

i

˙
: Aℓ Ď Xαℓ

^ J

ff

ď
ÿ

xA1,...,AkyPpniqk
disjoint

Pr

«
kľ

ℓ“1

Aℓ Ď Xαℓ
^ J

ff

ď
ÿ

xA1,...,AkyPpniqk
disjoint

ź

xPŤk
ℓ“1

Ak

qx

|Σ| ď
1

pi! ¨ |Σ|iqk
ÿ

APrnsi¨k

ź

xPA
qx

“ 1

pi! ¨ |Σ|iqk
i¨kź

ℓ“1

ÿ

xPrns
qx “

1

pi! ¨ |Σ|iqk
i¨kź

ℓ“1

µ “
ˆ
f i

i!

˙k

.

5.3 Bottom layers: Proof of Theorems 12 and 13

The proofs of Theorems 12 and 13 are both based on an application of Bernstein’s inequality. For
non-centered independent variables X1,X2, . . ., Bernstein’s inequality states that

Pr
”ÿ

Xi ď E
”ÿ

Xi

ı
´ t

ı
ď exp

ˆ ´0.5t2ř
VarrXis ` t ¨M{3

˙
(14)

where M is a value such that |Xi| ďM .
For Theorem 13 we sum over X̂α “ min t3, |Xα|u such that Sď3 “ S1`S2`S3 “

ř
αPΣ X̂α. As

the X̂α are independent when conditioned on h we can apply Bernstein’s when we’ve established a
bound on

ř
Var

“
X̄α | h

‰
.

Lemma 20. If lnpssec{pq ď |Σ|f3{6 “ µ̄3,

Pr

«
ÿ

αPΣ
Var

”
X̂α | h

ı
ą p7{6` εqµ

ff
ă p ¨ 4{ssec ` 4Prr J s

where ε “ p2`
?
6q
a

lnpssec{pq{|Σ| ` 6{µ.

Proof. Define µ̂ “ ř
α E

”
X̂α

ˇ̌
ˇ h

ı
“ E

“
Sď3

ˇ̌
h
‰
and f̂ “ µ̂{|Σ|. It then holds that

ÿ

αPΣ

´
E
”
X̂α

ˇ̌
ˇ h

ı¯2

ě
ÿ

αPΣ
pµ̂{|Σ|q2 “ |Σ|f̂2
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and thus

ÿ

αPΣ
Var

”
X̂α | h

ı
“

ÿ

αPΣ
E
”
X̂2

α

ˇ̌
ˇ h

ı
´

ÿ

αPΣ

´
E
”
X̂α

ˇ̌
ˇ h

ı¯2

ď
ÿ

αPΣ
E
”
X̂2

α

ˇ̌
ˇ h

ı
´ |Σ|f̂2

“
ÿ

αPΣ
E
”
X̂αpX̂α ´ 1q

ˇ̌
ˇ h

ı
`

ÿ

αPΣ
E
”
X̂α

ˇ̌
ˇ h

ı
´ |Σ|f̂2

“ 2 ¨ E
”ˇ̌
ˇ
!
α : X̂α “ 2

)ˇ̌
ˇ
ˇ̌
ˇ h

ı
` 6 ¨ E

”ˇ̌
ˇ
!
α : X̂α “ 3

)ˇ̌
ˇ
ˇ̌
ˇ h

ı
` µ̂´ |Σ|f̂2

“ 2 ¨ E
“
S2

ˇ̌
h
‰
` 4 ¨ E

“
S3

ˇ̌
h
‰
` µ̂´ |Σ|f̂2 .

We will now bound E
“
S2

ˇ̌
h
‰
and E

“
S3

ˇ̌
h
‰
. Applying Lemma 19 with δ2 “

a
3 lnpssec{pq{µ̄2 we

have
PrrS2 ě p1` δ2qµ̄2 ^ J s ď p{ssec .

Invoking Corollary 11, we have for µ`
2 “ p1` δ2qµ̄2 ` 1

Pr
“
E
“
S2

ˇ̌
h
‰
ě µ`

2

‰
ď 2p{ssec ` 2Prr J s .

Likewise for δ3 “
a
3 lnpssec{pq{µ̂3 and µ`

3 “ p1` δ3qµ̄3 ` 1,

Pr
“
E
“
S3

ˇ̌
h
‰
ě µ`

3

‰
ď 2p{ssec ` 2Prr J s .

Hence, with probability at least 1´ p ¨ 4{ssec ´ 4Prr J s we have,

ÿ

αPΣ
Var

”
X̂α | h

ı
ă 2µ`

2 ` 4µ`
3 ` µ̂´ |Σ|f̂2

“ 2p1 ` δ2qµ̄2 ` 4p1 ` δ3qµ̄3 ` µ̂´ |Σ|f̂2 ` 6

“ 2δ2µ̄2 ` 4δ3µ̄3 ` 2|Σ|f2{2` 4|Σ|f3{6` µ̂´ |Σ|f̂2 ` 6

“ δ2|Σ|f2 ` 2

3
δ3|Σ|f3 ` |Σ|f2 ` 2

3
|Σ|f3 ` µ̂´ |Σ|f̂2 ` 6

“
ˆ
1` δ2 `

2f

3
¨ p1` δ3q

˙
|Σ|f2 ` µ̂´ |Σ|f̂2 ` 6 .

Note that the function x ÞÑ x ´ x2 is increasing in x P r0, 1{2s. As f̄ ď f ď 1{2 we thus have
f̄ ´ f̄2 ď f ´ f2 and

|Σ|f2 ` µ̂´ |Σ|f̂2 “ |Σ|pf2 ` f̂ ´ f̂2q ď |Σ| ¨ f “ µ

giving

ÿ

αPΣ
Var

”
X̂α | h

ı
ď

ˆ
δ2 `

2f

3
¨ p1` δ3q

˙
|Σ|f2 ` µ` 6

ď
`
7{6` δ2f ` δ3 ¨ 2f2{3

˘
µ` 6 .
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Finally,

δ2f ` δ3 ¨ 2f2{3 “ f
a
6 lnpssec{pq{pf2|Σ|q ` f2

a
18 lnpssec{pq{pf3|Σ|q ¨ 2{3

“
a

6 lnpssec{pq{|Σ| `
a

18f lnpssec{pq{|Σ| ¨ 2{3
“

a
6 lnpssec{pq{|Σ| `

a
8f lnpssec{pq{|Σ|

ď p2`
?
6q ¨

a
lnpssec{pq{|Σ|

and thus
ř

αVar
”
X̂α | h

ı
will be roughly µ ¨ 7{6 whenever µ is large and lnpssec{pq ! µ.

With the bound on
ř

Var
”
X̂α | h

ı
in place, we can prove Theorem 12.

Theorem 12 (3 layers with Bernstein). Assume that lnpssec{pq ď µ̄3. Then

Pr

«
Sď3 ď E

“
Sď3

ˇ̌
h
‰
´
c

7

3
lnp1{pqµ ¨ p1` ε3q ´ lnp1{pq

ff
ă p1` 4{ssecq ¨ p` 4Prr J s .

Proof. Let ε “ p2 `
?
6q
a

lnpssec{pq{|Σ| ` 6{µ as defined in Lemma 20. As
ˇ̌
ˇX̂α

ˇ̌
ˇ ď 3, Bernstein’s

(eq. (14)) takes the following form when conditioning on
ř

αPΣ Var
”
X̂α | h

ı
ď µ1 “ p7{6` εqµ,

Pr

«
Sď3 ď E

“
Sď3

ˇ̌
h
‰
´ t

ˇ̌
ˇ̌
ˇ h,

ÿ

αPΣ
Var

”
X̂α | h

ı
ď µ1

ff
ď exp

ˆ´0.5t2
µ1 ` t

˙
.

Solving for t we find

t ě
d
2 lnp1{pq

ˆ
µ1 ` 1

2
lnp1{pq

˙
` lnp1{pq

ùñ exp

ˆ´0.5t2
µ1 ` t

˙
ď p .

As
b

7
3
lnp1{pqp1 ` ε3qµ ` lnp1{pq ě

b
2 lnp1{pq

`
µ1 ` 1

2
lnp1{pq

˘
` lnp1{pq, the theorem follows

when we add the probability that
ř

α Var
”
X̂α | h

ı
ą µ1.

We prove Theorem 13 in the same way, with X̄α “ min t2, |Xα|u, Sď2 “ S1 ` S2 “
ř

α X̄α and
the following bound on

ř
Var

“
X̄α | h

‰
.

Lemma 21. If lnpssec{pq ď |Σ|f2{2 “ µ̄2,

Pr

«
ÿ

αPΣ
Var

“
X̄α | h

‰
ą p1` εqµ

ff
ă p ¨ 2{ssec ` 2Prr J s

where ε “
a

6 lnpssec{pq{|Σ| ` 2{µ.
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Proof. The proof proceeds in the same way as that of Lemma 20. Define µ̄ “ ř
α E

“
X̄α

ˇ̌
h
‰
“

E
“
Sď2

ˇ̌
h
‰
and f̄ “ µ̄{|Σ|. Then

ÿ

αPΣ
Var

“
X̄α | h

‰
ď

ÿ

αPΣ
E
“
X̄αpX̄α ´ 1q

ˇ̌
h
‰
`

ÿ

αPΣ
E
“
X̄α

ˇ̌
h
‰
´ |Σ|f̄2

“ 2 ¨ E
“
S2

ˇ̌
h
‰
` µ̄´ |Σ|f̄2 .

By Corollary 11 and Lemma 19, for δ “
a

3 lnpssec{pq{µ̄2 “
a

6 lnpssec{pq{pf2|Σ|q and µ` “
p1` δq|Σ|f2{2` 1,

Pr
“
E
“
S2

ˇ̌
h
‰
ą µ` ^ J

‰
ď p ¨ 2{ssec ` 2Prr J s .

Hence, with probability at least 1´ p ¨ 2{ssec ´ 2Prr J s we have

ÿ

αPΣ
Var

“
X̄α | h

‰
ă 2µ` ` µ̄´ |Σ|f̄2

“ p1` δq|Σ|f2 ` µ̄´ |Σ|f̄2 ` 2

ď p1` δfqµ ` 2 .

Finally,

δf “ f
a
6 lnpssec{pq{pf2|Σ|q

“
a

6 lnpssec{pq{|Σ|

and the lemma follows.

Theorem 13 (2 layers with Bernstein). Assume that lnpssec{pq ď µ̄2. Then

Pr

„
Sď2 ď E

“
Sď2

ˇ̌
h
‰
´
a

2 lnp1{pqµ ¨ p1` ε2q ´
2

3
lnp1{pq


ă p1` 2{ssecq ¨ p` 2Prr J s ,

where ε2 “
a

6 lnpssec{pq{|Σ| ` p29 lnp1{pq ` 2q{µ.

Proof. Let ε “
a

6 lnpssec{pq{|Σ|`2{µ as defined in Lemma 21. As
ˇ̌
X̄α

ˇ̌
ď 2, Bernstein’s (eq. (14))

takes the following form when conditioning on
ř

αPΣ Var
“
X̄α | h

‰
ď µ1 “ p1` εqµ,

Pr

«
Sď2 ď E

“
Sď2

ˇ̌
h
‰
´ t

ˇ̌
ˇ̌
ˇ h,

ÿ

αPΣ
Var

“
X̄α | h

‰
ď µ1

ff
ď exp

ˆ ´0.5t2
µ1 ` t ¨ 2{3

˙
.

Solving for t we find

t ě
d

2 lnp1{pq
ˆ
µ1 ` 2

9
lnp1{pq

˙
` 2

3
lnp1{pq

ùñ exp

ˆ ´0.5t2
µ1 ` t ¨ 2{3

˙
ď p .

The theorem follows when we add the probability that
ř

α Var
“
X̄α | h

‰
ą µ1.
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5.4 Regular Layers: Proof of Theorem 14

In order to prove Theorem 14 we first need the following lemmas bounding the difference between
Si and its conditional expectation.

Lemma 22. Let δ “
a

3 lnp1{pq{µ̄i. If lnp1{pq ď µ̄i then

Pr
“
E
“
Si

ˇ̌
h
‰
ě p1` δqµ̄i ` 1

‰
ď 2p` 2Prr J s .

Proof. By the assumption of the theorem δ ď
?
3 and thus

`
eδ{p1` δqp1`δq˘ ď expp´δ2{3q. It

follows from Lemma 19 that,
PrrSi ě p1` δqµ̄i ^ J s ď p .

By Corollary 11
Pr

“
E
“
Si

ˇ̌
h
‰
ě p1` δqµ̄i ` 1

‰
ď 2p` 2Prr J s .

Lemma 23. Assume that lnpssec{piq ď µ̄i. Then

Pr
”
Si ď E

“
Si

ˇ̌
h
‰
´
a

2 lnp1{piqpµ̄i ¨ p1` εiq ` 1q
ı
ă p1` 2{ssecq ¨ pi ` 2Prr J s

where εi “
a

3 lnpssec{piq{µ̄i.

Proof. As lnpssec{piq ď µ̄i we can apply Lemma 22 with p “ pi{ssec and get that

Pr
“
E
“
Si

ˇ̌
h
‰
ě p1` εiqµ̄i ` 1

‰
ă 2{ssec ¨ pi ` 2Prr J s .

Let µ` “ p1`εiqµ̄i`1 and δ1 “
a

2 lnp1{piq{µ`. When conditioned on h, Si is a sum of independent
0/1-variables (with unknown, non-identical distributions). Conditioning on E

“
Si

ˇ̌
h
‰
ă µ`, we thus

have

Pr
“
Si ă E

“
Si

ˇ̌
h
‰
´ δ1µ` ˇ̌

h, E
“
Si

ˇ̌
h
‰
ă µ`‰ ă exp

`
´µ`δ12{2

˘
“ pi .

As this bound holds for all realizations of h where E
“
Si

ˇ̌
h
‰
ă µ` the bound also holds without

conditioning on h:

Pr
“
Si ă E

“
Si

ˇ̌
h
‰
´ δ1µ` ˇ̌

E
“
Si

ˇ̌
h
‰
ă µ`‰ ă exp

`
´µ`δ12{2

˘
“ pi .

Combining the pieces,

Pr
“
Si ď E

“
Si

ˇ̌
h
‰
´ δ1µ`‰ ď Pr

“`
Si ď E

“
Si

ˇ̌
h
‰
´ δ1µ`˘^

`
E
“
Si

ˇ̌
h
‰
ă µ`˘‰` Pr

“
E
“
Si

ˇ̌
h
‰
ě µ`‰

ď Pr
“
Si ď E

“
Si

ˇ̌
h
‰
´ δ1µ` ˇ̌

E
“
Si

ˇ̌
h
‰
ă µ`‰` 2{ssec ¨ pi ` 2Prr J s

ď p1` 2{ssecq ¨ pi ` 2Prr J s .

The lemma follows as δ1µ` “
a

2 lnp1{piq ¨ pp1` εiqµ̄i ` 1q.

We are now ready to prove Theorem 14.
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Theorem 14.

Pr

«
inr´1ÿ

i“4

Si ă
inr´1ÿ

i“4

E
“
Si

ˇ̌
h
‰
´∆reg

ff
ă p1.59 ` 1{sallq ¨ p1` 2{ssecq ¨ p` pinr ´ 4q ¨ 2Prr J s .

Proof. We define p4 “ p and pi`1 “ max tpi{e, pregu as discussed in Section 5.1. Let εi “a
3 lnpssec{piq{µ̄i and ∆i “

a
2 lnp1{piq ¨ pp1` εiqµ̄i ` 1q. By Lemma 23, for all i P t4, . . . , inr ´ 1u,

Pr
“
Si ă E

“
Si

ˇ̌
h
‰
´∆i

‰
ă p1` 2{ssecq ¨ pi ` 2Prr J s .

The theorem follows when we have shown that
řinr´1

i“4 ∆i ď ∆reg and
řinr´1

i“4 pi ď p1.59`1{sallq ¨p.
We start with the latter, and recall that preg ď p

sall¨pinr´4q as discussed in Section 5.1. Hence

inr´1ÿ

i“4

pi ď pinr ´ 4q ¨ preg `
8ÿ

k“0

p

ek
ď
ˆ

1

sall
` 1.59

˙
¨ p .

To bound the sum of ∆i’s we distinguish between three cases:
First, assume inr “ 5. We thus have to show that ∆4 ď ∆reg. As εi ď

?
3,

∆4 ď
b

2 lnp1{pq ¨ pp1`
?
3qµ̄4 ` 1q ď 0.169

a
lnp1{pqµ`

a
2 lnp1{pq
2
?
µ̄4

ď 0.169
a

lnp1{pqµ `
?
2

2
.

Second, assume inr “ 6. Then lnp1{p5q ď µ̄5 “ µ̄4 ¨ f{5. As lnp1{p4q ď lnp1{p5q we then have
ε4 “

a
3 lnp1{p4q{µ̄4 ď

a
3{10.

∆4 `∆5 ď
b

2 lnp1{p4q ¨ pp1 `
a

3{10qµ̄4 ` 1q `
b

2 lnp1{p5q ¨ pp1 `
?
3qµ̄5 ` 1q

ď 0.127
a

lnp1{p4qµ`
a

2 lnp1{p4q
2
?
µ̄4

` 0.054
a

lnp1{p5qµ`
a

2 lnp1{p5q
2
?
µ̄5

ď 0.181
a

lnp1{pqµ ` 0.054
?
µa

lnp1{pq
`
?
2 .

Finally, assume inr ě 7. Then lnp1{p6q ď µ̄6 “ µ5 ¨ f{6 “ µ4 ¨ f2{30 and thus ε4 ď
a

3{120
while ε5 ď

a
3{12. First we bound ∆4 `∆5, in the same way as in the previous case:

∆4 `∆5 ď
b

2 lnp1{p4q ¨ pp1 `
a

3{120qµ̄4 ` 1q `
b
2 lnp1{p5q ¨ pp1`

a
3{12qµ̄5 ` 1q

ď 0.110
a

lnp1{p4qµ`
a

2 lnp1{p4q
2
?
µ̄4

` 0.041
a

lnp1{p5qµ`
a

2 lnp1{p5q
2
?
µ̄5

ď 0.151
a

lnp1{pqµ ` 0.041
?
µa

lnp1{pq
`
?
2

2

5ÿ

i“4

d
lnp1{piq

µ̄i
.
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For i “ 6, . . . , inr ´ 1 we stick with the simple bound εi ď
?
3.

inr´1ÿ

i“6

∆i ď
inr´1ÿ

i“6

b
2 lnp1{piq ¨ pp1`

?
3qµ̄i ` 1q

ď
inr´1ÿ

i“6

b
2 lnp1{pq ¨ p1`

?
3qµ̄i `

pi´ 4q
b

2p1`
?
3qµ̄i

2
a

lnp1{pq
`

a
2 lnp1{piq
2
?
µ̄i

ď 0.0209
a

lnp1{pqµ ` 0.0245

c
µ

lnp1{pq `
?
2

2

inr´1ÿ

i“6

d
lnp1{piq

µ̄i

hence

inr´1ÿ

i“4

∆i ď 0.172
a

lnp1{pqµ` 0.066

c
µ

lnp1{pq `
?
2

2

inr´1ÿ

i“4

d
lnp1{piq

µ̄i
.

Using that µ̄inr´1 ě lnp1{pinr´1q we thus have µ̄inr´1´k ě µ̄inr´1 ¨ 10k ě lnp1{pinr´1q ¨ 10k when
k ď inr ´ 5, and we can bound the final sum:

?
2

2

inr´1ÿ

i“4

d
lnp1{piq

µ̄i
ď
?
2

2

inr´5ÿ

k“0

1?
10k

ď
?
2 .

Thus we have shown that
ř

i ∆i ď ∆reg in all three cases, which together cover all outcomes.

5.5 Non-Regular Layers: Proof of Theorem 15

Theorem 15 covers the layers from inr and up. Define i8 to be the first integer i such that
µ̄i ď p{sall. Then Lemmas 25 to 27 below cover all of the non-regular layers, and Theorem 15 is
obtained through a union bound over the three lemmas.

Before proving the lemmas, we need the following definition and bound:

Definition 1 (W ). The Lambert W function is the function that solves the equation

W pxq ¨ exppW pxqq “ x .

Lemma 24 (Theorem 2.3 of [HH08]). For x ą 1{e,

W pxq ď ln

ˆ
2x

lnpxq ` 1

˙
.

Lemma 25.

Pr
“
E
“
Sinr

ˇ̌
h
‰
ą ∆inr

‰
ď p ¨ 2{sall ` 2Prr J s .

Proof. Let pi “ preg{ssec ď p{sall such that lnp1{piq ě µ̄inr and define δ “ 1.33e lnp1{pq{µ̄i ´ 1 ą
1.33e ´ 1 such that p1` δqµ̄i “ 1.33e lnp1{piq. As 1.33 ą eW p1{eq,

1.33e lnp1{piq ą lnp1{piq{ lnp1.33q “ log1.33p1{piq .
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Then, by Lemma 19,

PrrSinr ě 1.33e lnp1{piq ^ J s ď
ˆ

eδ

p1` δqp1`δq

˙µ̄i

ď
ˆ

e

1` δ

˙p1`δqµ̄i

ď
´ e

1.33e

¯1.33e lnp1{piq

ă
ˆ

1

1.33

˙log1.33p1{piq
“ pi .

By Corollary 11, Pr
“
E
“
Sinr

ˇ̌
h
‰
ą ∆inr

‰
ď 2pi ` 2Prr J s ď p ¨ 2{sall ` 2Prr J s.

Lemma 26.

Pr

«
imaxÿ

i“i8

E
“
Si

ˇ̌
h
‰
ą 3

ff
ă p ¨ 2{sall ` pimax ´ i8q ¨ 2Prr J s .

Proof. Let i` “ i´ i8 and set εi “ 2{3i`
. As

řimax

i8
εi ă

ř8
i“i8

εi “ 3,

Pr

«
imaxÿ

i“i8

E
“
Si

ˇ̌
h
‰
ě 3

ff
ď

imaxÿ

i“i8

Pr
“
E
“
Si

ˇ̌
h
‰
ě εi

‰
.

By Corollary 11 and Markov’s inequality

Pr
“
E
“
Si

ˇ̌
h
‰
ě εi

‰
ď 2PrrSi ě εi ^ J s ` 2Prr J s ď 2ErSi ¨ rJ ss

εi
` 2Prr J s ď 2µ̄i

εi
` 2Prr J s .

Using that µ̄i ď µ̄i8{6i
`
we thus have

imaxÿ

i“i8

Pr

„
E
“
Si

ˇ̌
h
‰
ě 2

3i`


ď µ̄i8 ¨

imaxÿ

k“0

ˆ
3

6

˙k

` pimax ´ i8q ¨ 2Prr J s

ď p ¨ 2{sall ` pimax ´ i8q ¨ 2Prr J s .

Lemma 27.

Pr

»
–

i8ÿ

i“maxtinr`1. 4u
E
“
Si

ˇ̌
h
‰
ě ∆top

fi
fl ď p ¨ 2{sall ` pi8 ´ inrq ¨ 2Prr J s .

Lemma 27 is obtained by applying the following lemma on each layer between inr and i8.

Lemma 28. For i ą inr and pi ď preg{ssec,

Pr

„
Si ě

2 lnp1{piq
pi´ inrq ¨ lnpi{efq

^ J


ď pi .
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Proof of Lemma 28. Define i` “ i´ inr and let k “ p1` δqµ̄i for some δ ą 0. By Lemma 19

PrrSi ą k ^ J s ď
ˆ

eδ

p1` δqp1`δq

˙µ̄i

ă
ˆ

e

p1` δq

˙p1`δqµ̄i

“
´eµ̄i

k

¯k

.

As µ̄i “ µ̄inr ¨ f
i`

inr !
i!

and µ̄inr ă lnpssec{pregq ď lnp1{piq we have

PrrSi ą k ^ J s ď
´eµ̄i

k

¯k

ď
˜
e lnp1{piq

k
¨ f

i`
inr!

i!

¸k

.

By Stirling’s approximation,

inr!

i!
ď ei

` ¨ pinrq
inr

ii
“ ei

` ¨
ˆ
inr

i

˙inr

¨ 1

ii
` ď

´e
i

¯i`

and thus

PrrSi ě k ^ J s ď
˜
e lnp1{piq

k
¨
ˆ
ef

i

˙i`
¸k

.

Define k “ 2 lnp1{piq
i` lnpi{efq and

η “ 2

e
¨ pi{efqi`

i` lnpi{efq “
2pi{efqi`{e
ln
`
pi{efqi`

˘ “ 2pi{efqi`{e
ln
`
pi{efqi`{e

˘
` 1

ě exp
´
W

´
pi{efqi`{e

¯¯
,

with the final inequality due to Lemma 24, as i{ef ě 1 when i ě 2. Hence η lnpηq ě pi{efqi`{e or,
equivalently, η¨e

pi{efqi` ě 1{ lnpηq. Observe that k “ lnp1{piq ¨ η¨e
pi{efqi` and thus

PrrSi ě k ^ J s ď
˜
e lnp1{piq

k
¨
ˆ
ef

i

˙i`
¸k

ď
˜
e

2
¨ i` lnpi{efq ¨

ˆ
ef

i

˙i`
¸k

ď
ˆ
1

η

˙ lnp1{piq

lnpηq

“
ˆ
1

η

˙logηp1{piq
“ pi .

We can now prove Lemma 27:

Proof of Lemma 27. First, note that i8´inr ď ntop “ log6plnpssec{pregq¨sall{pq. This bound comes
from the fact that µ̄inr ď lnpssec{pregq while µ̄i8´1 ě p{sall and µ̄i`1 ď µ̄i{6 for all i ě 2.

For the i’th layer let ki “ lnp1{ptopq ¨ 2
i` lnpi{efq ` 1 where i` “ i´ inr. By Lemma 28 and Corol-

lary 11, Pr
“
E
“
Si

ˇ̌
h
‰
ą ki

‰
ă 2ptop ` 2Prr J s. As ptop ď p{pntop ¨ sallq, we have

i8ÿ

maxtinr`1, 4u
Pr

“
E
“
Si

ˇ̌
h
‰
ą ki

‰
ď p ¨ 2{sall ` pi8 ´ inrq ¨ 2Prr J s .

33



Left is to show that
ř

ki ď ∆top. As i ě 4 we have lnpi{efq ą 0 and the ki’s are decreasing.
Their sum can thus be bounded by a definite integral:

i8ÿ

i“maxtinr`1, 4u

2

i` lnpi{efq ď
i8´inrÿ

j“1

2

j lnppj ` 3q{efq

ď
4ÿ

j“1

2

j lnp4{efq `
i8´inrÿ

j“5

2

j lnpj{efq

ď 25{6
lnp4{efq `

ż i8´inr

4

2

x lnpx{efq dx

“ 25{6
lnp4{efq `

ż pinf ´inrq{ef

4{ef

2

u lnpuq du

“ 25{6
lnp4{efq ` 2 pln lnppi8 ´ inrq{efq ´ ln lnp4{efqq

ď 3.9 ` 2 ln lnpntopq .

Hence

i8ÿ

i“maxtinr`1,4u
ki ď 2 lnp1{ptopq ¨ p2` ln lnpntopqq ` ntop .

Finally, we are now ready to prove Theorem 15

Theorem 15. If inr ě 3, then

Pr

«
imaxÿ

i“inr

Si ă
imaxÿ

i“inr

E
“
Si

ˇ̌
h
‰
´∆nonreg

ff
ă p ¨ 6{sall ` pimax ´ inrq ¨ 2Prr J s .

Proof. Each Si is non-negative, and thus Pr
“
Si ă E

“
Si

ˇ̌
h
‰
´ k

‰
ď Pr

“
E
“
Si

ˇ̌
h
‰
ą k

‰
for any k. By

Lemmas 25 to 27, we thus have

Pr

«
imaxÿ

i“inr

Si ă
imaxÿ

i“inr

E
“
Si

ˇ̌
h
‰
´∆nonreg

ff
ď Pr

«
imaxÿ

i“inr

E
“
Si

ˇ̌
h
‰
ą ∆nonreg

ff

ă p ¨ 6{sall ` pimax ´ inrq ¨ 2Prr J s

as ∆nonreg “ ∆inr `∆top ` 3.

5.6 No Big Layers

We finally prove Lemma 16 which handles layers beyond imax. For this, we require our new Theo-
rem 17 for bounding the probability that the selected set is linearly dependent. We postpone the
proof of this theorem to Section 6.
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Lemma 16. Let s ď |Σ| {2 be the number of selection bits and imax “ lnp|Σ|d´22sq. Then

Pr

« 8ÿ

i“imax`1

E
“
Si

ˇ̌
h
‰
ą 0

ff
ď
ˆ

1

|Σ|

˙d´3

` 3c`1

ˆ
3

|Σ|

˙d´1

`
ˆ

1

|Σ|

˙|Σ|{2´1

.

Proof. Note that tSiuiPN is a non-increasing sequence. Hence
 
E
“
Si

ˇ̌
h
‰(

iPN is non-increasing, and

it suffices to prove that Pr
“
E
“
Si

ˇ̌
h
‰
ą 0

‰
is small for i “ imax ` 1.

Let select : Σc ˆ r2ss Ñ r2s be the selector function defining the set X (referred to as ’f ’ in
Section 3). For each character α P Σ and value r P r2ss of the selection bits, define

Xα, r “
 
x P S | selectpx, hr0spxq ‘ rq “ 1^ hr1spxq “ α

(
.

That is, Xα, r is the set of keys with final derived character α which will be selected if Tc`drαs “ r.
Note that Xα, r is completely determined by h. When conditioning on h, Xα is thus uniformly
distributed among the values tXα, rurPr2ss . We will show that, w.h.p., |Xα, r| ď imax for all r. This

entails that |Xα| ď imax, in turn giving that E
“
Si

ˇ̌
h
‰
“ 0.

Recall that, for each element x P A, there exists exactly one value r1 such that selectpx, r1q “ 1.
Thus the sets Xα, r partition A, and each x is distributed uniformly among the sets. As the
expected number of selected elements is |A| {2s “ Er|X|s “ f |Σ|, the expected size of each set will
be Er|Xα, r|s “ |A| {p|Σ|2sq “ f ď 1{2.

As h is a tornado tabulation function (albeit with only d´ 1 derived characters), we can invoke
Theorem 4 to bound the probability of Xα, r being large. Setting p1` δq “ 1{f ¨ lnp|Σ|d´22sq ą e2

we obtain

Pr
”
|Xα, r| ě ln

´
|Σ|d´22s

¯
^ I

´
rhăc`d pXα, rq

¯ı
ă

ˆ
e

1` δ

˙p1`δqf

“
ˆ
1

e

˙lnp|Σ|d´22sq

“ 1

|Σ|d´22s
.

By Theorem 17 we further have, plugging in expected size µ{|Σ| “ f , ratio ’f ’ of 1{p2|Σ|q, and
d´ 1 derived characters,

Pr
”
 I

´
rhăc`d pXα, rq

¯ı
ď 3c|Σ|

n
¨ 3

ˆ
µ

|Σ|

˙3ˆ 3

|Σ|

˙d

`
ˆ

1

2|Σ|

˙|Σ|{2
.

Adding the two error probabilites, and performing a union bound over all |Σ| ¨ 2s sets Xα, r, the
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statement follows:

Pr
”
DXα, r : |Xα, r| ě ln

´
|Σ|d´22s

¯ı
ď |Σ|2s ¨ Pr

”
|Xα, r| ě ln

´
|Σ|d´22s

¯ı

ď |Σ|2s
˜

1

|Σ|d´22s
` 3c|Σ|

n
¨ 3

ˆ
µ

|Σ|

˙3ˆ 3

|Σ|

˙d

`
ˆ

1

2|Σ|

˙|Σ|{2¸

ď 1

|Σ|d´3
` 3c|Σ|2

µ
¨ 3

ˆ
µ

|Σ|

˙3ˆ 3

|Σ|

˙d

` |Σ|2s
ˆ

1

2|Σ|

˙|Σ|{2

“ 1

|Σ|d´3
` 9 ¨ 3c

ˆ
µ

|Σ|

˙2ˆ 3

|Σ|

˙d´1

` |Σ|2s
ˆ

1

2|Σ|

˙|Σ|{2

ď 1

|Σ|d´3
` 3c`1

ˆ
3

|Σ|

˙d´1

`
ˆ

1

|Σ|

˙|Σ|{2´1

,

where we’ve used that µ “ n{2s and assumed that s ď |Σ|{2.

6 Proof of Theorem 17

In this section, we describe the main ingredients needed for the proof of Theorem 17 and how they
can be combined together.

Theorem 17. Let h “ ph ˝ rh : Σc Ñ R be a random (simple) tornado tabulation hash function
with d derived characters and f as described above. If µ ď Σ{2, then the event Iph̃pXqq fails with
probability at most

3c |Σ| {n ¨ 3µ3p3{|Σ|qd`1 ` f |Σ|{2 (13)

We first note that Theorem 3 holds for a simpler version of tornado tabulation hashing, which
we call simple tornado hashing. In this version, we do not change the last character of the (original)
key. Formally, for a key x “ x1 ¨ ¨ ¨ xc, its corresponding derived key rx “ rx1 . . . rxc`d is computed as

rxi “
#
xi if i “ 1, . . . , c
rhi´c prx1 . . . rxi´1q otherwise.

The main idea is to revisit the proof of Theorem 3 in [BBK`23]. Note that, if the set of derived
keys in h̃pXq are linearly dependent, then their prefixes are also linearly dependent (i.e., when we
consider only the first c` d´ 1 or c` d´ 2 characters). The main idea is then to argue that, if the
derived keys in h̃pXq are linearly dependent, then we can find a certain obstruction that captures
how the keys remain linearly dependent as we add derived characters one at a time. Each such
obstruction in unlikely to occur. By performing a union bound over all such possible obstructions,
we then get the bound in Theorem 3.

6.1 Preliminaries

Position Characters, Generalized Keys and Linear Independence We view any key x P Σb

as a set of b position characters p1, x1q . . . pb, xbq. We can then define the symmetric difference of
two keys as being the symmetric difference of the corresponding sets of position characters. A
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generalized key can be any subset of position characters t1 . . . bu ˆ Σ. For such a generalized key
x, we can then define

xris “ tpi, aq P xu, xră is “ tpj, aq P x | j ă iu

and
xrď is “ tpj, aq P x | j ď iu.

This also extends naturally to any set X of generalized keys, i.e.,

Xră is “ txră is | x P Xu.

When it comes to defining linear independence over a set Y of generalized keys, we can define

△Y to be the symmetric difference of all the subsets of position characters, i.e., the set of position
characters that appear an odd number of times in the subset in Y . If △Y is the empty set (and
hence, every position character appears an even number of times), we say that the set Y is a zero-
set. If Y contains a zero-set, then we say that Y is linearly dependent. Otherwise, we say that the
(generalized) keys in Y are linearly independent.

Levels and Matching For the sake of consistency, we follow the setup in [BBK`23]. The idea is
to bound the probability that the keys in h̃pXq are dependent with respect to each derived character
separately.

To this end, for i “ 1, . . . , d, we focus on position c`i of a derived key and refer to such positions
at being at level. Linear dependence in the derived keys means that, for each level, we can pair up
derived keys that have the same derived character at that level. Formally, we say that a matching
M Ď

`|Σ|c
2

˘
on the keys Σc is an i-matching if for all tx, yu PM , it holds that rxrc` is “ ryrc` is. We

further say that such a matching is an i-zero, i-dependent, or i-independent if the corresponding

DiffKeyspM, iq “ tprx△ ryqrď c` is | tx, yu PMu

is a zero-set, linearly dependent, or linearly independent, respectively. Similarly, we say that a set
Z is of (original) keys is i-zero, i-dependent, or i-independent if the set of prefixes rZrď c ` is is
a zero-set, linearly dependent, or linearly independent, respectively, where rZ denotes the set of
derived keys of keys in Z. The following observation from [BBK`23] connects the notions:

Observation 29 (Observation 11 in [BBK`23]). Let M be a partial matching on Σc and Z “ Ť
M .

Then M is an i-zero matching iff Z is an i-zero set. Furthermore, if M is i-dependent then Z is
also i-dependent (but not vice versa).

Moreover, when moving from one level to the next, we will use the following observation:

Observation 30 (Observation 12 in [BBK`23]). If Z is an i-zero set, then there is a perfect
j-matching on Z for every level j ď i.

The obstructions we build will consist of matching at each level. To bound the probability that
such an obstruction exists, we will use the following bound repeatedly:

Lemma 31 (Lemma 10 in [BBK`23]). Let M be a partial matching on Σc. Conditioning on M

being pi´ 1q-independent, M is an i-matching with probability 1{|Σ||M |.
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6.2 Defining an Obstruction on the Top Two Levels

We distinguish between the top two levels d and d´1, and the remaining bottom levels 1, . . . , d´2.
The obstruction on the top two levels is defined similarly to how it is defined in [BBK`23]. Namely:
if a set of derived keys rX is linearly dependent, then it must be the case that there exists a mininal
subset Z Ď X that is a d-zero set ([BBK`23] had some special concerns about query keys, but
these query keys are not considered here).

By Observation 30, the set rZ exhibits a (perfect) d-matching M˚
d and a (perfect) pd ´ 1q-

matching M˚
d´1 o(we also have perfect matchings on all the other levels). We follow the edges of

these two matching in order to build our obstruction. Namely, these two matchings form alternating
cycles on the keys in Z. For every such cycle, we choose an arbitrary start vertex x1 and follow
the edge from M˚

d´1. We land at some other vertex x2 and the follow the edge from M˚
d , and so on

an so forth. When we are done with one cycle, we continue with the next one in a similar fashion.
We end up with a sequence of vertices x1, . . . , x|Z| that describe all vertices in Z such that edges
tx1, x2u, tx3, x4u, . . . , tx|Z|´1, x|Z|u describe the edges in M˚

d´1.
Among the edges in M˚

d´1, we now identify a minimal pd ´ 2q-dependent sub-matching Md´1

by defining w as the smallest value for which tx1, x2u, . . . , txw´1, xwu. We let W “ tx1 . . . xwu be
the support of this sub-matching and note that w is even. We also let Md be to be the restriction
of M˚

d to tx1 . . . xw´1u (without the last vertex we visit). Note that Md how has w{2 ´ 1 edges.
We use the following simple lemma that was not part of [BBK`23]:

Lemma 32. There is exactly one submatching Ld´1 Ď Md´1 such that Ld´1 is a pd ´ 2q-zero
matching.

Proof. First, we know Ld´1 exists because Md´1 is pd ´ 1q-dependent. Suppose we had an al-
ternative L1

d´1 ‰ Ld´1. Then L2
d´1 “ L1

d´1∆Ld´1 is also a pd ´ 1q-zero matching, but since
Ld´1 and Ld´1 both include txw´1, xwu, L2

d´1 does not include txw´1, xwu, but this means that
tx1, x2u, . . . , txw´3, xw´2u is d´ 2-dependent.

Finally, we define Ld´1 uniquely as in Lemma 32, and set Zd´1 “
Ť

Ld´1. Then Zd´1 is a
pd´ 2q-zero set which will play a very crucial role.

The Obstruction on the First Two Levels For the purposes of our argument, we distinguish
between two cases depending on w. We define wmax to be the smallest even number above 0.63 |Σ|.
In our obstruction above, we do not want w ą wmax, so if w ą wmax, we reduce w to wmax. In
this case, Md´1 “ tx1, x2u, . . . , txw´1, xwmax

u is pd ´ 2q-independent with at least w{2 ´ 1 edges.
If w ą wmax, we say that the obstruction was truncated. Otherwise, we say that the obstruction
is complete. We then define the following obstruction O “ pW,Md,Md´1, Ld´1q for the first two
levels:

• A set of keys W Ď Σc of some even size w.

• A matching Md of size w{2´ 1 on W .

• A perfect matching Md´1 on W . This matching also contains a pd´2q-independent submatch-
ing M 1

d´1 with at least w{2 ´ 1 edges. If w ą wmax, (the truncated case), M 1
d´1 “ Md´1.

Otherwise, M 1
d´1 is Md´1 minus any edge from Ld´1.
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• If w ď wmax (the complete case), we have a submatching Ld´1 ĎMd´1 with support Zd´1 “Ť
Ld´1 and size less than wmax. Here Zd´1 should contain at least one vertex not matched

by Md (this corresponds to the vertex xw that we do not mention explicitly among the
components). Note that in the truncated case, we do not store Ld´1 and Zd´1. In this
case, we are satisfied having the pd ´ 1q-independent Md and the pd ´ 2q-independent Md´1

matching with a total of at least w ´ 2 edges.

6.3 Confirming an Obstruction

For an obstruction O “ pW,Md,Md´1, Ld´1q to occur among the selected keys, the tornado tabu-
lation hash function h “ ph ˝ rh must satisfy the following conditions:

1. The keys in W are all selected, that is, W Ď Xf,h.

2. Either W is d-independent, or it is minimally d-dependent. A minimally d-dependent W

corresponds to the case where W “ Z.

3. Md is a d-matching.

4. Md is pd´ 1q-independent.

5. Md´1 is a pd´ 1q-matching.

6. Md´1 contains a pd´ 2q-independent submatching M 1
d´1 with at least w{2´ 1 edges.

7. For a complete obstruction, Zd´1 “
Ť

Ld´1 is a pd´ 2q-zero set.

For a given obstruction we use p1q, p2q, . . . to denote the event where the tornado tabulation hash
function satisfies each of the conditions given above.

When a hash function h satisfies the above conditions, we say that it confirms an obstruc-
tion, and we want to prove that this happens with small probability. Our probability bound is
parameterized by w “ |W |.

We bound the probability of satisfying all conditions as

Pr

«
7č

i“1

piq
ff
ď Prrp6q X p7qs ¨ Prrp5q | p6q X p7qs ¨ Pr

«
p3q

ˇ̌
ˇ̌
ˇ
č

ią3

piq
ff
¨ Pr

«
p1q

ˇ̌
ˇ̌
ˇ
č

ią1

piq
ff
.

For Prrp1q |
Ş

ią1piqs, by conditioning on (2) we know that at least w´1 derived keys are hashed

independently by ĥ. As each is selected with probability p, we get

Pr

«
p1q

ˇ̌
ˇ̌
ˇ
č

ią1

piq
ff
ď pw´1 .

For a truncated obstruction, however, we know that W is a strict subset of Z, and hence W is
d-independent, giving

Pr

«
p1q

ˇ̌
ˇ̌
ˇ
č

ią1

piq
ff
ď pw .
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For Prrp3q | Şią3piqs, by conditioning on (4) we know that all |Md| “ w{2 ´ 1 diff-keys from

Md are hashed independently by rhd, so

Pr

«
p3q

ˇ̌
ˇ̌
ˇ
č

ią3

piq
ff
ď 1{|Σ|w{2´1 .

For Prrp5q | p6q X p7qss, by conditioning on (6) there exists a pd ´ 2q-independent M 1
d´1 whose

keys are hashed independently by rhd´1, so the probability of Md´1 (and thus also M 1
d´1) being a

pd´ 1q-matching is at most
Prrp5q | p6q X p7qs ď 1{|Σ|w{2´1 .

Finally, for truncated obstructions we apply the trivial bound Prrp6q X p7qs ď 1, while for
complete obstructions we apply Lemma 33, given below, with |Zd´1| ď |W | “ w to obtain

Prrp6q X p7qs ď Prrp7qs ď p3{|Σ|qd´2 ¨ 2w{4`1 .

Putting it all together, we obtain the following bounds on h confirming a given obstruction
O “ pW,Md,Md´1, Ld´1q with |W | “ w

Prrh confirms truncated Os ď |Σ|2 ¨ pp{|Σ|qw

Prrh confirms complete Os ď pw´1|Σ|2´wp3{|Σ|qd´22w{4`1 .

Lemma 33 ([BBK`23]). If zd´1 “ |Zd´1| ď 0.63 ¨ |Σ| and |Σ| ě 256 then

Pr
rhďd´2

rZd´1 is an pd´ 2q-zero sets ď p3{ |Σ|qd´2 ¨ 2zd´1{4`1. (15)

Proof sketch. The bound is implicitly present in [BBK`23], so we sketch the arguments here and
refer to reader to the appropriate sections in [BBK`23]for details. The main idea is to proceed
similarly to how we defined Ld´1 (and Zd´1) from Md´1 (Section 3.2 in [BBK`23]). Namely, while
going through the matching Mi (which is (minimally) i-dependent), we identify the submatching Li

which is an i-zero matching. This then gives rise to a matching Mi´1 on Zi´1 (which is the support
of Li´1. We do this for every layer from i “ d ´ 2 to i “ 1. This describes a general obstruction
that includes all the matching Mi and supports Zi(Section 3.3 in [BBK`23]). The probability that
an obstruction is confirmed is bound in Lemma 14 in [BBK`23]. The difference with what we have
is that the only care about the part of the obstruction that deals with levels 1, . . . , d´ 2 (excluding
the top two levels). In particular, the event that Zd´1 is a pd ´ 2q-zero set corresponds to the

conjunction
Źd´2Cpiq

i“1 over all possible realizations of Md´2, Zd´2,Md´3 etc. We get the following:

Pr
rhďd´2

rZd´1 is an pd´ 2q-zero sets ď
d´2ź

i“1

max
Zi`1

˜
ÿ

Mi,ei,Li,Zi

|Σ|1´|Mi|
¸

ď 2zd`1{4´1 ¨
d´2ź

i“1

max
Zi`1

˜
ÿ

Mi,ei,Li,Zi

|Σ|1´|Mi|
N

2p|Zi`1|´|Zi|q{4
¸

.

In sections 4.2 and 5.1 (specifically Eq (21)), it is shown that:

max
Zi`1

˜
ÿ

Mi,ei,Li,Zi

|Σ|1´|Mi|
N

2p|Zi`1|´|Zi|q{4
¸
ď 4 ¨ p3{|Σ|qd´2 .

Since 4p3{ |Σ|qd´22zd´1{4´1 “ p3{ |Σ|qd´22zd´1{4`1, we get the claim.
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6.4 Union Bounds over All Obstructions

To obtain the bound stated in Theorem 17 we perform a union bound over the probability of
confirming each possible obstruction. As we have defined two types of obstructions, we treat these
separately.

Truncated obstructions We start with the case where the obstruction has been truncated.
As our bound on the probability of a truncated obstruction is confirmed is identical for all

truncated obstructions (they are all of size |W | “ wmax) we just have to count the number of
obstructions O “ pW,Md,Md´1q to obtain the first part of our union bound.

In the following we let w “ wmax for improved readability. The set W can be specified in`
n
w

˘
ď nw

w!
ways. The matching Md of size w{2 ´ 1 over t1, . . . , wu can be described as a perfect

matching on W with one edge removed, giving pw ´ 1q!! ¨ w{2 possibilities 2. The matching Md´1

is perfect, so it can be chosen in pw ´ 1q!! ways. In total, this means that there exists at most
ppw ´ 1q!!q2 ¨ w{2 ¨ nw{w! choices for O “ pW,Md,Md´1q.

We conclude that

Prrh confirms a truncated obstructions ď
ÿ

truncated O

Prrh confirms Os

ď w

2
¨ n

w

w!
¨ ppw ´ 1q!!q2 ¨

ˆ
p

|Σ|

˙w

¨ |Σ|2

“ fw ¨ ppw ´ 1q!!q2
2pw ´ 1q! ¨ |Σ|2

“ fw ¨ pw ´ 1q!!
2pw ´ 2q!! ¨ |Σ|

2 ,

using that np{|Σ| “ µ{|Σ| “ f and pw´1q! “ pw´1q!! ¨pw´2q!!. Note that pw´1q!!{pw´2q!! ď 3{2
for all w ě 4. As w “ wmax ě 0.63|Σ|, we have fw ď f |Σ|{2 ¨ f0.13|Σ| ď f |Σ|{2 ¨ p1{2q0.13|Σ|.

For |Σ| ą 100 we have 3
2¨2 ¨ |Σ|2 ¨ p1{2q0.13|Σ| ă 1, and thus

Prrh confirms a truncated obstructions ď f |Σ|{2 .

Complete Obstructions For complete obstructions where w ď wmax we need to be more careful,
as the probability of an obstruction being confirmed depends on its size w “ |W |. We will consider
each value of w in turn, and let P pwq “ Prrh confirms a complete obstruction of size ws. Summing
P pwq over all even w P t4, 6, . . . , wmaxu we get a bound on Prrh confirms a complete obstructions.

Instead of the set W we will let the first component of the obstruction be a vector ~W “
px1, . . . , xwq P Sw. Before specifying ~W , however, we will define Md,Md´1, Ld´1 as matching on
the index set t1, . . . , wu.

We specify the obstruction in the following order:

1. First we choose which indices correspond to Md and Md´1.

2. Next we specify which edges of Md´1 are contained in Ld´1.

3. Then we describe which keys of S go into the locations of ~W corresponding to Zd´1 “
Ť

Ld´1.

2We use the notation, k!! “ k ¨ pk ´ 2q ¨ pk ´ 4q ¨ . . . ¨ 1.
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4. Finally, we choose which keys go into the remaining positions of ~W .

In this way each obstruction will be accounted for w! times. Note that for Zd´1 “
Ť

Ld´1 to be
a pd ´ 2q-zero set, then Zd´1 must also be a zero set – the keys themselves, before computing any
derived characters. Thus

P pwq ď
ÿ

Md,Md´1,Ld´1,
~W“px1,...,xwqPSw ,
∆iPZd´1

xi“H

Pr
”
h confirms O “ p ~W,Md,Md´1, Ld´1q

ı

w!
.

In the following, we bound the number of ways to perform each of the four steps outlined above.

1. As discussed in the previous section, Md,Md´1 can be chosen among the w indices in
ppw ´ 1q!!q2 ¨ w{2 ways.

2. Let ti, ju be the two indices of t1, . . . , wu not covered by Md. At least one of these indices
must be covered by Ld´1, as discussed in Section 6.2. We distniguish between two cases: If ti, ju P
Md´1, this edge must be included in Ld´1, giving at most 2|Md´1|´1 “ 2w{2´1 valid submatchings
of Md´1.

If ti, ju R Md´1, then there exists edges ti, i1u and tj, j1u in Md´1. We can include one, the
other, or both of these in Ld´1, along with any subset of the remaining |Md´1|´2 “ w{2´2 edges,
giving 3 ¨ 2w{2´2 options.

The choice made in step 1 decides which case applies, and thus there are at most 3 ¨2w{2´2 ways
of performing step 2.

3. Let z “ |Zd´1| “ 2 |Ld´1|. As these z entries of ~W must form a zero set, Corollary 39 states
that the keys for these positions can be chosen in at most 3c ¨ nz´2 ways.

4. The remaining w ´ z entries of ~W can be chosen in at most nw´z ways.
Multiplying the number of choices for each of the four steps, the total number of complete

obstructions of size w is bounded by

3 ¨ 2w{2´2 ¨ ppw ´ 1q!!q2 ¨ w{2 ¨ nw´2 ¨ 3c

and hence

P pwq ď 3 ¨ 2w{2´2 ¨ ppw ´ 1q!!q2 ¨ w{2 ¨ nw´2 ¨ 3c ¨ p
w´1|Σ|2´wp3{|Σ|qd´22w{4`1

w!

“ 3

2
¨ 23w{4´1 ¨ ppw ´ 1q!!q2

pw ´ 1q! ¨
ˆ
pn

|Σ|

˙w´1

¨ |Σ|
n
¨ 3c ¨

ˆ
3

|Σ|

˙d´2

“ 9 ¨ 23w{4´2 ¨ pw ´ 1q!!
pw ´ 2q!! ¨ f

w´1 ¨ 3
c

n
¨
ˆ

3

|Σ|

˙d´3

“ 23w{4´2

3
¨ pw ´ 1q!!
pw ´ 2q!! ¨ f

w´4 ¨ µ3 ¨ 3
c

n
¨
ˆ

3

|Σ|

˙d

.

What is left is to bound
řwmax

even w“4 P pwq. Let gpwq “ 23w{4´2

3
¨ pw´1q!!

pw´2q!! ¨ fw´4.
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Observation 34.
wmaxÿ

even w“4

gpwq ď 3

Proof. First, observe that gpw` 2q “ w`1
w
¨ 23{2f2 ¨ gpwq ď w`1

w
¨ 0.71 ¨ gpwq, when f ď 1{2. For any

fixed k we thus have
wmaxÿ

even w“k

gpwq ď gpkq ¨
8ÿ

i“0

ˆ
k ` 1

k
¨ 0.71

˙i

.

For k “ 4 we thus have

wmaxÿ

even w“4

gpwq ď gp4q ¨ 9 “ 9 ,

as gp4q “ 2
3
¨ 3
2
“ 1.

Hence
řwmax

even w“4 P pwq ď 9µ3p3{|Σ|qd ¨ 3c{n, and the probability that h confirms any obstruction is
bounded by 9µ3p3{|Σ|qd ¨ 3c{n` f |Σ|{2. Thus we get the claim in Theorem 17.

7 Proof of Theorem 1 and Theorem 2

As mentioned earlier, Theorem 2 will follow from Theorem 1 and we prove this in Section 7.3. In
order to prove our main Theorem 1, we start with the following quite technical result. In this
result, Jmax denotes the event that there are no large layers of Lemma 16, namely the event that
E
“
Si

ˇ̌
h
‰
“ 0 for all i ě imax.

Theorem 35. If |Σ| ě 211 and µ P r|Σ|{4, |Σ|{2s, then the following holds for any p ą 0

Pr
”
X ă µ´

a
lnp1{pqµ ¨ γ1 ´ γ2

ı
ă 3p` Perror ,

where Perror “ imax ¨ 2Prr J s ` Prr Jmaxs.

The definitions of γ1 and γ2 are quite involved and relies on a number of symbols that will be
defined and motivated in Section 5.1. For |Σ| ě 211, γ1 can be considered to be approximately 2
while γ2 is of order rOplnp1{pq ¨ ln lnpµqq. The full definition of γ1 and γ2 can be found in table 1 on
page 44.

7.1 Proof of Theorem 35

The proof essentially combines the analyses done for the different layers in Section 5.

Proof. The proof will proceed by applying a union bound over the contribution of all layers. We
begin by noting that we can assume that lnp1{pq ď µ{8.6. Namely, we claim that lnp1{pq ą µ{8.6
implies that γ2 ą µ, which, in turn, makes the event in Theorem 35 trivially false. To see this, we
note that γ2 ě 8.6 lnp1{pq always, since the following hold regardless of p:

• ∆inr ě 1.33 ¨ e ¨ lnp1{pq « 3.61 ¨ lnp1{pq because ssec{preg ě 1{p and preg ď p
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Symbol Definition Description

ssec 20
Scales error probability of secondary
events

sall 160 Scales error probability in each layer

preg
p

log6

´
µ{2

lnpssec{pq

¯ ¨ 1
sall

Threshold for error probability in reg-
ular layers

inr min ti : µ̄i ă lnpsall{pregqu First non-regular layer

imax lnp|Σ|d´22sq
Maximum number of layers with non-
zero expected size (whp), where s is
the number of selection bits. Defined
in Lemma 16.

ntop log6plnpssec{pregq ¨ sall{pq
Bound on the number of layers han-
dled by Lemma 27

ptop min
!
preg
ssec

, p
ntop¨sall

)
Error probability for each layer in
Lemma 27

ε3 p2`
?
6q
a

lnpssec{pq{|Σ| ` p12 lnp1{pq ` 6q{µ Stretch factor of multiplicative devia-
tion of Theorem 12

∆reg 0.181
a

lnp1{pqµ ` 0.066
b

µ
lnp1{pq `

?
2

Total deviation of regular layers, from
4 and up (Theorem 14)

∆inr 1.33e lnpssec{pregq ` 1 Deviation of layer inr (Lemma 25)

∆top 2 lnp1{ptopq ¨ p2` ln lnpntopqq ` ntop
Deviation of layers inr` 1 through i8
(Lemma 27)

∆nonreg ∆inr `∆top ` 3
Total deviation of non-regular layers,
inr and above (Theorem 15)

γ1
a

7{3 ¨ p1` ε3q ` 0.181
Multiplicative term of deviation in
Theorem 35

γ2 ∆reg ´ 0.181
a

lnp1{pqµ `∆nonreg ` lnp1{pq Additive term of deviation in Theo-
rem 35

Table 1: Overview of the symbols used in the statement of Theorem 35. See discussion in Section 5.1.
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• ∆top ě 4 ¨ lnp1{pq since ptop ď p

• ∆reg ě 0.181
a

lnp1{pqµ by definition .

Assuming that lnp1{pq ď µ{8.6, together with the assumptions in the theorem statement, gives
us that µ̄2 ě lnpssec{pq. This means that layers 1 and 2 are certainly regular, i.e., inr ě 3 (recall
that inr was defined as the smallest index for which the corresponding layer is not regular). We
now distinguish between whether layer 3 is also regular or not.

If layer 3 is regular, we use Theorem 12 to bound the contribution of the first three layers. This,
together with the contribution of the remaining regular layers from Theorem 14, gives us:

Pr

«
inr´1ÿ

i“1

Si ă
inr´1ÿ

i“1

E
“
Si

ˇ̌
h
‰
´
a
lnp1{pqµ ¨ γ1 ´ γ2 `∆nonreg

ff
ă 2.96p ` inr ¨ 2Prr J s .

The contribution of the non-regular layers is given by Theorem 15. If inr “ 3, i.e., layer 3 is not
regular, then note that no other higher index layer can be regular either. We then use Theorem 13
to bound the contribution of the first two layers and note that the bound is stronger than if we
had used Theorem 12 (the one for the first three layers combined). We then proceed to consider
the non-regular cases in a similar way as before.

Finally, by Lemma 16, with probability Prr Jmaxs, we can assume that the contribution from
higher layers is zero since:

8ÿ

i“imax`1

E
“
Si

ˇ̌
h
‰
“ 0 ,

and hence
imaxÿ

i“1

E
“
Si

ˇ̌
h
‰
“ µ .

At this point, we get that:

Pr
”
X ă µ´

a
lnp1{pqµ ¨ γ1 ´ γ2

ı
ă 3p` imax ¨ 2Prr J s ` Prr Jmaxs ,

which matches the claim.

We now bound the Perror terms by further assuming that c and d are not too large. Note that
similar bounds can be obtained even for bigger c and d.

Lemma 36. For |Σ| ě 211 and c ď ln |Σ|, the following holds:

Perror ď pc` d´ 2q lnp|Σ|q ¨
˜
49

ˆ
3

|Σ|

˙d´3

` 3

ˆ
1

2

˙|Σ|{2
¸

.

Proof. Recall that imax “ lnp|Σ|d´2 ¨ 2sq. We now derive expressions for imax, Prr J s and
Prr Jmaxs. Since c ď |Σ|{p2 log |Σ|q by assumption and 2s ď |Σ|c (the universe), we have that

imax ď lnp|Σ|d´2 ¨ |Σ|cq ď pc` d´ 2q ¨ ln |Σ| .
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From Theorem 8, we also have that:

Prr J s ď 24p3{|Σ|qd´3 ` 1{2|Σ|{2

Finally, we have that

Prr Jmaxs ď
ˆ

1

|Σ|

˙d´3

` 3c`1

ˆ
3

|Σ|

˙d´1

`
ˆ

1

|Σ|

˙|Σ|{2´1

Thus

2imax Prr J s ď 2pc` d´ 2q lnp|Σ|q ¨
˜
24

ˆ
3

|Σ|

˙d´3

`
ˆ
1

2

˙|Σ|{2
¸

.

Note that p1{|Σ|qd´3 ` 3c`1{|Σ|p3{|Σ|qd´1 ď p3{|Σ|qd´3 and p1{|Σ|q|Σ|{2´1 ă 1{2|Σ|{2. We have

Perror “ imax ¨ 2Prr J s ` Prr Jmaxs

ď pc` d´ 2q lnp|Σ|q ¨
˜
49

ˆ
3

|Σ|

˙d´3

` 3

ˆ
1

2

˙|Σ|{2¸
.

7.2 Proof of Theorem 1

With the technical Theorem 35 in hand, we can now prove our main Theorem 1. The proof is
technical but the goal is clear: To unwind the unwieldy expression expressions of Theorem 35. We
restate the theorem below

Theorem 1. For any b ě 1 and c ď ln s, if s ě 216 ¨ b2, and µ P rs{4, s{2s. For any δ ą 0,

Prr|X| ă p1´ δqµs ă 3 exp

ˆ´δ2µ
7

˙
` pc` b` 1q lnpsq ¨

˜
49

ˆ
3

s

˙b

` 3

ˆ
1

2

˙s{2
¸

. (8)

Proof. Let b “ d´3. We will show that γ1` γ2?
lnp1{pqµ

ď
?
7 whenever p, µ, and |Σ| obey the stated

restrictions, such that the theorem follows from Theorem 35 and Lemma 36. Before tackling γ1
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and γ2, however, we will bound the involved symbols in terms of parameters |Σ|, µ and p:

ε3 “ p2`
?
6q
d

lnpssec{pq
|Σ| `

1
2
lnp1{pq ` 6

µ

ď p2`
?
6q
d

lnp1{pq ` lnp20q
|Σ| ` 2 lnp1{pq ` 24

|Σ| ,

preg ě
p

160 ¨ log6pµq
,

lnpssec{pregq ď lnp1{pq ` ln lnpµq ` 8.1

ntop ď log6p1{pq ` log6plnpssec{pregqq ` log6p160q
ď lnp1{pq ` ln ln lnpµq ` 4 ,

lnp1{ptopq ď lnp1{pq ` lnp160q `max tln lnpµq, lnpntopqu
ď lnp1{pq ` ln lnp1{pq ` ln lnpµq ` 6.5 .

Keeping µ fixed, we see that our bound on γ1` γ2?
µ lnp1{pq is maximized either when lnp1{pq goes

towards zero (where the constant terms and dependencies on lnpµq dominate) or when lnp1{pq goes
towards infinity. Further, it is clear that both γ1 and γ2{

?
µ decreases for larger µ as all terms of γ2

are of order O plnp1{pq ¨ pln ln lnp1{pq ` ln lnpµqqq, with the higher-order terms found in ∆top. We
will thus evaluate the expression at the extremal points given by the restrictions of the theorem.
As the statement is trivially true when p ą 1{3, this is lnp1{pq “ lnp3q « 1.09 and p “ 1{|Σ|b.

Next, we will argue that setting b ą 1 will only lead to a stronger bound on γ2{
a

µ lnp1{pq
when p “ 1{|Σ|b, due to the stronger requirement on |Σ| that follows. To see this, let φ ě 1 such
that |Σ| “ φ ¨ 216 ¨ b2. Then, when p “ 1{|Σ|b, the following “atomics” of γ1 and γ2{

a
lnp1{pqµ are

all maximized at b “ 1.

lnp1{pqa
lnp1{pqµ

“
d

lnp1{pq
µ

ď
d

b ¨ p2 lnpbq ` lnpφ ¨ 216qq
φ ¨ 214 ¨ b2 ď 0.0261

lnp1{pq ¨ ln lnpµqa
lnp1{pqµ

ď ln lnpφ ¨ 214 ¨ b2q ¨
d

b ¨ p2 lnpbq ` lnpφ ¨ 216qq
φ ¨ 214 ¨ b2 ď 0.0592

lnp1{pq ¨ ln ln lnp1{pqa
lnp1{pqµ

ď ln lnpb lnpφ ¨ 216 ¨ b2qq ¨
d

b ¨ p2 lnpbq ` lnpφ ¨ 216qq
φ ¨ 214 ¨ b2 ď 0.0229.

All that’s left now is to evaluate γ1`γ2{
a

µ lnp1{pq using the bounds on the underlying symbols
given above, setting p “ 1{|Σ| and p “ 1{3.

At p “ 1{3, γ1 ` γ2{
a

µ lnp3q ď 2.58 ď
?
7.

At p “ 1{|Σ|, γ1 ` γ2{
a
µ lnp|Σ|q ď 2.34.

7.3 Subsampling and Proof of Theorem 2

In this section, we show a method for extending the bound of Theorem 1 to smaller µ while also
allowing us to derive stronger concentration bounds when µ ! |Σ|. For these results we require X,
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the set of selected keys, to be defined as the preimage of a collection of hash values that are all
contained within a dyadic interval I. Then Theorem 1 bounds the number of keys hashed into I

while Theorem 8 shows that all of these keys are independently and uniformly distributed within
I with high probability. This allows us to apply a standard Chernoff bound to bound how many
of the keys hashed into I are also in X.

For a fixed keyset S with |S| “ n and a subset of hash values I Ă r2ls defineXI “ tx P S | hpxq P Iu
to be the random variable that defines the preimage of I and µI “ Er|XI |s “ |I| {2l ¨ n.

Theorem 37. If I is contained within a dyadic interval I 1 such that µI 1 P r|Σ|{4, |Σ|{2s and
|Σ| ě 216 ¨ b2, then for any p ą 1{|Σ|b it holds that

Pr
”
|XI | ă µI ´ p

?
2`

?
εq
a

lnp1{pqµI ^ J 1
ı
ă 4p ` Perror

where ε “ 7 ¨ pµI{µI 1q and J 1 “ Iprhăc`dpXI 1qq is the event that the derived keys rhpXI 1qc`d´1 are
linearly independent.

Proof. Let µ1 “ Er|XI | | |XI 1 |s “ |XI 1 | ¨ µI{µI 1 . First, observe that

`
µ1 ě µI ´ t1

˘
^
ˆ
|XI | ě µ1 ¨

ˆ
1´ t2

µI ´ t1

˙˙
ùñ |XI | ě µI ´ t1 ´ t2 ,

hence

Pr
“
|XI | ă µI ´ t1 ´ t2 ^ J 1‰ ď Pr

“`
µ1 ă µI ´ t1 _

`
|X| ă µ1 ´ t2 ^ µ1 ě µ´ t1

˘˘
^ J 1‰

ď Pr
“
µ1 ă µI ´ t1 ^ J 1‰` Pr

“
|X| ă µ1 ´ t2 ^ µ1 ě µ´ t1 ^ J 1‰ .

By Theorem 1,

Pr

«
|XI 1 | ă µI 1 ¨

˜
1´

d
7 lnp1{pq

µI 1

¸
^ J 1

ff
ă 3p` Perror

and thus
Pr

”
µ1 ă µI ´

a
7 lnp1{pqµI ¨ pµI{µI 1q ^ J 1

ı
ă 3p` Perror .

As J 1 implies that the elements of XI 1 are uniformly and independently distributed within I 1,
|XI | follows a binomial distribution with mean µ1. Letting t1 “

a
7 lnp1{pqµI ¨ pµI{µI 1q we thus

have for any δ ą 0 that

Pr
“
|XI | ă p1´ δqµ1 ^ µ1 ě µI ´ t1 ^ J 1‰ ă exp

ˆ
´δ2pµI ´ t1q

2

˙

and hence

Pr

«
|XI | ă

˜
1´

a
2 lnp1{pqµI

µI ´ t1

¸
µ1 ^ µ1 ě µI ´ t1 ^ J 1

ff
ă exp

ˆ
´ lnp1{pqµIpµI ´ t1q

pµI ´ t1q2
˙
ď p .

Let t2 “
a

2 lnp1{pqµI . Then we have shown that

Pr
“
|XI | ă µI ´ t1 ´ t2 ^ J 1‰ ă 4p ` Perror .
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Finally, the theorem follows by observing that

t1 ` t2 “
?
µI ¨

´a
2 lnp1{pq `

a
7 lnp1{pqpµI{µI 1q

¯

“
a

µI lnp1{pq ¨
´?

2`
?
ε
¯
.

Theorem 2 follows as a direct consequence of Theorem 37

Theorem 2. Let h : rus Ñ r2ls be a Tornado Tabulation hash function with s ě 216b2 and c ď lnpsq,
A a set of keys, and X “ tx P A | hpxq ă pu for some p P r2ls. Suppose that µ “ ErXs ď s{278.
Then for any δ ă 1, it holds that

Prr||X| ´ µ| ą p1` δqµs ă 5 exp

ˆ´δ2µ
3

˙
` pc` b` 2q lnpsq ¨

˜
49

ˆ
3

s

˙b

` 3

ˆ
1

2

˙s{2
¸
.

Proof. Let s “ |Σ| and b “ d´ 3. Denote the value ε defined in Theorem 37 by εs.
Define X̂ to be the number of keys x P S where hpxq ď t̂ for some t̂ P r2ls. Now, let t̂ be the

maximal power of 2 such that µ̂ “ E
”
X̂
ı
ď |Σ|{2. Note that µ̂ ě |Σ|{4.

As µ ď |Σ|{4, it follows that t̂ ě t and thus r0, t̂s is a dyadic interval containing r0, ts. Further,
we see that 7 ¨ µ{µ̂ ď 7µ ¨ 4{|Σ| ď 28pµ{sq ď 28{278.Theorem 37 then gives

Pr
”
X ă µ´ p

?
2`?εsq

a
lnp1{pqµ ^ J 1

ı
ă 4p` Perror

or, by substituting δ “
`?

2`?εs
˘a

lnp1{pq{µ,

Pr
“
X ă p1´ δqµ ^ J 1‰ ă 4 exp

˜
´δ2µI`?
2`?εs

˘2

¸
` Perror .

Note that p
?
2`?εsq2 ď 3.

Meanwhile, Theorem 4 bounds the upper tail. Observe that J 1 implies IprhpXqq, as J 1 requires
independence on a larger keyset while only inspecting the first c` d´ 1 characters of each.

Pr
”
X ą µ`

a
3 lnp1{pqµ ^ J 1

ı
ď p .

By Theorem 8, we know that Prr J 1s ď 24p3{sqb ` 1{2s{2 and, from Lemma 36 that

Perror ď pc ` b ` 1q lnpsq ¨
´
49

`
3
s

˘b ` 3
`
1
2

˘s{2¯
and the theorem follows by adding the two

probabilities together.

8 Counting Zero Sets

In this section we prove Corollary 39, which allows for an efficient way of bounding the number of
ordered zero sets that can be constructed from a set of n keys, each c characters long. Trivially,
if one is looking for a zero-set of size k the first k ´ 1 keys can be chosen in at most nk´1 ways –
and at most one choice of the final key will make them form a zero set. Corollary 39 improves this
bound by a factor of n{3c.
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Theorem 38. Let S Ď Σc be a set of n keys and let p be a generalized key. Then the number of
2t-tuples px1, . . . , x2tq P S2t such that ∆iPr2tsxi “ p is at most pp2t´ 1q!!qcnt.

Corollary 39. Let S Ď Σc with |S| “ n and k ě 4. Then at most 3c ¨ nk´2 tuples from Sk are
zero-sets.

Proof. Consider any prefix pc1, . . . , ck´4q P Sk´4. By Theorem 38 at most 3c¨n2 tuples pt1, t2, t3, t4q P
S4 satisfy ∆iPrk´4sci “ ∆iPr4sti, making the tuple a zero-set. Summing over all nk´4 prefixes, the
result follows.

Theorem 38 generalizes [DKRT15, Lemma 2] which only applies to the case p “ 0, that is,
for zero sets, but this entails that we cannot use it to prove a statement like our Corollary 39
which keeps the dependency on c, the number of characters, at 3c regardless of the size of zero
sets considered. If c and n are known, one could construct a stronger version of Corollary 39 by
applying Theorem 38 with a value of t minimizing pp2t´ 1q!!qc{nt.

We prove Theorem 38 through the following, more general, lemma. Theorem 38 follows by
setting all Ak “ S.

Lemma 40. Let A1, A2, . . . , A2t Ď Σc be sets of keys and p Ď rcs ˆ Σ a generalized key. Then the
number of 2t-tuples px1, . . . , x2tq P A1 ˆA2 ˆ ¨ ¨ ¨ ˆA2t such that

∆kPr2tsxk “ p

is at most pp2t ´ 1q!!qc ś2t
k“1

a
|Ak|.

Proof of Lemma 40. The proof proceeds by induction over c. For c “ 1 we consider all ways of par-
titioning the 2t coordinates of the tuple x “ px1, . . . , x2tq into an ordered list of pairs ppxik , xjkqqtk“1

with ik ă jk. The pairs can be chosen in p2t´1q!! “ p2t´1q ¨ p2t´3q ¨ ¨ ¨ 1 ways and can be ordered
in t! ways. All mentions of pairs being before/after each other will be with reference to the chosen
ordering, not the natural ordering of the coordinates in the pair. For k P rts let xăk “

Ť
lăk txil , xjlu

be the characters appearing in the first k ´ 1 pairs of coordinates. We partition the characters of
p into an arbitrary set of pairs p “ ttα,α1u , tβ, β1u , . . .u, and we will use the notation α1 to denote
the ”neighbour” of α in this pairing, letting α2 “ α.

We fix the relationship between characters pxik , xjkq in each pair by defining the permutation
πA on Σ parameterized by a set of characters A Ď Σ. For the k’th pair pxik , xjkq we require that
xjk “ πxăk

pxikq, where

πApαq “
#
α1 if α P pzA
α otherwise.

In this way each pair of coordinates will contain two copies of the same character, except at most
|p|{2 pairs which contain two distinct characters from p, thus ensuring that these characters appear
an odd number of times overall. A pair with two copies of a character α P p can only occur when
a prior pair has provided the odd copy of α. Although this may appear to be a crucial limitation
of the process we will later show that any tuple x with ∆x “ p can be constructed from several
choices of ordered pairings. Note that all tuples x generated by this procedure will have a subset of
p as symmetric difference, with the symmetric difference being exactly p iff all |p|{2 ”mixed” pairs
pα,α1q P p occur.
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As πA is a permutation on Σ (for any fixed set A) the number of possible assignments pxik , xjkq P
Aik ˆ Ajk with xjk “ πApxikq is at most min t|Aik | , |Ajk |u ď

a
|Aik | |Ajk |. Counting all tuples in

A1 ˆ ¨ ¨ ¨ ˆA2t adhering to these restrictions, and summing over all t! ¨ p2t ´ 1q!! ordered pairings,
will yield at most t! ¨ p2t´ 1q!!ś2t

k“1

a
|Ak| tuples, of which many will be duplicates counted from

several ordered pairings.
We now prove that each tuple with symmetric difference p can be produced from at least t!

distinct ordered pairings, thus proving the existence of at most p2t´ 1q!!ś2t
k“1

a
|Ak| distinct such

tuples. Consider a tuple x with ∆x “ p, and note that x can be produced from an ordered pairing
iff:

(1) Each pair tα,α1u P p appears in a paired set of coordinates txik , xjku.

(2) The remaining t´ |p|{2 pairs each contain two identical characters.

(3) Each pair mentioned in (1) precedes all other pairs containing α or α1.

First, we count the number of ways that positions containing a character from p can be partitioned
into pairs satisfying (1). Given any such pairing, and the assumption that ∆x “ p, at least one
way of pairing the remaining coordinates of x to satisfy (2) exists. Second, we find the number of
ways that a pairing satisfying (1) and (2) can be ordered to satisfy (3).

For α P p let #pαq be the number of occurrences of α in x. For each set of neighbours tα,α1u P p
the pair of coordinates mentioned in (1) can be chosen in #pαq ¨#pα1q ways. There is thus at leastś

tα,α1uPp#pαq ¨#pα1q valid pairings satisfying (1) and (2).
Disregarding (3), the t pairs can be ordered in t! ways. We will now compute the fraction of

these permutations satisfying (3). For each pair of neighbours tα,α1u P p let #pαα1q be the number
of pairs containing α or α1. Consider the following procedure for generating all permutations:
First, for each pair tα,α1u P p, choose #pαα1q priorities from t1, . . . , tu which will be distributed
amongst pairs of coordinates containing α and/or α1. Next, for each pair tα,α1u P p, the paired
coordinates containing tα,α1u is assigned one of the #pαα1q priorities reserved for α{α1. Afterwards
the remaining pα,αq- and pα1, α1q-pairs are assigned the remaining priorities. This procedure will
generate an ordering on the pairs satisfying (3) exactly when, in the second step, each mixed pair is
given the highest priority amongst the #pαα1q choices. Thus one in ś

tα,α1uPp#pαα1q permutations
satisfies (3).

Finally, observe that #pαα1q “ p#pαq `#pα1qq{2. Combining the two counting arguments it is
seen that x can be created from at least

t!
ź

tα,α1uPp

#pαq ¨#pα1q
#pαα1q ě t!

ordered pairings, showing that the lemma holds for c “ 1.
For c ą 1 we assume the lemma to be true for shorter keys, and proceed in a manner similar

to that for c “ 1. We will, at first, look at the final position of all involved keys (that is, the
position characters pc, αq for α P Σ), and will consider the set pc of characters from p appearing in
the final position, i.e. pc “ tα P Σ | pc, αq P pu, which we again consider to be partitioned into pairs
pc “ tpα,α1q, pβ, β1q, . . .u. Generally, we will use ac to refer to the character at the c’th position of
the key a and ã “ azac for the preceding c ´ 1 characters. We use the same notation for tuples
and sets of keys where the operation is applied to each key, Ac “ YaPAac and Ã “ YaPAã. For a
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character β P Σ and set of keys A let Arβs “ ta P A | ac “ βu be the keys of A having β as their
last character.

We consider all ways of partitioning the 2t positions into an ordered set of pairs, this time
requiring that the characters in the final position of each key satisfy xcjk “ πxc

ăk
pxcikq where, for any

A Ď Σ,

πApαq “
#
α1 if α P pczA
α otherwise.

For a given sequence pα1, . . . , αtq P Σt of t character consider the number of 2t-tuples x P
A1 ˆ . . . ˆ A2t where pxcik , x

c
jk
q “ pαik , πxc

ăk
pαikqq for all k P rts and ∆x “ p. If pα1, . . . , αtq gives

∆xc “ pc then counting these tuples is equivalent to counting in how many ways each pair px̃ik , x̃jkq
can be chosen from Ãik rαks ˆ Ãjkrπxc

ăk
pαkqs such that ∆x̃ “ p̃. By the induction hypothesis the

number of such 2t-tuples is bounded by

pp2t ´ 1q!!qc´1
tź

k“1

b
|Aik rαks| ¨

ˇ̌
Ajkrπxc

ăk
pαkqs

ˇ̌
.

Summing over all tuples pα1, . . . , αtq thus gives an upper bound on the number of 2t-tuples with
symmetric difference p while also adhering to the restrictions imposed by π on the characters in the
last position of each key, which in turn is determined by the ordered pairing of the 2t coordinates.
For ease of notation we use the shorthand πk for πxc

ăk
where xc

ăk is understood as the characters
α1, . . . , αk´1 along with their neighbours as determined by π. Thus πk is dependent on α1, . . . , αk´1,
even if this is not apparent from the notation.

To sum over all choices of α’s we repeatedly apply Cauchy-Schwarz on the innermost term of
the sum. For any k P rts and fixed α1, . . . , αk´1 we have

ÿ

αkPΣ

b
|Aikrαks| |Ajkrπkrαkss| ď

dÿ

βPΣ
|Aikrβs|

ÿ

βPΣ
|Ajkrπkpβqs| “

b
|Aik | |Ajk | .

To see that this is an application of Cauchy-Schwarz observe that

ÿ

αPΣ

b
|Aikrαs| |Ajkrπkpαqs|

is the inner product of the two vectors
`a
|Aik rαs|

˘
αPΣ and

`a
|Ajkrπkpαqs|

˘
αPΣ while

dÿ

αPΣ
|Aik rαs|

ÿ

αPΣ
|Ajkrπkpαqs|

is the product of their norms.
Applying the above inequality t times the total number of tuples for each ordered pairing
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becomes

pp2t´ 1q!!qc´1
ÿ

pα1,...,αtqPΣt

tź

k“1

b
|Aikrαks| |Ajkrπkpαkqs|

ď
b
|Ait | |Ajt | ¨ pp2t´ 1q!!qc´1

ÿ

pα1,...,αt´1qPΣt´1

t´1ź

k“1

b
|Aikrαks| ¨

b
|Ajkrπkpαkqs|

ď
tź

l“t´1

b
|Ail | |Ajl | ¨ pp2t´ 1q!!qc´1

ÿ

pα1,...,αt´2qPΣt´2

t´2ź

k“1

b
|Aikrαks| ¨

b
|Ajkrπkpαkqs|

ď
tź

l“t´2

b
|Ail | |Ajl | ¨ pp2t´ 1q!!qc´1

ÿ

pα1,...,αt´3qPΣt´3

t´3ź

k“1

b
|Aikrαks| ¨

b
|Ajkrπkpαkqs|

...

ď pp2t´ 1q!!qc´1
tź

l“1

b
|Aik | |Ajk |

“ pp2t´ 1q!!qc´1
2tź

k“1

a
|Ak| .

Summing over all t!p2t´1q!! ways of partitioning the coordinates into an ordered list of pairs we
thus find at most t!pp2t´1q!!qc

ś2t
k“1

a
|Ak| tuples. By the same counting argument as presented for

single-character keys each 2t-tuple xc P Σc with ∆xc “ pc and which complies with π is produced
from at least t! distinct ordered pairings of its coordinates. Thus each sequence of applications
of the induction hypothesis is repeated at least t! times. Hence at most pp2t ´ 1q!!qc ś2t

k“1

a
|Ak|

distinct 2t-tuples x satisfy ∆x “ p, proving Lemma 40.
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A An Generalized Chernoff Bounds

The following is the standard Chernoff bound, here shown to apply to variables that are not
independent, but whose sum is dominated by that of independent indicator variables. This result
is known from [DR98] but we include a proof for completeness.

Lemma 41. Let X1, . . . ,Xn be 0/1-variables and p1, . . . , pn be reals such that µ “ ř
i pi and, for

all I Ď rns, Prr
ś

iPI Xi “ 1s ď
ś

iPI pi (implying ErXis ď pi) then

Pr

«
nÿ

i“1

Xi ą p1` δqµ
ff
ď
ˆ

eδ

p1` δq1`δ

˙µ

for any δ ą 0.

Proof. Let a “ 1 ` δ, X “ řn
i“1Xi and s ą 0. Let Z1, . . . , Zn be independent 0/1-variables with

ErZis “ pi and define Z “ řn
i“1 Zi. For any I Ď rns we then have

E

«
ź

iPI
Xi

ff
ď
ź

iPI
pi ď E

«
ź

iPI
Zi

ff
.

Let i be a positive integer. For V P rnsi, which may contain duplicate entries, let I be the
distinct elements of V . We similarly have

E

«
ź

vPV
Xv

ff
“ E

«
ź

lPI
Xl

ff
ď E

«
ź

lPI
Zv

ff
“ E

«
ź

vPV
Zv

ff

hence

E
“
Xi

‰
“

ÿ

V Prnsi
E

«
ź

vPV
Xv

ff
ď

ÿ

V Prnsi
E

«
ź

vPV
Zv

ff
“ E

“
Zi
‰
.

PrrX ě a ¨ µs “ Pr
“
esX ě esa¨µ‰

ď ErexppsXqs
esa¨µ .

Note that

ErexppsXqs “
8ÿ

i“0

siE
“
Xi

‰

i!
ď

8ÿ

i“0

siE
“
Zi

‰

i!
“ ErexppsZqs .

Due to the independence of Z1, . . . , Zn we further have

ErexppsXqs ď
nź

i“1

ErexppsZiqs

“
nź

i“1

ppi ¨ es ` p1´ piqq

ď
nź

i“1

pexpppipes ´ 1qqq

ď exppµpes ´ 1qq
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and thus

PrrX ě a ¨ µs ď exppµpes ´ 1qq
exppsaµq

“
ˆ

eδ

p1` δq1`δ

˙µ

when setting s “ lnpaq “ lnp1` δq.
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