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Abstract

Denoising Diffusion Probabilistic Models (DDPMs) have
gained great attention in adversarial purification. Cur-
rent diffusion-based works focus on designing effective
condition-guided mechanisms while ignoring a fundamen-
tal problem, i.e., the original DDPM sampling is intended
for stable generation, which may not be the optimal so-
lution for adversarial purification. Inspired by the stabil-
ity of the Denoising Diffusion Implicit Model (DDIM), we
propose an opposite sampling scheme called random sam-
pling. In brief, random sampling will sample from a random
noisy space during each diffusion process, while DDPM
and DDIM sampling will continuously sample from the ad-
jacent or original noisy space. Thus, random sampling ob-
tains more randomness and achieves stronger robustness
against adversarial attacks. Correspondingly, we also in-
troduce a novel mediator conditional guidance to guaran-
tee the consistency of the prediction under the purified im-
age and clean image input. To expand awareness of guided
diffusion purification, we conduct a detailed evaluation
with different sampling methods and our random sampling
achieves an impressive improvement in multiple settings.
Leveraging mediator-guided random sampling, we also es-
tablish a baseline method named DiffAP, which significantly
outperforms state-of-the-art (SOTA) approaches in perfor-
mance and defensive stability. Remarkably, under strong
attack, our DiffAP even achieves a more than 20% robust-
ness advantage with 10x sampling acceleration. https :
//github.com/ZhangJdC—-2k/RandomSampling

1. Introduction

Advances in deep neural networks (DNNs) [11, 17, 19] have
led to some practical applications [1, 2, 5, 24, 32] but also
to some security concerns [4]. The results of adversarial
attack methods [7, 13, 20] show that DNNs are very sensi-
tive to some artificial perturbations and can easily be guided
by these imperceptible perturbations to generate inappropri-
ate results. In the face of potential threats, both adversarial
training [10, 36] and adaptive test-time [14, 16] defense ap-

proaches have been specifically designed. The former lever-
ages training sets containing adversarial samples to improve
the robustness of DNNs during training, which comes at an
additional cost and only defends against training-type at-
tacks. The latter adaptively mitigates the effects of pertur-
bations at test time, which is more efficient and flexible.

Among the adaptive test-time defenses, adversarial pu-
rification via generative models [12, 23, 25, 33] utilizes the
data distribution prior [29] in the generated model to remove
adversarial perturbations, which attracts wide attention. As
the pioneering generative model, Denoising Diffusion Prob-
abilistic Models (DDPMs) [15, 26, 29] has been explored
for adversarial purification [23, 27, 31] and achieve promis-
ing effect. Diffusion models perturb the data into the noise
domain and learn the gradient of data distributions during
the forward training process. Then the generated data is iter-
atively sampled from the pure Gaussian noise in reverse in-
ference processes. To employ it in purification, the forward
noising process and reverse sampling process are mimicked
in an adversarial image. However, the original DDPM sam-
pling is designed for stable generation, which may not be
the optimal solution for adversarial purification.

With a theoretical guarantee, DiffPure [23] preliminar-
ily demonstrated the potential of the diffusion model as a
purifier for adversarial image purification. To unlock the
potential of diffusion-based purification, conditional guid-
ance [27, 31] makes it possible to purify from pure Gaus-
sian noise, which further eliminates the influence of the ad-
versarial attack. But a new challenge also arises: How to
guarantee the consistency of the prediction under the puri-
fied image and clean image input? In addition, for uncon-
ditional diffusion purification methods, Robustness Evalua-
tion [ 18] showed that while robustness steadily improved as
the number of forward steps increased, the consistency of
predictions continued to decline. However, there is a lack
of comprehensive evaluation and configuration recommen-
dations for condition-guided diffusion methods.

Inspired by the stability of the Diffusion Denoising Im-
plicit Model (DDIM) [26], we have developed an opposite
sampling method, i.e., Random Sampling for adversarial
purification tasks. This method aims to enhance random-
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ness in the diffusion sampling process to establish a special-
ized sampling method for adversarial purification. Briefly,
random sampling will sample from a random noisy space
during each diffusion process, while DDPM and DDIM
sampling will continuously sample from the adjacent or
original noisy space. Thus, random sampling obtains more
randomness and achieves stronger robustness against adver-
sarial attacks. To show this, we also present a conceptual il-
lustration of the sampling trajectory. As shown in Fig. 2 (a)
and (b), the sampling process of DDIM and DDPM is closer
to the forward process and the sampling points are adjacent,
which is easily predicted by attack methods. By contrast,
the sampling trajectory of random sampling is completely
random and unpredictable, as plotted in Fig. 2 (c).

When random sampling stands as a tailored enhance-
ment technique to improve the randomness of diffusion-
based adversarial purification, matching condition guidance
is necessary to ensure that the prediction does not deviate
too much from the input. Thus, we propose a mediator guid-
ance to achieve effective condition guidance, which also can
optimize the prediction consistency between clean image
and purified image. In a nutshell, gradient-based guidance
is employed to implement accurate conditional guidance in
the mediator variable rather than a noisy sampling point.
The mediator guidance can avoid gradient bias and signif-
icantly improve the consistency of the purification model,
which is even close to inputting clean images in the classi-
fier. Meanwhile, it also greatly enhances the stability of dif-
fusion sampling, making the purification method perform
well in different Settings without adjustment.

Based on the mediator guidance, we conduct a de-
tailed evaluation with different sampling methods to ex-
pand awareness of condition-guided diffusion purification.
In evaluation, our random sampling achieves an impressive
improvement with commonly used DDPM sampling and
we also find a challenging asynchronous attack. Leverag-
ing mediator-guided random sampling, we also establish a
baseline method named DiffAP, which significantly outper-
forms SOTA approaches in performance and defensive sta-
bility with fewer steps. Remarkably, under strong attack,
our DiffAP even achieves a more than 20% robustness ad-
vantage with 10x sampling acceleration. Overall, the con-
tributions of our work are summarized as follows:

* We present a versatile random sampling, which enhances
the randomness of the sampling process and is a robust
solution for diffusion-based adversarial purification.

» To maintain consistency between clean and purified sam-
ple predictions, we propose mediator guidance, which
also improves the stability of guided methods.

* An evaluation of guided diffusion purification is con-
ducted and provides a challenging attack scheme.

* We introduce a baseline method DiffAP, which can signif-
icantly outperform SOTA approaches with 10x sampling

acceleration.
2. Background

2.1. Diffusion-based Adversarial Purification
Adbversarial purification methods [9, 12, 25, 28, 30, 33] aims
to introduce additional prior information to process poten-
tially malicious perturbations in the input. Among them,
diffusion-based methods [8, 23, 27, 31] utilize the learned
data distribution prior [29] of pretrained diffusion models
[15] to purify the adversarial examples.

DiffPure [23] preliminarily diffuses the adversarial in-
put with a small amount of noise following a forward dif-
fusion process, and then recovers the clean image through
a reverse generative process. Robustness Evaluation [18]
focused on the performance of unconditional diffusion pu-
rification [23] and gave some recommendations for defense
and attack settings. GDMP [31] submerges the adversar-
ial perturbations with gradually added Gaussian noises and
then utilizes the conditional guidance to restore the puri-
fied image, which achieves more better purification effect.
MimicDiffusion [27] mimics the trajectory of the diffusion
model with clean inputs to reduce the effect of adversarial
perturbations and proposes two guidance based on Manhat-
tan distance. Naturally, effective conditional guidance has
become the focus of the current research. However, there is
a lack of basic evaluation and configuration recommenda-
tions for conditional diffusion methods.

2.2. Denoising Diffusion Probabilistic Models
Diffusion model [15] includes forward noising process and
reverse sampling process. The forward process gradually
added Gaussian noises to the clean image (x() and eventu-
ally got a noisy image or Gaussian noise (x;), which can be
formulated as:

Xt = VayXo + V1 — e, (1)

where oy = 1 — By, ay = szl oy, t means the current
time steps, € ~ N(0,I) and 3; is a continuously increasing
sequence. Given the number of forward steps 7, the reverse
process iteratively sample x¢_1 from x, which can be for-
mulated as:

Xt-1 = L(Xf - LGO(Xt )+ VB, 2
where €g(x;,t) is the predicted noise of DDPMs at ¢ step
and ¢; ~ N(0,1) is standard Gaussian noise. Ultimately,
we can generate the clean image xo from the initial sam-
pling point x7, which also is directly utilized in previous
diffusion-based purification methods [8, 23, 27, 31]. Con-
sidering that stability and speed are the core requirements
for the generation task, the sampling method of Eq. (2) may
not be the optimal solution for adversarial purification when
the defenses benefit from randomness. Thus, a fundamental
question arises: is there a more robust sampling method for
adversarial purification?



3. Methods

Inspired by the stability of the Denoising Diffusion Implicit
Model (DDIM) [26], we revisit the DDIM sampling process
and propose an opposite sampling scheme called random
sampling, which may be a robust solution.

3.1. Revisit Denoising Diffusion Implicit Model

Joint Distribution Family. A key observation of DDIM is
that the DDPM objective in the form of L. only depends
on the marginals g(z:|zg), but not directly on the joint
q(z1.7|T0). Since there are many inference distributions
(joints) with the same marginals, they explore alternative in-
ference processes that are non-Markovian, and present the
joint distribution family as follows:

Xi_1 =\/A1 (Xt - @GO(X“”)

+/1— a1 — 07 - eg(xe,t) + o€y,

where the term inside the first bracket can be treated as de-
noised image X predicted via current x; and the magnitude
of o; controls the variance of new random noise.
Difference between DDPM and DDIM. When o; =
VI =ai—1)/(1 — ay)y/1 — ay /a1 forall ¢, Eq. (3) can
be rewritten as Eq. (2), and the generative process becomes
a DDPM. When o0 — 0, we reach an extreme case where
as long as we observe z( and z; for some ¢, then x;_1 be-
comes known and fixed. The resulting model becomes an
implicit probabilistic model [22], where samples are gener-
ated from latent variables with a fixed procedure (from xr
to xg), which is also DDIM [26]. Therefore, the core dif-
ference between the two is that DDPM will introduce some
new noise into the original noisy space during each sam-
pling while DDIM is fixed in the original noisy space sam-
pling. Naturally, the former has stronger randomness and is
therefore widely used while the latter is ignored by previ-
ous methods [23, 27, 31], which is also consistent with the
results in the Robustness Evaluation [18].

3)

3.2. Random Sampling

Inspired by the observation, we try to maximize the ran-
domness in the sampling process to propose a new sampling
scheme. To make it easier to understand and test, we re-
place the value o; with a proportion k; € [0, 1] and rewrite
the Eq. (3) in the following form:

Xi_1 =v/E1 (Xt - \/?eo(xt,t))

+\/1 — k/’t\/l — Q1 - 69(Xt7t) + kt\/ 1— Qp_16€¢-
“4)
Random Noise Rate. We explore the effect of new noise
on robustness by varying the rate of new noise k; from 0 to
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Figure 1. Standard and robust accuracy as we change the rate of
random noise against PGD+EOT /.. (e = 8/255) on CIFAR-10.
Notably, our random sampling achieves a significant advantage
over DDPM and DDIM sampling, making it a more robust so-
lution for diffusion-based adversarial purification.

1, resulting in the changes of its total variance ranging from
0to /T — &;—1. 200 forward steps are used for both attack
and defense, and we set five denoising steps for attack and
defense for all experiments.

As shown in Fig. 1, the robust accuracy continuously in-

creases as the rate of new noise increases since more new
noise induces more randomness. Locations with a random
noise ratio of 0 represent the result of DDIM sampling,
which is the most stable sampling method and also has the
lowest robust accuracy. DDPM sampling has a time-varying
noise ratio, so we only report results for its robustness,
roughly in the middle. Finally, the locations with a random
noise ratio of 1 represent the new sampling scheme, which
achieves the strongest randomness and also has the highest
robust accuracy. The result intuitively illustrates that The
randomness of the sampling process is almost proportional
to the robustness of the sampling method.
Sampling Scheme. Thus, we set 0 = /1 — &, to estab-
lish our random sampling, which is equivalent to sampling
from a new noisy space during each diffusion process and
is not affected by the previous sample position. Thus, our
proposed random sampling can be written as follows:

Xt — MEQ(Xt,t) —
= +V1—=ai1 6.
Vi
)

Sampling Trajectory Analysis. As shown in Fig. 2, we
present a conceptual illustration of the sampled trajectory
of different sampling methods. Regardless of the form of
the forward process, the final noisy image can be equiva-
lent to adding a noise n4 to the initial point of the reverse
sampling process. The ideal DDIM sample is the most sta-
ble, but because the estimates of the diffusion model are
always biased, the actual DDIM sample will fluctuate. The
ideal DDIM when given zo and x; the intermediate sam-
pling process should be deterministic, as shown by the or-
ange sampling point in Fig. 2(a). However, because the
trained diffusion model is not completely accurate, the ac-
tual DDIM sampling will fluctuate, as shown by the blue
sampling points in Fig. 2(a). For DDPM sampling, the

Xi—1 =V Q-1 <
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Figure 2. Conceptual illustration of the sampling trajectory of three different diffusion processes. The orange center area represents the
distribution of clean samples, and the outer circle represents the sampling space after the noise disturbance. The noise intensity on the
same circle is the same when the noise disturbance on the outer circle is greater.

sampling trajectory will be affected by the addition of new
noise, showing greater fluctuations in Fig. 2(b). However
because each new sampling point still depends on the pre-
vious sampling point, it is still relatively stable. Different
from the two, the proposed random sampling only depends
on the new sampling noise and is not affected by the pre-
vious sampling point, as shown in Fig. 2(c). When the tra-
jectory of DDIM and DDPM sampling is distributed around
a fixed sampling trajectory (DDIM ideal sampling points),
our random sampling method is unconstrained and presents
the most randomness in the sampling space, which brings
more gain for diffusion-based adversarial purification.

3.3. Mediator Guidance

Although the results of Robustness Evaluation [18] show
that condition guidance reduces the robustness of diffusion
models, this is a misunderstanding due to the difference
in the performance distribution of conditional and uncon-
ditional guidance models, which we show in the Sec. 4.3.

Prediction Consistency. Conditional guidance is still nec-
essary for diffusion-based adversarial. On the one hand,
the more noise added, the more effective the removal of
antagonistic perturbations can be, but this also makes the
diffusion process difficult to predict. Therefore, the pro-
cess requires conditional guidance to ensure that the puri-
fied image does not deviate too much from the input. On
the other hand, although we do not know whether the in-
put is a clean image or an adversarial image, we expect that
the accuracy of the clean image input into the prediction
model will not be reduced after purification. In addition,
there are some anomalies in the previously commonly used
guidance conditions [27], which we will show later and the
corresponding theoretical analysis will be added to the ap-
pendix. Here, we present a different conditional guidance
design from the previous method [27, 31], which will better

guide the diffusion-based purification process.
Mediator Variable Guidance. For the case of DDPM sam-
pling, p(zo|z;) has the unique posterior mean [6] at

1
Jalt)

which happens to be the mediator variable in the =, update
process of Eq. (5) when €y(x;, t) estimates the gradient of
data distribution V, log p;(x;) [15, 29]. Considering that
we want this expectation distribution to be as close to the
input as possible during each update, we apply gradient-
based guidance [31] to the mediator variable as follows:

Elxolz:] = (¢ — /1 —a(t)Va, logpi(xs)) (6)

Xo,t < X0,t — Vo, log p(z®/ e %y ) )

where X(; is the mediator variable in the ¢ time and
V., log p(z@dv/elean %, ;) could be obtained as follows:

Vﬁo’t logp(xadv/dean‘io,t; t) = _Rtvﬁo,td(io,t, xadv/clean)’

Tt — \/1 — thG(xt,t)

X0,t \/5715
(®)
where €y (x¢, t) is the score estimation [29] through the pre-
trained diffusion model with the parameter 6 for x; in the ¢
time, R; is the guided factor related to the ¢ time, and d(x, *)
is the M SE, ¢1 norm, ¢5 norm, or other distance metrics.
Selected Conditional Guidance. As shown in Fig. 5,
a curious defensive failure occurs with the DDIM sam-
pling method, which is even worse than the performance
of the unconditionally guided diffusion model. Consid-
ering that DDIM sampling is the most stable sampling
method, the accurate guided condition may make it more
vulnerable to attack than other sampling methods. In ad-
dition, previous works [27, 34] show that less guidance
can reduce the time cost without affecting the performance.

)



Algorithm 1: Mediator-guided Random Sampling

adv/clean

Require: Forward Step 7', Denosing Step M, x
To=[M (L), (M —1)%(),....1 % =, 0]
T ~ ./\[( O_éTa?adv/Clean, (1 — C_MT)I)
fori:= M to 1 do
§ <+ (&) (sz(i),Ts (Z))
X0,t \/ﬁ@n(i) —V1—-ar,u8)
if i mod k = 0 then

‘ Xo,t ¢ Xo,t — RTS@;)V;EOJD(CU
else

‘ Xo0,t < Xo,t
end
z~N(0,I)

L1, (i-1) < VAT, -2 + /T = ar,i-1)2

end

return xo

adv/clean g
/ 7X0,i)

Thus, we select the partial phase of the reverse process to
add conditional guidance when part of the unconditional
diffusion process may mitigate the collapse. Concretely,
the whole generation time step is in [Ts5(M),Ts(M —
1),...,T5(0)], we implement the guided method in the sub-
sequence [Ts(M mod k), Ts((M mod k) — 1),...,Ts(0)]
and vice versa not implementing the guided method. In this
way, we avoid implementing the guided method in each
step to get away with being specifically attacked, saving
some unnecessary gradient calculation, and thus reducing
the time cost at the same time.

Algorithm | summarizes the proposed Mediator-guided
Random Sampling. In our method, the hyperparameters in-
clude the RTS(,;) and the modulus k. For the guided factor, it
could be calculated directly without additional constraints.
We experimentally find that a fixed constant is enough to
achieve stable and effective guided effects, similar to the
scheme of [27]. Ultimately, we select the guided subse-
quence by setting k as 2, which makes it possible to work
with very few diffusion steps such as 10.

4. Evaluation

When Robustness Evaluation [18] focuses on the robust-
ness performance of the unconditional diffusion purifica-
tion method[23], the evaluation for condition-guided dif-
fusion purification is lacking. To build an effective de-
fense mechanism, we investigate the effect of various set-
tings to determine the most robust configuration for the
conditional-guided purification method. Specifically, the
following three factors are evaluated 1) sampling methods,
2) the number of forward steps, and 3) condition-guided
methods. In addition, we also introduce and evaluate a chal-
lenging adversarial attack for condition-guided purification
methods.

Unconditional GDMP DPS Mediator Guidance (Ours)
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Figure 3. Standard accuracy as we change the number of defense’s
forward steps. 5 denoising steps for attack and 100 denoising steps
for defense are used.

4.1. Implementation Details

Considering ImageNet’s similar results [18] and resource
limitation, we evaluate the adversarial purification on
CIFAR-10. Following the Robustness Evalulation [18], we
adopt Projected Gradient Descent (PGD)({,, e = 8/255)
[21] and Expectation over Transformation (EOT) [3] as the
attack method. Some additional results are also provided in
the appendix. The pre-trained WideResNet-28-10 [35] pro-
vided by Robustbench [8] is adopted as an underlying clas-
sifier. For a diffusion model, we use the pre-trained SDE
model of [29]. The variances for the diffusion model are
linearly increasing from 3; = 1074 to S = 0.02 when
T = 1000 [15]. The mediator-guided method is utilized
as the condition guidance and M SE is set as the distance
function. We use three different sampling methods: DDPM
[15], DDIM [26], and our random sampling.

We adopt two prediction quality indexes including Stan-
dard Accuracy Rate (Standard Acc) and Robust Accuracy
Rate (Robust Acc) for quantitative evaluation. Specifically,
the former measures the prediction consistency, while the
latter measures the defense robustness. Generally, higher
values of the two mean a better purification effect.

For all experiments, we report the mean and standard de-
viation over five runs to measure the standard and robust
accuracy. PGD uses 200 update iterations when 5 samples
are used to compute EOT. Following the settings in Diff-
Pure [23], we use a fixed subset of 512 randomly sampled
images. To calculate gradients, we use direct gradients of
the entire process or surrogate process [18]. In each experi-
ment, we explain the defense and attack process in detail.

4.2. Condition Guided Method

We evaluate several other condition guidance proposed in
earlier work [6, 27, 31] within our random sampling frame-
work. The same number of forward steps are set for both
attack and defense. Through experiments, we measure the
changes in standard accuracy with the different number of
forward steps in the defense, and the results are illustrated
in Fig. 6. Generally, a higher standard accuracy rate means
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Figure 4. Standard and robust accuracy rate as we change the num-
ber of defense’s forward steps ( Attack w/o Guidance). Five de-

noising steps for both attack and defense are used.
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Figure 5. Standard and robust accuracy rate as we change the num-
ber of defense’s forward steps ( Attack with Guidance). Five de-
noising steps for both attack and defense are used.

more effective conditional guidance.

For the unconditional baseline, the standard accuracy
continuously decreases as the number of forward steps in-
creases and eventually converges to an accuracy of about
10%, which is fairly standard. For the 3 conditional guid-
ance, only our proposed mediator guidance can maintain a
stable accuracy and even close to the original accuracy of
the classifier. The guidance of GDMP [31] also presents
a downward trend when that of DPS [6, 27] even breaks
down. Thus, our proposed Mediator Guidance is a stable
and effective guided method.

4.3. The Number of Forward Steps

We explore the effect of forward noising steps on robust-
ness by varying the number of forward steps from 50 to
1000, resulting in changes of total variance ranging from
0.029 to 1. The same number of forward steps are used
for both attack and defense, and we set five denoising steps
for attack and defense for all experiments. Noting the im-
plementation of MimicDiffusion [27] has a different setting
than the previous work [18], that is, the guided condition
of the purification method is unknown to the attack method.
Thus, We also conducted additional experiments and sup-
plemented the evaluation results of unknown cases.

As shown in Fig. 4 and Fig. 5, the robust accuracy contin-
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Figure 6. Robust accuracy rate as we change the number of at-
tack’s forward steps. Five denoising steps for both attack and de-
fense are used.

uously decreases as the number of forward steps increases
since more forward steps induce more randomness, which is
different from the performance of Robust Evaluation’s [18]
unconditional method. Among the three sampling methods,
our random sampling achieve better robustness than com-
monly used DDPM sampling when the DDIM obtains the
lowest robust accuracy rate, which further demonstrates the
the positive correlation between randomness and robustness
of sampling methods. Thus, the proposed random sampling
is a more robust sampling scheme for adversarial purifica-
tion. In addition, the results also show that guided condi-
tions can improve the strength of attack methods. Under the
strong attack case, the proposed random sampling method
has a robustness advantage of nearly 10% compared with
DDPM sampling in the end, when DDIM sampling can-
not effectively defend against attacks. Meanwhile, with our
proposed mediator guidance, the standard accuracy remains
stable and almost achieves the original accuracy of the clas-
sifier, which intuitively shows the effect of the proposed me-
diation guidance method. The stable standard accurate rate
curve is in sharp contrast to the continuous decline curve of
unconditional guidance in Robust Evaluation [18], demon-
strating the superiority of the condition guidance method.

4.4. Asynchronous Attack

Although the Robustness Evaluation [18] shows that the at-
tacker can achieve a better attack effect by using the same
setup as the defender, the results may be different in the
condition-guided diffusion purification methods. We ac-
cidentally found that the attacker can achieve a better at-
tack effect by adopting a different number of forward steps,
which we call asynchronous attacks. To explore the influ-
ence of the number of the attacker’s forward steps, we fixed
the number of the defender’s forward steps at 1000, and the
number of forward steps in attack ranged from 50 to 500
(more steps show the same results as 500 steps). The re-
sults are displayed in Fig. 6.

From the attack perspective, the results of different sam-
pling methods demonstrate that fewer forward steps can



Table 1. Standard accuracy and robust accuracy against PGD+EOT on WideResNet-28-10.

Method Attack Setting Denoising Steps  Standard Acc  Robust Acc
DiffPure [23] Lo, € = 8/255 100 91.21 £1.00 54.10 £ 3.06
GDMP [31] loo, € = 8/255 100 83.01 £2.33 80.27 +1.82
MimicDiffusion [27]  {oo, € = 8/255 100 85.16 £ 1.29  83.59 +2.09
DiffAP (Ours) loo, € = 8/255 100 9590 +1.20 91.02+£2.73
DiffAP (Ours) Ly, € = 8/255 10 (10x) 95.90 £ 1.24  92.77 £ 2.05
DiffPure [23] ly,e=0.5 100 91.21 £1.00 83.79 £+ 1.08
GDMP [31] ly,e=0.5 100 83.01 £2.32 81.05+1.51
MimicDiffusion [27] ly,e=0.5 100 85.74 £1.28 85.93 +3.89
DiffAP (Ours) ly,e=0.5 100 95.90 £1.20 95.12+1.38
DiffAP (Ours) ly,e=0.5 10 (10x) 95.90 £ 1.24 95.31 + 1.50

Table 2. Standard accuracy and robust accuracy against Asynchronous PGD (Y, € = 8/255) on WideResNet-28-10.

Method Attack Setting Denoising Steps  Standard Acc  Robust Acc
DiffPure [23] Asynchronous Attack 100 91.21 £1.00 54.10 £ 3.06
GDMP [31] Asynchronous Attack 100 83.01 £2.33 45.12+4.73
MimicDiffusion [27]  Asynchronous Attack 100 8535+ 1.18 59.57+1.44
DiffAP (Ours) Asynchronous Attack 100 95.90 +1.20 8223 +1.09
DiffAP (Ours) Asynchronous Attack 10 (10x) 9590 + 1.20 83.98 + 1.77

increase the attack success rate. Surprisingly, 50 for-
ward steps can even render the most robust defense setup
based on DDPM or DDIM sampling ineffective. There-
fore, the targeted asynchronous attack is a new challenge
for diffusion-based adversarial purification methods. Mean-
while, we also find that the proposed random sampling out-
performs the commonly used DDPM and DDIM sampling,
and gains more advantage from higher attack strength. This
reveals that the random sampling method is a more robust
solution for diffusion-based adversarial purification.

5. Experiment

Utilizing mediator-guided random sampling, we also es-
tablish a diffusion-based adversarial purification baseline
called DiffAP to futher demonstrate the effectiveness of the
proposed methods. The implementation follows the pipline
of Algorithm 1. And the comparison results of DiffAP with
the state-of-the-art (SOTA) methods are shown below. In
addition, some extended experiments are also performed to
show the acceleration effect and stability.

5.1. Experimental Settings

Defense Methods. The compared diffusion-based purifica-
tion methods include one unconditional method (DiffPure
[23]) and two conditional methods (GDMP [31] and Mim-
icDiffsuion [27]). For a fair comparison, we adopt the eval-
uation setting of Sec. 4.1 for all methods. And the number
of forward steps of DiffPure is set to 100 when that of other
conditional methods is set to 1000.

Attack methods. When experimental results of previous

methods [23, 27, 31] have shown that the diffusion-based
purification is robust enough against most attacks like Au-
toAttack [7] and backward pass differentiable approxima-
tion [13], our experiment focuses on the hard case given
by Robust Evaluation [18], i.e., PGD+EOT Attack. The
attacks involve two settings: PGD({,e = 8/255) and
PGD(¢5, ¢ = 0.5) when the number of EOT samples is all
set to 5. Meanwhile, We also use the stronger asynchronous
attack introduced in Sec. 4.4 to test the robustness of dif-
ferent defense methods. In a normal PGD attack, the same
forward steps as the defense method and fixed 5 denoising
steps are used. For the asynchronous attack, fixed 100 for-
ward steps and 5 denoising steps are set.

5.2. Comparison Results

Results for Normal Attack. Table. 1 shows the defense
performance against PGD /(¢ = 8/255) and {2(e = 0.5)
threat models, respectively. We can see that DiffAP sig-
nificantly outperforms the other diffusion-based purifica-
tion methods at the same denoising steps and even achieves
better performance with 10x sampling acceleration. Con-
cretely, in standard accuracy rate, unconditional DiffPure
performs better than the previous conditional method when
our method achieves a 4.69% improvement over DiffPure.
This result is 10.2% higher than the leading guided method
MimicDiffusion and almost close to the clean accuracy of
the classifier, which verifies the effectiveness of our media-
tor conditional guidance. Compared to MimicDiffusion on



Table 3. Standard accuracy and robust accuracy at acceleration (10x) and finite forward steps (100).

Method Froward Steps Denoising Steps Standard Acc  Robust Acc
DiffPure [23] 100 10 88.67 £2.32 50.78 + 2.04
GDMP [31] 1000 10 13.47 +£1.51 14.06 £ 2.07
MimicDiffusion [27] 1000 10 1191+ 095 10.94 £ 1.60
DiffAP (Ours) 1000 10 95.90 £ 1.23  92.77 £+ 2.05
DiffPure [23] 100 100 91.21 £1.00 54.10 £ 3.06
GDMP [31] 100 100 9551 £1.32 47.07+£2.22
MimicDiffusion [27] 100 100 73.63 +4.17 4336+ 1.34
DiffAP (Ours) 100 100 95.90 £ 1.24 83.01 +1.27
DiffAP (Ours) 100 10 9570 £1.29 82.03+1.12

{+ and ¢ PGD attacks, our DiffAP improves robust ac-
curacy by 9.18% and 9.38% respectively when surpassing
other methods with more than 10%. And it is worth noting
that our method has a smaller standard deviation than other
conditions methods. Thus, the results intuitively demon-
strate the robustness and stability of the proposed mediator-
guided random sampling.

Results for Asynchronous Attack. To further distinguish
the robustness of different conditional methods, the asyn-
chronous attack is implemented in the PGD /o, (e = 8/255)
attack framework and the results are presented in Table 2.
Under the specialized strong attack, the defensive perfor-
mance of conditional methods is reduced to different de-
grees. DiffAP has the least performance loss when other
conditional methods suffer tremendous performance degra-
dation and almost drop to the performance of unconditional
DiffPure. In this case, our method achieves a huge robust
accuracy advantage over other methods, which is even more
20%. And DiffAP still achieves the best performance with
10x sampling acceleration. Different from the above nor-
mal attack, this huge performance gap is mainly caused by
the difference in sampling methods, which is similar to the
trend of Sec. 4.4. The results also prove that random sam-
pling is a robust solution for adversarial purification.

Results for Acceleration and Stability. In addition,
we conduct an experiment to explore the stability of the
diffusion-based purification methods, mainly involving two
cases of acceleration and finite forward steps [18], and
the results are shown in Table 3. Intuitively, our defense
shows strong robustness higher than 80% under various
cases when other methods when other methods even ap-
pear to break down, which further verifies the stability of
our mediator-guided random sampling. From the top re-
sults of Table 3, although our accelerated DiffAP has all
achieved better results in previous results, this is not the case
for other methods. Unconditional DiffPure declines in both
standard accuracy rate and robust accuracy rate, when other
conditional guided the method directly to collapse. We ana-
lyze that this may be because the previous conditional meth-

ods can not adapt to the varying number of denoising steps
caused by, that is, they need to customize the guided con-
ditions for each denoising step. In contrast, our mediator
conditional guidance can adapt to different denoising steps
without modification, which is more stable.

Under the finite forward steps, the defensive perfor-
mance of conditional methods is reduced to different de-
grees. As shown in the bottom of Table 3, our proposed
method also outperforms all other adversarial purification
methods under finite forward steps (100) with near 30% ro-
bustness advantages. Other conditional methods even per-
form worse than the unconditional DiffPure with the same
forward steps, which further the robustness and stability of
the proposed guided random sampling.

6. Conclusion

Inspired by the DDIM sampling, we proposed an oppo-
site sampling scheme called random sampling to enhance
the robustness of diffusion-based adversarial purification.
Random sampling samples from a random rather than ad-
jacent noisy space, which brings more randomness and
achieves stronger robustness against adversarial attacks.
Correspondingly, a novel mediator guidance is presented
to guide sampling and improve the prediction consistency,
which also shows excellent stability in different Settings. To
expand awareness of guided diffusion purification, we con-
duct a detailed evaluation with different sampling methods,
which show the impressive improvement of random sam-
pling in multiple settings. Leveraging mediator-guided ran-
dom sampling, we also establish a baseline method named
DiffAP, which significantly outperforms SOTA approaches
in performance and defensive stability with 10x sampling
acceleration.

Despite the strong robustness, it is worth noting that
unconditionally guided random sampling will have uncer-
tainty, which we will explore other possibilities in further
work.
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Appendix

This document supplies more detailed derivation and exper-
imental comparisons for comprehensive instructions. This
additional content is structured as follows: Section 7 pro-
vides a detailed analysis of the previous guided method
[6, 27, 31]. Sections 8 supplemented the unconditional
comparison results of different sampling methods. Sec. 9
presents the related discussion.

7. Analysis of Different Condition Guidance

To reveal the gradient bias introduced by the previous guid-
ance method, we adopt M SE as the distance index d(x, *)
for analysis. From the view of our mediator guidance, the
x; could be decomposed into the following form:

Ty = Varxor + V1 — a2, )

T —/1—azeq(Xe,t)
Vai
€g(x¢,t). In GDMP[31], noisy godv/clean gt ¢ time is ob-
tained through one-step forward formula g(z¢|zo) [15] as

follows:

where xo; = and z; is estimated by

I;Ld'u/clean —_ \/O—Ttl,adv/clean + mz% (10)
where zo ~ N(0,1I) is a Gaussian noise different from z;.
Then the gradient-based guidance of GDMP [31] could be
calculated as follows:

th logp(xadv/clea7z|xt) _ —Rthtd (xt7 x?dv/clean)

_ *2Rt(\/67t(5(0,t o xadv/clean) + /1 — @t(zl . 2,2))7
1D
where 21 — 29 is the introduced gradient bias. When R, is a
fixed constant, the time-varying part /1 — & of coefficient
gradually increases with the increase of time ¢, the guiding
error naturally increases, which is also consistent with the
experimental results of main paper Fig. 3.
In DPS [6, 27], the gradient-based guidance is employed
to guide the update of x;_ as follows:

Tyt o1 — Vi, logp(a®/eemm ) (12)

which brings a bias when using the gradient at ¢ time to
guide the update at ¢ — 1 time and the gradient guidance is
calculated as follows:
vaft logp(xadv/clean|xt) — _Rtvxtd <)~C0,t7 xadv/clean)

—2R, (%

X
\/Et O,t
13)

Considering the reasonable guidance is supposed to be as
follows:

_ xadv/clean).

Typq = Tyq — vzt,l lng(xadU/Clea7l‘l’t,1). (14)
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Figure 7. Standard and robust accuracy rate of unconditional cases
as we change the number of defense’s forward steps.

2R¢_1Xo0,t—1
Var—1
2R:Xo,t 2R, 2Ri 1 adv/clean .
N ) +( Nen Tz . Possab%y because the
larger time ¢ is, the closer the molecule a4 is to 0 and the
greater the error in the estimation of X ¢, the DPS guidance

crashes when the time ¢ is greater than a certain value.

Thus, the introduced gradient bias is (

8. Unconditional Sampling Comparison

To comprehensively show the difference between differ-
ent sampling methods, we supplemented the results without
condition guidance as Fig. 7. The number of forward steps
varies from 10 to 200, which results in changes of total vari-
ance ranging from 0.0014 to 0.2364. The same number of
forward steps are used for both attack and defense, and we
set five denoising steps for attack and defense for all experi-
ments. Other experimental settings are the same as those in
the main paper.

Similar to the results of the robustness evaluation [18],
the standard accuracy of all sampling methods showed a
downward trend. The magnitude of the decline is pro-
portional to the randomness of the sampling method, and
DDIM exhibits the highest standard accuracy, which is yet
much lower than the performance of conditional guidance.
The robustness accuracy of all sampling methods showed a
trend of first increasing and then decreasing, with the high-
est accuracy at 160 forward steps. From the results, the
robust accuracy of random sampling increases faster with
the number of forward steps, but the final robust accuracy
is slightly lower. In contrast, the robust accuracy of DDIM
increases slowly with the number of forward steps, but the
final robust accuracy is the highest. We think the standard
accuracy of all methods is relatively high when the num-
ber of forward steps is small, and the robustness accuracy
mainly depends on the robustness of the sampling method.
When the number of forward steps is large, the decline in
standard accuracy will limit the upper limit of robust accu-
racy, resulting in stable methods eventually achieving high
robust accuracy, which is why this phenomenon occurs. It
is worth noting that the best robustness performance of un-



conditional method is also far from the condition guided
methods of main paper.

9. Discussion

As demonstrated in [8], finding the worst case is important
for defense methods. Thus, asynchronous attacks are in-
troduced to challenge existing diffusion-based purification
methods. Until now, diffusion-based adversarial purifica-
tion methods have had no negative social impact. Our pro-
posed random sampling method does not present any nega-
tive foreseeable societal consequence, either.
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