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Abstract

The security risks of AI-driven video editing have garnered
significant attention. Although recent studies indicate that
adding perturbations to images can protect them from mali-
cious edits, directly applying image-based methods to per-
turb each frame in a video becomes ineffective, as video
editing techniques leverage the consistency of inter-frame
information to restore individually perturbed content. To
address this challenge, we leverage the temporal consis-
tency of video content to propose a straightforward and effi-
cient, yet highly effective and broadly applicable approach,
Universal Video Consistency Guard (UVCG). UVCG em-
beds the content of another video(target video) within a
protected video by introducing continuous, imperceptible
perturbations which has the ability to force the encoder
of editing models to map continuous inputs to misaligned
continuous outputs, thereby inhibiting the generation of
videos consistent with the intended textual prompts. Addi-
tionally leveraging similarity in perturbations between ad-
jacent frames, we improve the computational efficiency of
perturbation generation by employing a perturbation-reuse
strategy. We applied UVCG across various versions of
Latent Diffusion Models (LDM) and assessed its effective-
ness and generalizability across multiple LDM-based edit-
ing pipelines. The results confirm the effectiveness, trans-
ferability, and efficiency of our approach in safeguarding
video content from unauthorized modifications.

1. Introduction
Generative technology has attracted considerable attention,
especially in image processing, prompting the develop-
ment of various image generation models[6][10][13][26].
Among these, Latent Diffusion Models (LDM) [26] have

recently demonstrated notable success in image editing
tasks[1][2][34]. Given LDM’s superior performance in
this domain, several studies have extended its applicability
from 2D image editing to the spatiotemporal video editing
field[4][19][31]. State-of-the-art open-source video edit-
ing models[5][12][31] now allow for the production of re-
alistic, edited videos through the input of concise textual
prompts. The emergence of advanced video editing models
has made video editing far more efficient and accessible,
which was previously a highly demanding task requiring
extensive manual effort. While this accessibility enhances
user convenience, it also amplifies significant security con-
cerns [8], including the potential misuse by malicious actors
to manipulate sensitive or harmful video content[9][32].
This could involve the fabrication of videos featuring both
public figures and private individuals or the creation of
videos intended to deceive, intimidate, or manipulate emo-
tions. Since video serves as a critical source of information,
failure to ensure its authenticity exacerbates the challenges
of verifying information reliability, posing risks to public
trust and security.

Previous research has demonstrated that introducing
carefully crafted perturbations into images can effectively
prevent malicious edits or unauthorized use for artistic style
transfer[11][35][16][17]. Similar to image generation pro-
tection, an overview of video editing protection is presented
in Figure 1. However, research focused on video protec-
tion remains limited. An intuitive approach is to adapt
image-based protection methods for videos. Unlike images,
videos inherently exhibit temporal continuity, with sequen-
tial frames combined to convey motion information. To
maintain temporal coherence in edited videos, video edit-
ing pipelines typically integrate large-scale diffusion mod-
els with specialized editing techniques. For instance, Tune-
A-Video, proposed by Wu et al. [31], extends the U-Net
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Figure 1. Overview of Framework. An attacker can modify the
content of a video according to their intent by using textual de-
scriptions and then generate malicious videos through any video
editing pipeline (top). We can immunize the video by introducing
imperceptible perturbations, thereby disrupting their ability to per-
form such edits (bottom).

architecture within LDM into 3D to ensure temporal con-
sistency in the edited content, while TokenFlow [5] lever-
ages feature propagation to maintain coherence in feature
dynamics. Independently applying image-based protection
methods to each frame of video neglects the temporal con-
tinuity between frames and the error-correction capabilities
introduced by advanced editing method. Meanwhile, this
approach results in significant computational costs. More-
over, the variety of editing method significantly complicates
efforts to safeguard video content, as it becomes difficult to
predict which specific editing method and which versions
of LDM a malicious actor might employ for unauthorized
alterations. Therefore, effective video protection must ac-
count for both the characteristics of videos, the efficiency
of the immunization process, and the generalizability of the
immunization[20][22].

In this work, we leverage the consistency of video con-
tent to propose a straightforward yet universal video editing
protection method—Universal Video Consistency Guard
(UVCG), which requires minimal GPU time to generate im-
munization while achieving superior effectiveness and gen-
eralizability. Unlike image-based methods, our approach
ensures the consistency of perturbed videos by selecting a
target video to guide the perturbation optimization, where
we employ projected gradient descent(PGD)[7][21] to solve
the optimization problem. These perturbations force the
encoder to map continuous inputs to misaligned continu-
ous outputs, preventing the editing pipeline from correcting
distortions through inter-frame consistency. Meanwhile,
as the perturbed video still preserves temporal consistency,
the immunization remains effective across various editing
pipelines built on different LDM versions. Additionally, we
observed that the perturbation between adjacent frames ex-
hibits a certain degree of similarity. Therefore, to enhance

the efficiency of our approach, we employ a perturbation-
reuse strategy to reduce the optimization time needed for
perturbation generation[18]. Given that the choice of target
video impacts the effectiveness of immunization, we sum-
marize two optimal target selection strategies based on our
experimental findings.

To evaluate the performance of our proposed solution,
we applied perturbations to videos using two different ver-
sions of LDM and evaluated the effectiveness and gener-
alizability of our immunization across various LDM-based
editing pipelines, including TokenFlow[5], Text2Video-
Zero[12], Tune-A-Video[31], and FateZero[24]. The exper-
imental results demonstrate that, regardless of whether the
same LDM version was used for both immunization and
editing, the edited videos exhibited significant distortions.
In TokenFlow, the alignment between video content and text
descriptions dropped from 0.32 to 0.28 and 0.30. Compared
to the baseline method with random noise, the similarity in
Text2Video-Zero decreased from 71.94 to 32.20 and 34.72
after immunization. Additionally, our method consumes
relatively low computational resources and achieves a pro-
tection success rate of 87% in human evaluations. These re-
sults confirm the effectiveness, generalizability and efficient
of our approach. Our work makes several key contributions:
• We propose a method to safeguard videos from malicious

editing—Universal Video Consistency Guard (UVCG).
By leveraging the temporal consistency of video content,
our approach achieves effective immunization without be-
ing affected by the complexity and variability of video
editing pipelines, while possessing generalizability across
different LDM versions.

• We employ a noise-reuse strategy to improve the effi-
ciency of the protection process and provide guidelines
for selecting target videos to enhance immunization ef-
fectiveness.

• We conducted extensive qualitative and quantitative ex-
periments, along with survey-based evaluations, to assess
UVCG. The results demonstrate the effectiveness, gen-
eralizability, and efficiency of our method in protecting
video from being maliciously edited.

2. Related work

2.1. Projection gradient descent

Projection Gradient Descent (PGD) is a widely used tech-
nique for generating adversarial examples. These attacks
involve introducing small perturbations to input data, such
as images, which remain imperceptible to human observers
but cause a trained model to produce incorrect predictions.
Let x denote the original input and y the corresponding
true label. Adversarial attacks aim to find a perturbation
δ such that the perturbed input x′ = x + δ results in the
model fθ(x′) misclassifying it, i.e., fθ(x′) ̸= y. The per-
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turbation δ is constrained to lie within an ℓp-norm ball of
radius ϵ, ensuring the perturbation is small enough to be
imperceptible:∥δ∥p ≤ ϵ. PGD improves on this process by
generating the adversarial perturbations iteratively. Start-
ing from an initial perturbation δ0, PGD updates the pertur-
bation in the direction of the gradient of the loss function
L(x,y, θ) with respect to the input:

δt+1 = δt + α · sign
(
∇xL(fθ(x+ δt),y)

)
, (1)

where α is the step size. This gradient ascent step max-
imizes the loss, thereby increasing the likelihood of the
model misclassifying the adversarial example. This itera-
tive process is repeated for steps T , yielding the final adver-
sarial perturbation δT .

2.2. Adversarial protections in image editing
While generative models for image editing have signifi-
cantly advanced creative work, they have also raised con-
cerns about potential misuse for illegal purposes. The
robust generative capabilities of Latent Diffusion Models
(LDMs) have intensified worries regarding security impli-
cations. To mitigate these risks, researchers have investi-
gated adversarial examples to protect images from unau-
thorized edits[11][27]. Notably, Photoguard[27], proposed
by Salman et al., has demonstrated remarkable effective-
ness in protecting images from malicious manipulations by
large-scale diffusion models. They introduced two strate-
gies—encoder attack and diffusion attack—disrupting the
editing process by forcing the encoder or the entire diffu-
sion process to map the input images to some misaligned
outputs[27]. Furthermore, some studies introduce pertur-
bations into specific artworks to map the artist’s style to
other artistic styles, preventing the unauthorized use of
their works for training style imitation models[16][17][28].
However, protections specific to video editing remain lim-
ited. Therefore, in the context of LDMs, we leverage the
consistency of video content to propose a straightforward
yet universal video editing protection method.

3. Method
In this section, we introduce the threat model and elaborate
on the design concept and detailed implementation of the
Universal Video Consistency Guard (UVCG). Additionally,
we provide recommendations for selecting an appropriate
target video for immunizing the video.

3.1. Threat model
Attacker Capabilities and Intentions. Attackers can ac-
cess pre-trained open-source models from public platform
and select various editing pipelines based on their objec-
tives. As models and editing techniques continue to ad-
vance, the resulting modifications become increasingly in-
distinguishable from authentic content. By exploiting the

latest models and tools, attackers can maliciously alter
videos, creating significant challenges for video protection.
Defender Capabilities and Intentions. Defenders also
have access to open-source models available on public plat-
forms, but they lack insight into the models versions and
editing techniques employed by attackers. To maintain ef-
fective video protection, defenders must ensure that their
methods are resilient over time and robust against various
model versions and editing pipelines.

3.2. Universal video consistency guard

In the LDM model, for computational efficiency, an im-
age x is transformed into a latent representation z, which is
then used to generate a new image( further details on LDM,
refer to Appendix 7). Thus, the most straightforward ap-
proach is to modify these latent representation so that the
model operates on the altered representation z′. In previ-
ous work, PRIME[14] apply the image protection methods
to each frame of the video and selects different target im-
ages for consecutive frames, resulting in inconsistent fea-
tures between frames. However, When editing a specific
video frame, the editing pipeline often applies global or lo-
cal constraints to regulate the content, providing the model
with ”correction” capabilities. PRIME’s disruption of video
content consistency could be ”corrected” by the global con-
straints within the editing pipeline.

A more effective approach is to align the video with an-
other continuous feature space. The key distinction between
video editing and image editing lies in the need for video
editing to capture not only the features of individual frames
but also how these features evolve within the latent space
(as indicated by the solid arrows in right-side of Figure 2).
To prevent the model from correcting the alterations while
compelling it to learn incorrect feature transitions, we in-
troduce perturbations into video frames to map the origi-
nal latent representations to another set of representations
with consistent content. Left-side of Figure 2 provides a
schematic overview of our method. Specifically, we select
a different video as the target and use the latent represen-
tations of the consecutive frames from this target video to
guide the perturbation calculation. This method perturbs
the original video’s latent features to align with those of the
target video(alignment process see in Figure 2), leading the
editing pipeline recognizing a set of continuous but ”incor-
rect” features.

Given a video V = [x1,x2, . . . ,xn] to be protected,
a target video V̂ = [x̂1, x̂2, . . . , x̂m] is selected. Each
frame of the target video is encoded into a latent vector
representation ẑi using the encoder E resulting in a se-
quence of latent representations with consistent content:
Ẑ = [ẑ1, ẑ2, . . . , ẑm]. If the number of latent representa-
tions m in the target video is less than the number of frames
in the protected video, the sequence Ẑ will be reused. To
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Figure 2. Right: Overview of UVCG. When applying UVCG, our goal is to map the continuous representations of original video to the
continuous representations of target video. Left: Feature Transfer. The top represents the feature space of the target video, while the
bottom represents the feature space of the original video. By adding continuous perturbations, we guide the feature space of the original
video towards that of the target video (indicated by the dashed line in the figure).

force the encoder to map continuous inputs to misaligned
continuous outputs, we formulate the following optimiza-
tion problem for each frame xi:

minimize ∥E(xi + δi)− ẑi∥22 , s.t. ∥δi∥∞ ≤ ϵ (2)

where ϵ is the range of the perturbation values. In our ex-
periments, we use PGD to obtain an approximate solution
for the perturbation in this optimization problem. Specifi-
cally, we use Equation 2 as the loss function of Equation 1
and fix the number of PGD iterations to T for each frame.
Finally we get a small imperceptible pertubation δTi , which
is applied to the i-th frame xi of the video. After perturba-
tions are added to all frames, the resulting immunized video
closely aligns with the target video within the latent feature
space. Specifically, the consecutive frames of the immu-
nized video are mapped sequentially onto the latent repre-
sentation sequence Ẑ of the target video. Additionally, we
observed that the added perturbations exhibit a certain de-
gree of similarity across frames. To enhance the efficiency
of immunization, we employ a perturbation reuse strategy,
the initial perturbation δ0i initialized according to the fol-
lowing equation:

δ0i =

{
δunif i = 0

δTi−1 i = 1, 2, . . . ,m
(3)

where δunif ∼ U(−ϵ, ϵ). The optimized perturbation from
the previous frame δTi−1 serves as the initial perturbation for
the next frame i. This approach accelerates the convergence
of the optimization. The complete procedure for adding per-
turbations to the video is summarized in Algorithm 1.

Algorithm 1 Universal Video Consistency Guard

1: Input: Video V = [x1,x2, . . . ,xn], Target Video V̂ =
[x̂1, x̂2, . . . , x̂m], model E , perturbation budget ϵ, step
size k, number of PGD steps T .

2: V ′ ← [ ]
3: for i = 1 . . . n do
4: if i > 0 then
5: δ0i ← δTi−1

6: else
7: δ0i ← δrand
8: end if
9: Obtain target latent representation ẑi ← E(x̂i)

10: for t = 0 . . . T do
11: x′

i = xi + δti
12: Update δti = clip(δti + α · sign [∇xL(E(x′

i), ẑi)])
13: end for
14: Append x′

i = xi + δTi to V ′

15: end for
16: Return: V ′

3.3. Target video selection recommendations
As demonstrated in Equation 1, we introduce the target
video Ẑ-sequence as guiding variable for optimizing per-
turbations. Our observations suggest that the effectiveness
of video protection is influenced by the choice of the target
video. Selecting an appropriate target video can not only en-
hance the effectiveness of the immunity but also enhances
its transferability across different editing models.

Through experimentation, we recommend two strategies
for selecting target videos that provide optimal protection.
In image-based tasks, semantically similar images tend to
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cluster closely in feature space, and this principle applies
equally to videos. Therefore, when the primary content of
the target video falls within the same category as that of the
protected video, it becomes easier to mislead the model’s
recognition process, thereby enhancing the protective effect
(see Figure 9 - Figure 15 in Appendix 8).

The second strategy focuses on selecting videos with
simple content and prominent subjects as target videos. Our
experiments demonstrate that videos with clear focal ele-
ments and minimal complexity also provide robust protec-
tion (see Figure 3, and the right-side of Figure 7, the left-
side of Figure 8 in Appendix 8).

4. Experiment

4.1. Experimental settings
Dataset. We selected 40 representative videos from
the DAVIS[23] dataset, each with a spatial resolution of
512×512 pixels, and consisting of 8 to 70 frames. Auto-
matic captions for the videos were generated using BLIP-2
[15]. Additionally, 80 editing prompts were designed for
each editing model, tailored to their respective strengths in
different editing types. These prompts encompass object
editing, background modification, and style transformation.
Immune Settings. We assume that the attacker’s editing
pipeline generates high-quality, realistic videos using either
the LDM model or a fine-tuned version of it. Regarding the
editing pipeline parameters, they are adjusted based on the
editing performance on the original video at first, and the
same hyperparameters are then used for editing the immu-
nized video. Moreover, we assume that the defender has
no prior knowledge of the model version used by the at-
tacker. Therefore, we implement our immunity approach
using publicly available open-source models. Specifically,
we utilize the two most popular open-source models: Sta-
ble Diffusion v1-4 and Stable Diffusion v2-1. Regarding
the parameter choices for the PGD attack, the l∞ norm is
employed to constrain the perturbation magnitude ϵ within
15/255. The optimization process involves 200 steps with a
step size of 2/255.

4.2. Qualitative results.
Protection Effectiveness. We consider the protection suc-
cessful under the following two scenarios. First, from the
perspective of distinguishing the video as either genuine
or generated, the protection is deemed effective if viewers
can easily recognize the video as being artificially gener-
ated with minimal cognitive effort. Second, the protection
is considered successful if the video lacks distinctive fea-
tures aligned with the given editing prompts.

We first verify that the models are capable of generating
videos that align with text commands. For style transfer,
given a video of a woman running and the editing prompt

”A Pixar animation”. As expected, TokenFlow [5] success-
fully generated a video that matches the description(see Fig-
ure 3, second row on the left). For object editing, when pro-
vided with a video of a swan swimming by a river and the
editing prompt, ”replace swan with mallard,” Text2Video-
Zero [12] also accurately performed the requested edit (see
Figure 4, second row on the left). Further examples of video
editing can be found in the Appendix 8.

Secondly, we evaluate the performance of the protection
method. When the models attempt to edit the immunized
video, as discussed in Section 3.2, they fail to capture the
correct video features and instead learn the erroneous ones
introduced by our perturbations. As various editing out-
comes of TokenFlow show in Figure 3, after applying our
method to immunize the video, each frame of the generated
video appear floor-like features in the lower half, a char-
acteristic inherited from the target video we selected. Fur-
thermore, due to the inclusion of other latent features, the
expressions of the characters in the edited video appear dis-
torted. In the right-side video, where the original left-side
video is used as the target, following our target selection
recommendations: the original left-side video has simple
content and a clear focal point, serves as an ideal choice
for the target. TokenFlow[5] fails to alter the structure of
the bread, and each frame of the video shows a noisy shape
resembling a woman in the foreground. Figure 4 display
the editing results on Text2Video-Zero[12]. In the left-side
video, a target video of a walking camel was selected, re-
sulting in a noticeable camel artifact appearing throughout
the edited video. The same protective effect can also be ob-
served in the right-side video. The effectiveness of video
protection across other editing pipelines is shown in Ap-
pendix 8.

Generalization of Immunization. From a defensive per-
spective, the transferability of immunization is crucial.
With numerous video editing pipeline and LDM verisons
available, tailoring defense mechanisms to each specific
editing pipeline would would not achieve truly effective
defense. Therefore, immunization methods must demon-
strate a certain degree of generalization. Figures 3 and 4
present the visual editing results of videos protected with
different LDM versions across various editing pipelines.
We could observe that when the base model used by the
attacker matches the one employed for video immuniza-
tion, the protective visual effect is more pronounced. Fur-
thermore, even if the attacker’s model differs from the one
used during immunization, our protection remains effective.
This demonstrates that our immunization approach exhibits
strong transferability across different versions of LDMs and
various editing pipelines.
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Figure 3. Protection Effectiveness on Tokenflow. The base model used for editing the video on the left is SD-v2.1, while the one used
for the right-side video is SD-v1.5. First row: The original video. Second row: The target video. Third row: The immunized video. Fourth
row: editing results without immunization. Fifth row: Editing results after applying UVCG with SD-v1.4 as the protection model. Sixth
row: Editing results after UVCG using SD-v2.1 as the protection model.

4.3. Quantitative results
We introduces uniform random noise as the baseline for
comparison with our proposed immunity method, main-
taining the same perturbation intensity as our approach.
We use evaluation metrics commonly employed in video
editing models[5][12][31]-prompt consistency and frame
consistency—to assess video editing quality. Leveraging
CLIP[25], we compute visual embeddings for each frame
of the output videos and measure both the average cosine
similarity between consecutive frame pairs and the over-
all alignment between video content and editing prompts.
Additionally, to quantify differences between protected and
non-protected videos, we apply standard image similarity
metrics, including SSIM[30], PSNR, and LPIPS[33], aver-
aging these scores across all frame pairs for video pairs.
We also compute the VMAF[29] score, a metric specifi-
cally developed for evaluating video quality. Finally, we
assess the resource consumption involved in the immuniza-

tion process.
Consistency scores. We report Consistency scores in Ta-
ble 1. The results indicate that applying random noise of-
fers minimal protection, as the generated/edited videos are
nearly identical to those produced without any immunity.
In contrast, our proposed immunity method introduces ad-
ditional features that disrupt the ability of editing models to
recognize key video content characteristics, thereby reduc-
ing the alignment between the generated content and the
editing descriptions. Additionally, using SD-v1.4 or SD-
v2.1 as immunity models significantly decreases the align-
ment between the video content and the textual prompts
demonstrating the robust generalizability of our method
across different model versions.
Similarity scores. The similarity scores are summarized in
Table 1. The results indicate that, compared to the random
noise method, our immunity method produces edits that dif-
fer significantly from those generated without immunity.
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Figure 4. Protection Effectiveness on Text2Video-zero. The base model employed for editing in Text2Video-zero is Instruct-pix2pix[3].
First row: The original video. Second row: The target video. Third row: The immunized video. Fourth row: editing results without
immunization. Fifth row: Editing results after applying UVCG with SD-v1.4 as the protection model. Sixth row: Editing results after
UVCG using SD-v2.1 as the protection model.

Furthermore, regardless of which open-source model is em-
ployed for protection, the similarity between the immune-
generated edits and the non-immune edits remains consis-
tently low, further validating the robust generalizability of
our method.

Resource Consumption. While ensuring effective video
protection, it is equally important to account for the
method’s resource consumption. PRIME[14] incorporates
two strategies—fast convergence searching and early-stage
stopping—to reduce GPU time usage. Figure 5 compares
the GPU runtime required by various immunization meth-
ods to protect a 40-frame video. UVCG requires only 8.3%
of Photoguard’s GPU runtime, achieving the same level of
efficiency as PRIME, which employs two resource-saving
strategies. Additionally, UVCG requires 17 GB of GPU
memory, making it suitable for consumer-grade GPUs, such
as the RTX 3090.

Figure 5. GPU time consumption. Protecting a frame video on
an NVIDIA RTX A6000 takes 20,500 seconds with Photoguard,
1,700 seconds with PRIME[14], and 2,100 seconds with UVCG.
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Editing pipeline Immunization method Consistency score Similarity score

Prompt consistency Frame consistency SSIM↑ PSNR↑ LPIPS↓ VMAF↑

Tokenflow

No immunization 0.3231 0.9656 \ \ \ \
Random noise immunization 0.3176 0.9578 0.6376 22.72 0.3375 53.87

UVCG (SD-v2.1) 0.2887 0.9492 0.5118 19.58 0.4768 27.78
UVCG (SD-v1.4) 0.3048 0.9517 0.5747 21.15 0.4071 31.03

Text2Video-Zero

No immunization 0.3224 0.9471 \ \ \ \
Random noise immunization 0.3180 0.9451 0.7870 24.57 0.2394 71.94

UVCG (SD-v2.1) 0.3019 0.9326 0.5322 18.61 0.4717 32.20
UVCG (SD-v1.4) 0.3027 0.9309 0.5464 19.02 0.4522 34.72

Table 1. Quantitative comparison of consistency and similarity scores for Tokenflow and Text2Video-zero under different immunization
methods.Consistency scores evaluate the coherence between adjacent frames within a video and the alignment between the video content
and the textual description; Similarity scores measure the similarity between the edits of immune and non-immune videos. The arrows
next to the metrics indicate an increase in video similarity. A lower similarity score suggests greater differences between the edits of the
immune video and the original non-immune edited video.

4.4. User study

Method Video Quality Immunization Success Rate

No immunization 4.12 \
Random noise immunization 3.95 0.09
UVCG 2.31 0.87

Table 2. User study results. Comparison of video quality and
immunization success rate under different methods.

To further validate the effectiveness of UVCG, we con-
ducted a user study. We selected four editing pipelines,
each with five videos for editing. For each video, we pro-
vided three versions: the normally edited video, the video
edited after baseline immunity, and the video edited after
UVCG. Participants were asked to evaluate the videos based
on three criteria: alignment with the textual description, nat-
uralness, and inter-frame consistency, rating each video on
a scale from 1 to 5, where 5 represents the highest qual-
ity. Additionally, participants indicated whether they found
the two immunity methods effective or not. We collected
15 valid responses. The average evaluation results are pre-
sented in Table 2. The following conclusions can be drawn
from the results: 1)Existing editing pipelines can generate
high-quality edited videos. 2)Random noise-based meth-
ods are ineffective in protecting videos. 3)UVCG signifi-
cantly degrades video quality, providing robust protection.
Specifically, the average video quality score dropped from
4.12 to 2.31 after applying UVCG, with an 87% success rate
in achieving immunity, confirming the effectiveness of the
proposed method.

5. Limitation
UVCG faces inherent challenges in targeted defense. Its
protective effect may be less pronounced when simple edits
are applied to videos with complex content. For example, if

a video contains diverse elements such as animals, people,
and landscapes, and the attacker performs straightforward
semantic changes (e.g., day-to-night conversion), the pro-
tection may diminish (see Figure 6 in Appendix). Nonethe-
less, it is important to note that such modifications can still
be executed efficiently and at low cost using conventional
video tuning tools, even without the use of AI-based editing
models.

6. Conclusion
In this paper, we introduce a novel and generalizable
method for safeguarding videos from malicious edit-
ing, called Universal Video Consistency Guard (UVCG).
UVCG leverages the characteristics of video content
by introducing continuous, imperceptible perturbations
to ”immunize” the video. The immunization disrupts
editing process by forcing the encoder to map con-
tinuous inputs of protected video to misaligned con-
tinuous outputs. Extensive experiments have demon-
strated the significant effectiveness, generalizability and
efficiency of our method in safeguarding video con-
tent.
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7. Latent Diffusion Model
Latent Diffusion Models (LDMs)[26] represent a novel
class of generative models that integrate the principles
of diffusion processes[10] and variational autoencoders
(VAEs)[13]. Unlike traditional diffusion models that oper-
ate directly on high-dimensional data, LDMs map data into
a lower-dimensional latent space where the diffusion pro-
cess unfolds, significantly reducing the computational com-
plexity while preserving the expressive power of the model.

Given a data distribution x ∼ p(x), LDMs encode the
data into a latent representation z ∈ Rd using an encoder
E , where z = E(x). The latent space preserves essen-
tial characteristics of x while reduces dimensionality, such
that d ≪ dim(x). The latent representation then under-
goes a diffusion process, during which noise is incremen-
tally added to z over time, resulting in a noise distribution
p(zT ). The forward diffusion process can be described as:

zt+1 =
√
αtzt +

√
1− αtϵt, ϵt ∼ N (0, I),

where t represents the inversion step, and αt controls the
noise injection rate. The model learns to reverse this pro-
cess by progressively denoising the latent variables using a
trained neural network fθ, such that:

z̃t = fθ(zt+1, t).

After reversing the diffusion, the denoised latent variable
z̃0 is decoded back into the data space via a decoder D,
reconstructing the sample x̃ = D(z̃0).

LDMs also support conditional generation, allowing the
sampling process to be guided by external conditions (e.g.,
images or natural language). This is achieved by combin-
ing the latent representation zT , obtained during the diffu-
sion process, with the embedding of condition. The denois-
ing network fθ processes the combined representation for
T steps, producing a modified latent variable z̃, which is
then passed through the decoder D to generate a new out-
put, similar to the unconditional case.

8. Additional Results
Figure 7 and figure 8 showcase examples of video protec-
tion results using our method on Tune-A-Video. Figure 9,
figure 10 and figure 11 showcase video protection results
using our method on Fatezero. Figure 12 adn figure 13
provides additional examples of video protection results us-
ing our method on Tokenflow. Figure 14 and 15 provides
additional examples of video protection results using our
method on Text2Video.
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a woman in a wheelchair with a dog on the sidewalk at night

Figure 6. The protection effectiveness of UVCG on simple editing semantics (e.g., transitioning from day to night, which corresponds to
reducing the brightness of the video).
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Figure 7. Protection Effectiveness on Tune-A-Video[31]. The base model employed for editing in Text2Video-zero is Stable Diffusion-
v1.4. First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing
results after applying UVCG with SD-v2.1 as the protection model.
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Figure 8. Protection Effectiveness on Tune-A-Video[31]. The base model employed for editing in Text2Video-zero is Stable Diffusion-
v1.4. First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing
results after applying UVCG with SD-v2.1 as the protection model.
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Figure 9. Protection Effectiveness on Fatezero[24]. The base model employed for editing in Text2Video-zero is Stable Diffusion-v1.4.
First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing results
after applying UVCG with SD-v2.1 as the protection model.
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Figure 10. Protection Effectiveness on Fatezero[24]. The base model employed for editing in Text2Video-zero is Stable Diffusion-v1.4.
First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing results
after applying UVCG with SD-v2.1 as the protection model.
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Figure 11. Protection Effectiveness on Fatezero[24]. The base model employed for editing in Text2Video-zero is Stable Diffusion-v1.4.
First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing results
after applying UVCG with SD-v2.1 as the protection model.
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Figure 12. Protection Effectiveness on Tokenflow[5]. The base model employed for editing in Text2Video-zero is Stable Diffusion-v2.1.
First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing results
after applying UVCG with SD-v1.4 as the protection model.
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Figure 13. Protection Effectiveness on Tokenflow[5]. The base model employed for editing in Text2Video-zero is Stable Diffusion-v2.1.
First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row: editing results
after applying UVCG with SD-v1.4 as the protection model.
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replace mallard with swan
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make it Van Gogh Starry Night style

Figure 14. Protection Effectiveness on Text2Video-zero[12]. The base model employed for editing in Text2Video-zero is Instruct-
pix2pix[3]. First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row:
editing results after applying UVCG with SD-v1.4 as the protection model.
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Figure 15. Protection Effectiveness on Text2Video-zero[12]. The base model employed for editing in Text2Video-zero is Instruct-
pix2pix[3]. First row: the original video. Second row: the target video. Third row: editing results without immunization. Fourth row:
editing results after applying UVCG with SD-v1.4 as the protection model.

6


	Introduction
	Related work
	Projection gradient descent
	Adversarial protections in image editing

	Method
	Threat model
	Universal video consistency guard
	Target video selection recommendations

	Experiment
	Experimental settings
	Qualitative results.
	Quantitative results
	User study

	Limitation
	Conclusion
	Latent Diffusion Model
	Additional Results

