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Abstract
Battery-powered embedded systems (BESs), such as laptops,
smartphones, e-scooters, and drones, have become ubiquitous.
Their internals (hardware and firmware) include a battery
management system (BMS), a radio interface, and a motor
controller. Despite their associated risk, there is little research
on BES internal attack surfaces. For example, what can be
accomplished by a (remote) attacker with access to a BMS
needs to be clarified. This lack of understanding is primarily
due to the challenges of analyzing internal attack surfaces, as
these components are vendor-specific, proprietary, and undoc-
umented.

To fill this gap, we present the first security and privacy
assessment of e-scooters internals. We cover Xiaomi M365
(2016) and ES3 (2023) e-scooters and their interactions with
Mi Home (their companion app). We extensively reverse-
engineer (RE) their internals and uncover four critical design
vulnerabilities, including a remote code execution issue with
their BMS. Based on our RE findings, we develop E-Trojans,
four novel attacks targeting BES internals. The attacks can
be conducted remotely (via a malicious app) or in wireless
proximity (using a BLE device). They have a critical and
widespread real-world impact as they violate the Xiaomi e-
scooter ecosystem’s safety, security, availability, and privacy.
For instance, one attack allows the extortion of money from a
victim via a BMS undervoltage battery ransomware. A second
one enables user tracking by fingerprinting the BES internals.
With extra RE efforts, the attacks can be ported to other BES
featuring similar vulnerabilities.

We implement our attacks and RE findings in E-Trojans,
a modular and low-cost toolkit to test BES internals. Our
toolkit binary patches BMS firmware by adding malicious
capabilities, such as disabling firmware updates, controlling
internal buses, and turning off safety thresholds. It also im-
plements our undervoltage battery ransomware in an Android
app with a working backend. We successfully test our four
attacks on M365 and ES3, empirically confirming their ef-
fectiveness and practicality. For example, our undervoltage
battery ransomware deteriorates the M365 battery’s auton-

omy by 50% in three hours, and our user tracking generates
a persistent fingerprint to track the user over BLE while also
leaking sensitive data about the e-scooter. We propose four
practical countermeasures to fix our attacks and improve the
Xiaomi e-scooter ecosystem security and privacy.

1 Introduction

Battery-powered embedded systems (BESs) are an integral
part of our society. They include electric cars, e-scooters,
e-bikes, drones, smartphones, and laptops. Electric vehicles
alone have a market size of USD 422.8 billion [62]. Mean-
while, e-scooters have a market of USD 37 billion and an
estimated annual growth of 10% [47,48]. These devices carry
sensitive data and, if misused, can cause security, privacy, and
safety issues. Thus, protecting BES against vulnerabilities
and attacks is crucial. For instance, a recent attack on pagers
leveraged compromised internal components to detonate ex-
plosives concealed within their batteries [15].

Real-world BESs have complex and proprietary internals,
including hardware and firmware components. The internal
typically consists of a microcontroller, running closed-source
firmware, a rechargeable battery, and an electric motor. More-
over, they include a wireless communication interface such as
Bluetooth Low Energy (BLE), and internal buses including
Universal Asynchronous Receiver-Transmitter (UART) and
Inter-Integrated Circuit (I2C). BESs are operated by users
and can be controlled using a smart device, e.g., an e-scooter
is driven by the user and controlled via a mobile companion
app.

BES internals are an attractive attack surface that received
limited attention from the research community. In automo-
tive research, there are papers about the security of externally
reachable electric control units (ECUs) [13] and controller
area network (CAN) buses [30]. Internal attack surfaces have
been explored in works such as [72], implementing authen-
tication and encrypted communication on automotive bus
systems.

Another popular class of BES is e-scooters. Most research
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on them focused on external attack surfaces, including pro-
prietary protocols over BLE [12] or studying the privacy
of e-scooter rental mobile apps [68]. Drone literature high-
lighted issues in physical layer [34] and communication proto-
cols [9,51], issues involving, among others, firmware updates
and image transfer. Hence, the security of BES internals needs
more research (refer to Section 2.1 for an extended motiva-
tion).

We fill this gap by presenting the first security and privacy
assessment of the internal attack surface of e-scooters. We
focus on e-scooters from Xiaomi and Segway-Ninebot [19],
two market leaders. Xiaomi has released seven e-scooters in
the last seven years: M365, Pro, Pro 2, 1S, Essential, Mi 3
(ES3), and Mi 4. We target the M365 and Mi 3 (ES3) models,
as they cover two e-scooter generations (2016 – 2024) and
are used daily by millions of people [60]. These users include
people owning private e-scooters and those using rented Xi-
aomi e-scooters from services like Bird and Lime [6,70]. Our
analysis also covers Mi Home, the Xiaomi e-scooter compan-
ion app available for Android [4] and iOS [5]. We uncover
four design vulnerabilities by reverse-engineering (RE) the
M365 and ES3 internals. The vulnerabilities include unsigned
and unencrypted BMS (V1, V2) and unencrypted and unau-
thenticated UART/I2C communication (V3, V4). Being de-
sign flaws, they are effective on any Xiaomi M365 or Mi
3 e-scooters and possibly other Xiaomi e-scooters. We also
report novel RE findings, including the e-scooters’ hardware
block diagram, firmware protections, and battery management
details.

We propose E-Trojans, four novel attacks on BES internals,
compromising the safety, security, privacy, and availability
of the Xiaomi e-scooter ecosystem. The attacks exploit the
vulnerabilities we found to achieve malicious goals, including
(remote) code execution on the BMS. Among the attacks, we
present the first BES battery ransomware. The attack remotely
infects the BMS and progressively and irreversibly destroys
the e-scooter’s battery via undervoltage until the victim pays
a ransom. We also showcase a novel tracking attack that lever-
ages immutable hardware identifiers within the e-scooter’s
internals to track its driver.

The E-Trojans attacks are conducted remotely via a mali-
cious app installed on the victim’s phone, or in wireless range
of the e-scooter via a BLE device. We note that the attacks
can be conducted on any BES device affected by similar vul-
nerabilities that we found on the Xiaomi e-scooters, like an
EV, a drone, a smartphone, or a laptop.

We present E-Trojans, a toolkit implementing our attacks
and RE findings with open-source software and cheap hard-
ware. The toolkit contains a binary patcher to transform
a stock battery controller firmware into a malicious one.
The patcher includes ten capabilities, such as turning OFF
firmware updates and safety-critical voltage protections. Our
toolkit targets STM8 chips but can be extended to other ones,
including the STM32 [65] family with low engineering ef-

fort. We release the undervoltage battery ransomware proof
of concept, including a modified e-scooter firmware, an An-
droid ransom payment app, and a Django/MongoDB backend
managing the payment.

We successfully tested the E-Trojans attacks in a realistic
but controlled scenario against up-to-date M365 and ES3 e-
scooters and report our experimental results. For instance, we
were able to degrade the M365 battery’s autonomy by 50% in
three hours using the undervoltage battery ransomware PoC
and track a user via unique e-scooter fingerprints broadcast
over BLE.

To fix the presented vulnerabilities and attacks, we pro-
pose four countermeasures (C1–C4). Our fixes add confi-
dentiality and integrity guarantees for the battery controller
firmware and protect the internal UART bus against spoofing
and DoS. Moreover, they are backward-compliant with the
Xiaomi ecosystem, as they reuse crypto primitives already
supported, and low-cost because they add minimal overhead.

We summarize our contributions as follows:

• We present a security and privacy analysis of Xiaomi
e-scooters internals. We RE Xiaomi M365 and ES3 e-
scooters internals and uncover four critical design vulner-
abilities, including unsigned battery controller firmware
enabling (remote) exploitation of millions of Xiaomi
e-scooters.

• We develop E-Trojans, four novel attacks that can be
deployed remotely or in proximity. The attacks include
battery ransomware via undervoltage and user tracking
via e-scooter internals.

• We release a toolkit implementing our attacks with open-
source software and cheap hardware. The toolkit is us-
able to further RE the proprietary Xiaomi e-scooter
ecosystem and to target other BESs.

• We empirically confirm that our four attacks are practical
and stealthy by conducting them on M365 and ES3. We
propose four effective and legacy-compliant countermea-
sures to fix the found vulnerabilities and attacks.

Disclosure, availability, and ethics. In November 2023,
we responsibly disclosed our findings and PoCs to Xi-
aomi [75]. Xiaomi acknowledged the report and closed it
as informative in March 2024. In April 2024, we contacted
ST Microelectronics (ST) and Texas Instruments (TI), the
manufacturers of the battery management chips we attacked.
ST responded that our attacks do not raise any security con-
cerns as they are physical. We disagree with their assessment
as we conduct our attacks in wireless proximity or even re-
motely. TI has not responded. We provide our toolkit and at-
tack demos at https://github.com/Skiti/Etrojans. We
ethically conducted our experiments: we tested our e-scooters
and smartphones in a laboratory, and minimized safety risks
during the undervoltage and overvoltage experiments.
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2 Motivation and Threat Model

In this section, we motivate our work and present our threat
model.

2.1 Motivation
BESs represent a diverse range of devices such as EVs, e-
scooters, smartphones, drones, and laptops. They have a com-
plex internal architecture that includes several subsystems,
such as radio, motor, and battery management, and compo-
nents, such as communication buses and battery monitors.

Vulnerabilities and attacks on BES internals have received
limited attention from researchers. Prior works explored a
rogue firmware update through physical access on a Tesla
BMS [29] or discussed theoretical vulnerabilities in Mac-
Book laptop batteries [38]. Compromising these devices can
pose severe safety risks to users, such as destroying the bat-
tery or triggering fire hazards. It also endangers security by
enabling DoS, firmware integrity, and spoofing attacks. Since
BESs often collect sensitive data, including user identity and
location, vulnerable devices could result in privacy leaks.

This work focuses on e-scooters, a pervasive class of BES.
No prior study analyzed their internal attacks surface, while
only a few looked at external threats. The researchers in [12]
reverse-engineered and compromised the BLE proprietary
communication protocols used by Xiaomi e-scooters and Mi
Home. E-scooter’s security threats, such as DoS, physical
attacks, and firmware vulnerabilities, have been highlighted
by [28]. The authors of [10] performed a threat analysis on
the Xiaomi M365 and reproduce known attacks on its authen-
tication. Privacy issues have also been found in e-scooters’
apps [68] that shared user identity, location, and phone data
with the manufacturer and third parties. Hence, further re-
search is needed on the internal attack surface of an e-scooter,
including its BMS and internal buses.

2.2 Threat Model
System Model. Our system model follows the block diagram
in Figure 1. It includes a user who owns a Xiaomi e-scooter
(BES) and a smartphone running Mi Home for Android or
iOS. They paired Mi Home with the e-scooter and locked
it with a password. The user runs the latest version of the
BTS, DRV, BCTRL firmware, and Mi Home and charges the
e-scooter with the original Xiaomi charger.

Attacker Models. We focus on protocol-level attacks and
consider two related attacker models: (i) proximity-based at-
tacker who interacts with the e-scooter wirelessly over BLE
(e.g., using a laptop in the BLE range with the e-scooter); (ii)
remote attacker who installs a rogue malicious app on the
victim’s smartphone and exploits the e-scooter remotely via
said app. Attacks at the implementation-level, including side
channel and fault injection, are out of scope.

BLE
BTS Board

Remote 
Attacker

DRV Board

BMS Board

UART

BES

Batt Charger

BMON

I2C

BCTRL

Proximity 
Attacker

UARTUART BLE

V3 V4

V1
V2

Figure 1: E-scooter block diagram and attacker models. The
green rectangle shows the e-scooter (BES) internals, such as
the BMS, DRV, BTS, and UART communication bus. The
blue rectangle (BMS) shows the components of the BMS
board, i.e., a BCTRL and a BMON connected via I2C. We
consider a proximity-based adversary in the BLE range of the
e-scooter and a remote adversary who installed a rogue app
on the victim’s smartphone.

Attacker Goals. The attacker wants to violate the safety,
security, privacy, and availability of the e-scooter by exploit-
ing V1, V2, V3, and V4 (i.e., architectural vulnerabilities we
found in the internals). For instance, the adversary could try
to extort money from the e-scooter driver via ransomware or
follow their movements via a tracking attack. These two goals
are novel in the domain of e-scooters, leading to large-scale
and critical impacts as they target the entire Xiaomi e-scooter
ecosystem, affecting millions of users and devices.

Attacker Capabilities. The attacker’s knowledge covers
the known details (Section 3.1) and the uncovered details
and vulnerabilities (Sections 3.2 and 3.3). The attacker can
reuse findings and tools from prior works [12, 39, 56]. For
example, they can authenticate to e-scooters via BLE using
the E-Spoofer toolkit [11]. The attacker cannot physically
access the victim’s e-scooter, charger, and smartphone.

3 Xiaomi E-Scooters RE and Vulnerabilities

We present prior and new details about Xiaomi e-scooter inter-
nals found via RE. Then, we describe the four vulnerabilities
we uncovered.

3.1 Available RE Information

E-scooter block diagram. As shown in Figure 1, a Xiaomi e-
scooter is composed of three undocumented and closed-source
systems: Bluetooth Low Energy (BTS), Driving (DRV), and
Battery Management (BMS). BTS provides low-power and
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Figure 2: Disassembled M365 (left) and ES3 (right). We
color-coded the boxes to visualize the DRV (orange), the
BMS (blue), and the soldered ST-Link wires (fuchsia).

reliable wireless communication, DRV controls the electric
motor, and BMS manages the battery. Each system has a dedi-
cated System-On-Chip (SoC) running closed-source firmware.
The systems communicate using a proprietary protocol over
a Universal Asynchronous Receiver-Transmitter (UART) bus.
UART provides a serial, asynchronous, and full-duplex digital
communication channel with Tx and Rx wires.

Mi Home app. The user interacts with a Xiaomi e-scooter
via the Mi Home application for Android [4] or iOS [5]. The
e-scooter and the app communicate over BLE using a custom
application-layer protocol studied in [12]. They discover each
other using BLE scanning and advertising. To connect and
communicate with the e-scooter, the user logs in with their
Xiaomi account on Mi Home and pair the app and the e-
scooter.

Then, the paired devices connect whenever they are in the
BLE range without requiring user interaction. Mi Home offers
valuable features for controlling the e-scooter. For example,
it allows to set a password to lock the e-scooter, perform over-
the-air (OTA) firmware updates, and monitor the e-scooter’s
battery status.

E-scooter internals. There is limited information about
Xiaomi e-scooters’ internals. In [12], the authors focus on
external communications with Mi Home and do not discuss
internal components. Research on the Xiaomi 1S e-scooter re-
ports that Xiaomi encrypts the BTS, DRV, and BMS firmware
binaries using TEA with an encryption key that has been
leaked. These binaries are also signed with ECDSA [8, 39]
and contain a certificate chain with a public key for signature
verification.

The BTS collects new firmware from Mi Home. When
needed, it decrypts, verifies, and distributes them to the DRV
and the BMS via the internal bus. The developers of the
ScooterHacking Utility Android app [56, 59] reversed a Xi-
aomi firmware update protocol to enable flashing a modded
DRV firmware on e-scooters running an old BTS version.
However, there is no information about recent BTS, DRV, and
BMS firmware or internal communication protocols.

Figure 3: The BCTRL STM8 SoC (green) and BMON
BQ73960 SoC (teal) found on opposite sides of the M365
BMON.

3.2 New RE Information

Starting from the details presented in Section 3.1, we RE
the internals of the M365 [52] and Mi 3 (ES3) [53] Xiaomi
e-scooters. Next, we summarize our findings.

E-scooter internals. We disassembled the M365 and ES3
to identify their SoCs and internal connections. As shown in
Figure 2, we tore the lower deck of the e-scooter to access
the DRV, BMS, and battery pack. We unscrewed the deck,
removed the plastic wrapping and the protective polystyrene
from the battery, and pulled out the BMS board. As shown in
Figure 3, the BMS includes a battery controller (BCTRL) and
a battery monitor (BMON), located on opposite sides of the
BMS board. We found that the M365 and ES3 share the same
BCTRL and BMON chips.

The BCTRL is an STM8L151K6 chip [64] from ST, with
OTA firmware updates [63]. We identified the VDD, SWIM,
GND, and RST pins used for powering, programming, and
resetting the BCTRL. We soldered them to an ST-Link v2 pro-
grammer for firmware extraction and debugging, and found
no hardware debug (ST-Link) protection on the BCTRL. The
BMON is a BQ76930 chip [25] from TI, configurable by the
BCTRL. Unlike the BCTRL, the BMON does not support
firmware updates or hardware debugging [26].

The BCTRL and BMON communicate using a proprietary
protocol over I2C, a synchronous serial digital protocol run-
ning on two wires (SDA and SCL). The BCTRL (I2C master)
controls the BMON (I2C slave). We found that the proprietary
I2C protocol lacks encryption and authentication.

Firmware signing and encryption. We gathered BTS,
DRV, and BCTRL firmware binaries from the Mi Home app
cache, Xiaomi backend, and public repositories. We also con-
nected to the BCTRL through the SWIM interface, which
is used for programming and debugging to dump its current
firmware. Our firmware collection ranges from the M365
firmware released in 2019 to the most recent firmware for
the ES3 released in 2024. We inspected them with reverse-
engineering tools like Ghidra and tested them with tech-
niques like entropy analysis. The M365 firmware was un-
encrypted and unsigned. The ES3 BTS firmware was signed
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Table 1: Battery and BMS details. OVT: overvoltage thresh-
old, UVT: undervoltage threshold, LBD: load balancing delta.
Prefix d means dangerous, and prefix c means critical.

M365 ES3

Battery
Manuf. Ninebot Ninebot
Type Li-Ion 18650 Li-Ion 18650
Chem. 10INR19/66-3 10INR19/66-3
Cells 30 (10x3) 30 (10x3)
Capacity 7.80Ah/300Wh 7.65Ah/275Wh
Voltage 42V to 36V 42V to 36V

BMS
BCTRL STM8L151K6 STM8L151K6
BMON BQ76930 BQ76930
dOVT 4200mV 4200mV
cOVT 4700mV 4700mV
dUVT 2750mV 2750mV
cUVT 1580mV 1580mV
dLBD 30mV 30mV
cLBD 800mV 800mV

with ECDSA since v1.5.2, the DRV firmware was signed
with ECDSA and encrypted with TEA since v0.1.7, and the
BCTRL firmware was unprotected.

Battery. We got relevant M365 and ES3 battery details by
physically inspecting them and reviewing public documen-
tation. As summarized in Table 1, the e-scooters have simi-
lar lithium-ion (Li-Ion INR) batteries produced by Segway-
Ninebot. The batteries have 30 cells configured in 10 series of
3 parallel cells and support the same maximum and minimum
voltage thresholds (i.e., 42V at 100% and 36V at 0%) and
cell voltage (i.e., between 4.2V and 3.6V). The M365 battery
has more capacity than the ES3 one (i.e., 7.80Ah/300Wh vs.
7.65Ah/275Wh).

BMS. We RE the M365 and ES3 BMS by studying the
unencrypted BCTRL firmware and the BMON datasheet. The
BMON periodically reads the battery’s status, like its voltage
and temperature, and relays it to the BCTRL. The BCTRL
manages the battery based on the data received from the
BMON and initializes the configuration parameters of the
BMON, including the undervoltage and overvoltage battery
protection thresholds.

The BMS undervoltage threshold is set between 1580mV
and 2750mV, and the overvoltage threshold is between
4200mV and 4700mV. We define these intervals as criti-
cal and dangerous undervoltage (cUVT = 1580mV, dUVT
= 2750mV) and overvoltage (dOVT = 4200mV, cOVT =
4700mV) intervals. If a battery cell voltage exceeds the es-
tablished threshold, the BCTRL raises an internal error and
powers OFF the BTS and DRV, shutting down the e-scooter.

The BMS has a proprietary load-balancing mechanism that

Algorithm 1 BCTRL initialization and main loop logic.
1: initBCTRL(serial, fwver, dLBD, cLBD)
2: initBMON(dUVT, cUVT, dOVT, cOVT)
3:
4: loop
5: battcells = readBMON(volt, amp)
6: battlevel = compBattlevel(battcells)
7: if battcells.deltaVolt >= cLBD then
8: sleepMode(True)
9: loadBalancing(True)

10: end if
11: if battcells.minCellVolt < cUVT then
12: sleepMode(True)
13: end if
14: if battcells.maxCellVolt > cOVT then
15: sleepMode(True)
16: end if
17:
18: while (sleepMode and !readWakeUpFromUART()) do
19: if battcells.deltaVolt >= dLBD then
20: loadBalancing(True)
21: end if
22: end while
23: readFromUART()
24: writeToUART()
25: end loop

is essential for the battery’s health. Load balancing transfers
voltage among battery cells, aiming for a state where all cells
possess the same voltage. Imbalanced cells can reach a state of
undervoltage or overvoltage and get severely and irreversibly
damaged and even cause fire hazards and explosions [76].
Load balancing occurs when the e-scooter is charging or in
sleep mode (the user powers OFF the e-scooter). According
to our RE findings, imbalanced cells exceed the critical load
balancing delta (cLBD = 800mV) and cause the BMS to raise
an error and power OFF the BTS and DRV.

BCTRL firmware. We RE the BCTRL firmware initializa-
tion and the main loop by decompiling its stripped binary and
debugging its execution with an ST-Link device connected to
the SWIM interface, running GDB. As shown in Algorithm 1,
during initialization, the BCTRL 1) loads its configuration
parameters, including serial number, firmware version, and
load balancing deltas; and 2) configures the BMON over I2C
by writing into specific BMON registers, including setting
the undervoltage and overvoltage thresholds.

Then, the firmware enters a main loop where it: 5) reads
the battery cells’ voltage and current values from special
BMON read-only registers; 6) computes the current battery
level (percentage); 7) checks voltage levels against cLBD, 9)
enables load balancing if needed, and 11) checks undervoltage
against cUVT and 14) overvoltage against cOVT.

If a critical undervoltage, overvoltage, or balancing check
fails, it sends error messages that power OFF the BTS and
DRV, and 18) enters sleep mode and performs load balancing.
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During the main loop, the BCTRL 23) reads from and 24)
writes to the UART bus to communicate with the BTS and
DRV.

UART bus. We RE the proprietary UART protocol used
by the BCTRL, DRV, and BTS. The BCTRL utilizes a US-
ART1 peripheral mapped to RAM (address 0x5230). A UART
packet consists of several fields, including the sender and re-
ceiver (e.g., 0x22 corresponds to BCTRL), packet type (e.g.,
read or write), command to execute, payload, and CRC.

I2C bus. We RE the proprietary I2C protocol used by
BCTRL and BMON. The BCTRL can read and write the
BMON registers via I2C. For example, we can set dUVT by
writing into UV_TRIP or read the voltage of specific battery
cells via VC1, . . . , VC10.

DRV firmware. We RE the relevant portions of the DRV
firmware. It runs on an STM32F103CxT6 SoC and measures
the motor voltage, storing it in a RAM register (offset 0x47).
The DRV performs a voltage safety check independent of
the BCTRL. If the motor voltage hits cUVT, the DRV raises
“Error 24 - Supply Voltage out of range” and powers OFF the
e-scooter after ten seconds.

3.3 New Vulnerabilities

During our RE experiments on the M365 and ES3 e-scoters,
we discovered four vulnerabilities:

V1: BCTRL firmware is unencrypted An attacker can re-
trieve the (stripped) BCTRL firmware in plaintext (e.g.,
during a firmware update) and RE it.

V2: BCTRL firmware is unsigned An attacker can modify
the firmware of the BCTRL, including its safety thresh-
olds and how it initializes the BMON, and flash the mod-
ified BCTRL on the victim’s e-scooter.

V3: UART bus lacks integrity protection, encryption, and
authentication An attacker with access to the UART
bus (e.g., via a malicious BCTRL firmware) can eaves-
drop on all UART messages, replay or forge them, and
impersonate or MitM the DRV and BTS.

V4: UART bus lacks protection against DoS An attacker
accessing the UART bus can DoS internal (BMS, BTS,
and DRV) and external (Mi Home and battery charger)
components.

These issues belong to known vulnerabilities classes, but
are novel in the context of e-scooters. They stem from design
flaws in Xiaomi proprietary protocols, independent of specific
hardware or implementation details. As a result, our four vul-
nerabilities impact the entire Xiaomi ecosystem, potentially
affecting other Xiaomi devices using a similar BCTRL and
UART bus.

Algorithm 2 UBR undervoltage ransomware logic.
1: disableUndervoltageChecks(cUVT, dUVT)
2: disableBalancing(cLBD, dLBD)
3: disableCharging() ▷ Sets canCharge to False
4: enableLock() ▷ Keeps the e-scooter ON
5: enableFastDischarge() ▷ Battery discharges faster
6:
7: loop
8: battcells = readBMON(volt, amp)
9: deadcells = checkCellHealth(battcells)

10: log(deadcells)
11: for cell in battcells do
12: if cell < cUVT then ▷ 1580mV
13: log(cell, cUVT)
14: else if cell < dUVT then ▷ 2750mV
15: log(cell, dUVT)
16: end if
17: end for
18: if notifyUser then
19: log(notifyUser)
20: advertiseRansomOverBLE(url) ▷ Reboot
21: end if
22: end loop

4 E-Trojans Attacks

We present E-Trojans, four novel attacks on the internals of
Xiaomi e-scooters. For example, they can undervolt and de-
stroy the battery, track users by advertising their fingerprint
over BLE, and exfiltrate confidential data. Each attack starts
by flashing a malicious BCTRL firmware on the victim’s e-
scooter and turning OFF legitimate firmware updates (only on
the BCTRL). This firmware contains custom code enabling
the malicious capabilities required to conduct our attacks.

4.1 Undervoltage Battery Ransomware (UBR)
UBR is a novel undervoltage ransomware that progressively
and irreversibly damages the e-scooter’s battery until the vic-
tim pays a ransom. The damage is caused by flashing a ma-
licious firmware that keeps the battery cell voltages below
2750mV or 1580mV (i.e., battery level below 0%). As a result,
the battery longevity is reduced [27, 61], and, by keeping the
battery undervolted and imbalanced, the attacker can cause
short circuits [23].

In the optimal scenario, the attacker undervolts a battery
cell as low as 0V and quickly destroys it. We highlight that
our attack can damage the battery without asking for a ransom.
Replacing a damaged battery can cost up to USD 139 [74].
UBR has five steps, also shown in Algorithm 2:

1. The attacker flashes a malicious BCTRL firmware
containing the ransomware that exploits remote and
proximity-based techniques presented in [12]. The ran-
somware remains stealthy, letting the user drive as usual.
The user rides the e-scooter, discharging it until the bat-
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tery is low. Although UBR does not require a specific
battery level, batteries closer to 0% are faster to under-
volt. Then, the user charges the battery using the stock
charger.

2. UBR enters its initialization phase (first five lines of
Algorithm 2), where it: (1) disables undervoltage pro-
tections by increasing dUVT to 1580mV and bypassing
cUVT safety checks; (2) disables load balancing by by-
passing the dLBD and cLBD safety checks; (3) disables
battery charging by setting the canCharge flag to False;
(4) activates the anti-theft software lock to prevent the
e-scooter from becoming inactive and automatically turn-
ing OFF; (5) enforces faster discharging by disabling
sleep mode and, optionally, spoofing a UART command
that turns ON the headlight and taillight.

3. UBR enters its main loop, where it (8) reads the battery
cells’ voltages from the BMON, and (9) checks for dead
cells. Then, for each of the ten series of cells, it checks
(12) if any cell is below cUVT or (14) below dUVT.
Since undervoltage and balancing protections are OFF,
the battery discharges below the undervoltage threshold
and deteriorates. When a programmable condition is
met (e.g., a cell reaches cUVT), the ransomware (18)
reveals itself. The e-scooter (20) reboots and broadcasts
the download link to the ransom payment app over BLE.
The link appears shortened (e.g., t.ly/AaBbCc) due to
length limitations on the e-scooter BLE name.

4. The victim installs the ransom app and can monitor the
degradation of the battery. They stop the attack by trans-
ferring money to the attacker’s crypto wallet. Once the
app’s backend confirms the payment (made in cryptocur-
rency, which complicates tracing), it reveals the secret
unlock code, unique to that infected device, to the app’s
frontend. The app then sends a special BLE packet that
contains this unlock code, activating firmware updates
on the BCTRL.

5. The ransom app guides the victim through the recovery
procedure. The app flashes on the BCTRL, a recovery
firmware that allows charging even when the battery is
critically undervolted. The stock BCTRL firmware does
not allow this for safety reasons (e.g., risk of short cir-
cuit). As soon as the battery is not critically undervolted
anymore (i.e., voltage is higher than cUVT), the app
allows the user to flash the stock BCTRL firmware.

4.2 User Tracking via Internals (UTI)

UTI is a new user tracking attack that tracks an e-scooter user
and exfiltrates their private data. As shown in Figure 4, UTI
creates a reliable user fingerprint and leaks sensitive e-scooter
data. The malicious BCTRL firmware retrieves the 14-byte
DRV serial number (Read DRVId) by impersonating the BTS
and spoofing a read to the DRV. UTI builds a Fingerprint
from the last 8 bytes of DRVId representing the year, month,

BTS Mal. BCTRL DRV

Read BattId [14 B]

Read DRVId

DRVId [14 B]

Fingerprint [8 B] =

BattId[10:14] || DRVId[10:14]

Read BattLevel [2 B]

Read Mileage

Mileage [14 B]

Track [14 B] = Fingerprint

|| BattLevel || Mileage

EscName = Track

Reboots

Advertises EscName

Figure 4: User Tracking via Internals (UTI). Mal. BC-
TRL (the attacker) builds an 8-byte e-scooter fingerprint
(Fingerprint) from the electric motor serial number. Then,
they append other sensitive data like mileage and battery
level to the fingerprint, creating a 14-byte tracking message
(Track). Finally, they enforce a BLE name change to Track,
allowing anyone to track the user and read their private data
in real-time.

and day of production, the revision, and the unit identifier (i.e.,
the nth unit produced that day).

UTI optionally retrieves via UART or I2C extra private
data from the DRV, BMON, and BTS, like the mileage and
battery level (Read BattLevel and Read Mileage). Then,
UTI appends the data to the fingerprint and creates a 14-byte
tracking message (Track). It sends a command to the BTS
while spoofing the DRV to set the tracking message as the
BLE name (EscName = Track). The e-scooter reboots and
advertises its new name (Track) over BLE.

The adversary uses Track to identify the user via a
proximity-based BLE sniffer or remotely via a malicious app.
UTI is stealthy, as the Mi Home UI never shows the e-scooter
name. Changing the e-scooter name does not disconnect or
unpair the e-scooter from Mi Home, as it only checks the
BLE address. Moreover, since the fingerprint persists through
factory resets and firmware updates, UTI bypasses privacy
defenses like BLE address randomization.

4.3 Denial of E-Scooter Services (DES)

DES is a collection of seven DoS attacks, including an origi-
nal denial-of-sleep (DoSL) which is typically used in sensor
networks [67]. DES impacts the availability of internal com-
ponents (i.e., BTS, DRV, BCTRL, and BMON), internal buses
(i.e., UART and I2C), e-scooter functionalities (i.e., battery
charging, error handling, and sleep mode), external compo-
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nents (i.e., Mi Home and the battery charger), or even the
entire e-scooter. These attacks are particularly effective as
they DoS components from the inside and cannot be fixed by
the victim from the outside (e.g., via Mi Home or by reboot-
ing). We summarize the seven DES attacks.

DES1 drops all UART and I2C packets destined for the
BCTRL by altering the firmware code for internal bus com-
munications. DES2 forces a supplier-only mode (SHIP mode)
that disables the BMON by issuing a special unauthenticated
I2C command. DES3 floods the UART bus with dummy pack-
ets by altering the firmware code for the UART transmitter
function. DES4 periodically issues lock or reset commands
to the DRV by impersonating the BTS and forging UART
packets. As a result, the e-scooter is stuck in a state where
the motor is immediately locked whenever the user tries to
unlock it or in an infinite loop of power ON and OFF.

DES5 disables battery charging by setting the canCharge
flag in the BCTRL EEPROM to False. DES6 exploits the er-
ror handling routines by impersonating BTS, DRV, or BMON
and raising fake errors that put the e-scooter in an irregular
state (e.g., alarm noises, locked motor, unresponsiveness, and
forced power OFF). DES7 is a denial-of-sleep attack that
keeps the BCTRL in a resource-intensive mode instead of
letting it switch to sleep mode by altering the BCTRL main
loop (described in Algorithm 1).

4.4 Password Leak and Recovery (PLR)
PLR enables remote and offline brute forcing of the e-scooter
password. On the Mi Home app, the user can set a security
code to prevent unauthorized access to their e-scooter (e.g., in
case of smartphone theft). This (hashed) e-scooter password
is stored on the DRV (memory address 0x17, 0x18, and 0x19)
and is readable and writeable by other internal components.
PLR spoofs the BTS to retrieve the password’s SHA256 hash
from the DRV, sets the e-scooter BLE name equal to the
hash, and exfiltrates it via BLE advertising (similar to UTI).
However, the 14-byte long e-scooter name is too short to fit
the 32-byte SHA256 hash of the password.

To solve this, PLR cycles through three e-scooter names
containing parts of the hash, causing a reboot each time the
BLE advertisement changes, which is noticeable by the user.
The password is brute-forceable, being a numeric sequence
of exactly six digits (e.g., 123456), with a search space of
106 [36]. Hence, the attacker can use known techniques to
recover the password offline, including password lists and
rainbow tables.

4.5 Mapping Attacks and Vulnerabilities
Table 2 shows the mapping between the four attacks and four
vulnerabilities. The attacks take advantage of unencrypted
BCTRL firmware (V1) as they rely on functionalities found
via RE (e.g., sending UART messages from the BCTRL).

Table 2: Mapping between the four attacks and the four vul-
nerabilities. All attacks exploit V1, V2, and V3.
Only DES exploits V4.

Attack V1 V2 V3 V4

Undervoltage Battery Ransomware (UBR) ✓ ✓ ✓ ✗

User Tracking via Internals (UTI) ✓ ✓ ✓ ✗

Denial of E-Scooter Services (DES) ✓ ✓ ✓ ✓

Password Leak and Recovery (PLR) ✓ ✓ ✓ ✗

Moreover, they exploit the unsigned BCTRL firmware (V2)
to push malicious firmware on the BCTRL. The attacks also
abuse the unprotected UART bus (V3) as they utilize arbitrary
UART messages without properly encrypting and integrity
protecting them and without needing to authenticate on the
bus. Finally, DES exploits the lack of DoS protection on
the UART bus (V4) to DoS internal and external e-scooter
components.

5 Implementation

We present E-Trojans, a toolkit that implements our RE
findings and the four attacks described in Section 4. Our
toolkit is extensible to BESs from Xiaomi or other vendors
employing a similar internal architecture and chips. We also
include the attacks’ demos.

5.1 BCTRL Fw Patching and Capabilities

Our Python3 script (payload-patcher.py) binary patches
a BCTRL using STM8 assembly code. During this process,
the user can include up to ten new capabilities unavailable in
the stock BCTRL firmware in the patch. We devised these ca-
pabilities thanks to our extensive RE of the BCTRL firmware.
The script writes the STM8 assembly code for unused parts
of the firmware and then updates the firmware CRC. The
resulting binary can be flashed over BLE on the BCTRL of
a M365 or ES3 e-scooter. We developed ten capabilities that
we describe next.

DFU: Disable Firmware Updates. DFU disables BCTRL
firmware updates from Mi Home or third-party apps. We in-
troduce a new canFwUpdate flag (address 0x04CB), set to
False by default. We rewrite the HandleUART() function
(address 0x94C5) to accept or reject firmware update pack-
ets (starting with 0x07, 0x08, 0x09, or 0x0A), depending on
canFwUpdate. This flag is set to True only when the BCTRL
receives our new unlock packet (starting with 0xEE and fol-
lowed by the correct unlock code). For example, in UBR, the
user retrieves the unique unlock code by paying a ransom and
utilizes it to enable firmware updates on the BCTRL.

MUB: Manage UART Bus. MUB sends arbitrary packets
on UART. Due to V3, MUB can craft arbitrary UART mes-
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sages and impersonate internal components (BTS, DRV, BC-
TRL, and BMON) by altering the sender field. We rewrite the
sendUART() function (address 0xB06C) to send our forged
packets, stored from address 0xD3 onward. For example, Pass-
word Leak and Recovery uses MUB to spoof the BTS and
retrieve the SHA256 hash of the e-scooter password from the
DRV.

MIB: Manage I2C Bus. MIB sends arbitrary packets
on I2C. We rewrite the writeToI2C() function (address
0x90BE) to send our forged packets, whose data is stored
in register A and target BMON register in register X. This in-
cludes special I2C commands, such as regressing the BMON
into SHIP mode (used in DES7).

DDT: Disable Dangerous Thresholds. DDT alters the
default BMON undervoltage and overvoltage thresholds. At
BCTRL boot, DDT initializes the BMON UV_TRIP (address
0x923D) and OV_TRIP (address 0x923D) registers to 1580mV
and 4700mV, their lowest and highest values, instead of the
default ones. DDT enables UBR to reach voltages below
the undervoltage threshold (i.e., 2750mV) recommended by
Xiaomi, resulting in permanent battery damage and increased
safety risks.

DCT: Disable Critical Thresholds. DCT bypasses battery-
related errors, including undervoltage and overvoltage. We
rewrite the BCTRL error handler to replace error checks (ad-
dress 0xB5A9) with NOPs. For example, we use DCT in
DES5 to raise fake errors, such as Error 23 - Internal BMS
not activated and Error 24 - Supply Voltage out of range,
putting the e-scooter in an abnormal state.

DLB: Disable Load Balancing. DLB prevents load bal-
ancing of the battery cells. We rewrite the manageLoadBal-
ancing() function (address 0xA81A) to unset (with MOV)
the three CELLBAL registers that regulate balancing. As a re-
sult, battery cells become more imbalanced over time. DLB
enables UBR to create one extremely imbalanced cell that
quickly dies, impacting battery longevity.

DBC: Disable Battery Charging. DBC disallows bat-
tery charging. We rewrite the controlCharge() (address
0x945C) function to read canCharge flag (address 0x42C) as
False, even if the charger is connected. For instance, without
DBC, DES5 would be unable to DoS the battery charger and
prevent the battery from charging.

FBD: Fast Battery Discharge. FBD accelerates battery
consumption. We rewrite the BCTRL main loop to perma-
nently assign False to the sleepMode variable (address
0x400), forever disabling sleep mode and forcing the BC-
TRL to stay in a more resource-intensive mode. FBD can
also turn ON the e-scooter’s headlight and taillight to increase
battery consumption. UBR uses FBD to accelerate battery
depletion and critical undervoltage.

CBA: Change BLE Advertising. CBA changes the e-
scooter’s BLE advertisements, including its BLE device name.
CBA sends an arbitrary e-scooter advertising change packet
to the BTS, causing a reboot. This packet comprises a desti-

Table 3: Mapping between the ten capabilities and the four
attacks. All capabilities enable one or more attacks.
All ten capabilities are required to deploy UBR.

Capability UBR UTI DES PLR

Disable Firmware Updates (DFU) ✓ ✓ ✓ ✓

Manage UART Bus (MUB) ✓ ✓ ✓ ✓

Manage I2C Bus (MIB) ✓ ✓ ✓ ✗

Disable Dangerous Thresh. (DDT) ✓ ✗ ✗ ✗

Disable Critical Thresh. (DCT) ✓ ✗ ✗ ✗

Disable Load Balancing (DLB) ✓ ✗ ✗ ✗

Disable Battery Charging (DBC) ✓ ✗ ✓ ✗

Fast Battery Discharge (FBD) ✓ ✗ ✓ ✗

Change BLE Advertising (CBA) ✓ ✓ ✗ ✓

Spoof Cell Voltage (SCV) ✓ ✗ ✗ ✗

nation field (0x20 to indicate BTS), an operation type field
(0x50 to indicate a change in BLE advertising), and a pay-
load containing the new advertisement. In UTI, the attacker
tracks the user and exfiltrates their private data by changing
the e-scooter’s BLE advertisements with CBA.

SCV: Spoof Cell Voltage. SCV spoofs voltage measure-
ments of battery cells. We rewrite the BCTRL main loop to
ignore new BMON measurements and only read the spoofed
values we inject in register X. SCV sends the spoofed voltages
to the BTS, which are displayed to the user via the Mi Home
UI. By displaying fake cell voltage measurements instead
of real ones, SCV enables UBR to conceal an undervolted
battery from users who check the battery status via Mi Home.

Capability usage. Table 3 shows how we combine the ten
capabilities to perform UBR, UTI, DES, and PLR. We require
DFU in all attacks to prevent users from replacing our mali-
cious BCTRL via BLE firmware updates. We integrate MUB
and MIB in all attacks (except MIB in PLR), as they allow
for controlling the UART and I2C buses. We deploy DDT,
DCT, DLB, and SCV in UBR, as they affect the safety of the
battery (i.e., undervoltage). We use DBC in UBR and DES5
as, alongside the e-scooter, they also target the battery charger.
Similarly, we use FBD in UBR and DES7, as they try to ac-
celerate battery consumption by triggering resource-intensive
tasks. For UBR, UTI, and PLR, we rely on CBA to exfiltrate
data from the e-scooter. UBR requires all capabilities.

5.2 UBR App and Backend
As part of UBR, we developed an Android app and a Django
and MongoDB backend to test our ransomware in a controlled
but realistic environment. These components cooperate to gen-
erate unique ransomware unlock codes, manage cryptocur-
rency payments, and handle BCTRL firmware recovery.

Android App. We developed ScooterToolkit, an Android
app written in Kotlin. This app is given to the ransomware
victim so that the ransom can be paid in cryptocurrency and
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the battery can be rebalanced. It requires Bluetooth, Loca-
tion, and Internet permissions. The app initiates the BCTRL
recovery when the back-end returns the unlock code that en-
ables firmware updates (i.e., the user paid the ransom). Under
normal battery conditions, the app flashes the stock BCTRL
firmware. If the voltage is lower than 1580mV, a special re-
covery firmware is flashed instead.

Django and MongoDB Backend. Using Django, we
developed a RESTful web service that exposes two APIs
to the ransom app through the APIView class. The
simulatePayment() API simulates a user payment, setting
the payment status to Paid. The unlockFirmware(serial
) API requires the e-scooter’s motor serial as its input and if
the ransom has been paid, their unlock code is returned. We
also created a model serializer that converts e-scooter objects
into JSON to interface with our MongoDB database. This
database stores the e-scooter’s motor serial and model, 128-
bit ransomware unlock codes, and payment status for each
device infected by UBR.

6 Evaluation

We evaluated our attacks by using the E-Trojans toolkit (de-
scribed in Section 5) on Xiaomi M365 and ES3 e-scooters
with up-to-date BTS, DRV, and BCTRL firmware.

6.1 Setup

We ran our payload-patcher.py script to generate the mali-
cious BMS firmware. We select one of our four attacks in the
interactive shell of the script and the target e-scooter model.
Then, we set up each attack by connecting to the e-scooter,
gaining authorized access (i.e., through malicious pairing or
session downgrade) and performing a rogue BCTRL firmware
update.

We tested proximity-based attacks on a Dell Inspiron 15
3000 running a Linux-based OS, setting up the attacks from
the BLE range. We tested remote attacks on a Realme GT
(Android 13) and a OnePlus 3 (Android 9), performing the
attack setup remotely from the ScooterToolkit Android app
installed on the victim’s smartphone.

Regarding UBR, we monitored the voltage and stopped the
experiment upon reaching critical undervoltage (for safety
reasons) or after ten hours. We tested the feasibility of retriev-
ing the six-digit e-scooter password when deploying PLR.
We considered the seven most common six-digit patterns [69]
and randomly generated seventy Xiaomi-compliant passwords
(ten for each pattern). Then, we implemented a rainbow ta-
ble [33] and populated it with 3 million randomly generated
Xiaomi-compliant passwords, simulating the most basic at-
tacker setup.

Table 4: Evaluation results. All four attacks are effective on
the M365 and ES3. ✓∗: UBR with dangerous undervoltage.

Attack M365 ES3 Details

UBR ✓ ✓∗ Battery -50% in 3.5h (M365)
UTI ✓ ✓ Persists factory resets
DES ✓ ✓ Unresponsive due to internal failure
PLR ✓ ✓ Leaks and cracks common passwords

6.2 Results

As shown in Table 4, we conducted the four E-Trojans attacks
on the M365 and the ES3. Our experimental results repre-
sent a lower bound as other e-scooters and BESs might be
affected by similar vulnerabilities. For instance, the Xiaomi
Pro e-scooter runs BCTRL v1.2.6 (like the M365), and the 1S,
Essential, and Pro 2 run BCTRL v1.4.1 (like the ES3) [58].
Next, we provide attack-specific insights.

UBR. UBR irreversibly reduced the battery autonomy of
the M365 by approximately 50% in three hours and thirty
minutes. We forced a critical undervoltage state and stopped
the experiment when some cells reached 0V (i.e., the most
critical undervoltage condition). This group of cells now has
limited charging capacity (i.e., 75%) and discharges four times
faster than average.

Similarly, we reduced the battery autonomy of the ES3
by around 10% in ten hours, spending six of them depleting
the battery to 0% (three hours for the M365). We could not
reach a critical undervoltage due to the DRV independently
measuring an abnormal voltage and raising Error 24 - Supply
Voltage out of range. As such, the ES3 is better protected than
the M365 against UBR, even though it still sustained signif-
icant damage. We also confirmed that our recovery BCTRL
firmware rebalances undervolted batteries in five minutes.

UTI. UTI successfully tracks users and exfiltrates their
private data over BLE. We sniffed BLE advertisements emit-
ted by e-scooters running our malicious firmware. We could
identify each device from their fingerprint (e.g., motor serial
number), allowing us to track users across four areas where
we deployed BLE sniffers. The sniffers uploaded location
data online, allowing for real-time tracking. We could read
real-time mileage (e.g., 0x01B1 represents 433km), battery
level (e.g., 0x2D represents 45%), and other updated data.

We confirmed that the user is still trackable after a factory
reset. We could also extrapolate the user’s movements to
some extent. For example, we made the user stop at a random
position during a ride between two monitored locations. By
leaking the total mileage, last travel time, last travel mileage,
and average speed, we could infer where a user stopped and for
how long. Similarly, by leaking the battery level, the attacker
can infer whether the user stopped at a familiar place (e.g.,
home or office) to charge the e-scooter.

DES. DES made the e-scooter unresponsive and not driv-
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able. DES1 and DES3 cause the DRV to raise Error 21 - No
Communication with BMS, halting the motor and powering
OFF the e-scooter after ten seconds. DES2 cuts power from
all internal systems, powering OFF the e-scooter and barring
it from powering ON again. DES4 prevents battery charging
regardless of the battery charger hardware or the e-scooter
status (e.g., powered ON or OFF). DES5 induces an endless
lock state or reboot cycle, rendering the e-scooter unable to
move and forcing it continuously to stay powered ON.

DES6 raises Error 23 - Internal BMS not activated which
induces a constant beeping noise and Error 24 - Supply Volt-
age out of range which powers OFF the e-scooter. DES7
ignores all sleep cycles even when the e-scooter is OFF, thus
accelerating battery consumption. DES was able to target
a variety of internal components and deny them. To restore
the e-scooter to its original state, the user needs to flash the
original BMON firmware via debug ports without the option
of an over-the-air firmware update. This operation is complex,
as it requires disassembling the entire battery compartment.

PLR. PLR leaked the e-scooter password hash and enabled
offline brute forcing. We sniffed three rotating BLE advertise-
ments broadcasted by an infected e-scooter, each containing a
fragment of the hash. Since the e-scooter resets after changing
its advertisement, we programmed the malicious firmware to
rotate it in rapid succession, tricking the user into thinking a
single reboot happened instead of three. We also confirmed
that retrieving the e-scooter password from the hash is fea-
sible. Our non-optimized rainbow table cracked the seventy
passwords, following the most common six-digit patterns, in
less than one second on average.

7 Countermeasures

We propose four practical and backward-compliant coun-
termeasures, each addressing one of the four vulnerabilities
described in Section 3.3 (i.e., C1 addresses V1, and so on).
To fix UBR, UTI, and PLR, Xiaomi must implement C1, C2,
and C3. To fix all DES variants, Xiaomi should also add C4.

C1: Encrypt the BCTRL firmware with TEA. Xiaomi
should encrypt the BCTRL firmware to protect its confiden-
tiality at rest (e.g., in Mi Home) and in transit (e.g., during a
firmware update over BLE). We recommend reusing the TEA
block cipher already used to encrypt the DRV firmware. Its
overhead is negligible, as TEA is a lightweight cipher [71].

C2: Sign and verify the BCTRL firmware with ECDSA.
Xiaomi should digitally sign and verify the BCTRL firmware
to prevent rogue BCTRL firmware updates. We recommend
reusing ECDSA, which is FIPS-compliant [42] and already
employed to sign/verify the DRV and BTS firmware. Its over-
head is minimal, as the BTS would have to verify the BCTRL
firmware during an update using crypto primitives it already
supports.

C3: Protect the UART bus with SCP03. Xiaomi should
protect the confidentiality, integrity, and authenticity of the

UART bus. We suggest using standard secure embedded bus
protocols such as Secure Channel Protocol 03 (SCP03) [45].
SCP03 provides confidentiality, integrity, authenticity, and
replay protection using a lightweight scheme based on pre-
shared symmetric keys, authenticated encryption, and AES.
Since SCP03 was designed for smart cards [43], way more
constrained than e-scooters, implementing it adds minimal
overhead.

C4: Protect the UART bus with rate limiting. Xiaomi
should protect the UART bus against DoS attacks or at least
mitigate them. We recommend implementing a lightweight
rate-limiting mechanism for UART, such as the leaky bucket
algorithm, where excess packets are discarded if the incoming
packet rate exceeds the outgoing rate. C4 can be combined
with C2 to achieve better DoS protection as an authenticated
UART bus discards messages that do not pass the integrity
check.

8 Related Work

E-Scooters Security and Privacy. Research on e-scooters
has studied their proprietary protocols and rental ecosystems,
but no work has focused on their internals. A recent contri-
bution [12] analyzed the Xiaomi e-scooter ecosystem, iden-
tifying issues in the proprietary BLE protocols used by the
e-scooter and Mi Home. The researchers identified vulnerabil-
ities [1] in the Bird e-scooter sharing platform and discovered
MitM attacks [40] on the rental e-scooters of the Lime com-
pany. Other studies focused on the privacy of user-related data
in e-scooter rental Android apps [68] and the safety risks of
riding e-scooters [35].

E-Scooters Hacking and Modding. In 2019, Zimperium
revealed flaws in the M365 locking system that could halt
a running e-scooter [77]. The same year, the hacker Lan-
rat found that M365 does not enforce authentication over
BLE [21]. ScooterHacking [57], the largest e-scooter modding
community, released tools [55, 56] to interact with Xiaomi
e-scooters, mod DRV firmware [54] and flash it [7]. In our
work, we develop custom BCTRL firmware with capabilities
not offered by previous tools and research.

Attacks on Battery. The threats concerning battery over-
heating, overcharging, and mechanical damage in electric
vehicles have been investigated in [18, 31], where the authors
discuss thermal runaway. Researchers have proposed a battery
drain attack while the ignition is turned OFF [14], an electro-
magnetic interference attack [66], and a physical access rogue
firmware update to a Tesla BMS [29]. Theoretical vulnerabil-
ities in MacBook laptop batteries, capable of overheating or
turning it OFF, have been discussed in [38]. The E-Trojans
attacks are orthogonal as they target an e-scooter’s battery
and BMS.

Attacks on Embedded Firmware. Several studies fo-
cused on malicious embedded firmware, but none exploited e-
scooter internals. Researchers attacked embedded firmware on
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programmable control logic (PCL) [22], object trackers [49],
printers [17], mice [37], OS management systems [24], mo-
bile bootloaders [46], network equipment [16], botnets [2]
and recently industrial wrenches [44].

Attacks on BES. Researchers have explored the security
and privacy of various BESs. For example, in [30], they com-
promised the insecure CAN bus of an automobile by assuming
a compromised electric control unit (ECU). Several attacks,
such as MitM, DoS, side-channel, privacy leakage, and side-
channel, were also found in Wireless charging stations for
smartphones [32, 41, 73] and electric vehicle charging infras-
tructures [3, 50]. Research on drones explored their external
attack surfaces, finding vulnerabilities in their firmware up-
date protocol [51], mobile app [34], and the wireless commu-
nication channel [9, 20].

9 Conclusion

We present the first evaluation of Xiaomi e-scooters’ internals
and their attack surface. Although we focus on M365 and ES3,
two popular e-scooters, our research is generalizable to any
BES with a comparable system model. We RE the internal
systems and communication channels, uncovering four criti-
cal flaws affecting the e-scooter’s BCTRL and UART bus. We
exploit these vulnerabilities by developing four novel attacks
we name E-Trojans. Our attacks violate the safety (UBR),
privacy (UTI), availability (DES), and security (PLR) of the
Xiaomi e-scooter ecosystem. For example, we deploy the first
ransomware for an e-scooter that permanently damages the
battery via undervoltage. Our attacks are conducted in BLE
proximity or remotely via a malicious Android application.

We develop E-Trojans, a toolkit that implements our at-
tacks by leveraging our RE findings (e.g., disable safety
thresholds). We successfully carried out the attacks on actual
devices, proving their practicality. For instance, UBR irre-
versibly reduced the M365 battery autonomy by 50% in three
hours and the ES3 battery autonomy by 10% in ten hours. We
fix attacks and their root causes with four backward-compliant
countermeasures.
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