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Advancing Content Moderation: Evaluating Large Language Mod-
els for Detecting Sensitive Content Across Text, Images, and Videos

Nouar AlDahoul, Myles Joshua Toledo Tan, Harishwar Reddy Kasireddy,
Yasir Zaki

e We uncovered the strength and weakness of using existing content mod-
eration solutions, such as OpenAl moderation model and Llama-Guard-
3 to censor various categories of text and images.

e We explored the potential of using both open-sourced and proprietary
large language models (LLMs) such as OpenAl GPT-40, Google Gemini
1.5, and Meta Llama-3 to censor and detect text that has inappropriate
contents, including tweets, reviews, and articles.

e We brought to light the vision capabilities of large language models
for censoring and detecting images and videos that have inappropriate
contents, including adult and violent contents.

e We evaluated the aforementioned detection and censorship solutions
and compared them with state-of-the-art methods using various text
and image datasets. The results show that LLMs have superior perfor-
mance in censoring media contents containing text, images, and videos,
outperforming existing content moderation solutions.
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Abstract

The widespread dissemination of hate speech, harassment, harmful and sex-
ual content, and violence across websites and media platforms presents sub-
stantial challenges and provokes widespread concern among different sectors
of society. Governments, educators, and parents are often at odds with media
platforms about how to regulate, control, and limit the spread of such con-
tent. Technologies for detecting and censoring the media contents are a key
solution to addressing these challenges. Techniques from natural language
processing and computer vision have been used widely to automatically iden-
tify and filter out sensitive content such as offensive languages, violence, nu-
dity, sex, and addiction in both text, images, and videos, enabling platforms
to enforce content policies at scale. However, existing methods still have lim-
itations in achieving high detection accuracy with fewer false positives and
false negatives. Therefore, more sophisticated algorithms for understanding
the context of both text and image may open rooms for improvement in me-
dia content censorship to build a more efficient and accurate censorship sys-
tem. In this paper, we evaluate existing large language model-based content
moderation solutions such as OpenAl moderation model and Llama-Guard-
3 and study their capabilities to detect sensitive contents. Additionally, we
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explore recent large language models (LLMs) such as generative pre-trained
transformer (GPT), Google Gemini, and Meta Llama in identifying inappro-
priate contents across media outlets. Various textual and visual datasets like
X tweets, Amazon reviews, news articles, human photos, cartoons, sketches,
and violence videos have been utilized for evaluation and comparison. The re-
sults demonstrate that LLMs outperform traditional techniques by achieving
higher accuracy and lower false positive and false negative rates. This high-
lights the potential to integrate LLMs into websites, social media platforms,
and video-sharing services for regulatory and content moderation purposes.

Keywords: Large Language Models, Vision capability, Content Moderation,
Media Censorship, Violence, Nudity, Sexual Content, Hate Speech.

1. Introduction

The widespread dissemination of hate speech, harassment, harmful and
sexual content, and violence across websites and media platforms presents
substantial challenges and provokes widespread concern among different sec-
tors of society |!]. This type of content, readily available via the websites,
social media, and other digital channels, affects individuals of all ages, with
particularly profound and frequently negative impacts on children and adoles-
cents [’]. The use of pornography among adolescents has been rising steadily,
and the age at which they first encounter sexually explicit materials has been
decreasing [|. This issue is complex, intersecting with mental health con-
cerns, societal norms, legal ramifications, and the technical hurdles associ-
ated with the surveillance and restriction of such materials |!]. First and
foremost, the exposure of minors to sexually explicit, violent, and otherwise
inappropriate content can detrimentally impact their psychological develop-
ment and overall well-being | !]. Media violence exposure has been associated
with heightened aggression, a numbing towards violence, and increased fear,
leading to a skewed perception of reality and social norms [)]. From a le-
gal perspective, the distribution and consumption of certain content types,
especially child pornography, constitute criminal offenses across numerous
jurisdictions [0]. The advent of the digital age has introduced complexities
in detecting, monitoring, and prosecuting these offenses [/]. Law enforce-
ment and legal systems face challenges in adapting to the swift technological
advancements, resulting in a regulatory gap in online content oversight [].

On the technological front, identifying and filtering out explicit, violent,



and sexual content involves intricate tasks that demand advanced algorithms
and machine learning techniques [/]. The creation of this technology needs
to strike a delicate balance between ensuring precision and effectiveness and
upholding privacy rights and freedom of speech [/(]. The issues of false
positives (erroneously identifying innocuous content as inappropriate) and
false negatives (failing to recognize harmful content) pose significant chal-
lenges. The former may lead to undue censorship, while the latter risks
exposing vulnerable populations to potentially harmful material. Despite
these limitations, advancements in Al, such as improved image recognition
models and more sophisticated algorithms for understanding human intent
and context, hold promise for more efficient and accurate content modera-
tion |11, 12, 15, 11, [7]. However, existing methods still have limitations in
achieving high detection accuracy with fewer false positives and false nega-
tives. Therefore, this work opens rooms for improvement in media content
censorship to build a more efficient and accurate censorship system.

In this study, our proposed content censorship solutions utilize state-of-
the-art LLMs to identify inappropriate text data and the vision capability of
these LLMs to recognize sensitive contents in the images and videos. Against
this backdrop, we summarize our contributions as follows:

e We explored LLM-based content moderation solutions such as OpenAl
moderation model and Llama-Guard-3.

e We unveiled the potential of using LLMs such as Google Gemini 1.5,
GPT-40, and Llama-3 to detect inappropriate text such as tweets, re-
views, and articles.

e We demonstrated a vision capability in LLMs and employed it in the
task of visual content censorship, such as detection of images and videos
containing nudity, pornography, violence, child abuse, alcohol, and drug
abuse.

e We formulated a visual content censorship task as a visual question
answering task using various LLMs.

e We utilized various textual and visual datasets containing text, images,
and videos for evaluation and comparison.

To this end, we compile a visual and textual datasets including violence
videos, images with nudity and pornography content, news articles from mul-
tiple news outlets, Amazon reviews, and X tweets, and examine violence,



harm, hate speech, and sexual contents to answer the following research
questions:

e RQ1: Are existing content moderation models such as OpenAl mod-
eration model and Llama-Guard-3 sufficient to detect inappropriate
textual and visual content in media?

e RQ2: Are general-purpose LLMs such as Gemini 1.5, GPT-40, and
Llama-3 able to overcome limitations available in the existing content
moderation solutions?

e RQ3: Do various types of LLMs exhibit consistent prediction per-
centages across different types of inappropriate content—such as hate
speech, violence, and sexual content—using the same dataset?

e RQ4: At what frequency do different categories of inappropriate con-
tents, such as hate speech, violence, or sexual content, appear in news
articles or product reviews?

This rest of the paper is organized as follows: In Section ”, we review
previous works on content moderation methods. Section - presents our re-
search motivation. In Section !, we describe the datasets used to run the
experiments. Section © discusses the experimental results and compares the
proposed solution with other baseline methods. Finally, conclusions and fu-
ture works are discussed in Section

2. Related Work

2.1. Identifying inappropriate textual content

The challenges of detecting and tracking hate speech domains, e.g., cy-
berbullying, abusive language, discrimination, sexism, extremism, and rad-
icalization in text, are increasingly pressing for society, individuals, poli-
cymakers, and researchers. Several efforts have been made to employ auto-
mated techniques for detection and monitoring |/ (]. Studies in literature have
most widely used the SVM algorithm |10, 17, 1= 19] for classification. On
the other hand, traditional feature representation methods such as TF-IDF
[17, 2], bag of words [, 2|, and N-gram [’, 2] have been demonstrated
widely. Additionally, different kinds of word embedding word2Vec |27, (],
GloVe |19, 27], FastText [17, 27], and ELMO [+, 29| with CNN [0, 1] and
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RNN [1, 27| architectures have been explored in the literature. Moreover,
several works claimed BERT’s [/, 21, 20, 7] outperforming CNN and RNN
models.

The increased connectivity has also facilitated the rapid dissemination of
harmful and violence-inciting content. Several studies thoroughly investigate
violence-inciting text using a diverse range of machine learning and deep
learning models [0, 27, 5]

Detecting content of profanity in speech or audio files for foul language
censorship purposes is also an active research topic that has been explored
using CNNs and RNNs [0, 10].

The censorship of online sexual predatory behaviors and abusive language
on social media platforms has become a critical area of research [!I, 7]
LSTM and BERT language models have been used for early sexual detection
in chats and dialogue |12, 12, 1]

The detection of hate speech, violence-inciting, and sexual contents in
textual data has various impacts on media outlets such as tweets [, 10, 7],
news articles [ 1=, 9], social media posts [ (], and messaging platforms [ !].

Previously mentioned deep learning methods have outperformed tradi-
tional techniques in detecting hate speech, harmful, violence-inciting, and
sexual contents in textual data. However, there is still room for improve-
ment to enhance accuracy and reduce false positive and false negative rates.
As such, this paper aims to improve textual content censorship using the
large language models.

2.2. Identifying inappropriate visual content

The recognition of inappropriate visual content such as nudity and pornog-
raphy in images and videos has seen significant advancements through var-
ious studies. This recognition is primarily categorized into four methods:
color-based, shape-based, local feature-based, and machine learning-based.
Color-based methods utilize pixel colors to identify skin regions, as discussed

in several studies [/, 77]. Shape-based methods are subdivided into tech-
niques such as contour-based methods [/, 7], moments [0, 77|, geomet-
ric constraints [/, color segments ['], and MPEG7 features [0()], which

each offer a unique approach to recognizing inappropriate content. Local
feature-based methods leverage tools like the scale invariant feature trans-
form (SIFT) [0!], probabilistic Latent Semantic Analysis (pLSA) [07], and
bag of words (BoW) model [}, (/] to enhance detection accuracy. In re-
cent years, machine learning-based techniques have become prevalent in the



detection of adult content in images. Multiple-instance learning has been
applied with notable success [0, (0].

Recent developments have seen a surge in deep learning-based solutions
for pornography and nudity detection, employing convolutional neural net-
works (CNNs) and recurrent neural networks (RNNs) to enhance accuracy
and efficiency [(7, (-]. These approaches leverage the strengths of deep learn-
ing to interpret complex patterns in image and video content, significantly
improving detection capabilities. The use of CNNs has been extensively re-
searched, demonstrating their effectiveness in nudity detection |00, 70, 71, 72,

, !]. In addition, |75, 70, 77| has worked on the pornography detection in
cartoon and sketch images. Moreover, an ensemble of CNNs has also been
employed to improve detection rates [/~]. Additionally, the incorporation

of attention mechanisms has been explored to further refine the accuracy of
nudity detection in images [/7]. These advancements highlight the dynamic
nature of research in this field and the continuous efforts to improve content
recognition technologies.

Violence detection is implemented across both surveillance and non surveil-
lance environments, employing a spectrum of feature extraction methodolo-
gies that span traditional techniques to advanced deep learning approaches.
Within traditional frameworks, methodologies such as scale-invariant feature
transform (SIFT) [“0], speeded-up robust features (SURF) [ !]|, and bag of
words (BoW) [+”] have been pivotal. Conversely, the deep learning paradigm
leverages specialized recurrent neural networks (RNNs), notably long short-
term memory networks (LSTMs) [*7], deep neural networks (DNNs) [1],
Convolutional neural networks [, “(], and CNN-LSTM models [*7, “*] to
enhance the efficacy and accuracy of violence detection. Specifically, in the
context of detecting bloody content, a tripartite feature extraction strategy
is employed, encompassing static, motion, and audio features ['] to pro-
vide a comprehensive analysis. This multifaceted approach underscores the
evolving landscape of violence detection methodologies, reflecting a transition
from traditional techniques to sophisticated, deep learning-driven strategies
for robust and effective violence detection.

Previously mentioned deep learning methods have outperformed tradi-
tional techniques in detecting nudity, sexual contents, and violence. How-
ever, there is still room for improvement to enhance accuracy and reduce
false positive and false negative rates. As such, this paper aims to improve
visual content censorship in general and particularly nudity, sexual content,
and violence detection using visual language models.



2.3. Emerging role of LLMs in text and image processing

Large Language Models (LLMs) have garnered significant attention for
their impressive performance across various natural language tasks such as
summarization |, classification [/ 1], code generation [/”], and data genera-
tion |7], particularly following the release of chatGPT in November 2022 [0 ].
Their ability to understand and generate language in a general-purpose man-
ner is achieved by training billions of model parameters on vast amounts of
text data.

LLMs have opened a new opportunity to address online sexual predatory
chats and abusive texts by fine-tuning Llama2 [!!]. They can also detect
hate speech in text, according to a study [/°], which investigated reactions
of seven state-of-the-art LLMs (LLaMA 2, Vicuna, LLaMA 3, Mistral, GPT-
3.5, GPT-4, and Gemini Pro). In this study, they also discussed strategies to
mitigate hate speech generation by LLMs, particularly through fine-tuning
and guideline guardrailing.

The vision capability in large language models refers to the extension of
the transformer architecture, originally designed for natural language pro-
cessing (NLP) tasks, to computer vision, enabling models to process and
understand visual information in a manner similar to text [/0]. While the
original GPT models were focused on understanding and generating text /],
the concept of “GPT for Vision” [+, 09, | involves adapting this architec-
ture to process and understand visual data. The key innovation in applying
the GPT architecture to vision tasks lies in treating pixels or patches of an
image as sequences, similar to how words or tokens are treated in NLP tasks.

LLMs have also been integrated with traditional vision models in tasks
like visual question answering (VQA) [/01], where models are trained to
respond to questions based on image content. This highlights the synergy
between LLMs and image recognition, requiring a deep understanding of both
visual and textual data [101].

Although there have been few attempts to detect hate speech and sexually
explicit content using large language models, to the best of our knowledge, no
prior works have specifically targeted the detection of inappropriate content
in customer reviews and news articles using LLMs. Additionally, identifying
nudity, violence, child abuse, and drug or alcohol abuse using large language
models (LLMs) has not yet been explored. This presents a unique oppor-
tunity to expand the application of LLMs to these areas, addressing both
textual and visual content across diverse contexts.



Integrating Large Language Models (LLMs), including Google Gemini
1.5 |02, 103, GPT-4o |10, |, and Llama-3 || /] into censorship tasks
has the potential to greatly enhance the performance and functionality of
deep learning models. This paper explores recent state-of-the-art large lan-
guage models to tackle complex challenges of natural language processing and
computer vision, such as detecting inappropriate textual and visual contents,
including violence, harassment, harm, sex, nudity, and hate speech. By lever-
aging the advanced understanding and generation capabilities of LLMs, the
approach aims to improve textual and visual recognition in these domains.

3. Research Motivation

The direct applications of LLMs in tackling such complex challenges of
identifying inappropriate media contents such as tweets, posters, customers’
reviews, articles, images, and videos are still an evolving area of research and
practice. The current solutions provided by LLMs in various applications
demonstrate, through their advanced comprehension and generative abilities,
their potential to act as complementary—or even alternative—approaches to
traditional and deep learning methods for censoring both textual and vi-
sual media. By harnessing the advanced language processing and contextual
analysis capabilities of LLMs, researchers can significantly enhance the ac-
curacy, efficiency, and flexibility of technologies employed in media content
moderation and censorship.

4. Materials and Methods

This section describes the datasets used in the experiments conducted
to evaluate the LLMs performance in textual and visual content censorship
tasks. Moreover, the section discusses the baseline methods usually used
in the literature and highlights our proposed LLM-based content censorship
solutions.

4.1. Dataset Qverview
4.1.1. Textual Datasets

In this section, we discuss the textual datasets used to evaluate and ex-
plore LLMs for textual content censorship tasks. These datasets contain text
from various sources, such as news articles, Amazon reviews, X tweets, ar-
ticles’ descriptions, and text that has inappropriate contents such as hate
speech, violence, adult contents, harassment, and harmful contents.



e Hate Speech and Offensive Language (HSOL) Dataset

HSOL is a public dataset designed for hate speech detection [0, |.
The authors started with a hate speech lexicon consisting of words
and phrases identified by internet users as hate speech, sourced from
Hatebase.org. Using the Twitter API, they retrieved tweets containing
terms from the lexicon, resulting in a sample from 33,458 Twitter users.
The timeline of each user was extracted, creating a collection of 85.4
million tweets. From this corpus, a random sample of 25,000 annotated
tweets containing lexicon terms was selected and manually coded by
CrowdFlower (CF) workers. The workers categorized each tweet into
one of three categories: hate speech, offensive but not hate speech, or
neither offensive nor hate speech. The dataset is divided as follows:
hate speech 5.77%, offensive language 77.43%, and normal 16.80%. In
our study, the HSOL dataset was employed to evaluate the capabilities
of numerous LLMs for hate speech content censorship and specifically
in tweets usually available in social media.

e Gender-Based Violence Tweet Dataset
This is a public dataset proposed in a Kaggle challenge to address
the gender-based violence (GBV) problem [/(7]. The GBV remains a
widespread issue globally, especially in developing and least-developed
countries. The problem worsened in many regions during the COVID-
19 pandemic. The goal of this GBV challenge is to develop a machine
learning algorithm that categorizes 39,650 annotated tweets about GBV
into five categories: sexual violence (82.34%), physical violence (15%),
emotional violence (1.64%), economic violence (0.55%), and harmful
traditional practices (0.47%). In this work, the GBV dataset was uti-
lized to evaluate the capabilities of numerous LLMs for violence content
censorship and specifically in tweets usually available in social media.

e Adult Content Dataset
We used a dataset of 850 articles’ descriptions available on a Hugging
Face platform and annotated with two different categories, namely:
non-adult (512 samples) and adult (338 samples) [10~]. This dataset
was utilized in this work to evaluate the capabilities of LLMs for adult
content censorship and specifically in the description of articles that
are usually available on the websites.



e Amazon Product Reviews Dataset

This is a large-scale Amazon Reviews dataset collected in 2023. This
dataset contains 48.19 million items and 571.54 million reviews from
54.51 million users [ )9]. The timespan is from May 1996 to September
2023. We selected a subset of this dataset to focus on reviews related
to beauty products, with around 700,000 various reviews. This dataset
is not annotated regarding content censorship. We aim to show the ca-
pabilities of LLMs in customers’ review censorship tasks by exploring if
the reviews have inappropriate contents such as hate speech, violence,
or sexual contents or if they have already been filtered by the Amazon
content moderation system. Amazon offers pre-trained models through
an API interface for image and video moderation [/ |0]. Amazon Rec-
ognizer Content Moderation is able to automatically detect harmful
images in product reviews with higher accuracy. Additionally, Ama-
zon Transcribe Toxicity Detection is a technique used by Amazon to
identify toxic content and categorize it into seven areas: sexual ha-
rassment, hate speech, threats, abuse, profanity, insults, and graphic
material [ | 1].

e News Articles from various Media Agencies

We scraped news articles from websites of five news outlets having
various political leanings, namely The Daily Beast (Left), CCN (Lean
left), Newsweek (Central), The Washington Times (Lean right), and
Fox News (Right). The articles selected from the websites are under
the general US category, which has a subcategory of crime. We collected
the articles from 2013 to 2023. The numbers of collected articles are
30,600, 16,750, 14,400, 57,650, and 103,550 for CNN, Fox News, The
Daily Beast, Newsweek, and The Washington Times, respectively. This
dataset is not annotated regarding content censorship. We aim to show
the capabilities of LLMs in long article censorship tasks by exploring
if the news articles have inappropriate contents such as hate speech,
violence, or sexual contents.

4.1.2. Visual Datasets

In this section, we describe the visual datasets utilized in this work to eval-
uate and explore LLMs for visual content censorship tasks. These datasets
contain images that have inappropriate contents such as nudity, pornography,
violence, graphic violence, drug, alcohol, and child abuse contents.
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e Human Photo Dataset

We utilized a public dataset of traditional photos of naked humans
meticulously gathered from the internet to encompass diverse back-
grounds, such as forests, snowy landscapes, beaches, supermarkets, in-
door settings, and streets |[/”|. This dataset is considered challeng-
ing due to variations in numerous factors, including human positions
(standing, sitting, lying, etc.), the proportion of nude individuals rel-
ative to the frame size, clothing, skin tones, and backgrounds. The
dataset includes a total of 800 annotated images: 400 normal images
and 400 nude images. We made a comparison between various LLMs
from one side and with state-of-the-art methods in terms of accuracy,
F1 score, false positive rate, and false negative rate.

e Cartoon Dataset
A cartoon dataset of 900 cartoon images || proposed for nudity and
pornography detection was utilized in this work for the visual content
censorship task. The images scraped from the web were annotated and
divided into two sets: 400 pornographic and 500 normal. The dataset
includes images with various skin colors, persons’ positions, number of
persons, scale of nude regions, and levels of lightening.

e Sketch Dataset
We utilized a sketch dataset that includes sketch images of people in
various positions and environments with two classes, namely normal
and pornographic [/ 7]. It consists of 1000 annotated images that were
then divided into two sets: 500 pornographic and 500 normal.

Samples of the aforementioned datasets: human, cartoon, and sketch can be
seen under: . The
black and red rectangles on the naked regions were added manually for public
consideration.

e Violence Dataset
In this research, two public datasets, RWF-2000 [*(] and Real-Life

Violence Situations (RLVS) [/ 17|, were combined to create a com-
prehensive annotated violence dataset comprising 4,000 videos: 2,000
violence and 2,000 non-violence samples. RWF-2000 [~(] is a large-

scale video dataset with 2,000 videos captured by surveillance cameras
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in real-world settings. On the other hand, Real-Life Violence Situa-
tions (RLVS) [/ 17] is a dataset containing 2,000 videos sourced from
YouTube, consisting of 1,000 videos of street fights and other violent
scenarios and 1,000 videos of non-violent activities like sports, eating,
and walking. In this work, we used a testing dataset, which is a subset
of RWF-2000 and RLVS with 800 videos divided into 400 violence and
400 normal.

e Graphic Violence Dataset

We compiled this dataset by scraping 350 images of bloody content
(scenes associated with bleeding, injuries, violent or graphic scenes,
crime scenes) from the web to assess the effectiveness of LLMs in con-
tent censorship, focusing on detecting the graphic violence in the images
and videos. Samples of videos from the violence fighting videos in the
first row and graphic violence images in the second row can be seen
under:

e Alcohol, Drug, and Child Abuse Dataset

We created this dataset by scraping 423 images from the web to eval-
uate various LLMs for content censorship and to detect the inappro-
priate contents related to abuse in the images and videos. The im-
ages in this dataset have three types of abuse contents: child, drug,
and alcohol. Samples of images from each abuse type can be seen
under: :
The first, second, and third rows depict alcohol, child abuse, and drug
abuse, respectively.

4.2. Methods

This paper examines harmful content across both text and visual modali-
ties, offering a thorough foundation for identifying the limitations of existing
content censorship systems. It addresses these gaps by exploring the poten-
tial of LLM-based content moderation, which enhances detection accuracy
and minimizes false positive and negative rates through the integration of
vision-language contexts.

The proposed solution for media censorship is an Al system that combines
language and visual processing to improve content understanding and gen-
eration. This system is designed to detect inappropriate content in all types
of media, such as text, images, and videos, based on provided prompts. We
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employed large-language models to harness their natural language process-
ing abilities, enabling contextual interpretation and analysis within images.
Figure | presents the block diagram illustrating the proposed solution for
textual and visual content censorship.

We utilized the models covered in this section to assess the performance of
large-language models in detecting inappropriate textual and visual content,
which is central to this research.
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Figure 1: The Block Diagram of our Proposed Solution

As shown in Figure !, the text, images, and videos required censor-
ing are applied to the inputs of each LLM, namely OpenAl Omni moder-
ation [! ], Meta Llama-Guard-3 [/ |7, ||, OpenAl GPT-4o [/17], Google
Gemini 1.5 [107], and Llama-3 || !]. The prompt is also applied to the inputs
to drive the entire process. We evaluated each of these LLMs separately and
compared their outcomes against the ground truth. These LLMs represent
the well-known LLMs available in the literature.

4.2.1. OpenAlI moderation model with Textual and Visual Date

OpenAl’s moderation system found by OpenAl serves as a foundational
framework, leveraging machine learning models designed to classify inputs
(text and/or image) if potentially harmful across several categories [!!].
“Omni-moderation-latest” model is the latest OpenAI moderation model that
supports more categorization options and multi-modal inputs || |]. The cate-
gories contain harassment, harassment/threatening, hate, hate/threatening,
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illicit, illicit /violent, self-harm, self-harm /intent, self-harm /instructions, sex-
ual, sexual/minor, violence, and violence/graphic [ 1].

In this study, we utilized OpenATI’s content moderation tools and particu-
larly the “Omni-moderation-latest” model to explore and evaluate the LLM-
based content moderation in its capability to detect inappropriate content,
such as sexuality, violence, hate speech, and other harmful materials || ].

First for text moderation, we employed the “omni-moderation-latest”
model [I1] to automatically evaluate text input such as articles, Amazon
customers’ reviews, and X tweets by assigning a confidence score based on
the likelihood that the content fits into one of several harmful categories,
including hate speech, adult contents, and violence. These confidence scores
are used to flag content that may need intervention or filtering [ ].

Second, for visual content moderation, the “omni-moderation-latest” model
analyzes visual content such as images and videos, detecting harmful content
like nudity, pornography, violence, child abuse, and drug and alcohol abuse.
“Omni-moderation-latest” model incorporates object and scene recognition
to classify images based on the same harmful content categories used in text
moderation || 1].

4.2.2. Llama-Guard-3 with Textual and Visual Date

Llama-Guard-3 is an LLM-based safeguard model developed by Meta
and available on Hugging Face. It is designed to handle multi-modal tasks
by combining natural language processing with visual recognition capabili-
ties |17, |']]. Llama-Guard-3 is also designed for human-Al conversational
scenarios. The model features a safety risk taxonomy, which serves as an
effective tool for categorizing specific safety risks identified in LLM prompts,
enabling prompt classification [ ].

Llama-Guard-3 model uses multi-modal transformers to interpret visual
and textual inputs concurrently |||, making them well-suited for our study’s
focus on detecting inappropriate content across text and image modalities.

Llama-Guard-3-8B, with 8 billion parameters, exhibited strong perfor-
mance in language tasks [/ 1]. It is particularly useful in scenarios where
computational resources are limited while still maintaining effective moder-
ation capabilities.

On the other hand, the Llama-Guard-3-11B-Vision is a larger version
with enhanced capabilities in both text and image recognition [! ! !]. This
model leverages its 11 billion parameters to provide more accurate and robust
classification of inappropriate content in images and associated textual de-
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scriptions. The model was specifically tested for its ability to detect harmful
imagery, such as explicit scenes or depictions of violence, and align these de-
tections with accompanying textual cues for a comprehensive understanding
of content.

In this study, we tested the Llama-Guard-3-8B [! | 7] and Llama-Guard-
3-11B-Vision [! | /] as a part of our effort to detect inappropriate textual and
visual content, such as hate speech, sexual, and violent contents.

4.2.83. Llama Instruct

Llama 3.1 is an auto-regressive language model, developed by Meta, built
on an optimized transformer architecture |/ 15]. It consists of multilingual
LLMs that include pre-trained and instruction-tuned generative models, de-
signed for text input and text output. Llama-3.1-8B-Instruct is a fine-tuned
version that employs supervised fine-tuning (SFT) and reinforcement learn-
ing with human feedback (RLHF) to better align the model with human
preferences for helpfulness and safety [ 1]

Llama-3.2-11B-Vision-Instruct is built upon the Llama 3.1 text-only model |1 | (]
and comprises multi-modal generative models, capable of processing both
text and images as input and generating text output. Llama-3.2-11B-Vision-
Instruct is an instruction-tuned model, specifically optimized for tasks such
as visual recognition, image reasoning, captioning, and answering general
questions about images [/ [(]. For image recognition tasks, Llama-3.2-11B-
Vision-Instruct incorporates a separately trained vision adapter that inte-
grates with the pre-trained Llama 3.1 language model.

In this study, we evaluated both Llama-3.1-8B-Instruct || ] model and
Llama-3.2-11B-Vision-Instruct [ | 0] to complement our effort to detect inap-
propriate content, such as sexuality, violence, and hate speech, within both
text- and vision-based data. The model is able to ensure that harmful con-
tent is filtered out based on a combination of object recognition in images
and semantic analysis in text.

4.2.4. Gemini 1.5

The Gemini 1.5 model, developed by Google, integrates advanced vision
and natural language processing techniques, making it particularly effective
in understanding both text and images [/(”]. It also incorporates Google’s
advancements in instruction-following tasks, ensuring that specific content
moderation guidelines were adhered to when evaluating both text and image
inputs [ 1 7].
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With its sophisticated architecture, Gemini 1.5 Pro excels in scenarios
requiring high-level contextual understanding of images in conjunction with
text. On the other hand, Gemini 1.5 Flash is a lightweight, smaller, and
faster model, optimized for speed and efficiency [/17].

The Gemini API provides safety settings that can be adjusted. It has
several levels of blocking content, such as no block, only high probability
of unsafe content, only medium or high probability, all low, medium, or
high probability [/ /~]. The Gemini API’s safety filters cover the following
categories: harassment, hate speech, sexual explicit, and dangerous content.

In this study, we further evaluated Gemini 1.5 Pro and Gemini 1.5 Flash
to assess their capabilities in detecting inappropriate textual and visual con-
tents that are usually available in media outlets.

4.2.5. GPT-}o

GPT-40 is an OpenATl’s advanced language model builds upon the robust
architecture of earlier GP'T models, expanding its proficiency in both text and
vision-language tasks [ ()7]. GPT-40 employs an extensive parameter count
and deep learning techniques that enable it to recognize text and visual con-
tent based on complex contextual understanding. Its vision-language fusion
allows it to interpret both image-based and textual data concurrently. Lever-
aging GPT-40’s instruction-following capabilities, the model was fine-tuned
for the specific tasks, ensuring adherence to predefined guidelines [1(7].

In this study, we evaluated GPT-4o0 |17, |, specifically in the context
of its multi-modal capabilities for detecting inappropriate textual and visual
contents such as adult content, violence, and hate speech. This was particu-
larly beneficial in scenarios where inappropriate visual elements were paired
with text.

5. Results and Discussion

This section presents the evaluation of several LLMs on tasks related to
textual and visual content censorship. It also demonstrates the comparison
results in terms of their accuracy, recall, precision, F1 score, false positive
rate (FPR), which is a proportion of negative instances incorrectly classified
as positive, and false negative rate (FNR), which is a proportion of positive
instances incorrectly classified as negative.

State-of-the-art LLMs such as Llama-Guard-3, OpenAl moderation model,
GPT-40, Gemini 1.5, and Llama-3 are utilized and compared to tackle the
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above challenging censorship tasks. Additionally, we compared the LLM-
based solutions with existing state-of-the-art methods.

Both Gemini 1.5 and OpenAl moderation model can detect multiple cat-
egories for the same instance. While OpenAl moderation model provides
a score for each detected category, Gemini 1.5 assigns a Low, Medium, or
High level for the detected category. Other LLMs used in our experiments
generate only one category, as determined in the prompt given.

Since Gemini 1.5 lacks specific categories for ‘harm’,; ‘violence’, and ‘graphic
violence’, these categories are grouped under the broader “dangerous” cate-
gory.

We carried out multiple experiments to assess the capabilities of various
LLMs for textual and visual content censorship, with a specific focus on iden-
tifying hate speech, sexual, and violent contents. Formulating the censorship
application as a visual question-answer task allows to leverage the LLMs
with their capabilities of understanding and processing both the image and
associated text.

5.1. Visual Content Analysis

First, we carried out several experiments to demonstrate the potential
of using LLMs, such as OpenAl moderation model, Llama-Guard-3, GPT-
40, Gemini 1.5, and Llama-3 for visual content censorship and particularly
nudity, pornography, violence, graphic violence, and abuse. We analyzed the
results as shown in Tables | to

For OpenAl moderation model, which is a pre-trained GPT for moder-
ation task, the API is designed without the need to feed the LLM by any
prompt because the LLM was already trained for moderation purposes. For
the visual violence task, the category generated by OpenAl moderation model
is ‘violence’. On the other hand, the nudity /pornography task, OpenAI mod-
eration model generated a 'sexual’ category.

For Llama-Guard-3, applying empty prompt results in bad performance
for image moderation. As a result, we used the simple prompt “describe the
image” in Llama-Guard-3 to use its vision feature to analyze images, which is
the main goal of detecting inappropriate visual contents. Llama-Guard-3 is
also a pre-trained for moderation task, and it generated a limited, pre-defined
set of categories as a response to prompts, chats, and images fed to its input.
For the nudity /pornography task, it generates ‘unsafe with S12’ which refers
to sexual content. However, it generates ‘unsafe with S8’ for several images;
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this indicates its detection of intellectual property issues with images fed to
it.

For Gemini 1.5 visual violence task, we set safety settings to be ‘BLOCK-
LOW-AND-ABOVE’. In this case, GEMINI will block prompts or images
when the probability score is either low, medium, or high. As a result, a
few videos are assigned to the ‘normal’ category mentioned in the prompt.
Conversely, most videos were blocked, even the ones with low probability
scores. The videos blocked with low probability scores are considered to have
normal content, while others blocked with medium or high probability scores
are categorized as having violent content. On the other hand, for Gemini
1.5 visual nudity /pornography task, we set safety settings to be ‘BLOCK-
NONE'’ to prevent Gemini 1.5 from blocking any prompt and force it to select
from the list defined in the given prompt. However, because Gemini 1.5 Pro
continues rejecting to answer for a set of images, we changed the prompt for
unanswered samples to be ‘Does this image have NSF'W content? Answer by
Yes or No’. NSF'W stands for Not Suitable For Work. In this case, Gemini
1.5 Pro was able to answer and find the categories for all images given.

5.1.1. Detection of Violence in Videos

The first experiment aims to study the LLMs capability to detect the
violence in the videos. We used 800 testing videos from RWF-2000 [+(]| and
Real-Life Violence Situations (RLVS) [ 17].

We selected five LLMs, including large and small-size LLMs such as GPT-
40, GPT-40-mini, Gemini 1.5 Pro, Gemini 1.5 Flash, Llama-3 that support
vision in general and video particularly, by considering multiple images at
input driven by a textual prompt. The video is divided into frames, taking
one frame only from each ten frames. The frames are stored and fed to the
input of LLMs for each inference. We did not use OpenAl moderation model,
and Llama-Guard-3 in this experiment because they do not support multiple
images as input, which addresses RQ1.

The prompt used for violence detection in the videos is:

violence prompt

Find the category of these video’s frames based on the following list:
[‘violence’,‘fighting’,‘normal’|, answer only using a single word from this
list.

Table | shows the results of comparison between various LLMs. The
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objective of a robust content censorship system is to reduce and balance both
FPR and FNR. As can be seen, Gemini 1.5 Pro was able to give the best
accuracy (95.5%) and guarantee the balance between the low value of FPR
(4.5%) and the low value of FNR (4.5%). Other LLMs that produced lower
FNR have higher FPR. In general, all LLMs have good violence detection
performance in videos. However, Llama-3.2-11B-Vision-Instruct gave the
lowest accuracy (82.12%) and the highest FNR (17.75%) among LLMs for the
violence detection task in video inputs. Additionally, small versions of LLMs,
such as Gemini 1.5 Flash, that can usually balance speed and efficiency, also
show superior performance with Gemini 1.5 Flash’s accuracy of (94.13%).

For detecting violence in the video dataset, various state-of-the-art base-
line methods that have used this dataset, including CNN-LSTM [+7], Mo-
bileNet V2-LSTM [+~], DenseNet-121-LSTM [-~], ShuffleNet-LSTM [+*], and
EfficientNet-B0O [~“] have been used for comparison. Table | shows the per-
formance metrics of these baseline methods mentioned in their main articles.
We added an X in some of the cells to represent the baseline methods that
did not provide the FNR. All LLMs except Llama-3 were able to outperform
the baseline methods significantly by increasing the accuracy and reducing
the FPR and FNR.

Our finding highlights the significance of using the vision capability of
LLMs for violence detection in videos. Additionally, the use case of classifying
violence videos using LLMs that we showed in this work can be extended at
scale to study the potential of using LLMs to classify various multi-class
video datasets using the features of feeding LLMs with multiple images or
frames.

5.1.2. Detection of Nudity, Pornography, and Sexual acts in Images

In the second experiment, we aim to study the LLMs capability to detect
the nudity, pornography, and sexual acts in the images such as traditional
human photos [/’], cartoon /7], and sketch [77]. We used three datasets:
human photo dataset, cartoon dataset, and sketch dataset that have been
described in the dataset overview section. We used seven LLMs that support
vision by considering one image at input driven by a textual prompt.

The prompt used for nudity /pornography detection in all types of images
such as human photos, cartoons, and sketches is:
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Accuracy | Precision | Recall | F1 score | FPR FNR
CNN-LSTM 73.35% 72.53% 76.9% 74.01% 30.2% 23.1%
(baseline) [#7]
MobileNetV2— 82.88% 82.13% 83.59% 82.85% 17.82% X
LSTM (base-
line) [#7]
DenseNet- 80% 79.95% 79.55% 79.75% 19.55% X
121 LSTM
(baseline) [#¢]
ShuffleNet— 66.13% 64.24% 71.21% 67.54% 38.86% X
LSTM (base-
line) [27]
EfficientNet- 86.38% 86.5% 86.28% 86.39% 13.53% X
B0O-LSTM
(baseline [#7]
GPT-40 93.75% 89.06% 99.75% 94.10% 12.25% | 0.25%
GPT-40-mini 91.75% 86.30% 99.25% 92.33% 15.75% | 0.75%
Gemini 1.5 95.5% 95.5% 95.5% 95.5% 4.5% 4.5%
Pro
Gemini 1.5 94.13% 91.14% 97.75% 94.33% 9.5% 2.25%
Flash
Llama-3.2- 82.12% 82.04% 82.25% 82.15% 18% 17.75%
11B-Vision-
Instruct

Table 1: Comparison between LLMs and baseline methods for the violence video clas-
sification task.

Nudity /Pornography prompt

Classify the image content into one of these classes; choose only from
this list: [nude’,‘porn’,‘naked’,‘sex’,'normal’], answer using a single
word.

Tables ~ to | present the results comparing various LLMs with one an-
other, as well as with the baseline methods. For detecting nudity/pornogra-
phy in the human photo dataset, various baseline methods, including ResNet
50 [77], YOLO-TesNet50 [/”], and cloud-based solutions like AWS [!7] and
Microsoft Azure || °] have been used for comparison.

In Table 2, both Llama-Guard-3-11B-Vision and GPT-40 provide signifi-
cant improvements over LLMs and baseline methods, particularly in achiev-
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Accuracy | Precision | Recall | F1 score | FPR FNR

ResNet50 85.5% 85.55% 85.75% 85.57% 14.75% | 14.25%
(baseline) [77]
YOLO- 89.5% 91% 87.75% 89.27% 8.75% | 12.25%
ResNet50
(baseline) [77]
AWS  (base- 84% 85% 84% 84% X X
line) [17]
Microsoft 87% 89% 87% 87% X X
Azure (base-
line) [17]
GPT-40 96% 100% 92% 95.83% 0% 8%
GPT-40-mini 91% 100% 82% 90.11% 0% 18%
Gemini 1.5 93.13% 99.15% 87% 92.68% 0.75% 13%
Pro
Gemini 1.5 95.37% 100% 90.75% 95.15% 0% 9.25%
Flash

Llama-3.2- 97.63% 99.48% 95.75% 97.58% 0.5% 4.25%
11B-Vision-
Instruct
Llama-Guard- 89.38% 94.87% 83.25% 88.68% 4.5% 16.75%
3-11B-Vision
OpenAl mod- 83.5% 100% 67% 80.24% 0% 33%
eration model

Table 2: Comparison between LLMs and baseline methods for traditional photos of
human nudity /pornography detection task.

ing the highest accuracy and maintaining a balance between precision and re-
call. Table  also highlights the superiority of Llama-3.2-11B-Vision-Instruct
having the best accuracy of 97.63% and capturing more true positives, mak-
ing it suitable for cases where high FNR is critical.

We also observe that GPT-40-mini has high precision, meaning it rarely
generates false positives, but it sacrifices recall, leading to more false neg-
atives. Additionally, both OpenAl moderation model and Llama-Guard-3-
11B-Vision gave the lowest accuracy and the highest FNR among LLMs for
this task of nudity, pornography, and sexual act detection in human photos,
which makes them not the optimal candidate models for this task, answer-
ing RQ1. Even OpenAl moderation model is accurate in flagging normal
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content, showing a precision of 100%, its recall is lower (67%), indicating it
misses many true positives, as reflected in the higher FNR (33%).

It is also worth mentioning that Gemini 1.5 Flash maintains a high ac-
curacy of 95.37%, with strong precision (100%) and a balanced recall. This
combination of speed and accuracy makes it effective for situations where
both quick responses and reliable content filtering are required, such as live-
streaming platforms.

Our finding underscores the crucial role of leveraging the vision capabili-
ties of LLMs in detecting sensitive content, such as nudity, pornography, and
sexual acts, in both static images and dynamic videoframes, which is essential
for large-scale and real-time applications adhering to safety guidelines.

For detecting nudity /pornography in cartoon image dataset, various base-
line methods, including various versions of EfficientNet (B0, B4, B7) [/7],
ResNet (50 and 101) [/7], and cloud-based solutions like AWS [17] and Mi-
crosoft Azure || 7] have been used for comparison.

Table = suggests that LLMs, with their advanced vision capabilities, out-
perform traditional CNN-based baselines in terms of precision and recall,
making them suitable for applications where accurate detection is crucial.
Table & highlights the dominance of Gemini 1.5 Flash and Gemini 1.5 Pro
with their near-perfect performance across all metrics, highlighting their ef-
ficiency in both FPR and FNR, indicating fewer misclassifications, which is
crucial for tasks that require high reliability.

Both Llama guard and openAl moderation models have already been
trained for content moderation tasks to detect violence, hate, harm, and
sexual contents. The superior performance of Llama 3 Guard and the openAl
moderation model in detecting nudity or pornography in cartoon images
compared to human photos may indicate that these LLMs have a strong
ability to identify explicit content within cartoon datasets but may struggle
to detect general nudity in datasets containing human photos.

For detecting nudity /pornography in the sketch image dataset, various
baseline methods, including CoAtNet0 [/7], and cloud-based solutions like
AWS [17] and Microsoft Azure [|7] have been used for comparison.

Table | shows the highest accuracy in GPT-40 (95.4%), and Gemini 1.5
Flash (95.2%) among all models. It also highlights low FNR in both LLMs,
which makes them perfect for applications needing high sensitivity.

openAl moderation model’s has perfect precision and zero FPR, which
indicates it’s very conservative, preferring to classify fewer cases as positive to
avoid false positives, but at the cost of missing many true positives with very
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Accuracy | Precision | Recall | F1 score | FPR | FNR
ResNet50 (base- 94.11% 93.7% 93.25% | 93.42% 52% | 6.75%
line) [77]
ResNet101 94.22% 93.85% 93.25% 93.52% 5% 6.75%
(baseline) [75]
EfficientNet-B0 94% 94.13% 92.25% 93.18% 4.60% | 7.75%
(baseline) [77]
EfficientNet-B4 92.78% 93.4% 90.25% | 91.77% 5.2% | 9.75%
(baseline) [77]
EfficientNet-B7 94.22% 93.69% 93.5% 93.54% 52% | 6.5%
(baseline) [77]
AWS (base- 97% 97% 97% 97% X X
line) [17]
Microsoft Azure 97% 97% 97% 97% b'e X
(baseline) [17]
GPT-40 98.67% 100% 97% 98.48% 0% 3%
GPT-40-mini 97% 100% 93.25% 96.51% 0% 6.75%
Gemini 1.5 Pro 99.89% 99.75% 100% 99.87% 0.2% 0%
Gemini 1.5 Flash 99.44% 100% 98.75% | 99.37% 0% 1.25%
Llama-3.2-11B- 98.78% 98.50% 98.75% 98.63% 1.2% | 1.25%
Vision-Instruct
Llama-Guard-3- 98.56% 99.49% 97.25% | 98.36% 0.4% | 2.75%
11B-Vision
OpenAl modera- 96.88% 100% 93% 96.37% 0% 7%

tion model

Table 3: Comparison between LLMs

pornography detection task.

and baseline methods for cartoon image nudity/-

high FNR (32.6%). Additionally, both Llama 3 instruct and Llama 3 guard
lag behind in recall and suffer from higher FNR. In summary, both Ope-
nAl moderation model and Llama-Guard-3-8B show limitations in detecting
pornography and sex acts in sketch images, which addresses RQ1.

5.1.3. Detection of Graphic Violence in Images

The third experiment seeks to assess the LLMs capability to detect graphic
violence in images. We used the graphic violence dataset that has been de-
scribed in the dataset overview section. We explored seven LLMs that sup-
port vision by considering one image at input driven by a textual prompt.
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Accuracy | Precision | Recall | F1 score | FPR | FNR
CoAtNet0 94% 94% 94% 94% b X
(baseline) [77]
AWS (base- 93% 93% 93% 93% X X
line) [17]
Microsoft 81% 84% 81% 81% X X
Azure  (base-
line) [17]
GPT-40 95.4% 98.92% 91.8% 95.23% 1% 8.2%
GPT-40-mini 93.7% 99.55% 87.8% 93.31% 0.4% | 12.2%%
Gemini 1.5 Pro 94.6% 99.56% 89.6% 94.31% 0.4% 10.4%
Gemini 1.5 95.2% 99.13% 91.20% 95% 0.8% 8.8%
Flash
Llama-3.2-11B- 87.8% 93.95% 80.8% 86.88% 5.2% 19.2%
Vision-Instruct
Llama-Guard- 88.8% 97.78% 79.4% 87.64% 1.8% 20.6%
3-11B-Vision
OpenAl moder- 83.7% 100% 67.4% 80.53% 0% 32.6%
ation model

Table 4: Comparison between LLMs and baseline methods for sketch image nudity/-
pornography detection task.

The prompt used for bloody content detection in the images is:

Graphic Violence prompt

Classify the image content into one of these classes; choose only from
this list: [‘violence’,‘graphic violence’,‘normal’|, answer using a single

word.

The results in Table © underscore that Llama-Guard-3 is not able to
graphic violence content in the images, which should be considered under the
‘graphic violence’ category. The Llama-Guard-3 has two categories related to
‘suicide and self-harm’ and ‘violent crimes’, but it only generates the category
of ‘intellectual property’, which refers to prompts or responses that may
violate the intellectual property rights of any third party, for the majority of
images in the bloody content dataset.

The results show that Llama-3.2-11B-Vision-Instruct excels in detecting
graphic violence in this dataset with the highest accuracy of 98.57%. Addi-
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Graphic | Alcohol | Drug | Child

violence abuse abuse | abuse
GPT-40 92.86% 94.77% | 91.67% | 81.75%
GPT-40-mini 96.57% 88.42% 93.75% 7%
Gemini 1.5 Pro 92.29% 75.16% | 89.58% | 70.63%
Gemini 1.5 Flash 96% 92.81% | 90.97% | 73.02%
Llama-3.2-11B-Vision-Instruct 98.57% 87.58% | 90.28% | 45.24%
Llama-Guard-3-11B-Vision 0% 0% 0% 0%
OpenAl moderation model 75.43% 3.9% 29.17% | 16.67%

Table 5: Accuracy of LLMs for graphic violence, alcohol, drug, and child abuse detection
task.

tionally, both Gemini 1.5 Flash and GPT-40-mini show remarkable perfor-
mance with an accuracy around 96%. On the other hand, OpenAl modera-
tion model shows a moderate detection rate of 75.43%, which is lower than
all other models listed except Llama-Guard-3. This suggests that OpenAl
moderation model might have limitations in recognizing graphic violence
considering OpenAl moderation model has been fine-tuned to generate a
predefined list of categories including ‘violence’ (which depicts death, vio-
lence, or physical injury), and ‘self-harm’ (which encourages or depicts acts
of self-harm, such as suicide and cutting). Our finding highlights a gap in
performance of OpenAl moderation model and Llama-Guard-3 in this spe-
cific task of graphic violence detection which addresses RQ1 and we show
that other LLMs such as GPT-40, Gemini 1.5, Llama-3 are able to overcome
these limitations which addresses RQ2.

For the aforementioned tasks of detecting violence in videos, nudity, and
pornography in human photos, cartoons, and sketches, and graphic violence
in images, we can see that LLMs exhibit inconsistency in prediction accuracy
across different types of inappropriate content, such as violence and adult
content, thus answering RQ3.

5.1.4. Detection of Alcohol, Drug, and Child Abuse in Images

The fourth experiment intends to evaluate the LLMs capability to detect
alcohol, drug, and child abuse in the images. We utilized a dataset of images
that have various abuse contents described in the dataset overview section.
We examined seven vision-enabled LLMs, each capable of processing a sin-
gle image input guided by a textual prompt. The prompt used for abuse
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detection in the images is:

Abuse prompt

Classify the image content into one of these classes; choose only from
this list: [‘child abuse’,‘alcohol abuse’,‘drug abuse’,'normal’|, answer
using a single word.

It is clear from Table © that GPT-4o is the best at achieving the highest
accuracy in the categories of ‘alcohol abuse’ and ‘child abuse’. Similarly,
GPT-40-mini gave the top accuracy for drug abuse detection. Addition-
ally, Gemini 1.5 Flash performs well in detecting ‘drug abuse’ and ‘alcohol
abuse’ categories with scores of 90.97% and 92.81%, respectively. However,
most models, and particularly Llama-3.2-11B-Vision-Instruct, struggle with
detecting ‘child abuse’ category, indicating a need for improved sensitivity.
On the other hand, the detection capability of OpenAl moderation model
for content related to alcohol abuse, drug abuse, and child abuse is minimal
because the abuse category is not related to a pre-defined list of categories
that OpenAl moderation model has been fine-tuned to generate. Similarly,
Llama-Guard-3 has no recorded accuracy for any abuse category. This in-
dicates that both aforementioned OpenAl moderation model and Llama-
Guard-3 lack the capability to detect these forms of inappropriate content,
which addresses RQ1. Additionally, we show that other LLMs, such as GPT-
40, Gemini 1.5, and Llama-3 are able to overcome these limitations, which

address RQ2.

5.2. Textual Content Analysis

We carried out several experiments to demonstrate the potential of using
LLMs, such as Llama-Guard-3, OpenAl moderation model, GPT-40,Gemini
1.5, and Llama-3 for textual content censorship and particularly violence,
sexual text, and hate speech. Several datasets, such as violence tweets, hate
speech tweets, and adult content articles’ descriptions, have been utilized in
these experiments to evaluate various LLMs.

Additionally, we exploited these LLMs with two use cases: The first use
case is articles from five news outlets aiming to identify whether the language
used contains implicit or explicit hate speech, violence, or adult content,
helping to filter content before publication or alert readers to sensitive topics.
The second use case is Amazon beauty reviews, aiming to exploit LLMs in
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assessing customers’ feedback to ensure that reviews remain respectful and
adhere to guidelines, enhancing the platform’s safety and trustworthiness.

As OpenAl moderation model was already trained for moderation tasks,
the API is designed without the need to feed it by any prompt. We feed
the text required censoring to OpenAl moderation model and it generates
a list of pre-defined categories associated with confidence scores. Similarly,
Llama-Guard-3 is already trained for content moderation to check if there
is inappropriate content in prompt, response, or chat and generate one of a
pre-defined list of categories. The Llama-Guard-3 was fed by text required
censoring, and the prompt used is as follows: ‘Check if there is unsafe content
in the following text’. The prompt used for GPT-40 and Gemini 1.5 is:

GPT-40 and Gemini 1.5 prompt

Find the category and its confidence score (between 0
and 10) of this text based on the following list: [‘harass-
ment’ ‘hate’,‘harm’,‘sexual’,‘violence’;‘graphic violence’,‘normal’[;
answer using this format {‘category’:category,‘score’:score}.

The prompt used with Llama-3 is as follows:

Llama-3 prompt

Task: check if there is unsafe content in this text containing requests
according to our safety policy with the below categories.

<BEGIN UNSAFE CONTENT CATEGORIES >

‘normal’

‘violence’

‘graphic violence’

‘harassment’

‘hate’

‘harm’

‘sexual’

<END UNSAFE CONTENT CATEGORIES>

Provide your safety assessment for this text: The first line must read
‘safe’ or ‘unsafe’. If unsafe, a second line must include the assessed
safety category from the above categories only and a confidence score
separated by a comma.

For Gemini 1.5, we set the safety settings to be ‘BLOCK-LOW-AND-
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ABOVE’. In this case, Gemini 1.5 will block prompts when the probability
score is either low, medium, or high. In this experiment, the text samples
that were blocked with medium and high probability scores are considered
to have adult content. On the other hand, the samples that were blocked
with low probability scores and the unblocked samples are predicted under
the ‘normal’ category. For GPT-4o, due to the lack of safety settings (unlike
Gemini 1.5), the text samples were predicted to be under one of the categories
defined in the GPT-40 and Gemini 1.5 prompts.

5.2.1. Detection of Adult Content in Articles’ Description

In this experiment, we used the adult content dataset |! (] mentioned
in the data overview section to evaluate the capabilities of LLMs for adult
content censorship. Seven LLMs have been examined to process the text
of the articles’ descriptions that may contain adult content. The LLMs are
driven by the above prompts for detection.

For Llama-3, in the adult content detection of the articles’ descriptions,
the ‘harassment’ category was generated for several samples; even the ‘sexual’
category is available as an option in the Llama-3’s prompt. If this ‘harass-
ment’ category is considered an ’adult’ category, the performance metrics of
Llama-3 are shown in Table . If we consider the ‘harassment’ category as
a 'non-adult’ category because the model fails to select the ‘sexual’ category
from the options given, the accuracy would degrade largely to 81.41% with
a low recall of 53.55% and a high FNR of 46.44%.

Both GPT-40 and Gemini 1.5 Pro achieve the highest overall accuracy and
F1 scores (97.18% and 96.34% for GPT-40, 97.06% and 96.22% for Gemini
1.5 Pro). Additionally, both are optimal solutions for this task, providing
balanced precision-recall and balanced FPR-FNR.

GPT-40-mini has a noticeable drop in recall (80.47%) compared to GPT-
4o, resulting in a lower F1 score and higher FNR (19.5%), which might make
it less suitable for cases where FNR is critical.

OpenAl moderation model excels in precision (100%) but has a signif-
icantly lower recall (79.88%) and higher FNR (20.12%). Similarly, Llama-
Guard-3-8B has high precision (99.66%) but a moderate recall (87.87%),
suggesting a similar trend to OpenAl moderation model, albeit with better
recall and FNR.

Llama-3.1-8B-Instruct has the highest FPR (6.05%), which could lead to
more frequent false positives, potentially impacting usability depending on
the context.
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In summary, Llama-3.1-8B-Instruct and Gemini 1.5 Pro are better suited
for applications where missing a case is more problematic than an occasional
false alarm. For example, in safety-critical systems, catching every instance
is vital, even if it results in a few extra false positives.

Accuracy | Precision | Recall | F1 score | FPR | FNR
GPT-40 97.18% 99.37 % 93.49% 96.34% 0.39% | 6.51%
GPT-40-mini 92.12% 99.63% 80.47% 89.03% 0.20% | 19.5%
Gemini 1.5 Pro 97.06% 98.45% 94.08% 96.22% 0.98% | 5.92%
Gemini 1.5 96% 98.41% 91.42% 94.79% 0.98% | 8.58%
Flash
Llama-3.1-8B- 94.24% 91.17% 94.67% 92.89% 6.05% | 5.33%
Instruct
Llama-Guard- 95.06% 99.66% 87.87% 93.40% 0.20% | 12.13%
3-8B
OpenAl moder- 92.0% 100% 79.88% 88.82% 0% 20.12%
ation model

Table 6: Comparison between LLMs for adult content in the articles’ description task.

5.2.2. Detection of Hate Speech and Offensive Language in Tweets

In this experiment, we used the hate speech and offensive language dataset [0,

| mentioned in the data overview section to evaluate the capabilities of
LLMs for hate speech censorship. Seven LLMs have been tested with X
tweets that contain hate speech and offensive language. The LLMs are driven
by the prompts mentioned above for the detection. Figures ~ to | show the
results of the comparison.

We analyzed the performance of various language models in predicting
hate speech, offensive language, and normal content. Across hate speech
predictions, the models tend to achieve relatively high scores in categories
like “harassment” and “hate.” However, the models that excel in identifying
harmful content categories like hate and harassment often show reduced ac-
curacy in identifying normal content that is neither hate speech nor offensive
language, which may indicate an over-tendency to flag content as offensive.

When the high accuracy in detecting hate speech is crucial, OpenAI mod-
eration model, GPT-40, and GPT-40-mini are optimal. However, GPT-40
outperforms GPT-40-mini with lower false negative errors in offensive lan-
guage classes.

29



OpenAl moderation model, Gemini 1.5 Flash, and Gemini 1.5 Pro are
able to generate multiple categories for the same text sample. In this exper-
iment, they generate both ‘hate’ and ‘harassment’ in several samples labeled
by the ‘hate speech’ category. On the other hand, when GPT-40, and Gem-
ini 1.5 were guided by the prompt to generate only one category, and they
generated a ‘hate’ category in this task.

Even in the case of Llama-Guard-3-8B, though it is generally so accurate
in normal content detection, it has higher false negative errors in detect-
ing hate speech and offensive language by predicting the ‘normal’ category
with 20.46% and 69.33%. This indicates the inability of Llama guard to
detect offensive language categories in this dataset. This may be because
Llama-Guard-3-8B has the ‘hate’ category but does not have the general
‘harassment’ category.

Even Llama-3.1-8B-Instruct shows superior performance in detecting ‘hate
speech’ and ‘offensive language’ categories, it suffers from high false positive
error because it detects the ‘normal’ category as ‘harassment’ with 31.38%.

OpenAl moderation model, Gemini 1.5 Flash, and Gemini 1.5 Pro show
the highest accuracy (above 80%) in detecting normal content. However,
both Gemini 1.5 Flash, and Gemini 1.5 Pro have high false positive errors
in the hate speech category (16.08%, 16.78%) and the offensive language
category (32.48%, 34.11% ). On the other hand, OpenAl moderation model
has lower false negative errors in both hate speech and offensive language
categories.

Overall, OpenAl moderation model shows the best capability for the task
of hate and offensive language detection because it can balance false negative
and false positive rates. However, it detects several instances of ‘hate speech’
as falling under the ‘harassment’ category.

5.2.83. Detection of Violence in Tweets

In this experiment, we used the violence tweet dataset [/()7] mentioned
in the data overview section to evaluate the capabilities of LLMs for violence
censorship in textual data. Seven LLMs have been demonstrated to detect
violent contents in the text of tweets that contain various types of violence.
The LLMs are driven by the prompts mentioned above.

This experiment highlights the limitation of Llama-Guard-3 in detecting
these five categories of violence by showing the worst performance and pre-
dicting the majority of tweets as ‘normal’ or ‘defamation’. As such, Llama-
Guard-3 will be excluded from the analysis below.

30



Percentage of LLMs Across Different Categories

sexual
violence a0
harassment
hate

harm
Defamation
graphic violence
dangerous
normal - 80.61

a
3

Percentage (%)

- 40

Categories

GEMINI 1.5 Pro -
GPT4o0 -

GPT40 mini -
Llama 3 Guard -

GEMINI 1.5 Flash -
Llama 3.1 instruct

openAl moderation -

LLMs

Figure 2: Heatmap of normal text showing predictions of various LLMs.
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Figure 3: Heatmap of hate speech showing predictions of various LLMs.
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Figure 4: Heatmap of offensive language showing predictions of various LLMs.
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First, we analyzed the performance of various LLMs in detecting sexual
violence in labeled tweets, as shown in Figure ©. Across the sexual violence
predictions, the models tend to achieve relatively high scores in categories
like ‘sexual’ in the majority of the LLMs, ‘violence’ in all GPT-40, GPT-40-
mini, and OpenAl moderation model, ‘graphic violence’ in GPT-40, ‘harm’
in GPT-40 and Llama-3.1-8B-Instruct and ‘dangerous’ in Gemini 1.5 Pro and
Gemini 1.5 Flash. Doing an in-depth analysis, OpenAl moderation model
shows high accuracy in predicting the ‘violence’ category with 89%. The
three LLMs (GPT-40, GPT-40-mini, OpenAl moderation model) produced
lower false negative error (samples predicted under the ‘normal’ category are
rare) compared to Gemini 1.5 Pro and Gemini 1.5 Flash which showed a high
percentage of false negative errors (23.91% and 25.68%).

Second, we evaluated the performance of various LLMs in detecting the
‘physical violence’ in tweets, as shown in Figure 0. The difference in rep-
resenting the ‘physical violence’ between Gemini 1.5 Pro and Gemini 1.5
Flash is shown as Gemini 1.5 Pro generating more ‘harassment’ category
and less ‘dangerous’ category than Gemini 1.5 Flash. Both Gemini versions
produced the highest false negative errors, while other LLMs also exhibited
notably high false negative errors.

Third, we assessed the performance of various LLMs in detecting the
‘emotional violence’ and ’economic violence’ in tweets, as shown in Figure
and Figure . Gemini 1.5 Pro recorded the highest rate of false negative errors
in detecting both the ‘emotional violence’ and the ‘economic violence.” Ad-
ditionally, both Gemini 1.5 Flash and OpenAl moderation model exhibited
notably high false negative errors. Consequently, GPT-40 and GPT-40-mini
emerged as the top performers in detecting the ‘emotional violence’ and the
‘economic violence’, with GPT-40-mini leading in the ‘emotional violence’
detection by achieving the lowest false negative error rate. This experiment
indicates the limitations of Gemini 1.5 Pro, Gemini 1.5 Flash, and OpenAl
moderation model in detecting the ‘emotional violence’ and the ‘economic
violence’ categories.

Finally, the last category that requires to be assessed in tweets is the
‘harmful practices’, shown in Figure . This experiment indicates the lim-
itations of OpenAl moderation model in detecting these harmful practices,
giving the highest false negative errors (31.58%). On the other hand, both
GPT-40 and GPT-40-mini have the lowest false negative errors, with GPT-40
leading by achieving the lowest error.

It is worth noting that Llama-3.1-8B-Instruct assigns the categories of
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‘harassment’, ‘hate’, and ‘harm’ to tweets, ignoring the ‘violence’ and ‘sexual’
categories in the five violence types. Additionally, Llama-3.1-8B-Instruct
shows low false negative errors in all five types of violence.

In this experiment, the ‘harassment’ category has been predicted by sev-
eral LLMs. This reflects the nuances in language that the models interpret
based on the context and the wording. Overall, LLMs may not fully differ-
entiate between the specific intents and contexts that separate ‘harassment’
from the more specific terms like ‘sexual violence’, ‘physical violence’, ‘emo-
tional violence’, ‘economic violence’, and ‘harmful practice’.

Percentage of LLMs Across Different Categories

sexual
violence

- 70

harassment

hate

harm
Defamation

o 30&

graphic violence

dangerous

Categories

normal

GEMINI 1.5 Flash
GEMINI 1.5 Pro
GPT40 mini
openAl moderation
Llama 3.1 instruct
Llama 3 Guard

LLMs

Figure 5: Heatmap of sexual violence showing predictions of various LLMs.
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Figure 6: Heatmap of physical violence showing predictions of various LLMs.
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Figure 7: Heatmap of emotional violence showing predictions of various LLMs.
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Figure 8: Heatmap of economic violence showing predictions of various LLMs.
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5.2.4. Detection of inappropriate Content in Amazon Beauty Review

In this experiment, we used the Amazon beauty reviews dataset [!(]
mentioned in the data overview section to present a use case of Amazon
product reviews, aiming to study the use of LLMs for review censorship.
Seven LLMs driven by the prompt given above have been examined to process
the reviews.

The heatmap in Figure ') displays the percentage of several categories of
content predicted by different LLMs. All LLMs demonstrate similar perfor-
mance in detecting normal contents when no inappropriate content is avail-
able. The majority of cells have low values, meaning that most categories do
not have a significant presence of inappropriate content in these reviews. The
heatmap suggests that most Amazon beauty reviews do not contain overtly
inappropriate content, providing an answer to RQ4.

Our finding aligns with Amazon’s policy of making its reviews com-
ply with Amazon Community Guidelines on appropriate language, content,
videos, and images || | ()]. This prevents reviews containing inappropriate lan-
guage, offensive imagery, or any form of hate speech directed at individuals
or communities from being displayed on the platform.
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Figure 10: Heatmap of inappropriate content distribution in the Amazon beauty reviews.

5.2.5. Detection of inappropriate Content in News Articles

In this experiment, we utilized the news article dataset outlined in the
data overview section to demonstrate an additional use case. The main goal
is to detect inappropriate content in news articles using seven LLMs guided
by the prompt provided above. The whole article was fed to the inputs of
LLMs for detection purposes.
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The heatmaps, shown in Figures | | to |, visualize the percentage distri-
bution of responses across different categories for several LLMs. For nearly
all models, the ‘normal’ category has the highest percentage. This suggests
that these models tend to classify a substantial portion of news content as
safe.

Due to fact saying that Llama-Guard-3-8B was primarily trained on con-
versational text, it may lack exposure to the diverse syntax and structure
found in articles, making it less effective in making accurate predictions,
which answers RQ1 as shown in Figures to |5, As such, we exclude
Llama-Guard-3-8B from the analysis below. In our future work, we would
like to consider segmenting the articles into smaller, coherent sections be-
fore processing them with Llama-Guard-3-8B which can help to manage the
context more effectively.

In the CNN articles, OpenAl moderation model flags 38.15% of the con-
tent as ‘violence’. Gemini 1.5 Flash marks 37.59% as ‘dangerous (including
violence and harm), trailed by Gemini 1.5 Pro. Additionally, GPT-40-mini
categorizes 20.17% of the content to fall under ‘harm’. Both GPT-40-mini
and Llama-3.1-8B-Instruct flagged content under the ‘hate’ category, with
GPT-40-mini also showing the least content labeled as ‘normal’. This high
sensitivity suggests this model may have stricter definitions of violence or
danger in news articles.
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Figure 11: Heatmap of inappropriate content distribution in the CNN articles.

For the Fox News articles, similar trends are observed: OpenAl modera-
tion model flags 48.93% as ‘violence’, followed by Gemini 1.5 Flash (41.45%),
Gemini 1.5 Pro (38.98%), GPT-40-mini (29.86%), and GPT-40 (25%). GPT-
4o-mini also detects ‘harm’ and ‘hate’ content along with Llama-3.1-8B-
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Instruct. Again, GPT-40-mini shows the lowest percentage in the ‘normal’
category, indicating its high sensitivity.

Percentage of LLMs Across Different Categories

sexual

violence
harassment
hate 60

harm
Defamation
graphic violence
dangerous
normal

percentage (%)

Categories

- 20

GEMINI 1.5 Flash
GEMINI 1.5 Pro
GPT40 mini
openAl moderation
Llama 3.1 instruct
Llama 3 Guard

LLMs
Figure 12: Heatmap of inappropriate content distribution in the Fox News articles.

Turning to Newsweek, Gemini 1.5 Flash flags 22.59% of content as ‘vi-
olence’, followed by OpenAl moderation model at 20.46%, GPT-40-mini at
12.58%, Gemini 1.5 Pro at 12.08%, and GPT-40 at 9.82%. GPT-40-mini also
identifies content in the ‘harm’ and ‘hate’ categories, along with Llama-3.1-
8B-Instruct. Once again, GPT-40-mini registers the lowest percentage in the
‘normal’ category, reflecting its high sensitivity.
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Figure 13: Heatmap of inappropriate content distribution in the Newsweek articles.
In the Daily Beast articles, similar patterns emerge. OpenAl moderation

model flags 47.80% of articles as ‘violence’, followed by Gemini 1.5 Flash at
45.52%, Gemini 1.5 Pro at 28.11%, GPT-4o-mini at 25.74%, and GPT-40
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at 22.39%. In the ‘harm’ category, both GPT-40-mini and Llama-3.1-8B-
Instruct detect 19.99% and 12.54% of articles, respectively, with both Gemini
1.5 versions possibly categorizing these under the ‘dangerous’ category. Ad-
ditionally, both GPT-40-mini and Llama-3.1-8B-Instruct flag ‘hate’ content,
with GPT-40-mini recording the lowest percentage in the ‘normal’ category,
highlighting its heightened sensitivity to inappropriate content detection.
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Figure 14: Heatmap of inappropriate content distribution in the Daily Beast articles.

Concluding the analysis with the Washington Times, similar patterns are
evident, with the OpenAl moderation model detecting 'violence’ at the high-
est rate (25.34%). Furthermore, GPT-40-mini records the lowest percentage
(48.01%) in the mormal’ category, underscoring its increased sensitivity to
identifying inappropriate content.

We analyzed and discussed the results from five news outlets, presenting
the exact percentage distribution of inappropriate content categories such
as sexual, harassment, hate, harm, violence, and dangerous for each news
outlet, thereby addressing RQ4.

The ‘harassment’ category was primarily identified by Llama-3.1-8B-Instruct
across all news outlets, while it simultaneously showed a low percentage for
detecting the ‘violence’ category.

Our findings indicate similar patterns in the detection of inappropriate
content across all news outlets, ensuring consistent moderation by LLMs
across diverse sources. However, inconsistencies remain in the prediction
accuracy of LLMs, with some detecting ‘harassment’ while others detecting
‘violence,” with varying rates of false positives and false negatives.

Among the news outlets analyzed, the Daily Beast stands out with the
highest percentage of articles flagged for ‘violence’ and ‘harm’. Fox News
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Figure 15: Heatmap of inappropriate content distribution in the Washington Times arti-
cles.

follows, with most LLMs detecting higher levels of ‘violence’ and ‘harm’ in
their articles compared to those from CNN. In contrast, Newsweek and the
Washington Times have the lowest levels of ‘violence” or ‘harm’ detected by
the majority of LLMs. Similarly, the categories of ‘harassment’ and ‘hate’ are
flagged in significant proportions (19.77% and 15.51%) in Daily Beast articles
by Llama-3.1-8B-Instruct. Additionally, GPT-40 and Gemini 1.5 Pro detect
more sexual content in Daily Beast compared to other news sources.

Figure |0 compares the detection of sexual and violent content (samples
predicted under ‘violence’, ‘graphic violence’, and ‘harm’) in three major
news outlets (Daily Beast, Newsweek, and Fox News) using different LLMs,
showing trends over the years and highlighting variances in LLM perfor-
mance. The figure shows that most LLMs follow similar patterns of increase
and decrease in detecting inappropriate content over the years, even if their
sensitivity levels vary. This alignment in trends suggests that, despite differ-
ences in detection thresholds, LLMs are responding to the underlying changes
in the content across the media outlets.

For detecting sexual and violent content, GPT-40-mini consistently iden-
tifies higher levels of such content compared to other models, indicating a
greater sensitivity to these types of content. In contrast, Llama-3.1-8B-
Instruct consistently detects lower levels of sexual and violent content relative
to other models. Conversely, Llama-Guard-3-8B shows its inability to make
accurate predictions. One reason behind this could be attributed to the fact
that Llama-Guard-3-8B was primarily trained on conversational text. There-
fore, it may lack familiarity with the diverse syntax and structure found in
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Figure 16: Trends of inappropriate content in media outlets: A comparative analysis of
sexual and violent content detection across LLMs (2013-2023).

articles.

OpenAl moderation model primarily targets clear violations of content
guidelines. It is common for articles to contain implicit or nuanced content
that might not be flagged by content moderation tools, such as OpenAl
moderation model, as they are often calibrated for explicit material. In this
experiment, OpenAl moderation model failed to detect sexual content in the
three outlets tested. This may be due to differences between the datasets on
which the model was trained on, and the articles used in this experiment.
However, OpenAl moderation model demonstrated comparable performance
to other LLMs in detecting violent content across these three outlets.

The Daily Beast chart shows higher levels of detected sexual content
across all models, suggesting that Daily Beast articles may contain more
sexual content. Conversely, Newsweek exhibits lower levels of detected vi-
olent content across all models, indicating that its articles may have fewer
instances of violent material.

We found that tasks of detecting violence, hate speech, and offensive lan-
guage in tweets, adult content in articles’ descriptions, and various categories
of inappropriate contents in Amazon reviews and news articles answer RQ3
by highlighting inconsistency in the prediction accuracy of the utilized LLMs.
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6. Conclusion and Future Work

This paper demonstrated the challenging problem of textual and visual
content censorship. We aimed to build a more efficient and accurate cen-
sorship system designed to reduce both false positives and false negatives.
Therefore, we evaluated the large language models and studied their capabil-
ities in identifying inappropriate contents across media outlets. To achieve
this goal, various datasets like X tweets, Amazon reviews, articles from five
news outlets, human photos, cartoons, sketches, and violence videos have
been utilized for evaluation and comparison.

The heatmaps in the results and the discussion section illustrate that
LLMs can differ significantly in interpreting the same content, providing an
answer for RQ3 and highlighting the importance of selecting the right model
for specific content moderation needs.

The results demonstrate that LLMs outperform traditional techniques by
achieving higher accuracy and lower false positive and false negative rates.
This highlights their potential to be integrated into websites, social media
platforms, and video-sharing services for regulatory and content moderation
purposes.

Overall, we found that our proposed LLM-based content censorship sys-
tem outperforms existing content moderation solutions such OpenAI moder-
ation model and Llama-Guard-3 and highlights their limitations, answering
RQ1.

Our finding demonstrated Gemini 1.5 Flash as a good candidate LLM for
visual content censorship, outperforming existing LLM-based content mod-
eration such as OpenAl moderation model and Llama-Guard-3-11B-Vision,
highlighting its ability to detect violence, nudity, pornography, and abuse
in photos, cartoons, and sketches across both images and videos, providing
an answer to RQ2. Its ability to balance high speed and high performance
makes it effective for live-streaming platforms to respond and filter quickly
and reliably.

Focusing on textual content, we found that while the OpenAl modera-
tion model is well-suited for detecting hate speech and offensive language,
GPT-40 proves to be the optimal choice for identifying all forms of violence.
Furthermore, both GPT-40 and Gemini 1.5 Pro are excellent models for de-
tecting adult content, outperforming existing LLM-based content moderation
such as OpenAl moderation model and Llama-Guard-3-8B, thus providing
an answer to RQ2.
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Broadly speaking, in content moderation, a high FPR is generally pre-
ferred over a high false negative rate. The flagged content can be reviewed
in a second stage by human moderators who confirm if the content is gen-
uinely inappropriate. Prioritizing user safety means that it’s less risky to
over-flag potentially harmful content. The high FPR is manageable because
it serves as a pre-filter, allowing human moderators to make the final call,
thus ensuring both user safety and operational efficiency.

In summary, content censorship for various media sources across diverse
platforms—Iike news articles, online shopping reviews, social media posts
and photos, YouTube comments, X tweets, and TikTok videos—requires so-
phisticated moderation techniques to monitor images, videos, and text. Each
platform encounters unique challenges, but there’s a common need to detect
and manage content types. It is necessary to notify users with warnings or
blur-sensitive material, advising viewers of the content risk and giving them
control over their viewing choices.

For our future work, we plan to fine-tune LLMs to enhance their de-
tection accuracy for news articles, particularly. However, labeling data re-
mains challenging, as it requires human annotation of news articles involving
violence, hate speech, and sexual content. This process demands subjec-
tive judgment, context awareness, and cultural sensitivity, often leading to
inconsistencies among annotators. Crowd-sourcing platforms offer a faster,
broader approach, allowing multiple annotators to label the same data point,
helping to achieve consensus and reduce individual bias. Following this, any
discrepancies can be flagged for expert review.
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