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Abstract

A longstanding problem of deep learning models is their
vulnerability to adversarial examples, which are often gen-
erated by applying imperceptible perturbations to natural
examples. Adversarial examples exhibit cross-model trans-
ferability, enabling to attack black-box models with lim-
ited information about their architectures and parameters.
Model ensembling is an effective strategy to improve the
transferability by attacking multiple surrogate models si-
multaneously. However, as prior studies usually adopt few
models in the ensemble, there remains an open question of
whether scaling the number of models can further improve
black-box attacks. Inspired by the findings in large foun-
dation models, we investigate the scaling laws of black-box
adversarial attacks in this work. By analyzing the relation-
ship between the number of surrogate models and trans-
ferability of adversarial examples, we conclude with clear
scaling laws, emphasizing the potential of using more surro-
gate models to enhance adversarial transferability. Exten-
sive experiments verify the claims on standard image clas-
sifiers, multimodal large language models, and even propri-
etary models like GPT-4o, demonstrating consistent scaling
effects and impressive attack success rates with more surro-
gate models. Further studies by visualization indicate that
scaled attacks bring better interpretability in semantics, in-
dicating that the common features of models are captured.

1. Introduction
Over the past decade, deep learning has achieved remark-
able advancements across various computer vision tasks,
leading to its widespread application in practical contexts
[52]. However, deep neural networks (DNNs) remain sus-
ceptible to adversarial examples [33, 76] – perturbations
that are subtle and nearly imperceptible but can significantly
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Figure 1. Key insights of our scaling laws for the transfer-based
black-box attack regarding the number of surrogate models. By
scaling the model ensembling, we observe that the attack success
rate (ASR) and the discriminative loss on the target model follow
the scaling laws, and these two metrics have a clear symmetry be-
tween each other. As the cardinality of models scales, the semantic
interpretability of the adversarial perturbations keeps increasing
by visualization. Details of our analyses are shown in Sec. 4.

mislead the model, resulting in incorrect predictions. Ad-
versarial attack has garnered a considerable interest due to
its implications for understanding DNN functionality [23],
assessing model robustness [100], and informing the devel-
opment of more secure algorithms [63].

Adversarial attacks are typically categorized into white-
box and black-box attacks. Given the greater risks with
commercial services, e.g., GPT-4 [66], black-box attack
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methodologies [24, 54] have become a growing focus. One
prominent approach within black-box attacks is the transfer-
based attack, which approximately optimizes the adversar-
ial examples against the black-box model by minimizing the
discriminative loss on a selection of predefined surrogate
models. Researchers have devised advanced optimization
algorithms [54, 63, 85] and data augmentation techniques
[25, 61] in the context of transfer attacks. Model ensem-
bling [24, 58] further facilitates these methods by leverag-
ing multiple surrogate models simultaneously to improve
the robustness of adversarial examples. By averaging the
gradients or predictions from different models, ensemble
attack methods seek to increase the transferability across
various target models [13, 24].

Despite the progress in ensemble attack algorithms, the
number of surrogate models used is often limited, leaving
the concept of model ensemble scaling under-explored. In
contrast to prior works, we hereby investigate the scaling
laws of ensemble attacks. Notably, the concept of scaling
laws has led to substantial advancements in pretrained mod-
els, exemplified by the development of the Generative Pre-
trained Transformer (GPT) [46]. Traditional scaling laws
aim for better generalization to unseen scenarios by training
on massive data, while ensemble attacks perform optimiza-
tion on multiple models for better transferability. These two
claims are indeed equivalent as prior works [13, 24] have
pointed out that the transferability of adversarial examples
generated from surrogate models parallels the generaliza-
tion observed in neural network training. This equivalence
prompts an intriguing question: Can we achieve significant
improvements in transfer-based attack by scaling the num-
ber of surrogate models, akin to the scaling of data and
model parameters in GPT?

In this study, we establish the scaling laws of black-box
ensemble attacks regarding the number of surrogate models.
We first perform a theoretical analysis on the convergence
of ensemble attacks, which motivates our further empirical
studies. By conducting extensive experiments of targeted
attacks, we systematically explore the scaling of model en-
sembling, uncovering clear trends that inform our under-
standing of scaling behavior in ensemble attacks. Besides
near 100% attack success rates against black-box classifiers,
we also frequently mislead the predictions of modern Vi-
sion Language Models (VLMs) to predefined objects, solely
with a set of pretrained classification models.

Beyond these studies on open-source models, we lever-
age our insights to conduct scaled attacks on proprietary
models like GPT-4 [66]. We extend the attack methods to
a group of CLIP vision encoders to craft targeted adversar-
ial examples, which achieve a success rate of 90% against
GPT-4o and GPT-4-Turbo, and over 60% against other com-
mercial MLLMs. This highlights the vulnerabilities of these
models to perturbations and the significance of the scaling

laws for ensemble attack. We also explain the existence of
the scaling laws in ensemble attacks from two aspects via
further studies. The increasing semantic interpretability of
the visualized perturbations suggests that the adversarial ex-
amples capture the common features of models on the nat-
ural image manifold, while the loss of effectiveness on ad-
versarially trained models indicates that the scaling comes
from the shareable feature space across diverse models [90].

2. Related Work
2.1. Black-Box Attacks

Deep learning models are widely recognized for their vul-
nerability to adversarial attacks [33, 76]. Extensive research
has documented this susceptibility, particularly in image
classification contexts [4, 10], under two principal settings:
white-box and black-box attacks. In the white-box setting,
the adversary has complete access to the target model [63].
Conversely, in the black-box setting, such information is ob-
scured from the attacker. With limited access to the target
model, black-box attacks typically either construct queries
and rely on feedback from the model [26, 42] or lever-
age the transferability of predefined surrogate models [58].
Query-based attacks often suffer from high time complexity
and substantial computational costs, making transfer-based
methods more practical and cost-effective for generating ad-
versarial examples, as they do not necessitate direct interac-
tion with target models during the training phase.

Within the realm of transfer-based attacks, existing
methods can generally be categorized into three types: in-
put transformation, gradient-based optimization, and en-
semble attacks. Input transformation methods employ data
augmentation techniques before feeding inputs into mod-
els, such as resizing and padding [92], translations [25], or
transforming them into frequency domain [61]. Gradient-
based methods concentrate on designing optimization al-
gorithms to improve transferability, incorporating strategies
such as momentum optimization [24, 54], scheduled step
sizes [31], and gradient variance reduction [85].

2.2. Ensemble Attacks

Inspired by model ensemble techniques in machine learn-
ing [21, 32, 90], researchers have developed sophisticated
adversarial attack strategies utilizing sets of surrogate mod-
els. In forming an ensemble paradigm, practitioners often
average over losses [24], predictions [58], or logits [24].
Additionally, advanced ensemble algorithms have been pro-
posed to enhance adversarial transferability [11, 13, 53, 95].
However, these approaches tend to treat model ensemble as
a mere technique for improving transferability without delv-
ing into the underlying principles.

Prior studies [39] indicate that increasing the number of
classifiers in adversarial attacks can effectively reduce the
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upper bound of generalization error in Empirical Risk Min-
imization (ERM). Recent research [97] has theoretically de-
fined transferability error and sought to minimize it through
model ensemble. Nonetheless, while an upper bound is
given, they do not really scale up in practice and have to
train neural networks from scratch to meet the assumption
of sufficient diversity among ensemble models [57].

2.3. Scaling Laws

In recent years, the concept of scaling laws has gained sig-
nificant attention. These laws describe the relationship be-
tween model size – measured in terms of parameters, data,
or training FLOPs – and generalization ability, typically re-
flected in evaluation loss [46]. Subsequent studies have ex-
panded on scaling laws from various perspectives, includ-
ing image classification [5, 36], language modeling [72] and
mixture of experts (MoE) models [75], highlighting the fun-
damental nature of this empirical relationship.

In the domain of adversarial attack research, recent
work has attempted to derive scaling laws for adversarially
trained defense models on CIFAR-10 [8, 48]. However, the
broader concept of scaling remains underexplored. While
some preliminary observations on the effect of enlarging
model ensemble can be found in prior studies [3, 97], these
effects have not been systematically analyzed. In this pa-
per, however, we focus on the empirical scaling laws within
model ensembles, and verify it through extensive exper-
iments on open-source pretrained models. Motivated by
this perspective, we unveil vulnerabilities within commer-
cial LLMs by targeting their vision encoders.

3. Backgrounds
In this section, we propose necessary backgrounds includ-
ing problem formulation and algorithms.

3.1. Problem Formulation

In this work, we focus on the challenging targeted attack
setting. Let F denote the set of all image classifiers. Given
a natural image xnat and target class y, the goal of targeted
transfer-based attacks is to craft an adversarial example x
that is misclassified to y by all models in F . It can be for-
mulated as a constrained optimization problem:

min
x

Ef∈F [L(f(x),y)] , s.t. ∥x− xnat∥∞ ≤ ϵ, (1)

where L is the loss function (e.g., cross-entropy loss), and
we consider adversarial perturbations in ℓ∞ norm.

Generally, we take a limited set of “training” classifiers
FT := {fi}Ti=1 ⊂ F as model ensemble to approximate
problem (1) and therefore the optimization objective be-
comes:

min
x

1

T

T∑
i=1

L(fi(x),y), s.t. ∥x− xnat∥∞ ≤ ϵ, (2)

where T = |FT | is the cardinality of model ensemble.

3.2. Prerequisite Algorithms

Researchers have been developing sophisticated algorithms
for ensemble attacks, and we select SOTA algorithms from
them to conduct our experiments.

Momentum Iterative Fast Gradient Sign Method.
MI-FGSM [24] stabilizes the gradient updating directions
by integrating a momentum term into the iterative process,
which generates the momentum by

gt+1 = µ · gt +
∇xL(xt,y)

∥∇xL(xt,y)∥1
, (3)

and updates x by

xt+1 = xt + α · sign(gt+1). (4)

Common Weakness Method. The common weakness
attack (CWA) [13] seeks to identify shared vulnerabilities
across surrogate models by encouraging flatter loss land-
scapes and closer proximity between local optima of these
models, which is minimizing the second-order Taylor series

1

T

T∑
i=1

[
L(fi(pi,y) +

1

2
(x− pi)

⊤Hi(x− pi)

]
, (5)

where pi denotes the closest optimum of model fi to x and
Hi is the Hessian matrix at pi.

CWA enables the scaling laws. Since the gradients
of normally trained models commonly lack semantics and
have random directions, naive ensemble methods that di-
rectly average these gradients lead to strong gradient con-
flicts, significantly impacting optimization. As shown in
Fig. 2, as the number of models increases, gradient con-
flicts among other optimizers (MI-FGSM [24] here) be-

Figure 2. Comparisons between CWA and MI-FGSM methods.
We measure the averaged gradient magnitudes on x after 10 steps
of iteration, and record the results across T from 1 to 30. On the
right side there are the visualizations of gradients of T = 30.
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ASR(%) Target: Car Target: Ship

Methods MI-CWA SSA-CWA MI-CWA SSA-CWA

Swin-v2 0.44 0.65 0.36 0.62
ConvNeXt 0.52 0.58 0.53 0.62
ResNet50 0.69 0.79 0.66 0.77

Table 1. Comparison of ASR between SSA and MI algorithms.
We follow the experiment settings in Sec. 4.2, and measure the
ASR on 2 target classes and 3 black-box models.

come more severe, eventually reducing the ensemble gra-
dient to zero and resulting in complete optimization stag-
nation. CWA not only fully avoids this issue but also pro-
motes gradient alignment, causing the gradient magnitude
to increase as the number of models grows. This demon-
strates that CWA achieves a significantly higher informa-
tion utilization rate than other optimizers, avoiding gradient
conflict, and thus enabling the scaling laws.

Spectrum Simulation Method. The spectrum simula-
tion attack (SSA) [61] enhances adversarial transferability
by applying a spectrum transformation T to the input data
and calculate gradients with respective to T (x) instead of
x. As the variable of differentiation changes, SSA cannot
combine with MI, but both of them can combine with CWA
by changing their optimization objectives. As shown in Ta-
ble 1, SSA achieves the success rate of 10% higher com-
pared with MI algorithm, demonstrating its effectiveness of
generating diverse spectrum saliency maps [61]. This en-
courages us to select it as key algorithm in our experiments.

4. Scaling Laws for Adversarial Attacks
In this section, we bring our key findings on scaling laws
for black-box adversarial attacks. Sec. 4.1 introduces fun-
damental concepts and theorems that give us motivations
for the study of scaling laws. Sec. 4.2 contains our experi-
ment settings and derivations of our empirical scaling laws.
Sec. 4.3 demonstrates the results when we take vision lan-
guage models as black-box models.

4.1. Motivations

Firstly, we observe that in most practical scenarios, xnat
and y are predefined and fixed. Consequently, Eq. (1) and
Eq. (2) can be considered as functions of variable x only.

Definition 1. Define x∗ and x̂ to be the minimizer of Eq. (1)
and Eq. (2) respectively, which can be written as

x∗ = argmin
x

Ef∈F [L(f(x),y)],

x̂ = argmin
x

1

T

T∑
i=1

L(fi(x),y),
(6)

with the same ℓ∞ norm constraints given in Eq. (1) and (2).

Definition 2. Define L(·) as the population loss in Eq. (1),
and L(fi(·)) as the loss on one surrogate model fi:

L(x) = Ef∈F [L(f(x),y)],
L(fi(x)) = L(fi(x),y).

(7)

These definitions are used to simplify our notations and
better demonstrate our proofs. Then we bring our key ob-
servations that are shown in the following theorem.

Theorem 1. Suppose that model ensemble {fi}Ti=1 is i.i.d.
sampled from some distribution on F , and x̂ goes to x∗ as
T → ∞. Denote d→ as convergence in distribution, and
Cov as the covariance matrix. Then we have the following
asymptotic bound as T → ∞:

√
T (x̂− x∗)

d→ N (0, (∇2L(x∗))−1Cov(L(fi))(∇2L(x∗))−1),

T (L(x̂)− L(x∗))
d→ 1

2
∥S∥22, with

S ∼ N (0, (∇2L(x∗))1/2Cov(L(fi))(∇2L(x∗))1/2).
(8)

Proof of Theorem 1 can be found in Appendix A.

Remark 1. Theorem 1 suggests that the adversarial exam-
ples converge in O( 1√

T
), while the difference between pop-

ulation loss and empirical loss converges in O( 1
T ).

When we replace L with cross-entropy loss in Theorem
1, we get Theorem 2 by some simple derivations.

Theorem 2. Following the notation and assumptions in
Theorem 1, when using negative likelihood loss (cross en-
tropy), we have:

√
T (x̂− x∗)

d→ N (0, (∇2L(x∗))−1),

T (L(x̂)− L(x∗))
d→ 1

2
∥N (0, I)∥22.

(9)

Remark 2. The above holds since Cov(L(fi(x∗))) =
∇2L(x∗) for cross entropy loss. Thus we have 2T (L(x̂)−
L(x∗))

d→ χ2(D) where D is the dimension of the input
images, which means L(x̂)− L(x∗) converges in O( D

2T ).

Theorem 2 gives us motivations on further exploring the
affects of ensemble cardinality T as empirical loss con-
verges with a factor of T . This leads us to recovering the
scaling laws on black-box adversarial attacks.

4.2. Scaling Laws on Image Classifiers

Before demonstrating scaling laws, we first introduce our
experiment settings and hyperparameters.

Surrogate Models. To ensure the transferability and di-
versity of models, we select 64 models, with 62 pretrained
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models from Torchvision [64] and Timm [87] with differ-
ent hyperparameters, architectures, and training datasets –
Alexnet [49], Densenet [38], Efficientnet [79], Googlenet
[77], Inception-V3 [78], Maxvit [84], Mnasnet [80], Mo-
bilenet [37], Regnet [96], Resnet [35], Shufflenet [99],
Squeezenet [41], Vgg [73], ViT [28], WideResnet [98], Beit
[7], Ghostnet [34], Deit [81], LCnet [17, 88], Repvgg [22],
Dpn [14], Mit [93], Bit [47], CvT [91], and 2 adversari-
ally trained models available on Robustbench - FGSMAT
[50] with Inception-V3, Ensemble AT (EnsAT) [83] with
Inception-ResNet-V2. The full list of our surrogate models
can be found in Appendix B.

Black-box Models. We carefully choose models that are
both widely known and are different from training ensem-
bles in architecture and hyperparameters. We select 7 mod-
els as our target models, including Swin-Transformers [59],
ConvNeXt [60], and ResNeXt [94].

Dataset. Following previous works [45], we randomly
take 100 images from the NIPS17 dataset *. All images are
resized into 224 × 224. We select 5 categories as target
labels, including cat, car, ship, deer and bird.

Hyperparameters. We set the perturbation budget ϵ =
8/255 under ℓ∞ norm. We take 40 iteration steps of SSA-
CWA, while other hyper-parameter settings are the same as
in [13]. We set the loss function L to be cross entropy loss
between the output logit f(x) and the label y.

Experiment Results. The results of ensemble attacks
are shown in Fig. 3. From our observations, we empiri-
cally derive the scaling laws between the attack success rate
(ASR) and ensemble cardinality T as follows:

ASR = α log T + C. (10)

It can be explained by the following points:
• C is influenced by various factors, such as hyperparam-

eters, model architectures, and adversarial targets, and
therefore takes different values under different conditions.

• For a fixed adversarial target, α depends solely on the
model architecture. Models with the same architecture
share the same α, regardless of hyperparameter settings.

• When T is small, the measured ASR exhibits large vari-
ance due to different model selections, suggesting that our
scaling laws tend to be a statistical result.

• ASR acts as a good representation of the empirical loss L,
with low evaluation loss resulting in high ASR generally.
In fact it can be observed from Fig. 3 that there exists
strong symmetry between L and ASR.

• The scaling laws become less useful as the ASR ap-
proaches 1, since ASR no longer reflects L at that point.
This indicates that our observations hold only when the
success rate is below the converging threshold.

*https://www.kaggle.com/competitions/nips-2017-
non-targeted-adversarial-attack

Our experiment results clearly show that transferability
of adversarial images exists, independent of specific test
models or adversarial targets. It is important to note that
both our training and evaluation models are open-sourced
and pretrained on ImageNet [20], which means they do not
strictly satisfy the i.i.d. assumption discussed in Sec. 4.1.
Therefore, the theorems derived in Sec. 4.1 should be
viewed as a sign of convergence and are not directly related
with the empirical result measured by our experiments. An-
other key improvement observed from our scaling laws is
that the evaluation loss L decreases exponentially with the
ensemble cardinality T , which is much tighter compared to
bounds derived in previous works [39, 97].

4.3. Scaling Laws on Vision Language Models

Vision language models (VLMs) have demonstrated im-
pressive abilities in image understanding, describing and
reasoning [9, 70, 82]. In this part we show that our scal-
ing laws persist in these VLMs.

Black-box Models. We still leverage the adversarial ex-
amples generated against traditional image classifiers and
select 3 popular VLMs – LLaVA-v1.5-7b [56], DeepSeek-
VL-7b [19], and Phi-3-vision [1] as test models.

Evaluation Metrics. As VLMs output prompts rather
than logits, we adopt the definition of ASR from Multi-
Trust [100], which leverages GPT4 for determining whether
the targeted object is stated in the description. In addition
to assessing the correctness of the image classification, it in-
troduces prompts to evaluate the degree of distortion in the
crafted image. If GPT determines that the image is highly
corrupted, the attack is considered unsuccessful, even if the
test model misclassifies the image. This metric ensures our
judgments of successful attacks are of high quality.

Experiment Results. From the results presented in
Fig. 4, several key observations can be drawn:
• All models exhibit a similar value of C, indicating that

they are all highly robust to attack patterns when the en-
semble cardinality T is small.

• α varies significantly across models, revealing the con-
siderable differences in robustness between VLMs.

• Since VLMs are trained on multimodal data, different ad-
versarial targets significantly influence the attack success
rates. This variability may stem from the inherent charac-
teristics of the target labels, as naturally some labels (such
as “deer”) are less representative compared to labels like
“cat”. This phenomenon, often referred to as class imbal-
ance, has been discussed in prior studies [44].
When compared to image classifiers, VLMs demonstrate

superior robustness across all chosen adversarial targets.
This supports the general opinion that multimodal train-
ing leads to more robust representations [40], enabling the
model to focus more on the essential features of the image
rather than specific attack patterns. Furthermore, in con-
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Figure 3. Scaling Laws over model ensemble in a black-box setting. We plot the x-axis on a base-2 logarithmic scale, and we measure both
the attack success rate (ASR) and averaged cross entropy loss of test models. The cardinality of the model ensembles is varied from 20 to
26, with models randomly selected for each ensemble. We fit the results of 4 test models by lines for better demonstration.

20 21 22 23 24 25 26

0.0

0.1

0.2

0.3

0.4

0.5

0.6

At
ta

ck
 S

uc
ce

ss
 R

at
e

Target: Cat

20 21 22 23 24 25 26

0.0

0.1

0.2

0.3

0.4

0.5

0.6

Target: Car

20 21 22 23 24 25 26

0.0

0.1

0.2

0.3

0.4

0.5

0.6

Target: Ship

20 21 22 23 24 25 26

0.0

0.1

0.2

0.3

0.4

0.5

0.6

Target: Deer

20 21 22 23 24 25 26

0.0

0.1

0.2

0.3

0.4

0.5

0.6

Target: Bird

LLaVA-v1.5-7b DeepSeek-VL-7b Phi-3-vision

Figure 4. Scaling Laws on VLMs. We measure the ASR of test VLMs and fit the results with lines. Note that scaling laws still exists
except for the fact that results vary largely between models and targets.

trast to traditional views that scaling model parameters re-
sults in increased robustness, we find that among the three
target models, Phi-3-vision exhibits the highest robustness.
This observation suggests that the scaling laws derived in
[8] may not be directly applicable to multimodal models.

5. Extending Scaling Laws to Vision Encoders

In this section we extend our findings of scaling laws from
image classifiers to multimodal foundation models such as
CLIPs. Sec. 5.1 shows the extension of Eq. (2) to im-
age embeddings, while Sec. 5.2 demonstrates high success
rates over commercial multimodal large language models

(MLLMs) under our framework.

5.1. Attacking Image Embeddings

Contrastive Language-Image Pretraining (CLIP) is a popu-
lar self-supervised framework that can pretrain large-scale
language-vision models on web-scale text-image pairs via
contrastive learning [71]. Compared to image classifiers
that are normally trained on image classification datasets,
CLIPs have demonstrated superior zero shot generalization
abilities in multimodal downstream tasks [51, 67].

Based on the generalization ability of CLIP models,
previous works have utilized them as surrogate models in
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Figure 5. Demonstrations of scaling laws when we use CLIPs as surrogate models under ϵ = 8/255. We take ASR measured by Metric 1
to ensure our results are of high confidence.

model ensembles [3, 27, 30]. In fact, the targeted attack
framework described in Eq. (2) can be easily extended by
replacing the loss function L with the similarity measure
function sim(·) from CLIP (usually cosine embedding loss
in practice), and by substituting the image classifiers f with
CLIP’s image encoders f I . This modification leads to the
following optimization objective:

min
x

1

T

T∑
j=1

sim(f I
j (x), f

I
j (xtar)), s.t. ∥x− xnat∥∞ ≤ ϵ.

(11)
Note that besides an empirical loss function, Eq. (11)

can be also explained as minimizing the distance between
the embeddings of the adversarial examples and the target
images on a low-dimension embedding manifold.

5.2. Experiments and Evaluations

We first introduce our settings for attacking pretrained CLIP
models and MLLMs used for our evaluation.

Surrogate Models. We select 12 pretrained open-source
CLIP models via OpenCLIP [15]. In contrast to previous
works that typically use fewer than 4 surrogate models, our
ensemble choice is sufficient to yield robust results. These
CLIP models vary in architecture, hyperparameters, input
image sizes, and even training datasets.

Black-box Target Models. We choose 5 commercial
MLLMs from the MultiTrust leaderboard with high robust-
ness as our target black-box models: GPT-4o, GPT-4-turbo
[66], Claude-3.5-sonnet †, Hunyuan [75], and Qwen [6].

Hyperparameters. To demonstrate the scaling laws, we
set ϵ = 8/255. For practical applications, we follow the
common settings in [27, 62] and set ϵ = 16/255. All other
experiment settings are consistent with those in Sec. 4.

Evaluation Metrics. We employ two types of evalua-
tion metrics in this study. The first metric is the same as in

†https://www.anthropic.com/news/claude-3-family

Sec. 4.3. The second metric focuses on the features of ad-
versarial examples, whose goal is to evaluate the insertion
of features within adversarial targets into these examples. It
requires the test model to generate a description and asks
GPT whether the description mentions the adversarial tar-
get. Both metrics take ASR as the final score, which we
refer to as Metric 1 and Metric 2 in the following sections
for simplicity. Test prompts can be found in Appendix C.

Experiment Results. Fig. 5 presents the experiment re-
sults on the test models under Metric 1. These results re-
veal that scaling laws continue to hold when using CLIP
models as surrogate models. This outcome seems natural
as image features are still correctly learned within the vi-
sion encoders. Our method achieves success rates of over
30% on most adversarial targets under Metric 1, indicating
that more than 1/3 of the original images are transformed
into high-quality adversarial examples with minimal noise,
which demonstrates the efficiency of our method.

We also conduct extensive experiments using Metric 2.
Table 2 shows our attack success rates across some of the
test LLMs (results of other models can be found in Ap-
pendix D). Remarkably, under ϵ = 16/255, our CLIP en-
semble achieves over 90% success on the GPT series and
more than 60% on other commercial LLMs. These results
highlight the inherent vulnerabilities of commercial LLMs
and underscore the need for the development of more robust
and trustworthy multimodal foundation models.

6. Further Studies

In this section, we conduct further studies of our scaling
laws derived in the past sections. We attempt to explain
the existence of scaling laws from two perspectives: first
through the visualization of adversarial perturbations, and
second by showing that scaling laws do not hold in adver-
sarially trained models.
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ASR(%) Target: Cat Target: Car Target: Ship Target: Deer Target: Bird

ϵ (ℓ∞ norm) 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255

GPT-4o 0.58 0.99 0.22 0.52 0.57 0.91 0.40 0.89 0.56 0.97
GPT-4-Turbo 0.68 0.99 0.23 0.55 0.59 0.92 0.38 0.86 0.61 0.97
Claude-3.5 0.56 0.91 0.18 0.42 0.41 0.79 0.37 0.74 0.38 0.80

Table 2. ASR under Metric 2 measured across different settings of ϵ. Remarkably, combined with our methods, most adversarial examples
are considered to contain the targets’ features by MLLMs given ϵ = 16/255.

Cat Car Ship Deer Bird

! = 1

! = 8

! = 64

(a) Visualization of adversarial perturbations.

Normally Trained Classifiers Adversarially Trained Classifiers

(b) Visualization of saliency maps on different models.

Figure 6. Visualization for analysis. (a) It demonstrates the trend
of the increasing semantic interpretability of adversarial perturba-
tions over different target objects. (b) It shows the saliency maps
of normal image classifiers and adversarially trained models, mea-
sured by the first step of the gradient descent iterations.

6.1. Visualizations of adversarial perturbations

As shown in Fig. 6a, the semantic meaning of our adver-
sarial perturbations also increases as the cardinality of the
model ensemble grows. This suggests that the attack suc-
cess rates are closely related to the interpretability of the
perturbations, aligning with human observations and pref-
erences [18]. Since the ultimate goal of adversarial attacks
is to generate high-quality adversarial examples, it is prefer-
able to have interpretable perturbations, as this reinforces
the idea that the scaling effectively helps learn common fea-
tures, rather than merely converging to local optima.

As people traditionally believe images lie on a low di-
mensional manifold of desirable properties [29], this inter-
pretability of adversarial examples can be also understood
within the feature space of images, where human-designed
attack algorithms aim to eliminate the non-robust features
of images and shift the image towards the robust features of

the target class [43]. From this perspective, our approach of
enlarging model ensembles seeks to provide more informa-
tion about the manifold itself, offering more accurate repre-
sentations of the image features.

When we enlarge ϵ from 8/255 to 16/255 or even larger,
the affect of the natural image goes down to 0, and the
adversarial attack task degenerates to an image generation
task. We claim that our method of scaling model ensemble
still remains good performance under the degenerated im-
age generation task, where the visualized results are shown
in Appendix E.

6.2. Limitations of Scaling Laws

Though we have derived scaling laws from normal image
classifiers, the results on adversarially trained models dis-
approve the fact of scaling in our experiments. The experi-
ment settings and results can be found in Appendix F, where
we demonstrate that enlarging the cardinality of model en-
semble do not actually increase transfer attack success rates
over all these adversarial defense models. By visualization
of saliency maps between adversarially trained models and
normal image classifiers in Fig. 6b, we observe that they
have a completely different focus when performing gradi-
ent descent on x. The result supports that scaling laws exist
only when the target models and surrogate models follow
the same distribution (i.e., are independently sampled from
an identical model set), which corroborates the i.i.d. as-
sumption in Theorem 1.

7. Conclusion
In this work, we investigate the scaling laws for black-box
adversarial attacks. Based on state-of-the-art transfer attack
algorithms, we first provide theoretical motivations on the
convergence of adversarial examples and training loss, and
then propose the scaling laws empirically by our observa-
tions that the attack success rate (ASR) and the loss are
converging in an exponential manner. We conduct extensive
experiments over both image classifiers and modern vision
language models (VLMs) to state our scaling laws are ro-
bust enough under different scenarios. Leveraging our in-
sights of scaling laws, we emphasize possible practical ap-
plications by attacking commercial Multimodal Large Lan-
guage Models (MLLMs) targeting on an ensemble of CLIP
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vision encoders. We eventually analyze the reasons of the
scaling laws for adversarial attack, from the perspectives
of perturbation visualization and evaluation on adversari-
ally trained models. We believe the findings in this work
can help deepen the understanding of the weaknesses of vi-
sion models regarding adversarial robustness in a black-box
context, ultimately contributing to the development of more
robust and trustworthy multimodal foundation models.
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[83] Florian Tramèr, Alexey Kurakin, Nicolas Papernot, Ian
Goodfellow, Dan Boneh, and Patrick McDaniel. Ensemble
adversarial training: Attacks and defenses. arXiv preprint
arXiv:1705.07204, 2017. 5

[84] Zhengzhong Tu, Hossein Talebi, Han Zhang, Feng Yang,
Peyman Milanfar, Alan Bovik, and Yinxiao Li. Maxvit:
Multi-axis vision transformer. In European conference on
computer vision, pages 459–479. Springer, 2022. 5

[85] Xiaosen Wang and Kun He. Enhancing the transferability
of adversarial attacks through variance tuning. In Proceed-
ings of the IEEE/CVF conference on computer vision and
pattern recognition, pages 1924–1933, 2021. 2

[86] Zefeng Wang, Zhen Han, Shuo Chen, Fan Xue, Zifeng
Ding, Xun Xiao, Volker Tresp, Philip Torr, and Jindong
Gu. Stop reasoning! when multimodal llms with chain-of-
thought reasoning meets adversarial images. arXiv preprint
arXiv:2402.14899, 2024. 15

[87] Ross Wightman. Pytorch image models. https:
//github.com/huggingface/pytorch-image-
models, 2019. 5, 14, 15

[88] Ross Wightman, Hugo Touvron, and Hervé Jégou. Resnet
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A. Proof of Theorem 1.
As defined in Definition 1, x∗ is the minimizer of the pop-
ulation loss L(x) = Ef∈F [L(f(x),y)], and x̂ is the min-
imizer of the empirical loss L̂(x) = 1

T

∑T
i=1 L(fi(x),y).

Thereby we have by gradient equals 0:

∇L(x∗) = ∇L̂(x̂) = 0

We use Taylor expansion of ∇L̂ at x̂:

0 = ∇L̂(x̂) = ∇L̂(x∗)+∇2L̂(x∗)(x̂−x∗)+O(∥x̂−x∗∥2).

Rearranging, we have:
√
T (x̂− x∗) ≈ −

√
T (∇2L̂(x∗))−1∇L̂(x∗).

From Central Limit Theorem:
√
T∇L̂(x∗) =

√
T (∇L̂(x∗)−∇L(x∗))

d→ N (0,Cov(L(fi(x∗)))),

and the law of large numbers:

∇2L̂(x∗)
p→ ∇2L(x∗).

Plug into the previous equation using AN (0,Σ) =
N (0, AΣAT ):
√
T (x̂− x∗)

d→ (∇2L(x∗))−1N (0,Cov(L(fi(x∗))))

d
= N (0,∇2L(x∗)−1Cov(L(fi(x∗))∇2L(x∗)−1).

The above indicate x̂− x∗ converges in O( 1√
T
).

We can also use Taylor expansion of L at x∗:

L(x̂) ≈ L(x∗) + 0 +
1

2
(x̂− x∗)T∇2L(x∗)(x̂− x∗).

Rearranging, we have:

T (L(x̂)− L(x∗)) ≈ 1

2

√
T (x̂− x∗)T∇2L(x∗)

√
T (x̂− x∗)

=
1

2
∥∇2L(x∗)

√
T (x̂− x∗)∥22 =

1

2
∥S∥22,

where

S ∼ N (0,∇2L(x∗)−1/2Cov(L(fi(x∗))∇2L(x∗)−1/2).

Thus T (L(x̂) − L(x∗)) converges into a chi-square distri-
bution, which means L(x̂)− L(x∗) converges in O( 1

T ).

B. Experiment Settings for Scaling Laws
In this section we list our models that are included in
Sec. 4.2. We select these models based on their diversity in
architectures, training methods, and training datasets. Re-
sults are shown in Table 3 and Table 4, where all of our
models come from open-source platforms such as Torchvi-
sion [64] and Timm [87]. Note that default in the table
means normally trained on ImageNet-1K dataset.

Model name Architecture Settings

AlexNet alexnet default

DenseNet
densenet121 default
densenet161 default
densenet169 default

EfficientNet

efficientnet-b0 default
efficientnet-b1 default
efficientnet-b4 default

efficientnet-v2-s default
efficientnet-v2-m default
efficientnet-v2-l default

GoogleNet googlenet default

Inception
inception-v3 default

adv-inception-v3 adversarially trained
ens-adv-inception-resnet-v2 adversarially trained

MaxVit maxvit-t default

MnasNet

mnasnet-0-5 default
mnasnet-0-75 default
mnasnet-1-0 default
mnasnet-1-3 default

MobileNet
mobilenet-v2 default

mobilenet-v3-s default
mobilenet-v3-l default

RegNet

regnet-x-8gf default
regnet-x-32gf default

regnet-x-400mf default
regnet-x-800mf default
regnet-y-16gf default
regnet-y-32gf default

regnet-y-400mf default
regnet-y-800mf default

ResNet

resnet18 default
resnet34 default
resnet50 default
resnet101 default
resnet152 default

ShuffleNet

shufflenet-v2-x0.5 default
shufflenet-v2-x1.0 default
shufflenet-v2-x1.5 default
shufflenet-v2-x2.0 default

SqueezeNet squeezenet-1.0 default
squeezenet-1.1 default

Vgg

vgg11 default
vgg11-bn default

vgg13 default
vgg13-bn default

vgg16 default
vgg16-bn default

vgg19 default

Table 3. List of pretrained image classifiers that are selected for
our model ensemble.
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Model name Architecture Settings

ViT

vit-b-16 default
vit-b-32 default
vit-l-16 default
vit-l-32 default
vit-b-16 finetuned on Imagefolder

Wide-ResNet wide-resnet50-2 default
wide-resnet101-2 default

BeiT beit-B-16 trained on ImageNet 21k

GhostNet ghostnet-100 default

DeiT deit-B-16 default

LCnet lcnet-050 default

RepVgg repvgg-a2 default

DPN dpn98 default

SegFormer mit-b0 default

BiT bit-50 default

CvT cvt-13 default

Table 4. List of pretrained image classifiers that are selected for
our model ensemble (continued).

C. Test Prompts as Metrics

As VLMs and MLLMs output prompts rather than logits,
we evaluate the attack efficacy by mainly focusing on the
“classification” results of the test models, which is leverag-
ing a GPT4 assistant to judge the content of the test models’
descriptions. We develop Metric 1 and Metric 2, focusing
on different aspects of the descriptions.

Fig. 7a and Fig. 7b display our prompts for Metric 1 and
Metric 2 respectively. Metric 1 follows the settings in pre-
vious works [100], while Metric 2 is our customized metric
to capture image features, as stated in Sec. 5.2. By com-
paring the results in Fig. 5 and Table. 2, Metric 2 have a
10% higher success rate than Metric 1 under ϵ = 8/255
cases. This phenomenon is natural since some images of
high noise will be still considered as success in Metric 2,
which is more aligned with our practical approaches [27].

D. Experiment Results for MLLMs

In Table 5 we list the 12 CLIPs that are collected for our
model ensemble, which are all open-source models selected
from OpenAI [71], OpenCLIP [15], and Timm [87]. We se-
lect 6 commercial MLLMs as our black-box test models -
GPT-4o, GPT-4 Turbo [66], Claude-3.5 Sonnet ‡, Gemini-
1.5 Pro §, Hunyuan [75], Qwen [6] - and 3 open-source

‡https://www.anthropic.com/news/claude-3-family
§https://deepmind.google/technologies/gemini/

pro/

Model Name Architecture Datasets

ViT-L OpenAI ViT-L-14 WebImageText
ViT-B LAION-2B ViT-B-32 LAION-2B
ViT-B LAION-2B ViT-B-16 LAION-2B

ViT-bigG LAION-2B ViT-bigG-14 LAION-2B
ViT-g LAION-2B ViT-g-14 LAION-2B
ViT-H LAION-2B ViT-H-14 LAION-2B
ViT-L LAION-2B ViT-L-14 LAION-2B

ConvNeXt-L LAION-2B ConvNeXt-large-d-320 LAION-2B
ViT-B DataComp ViT-B-16 DataComp-1B
ViT-B DataComp ViT-B-32 DataComp-1B
ViT-L DataComp ViT-L-14 DataComp-1B

SigLip WebLI ViT-SO400M-14-SigLIP WebLI

Table 5. List of CLIPs that are selected as model ensemble.

MLLMs - LLama-3.2 90B ¶, Pixtral Large ||, and DeepSeek-
VL 7B [19]. In Table 2 we only list part of the results for
better demonstration of our capability in creating powerful
adversarial examples, therefore in Table 6 we list experi-
ment results for rest of these models. From the results we
observe that the high attack success rates of our adversarial
examples are generalized results, and the transferability of
our adversarial examples is strong enough to fool most pop-
ular MLLMs. Compared to previous methods that tried to
attack commercial MLLMs by visual adversarial examples
[27], our methods exhibit a 40% higher success rate. This
demonstrates the strength of our core inspiration of scal-
ing, and highlights the practical applications of our meth-
ods. Meanwhile, we find the recently released open-source
models Llama-3.2 90B and Pixtral Large exhibiting a better
performance than other models generally, which indicates
that the AI community is running towards developing more
robust, safe and reliable MLLMs.

E. Degenerated Image Generation Task

As stated in Sec. 6.1, when ϵ goes larger, the adversarial
attack task degenerates to an image generation task. Pre-
vious works [3, 13, 86] do not ever think about this field,
but we believe that adversarial attack task and image gen-
eration task are indeed homogenous. We display our adver-
sarial examples generated from 64 image classifiers (stated
in Appendix B) under ϵ = 64/255 in Fig. 8. From the visu-
alizations we observe that our methods can capture the key
features of the target class and reproduce them based on the
original textures of images. This visualization further sup-
ports our methods are really attacking common weakness
instead of running into local optima. We leave further ex-
plorations and analyses as future work.

¶https://ai.meta.com/blog/llama-3-2-connect-
2024-vision-edge-mobile-devices/

||https://mistral.ai/news/pixtral-large/
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Prompt for Testing Accuracy:

Given a chatbot's description of a scene:[response]. Is it stated in the

description that there is a/an [target]? Please answer 'Yes.' or 'No.'

Prompt for Judging Image Quality:

Given a chatbot's description of an image: '[response]'. Does the description
mention factors that affect the judgment of the image content, such as low
image quality, noise, or modification? Please answer 'Yes.' or 'No.'.

(a) Prompts for Metric 1.

Prompt for Testing Accuracy:

Given the above description, does this description talk about or mention

a/an [target]? You can only answer 'Yes.' or 'No.'. 

(b) Prompt for Metric 2.

Figure 7. Prompts of two metrics. (a) Besides prompt to test the adversarial example contain a target label, we also use a prompt to judge
the image quality, ensuring our successful attacks are all of small noise and highly transferable. (b) The prompt concentrates on semantic
meanings of the image descriptions. To consider the attack successful, it only needs the target to appear in the description.

ASR(%) Target: Cat Target: Car Target: Ship Target: Deer Target: Bird

ϵ (ℓ∞ norm) 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255

Gemini-1.5 Pro 0.4 0.92 0.16 0.50 0.35 0.82 0.29 0.82 0.38 0.83
Hunyuan-Vision 0.58 0.95 0.23 0.53 0.59 0.90 0.42 0.88 0.52 0.95
Qwen-VL Plus 0.75 0.98 0.28 0.54 0.65 0.91 0.52 0.92 0.69 0.97
Llama-3.2 90B 0.48 0.88 0.21 0.48 0.42 0.87 0.39 0.87 0.4 0.86
Pixtral Large 0.49 0.88 0.19 0.49 0.46 0.87 0.36 0.77 0.44 0.87

Deepseek-VL 7B 0.54 0.96 0.17 0.52 0.52 0.87 0.44 0.91 0.51 0.93

Table 6. ASR under Metric 2 measured across different settings of ϵ. Following Table 2, we extend our evaluations to most popular models
(both commercial and open-sourced) to obtain more generalized results.

F. Results on Adversarially Trained Models

We provide our experiment settings and results for Sec. 6.2.
We still adapt the adversarial examples generated from nor-

mal image classifiers and test them on adversarially trained
models, as in Sec. 4.3.

Black-box Test Models: We select 9 pretrained models
from robustbench [16] leading board with different archi-
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cat car ship deer bird

Figure 8. Visualizations of adversarial examples under ϵ = 64/255. The adversarial examples capture basic information of the target class,
such as the fur of cats, tires of vehicles, cargo on ships, antlers of deer, and feathers of birds.
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Figure 9. Results on attacking adversarially trained models in the untargeted metric setting. No obvious scaling trends can be observed
from the results, and the attack success rate remains consistent regardless of ensemble cardinality.

tectures and defense methods - architectures include ResNet
[35], Swin-Transformers [59], ConvNeXt [60], ViT [28]
and Wide-ResNet [98] , while defense methods include
Mean-Centered feature sparsification [2], designing bet-
ter benchmarks [55], combining with ConvStem architec-
ture [74], incorporating with generalizable design principles
[69], data filtering [12], randomly masking gradients [65],
and using FGSM optimizer during adversarial training [89].
By selecting these models as test subjects, we ensure that a
sufficient variety of defense mechanisms are represented,
allowing us to draw reliable conclusions.

Evaluation Metrics: Since adversarially trained models
typically incorporate defense strategies against adversarial
examples, we adjust our evaluation approach. Specifically,
we measure the attack success rate based on whether the test
models classify the adversarial examples differently from
the natural images, a widely used method in untargeted at-
tack evaluations.

As we observe from Fig. 9, a larger model ensemble does
not indicate a higher transfer attack success rate. Instead,

under our untargeted attack metric, the attack success rate
remains consistent across all adversarially trained models.
This reveals the fact that scaling laws do not hold over ad-
versarially trained models. By visualizations in Sec 6.2,
we claim this is because the gap between normal image
classifiers and adversarially trained classifiers on image un-
derstanding. Adversarially trained classifiers have a com-
pletely different focus on image features, making them in-
sensitive to attack patterns crafted from normal image clas-
sifiers. The results show scaling laws only exist when mod-
els are sampled from similar data distribution (i.e. normal
datasets that are sampled from physical world or training
methods that do not exclude specific features of the data),
which supports the assumption in Sec. 4.1 of i.i.d. mod-
els. Meanwhile, though the attack success rate only slightly
changes with ensemble cardinality, we observe from Fig. 9
that many adversarially trained models have bad classifica-
tion accuracy. This is because adversarially trained mod-
els try to strike a balance between accuracy and robust-
ness [68], therefore losing accuracy under small noise.
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