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Abstract
In this work, we present a novel severe buffer-overflow vulnerability
in the RPKI validator Fort, that allows an attacker to achieve Remote
Code Execution (RCE) on the machine running the software. We
discuss the unique impact of this RCE on networks that use RPKI,
illustrating that RCE vulnerabilities are especially severe in the
context of RPKI. The design of RPKI makes RCE easy to exploit on
a large scale, allows compromise of RPKI validation integrity, and
enables a powerful vector for additional attacks on other critical
components of the network, like the border routers.

We analyze the vulnerability exposing to this RCE and identify
indications that the discovered vulnerability could constitute an
intentional backdoor to compromise systems running the software
over a benign coding mistake. We disclosed the vulnerability, which
has been assigned a CVE rated 9.8 critical (CVE-2024-45237).
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1 Introduction
The Border Gateway Protocol (BGP) is the inter-domain routing
protocol of the Internet. The Resource Public Key Infrastructure
(RPKI) was standardized to add security to BGP through crypto-
graphic attestations, stored in distributed RPKI Publication Points
(PPs). Prefix owners upload Route Origin Authorizations (ROAs)
to an RPKI PP. Border routers use these ROAs for guiding their
routing decisions in BGP. The routers do not access PPs directly, in-
stead, they install a middleware called Relying Party (RP) client that
implements necessary RPKI functionality and provides the content
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Figure 1: Attack Setup.

to routers. RPs fetch objects from all the public RPKI PPs, parse
and validate them, and compile a list of validated prefixed for the
routers to use in BGP for best path selection. This allows the routers
to filter incoming BGP announcements for valid ownership of pre-
fixes; if the announced Autonomous System (AS) number inside
the BGP message differs from the authorized AS-prefix pair in the
RPKI, the announcements are deemed invalid (i.e., may constitute
a prefix hijack) and are hence rejected by the routers.

RPs are the central point of trust for BGP routers, since they are
responsible for all parsing and validation functionality. Routers do
not perform any additional cryptographic checks. This makes RPs
an attractive target for attacks, as compromising their security po-
tentially affects all the routers using them. Further, attacks against
the RP may downgrade the RPKI protection, as the routers cannot
use RPKI information for making routing decisions in BGP.

In this work, we identify and analyze a critical vulnerability in
the RP software implementation Fort. We illustrate the technical
details of the vulnerability, and discuss its impact in the context of
RPKI and the deployment practices of RP clients.

In addition to the discovery and the technical analysis of this
new RCE vulnerability, our work also provides novel insights into
the devastating security implications of breaches of RP implemen-
tations. We develop an RFC attack vector exploiting the vulnerabil-
ity that can be executed with low effort, and impacts all globally
running RPs of Fort. We demonstrate that the attack provides a
pathway to both compromise RPKI integrity, and potentially even
attack border routers and other hosts in the local network.

We also discuss potential reasons for the existence of the buffer-
overflow vulnerability. We derive factors from our analysis of this
vulnerability that may indicate intent and not a “bug.” Amidst the
tightened geopolitical and economical situations, the concerns for
intentionally planted vulnerabilities, aka. backdoors, in software
are growing and there are increasing indications for such backdoors,
e.g., XZ Utils (CVE-2024-3094). We hope that our discussions make
the community aware that RPs are also at risk of planted backdoors.
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2 RCE Vulnerability in Fort
In our study into the security of RPKI RP implementations, we dis-
covered a buffer-overflow vulnerability in the validation pipeline
of Fort Validator.

Vulnerable code. The vulnerability stems from a bug in the
processing of the key-usage extension of an X.509 certificate, con-
tained in most RPKI objects. The 9 bit key-usage field indicates how
the subject key of the certificate should be used, differentiating
between keys to sign other Certificate Authority (CA) certificates,
and keys to sign payload certificates. The key-usage extension of
a validly formatted object has a value of 0x0106 for CA certificate
keys and 0x0780 for payload certificates.

The vulnerability in the processing of the key-usage extension is
in Listing 1. The function takes the bit string ku from the certificate
and performs amemcpy operation, copying the extension value into
the 2 byte data array located on the stack. However, the number of
copied bytes corresponds to the length of ku, which is controllable
by the adversary and not checked. Therefore, thememcpy operation
can overflow into the stack and write any sequential, attacker-
controlled bytes into adjacent stack sections.

Compilation. The exploitability of the vulnerability depends on
the compiler setup. Besides optimization passes, modern compiler
toolchains, like LLVM and GCC, implement additional memory
protections to prevent exploitation of memory bugs, like buffer
overflows. The (de)activation of these protection mechanisms is
configured either directly by compiler flags in the build configura-
tion or by a standard specification in the toolchain. With the GCC
toolchain, there are 3 options that impact how the code vulnerability
translates into the compiled binary and therefore exploitability:

(1) Fortifications: When enabled, the memcpy calls are replaced
with the memcpy_chk built-in, which has runtime bounds checking.
If ku->length exceeds sizeof(data), the program exits. Fortifi-
cations can be disabled by undefining the macro _FORTIFY_SOURCE.

(2) Built-ins: These function variants enable inline optimizations.
When memcpy is replaced with its built-in version, the compiler
inlines and optimizes out the memcopy during compilation, as data
is never read, therefore removing the vulnerable code from the final
binary. This can be disabled using -fno-builtin-memcpy.

(3) Stack protector: The stack protector detects terminates the
program if the stack is corrupted to protect against further exploita-
tion. However, stack canaries are only applied to functions with
local arrays under -fstack-protector-strong, so supplying the
-fstack-protector flag will not include canaries in this function.

None of these protections are explicitly set in the build config-
uration. Hence, an attacker only requires control of the default
specification of the compiler toolchain to trigger the vulnerability
to be compiled into the binary. This can easily be achieved by inject-
ing a single file into one of the compiler’s search directories for spec
files, or by manipulating the build environment and distributing the
binary. Instances compiled in older configurations, which do not
have these protections enabled by default, are especially vulnerable.

Exploitation. To exploit the vulnerability, the attacker creates
a live RPKI repository, and inserts a malicious object. The object
triggers the vulnerability through a crafted key-usage extension.

Analysing the parsing and validation code of Fort, we find mul-
tiple requirements to the key-usage extension value to allow for

Listing 1: Vulnerable function.� �
1 static int
2 handle_ku(ASN1_BIT_STRING *ku, unsigned char byte1)
3 {
4 unsigned char data [2];
5 memset(data , 0, sizeof(data));
6 memcpy(data , ku->data , ku->length);
7 if (ku->data [0] != byte1) {
8 return pr_val_err("Illegal flag [...]");}
9 return 0;}� �
exploitation. First, the extension id, type, and length must be set to
the correct value to prevent early validation failures. The internal
field structure needs to resemble the expected values in the first
three bytes of the value field. The third byte must not contain any
key-usage bits that are disallowed by the RPKI standard, effectively
limiting the third byte to a value smaller than 0x8.

We observe experimentally that, when all requirements are met,
the attacker can insert arbitrary additional bytes into the field value,
allowing for a wide-range of inputs to place on the stack.

Escalation. Through placing arbitrary byte values on the stack,
the attack can be escalated to Remote Code Execution (RCE). We
demonstrate a Proof-of-Concept (PoC) attack in our local setup
without enabling compiler protections through a 13 byte payload
that overwrites the function return pointer to a libc memory loca-
tion, triggering Fort to open a local shell and allowing to execute
arbitrary code.

The attack can be generalized to other setups with enabled pro-
tections, depending on the target architecture and binary layout.
For example, if the dynamic execution protection ASLR is active
on the target machine, the attacker will have to spend additional
effort to circumvent the protection. This is generally possible, as the
vulnerability allows for partially overwriting, e.g., writing over the
return address pointer to redirect intra-binary control flow using
brute-force. Further ways to circumvent ASLR can be found in [1].

If full control over the execution is gained, the attacker may
access the machine, e.g., through a remote-shell payload inserted
into the Fort control-flow. Gaining access to the RP system enables
a range of attacks, including attacks on RPKI security, host security,
and even attacks on the local network of the system using the RP,
which we elaborate in Section 3.

Real-world exploitation. Exploitation of the buffer overflow
on a real-world setting can be achieved by placing a malicious RPKI
object inside a live RPKI PP, and getting the victim RP to download
and process the object. This setup can be achieved by a small-scale
attacker. Setting up a RPKI repository requires ownership of Inter-
net resources and membership in one of the five Regional Internet
Registries, both of which only require minor financial investment
and administrative overhead. After setting up their repository, all
global RPs will regularly download and validate the objects from
the attacker, giving the attacker access to all globally running RP
instances of Fort, which makes wide-spread exploitation possible.
Further, since the attack can be constructed to allow the RP to
continue processing after executing the payload, the attack can
be conducted stealthy. The RP will only log a benign error about
a malformed key-usage extension, making detection difficult. Ex-
ploitation of the vulnerability can thus be executed with moderate
setup effort, and can attack any globally running instance of Fort.
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3 Evaluation and Impact
The buffer overflow vulnerability can have devastating consequences
for systems running the vulnerable RP.

Evaluation. We find that the vulnerable code was added to the
repository in January 2019. Therefore, all Fort version from Beta-
version 2 to version 1.6.2 are vulnerable to buffer overflow. We
confirm vulnerability of the most recent version 1.6.2 by setting up
a local isolated repository with the RPKI repository tool CURE [2]
and inserting a manipulated key-usage bitstring. We observe that in
a default compiler configuration, Fort crashes with a buffer overflow
warning, triggered by the stack protector.

To quantify the amount of systems that could be affected by this
vulnerability, we setup our own well-configured live RPKI PP and
log the amount of Fort clients with the vulnerable version connect-
ing to us. We find over 100 systems running a vulnerable version
of Fort, including major systems, like Amazon or Internet Systems
Consortium, and a subset of RIRs, all of which may be attacked
through the presented exploit, depending on their utilized compiler
toolchain. Any systems that compiled Fort with a toolchain not
enforcing necessary protections to prevent exploitation of the bug
are vulnerable. To run our experiments ethically, we do not test
the exploit on any system contacting our PP. Observing the large
amount of systems that can be attacked with RCE, we additionally
provide evaluation of the potential impact of the attack on hosts
running the vulnerable client.

RPKI impact. Compromising the RP through a RCE exploit
allows arbitrarymanipulations of RPKI data. Since the data provided
to routers does not require any signatures, the attacker does not
need to forge any signatures to get the manipulated data accepted.
This allows creation of malicious route origins to enable hijacking
of arbitrary prefixes. Since the data from the RP is trusted, the
router will validate the hijacking prefix announcement through the
malicious RPKI data. Vice versa, the attacker can get arbitrary prefix
announcements invalidated by deleting or changing the appropriate
RPKI data, leading to announcements classified as RPKI invalid and
hence dropped. With continuous deployment of new technologies
within RPKI, the specific impact will further increase.

Host impact. Exploiting the RCE gives the attacker access to
the host, where other services may run or sensitive files might
be stored. Potential host-level attacks include stealing sensitive
data, like user-passwords, stored credentials, or SSH private keys,
installation of malware, or DoS.

System impact. RPs provide data to BGP routers and must
therefore run in a part of the network that has access to the routers.
This makes the machine running the RP a valuable entry-point
into the local network. Discovery of reachable BGP routers within
the network is straightforward, as all routers utilizing RPKI must
regularly poll the RP for updates, allowing an attacker easy enu-
meration. The attacker can use the RP machine to launch additional
attacks on BGP routers, the management interfaces of which are
otherwise isolated from external traffic. The attacker can stuff cre-
dentials, exploit known vulnerabilities, or run a DoS attack on the
routers. Further, since RPs are software components that generally
fall within the category of network management infrastructure, it
is sensible that the local network of the RP might contain additional
interesting targets for the attacker, like management servers.

Exploiting the RCE on an RP client thus not only compromises
RPKI security, but also enables a vector for further attacks on the
host, and other hosts and routers within the local network.

Source of vulnerability. Observing the devastating impact of
the vulnerability raises questions on how the bug was introduced
to the code. We find potential indications for both intentional plant-
ing, and a benign coding error. First, the code section does not
implement any functionality, putting into question why the code
was added in the first place. Further, the convenient accessibility
of the vulnerability from any remote PP makes exploitation easy
and stealthy. Also, the vulnerability can be activated in new soft-
ware distributions by simply changing compilation flags, which
will likely not be noticed by users. All these observations might
indicate malicious intent. However, we do not find any operational
indications for malicious planting of the vulnerability. The code
was committed by the long-termmain developer of Fort, and similar
code sections exist in other parts of the RP that implement actual
functionality, making a copy-paste error likely. While there is no
clear answer on the intention behind adding the code, and it might
very well constitute a benign coding error, the ease with which such
a backdoor could be inserted should raise the awareness of users
when using any software communicating with remote servers.

4 Conclusions
In this work, we presented a new severe vulnerability in RPKI soft-
ware, enabling RCE on a victim machine running the RP client
Fort. Following our analysis of the impact of the vulnerabilities in
RPKI software, and considering the abundance of vulnerabilities in
RPKI [2] and the relatively low effort for large-scale exploitation,
we argue that the security of RPKI will get increasingly important
in the near future, and the community might see a stark increase in
malicious attacks on the architecture. Systems running RPKI need
to be aware of the potential impact of attacks and need to strive for
improved security of implementations, and for operational practices
that ensure security of the system if the RP is compromised. This
includes not storing any sensitive data, including router credentials,
on RP servers, implementing separation of the local network, and
setting up monitoring solutions that can detect compromises to the
security of the RP. We hope that our work, including the responsi-
ble disclosure of the vulnerability, aids in improving the security
of RPKI implementations, and sensitizing the community for the
increasing thread to the technology in the near future.
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