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Abstract—Vision is one of the essential sources through which
humans acquire information. To simulate this biological charac-
teristic, researchers have proposed models such as Convolutional
Neural Networks and Vision Transformers to mimic the human
visual system’s processing of visual tasks like image classification.
These models have achieved significant success in experiments.
However, there has been limited theoretical analysis of the
variation in information content during image processing. This
is not an insignificant task, as it plays a crucial guiding role
in image feature extraction, image quality assessment, and the
design of image encryption algorithms. In this paper, we establish
a novel framework for measuring image information content
to evaluate the variation in information content during image
transformations. Within this framework, we design a nonlinear
function to calculate the neighboring information content of
pixels at different distances, and then use this information to
measure the overall information content of the image. Hence,
we define a function to represent the variation in information
content during image transformations. Additionally, we utilize
this framework to prove the conclusion that swapping the
positions of any two pixels reduces the image’s information
content. Furthermore, based on the aforementioned framework,
we propose a novel image encryption algorithm called Random
Vortex Transformation. This algorithm encrypts the image using
random functions while preserving the neighboring information
of the pixels. The encrypted images are difficult for the human
eye to distinguish, yet they allow for direct training of the
encrypted images using machine learning methods. Experimen-
tal verification demonstrates that training on the encrypted
dataset using ResNet and Vision Transformers only results in
a decrease in accuracy ranging from 0.3% to 6.5% compared
to the original data, while ensuring the security of the data.
Furthermore, there is a positive correlation between the rate
of information loss in the images and the rate of accuracy
loss, further supporting the validity of the proposed image
information content measurement framework. The experimental
code is available for download on https://github.com/CaoXiaokai/
Random_Vortex_Transformation.

Index Terms—Computer vision, Theoretical framework, Image
information content, Image encryption, Random vortex transfor-
mation.
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I. INTRODUCTION

HE visual system plays a crucial role in our daily lives, as

most individuals perceive the external world and gather
a wealth of information through visual perception. In order to
simulate and understand the human visual system, researchers
have delved into the field of computer vision. Computer vision
utilizes computer algorithms and techniques to process and
analyze image and video data, extracting information about
target objects, scenes, and other features. It aims to mimic
human-like perception, understanding, and interpretation of
visual data. This field has experienced rapid development
over the past two decades. In 1998, LeCun et al. provided
a detailed description of the Convolutional Neural Network
(CNN) model, known as LeNet-5, for handwritten digit recog-
nition. They introduced concepts such as convolutional layers,
pooling layers, and fully connected layers, which have since
been widely adopted [1]. CNNs are characterized by their
ability to extract features from images by considering the re-
lationships between neighboring pixels. With the development
of deep neural networks, in 2012, Krizhevsky et al. proposed
a deep CNN called AlexNet. They improved the model by
incorporating techniques such as the ReLU activation function
and Dropout [2]]. In 2014, Simonyan and Zisserman introduced
VGGNet, a deeper CNN architecture that utilized smaller
convolutional kernels and increased network depth to enhance
the model’s expressive power [3]]. In 2016, He et al. addressed
issues like model degradation in deep network structures
and proposed the Residual Learning (ResNet) model, which
leverages a feedforward low-level feature to deeper layers [4].
In fact, the aforementioned convolutional neural networks or
residual neural networks all extract image features by learning
the relationships between neighboring pixels.

In order to better capture the relationships between dif-
ferent positions in an image, Dosovitskiy proposed a CNN-
independent Vision Transformer in 2021 [5]. This is a variant
of the neural network model based on attention mechanisms
known as Transformer [[6]. Furthermore, the Transformer has
been extensively applied in the field of computer vision. In
2020, Carion et al. introduced the Detection Transformer
(DETR) for object detection [7]. In 2021, Liu et al. proposed
a new visual transformer called Swin Transformer based on
Shifted Windows, which has been widely used in tasks such as
image classification, object detection, and semantic segmenta-
tion [8]. When processing images, the Transformer captures
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the relationships between different positions through self-
attention mechanisms, enabling it to learn global information.
This allows the Transformer to exhibit stronger performance
than ResNet in many computer vision tasks.

These models extract image features by learning the rela-
tionships between pixels and have achieved significant suc-
cess in experiments. However, there is limited literature that
theoretically analyzes the relationships between pixels and
studies the information contained in images based on these
relationships [9]. In fact, there is profound research value in
studying and analyzing the information of images based on
the relationships between pixels. By researching and analyzing
the information of images, theoretical support can be provided
for image-related techniques and offer guidance for their
development. For instance, it plays a role in evaluating and
measuring image quality [10]], [11], [12], quantifying the de-
gree of image distortion [13], [14], evaluating the effectiveness
of image compression and storage algorithms [[15]], assisting in
feature extraction [16], similarity measurement, performance
evaluation of image encryption algorithms, and more.

Early image encryption methods often employed symmetric
encryption algorithms such as DES and AES, which operated
at the pixel level but lacked protection for image structure
and semantics [17], [18]]. In 1990, Pecora et al. proposed an
image encryption method based on chaos theory. They utilized
random numbers generated by a chaotic sequence generator
for image encryption, thereby providing higher encryption
strength and randomness [[19]. However, increased randomness
could lead to information loss during the encryption and
decryption processes. To address this, reversible image encryp-
tion algorithms were introduced and widely applied. These
algorithms typically involve operations such as pixel position
permutation and image diffusion, such as Arnold transform
and Discrete Wavelet Transform [20]. In recent years, with
the advancement of deep learning, more research has emerged
exploring the application of deep learning in the field of image
encryption. These methods utilize neural network models for
image encryption and decryption, offering higher security and
resistance against attacks [21]].

Although these encryption schemes have different princi-
ples, most of them serve data transmission purposes. The basic
steps involve the data provider encrypting the image using a
key, transmitting the encrypted data to the data receiver, and
the receiver decrypting the image using a private key. Finally,
the data receiver performs operations such as data analysis on
the data. However, in reality, there are cases where the data
provider does not want the data receiver to obtain the original
image as it would leak information about the original image.
Is it possible to perform data analysis without decrypting
the data? Homomorphic encryption can partially achieve this
functionality, but it is only applicable to homomorphic addition
and multiplication and is not suitable for commonly used
machine learning models.

To address the aforementioned issues, we first define an
information content function for images based on the pixel
values and the neighboring relationships between pixels. In-
spired by CNN and Vision Transformer, we expand the
definition of neighboring relationships to include not only

adjacent pixels but also the global relationships between each
pixel and all other pixels. We design a nonlinear information
content function that captures these relationships effectively.
Building upon this definition, we conduct a theoretical analysis
of the information content changes after image transforma-
tions. To the best of our knowledge, there is currently no
existing literature that has provided a theoretical analysis of
this aspect. Furthermore, to achieve the goal of “performing
data analysis on images without decryption”, we propose a
technique called Random Vortex Transformation, which is
a randomized function-based image encryption method. By
applying multiple random vortex transformations to distort
the image, we can encrypt the data while preserving the
neighboring relationships between pixels, making it difficult
for human observers to discern the target information within
the image. Moreover, since the random vortex transformation
retains the neighboring information of pixels, machine learning
methods can be employed for image recognition. To validate
the effectiveness of our encryption scheme, we train advanced
models such as ResNet and Vision Transformer directly on
the encrypted data. The results demonstrate that the accuracy
difference between models trained on the encrypted data
and the original data is less than 2.5% (for single-channel
datasets) and 6.5% (for three-channel datasets). The specific
contributions of this paper are as follows:

e We define an information content function for images
to characterize the changes in information content after
various transformations are applied to the images.

o The conclusion that “exchanging any two pixels will
decrease the information content of the image” is the-
oretically proven.

e We propose a random vortex transformation for image
encryption, which encrypts the data while preserving the
neighboring information of pixels, making it difficult
for human observers to discern the target information
within the image. However, computers can still recognize
the content, enabling data analysis under the premise of
privacy protection.

e The effectiveness of the random vortex transformation
is verified through experiments. A comparison is made
between the random permutation and the random vortex
transformation datasets. The results show that random
permutation severely disrupts the image information,
while the random vortex transformation achieves image
encryption with minimal loss of information content.

The rest of this paper is organized as follows. In section
we provide a brief overview of methods for measuring the in-
formation content of images and image encryption techniques.
In section we define the information content of an image
and provide a proof for the “Principle of Verisimilitude”. In
section we introduce the random vortex transformation
proposed in this paper and provide detailed explanations of
each component. In section [V| we verify the effectiveness of
the algorithm on three datasets. Finally, we conclude this paper
in section [VIl
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II. RELATED WORK

In this section, we introduce the current mainstream meth-
ods for quantifying image information and image encryption
techniques.

The information content of an image is typically determined
by the pixel values and the neighboring information of adjacent
pixels. For images, the neighboring relationships between
pixels often contain crucial information regarding the contours
of objects within the image. As a result, researchers commonly
analyze the neighboring information. The prevailing approach
involves calculating the correlation coefficient between adja-
cent pixels. Specifically, if the correlation coefficient between
each pixel and its neighboring pixels in the horizontal, vertical,
and diagonal directions tend to approach 1, it indicates positive
correlation among these pixels; otherwise, it signifies negative
correlation [22]], [23]. Correlation coefficients are utilized to
measure the degree of correlation between the encrypted image
and the original image, thereby evaluating the performance of
encryption algorithms. However, such methods only consider
the relationships between neighboring pixels, while each ob-
ject in an image is typically composed of hundreds or even
thousands of pixels. We provide a detailed explanation of this
in Section of this paper.

Another way to measure the information content of an im-
age is by using the Fréchet distance to measure the similarity
between two ordered curves [24], [25]], [26]. Researchers have
considered the contours of objects in an image as curves
and used the Fréchet distance to precisely learn the similarity
between these contours, enabling the identification of objects
in the image [27], [28], [29]. While this method is highly
accurate, it is also sensitive to noise. Additionally, although
these methods consider factors such as the shape, length, and
direction of the curve contours, they overlook the contextual
information between curves. For example, they may accurately
identify a nose but fail to capture additional information such
as the eyes and mouth around the nose.

In the context of image encryption techniques, one of
the current mainstream encryption schemes involves utilizing
chaotic systems for image encryption [30], [31]. Chaotic sys-
tems are characterized by the phenomenon that tiny variations
in initial conditions can lead to significant changes in system
behavior. Exploiting this characteristic of chaotic systems [32],
pseudo-random sequences can be generated as encryption
keys for image encryption. Subsequently, the parameters for
encryption techniques such as image diffusion and pixel per-
mutation are generated using the encryption key, and based
on these parameters, the image is encrypted. The encrypted
data is then transmitted from the data provider to the data
receiver, and finally decrypted by the data receiver. One of the
objectives of these image encryption methods is to ensure the
security of data during transmission. However, does the data
receiver obtaining decrypted data satisfy privacy protection
requirements? Is it feasible to expect the data receiver to use
the data without recovering the original data? Homomorphic
encryption does indeed offer similar functionality [33]], [34],
but the data encrypted using homomorphic encryption is
only applicable for homomorphic addition and multiplication

operations and cannot be used for complex computations in
machine learning. With the advancement of machine learning,
is there a method that allows training machine learning models
directly on encrypted data? To the best of our knowledge, the
current research literature in this particular area is virtually
non-existent [35]].

III. INFORMATION CONTENT OF IMAGES

In the human eye, an image may contain information about
a car, a group of cats, or a well-known celebrity. However,
in the field of computer vision, the information content of an
image is typically determined by the pixel values of each pixel
point and the relationships between neighboring pixel points.
The earliest multilayer perceptrons analyze image information
based on the pixel values alone. Convolutional neural networks
(CNN:s) further consider the neighboring relationships between
pixel points. In this section, we establish a theoretical frame-
work for analyzing the variation in the information content of
images.

A. Definition

In order to accurately quantify the information content of

an image, we establish the following requirements:

o The term “information content of an image” does not
have a strict definition. In this paper, we consider it to
be composed of the pixel values and the neighboring
relationships between pixel points.

o The neighboring information of each pixel point depends
on its distance from the surrounding pixel points, where
closer distances result in greater neighboring information.

o We focus on the variation in the information content of
individual images (vertical comparison) rather than com-
paring the information content between different images
(horizontal comparison).

o Principle of verisimilitude: After various transformations,
an image may make the objects within it more easily
recognizable. However, we still regard the original image
as having the highest information content because it is the
most verisimilar. Regarding the rationale for this princi-
ple, we provide a detailed explanation in Section [[II-B]

We establish a Cartesian coordinate system, as shown in

Fig. [T where the image under study is denoted as P. P has
dimensions of n columns and m rows, with each pixel point
at coordinates (i, j) represented as P;;, where 1 <i <n,1 <
j < m.Let M(-) and Mp(-) denote the information content
functions for images and pixel points, respectively, and,

M(P) = ZMP(PZ-J-). (1)

After that, the information content of each pixel point is
composed of its pixel value and neighboring information. Let
My (-) and M4 (+) respectively denote the functions for the
pixel value information and neighboring information, i.e.,

Mp(P;;) = Mpig(Pij) + Mpeig(Pij). 2

In this research, we primarily focus on the neighboring in-
formation of pixel points, i.e., M,eiq(F;;). Next, we refine
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Fig. 1. Cartesian coordinate system.

this function. Let d(-,-), d(-, ), and dpq, denote the distance
between two pixel points, the modified distance, and the length
of the diagonal, respectively. And,

dmaz = v m? —|—7l2,

d(Pij, Pot) = /(i — 5)2 + (j — )2, (3)
d(Py, Py = WD)

Based on the distance Eq. (3), we define m,¢4(-,-) as the
function for measuring the information content between two
pixel points. It is expressed as follows:

) =1- L : (4)

1 + eG—lSd(P,;j,Pst)

Mpeig (sz ) P

We have designed a Z-shaped information function by
leveraging the rapid decay characteristics of the exponential
function. This function represents the process of information
decay between two pixels as the distance between them
increases. The function my,e;4(-, -) is illustrated in Fig. @ Its
intuitive interpretation is that for a given pixel point P;;, the
closer it is to another pixel point, the higher the information
content between them, and this relationship is non-linear.
Taking Fig. 3] as an example, let’s consider the pixel point
at the center of the eye, denoted as P;;. The information
content between P;; and the pixel points in the surrounding
small range (eye region) is significantly high, which is crucial
for identifying the eye. On the other hand, the information
content between P;; and the pixel points in the facial region
is noticeably lower than in the eye region, and the information
content between F;; and the pixel points outside the facial
region is nearly 0.

Hence, the neighboring information M,,.;,(P;;) of the pixel
point P;; is equal to the sum of the information content
between P;; and all pixel points in the image, i.e.,

Zmnezg i ) 5)

nezg

Furthermore, when the pixel point positions in image P
undergo transformations, let (¢/, j') represent the transformed

0 012 0‘4 0.6 018 1
d(P. Pa)

Fig. 2. The graph of the function mpeiq (-, -).

Fig. 3. The neighboring information of each pixel is not solely determined by
the surrounding eight pixels, but rather by the contribution of pixels at varying
distances, which provide different amounts of neighboring information. As
shown in the figure, in order to recognize the eyes, the red region provides
the highest amount of information, while the green region utilizes facial
information to provide a less amount of information. On the other hand, the
background region (blue arrow) contributes almost negligible information.

position of (4, ), and mj,.,,(-,-) denote the information con-
tent function after the transformation, and

m;kuaig (Pi'j'7 P, 't’)
= [L— (Mneig(Pij, Pst) = Mineig(Pirjr, Pyrvr))]
aneig(-P'L] ) P ) (6)

Specifically, when (i,5) = (¢,j),
m;eig(Pi'jHPs’t’) = mneig(PZ],P ) holds. Let the
transformed image be denoted as P*, and define the
remaining information content function Y'(-) as follows:

the equation

M(P*)

TP =

@)
Since this framework focuses on studying the change in infor-
mation content after image transformations, the function Y'(-)
can be employed to characterize the proportion of information
content variation.
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B. Principle of Verisimilitude

To ensure the validity of the theory proposed in Sec-
tion we also need to prove that the theory satisfies the
“principle of veracity”.

Theorem IIL.1. Under the conditions stated in Section
when swapping the positions of any two points in the image,
the total information content of the image either decreases or
remains unchanged.

Proof. Let M (P) represent the information content of the im-
age P. Consider any two pixel points in the image, denoted as
P, ;, and P;,;,. We will calculate the sum of the information
content of these two points, denoted as:

Mneig(Piljl) + Mneig(Pizjz) 3

= Zmneig(PilePst) + Zmneig(Pi2j27Pst)
s,t s,t

= Z(mneig (Piljl , Pst) + Mpeig (Pigjga Pst))

s,t

1 1
= Z(l — - +1-— . )
1 + 66_18d(P'£1j1;Pst) 1 + 66_18d(Pi2j27P3t)

1 1
_|_e6—18(1(Pi1j1,Pst) 1+€6—18&(Pi2j2,135t) .

:Z(g_

Next, we will exchange the positions of F;, ;, and P, ;,. To
facilitate distinction, let P;; represent the point P;; after the
transformation. Specifically, the point P;, ;, with coordinates
(i1, 1) becomes P} ; with coordinates (32, j2). Consequently,
the sum of the 1nformat10n content for P’ . and P} . is as

1171 i2J2
follows:

Mnez‘g(ﬂ’jjl) + Mieig (P ,)

1272

— * * *
- E mnezg 11]1 ’ Pst + E mnezg P7,2327 Pst)
s,t

= Z[l = (Maneig(Piyjy > Pst) = Mneig(Pigja, Pst))]

s,t

anmg(Pnjla st + Z mnezg(Pigjzapst)
s,t

*mneig(Piljl B Pst))] X Mnpeig (szza R@t)- (9)

For the sake of simplicity in the derivation process, let’s denote

1
"= H )
6—18d(P;y j;,Pst)
l+e i 10)
Yo =

1+ 66—18J(Pi2j2 Pa)’

5
then 0 < 1,72 < 1, we obtain
Mieig(Pf5,) + Mneig(P,)
= Z(1+’Yl —72) x (1 =m)
s,t
‘*‘Z(l‘f'ﬁ’z —71) % (1 =12)
s,t
= Y- —72) - (n -]
s,t
< Z[(Q -7 —72)
s,t
- Mneig(Piljl) + Mneig(lgigjg)~ (11)
When (i,7) # i1j1 and (4, j) # i2j2, We obtain
Mieig(Pij)
= Zmnelg R )
1
- Z(l 6—18d(P, ))7
st L+e 1Pt
(12)
and
Mnezg(P*)

= Zmneig PZ?P*)

(s,8)#(i1,51)
(s,t)#(i2,52)

+m netg(P;;’PLtjl)+mfneig(P* P, )

130~ i2j2
= Z mneig(szaP )

(s,8)#(i1,51)
(8,8)#(i2,52)

+m nmg(Plj ) P

11

mneig(Pz]a Py )
(s,8)#(i1,51)
(s,8)#(i2,52)
L = (Mneig(Pij, Pirji) — Mneig(Pij, Pizjs))]
XMpeig (Pij’ Pilj1) + mHEig(Pi]v ijz)
X[1 = (Mneig(Pijs Piyjy) = Mneig(Pij, Piyj,))1(13)

P, P

nezq( @7 )

)+m:<wig(Pl]aP* )

1272

For the sake of simplicity in the derivation process, let’s
denote

1
V3= H )
6—18d(Pi;,Piy 1)
1+e 1 a4
V4 =

1 + e6-18d(Pij,Piyjp)’
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then

Mpeig(P75)

ij

= E mneig(Pijv Pst)
(s:t)#(i1,41)
(s,t)#(i2,52)

(1 =y +1—71) — (13— )’
Z Mneig(Pij, Pst) — (73 — 74)2
(s,t)

= Mpeig(Pij) = (3 —74)°

< Mheig(Pij)-

5)

Let P* represent the image after swapping the two points.
Referring to Eq. (8) to Eq. (I3), we obtain:

M(P*)
= ZMP(P;})

= D (Mpia(Pf) + Myeig ()
i

< Z(Mp”(PZJ) + Mnezg(Pl))
= > Mp(Py)

—  M(P). (16)

Therefore, the conclusion is valid. O

C. Application Scenarios

A comprehensive system for calculating image information
content can be applied to various scenarios. Here are some
application scenarios for reference:

o Evaluating and measuring image quality: Numerical cal-
culations can provide a more rigorous assessment of im-
age quality. Machine learning methods can be employed
to learn the contrast, saturation, brightness, and sharpness
of high-quality images, which can then be applied to
adaptive image beautification.

o Quantifying the degree of image distortion: Assessing
the level of distortion in image enhancement, image
reconstruction, and image restoration algorithms.

o Evaluating the effectiveness of image compression and
storage algorithms: By evaluating the redundancy and
complexity of images, compression algorithms and stor-
age strategies can be selectively chosen.

o Assisting in feature extraction: As shown in Fig. [3] the
perceived region sizes of different target objects vary
from one region to another. By assessing the contribution
of each region to the recognition of the target objects,
the recognition regions for each target object can be
determined, facilitating feature extraction.

o Similarity measurement: Precise point-to-point similarity
measurement is susceptible to minor disturbances, leading
to significant errors. Similarity measurement methods
based on spatial relationships can better assess the re-
lationships between objects in images, particularly for

H- mE | sy
2N L’
éEE = X e BRMERA.
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Fig. 4. Design objectives of the encryption scheme.

measuring the similarity of rotated, flipped, or folded
images.

o Performance evaluation of image encryption algorithms:
In image encryption, to protect against unauthorized
recovery of the image, it is often necessary to evaluate
the change in information content of encrypted images,
thus assessing the performance of encryption algorithms.

In general, studying the information content of images
enables the quantification and measurement of image content,
quality, and features. This provides a foundation and guidance
for algorithm design, performance evaluation, and data anal-
ysis in fields such as image processing, computer vision, and
image encryption. In this paper, based on the proposed theory
of image information content, we have designed an image
encryption algorithm called Random Vortex Transform (RVT).
RVT is an encryption scheme that relies on the neighborhood
relationships of pixels. It fully utilizes the patterns of informa-
tion content variation during the image transformation process,
thereby preserving the invariance of image features throughout
the encryption process. It differs from previous encryption
paradigms because it allows direct feature extraction and target
recognition using computer vision algorithms on the encrypted
data without the need for decryption.

IV. RANDOM VORTEX TRANSFORMATION

Theorem [l1I.1|not only demonstrates that swapping the posi-
tions of pixels decreases the quality of the image (i.e., reduces
the information content), but it also unveils an underlying
law: the reduction in information content is positively corre-
lated with the distance between the two pixels (as deduced
from the “<” in Eq. (II), Eq. (I3) and Eq. (I6)), that is
(d(P;, j,, Pst) — d(Pi,j,, Pst)). This implies that if the change
in distance between these two points (or multiple points) is
smaller than a certain threshold, the information content of
the image remains nearly unchanged after the position swap.
Consequently, machine learning methods can still be used to
recognize the target information in the image. On the other
hand, swapping the positions of certain pixel points in the
image can render the target information unrecognizable to the
human eye. Figure [] illustrates the design objectives of this
encryption scheme.

Based on the aforementioned findings, we propose a tech-
nique for encryption called the Random Vortex Transforma-
tion. Our approach is to utilize random vortex transformations,
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Fig. 5. Lena after vortex transformation.

where we permute the coordinates of selected points in the
image. This permutation makes it difficult for the human eye to
identify the target information in the image, while still allow-
ing accurate recognition by a computer. Utilizing this principle
to achieve image encryption. The mathematical expression for
the Random Vortex Transformation is as follows:

i" =d-cos(@+ (R—d)- f(d)), an

j =d-sin(0+ (R—d)- f(d)),
where (i, ;') represents the coordinates of point P;; af-
ter undergoing a random vortex transformation, d =
d(P;j, P,;,), where P, ; denotes the vortex center, and

0 = arctan % . R denotes the vortex radius, and d <
R < min(n —1i,i,m —j,j). f(-) is a random function with a
bounded derivative, i.e. |f'(-)] < w, also referred to as the
vortex coefficient function, where w is a constant. Various
methods can be employed to generate the random function,
such as a polynomial function with random coefficients or
a sum of cosine functions with randomly selected parameter
values.

Figure [3] illustrates the result of applying random vortex
transformations to the Lena image. It is evident that the
transformed Lena image is no longer recognizable to the
human eye, thereby achieving the objective of encryption and
safeguarding the right to privacy of facial portraits. Figure [6]
demonstrates the vortex effects on a subset of images from the
MNIST dataset. Upon visual observation, it can be discerned
that although the images after the vortex transformation are
distinct from their original counterparts, there still exists a
commonality among images with the same class label. This
commonality serves as one of the crucial foundations for
computer recognition of the target objects.

Subsequently, we will elucidate Eq. (I7) to aid readers in
comprehending the vortex transformation.

o We designate the points “at an equidistant distance from
the vortex center” as “points on the same circumference”.
The purpose of vortex transformation is to rotate pixels
along the same circumference, thereby distorting the
target information in the image. Figure [/| demonstrates
an example of this process.

Fig. 6. In each subplot, the left image represents the original image from
the MNIST dataset, while the right image portrays the same image after
undergoing vortex transformation.
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Fig. 7. Example of permuting pixel positions.

o The random function f(-) plays a crucial role in image
encryption as it is used to assign distinct vortex coef-
ficients to each circumference. As a result, the vortex
coefficients for each circumference are randomized, sig-
nificantly enhancing the difficulty of image recovery.

o We constrain the derivative of the random function f(-)
to be bounded to prevent the destruction of neighboring
information on different circumferences due to exces-
sively large vortex coefficients. In other words, we aim to
avoid a significant reduction in the amount of information
in the image caused by the magnitudes of the term
(d(Pyyj,, Pst) —d(Piyjy, Pst)) in Theorembecoming
too large due to the vortex transformation. It is precisely
based on this configuration that, after undergoing random
vortex transformations, the neighboring information of
the points is not excessively disrupted, enabling the
computer to still recognize the target objects based on
the pixel values and proximity information of the pixels.
Figure [ illustrates a graph generated from a randomly
generated function.

o The term (R — d) is introduced to prevent excessively
large vortex coefficients at the edges of the vortex.

Due to the low cost (only resulting in minimal loss of pixel
neighborhood information) of random vortex transformations
for image encryption, it is possible to apply multiple random
vortex transformations on the same image to achieve enhanced
encryption. Equation is abbreviated as follows:

P = G(P,[(ZO,]O);R7f()])

= G(P, -), (18)
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Fig. 9. The experimental design strategy involves indirectly representing the
proportion of preserved information during the encryption process through the
accuracy of the model.

where, G(P, ) represents the abstract expression of
Eq. , and for each vortex transformation, the parameters
[(70,70), R, f(-)] are random. The superposed random vortex
transformation can be expressed as:

P*:GSup("'G2(G1(P7 ')7 ))7 (19)

where, Sup denotes the number of superposed random vortex
transformations.

V. EXPERIMENTS

In section the feasibility of the random vortex transfor-
mation is theoretically analyzed. In this section, we aim to
empirically validate this theory using the machine learning
model. We indirectly examine the neighboring information
of images by evaluating the model’s recognition accuracy on
the images. Our experimental design is illustrated in Fig. [9}
Specifically, we encrypt the images using the proposed random
vortex transformation described in this paper. Subsequently,
we directly train a neural network model using the encrypted
images and evaluate its accuracy on the test dataset. On
the other hand, we train the same neural network using
the original data. By comparing the results from both sets
of experiments, we can validate the conclusion of whether
the “random vortex transformation disrupts the neighboring
information of images”.

To examine the impact of different random vortex trans-
formations on the experimental results, we generate multiple

sets of random vortices for encrypting the images. We then
compare the fluctuations in the final test accuracy. This section
is referred to as the sensitivity experiment of random function.

All the models are trained with a mini-batch of 128 on one
GPU RTX 3090.

A. Experimental Settings

In this section, we will introduce the various components
depicted in Fig. 0]

1) Datasets: In our experiment, three datasets are used to
verify the effectiveness of the vortex transformation, namely
MNIST, Fashion and CIFAR-10.

o The MNIST dataset [1] is a classical dataset for image
classification, which contains 10 categories of 28 x 28
handwritten digit images from 1 to 10. It has 70000
samples in total, where 60000 samples for the training
set, and 10000 samples for the test set.

o The Fashion dataset [36] is a MNIST-like dataset with
images of fashion objects, which also has 10 categories,
like T-shirt, trouser etc. The training set and the test set
are composed of 60000 and 10000 samples respectively.

o The CIFAR-10 dataset [37] is a more complex dataset
consisting of 60000 32 x 32 images for 10 categories,
with 6000 images per category. The training set contains
50000 images and the test set contains 10000 images.

2) Model: In our experiment, we adopt two powerful neural
networks ResNet-18 and Vision Transformer to do image
classification.

o ResNet-18 [4] is an architecture introducing short-cut
connection between layers which enables the network to
be built deeper. Based on the architecture of ResNet-18
for ImageNet implemented in [4], concerning the small
size of the images in the datasets we used, i.e. 28 x 28
in MNIST and Fahion and 32 x 32 in CIFAR-10, much
smaller than the images in CIFAR-10, we do some small
adjustments to the original architecture, replacing the first
7 x 7 convolution with a 3 x 3 convolution and remove
the followed maxpooling layer, which means that the size
of the feature map will not be changed after the first
convolution layer.

e Vision Transformer [5] (VIT) is a transformer-based
architecture for image recognition that splits the input
images into patches and trains them like a sequence of
‘words’. In our experiment, we adopt the ViT-Base model
in [5], with 12 attention layers.

3) Compared Methods: For each dataset, we train mod-
els using the original data, the data encrypted using vortex
transformations, and the data with randomly permuted pixels.
We compare the classification accuracy of these three sets of
experiments. The details are described as follows:

e Origin: We directly train models on three datasets, using
them as the baseline for information content of each
dataset.

o Random Vortex Transformation (abbreviated as Vortex):
We perform multiple sets of random vortex transforma-
tions on each dataset. For example, in the sensitivity
experiment of random functions, we conduct three sets
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of experiments on the MNIST dataset. Each set of ex-
periments involves 4 — 5 random vortex transformations.
The vortex center, vortex radius, and random function
are defined as Eq. (20) - (22). It is important to note that
the strength of the random function lies in its arbitrary
number of parameters, and only a partial list of random
functions is provided here.

« Random Permutation (abbreviated as Random): As com-
parative experiment, we randomly permute the pixels
within each image. This approach preserves the pixel
value information while disrupting the neighboring in-
formation between pixels. By contrasting random permu-
tation with random vortex transformations, we can test
the ability of random vortex transformations to preserve
neighboring information.

B. Results and Analysis

1) Comparison of Results after Vortex Encryption: Fig-
ure [I0] showcases the visual effects of images from three
datasets after undergoing random vortex transformations. Cor-
responding test accuracies are presented in Table [l From the
Fig. [10] and Table I} we can draw the following conclusions:

e The accuracy of MNIST-Vortex and Fashion-Vortex is
only 0% and 2.5% lower compared with that of MNIST-
Origin and Fashion-Origin. This indicates that random
vortex transformations can render images indistinguish-
able to the human eye while maintaining recognizability
by a computer.

o CIFAR-10-Vortex exhibits a decrease of approximately
6% compared to CIFAR-10-Origin. This is attributed to
CIFAR-10 being a three-channel dataset, resulting in a
threefold increase in the disruption of neighboring pixel
information. Nevertheless, CIFAR-10-Vortex maintains a
high accuracy ranging from 87.56% to 92.04%.

o Under random pixel permutation, the accuracy is signif-
icantly low. This is because random permutation com-
pletely disrupts the neighboring relationships between
pixels, making the images difficult to recognize. On
the other hand, this also signifies that the advantageous
experimental results achieved by random vortex transfor-
mations are not solely attributed to the model’s strong
performance, but also due to the ability of random
vortex transformations to preserve a significant amount
of neighboring information in the images.

Figure [TT] illustrates the test error variation curves for six
experimental groups. The datasets after vortex transformations
exhibit slower convergence; however, they still manage to
converge and achieve satisfactory outcomes.

2) Variation in Information Content: Since this paper pri-
marily investigates the neighboring information of pixels, and
the image transformations employed in the experiments do
not alter the pixel values, the information content discussed
here disregards the pixel values. In other words, Eq. (@),
which involves the function M, (P;;), is not taken into
consideration in this context.

The last row of Table || displays the remaining informa-
tion content Y(-) after the image undergoes transformations.

Comparing random vortex transformations and random per-
mutations, the decrease in accuracy is roughly proportional
to the loss rate of information content. This suggests that the
random vortex transformations, designed based on information
content, are reasonable. However, it is important to note that
accuracy is only an indirect reflection of information content,
and thus, the relationship between the two is not strictly linear.

Figure [12] illustrates the variation in information content
after multiple random vortex transformations and random per-
mutations for three datasets. After random permutations, the
relative positions of pixels are severely disrupted, leading to
a decay of information content in the image to approximately
68%. Conversely, due to the ability of random vortex transfor-
mations to preserve the neighboring relationships within the
image, the decay rate of information content is significantly
slower.

3) Sensitive Experiment: In Table[[l, we compare the exper-
imental results of three sets with different random parameters
to verify the stability of the random vortex transformations.
From the experimental results, it can be observed that despite
using different random functions and other parameters for
encryption in each experiment, they all achieve accuracy close
to the “Origin”. This indicates that the encryption scheme can
steadily maintain the neighboring relationships between pixels.

VI. CONCLUSION

In this paper, we propose a theoretical framework for
measuring the information content of images, inspired by
convolutional neural networks and Vision Transformers. This
framework considers the entire set of pixels in an image as
a whole, taking into account the relative positional relation-
ships among the pixels. Instead of considering the absolute
position of individual pixels or the correlation coefficients
between each pixel and its surrounding eight pixels in iso-
lation. This measurement approach plays a significant role in
various areas such as image quality assessment, image feature
extraction, and evaluation of image encryption algorithms.
Furthermore, we explore image encryption algorithms based
on this framework. Common image encryption schemes aim
to disrupt the neighboring relationships between pixels as
much as possible. However, we take a completely opposite
approach by designing a scheme that encrypts images while
preserving the neighboring information as much as possible
— the Random Vortex Transformation. One advantage of this
approach is that the encrypted images can be used for training
machine learning models without the need for decryption.
Objectively speaking, this method is not a perfect encryption
scheme. Our goal is not to propose the highest level of security
encryption scheme but rather to combine data encryption with
machine learning. For instance, combining the Random Vortex
Transformation with federated learning [38]] can better prevent
attackers from recovering the original image using gradient
attacks and other methods [39], [40], [41]]. This is also one of
our future directions of application.
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Fig. 10. The image presentation of three datasets is shown. The first and second rows are from MNIST, the third and fourth rows are from Fashion, and the
fifth and sixth rows are from CIFAR-10. Each subplot consists of three images: the original image, the image after vortex transformation, and the image after

random pixel permutation.

TABLE I
COMPARISON RESULT OF ORIGIN, VORTEX AND RANDOM.

MNIST Fashion CIFAR-10

Model
Origin Vortex Random Origin Vortex Random Origin Vortex Random
ResNet-18 99.20% 98.89% 28.99% 94.12% 92.85% 40.10% 92.80% 87.56% 42.80%

ViT 99.47% 99.15% 31.84% 94.95% 92.61% 56.19% 98.50%  92.04% 50.07%
T(-) |100.00% 95.25% 67.34% 100.00% 90.04% 67.23% 100.00% 97.38% 67.08%
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Fig. 12. The curve represents the variation in information content after the image undergoes transformations. The horizontal axis represents the number
of transformations (random vortex transformations or random permutations), while the vertical axis represents the proportion of information content after
transformation compared to the original image.

TABLE I

COMPARISON RESULT OF THREE VERSIONS OF VORTEX
TRANSFORMATION ON MNIST.

Model Origin ~ Vortex-1  Vortex-2 ~ Vortex-3
ResNet-18 | 99.20%  98.77%  98.67%  98.75%
ViT 99.47%  98.76%  98.49%  98.62%
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