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Abstract

In recent years, the growth of data across various sectors, including health-
care, security, finance, and education, has created significant opportunities
for analysis and informed decision-making. However, these datasets often
contain sensitive and personal information, which raises serious privacy con-
cerns. Protecting individual privacy is crucial, yet many existing machine
learning and data publishing algorithms struggle with high-dimensional data,
facing challenges related to computational efficiency and privacy preserva-
tion. To address these challenges, we introduce an effective data publishing
algorithm DP-CDA. Our proposed algorithm generates synthetic datasets
by randomly mixing data in a class-specific manner, and inducing carefully-
tuned randomness to ensure formal privacy guarantees. Our comprehensive
privacy accounting shows that DP-CDA provides a stronger privacy guaran-
tee compared to existing methods, allowing for better utility while maintain-
ing strict level of privacy. To evaluate the effectiveness of DP-CDA, we ex-
amine the accuracy of predictive models trained on the synthetic data, which
serves as a measure of dataset utility. Importantly, we identify an optimal
order of mixing that balances privacy guarantee with predictive accuracy.
Our results indicate that synthetic datasets produced using the DP-CDA
can achieve superior utility compared to those generated by traditional data
publishing algorithms, even when subject to the same privacy requirements.
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1. Introduction

In the realm of machine learning or deep learning applications, it is widely
acknowledged that the dataset is of utmost importance, as it contains sen-
sitive information like medical records, personal photos/information, or pro-
prietary data during the training process. Organizations, including private
companies, government agencies, and hospitals, routinely handle substantial
volumes of personal information about their clients, customers, or patients.
This data is often private or sensitive in nature, underscoring the importance
of implementing systems and methodologies that can effectively analyze the
data while upholding privacy and ensuring the confidentiality of individuals.
It should be noted that using standard machine learning techniques to train
a model can potentially lead to data breaches [I]. Therefore, a prudent ap-
proach involves considering the creation of a “distilled version” of the original
dataset, and subsequently training the model exclusively using that version
to ensure the protection of sensitive information [2, [3, 4]. It should be noted
here that only anonymization can not provide any privacy in the presence
of auxiliary information [5]. More specifically, it’s important to be aware of
“composition attacks”, where malicious actors can combine algorithm output
with other information to identify individuals in the dataset [6].

As a potential solution, a cryptographically motivated approach — differ-
ential privacy, has gained traction in privacy challenges. It quantifies the
risk of privacy breaches using a parameter ¢, which governs the extent to
which the outcome of a private algorithm can vary when an individual’s data
is included or excluded from the dataset. A smaller ¢ value reduces the
ability of adversaries to infer information about individuals in the dataset,
enhancing overall privacy protection. The concept of differential privacy, in-
troduced in [7] has gained widespread acceptance in various research fields.
While numerous methods for differentially private data publishing have been
proposed, many are not suitable for high-dimensional data due to their sig-
nificant computational demands [8] and utility penalties. This emphasizes
the importance of developing more efficient algorithms capable of handling
large, complex datasets while still ensuring privacy protection.

Motivated by this, we present a synthetic privacy-preserving data publish-
ing algorithm — Differentially Private Class-Centric Data Aggregation (DP-
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Figure 1: Differentially private datasets generated from the MNIST, FashionMNIST, and
CIFARI10 datasets, each incorporating varying order of mixture (I). The parameter € refers
to the differential privacy level; a lower value of e signifies a greater degree of privacy
protection.

CDA), that integrates several data samples from the same class. More specif-
ically, we (uniformly) randomly select | data samples from a specific class,
and then induce Gaussian noise (parameterized by variance terms o,, o,) to
generate each synthetic data sample. This distilled dataset is subsequently
utilized in the conventional training process within deep learning frameworks.
Few samples of the synthetic data samples for different algorithm parameters
are shown in Figure [T, whereas detailed results are presented in Section [4
We summarize our main contributions below:

e We analyze the synthetic data generation algorithm to achieve a tighter
overall privacy guarantee.

e We investigate the effect of order of mixture /[ on the performance of
the model trained on the synthetic data. We empirically demonstrate
that for a given dataset and privacy level, there exists an optimal [*
for which the model performance peaks, as illustrated in the toy plot
in Figure
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Figure 2: Utility as a function of the order of mixture [.

e Lastly, through our tighter theoretical analysis and experimental val-
idation, we demonstrate that the synthetic data generation algorithm
can achieve a given level of privacy while ensuring better accuracy com-
pared to existing approaches.

Related Works. Over the years, numerous algorithms have been thought-
fully developed for differentially private data publishing [9, 10]. Zhu et al.
conducted a comprehensive analysis of these algorithms, offering a clear and
detailed overview [3]. However, these algorithms face challenges when scaling
with larger data sets. That is, the computational complexity increases signif-
icantly with high-dimensional data, often exhibiting exponential growth [g].
As a result, many of these algorithms can become impractical for deep learn-
ing applications, particularly those that involve high-dimensional datasets.

Local Perturbation is a widely adopted algorithm for data publishing
within the framework of differential privacy [11], 12, [13], [14]. This technique
involves the addition of noise from a specific distribution to data points,
allowing the generated synthetic data to remain consistent with the original
data domain. This compatibility makes it suitable for use with existing
learning algorithms. However, to ensure robust privacy, noise with high
variance must be introduced, which adversely affects model performance.
In contrast, random projection reduces high-dimensional data to a lower-
dimensional subspace prior to inducing noise [I5], [16]. This method results
in a new data domain, which can limit the applicability of models that are
specific to a given domain.

There is a considerable amount of work on the application of differen-
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tially private algorithms to various machine learning problems, including
regression [17, [I8, [19], online learning [20], graphical models [21], empirical
risk minimization [22], 23 24] 22| 5, 25], and deep learning [26], 27, 28]. The
objectives of these algorithms differ slightly from those of the data publishing
algorithms mentioned earlier. While differentially private data publishing al-
gorithms focus on designing differentially private datasets at the input end
of the pipeline, differentially private algorithms aim to create learning algo-
rithms that yield differentially private models at the output end. Any model
trained on a dataset that is differentially private will also maintain differential
privacy. [7], the goals of these learning algorithms represent a more relaxed
version of the data publishing algorithms. Unfortunately, these differentially
private algorithms do not always guarantee data privacy in adverse scenar-
ios. If an attacker gains access to the input side of the pipeline, the entire
algorithm may be compromised, thus undermining the security of user data.

In the past few years, several methods have been proposed for differen-
tially private data publishing algorithms using mixtures. Karakus et al. illus-
trated that it is possible to effectively train a straightforward linear model by
utilizing mixtures that are free from noise [29]. The exploration of learning
nonlinear models with mixtures has also been addressed in previous stud-
ies [30 31, B2, 33, B4]. For instance, Tokozune et al. demonstrated that
sound recognition models can be trained using mixtures of audio signals [30].
Similarly, other studies have indicated that it is feasible to train an image
classification model using image mixtures [31], 32, [33]. However, these stud-
ies primarily focused on noiseless mixtures involving only two or three data
points. Note that, Lee et al. eventually proved that it is possible to train
deep neural networks with a high order of mixture while incorporating added
noise to enhance privacy [§].

Recently, data publishing algorithms have been automated by incorpo-
rating a deep learning framework [35]. The integration of a generative
adversarial network for producing differentially private datasets has gained
much popularity [36], [37]. Although GAN-generated synthetic images
offer differential privacy (DP) guarantees and maintain the utility of the
original private images, they often appear visually similar to those private
images. This similarity poses a challenge in fulfilling a key privacy require-
ment, which is the need for visual dissimilarity. Furthermore, training a GAN
can be difficult due to several issues, including vanishing gradients, mode col-
lapse, training instability, and convergence failures. In this work, we consider
the problem of releasing synthetic data for training an image classification



model, while ensuring (¢, d)-Differential Privacy (DP) guarantees and pro-
viding utility close to that of conventional DP training. We note that the
synthetic data-generating mechanism is computationally simple, and can be
adapted for high-dimensional data.

2. Background and Problem Formulation

We reviewed some definitions, theorems, and propositions, which are nec-
essary for our problem formulation, according to [5, 38, 25] in the supple-

mentary materials (Appendix A)).

Notation. We use lower-case bold-faced letters (e.g., x) for vectors, upper-
case bold-faced letters (e.g., X) for matrices, and unbolded letters (e.g.,
N or n) for scalars. The set of n data points (x;,y;) is represented as
D = {(x1,91), (x2,92), -, (%0, yn)} = {zs, yi}iy. We use || [l and || - || to
denote the ¢5-norm of a vector and the Frobenius norm of a matrix.

Problem Formulation. As mentioned before, numerous modern ML
algorithms are trained on privacy-sensitive data, and the model parameters
can cause significant privacy leakage. In this work, we focus on generating
synthetic data that satisfies formal and strict privacy guarantees that can
be utilized to train the aforementioned ML models. More specifically, given
a dataset D = {(x;,y;)}",, where each x; € R% is a feature vector and
y; is a label, the goal is to construct a new dataset D' that ensures privacy,
while maintaining high utility for downstream ML tasks. The new dataset D'
should enable effective training of a machine-learning model f(w), yielding
predictive performance comparable to that achieved with the original dataset
D. This requirement can be formulated as a utility constraint:

Utility (f,D") > 6Utility(f, D),

where, Utility(f,D’) is a metric (e.g., accuracy) that reflects the perfor-
mance of model f(w) when trained on I/, and 6 € (0,1} is a predefined
utility threshold indicating acceptable performance relative to training on .
As mentioned before, our objective of this work is to design a transforma-
tion mechanism M that maximizes privacy protection while simultaneously
meeting the utility constraint for effective model performance. This can be



expressed as:

minimize €
subject to  Utility(f,D’) > #Utility(f, D).

3. Proposed Privacy-Preserving Synthetic Data Generation Algo-
rithm (DP-CDA)

In this paper, we describe the DP-CDA — a privacy-preserving synthetic
data generation algorithm according to [8]. Let us assume we have a dataset
D = {(x;,1:)}Y,. We can form the design matriz X € RV*% and y € RV,
where the i-th sample x; € R% is the i-th row in X, and y; € {1,2,3,..., K}
is the corresponding class label. We intend to synthesize 7" new data points
by mixing [ data points from the same class. We first perform a feature-wise
z-score normalization of the data points x; as

Tij = —xij; Hi Vie{l,2,...,d.},
j

where x;; is the j-th entry of the d,-dimensional feature vector x;, p; =

~ Zf\il xij, and 0; = \/% Zfil(x” — 11;)%. Next, we normalize each sample
x; with respect to its fo-norm as follows:

X

- max(L, [|xil2/c)’

where ¢ is the ¢3 norm clipping parameter [27]. We denote the design matrix
with the preprocessed data samples with X. Note that, the labels y; are
converted to one-hot encoded vectors, and the labels matrix is denoted as
Y € RV*K. QOur goal now is to generate a synthetic dataset X € RT*d
and corresponding one-hot-encoded labels Y € RT*X_ Since there are K
classes, we intend to ensure that each class of the synthetic dataset will have
approximately T = L%J synthetic samples. For each class k € {1,2,..., K},
we uniformly randomly select [ data points (order of mizture) without re-
placement from the subset X, = {x; :y;i = k}. Let {x,,%i,,...,x;,} be the
randomly selected data points from Xj. A synthetic sample igk) is generated
as:

%" =

~| =

l
in]’ + Ny, Vt € {1727"'7Tk}a
=1
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Figure 3: Privacy guarantee as a function of noise parameters.

where n, ~ N(0,021,,) is a d,-dimensional Gaussian random variable with
covariance matrix o2l , and I is a d, x d, identity matrix.

Similarly, the corresponding synthetic label gjt(k) is computed in two steps.
First, the mean of the corresponding one-hot encoded labels of the [ randomly
selected data points are computed, and noise drawn from a Gaussian distri-

bution is added to it as follows:

5

l
~one- 1 one-ho
y;) e-hot (k) _ jzy hot +ny7
7=1

where n, ~ N (0, 051;() is a K-dimensional Gaussian random variable with
covariance matrix O';I i, Lis a K x K identity matrix, and y92¢°" is the one-
hot-encoded label vector corresponding to x;;. Then these one-hot encoded
labels are then converted to integer labels as follows:

g =arg  max ) (1)

i€{0,1,...K—1}
This process is repeated T}, times for each class &k to form a class-balanced
synthetic dataset (X,y). The complete synthetic dataset generation algo-
rithm is shown in Algorithm [T} It is easy to show that the computational
complexity of the proposed algorithm is O(T'ld,).



Algorithm 1 DP-CDA: Privacy-Preserving Synthetic Data Generation

Require: Dataset D = {(x;, )}, number of synthetic samples T, order
of mixture [, £ norm clipping parameter ¢, noise parameters o, and o,

Ensure: Synthetic dataset (X,Y)

1: Formulate the design matrix X € RV*?% and label vector y € RY

2: for each feature j € {1,2,...,d,} do

3:  Compute p; = % Zf\il rij and 0 = \/% EZJL(%J — 1)?

4 Computexij:“i‘—;”jWE{1,2,...,]\7}
5: end for
6: Normalize x; =

Vie{l,2,...,N}

max(1, ||x1||2/c

7. Convert y to one-hot encoded vectors Y € RV*X and set T, = | L |

8: for each class k € {1,2,..., K} do

9:  for each synthetic sample t € {1,2,...,7;} do

10: Uniformly randomly select [ data points {x;,,X;,,...,x;} from {x; :
yi =k}

11: Compute ng) =1 Zé L Xi, + 0, where n, ~ N (0,021,,)

19: Compute gone hot(k) Z] 1 y;)ne hot +n,, where n, ~ N(O 0.2 K)

13: Convert to integer label ¥ = arg maX;e{o,1,. . Kk—1} p hot(k) 1

14: Store igk) in X and yfgk) inY

15:  end for

16: end for

17: return (X,Y)

Theorem 1 (Privacy of DP-CDA (Algorithm [1)). Consider Algorithm
with input (privacy-sensitive) dataset D = {(x;,y;) Yy, order of mizture [, {o
norm clipping parameter ¢, and noise parameters (o, Jy).~ Then Algom'thm
releases a (€,0)-differentially private synthetic dataset (X,Y) consisting T

samples for any 0 < 0 <1 and o > 3, where

log &
e= min T (a)+ 85

a€{3,4,..} a—1

Here, €'(0) = —5log (14 p?(5) min {4(e (@ —

@Y +4G(a)), where

fla) = 7 (%%—U—%), Gla) = Zj:gp] j \/B %J)

22:0(_1 1(1) eli—1)e(i)

- B([3)), and B() =

2



Proof. Consider a mechanism M that takes [ data points and is («, e(a))-
RDP. According to [39], a new mechanism M’ that selects | data points out
of N data points uniformly at random, and applies M is («,€'(a))-RDP for
any integer o > 2, where

e(a) =

log (1 + p? (‘;‘) min {4(e*® — 1), e*@ min{2, (5> — 1)}} + 4G(a)) :

a—1

Gla) = X0 (/B2 [3]) - B, and B() = Xy(~1) ()eli=70.

Now, computing the average of | data points (Step [L1| of Algorithm [1f) is

(v, @)—RDP (Proposition . Similarly, computing the average of [ one-
A
hot-encoded vectors (Step (12| of Algorithm ) is (a, ﬁ)—RDP (Proposi-
Ay

tion . Therefore, according to Proposition |2, computing a synthetic data

point is («,e(a))- RDP, where
A2 A2
= Y2z 4 Dy,

2 O 2 Oy2

e(a)

Since in our setup ||x;]|2 < ¢ and the rows of Y are one-hot-encoded, it is
easy to show that A, = % and A, = \/Ti Therefore,

o 2c? 1
e(a) = ﬁ(? p)-
x Yy

Now, since we select [ data points randomly out of N total data points at each
step t (see Step [10| of Algorithm , generation of the ¢-th synthetic sample
is (a,€'(a))-RDP [39], where £'(a) is given above. Simple algebra leads to
the expression ¢'(a) = =15 log (1 4 p?($) min {4(e*® — 1),2¢*@} + 4G(a)).
Since there are T' total synthetic samples are generated, the overall algorithm
is (e, 0)-differentially private for any 0 < § < 1 according to Proposition ,

. log %
where € = minge(s .. 7€ (o) + ag—i : -

Remark 1. As mentioned before, our algorithm closely follows the algorithm
proposed in [§]. However, our privacy analysis is different from that presented

in [§]. More specifically, the e(a) as computed in [§] is e(a) = 532 (g—é' + Z—%)
z y

Our analysis of Algorithm (1] is much tighter and avoids the ambient data

dimension. As such, our privacy guarantee is stricter than the work of [§],

i.e., we achieve smaller € for a given utility.
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Remark 2. In Figure[d, we illustrate how the overall privacy budget € varies
with the noise parameters (o, 0,) for different values of the order of mizture
[ for a given N = 60,000. This plot clearly indicates that, for a fixed noise
parameter, the privacy risk increases as | increases. That is, by selecting a
larger value of 1, a smaller amount of noise will suffice to achieve a given
level of privacy guarantee. Additionally, as depicted in Figure [3, the utility
depends on | as well. As such, there exists an optimal value of | for a given
dataset and noise parameters that will result in the best utility and privacy
guarantee. We will demonstrate this in Section [4.

4. Experimental Results

In this section, we empirically validate the performance of our algorithm
and the claim that our tighter privacy analysis of Algorithm [I| provides a
stricter privacy guarantee than [8] for a given utility. For generating synthetic
dataset according to Algorithm [I we consider three diverse and well-known
datasets — the MNIST dataset [40], the FashionMNIST dataset [41], and
the CIFAR-10 dataset [42]. As mentioned before, we intend to train a neural
network with the synthetic data generated by Algorithm |1, and then evaluate
the performance of the model on the test partition of the corresponding real
dataset for different order of mixture [ € {1,2,4,...,512} and noise levels
(04,0,). From Theorem (1| we note that the overall privacy budget ¢ depends
on both [ and (0,,0,). For the neural network model, we consider a shallow
convolutional neural network (CNN). The details of the architecture of the
CNN are provided in Table [}

Note that, our model includes batch normalization and dropout to en-
hance training stability and reduce overfitting, i.e., robust for image classifi-
cation tasks. We chose to implement the Adam optimizer, setting an initial
learning rate of 0.001 and employed a learning rate scheduler to adjust the
learning rate as needed. As mentioned before, we recorded the accuracies on
the original test partition of the base dataset, which is unmixed and noise-
free.

In Table [2| we present the average accuracy and standard deviation (over
10 independent runs) for each of the aforementioned base datasets with dif-
ferent [ and privacy budgets (€). Note that, for each [, we set the noise
parameters o, and o, in such a way that we achieve the targeted €. The
third column e = oo is the non-privacy-preserving case (o, = 0,0, = 0). As
such, [ = 1 and € = oo indicate conventional non-privacy-preserving training
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Table 1: Details/parameters of the model under consideration

Layer Type Parameters Output Shape
Input - (1, 28, 28)
Conv2D Filters=32, Kernel=5x5, Stride=1, Padding=2 (32, 28, 28)
ReLU Activation - (32, 28, 28)
BatchNorm2D Num Features=32 (32, 28, 28)
MaxPooling2D Pool Size=2x2, Stride=2 (32, 14, 14)
Conv2D Filters=64, Kernel=3x3, Stride=1, Padding=1 (64, 14, 14)
ReLU Activation - (64, 14, 14)
BatchNorm2D Num Features=64 (64, 14, 14)
MaxPooling2D Pool Size=2x2, Stride=2 (64, 7, 7)
Flatten - (3136)
Fully Connected (FC1) Input=3136, Output=100 (100)
ReLU Activation - (100)
Dropout Probability=0.5 (100)
Fully Connected (FC2) Input=100, Output=100 (100)
ReLU Activation - (100)
Dropout Probability=0.5 (100)

(10

Fully Connected (Output)

Input=100, Output=10

with the base dataset’s training partition. From this table, we can observe
that as [ increases for the non-private case, the utility decreases. This trend
is observed across all of the three base datasets that we considered.

As shown in Figure [2] there is a specific order of mixture {* for which the
accuracy of the model reaches a maximum. In our experiments, for all the
three base datasets and different € levels, we found that the model obtained
the best test accuracy for [* = 4.

Finally, we compare our proposed privacy analysis and classification ac-
curacy with those of the existing approaches in Table [3| It is evident from
this table that our tighter privacy analysis provides a stricter overall privacy
guarantee for a given utility level.
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Table 2: Average Accuracy + Standard Deviation for Each Dataset with Different [ and
Privacy Budgets (¢).

Dataset l € = 00 e =20 e=10

VNIST T 0.9885 + 0.0006  0.1080 + 0.0055 _ 0.1081 % 0.0055
2 0.9746 & 0.0011  0.6722 + 0.1153  0.7076 + 0.0480
4 0.9462 + 0.0031 0.7807 4+ 0.0149 0.7808 =+ 0.0188

8 0.9045 + 0.0064 0.7802 + 0.0011  0.7673 + 0.0156

16 0.8607 + 0.0052  0.7691 + 0.0183  0.7585 + 0.0165

32 0.8237 4+ 0.0106  0.7577 + 0.0156  0.6738 + 0.1929

64 0.7962 + 0.0091  0.7175 4+ 0.0254  0.6319 + 0.1777

128 0.7829 + 0.0176  0.6656 & 0.0472  0.5431 + 0.2180

9256 0.7693 & 0.0189  0.3620 + 0.2573  0.3403 + 0.2010

512 0.7603 + 0.0181  0.2597 + 0.1351  0.1575 =+ 0.0877

. 1 0.9064 + 0.0017 0.38%6 + 0.1910 _ 0.3619 & 0.1451
FashionMNIST 5 g gee1 40,0026 0.6712 £0.0122  0.6655 + 0.0105
4 0.8454 + 0.0033 0.6791 + 0.0061 0.6748 + 0.0052

8  0.7881 & 0.0031  0.6719 + 0.0059  0.6703 + 0.0095

16 0.7370 + 0.0091  0.6652 & 0.0058  0.6653 + 0.0093

32 0.6970 + 0.0118  0.6542 4+ 0.0159  0.6629 + 0.0049

64 0.6579 &+ 0.0162  0.6538 + 0.0116  0.6498 + 0.0071

128 0.6435 + 0.0209  0.6532 & 0.0107  0.6399 + 0.0184

256  0.6273 & 0.0209  0.5243 4+ 0.2124  0.6203 + 0.0146

512 0.6181 + 0.0221  0.5966 & 0.0149  0.4574 + 0.1811

CIFARLD 1 0.7210 = 0.0035  0.1001 £ 0.0000 __ 0.1001 = 0.0000
2 0.6816 & 0.0057  0.1994 4+ 0.0602  0.1922 + 0.0523
4 0.6241 + 0.0068 0.2315 + 0.0449 0.2313 =+ 0.0455

8 0.5517 4 0.0070  0.2258 4 0.0435  0.18284+ 0.0681

16 0.4503 + 0.0105  0.1761 & 0.0657  0.1860 %+ 0.0580

32 0.3758 4+ 0.0076  0.1938 4+ 0.0542  0.2026 + 0.0523

64 0.3376 + 0.0108  0.2001 + 0.0515  0.1854 + 0.0570

128 0.3031 + 0.0077  0.1579 & 0.0498  0.1341 + 0.0457

256 0.2758 & 0.0100  0.1449 4 0.0455  0.1390 + 0.0378

512 0.2574 + 0.0068  0.1146 4 0.0299  0.1061 =+ 0.0179

5. Conclusion

In this work, we propose DP-CDA | a synthetic data generation algorithm
based on the works of [§], and perform a tighter accounting of the privacy
guarantee. DP-CDA combines randomly selected data points from a spe-
cific class and induces additive noise for preserving privacy. We empirically
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Table 3: Performance comparison of the proposed algorithm with existing approaches in
terms of privacy and utility.

Algorithm MNIST FashionMNIST CIFAR10
e=20 e=10|e=20 e=10]e=20 e=10

Random Projection [§] 0.104  0.100 - - 0.101 -

Local Perturbation [8]  0.098  0.098 - - 0.100 -
DP-Mix [§] 0.800  0.782 -2 -2 0.269  0.244

DP-MERF [43] - 0674 | - 0617 | - ;
DP-CDA (Ours) 0.796 0.795 | 0.685 0.680 | 0.276  0.276

2 The way the authors in [8] computed the overall € resulted in numerical
instability issues for this dataset. Consequently, the experiment was not
reproduced for FashionMNIST, as the noise variances could not be calcu-
lated.

demonstrate that given a particular dataset, the number of data points uti-
lized for generating each synthetic data point has an optimal value, which
offers the best utility and dictates the overall privacy budget. Through our
extensive experiments, we show that DP-CDA significantly outperforms the
existing data publishing algorithms, while being less computationally com-
plex, providing a strong privacy guarantee. An interesting direction for future
work would be to incorporate DP-CDA in federated settings and to perform
a theoretical analysis for choosing the optimal order of mixture.
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Appendix A. Relevant Definitions and Theorems

Definition 1 ((¢,0)-DP [44]). An algorithm f : D — T provides (e,d)-
differential privacy ((e,8)-DP) if Pr(f(D) € S) < 0 + e Pr(f(D) € S) for
all measurable S C T and for all neighboring datasets D, € D.

Here, ¢ > 0, 0 < § < 1 are the privacy parameters, and determine how
the algorithm will perform in providing privacy/utility. The parameter e
indicates how much the algorithm’s output deviates in probability when we
replace one single person’s data with another. The parameter ¢ indicates
the probability that the privacy mechanism fails to give the guarantee of
€. Intuitively, higher privacy results in poor utility. That is, smaller ¢ and
0 guarantee more privacy, but lower utility. There are several mechanisms
to implement differential privacy: Gaussian [44], Laplace mechanism [45],
random sampling, and exponential mechanism [46] are well-known. Among
the additive noise mechanisms, the noise standard deviation is scaled by the
privacy budget and the sensitivity of the function.

Definition 2 (¢ sensitivity [44]). The ly- sensitivity of vector valued function
f(D) is A = maxp p || f(D) — f(D')||2, where D and D' are neighboring
datasets.

The /5 sensitivity of a function gives the upper bound of how much the
function can change if one sample at the input is changed. Consequently,
it dictates the amount of randomness/perturbation needed at the function’s
output to guarantee differential privacy. In other words, it captures the
maximum change in the output by changing any one user in the worst-case
scenario.

Definition 3 (Gaussian Mechanism [45]). Let f : D — RP be an arbitrary
function with {5 sensitivity A. The Gaussian mechanism with parameter T
adds noise from N(0,72) to each of the D entries of the output and satisfies

: : : : A/ .
(€,0) differential privacy for e € (0,1) and 6 € (0,1), if 7 > Z4/2log %.
Here, (¢,6)-DP is guaranteed by adding noise drawn form N(0,72) dis-

tribution. Note that, there are an infinite number of combinations of (e, d)
for a given 72 [5].
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Definition 4 (Rényi Differential Privacy (RDP) [47]). A randomized al-
gorithm f : D w— T is (a,€.)-Rényi differentially private if, for any ad-
jacent D, D' € D, the following holds: D.(A(D) ||A(D") < €.. Here,

D, (P(x)||Q(z)) = ﬁlogE%Q(%>a and P(x) and Q(x) are probability

density functions defined on T .

Proposition 1 (From RDP to DP [47)). If f is an («, €.)-RDP mechanism,
it also satisfies (e, + 2222 §)-differential privacy for any 0 < § < 1.

a—1 "7

Proposition 2 (Composition of RDP [47]). Let f; : D — Ry be (o, €1)-
RDP and fo: Ry X D — Ro be (o, €2)-RDP, then the mechanism defined as
(X1, Xa), where X; ~ f1(D) and Xo ~ fo(X1,D) satisfies (c, €1 + €2)-RDP.

Proposition 3 (RDP and Gaussian Mechanism [47]). If f has {5 sensitivity
1, then the Gaussian mechanism G, f(D) = f(D) + e where e ~ N(0,0?)
satisfies (o, 555 )-RDP. Also, a composition of T' such Gaussian mechanisms
satisfies (o, 25)-RDP.
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