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Although Deep Learning (DL) techniques, especially Large Language Models (LLMs), are becoming increasingly
popular in vulnerability detection, their performance is seriously limited by insufficient training data. This is
mainly because few existing software companies or organizations can maintain a complete set of high-quality
samples for DL-based vulnerability detection. Due to the concerns about privacy leakage, most of them
are reluctant to share such samples, thus resulting in the data silo problem. As an emerging distributed DL
paradigm, Federated Learning (FL) enables model training among clients without compromising their data
privacy. Therefore, it has been investigated as a promising means of addressing the data silo problem in
DL-based vulnerability detection. However, since existing FL-based vulnerability detection methods focus
on specific applications, it is still far unclear i) how well FL adapts to common vulnerability detection tasks
and ii) how to design a high-performance FL solution for a specific vulnerability detection task. To answer these
two questions, this paper first proposes VulFL, an effective evaluation framework for FL-based vulnerability
detection. Then, based on VulFL, this paper conducts a comprehensive study on a well-known real-world
dataset named DiverseVul, aiming to reveal the underlying capabilities of FL in dealing with different types of
Common Weakness Enumeration (CWEs), especially when facing various data heterogeneity scenarios. Our
experimental results show that, compared to independent training, FL can significantly improve the detection
performance of common Al models on all investigated CWEs, though the performance of FL-based vulnerability
detection is limited by heterogeneous data. To highlight the performance differences between different FL
solutions for vulnerability detection, we extensively investigate the impacts of different configuration strategies
for each framework component of VulFL, involving various mainstream data processing strategies, parameter-
efficient model training schemes, and FL algorithms built on top of different Natural Language Processing
(NLP)-based or Graph Neural Network (GNN)-based models. Our study sheds light on the potential of FL in
vulnerability detection, which can be used to guide the design of FL-based solutions for vulnerability detection.

CCS Concepts: » Software and its engineering — Collaboration in software development.

Additional Key Words and Phrases: Federated Learning, Vulnerability Detection, Large Language Model,
Parameter-efficient Fine-tuning, Empirical Study

“Corresponding author.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee
provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and
the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored.
Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires
prior specific permission and/or a fee. Request permissions from permissions@acm.org.

Preprint, Preprint,

© 2024 Association for Computing Machinery.

ACM ISBN 978-x-xxxx-xxxx-x/YY/MM. .. $15.00

https://doi.org/10.1145/nnnnnnn.nnnnnnn


https://doi.org/10.1145/nnnnnnn.nnnnnnn

Peépeirg Atrepyiviing Hu, Xingrun Quan, Yawen Peng, Xiaofei Xie, Yanxin Yang, Chengwei Liu, Yueming Wu, and Mingsong
Chen”

ACM Reference Format:

Peiheng Zhou, Ming Hu, Xingrun Quan, Yawen Peng, Xiaofei Xie, Yanxin Yang, Chengwei Liu, Yueming Wu,
and Mingsong Chen®. 2024. An Empirical Study of Vulnerability Detection using Federated Learning . In .
ACM, New York, NY, USA, 22 pages. https://doi.org/10.1145/nnnnnnn.nnnnnnn

1 INTRODUCTION

As a promising software Quality Assurance (QA) technology, vulnerability detection [1-3] plays a
vital role in ensuring the robustness and security of software projects. However, due to the exponen-
tially increasing complexity and scale of software, developers will have to invest significantly more
time and effort in vulnerability detection, inevitably prolonging the agile development processes
of modern software systems. To mitigate this problem, more and more developers resort to Deep
Learning (DL) techniques [4-7], especially Large Language Models (LLMs), to perform vulnerabil-
ity detection, since they provide powerful code understanding and reasoning capabilities. So far,
existing DL-based vulnerability detection methods can be mainly classified into two categories:
i) Graph Neural Network (GNN)-based methods [8-12] that can deal with various graph-based
inputs including Abstract Syntax Trees (ASTs), Control Flow Graphs (CFGs) and Dataflow Graphs
(DFGs); and ii) Text sequence neural network-based methods [5] for Natural Language Processing
(NLP) tasks that take token sequences generated from text data as input.

Although DL-based vulnerability detection methods enable knowledge sharing among participat-
ing companies or organizations, they are facing the serious challenge of insufficient training data.
Typically, training a well-performing DL model requires a large amount of high-quality and diverse
vulnerability data. However, few existing companies or organizations can maintain such a set of
sufficient vulnerability data for model training. Worse still, due to concerns about privacy leakage,
most companies and organizations are reluctant to share their vulnerability data for collaborative
model training. All these factors result in the notorious data silo problem, strongly limiting the
use of DL techniques in vulnerability detection tasks. To address this issue, Federated Learning
(FL) [13-17] has been proposed as an effective distributed machine learning-based solution. Based
on a client-server architecture, FL. maintains a global model on the cloud server for knowledge
aggregation and sharing, enabling collaborative training among clients without compromising
their data privacy. In each FL training round, the cloud server first dispatches the global model to
clients for local model training and then aggregates the trained local models to update the global
model. Since only model gradients are transmitted between the cloud server and participant clients,
the privacy of clients can be guaranteed.

Due to the merits of privacy-aware collaborative learning, FL has been considered a new means
for DL-based vulnerability detection. As an initial attempt at FL-based vulnerability detection, the
work VDBFL [18] demonstrates the feasibility and potential of FL in enhancing the performance of
vulnerability detection. However, it focuses on GNN-based performance optimization for vulnerabil-
ity detection. Without taking various important issues such as i) DL models, ii) data heterogeneity
scenarios, and iii) categories of vulnerabilities into account, existing FL-based vulnerability detec-
tion methods, including VDBFL, fail to comprehensively explore the potential and limitations of
FL in dealing with common vulnerability detection tasks. For example, although LLMs play an
important role in NLP-based vulnerability detection, they have not yet been explored as underlying
DL models in FL-based vulnerability detection. Besides the model issue, existing FL methods suffer
from the “gradient divergence” problem [19] caused by underlying data heterogeneity, which
strongly degrades the overall collaborative learning performance of FL. Without a thorough study
on this topic, developers will often get frustrated when contributing their heterogeneous code data
for FL-based vulnerability detection. Meanwhile, different code owners may encounter different
types of Common Vulnerabilities and Exposures (CWEs), thus requiring that FL-based vulnerability
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detection methods can report a wide spectrum of CWEs. Unfortunately, existing FL-based vulnera-
bility detection methods, including VDBFL, do not support this feature. So far, there is a lack of
study to figure out how well FL adapts to common vulnerability detection tasks. Moreover, since
different vulnerability detection methods adopt different data preprocessing and model training
methods and numerous FL methods exist with various aggregation and communication strategies,
it is hard for code owners to figure out one effective and efficient FL-based configuration for their
specific vulnerability detection requirements. Clearly, to promote FL-based vulnerability detection,
there is an urgent need to figure out how to design a high-performance FL solution for a specific
vulnerability detection task.

To explore the above two issues, this paper presents a comprehensive study using our designed
evaluation framework named VulFed for FL-based vulnerability detection, which consists of four
key configurable components, i.e., the pre-processor, trainer, aggregator, and client selector. By
using VulFed, we first evaluate the performance of the vanilla FL. method FedAvg [13] on a well-
known real-world dataset DiverseVul [20], based on a classic NLP-based model CodeBERT [21]. To
understand the effectiveness of FL in vulnerability detection, we compare FedAvg with independent
training on four metrics and analyze the performance improvement on each CWE. Then, we
evaluate the performance of FedAvg within various non-IID scenarios to show the impact of
data heterogeneity on the performance degradation of CWEs. In our study, we investigate the
vulnerability detection performance of VulFed on top of three datasets, five data pre-processing
techniques, six FL methods, nine DL models (six LLMs and three GNNs), and six model training
schemes. Comprehensive experimental results show that FL can achieve better inference accuracy
on all CWEs than independent training, though different CWEs exhibit varying levels of robustness
to data heterogeneity. Meanwhile, we can find that data heterogeneity is a non-negligible factor that
strongly affects the overall inference accuracy. Since different component configurations strongly
influence the overall performance of FL-based vulnerability detection, our results can help designers
figure out an optimal FL solution for their specific requirements.

In summary, the main contributions of this paper are as follows:

e We propose a unified evaluation framework named VulFed for FL-based vulnerability detec-
tion, which can seamlessly integrate different FL methods, data pre-processing techniques,
and model training schemes.

e We conduct extensive performance comparisons between VulFed and independent training
to explore the potential and limitations of FL for common vulnerability detection tasks within
both Independent and Identically Distributed (IID) and non-IID scenarios.

e We evaluate the performance of FL-based vulnerability detection with various VulFed com-
ponent configurations, aiming to explore a strategy that can achieve a high-performance
FL-based solution for a specific vulnerability detection task.

The rest of this paper is organized as follows. Section 2 introduces the background of FL-based
vulnerability detection. Section 3 introduces the global design and detailed implementation of
our evaluation framework. Section 4 expounds on the study design coupled with three research
questions and details the experimental evaluation settings. Section 5 presents all evaluation results
to answer the three research questions. After Section 6 discusses the limitations of VulFed, Section 7
concludes the paper and reiterates our findings. Finally, Section ?? provides channels for obtaining
the data and source code of our framework.
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2 BACKGROUND
2.1 DL-based Vulnerability Detection

With the development of Al technologies, vulnerability detection methods based on DL exhibit
powerful capabilities. Existing DL-based vulnerability detection methods can be classified into
two categories, i.e., NLP-based and GNN-based vulnerability detection. NLP-based methods [5,
7, 22] treat source codes as a special type of natural language. They typically preprocess the
source code into tokens and then utilize them to train NLP classification models. For example,
VulDeePecker [5] processes vulnerable C/C++ codes as code gadgets, i.e., text sequences, for
training. muVulDeePecker [22] and VulDeeLocator [7] improve VulDeePecker by incorporating
code attention, intermediate representation, and refined classification granularity into their methods.
VUDENC [23] modify VulDeePecker into a Python codes-oriented vulnerability detection model.
With the advantages of LLMs in logical reasoning, recent works [24-26] adopt LLMs to replace
the small NLP model for vulnerability detection. Furthermore, SySeVR [4] utilizes syntax and
semantic information in control flow logic to construct more efficient candidate code slices for
model training. GNN-based methods adopt structural information within source codes, such as AST
and CFG, to extract vulnerability features and then use GNN models for vulnerability detection. For
example, Devign [8] constructs a joint syntax tree based on AST and uses GNN to extract features
before performing binary classification using convolutional layers. Reveal [9] improves Devign by
adopting GGNN to obtain graph embedding for CPG and optimizing the learning process.

2.2 Federated Learning

Typically, an FL system consists of a cloud server and multiple clients. In each FL training round,
the cloud server dispatches a global model to local clients, and each client uses their raw data to
train the received model. Then, each client uploads its trained model to the cloud server, and the
cloud server aggregates all the collected models to update the global model. The objective of FL is
commonly to optimize a global model represented as follows:

4 1 ,
minF(W) = ; Li(W; D), (1)

where N denotes the number of clients, ‘W is the global model’s parameters, £; indicates the loss
generated by each client, and D; represents the local data provided by each client.

The main challenge in FL is the data heterogeneity problem. To address these problems, existing
FL methods can be classified into five categories: global variable-based, clustering-based, knowledge
distillation-based, mutation-based, and multi-model-based methods. The global variable-based
methods [19, 27] aim to use a global variable to guide the local models in clients to be optimized
towards a similar direction. Clustering-based methods [28, 29] cluster clients according to their
specific characteristics, such as data distribution and activation of specific layers. Based on clusters,
the cluster-based methods prefer to fairly select clients from each cluster to participate in each
round of local training. Knowledge distillation-based methods [30, 31] conduct knowledge distilla-
tion technologies using a public or proxy dataset to optimize model training. Multi-model-based
methods [27, 32] use multiple homogeneous models for local training rather than the same global
model and use heuristic model collaboration methods to transform knowledge among models. In
this way, multi-model-based methods guide the models optimized towards a flat area, thereby
achieving a well-generalized performance. Mutation-based method [33] mutates the global model
to make the model shift in the solution space to eliminate the optimal local solution.

Recently, FL has been widely used in various applications, such as AloT systems [34, 35], au-
tonomous driving [36], and medical health [37]. However, FL-based vulnerability detection is still
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Table 1. Details of PEFT Strategies Adopted in VulFed.

PEFT Strategy Type Hot Param. Rate | Description
No PEFT Full-parameter 100% if there is no PEFT strategy, all parameters will be trained.
a method that adds a soft prompt to the original tokens to form new inputs and includes
an additional MLP layer.
P-Tuning V2 [45] | Soft Prompt 10.60% an improved version of the V1, is also an enhanced iteration of prompt tuning.
Short for Low-Rank Adaption, which involves injecting rank decomposition matrices as

P-Tuning V1 [44] | Soft Prompt 1.41%

LoRA. [46] Low Rank 0-25% trainable parts into each block while freezing the weights within the model.
LoHa [47] Low Rank 1.29% a met}.m.d that combines more lo.wf.rank matrices through the Hadamard product to approximate
the original large-scale matrix, similar to LoRA.
1A3 [48] Low Rank 0.05% an improved approach that follows the idea from LoRA of low-parameter fine-tuning within

the transformed internal structure of transformer blocks.

in the early stages. VDBFL [18] presents an attempt for FL-based vulnerability detection. However,
VDBFL only explores the performance of GNN-based vulnerability detection using FL. At the same
time, no more extensive research has been conducted, so it is still unclear how well the FL-based
vulnerability detection using various models, especially LLMs, on different types of CWEs. In
addition, how to use FL wisely for vulnerability detection still needs further exploration.

2.3 Training Scheme for Large Language Model

LLMs have demonstrated strong capabilities in both language understanding and logical reasoning.
However, since mainstream LLMs have hundreds of billions of parameters, the cost of LLM train-
ing is typically unacceptable for most companies or organizations. To address this problem, the
mainstream LLM-based methods typically adopt i) a public pre-trained model as the initial model
and ii) a Parameter-Efficient Fine-Tuning (PEFT) strategy for model training.

Existing well-used LLMs can be categorized into three types based on their structure, i.e., encoder-
only, decoder-only, and encoder-decoder structure. For example, BERT [38] is an encoder-only
LLM oriented to text pair tasks, pre-trained through the two-step process of Mask Language
Model (MLM) and Next Sentence Prediction (NSP). CodeBERT [21] is a BERT-based LLM, which
can handle code tasks better by adjusting pre-training data and structure design. GPT [39] is a
decoder-only LLM. The GPT series includes multiple iterative versions, and each newer version
has better performance and a larger scale. OPT [40] is a series of LLMs with a structure similar to
GPT but pre-trained by different data, with superior openness. T5 [41] and CodeT5 [42] utilize an
encoder-decoder structure, whereas CodeT5 is an improved, code tasks-oriented T5-based model.

The vanilla Parameter-Efficient Fine-Tuning (PEFT) [43] method froze most parameters in the
LLM, referred to as the backbone, and only remains a small proportion of parameters for training,
such as an external set of shallow networks or modules simplifying internal model computations.
Various PEFT schemes have recently been proposed, and the most well-used strategies are soft
prompt and low-rank fine-tuning schemes. For example, P-Tuning V1 [44] and V2 [45] are two
mature paradigms within soft prompt tuning. During training, trainable prompt vectors constructed
before the input layer of the transformer block, along with additional MLP layers, serve as the
hot parameters. In contrast, all internal parameters of the LLM constitute the backbone. Low-rank
Adaption (LoRA) [46] is one of the most famous low-rank fine-tuning schemes, which involves
injecting rank decomposition matrices as trainable parts into each block while freezing the weights
within the model, thus effectively reducing the size of parameters to be learned. LoHa [47] and
IA3 [48] are both low-rank training schemes with different structural designs from LoRA. They
perform better when facing specific scenarios.
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Table 2. Details of FL Algorithms Adopted in VulFed.
Algorithm Type Debut Year | Description
FedAvg [13] Classic 2017 the most typical FL .algonthm. It adopts a process of distributing models, local training, uploading gradients,
and global aggregation.

an improved version of FedAvg which enhances performance by adding a proximal term to the original loss
function and increasing the tolerance of the cloud server towards locally insufficient training gradients.
an algorithm based on clustering, where clients are clustered and sampled based on sample size or model

FedProx [15] | Global Variable 2020

CluSamp [26] Clustering 2021 similarity before training.
y . an algorithm specifically designed to address non-IID data in FL by cross-aggregating effectively and
FedCross [27] | Multi-Model 2024 distributing intermediate model based on a distance judgment and using the global model only for inference.
Contrastive an efficient FL algorithm based on contrastive learning. By introducing multiple representations to add a
Moon [49] Learning-based 2021 model-contrastive loss during local training, Moon can control the training deviation of local models relative

to the global distribution.

a method that mutates the global model based on gradient changes to generate multiple intermediate models
FedMut [33] Mutation 2024 for the next round of training. Each intermediate model will be dispatched to the client for local training.
Finally, the global model converges to a flat region within the range of the mutation model.

[ Rai | [ ras | -
> NLP-based model c,,em .’ Aggregator [] ] - SourceCode - CFG
« BERT « OPT Selector Global Model Model Buffer : g:\(;(e? Gadget - AST
+ CodeBERT + T5 [ L J
+ GPT-2 + CodeT5 — Dlspatchmg% 5 11 rUpIoading P i
> GNN-based model { Training Scheme ]
. g:zg’l‘ i: © NoPEFT - LoRa
. + P-TuningV1 - LoHa
VDBFL + P-TuningV2 - I1A3
RQ2 - r H > 4
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RQ1: How the effectiveness of RQ2: How the performance of FL-based RQ3: How to wisely select components
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FL compared to independent training? heterogeneous scenarios? framework?
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Fig. 1. Our VulFed Evaluation Framework.

3 OUR EVALUATION FRAMEWORK
3.1 Framework Design

To understand the effectiveness of FL for vulnerability detection, according to the study in Section 2,
we designed a general and easy-to-extend evaluation framework, named VulFed, which integrates
various vulnerability detection methods and FL optimization methods. As shown in Figure 1,
VulFed adopts a classic central cloud-based FL architecture, consisting of a cloud server and
multiple project owners. To integrate various vulnerability detection and FL optimization methods,
VulFed includes four configurable components, i.e., pre-processor, trainer, aggregator, and client
selector, respectively. Specifically, the pre-processor integrates data transformation methods to
convert source code into a format suitable for specific DL-based vulnerability detection methods.
The trainer incorporates training schemes for specific models and optimization strategies for FL
methods. The aggregator implements model aggregation and server-side optimization strategies for
FL methods. The client selector employs client selection strategies tailored to specific FL methods.
By configuring the four components, we can implement vulnerability detection methods based on
different FL optimization algorithms.

3.2 Framework Implementation

3.2.1 Pre-processing techniques. As described in Section 2.1, existing vulnerability detection meth-
ods are based on different data structures. To integrate various vulnerability detection methods
on VulFed, we implemented our pre-processer to convert source code into four data structures,
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i.e., code gadget, SeVC, CFG, and AST, where the first two structures are used for LLM-based
vulnerability detection methods and the last two structures are used for GNN-based vulnerability
detection methods. Note that VulFed supports directly using source code for model training.

3.2.2 Training scheme. Due to the limited hardware resources available in clients, the communi-
cation and computing overhead of the full-parameter training of LLM is unacceptable in FL. As
shown in Table 1, to effectively evaluate the performance of LLM-based vulnerability detection, the
trainer of FedVul integrates six training schemes,i.e, full-parameter, P-Tuning V1 [44], P-Tuning
V2 [45], LoRA [46], LoHa [47], and IA3 [48], where P-Tuning V1 and V2 are soft prompt-based
PEFT schemes, while LoRA, LoHa, and IA3 are low rank-based PEFT schemes.

3.2.3 FL algorithm. To understand the performance of different FL algorithms in vulnerability
detection, VulFed integrates six different types of FL algorithms, i.e., FedAvg [13], FedProx [15],
CluSamp [28], FedCross [27], MOON [49], and FedMut [33], respectively. Table 2 presents the
type and description of each algorithm. Note that, since different optimization algorithms involve
different processes in FL, VulFed needs to configure different components for each algorithm. For
example, since FedProx needs to use a proximal tern to regular local training, VulFed needs to
configure the trainer. Since CluSamp needs to cluster clients into multiple groups and select clients
according to groups, VulFed should configure the aggregator and client selector. Note that VulFed
can easily integrate FL algorithms by implementing different configuration components.

4 STUDY DESIGN
4.1 Overview and Research Questions

We conducted extensive experiments to evaluate the performance of VulFed involving various
vulnerability detection tasks. Our objectives are to i) understand the effectiveness of different FL
components in detecting vulnerabilities, focusing on the performance of detecting vulnerabilities of
different categories by different DL models within various data heterogeneity scenarios, and ii) help
code owners manage the underlying FL framework to maximize the performance of collaborative
vulnerability detection, e.g., provide useful guidance on selecting the best suitable FL. components
or settings according to the specific requirements and contexts of given vulnerability detection
tasks. All these experiments try to answer the following three research questions (RQs).

RQ1: How effective is collaborative vulnerability detection using FL compared to inde-
pendent training? We conducted performance comparisons on various vulnerability detection
tasks, aiming to figure out the superiority of FL over traditional independent training in vulner-
ability detection. In other words, we want to figure out can the collaborative training scheme
provided by FL can substantially improve the vulnerability detection performance achieved by
existing methods that rely on independent learning on local data only. To evaluate the effectiveness
of FL in detecting different types of vulnerabilities, we analyzed performance improvements within
the subsets of samples corresponding to different CWE categories.

RQ2: How effective is FL-based vulnerability detection on data heterogeneity scenarios?
Due to differences in business and specific technology stacks, the distributions of vulnerability
data of different project owners vary significantly. To investigate the effectiveness of FL-based
vulnerability detection on data heterogeneity scenarios, we simulated non-IID situations by con-
structing heterogeneous client data using the Dirichlet distributions [50]. We evaluated the model
performance within various simulated heterogeneous scenarios and conducted statistical analyses
for both binary tasks and multi-classification tasks according to their CWE types.

RQ3: How to wisely select components in FL-based vulnerability detection frameworks?
To figure out optimal configuration strategies for different components of an FL-based vulnerability
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detection framework, we constructed VulFed by integrating various forms of code inputs into a
flexible FL framework with multiple customizable components. Specifically, VulFed supports adjust-
ing the deployed models, fine-tuning strategies, and FL algorithms by controlling the configuration
options. Based on VulFed, we conducted extensive experiments on three types of code samples,
exploring the impacts of different component combinations of the FL-based vulnerability detection
framework within both IID and non-IID situations.

Table 3. Statistics of Datasets.

Dataset Name Data Form Code Source Data Size | Vulnerability Size
Devign Source Code FFMPEG/QEMU 24586 11273
VulDeePecker Code Gadget 39753 10440
SySeVR SeVCs SARD/NVRD 22062 5639
DiverseVul Multi-Classes Source Code | Real-World Projects | 328436 16889

4.2 Experimental Settings

Dataset Settings. We investigated four well-known datasets from three different data sources to
conduct our experiments. Table 3 presents the detailed information of the datasets. Specifically,
the data utilized for training all GNN-based methods and the LLM without preprocessing steps
is obtained from FFMPEG, a multimedia library, and QEMU, a hardware virtualization emulator.
The data in the form of Code Gadget and SeVC were generated from SARD/NVRD, and we directly
employed the datasets constructed in [5] and [4] during the training and evaluation phases. Fur-
thermore, for the fine-grained classification task related to CWE types, we conducted training on a
more realistic and meticulously annotated dataset sourced from [20]. Note that we directly adopted
the preset division of a dataset if it has been divided. Otherwise, we divided the dataset by 80% as
the training set and 20% as the testing set.

Model Settings. We considered six different LLMS, i.e., BERT, CodeBERT, GPT-2, OPT, T5, and
codet5 as deployable models. We used the lightweight versions of all the above models to better
adapt to FL scenarios with a small computational overhead. Table 4 details all the adopted LLMs.

Metrics. To accurately measure the classification performance of the model, we used the four
most commonly used evaluation criteria for vulnerability detection tasks as our metrics, i.e.,
accuracy, precision, recall, and F1 score. Precision and recall reflect the tendency of the model
to represent positive or negative samples to some extent, while accuracy and F1 score, as more
balanced and comprehensive metrics, have greater reference values.

Implementation Details. We implemented our VulFed framework using PyTorch. All the
experimental results were obtained from an Ubuntu workstation equipped with an NVIDIA GeForce
RTX 4090 GPU and an Intel i7-13700K CPU. All items of our evaluation are the test results of the
classification performance of the model after 50 rounds of joint fine-tuning in an FL system with
10 clients. All clients and servers adopted models of the same type. In each round of training, 50%

of the clients were selected to participate in FL training with a local learning rate of 1 X e™>.

5 EVALUATION RESULTS
5.1 RAQT1: The Effectiveness of Using FL

To evaluate the effectiveness of FL in vulnerability detection, we compared the performance of
vanilla FL-based with independent training-based vulnerability detection methods in VulFed, where
each client, in the latter case, only utilizes its raw data to train an isolated local model. Here, we
selected the DiverseVul dataset for evaluation because it is a relatively new and comprehensive
dataset among those deployed in VulFed, encompassing a sufficient amount of vulnerable code
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Table 4. Details of Deployable LLMs used in VulFed.

Model Scale | Memory Usage | Parameter # | Description
an encoder-based llm with a dual-sentence input structure, accomplished through
BERT [38] Base 4405M 110M joint pre-training tasks of Masked Language Model and Next Sentence Prediction.
CodeBERT [21] | Base 198.6M 110M bullF upon ROBERTZ?., incorporates a substantial amount of code datasets for
additional pre-training.
GPT-2 [51] Small 548.1M 117M a decoder-based LLM pre-trained unsupervised on raw text. It possesses several
aspects of improvements compared to GPT.
OPT [40] Small 250.5M 125M a clafs of open-source high-quality large models. It adopts a similar decoder
architecture to GPT.
short for Text-to-Text Transfer Transformer, which is based on the principle of
T5 [41] Small 242.1M 60M transforming all NLP tasks into a text-to-text format that can be solved using
a unified model.
CodeT5 [42] | Small 242.0M 60M an optimized version of the T5 model tailored for code-related tasks.

Table 5. Details of DiverseVul after Pre-processing

CWE Type Sample # | Description
Security Sample 330492 samples with no vulnerability

CWE-20 1315 improper input validation

CWE-22 140 improper limitation of a pathname to a restricted directory (‘Path Traversal’)

CWE-59 165 improper link resolution before file access (‘Link Following’)
CWE-119 1435 improper restriction of operations within the bounds of a memory buffer
CWE-120 285 buffer copy without checking size of input (‘Classic Buffer Overflow’)
CWE-125 1635 out-of-bounds read

CWE-189 275 numeric errors

CWE-190 675 integer overflow or wraparound

CWE-200 715 exposure of sensitive information to an unauthorized actor

CWE-264 215 permissions, privileges, and access controls

CWE-269 110 improper privilege management

CWE-284 285 improper access control

CWE-287 105 improper authentication

CWE-295 100 improper certificate validation

CWE-310 345 cryptographic issues

CWE-362 400 concurrent execution using shared resources with improper synchronization (‘Race Condition’)
CWE-369 160 divide by zero

CWE-399 460 resource management errors

CWE-400 395 uncontrolled resource consumption

CWE-401 195 missing release of memory after effective lifetime

CWE-415 245 double free

CWE-416 1000 use after free

CWE-476 915 NULL pointer dereference

CWE-617 160 reachable assertion

CWE-703 735 improper check or handling of exceptional conditions

CWE-772 100 missing release of resource after effective lifetime

CWE-787 1380 out-of-bounds write

CWE-835 110 loop with unreachable exit condition (‘Infinite Loop’)
CWE-None 2835 samples from commit associated without any CWE type

and its corresponding CWEs. Given that DiverseVul originates from various authentic sources of
real-world vulnerability reports, the distribution of its labels can be considered representative of
real-world scenarios. We cleaned the dataset by retaining all secure code samples and removing
CWE categories with fewer than 100 data samples. It should be noted that the ratio of positive to
negative samples in the preprocessed dataset nearly remained unchanged after implementing the
schemes above since the volume of the discarded samples was rare. Table 5 shows the detailed
information of the preprocessed DiverseVul dataset. This dataset includes 30 categories comprising
general CWE types, the non-vulnerable sample type, and the type of unspecified CWE label.
Compared to traditional vulnerability detection methods, which are generally based on a binary
classification task, we chose to evaluate the inference performance of our trained models for each
CWE type to explore the effectiveness of FL on different types of vulnerability.
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Fig. 2. Performance Comparison between Single and FL Models

We intended to ascertain the potential association between the FL framework and samples belong-
ing to each type of CWE and whether deploying the FL framework can help to find vulnerabilities
better. However, utilizing different deployed models will introduce varying biases in the evaluation
results because the inference result of LLMs exhibits different tendencies based on the corpus
content and strategies of the pre-training phase. To eliminate bias introduced by pre-trained models,
we implemented our evaluation on all kinds of lightweight LLMs deployed in our frameworks by
comparing the detection performance between training the model independently and training the
model under the FL framework when the client utilizes each same model. The analysis of this RQ
will be conducted on the average of these evaluation results.

We simulated 10 clients that participated in FL training when implementing our evaluation.
Meanwhile, we divided the entire dataset into ten parts with the same number of samples following
the same distribution. Each client holds one of these data subsets as its local private data. While
conducting FL training on all clients to obtain a global evaluation model, we implemented different
training modes as a control group to verify the effectiveness of FL training. Specifically, to explore
how much improvement FL training can bring compared to independent local training, we set up
an extra isolated client. This client possesses the same amount and distribution of private data as
other clients but does not participate in FL training and only utilizes its private data to train an
independent model for evaluation.

Figure 2 shows the differences in performance improvement of code samples belonging to
different CWE types in FL, which are the average results evaluated by six different models deployed
under our framework. Our direct finding from Figure 2 is that the model trained under the FL
framework has varying degrees of improvement in detecting vulnerabilities belonging to all CWE
types compared to the model trained locally. Meanwhile, the detection of non-vulnerable codes
did not produce more false positives but remained at the original level, with a slight improvement.
Specifically, comparing the detection performance of the FL training model with the single client
training model, the overall F1 Score increased from 18.33% to 38.82%. On the other hand, we
conducted collaborative training without deploying the FL framework to obtain the theoretically
optimal performance of the global model. Our FL model only produces less than 5% loss on
the F1 score compared to this public-trained global model. The above findings indicate that, for
vulnerability detection tasks, deploying FL frameworks to cover larger training scales to obtain
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Table 6. Evaluation results and improvement of different training strategies

Performance CWE ID
Type 189 | 772 | 264 | 369 | 362 2 399 | 284 | 703 20 835 | 617 | 190 | 119
Independent
nTis;riln;“ 9.70% | 5.00% | 4.65% | 10.42% | 5.42% | 5.95% | 5.07% | 4.68% | 9.07% | 10.14% | 6.07% | 20.83% | 13.34% | 7.78%
Trafiing 1152% | 8.33% | 10.08% | 16.67% | 11.67% | 13.09% | 15.58% | 15.79% | 20.86% | 22.18% | 22.73% | 37.50% | 30.86% | 25.79%
Performance | ) o0 | 3330 | 5439 | 625% | 6.25% | 7.14% | 1051% | 11.11% | 11.80% | 12.04% | 16.67% | 16.67% | 17.53% | 18.01%
Improvement
310 | 415 | 200 | 125 | 287 | 416 | 476 | 787 | 269 | 4ol 59 400 | 120 | 29
I“if;’;?ﬁ;nt 34.78% | 9.52% | 6.99% | 30.27% | 11.11% | 9.50% | 12.93% | 21.61% | 9.09% | 12.82% | 7.07% | 15.61% | 11.69% | 6.67%
Tr:;ﬂg 53.14% | 28.57% | 26.34% | 49.64% | 33.33% | 32.50% | 36.25% | 45.41% | 33.33% | 38.46% | 34.35% | 46.41% | 51.46% | 70.00%
Performance | o oo |10 055 | 19.35% | 19.37% | 22.23% | 23.00% | 23.31% | 23.79% | 24.24% | 25.64% | 27.28% | 30.80% | 39.77% | 63.33%
Improvement

a better global model is an effective strategy that can significantly improve the ability of the
model to detect vulnerabilities. However, a noticeable issue is that the improvement of detection
performance of the model for code samples belonging to different CWE types varies significantly
after incorporating FL training. It is important to identify the underlying factors behind the
differences in detection improvement rates between different vulnerability classes under VulFed.

By analyzing the detection rate of each type of vulnerability, we can discover which kinds of
vulnerabilities are easier to detect and which ones are still difficult to find within the FL frame-
work. Table 6 shows the average performance comparison between independent training and FL
training and ranks them according to the performance improvement level corresponding to each
type of vulnerability. It can be observed that there is a significant difference in the improvement
of the detection ability of the model for vulnerabilities belonging to different CWE types after
incorporating FL training. The improvement value exceeded 25% among CWE-401, CWE-295, etc.,
while on the other hand, the improvement generated among CWE-189, CWE-22, etc., was less than
10%, or even almost none. The general factor affecting the above results is generally considered to
be the number of samples. However, from Table 5, we can find that the correlation between the
sample size of each type of vulnerability and the detection ability of the model for that type of
vulnerability is insufficient. For example, CWE-189 and CWE-295 are the types with the lowest
and highest improvements in detection rates, respectively, but their sample sizes in DiverseVul are
very similar, and the latter is even smaller than the former. In addition, CWE-125 has the largest
number of samples, but the improvement in detection performance for this type is still not as good
as CWE-120 or CWE-400, which have much fewer samples.

We then analyze the causation of the above phenomenon based on the actual situations of several
CWEs. It should be noted that the analysis we can perform only includes the qualitative part and
cannot effectively construct a standard to quantify the performance improvement of target code
categories in the FL framework because multiple factors simultaneously constitute the phenomenon
to be analyzed. Although we believe that the nature of the CWE type to which the code belongs
is the biggest factor affecting the extent of improvement, the distribution tendency generated
during the construction process of the dataset, and the randomness in model training even if it
has been mitigated and avoided as much as possible, can also be one of the factors. Therefore, we
would rather focus on the CWE types that perform the best and worst and analyze them to draw a
conclusion that applies in most cases.

Figure 3 shows examples of two types of vulnerabilities, including CWE-295: “Improper Certificate
Validation”, and CWE-120: “Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow’)”,
provided by official sources and appearing in the DiverseVul dataset. These two CWE Types achieved
performance improvements of 63.33% and 39.77%, respectively, under the FL framework. Meanwhile,
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/l CWE-295 // CWE-295 / CWE-120 / CWE-120
// Official examples provided by // Examples from DiverseVul // Official examples provided // Examples from DiverseVul
Common Weakness Numeration by Common Weakness
1 int options_parse(CONF_TYPE type) { Numeration 1 cJSON *cJSON_CreatelntArray( int64_t
1 cert= 2 SERVICE_OPTIONS *section; *numbers, int count )
SSL_get_peer_certificate(ssl); 3 options_defaults(); ) I char last_name[20]; 24
2 if (cert && 4 fecuo‘n:&newiservlceﬁoptmns; 2 printf ("Enter your last 3 inti;
(SSL_get_verify_result(ssl)==X 5 ifoptions_file(configuration_file, type, name: "); 4 cISON*n=0,*p= Of *a=
509 V_OK)) { &section)) 3 scanf ("%s", last_name); cl SONi(,reateArrz.iy(), .
- = R 6 return 1; ’ — > 5 for(i=0;a&&i<count;++i) {
3 // do secret things 7 if(init_section(1, &section)) 6 n=cJSON_Createlnt( numbers[i] );
43} 8 return 1; if(1i)
9 s_log(LOG_NOTICE, "Configuration a->child = n;

p=mn

y suffix_object(p, n);
11}

Fig. 3. Examples of CWE-295 and CWE-120 provided by the official and in DiverseVul

7
8
successful"); 9 else
1
1
1
1
1

Figure 4 shows examples of three types of vulnerability, including CWE-189: “Numeric Errors”,
CWE-772: “Missing Release of Resource after Effective Lifetime”, and CWE-264: “Permissions,
Privileges, and Access Controls”. The performance improvements corresponding to these three
CWE types are all less than 6%.

/I CWE-772 // CWE-189 /I CWE-264
/I Official examples provided by // Examples from DiverseVul // Examples from DiverseVul
Common Weakness Numeration
1 static int jpc_unk_getparms(jpc_ms_t *ms, jpc_cstate_t 1 static void mincore_pmd_range(struct vm_area_struct *vma,
1 private void processFile(string *cstate, jas_stream_t *in) pud_t *pud, unsigned long addr, unsigned long end, unsigned
fName) 2 char *vec)
24 3 jpc_unk_t *unk = &ms->parms.unk; 2 {
3 BufferReader fil = new t‘ /* Eliminate compiler warning about unused variables. */ 3 unsigned long next;
j 5 cstate=0; 4 pmd_t *pmd;
4 BufferReader(new 6 if (ms=>len > 0) { 5 pmd = pmd offset(pud, addr);
FileReader(fName)); 7 if ({(unk->data = jas_malloc(ms->len * sizeof(unsigned 6 dot
5 String line; char)))) { 7 next=pmd addr_end(addr, end);
6 while ((line = 8 return -1; 8  if (pmd_trans_huge(*pmd)) {
fil.ReadLine()) != null) 9 } 9 if (mincore_huge pmd(vma, pmd, addr, next, vec)) {
74 10 if (jas_stream_read(in, (char *) unk->data, ms->len) != 10 vec += (next - addr) >> PAGE_SHIFT;
8 processLine(line); JAS_CAST(int, ms->len)) { 11 continue;
9} 11 jas_free(unk->data); 12}
10} 12 return-1; 13 /* fall through */
13} 14}
14 unk->len = ms->len; 15 if (pmd_none_or_clear_bad(pmd))
15 Yelse { 16 mincore_unmapped_range(vma, addr, next, vec);
16 unk->data=0; 17 else
17 unk->len=0; 18 mincore_pte_range(vma, pmd, addr, next, vec);
18} 19 vec += (next - addr) >> PAGE_SHIFT;
19 return 0; 20} while (pmd++, addr = next,
20 } addr !=end);
21}

Fig. 4. Examples of CWE-772, CWE-189 and CWE-264 provided by the official and in the DiverseVul

A direct conclusion that can be drawn from the above examples is that the shallower the
vulnerability characterization properties of a certain vulnerability type itself, the lack of code areas
involved, the easier the model can learn its knowledge, and the better the improvement of its
classification performance under the FL framework. On the contrary, vulnerabilities involving more
different representations or possessing more vulnerable areas can result in less improvement with
knowledge aggregation and an increase of data volume brought about by joining the FL framework.

Specifically, CWE-189 is a type of vulnerability with complex representation forms, and it is
a starting sequence for many branch vulnerability types. Meanwhile, CWE-264 is also a type of
vulnerability representation associated with multiple branches. The cases in CWE-772 may have
higher complexity and involve more code areas, which increases the difficulty for the model in
constructing features. All the factors mentioned above are the reason for the poor classification
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performance and poor improvement in FL training. Although vulnerabilities belonging to CWE-
295 are business-oriented, the common features of vulnerabilities are highly correlated. Once
the data volume becomes sufficient, the model can quickly learn the common knowledge of this
type of vulnerability. The same applies to CWE-120 and other well-performed CWE types. For
vulnerability types that are difficult to improve in the model detection ability through FL training,
other preprocessing methods should be utilized, such as designing data forms that enhance their
semantic logic or transforming them into more unified intermediate representations.

Answer to RQ1: The comprehensive performance of the VulFed model is much higher
than that of models trained independently by the client, achieving twice the lead in the F1
Score, indicating that FL-based vulnerability detection is more effective. However, there
are differences in the detection ability of the model for samples belonging to different
CWE types. After joining FL training, types with simpler and more obvious vulnerability
representations are more easily detected. In contrast, detecting types with more situations
and higher complexity does not show effective improvement.

5.2 RQ2: Performance on Non-lID Scenarios

In the evaluation process of the previous research question, we utilized a relatively uniform
data distribution when allocating the data for FL training. However, it is well known that FL
frameworks in practical applications inevitably suffer from heterogeneity among different clients,
which primarily manifests in terms of data quality and data distribution. On one hand, each client
would commit a different number of vulnerabilities based on its own program business scale.
On the other hand, vulnerabilities committed by various clients may also follow different label
distributions, which are related to many factors, including the business tendencies of enterprises or
departments and the personal habits of code writers. Actually, the vulnerability codes generated
between clients may have inconsistent or even completely different vulnerability labels in the entire
FL system. Clients who possess more data can generally train more comprehensive local models. In
contrast, clients who only possess a small amount of data find it difficult for local models to acquire
sufficient knowledge. In addition, clients whose obtained data conforms to a more uneven label
distribution will inevitably develop a bias towards classification during the training process. The
above issues may become key factors affecting the performance of the global model in the server
aggregation part of FL training. Therefore, it is necessary to evaluate what changes will appear in
the vulnerability detection capability of the model trained under this framework when the non-IID
scenarios mentioned above occur in VulFed. In addition, similar to RQ1, we also hope to understand
the resistance of the code samples corresponding to each CWE type to the data interference caused
by non-IID scenarios. Therefore, we conducted an experimental evaluation of VulFed under the
premise of data heterogeneity and compared it with the case of uniform data distribution.

To simulate the problem of data heterogeneity during the experiments, we generally allocated
different data sizes and label distributions from the global dataset to each client as its privacy
data. In the VulFed, we utilized a non-IID dataset partitioning method based on the Dirichlet
distribution [50] to achieve heterogeneity. During evaluating this RQ, the hyperparameter « of the
Dirichlet distribution will be set to 0.5 by default. When this parameter is set to a smaller value
(e.g., 0.3 or 0.1), it does not significantly impact the experimental results based on our multiple
verifications. After simulating local data acquisition on clients, we conducted evaluations based on
the multi-classification of code samples belonging to different CWE types to derive straightforward
and representative conclusions to this RQ. To analyze the data heterogeneity problem under the
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Fig. 5. Performance Comparison between IID and non-1ID Situations

multi-classification vulnerability detection task, we continued to use the cleaned DiverseVul dataset
described in 5.1 as the global dataset.

Multiple FL algorithms have been deployed in VulFed, and most have better resistance to data
heterogeneity. However, the differences in the nature of these methods will lead to variations in the
detection ability of the model for each type of sample in the evaluation results. Therefore, the scope
of our evaluation in this section includes the models trained using each FL algorithm. Figure 5
shows the comparison between the overall average detection performance of all FL algorithms
deployed in VulFed under non-IID situations and the detection performance under IID situations.
When evaluating the detection performance of the model utilizing each FL algorithm, multiple data
allocations and training were performed in non-IID situations to obtain more realistic results.

The conclusion observed from Figure 5 is that in non-IID situations, the false positive rate for
detecting non-vulnerable samples remains equal and does not undergo significant changes. On
the other hand, the detection rates corresponding to all CWE types have decreased, which is an
inevitable phenomenon caused by data heterogeneity. Compared with the general situation of
deploying non-IID data distributions in the field of FL, the accuracy reduction of various CWE types
in VulFed is not remarkable; almost all of them remain within 15%. When confronting such complex
data situations in vulnerability detection scenarios, such performance is acceptable. Finally, from a
macro perspective, the overall accuracy loss is less than 2%, while the F1 Score loss is less than 5%,
which indicates that, considering the situations comprehensively when utilizing each kind of FL
algorithm, VulFed has strong resistance to the problem of data heterogeneity. Its performance in
non-IID situations is similar to that in IID situations.

The phenomenon above is related to the strategy of employing LLMs. The model has already
learned from a large corpus during the pre-training phase, including corpora from the code domain,
which enhances its performance floor in incremental learning. Even when the training data is
insufficient in quantity and quality, the directional deviation introduced by this local model during
global aggregation remains within an acceptable range. On the other hand, with a certain range of
improvement in incremental data, the adaptation of the model to the domain will further increase.
Under the same total data volume, the strategy of the non-IID partitioning to the dataset also leads
to higher-quality clients, which further benefits LLMs compared to traditional models. Therefore,
in almost all cases, the vulnerability detection ability of the model for samples belonging to each
CWE type will not be significantly reduced, which maintains the metric at the same level.
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Answer to RQ2: VulFed is a robust framework against non-IID problems, exhibiting strong
resistance to data heterogeneity issues. The performance of the model in non-IID scenarios is
already close to that in IID scenarios. Samples belonging to all CWE types have performance
degradation but are controlled within 15%.

5.3 RQ3: Comprehensive Evaluation for Various Configurations

In this section, we extensively analyze and evaluate the vulnerability detection performance of
the combined model composed of different types of components deployed in VulFed. Aside from
variations in input data and their preprocessing methods, the adjustable component types mainly
include the selection of LLMs, FL algorithms, and PEFT strategies. Table 1, Table 2, and Table 4
present all details of the available options for these three types of components.

VulFed encompasses a wide range of code sample structures as input. To assess its robustness
when faced with different input data structures, our main experimental part conducts tests using
the same implementation process on three types of input data: raw source code, SeVC, and Code
Gadget, respectively. Specifically, we first compare the performance of each LLM deployed combined
with different FL algorithms in vulnerability detection to identify superior algorithms and models.
Secondly, we compare the performance of each PEFT strategy based on specific LLM combined with
different FL algorithms to determine more cost-effective fine-tuning strategies that aim to maintain
low communication overhead while achieving performance close to that of full-parameter training.
Furthermore, if users choose to process raw code input into a graph structure, we independently
employ the three methods described in [8], [9], and [18] to implement GNN-based FL vulnerability
detection. All experiments in this section are conducted on binary classification tasks.

Building upon the strategy above, we simultaneously employ horizontal and vertical comparisons
for each experiment result table. On the one hand, we aim to identify which model and corresponding
PEFT method are more effective based on the same FL algorithm from the horizontal perspective.
On the other hand, vertical comparison is also important because it is crucial to discover which FL
algorithm is more effective in our experimental setting when the model or fine-tuning mode is fixed.
In order to show the vertical comparison of various federated algorithms better when listing the
advantages and disadvantages of the models horizontally, we annotated the table of experimental
results as follows: under each LLM or PEFT strategy, the accuracy and F1 score according to the best
performance among FL algorithms will be highlighted in bold, and the second highest performance
among FL algorithms will be underlined.

Impacts of Different LLMs. Table 7 shows the evaluation results of deploying different LLMs
combined with FL algorithms. By analyzing this result, we can directly draw conclusions on how
to wisely choose LLM, which is generally applicable to most FL algorithms and various types of
input data. In decoder-only LLMs, CodeBERT, due to its improved pertaining data and process
design for code-related tasks, consistently outperforms BERT in vulnerability detection tasks when
using versions of similar scale, achieving approximately a 1% lead in both accuracy and F1 Score.
Among encoder-only LLMs, GPT-2 and OPT employ the lightweight, small version. However, OPT,
a series of models designed with GPT-3 as its target released closer to the present, utilized a wider
corpus and better strategies during pre-training, thus consistently outperforming GPT-2 in almost
all scenarios. In encoder-decoder structure LLMs, CodeT5 significantly outperforms T5, although it
generally lags behind other categories of LLMs. When using the most lightweight small version,
the parameter count of the T5 series is only half that of other LLMs, which limits the upper bound
of its performance to some extent. Their performance can be improved if the lightweight restriction
is disregarded and the base version is adopted.
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Table 7. Evaluation Results of VulFed When Adopting Different LLMs Combined with FL Algorithms.

Alg. | Metric Perfomance of LLMs When Inputting Raw Codes Perfomance of LLMs When Inputting SeVCs Perfomance of LLMs When Inputting Code Gadgets
BERT | CodeBERT | GPT-2 | OPT | T5 | Codels | BERT | CodeBERT | GPT-2 | OPT | T5 | CodeT5 | BERT | CodeBERT | GPT2 | OPT | T5 | Codels
s Acc. 62.01% 63.80% 60.69% 62.15% 58.20%  60.29% | 74.64% 75.77% 73.91% 75.00% 68.67% 73.43% | 94.47% 94.86% 93.02% 82.99% 92.27%
é Pre 57.60% 62.12% 57.50% 5851% 54.26% 56.23% | 50.21% 51.57% 49.40% 50.65% 43.55% 48.83% | 86.08% 87.73% 81.02% 61.70%  79.95%
E Rec. 54.02% 54.10% 55.29% 60.56% 57.37% 61.12% | 85.98% 84.65% 87.84% 83.14% 76.48% 83.85% | 94.16% 93.49% 95.88% 92.96%  94.15%
F1 55.76% 59.75% 56.38% 59.51% 55.77% 58.57% | 63.40% 64.09% 63.24% 62.95% 55.06% 61.72% | 89.94% 90.52% 87.83% 90.67% 74.17% 86.47%
® Acc. 61.17% 63.14% 58.49% 61.86% 57.24% 60.17% | 73.68% 75.50% 75.02% 75.59% 67.90% 72.33% | 93.69% 94.35% 92.79% 94.60% 82.96%  89.28%
E Pre. 58.51% 61.70% 55.01% 58.34% 53.19% 56.06% | 49.12% 51.27% 50.66% 51.35% 42.87% 47.16% | 84.93% 87.89% 81.29% 86.78% 61.93% 72.57%
2 Rec. 53.14% 52.11% 52.91% 59.36% 57.69% 61.51% | 84.29% 82.25% 85.63% 84.20% 77.20% 83.40% | 92.34% 91.04% 94.25% 93.73% 92.36%  95.16%
S| F1 | 5570%  5650%  53.94% 58.85% 5535% 58.66% | 6207%  63.17%  6365% 6380% 55.13% 60.63% | 8848%  89.43%  87.29% 90.12% 74.14% 8235%
o | Acc. | 6171%  6357%  62.52% 6343% 58.89% G61.12% | 77.08%  77.63%  75.61% 7636% 70.67% 73.16% | 9454%  9489%  9334% 94.76% B81.80% 92.25%
S| Pre |5793% o173 5934 6103% 55074 5752 | 5330%  5389%  5139% 5220% 4586% 4860% | 8586%  8801%  8335% §776% 5985% 80.11%
2 | Rec. | 6079%  5450%  5849% 5641% S57.14% 58.80% | 8323%  86.07%  8358% 85.00% 8199% 87.93% | 9449%  9325%  93.29% 93.06% 93.29% 93.77%
© | F1 |59.33% 57.89%  5891% 58.63% 5608% 58.16% | 64.98%  66.28%  63.64% 64787 58.82% 62.60% | 90.12% 90567  88.05% 90.33% 7292% 8641%
g | Acc. | 6218%  64.53%  6245% 63.14% 59.18% 62.08% | 7561%  77.00%  75.16% 77.22% 71.73% 7323% | 94.81%  95.03%  93.47% 94.98% 8220% 92.23%
E | Pre | 59227 e344%  5895% 59.84% 55.33% 58917 | SL36%  53.00%  50.83% 5334% 4691% 48627 | 89.12%  8856%  B8351% 8B26% 60.43% 79.57%
T | Rec |5681%  5378%  60.07% 60.08% 57.93% 57.69% | 8536%  85.27% 84567 8633% 80927 8438% | 9138%  93.10%  93.63% 9330% 9339% 9473%
= F1 57.99% 58.21% 59.51% 59.96% 56.60% 58.29% | 64.13% 65.44% 63.49% 65.94% 59.39% 61.69% | 90.23% 90.77% 88.28% 90.71% 73.38%  86.50%
Acc. | 62.45% 63.21% 62.26% 61.97% 57.54% 61.79% | 72.82% 75.63% 73.82% 74.38% 67.97% 71.55% | 92.14% 92.19% 92.06% 92.41% 80.55% 91.96%
§ Pre. 59.15% 60.30% 5831% 57.76% 53.62%  58.29% | 48.19% 51.38% 49.26% 49.92% 43.10% 46.70% | 80.44% 80.17% 80.37% 79.98% 58.64%  80.23%
= Rec. 58.96% 58.33% 62.63% 64.06% 56.10% 59.12% | 85.18% 85.80% 8243% 87.76% 79.32%  80.30% | 92.57% 93.34% 92.38% 94.88% 88.03% 92.10%
F1 59.06% 60.39% 60.75% 54.83% 58.70% | 61.56% 64.27% 61.67% 63.64% 55.86% 59.05% | 86.08% 86.26% 85.94% 86.79% 70.39%  85.75%
- Acc. 62.23% 62.25% 63.80% 57.93% 59.44% | 76.11% 77.52% 74.05% 75.02% 70.97% 73.30% | 94.57% 94.89% 93.34% 94.78% 83.56% 93.08%
i Pre. 59.31% 58.93% 60.97% 54.10% 55.69% | 52.07% 53.79% 49.56% 50.63% 46.20%  48.67% | 88.08% 88.61% 82.93% 87.87% 63.84% 82.56%
T Rec. 56.57% 58.89% 58.89% 57.93% 57.29% | 81.37% 85.09% 91.04% 88.55% 83.22% 83.40% | 91.71% 92.43% 94.01% 92.96% 86.25%  93.39%
R 58.91% 5991% 5595% 5648% | 63.50%  6591%  64.19% 64.43% 59.42% 6148% | 89.86%  9048%  88.13% 90.34% 73.38% 87.64%

Table 8. Evaluation Results of VulFed When Adopting Different PEFT Strategies Combined with FL Algorithms.

Alg. | Meteic |_Petfomance of PEFT When Inputting Raw Codes Perfomance of PEFT When Inputting SeVCs Perfomance of PEFT When Inputting Code Gadgets
NoPEFT | PTVI | PTVZ | LoRA | LoHa | TA3 | NoPEFT | PIVI | PIVZ | LoRA | LoHa | TA3 | NoPEFT | PIVI | PIV2 | LoRA | LoHa | 1A3
0 Acc. 63.80%  54.72% 60.78% 62.23% 62.70% 57.91% | 75.77%  58.64% 72.55% 72.57% 71.71% 66.28% | 94.86%  67.69% 87.26% 92.89% 89.57% 69.50%
g Pre. 62.12%  50.68%  55.62% 59.47% 59.72% 53.99% | 51.57%  35.18% 47.81% 47.86% 46.92% 43.60% | 87.73%  44.32% 70.00% 82.75% 75.50% 45.59%
& Rec. 54.10%  53.70% 56.77% 55.78% 57.76% 56.65% | 84.65%  73.56% 81.46% 82.16% 81.82% 81.58% | 93.49%  89.85% 90.08% 92.15% 89.27% 83.33%
F1 59.75% 52.14% 56.19% 57.56% 58.78% 55.29% | 64.09% 47.60% 60.26% 60.48% 59.64% 56.83% | 90.52% 59.36% 78.79% 87.20% 81.80% 58.93%
" Acc. 63.14%  54.46% 60.63% 60.28% 59.22% 54.17% | 75.50%  58.04% 70.42% 72.05% 71.60% 65.41% | 94.35% 68.07% 91.28% 92.52% 88.40% 69.83%
r_g Pre. 61.70%  50.41% 55.73% 57.33% 55.25% 50.13% | 51.27% 34.03% 45.60% 47.32% 46.86% 42.58% | 87.89%  44.57% 78.41% 82.08% 72.70% 45.78%
T | Rec | 52117 5378% 54217 5299% 59.12% 46.06% | 8225% 68.50% 8199% 83.05% 8358% 7832% | 91.04% 88.60% 9219% 9147% 89.42% 80.75%
= F1 56.50%  52.05% 54.96% 55.07% 57.12% 48.00% | 63.17% 4548% 58.61% 60.29% 60.05% 55.18% | 89.43% 59.30% 84.75% 86.52% 80.19% 58.43%
=Y Acc. 63.57%  56.56% 62.01% 61.38% 59.59% 57.98% | 77.63% 60.36% 72.34% 72.73% 70.26% 67.68% | 94.89%  68.21% 90.54% 92.83% 89.96% 70.71%
E Pre. 61.73%  50.92% 59.78% 58.70% 55.71% 54.48% | 53.89%  36.25% 47.64% 47.91% 45.63% 43.13% | 88.01%  44.69% 77.20% 82.83% 76.31% 46.78%
= Rec. 54.50%  54.04% 52.83% 53.78% 58.73% 51.79% | 86.07%  72.76% 83.40% 77.37% 85.80% 83.32% | 93.25%  88.98% 90.80% 91.71% 84.15%
© F1 57.89%  52.43% 56.10% 56.13% 57.18% 53.10% | 66.28% 48.39% 60.65% 59.18% 59.58% 56.84% | 90.56% 59.50% 83.45% 87.05% 60.13%
2 Acc. 64.53% 57.39% 62.04% 62.27% 60.51% 54.90% | 77.00%  60.49% 72.48% 71.87% 70.13% 67.41% | 95.03% 68.04% 90.71% 93.14% 89.75% 70.93%
5 Pre. 63.44%  51.80% 59.49% 60.04% 56.98% 50.77% | 53.09%  36.66% 47.76% 47.26% 45.35% 42.66% | 88.56%  44.63% 77.08% 84.53% 75.45% 47.03%
T Rec. 53.78%  55.06% 54.42% 53.39% 57.21% 60.16% | 85.27%  75.07% 82.25% 87.40% 82.61% 80.21% | 93.10%  90.23% 91.95% 90.52% 90.37% 84.48%
= | P | s821% 56.84% 5652% 57.10% 5507% | 65.44% 49.26% 6043% 6135% 58.55% 55.70% | 90.77% 50727 83.86% 87.42% 82.24% 60.42%
Acc. 63.21% 59.52% 63.80% 62.51% 52.93% | 75.63% 60.81% 69.67% 70.85% 71.05% 66.27% | 92.19% 67.71% 84.78% 87.61% 88.62% 71.27%
§ Pre. 60.30% 55.40% 61.73% 59.26% 49.00% | 51.38%  36.06% 44.72% 46.20% 46.34% 42.13% | 80.17%  43.99% 65.27% 70.34% 7236% 47.33%
= Rec. 58.33%  65.90% 60.88% 55.78% 58.88% 60.88% | 85.80%  69.12% 79.33% 85.99% 84.38% 85.80% | 93.34%  84.01% 89.85% 91.33% 91.67% 83.19%
F1 59. 58.09% 58.01% 58.60% 59.07% 54.30% | 64.27% 47.41% 57.20% 60.11% 59.83% 56.52% | 86.26%  57.74% 75.61% 79.47% 80.88% 60.33%
= | Acc. | 6328% 5684% 60.00% 60.72% 59.98% 5424% | 7752% 59.95% 7191% 73.59% 69.67% 70.01% | 9489% 70.23% 88.30% 92.04% 90.29% 78.77%
;j Pre. 60.66%  53.00% 56.02% 56.83% 55.96% 50.18% | 53.79%  36.30% 47.10% 49.01% 44.69% 45.21% | 88.61%  46.28% 72.16% 80.45% 76.36% 57.23%
E Rec. 57.13%  53.47% 60.08% 60.32% 60.56% 55.86% | 85.09%  75.24% 80.83% 83.05% 78.70% 82.08% | 92.43%  83.00% 90.28% 92.05% 91.28% 75.81%
F1 58.84%  53.23% 57.98% 58.52% 58.17% 52.87% | 65.91%  48.97% 59.52% 61.64% 57.01% 58.30% | 90.48% 59.42% 80.21% 85.86% 83.16% 65.22%

Impacts of Different PEFT Strategies. Table 8 shows the evaluation results of adopting
different PEFT strategies combined with FL algorithms. In the same way as when analyzing LLM,
we mainly consider the performance advantages and disadvantages of different types of PEFT
strategies when confronting various combinations of other components. To control unnecessary
variables, all LLMs trained with various PEFT strategies in the figure are CodeBERT, so the data
in the “NoPEFT” column comes from the corresponding data in Table 7. In most cases, the PEFT
strategies P-Tuning V2 and LoRA achieve performance closest to that of full-parameter fine-tuning,
with the former generating greater communication overhead than the latter due to adding an MLP
layer. P-Tuning V1, as an older version of P-Tuning V2, generally struggles to achieve comparable
performance. IA3 shows a similar pattern compared to LoRA, exhibiting better performance in
a few cases. At the same time, LoHa, another PEFT strategy akin to LoRA, generally performs
similarly to LoRA in most cases and only surpasses LoRA in rare cases.

Impacts of Different FL Algorithms. The performance of various FL algorithms is closely
linked to the selection of other components. Table 7 and Table 8 present the best-performing and
second-best-performing algorithms under different component configurations. FedAvg, the first FL
algorithm proposed, is used as a baseline for comparing with other methods. In VulFed, FedAvg’s

16



Preprint, Preprint,
An Empirical Study of Vulnerability Detection using Federated Learning

overall performance is relatively low compared to all algorithms. FedProx, an improved version of
FedAvg, generally performs poorly and even fails to match FedAvg’s standard. Compared to the
former two methods, Cluster Sampling exhibits superior capability. It achieves top performance in
detecting SeVC vulnerabilities regardless of the deployed LLMs and maintains leading performance
in other scenarios. FedCross is the most universal and performs best among all algorithms. It
demonstrates a significant advantage in detecting Code Gadget and source code vulnerabilities,
although its convergence speed is generally slower than other algorithms. The overall performance
of Moon is on average, but does not outperform FedAvg in some cases. However, its performance
is particularly remarkable when employing PEFT strategies to detect vulnerabilities in raw code.
FedMut is also an algorithm with outstanding performance, consistently maintaining good perfor-
mance across all scenarios. It holds a significant advantage in detecting code gadget vulnerabilities,
particularly when using LoHa and IA3. Overall, FedCross, FedMut, and Cluster Sampling are
superior in comprehensive performance.

Table 9. Evaluation Results of GNN-based Methods.

. . Performance . . Performance
FL Algorithm Metrics Devigh  Reveal  VDBIL FL Algorithm Metrics Devigh  Reveal  VDBFL
Accuracy 63.10% 70.79% 74.08% Accuracy | 64.13%  71.74% 74.08%
FedAvg Precision 57.95% 68.24% 71.65% FedCross Precision 58.93% 68.91% 70.19%
Recall 71.71% 68.12% 72.11% Recall 72.27% 70.12% 76.57%
F1 Score 64.10% 68.19% 71.88% F1 Score 64.92% 69.51% 73.24%
Accuracy 62.51% 69.14% 73.57% Accuracy 62.88% 70.93% 73.79%
FedProx Precision 57.43% 65.58% 70.30% Moon Precision 57.76% 67.42% 69.18%
Recall 71.16% 69.08% 73.55% Recall 71.39% 71.08% 77.45%
F1 Score 63.56% 67.29% 71.88% F1 Score 63.87% 69.20% 73.08%
Accuracy 63.43% 70.49% 74.30% Accuracy 64.09% 71.70% 74.93%
CluSamp Precision 58.04% 67.91% 70.19% FedMut Precision 59.23% 69.53% 70.83%
Recall 73.63% 67.81% 76.57% Recall 70.04% 68.36% 77.21%
F1 Score 64.91% 67.86% 73.24% F1 Score 57.91% 68.94% 73.88%

Evaluation Results of GNN-based Models. VulFed is capable of accepting graph-structured
code samples as inputs. However, due to the utilization of GNN-based models instead of LLMs, this
component configuration has lower relevance to other strategies. Table 9 shows the performance
of three types of GNN-based methods combined with FL algorithms. On the one hand, since Reveal
improves based on Devign and VDBFL further adapts these methods to FL scenes, their performance
rises in a gradual manner. On the other hand, FL algorithms show a comprehensive performance
differentiation similar to that when utilizing LLM when processing this task. FedCross and FedMut
are the two best methods for performance.

Answer to RQ3: Comprehensive evaluation results indicate that CodeBERT and OPT lead
in all deployable models, while P-Tuning V2 and LoRA, as PEFT Strategies, can train a model
whose performance is closest to full parameter fine-tuning. Although FL algorithms perform
diversely in different component configurations, Fedcross, FedMut, and Cluster Sampling
are the most recommended methods according to their comprehensive performance.

6 DISCUSSION
6.1 Extension of Framework Components

When designing VulFed, we priorly choose representative methods or models as optional frame-
work components. Firstly, in terms of the model we deployed, we comprehensively considered the
requirements of the FL framework for lightweight models and the necessity of LLM maintaining
its type and then selected six most typical LLMs under three different architectures. At present,
the performance and parameter scale of LLM are developing rapidly, but we have not adopted the
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latest and most parameterized models, such as Llama2. On one hand, excessive model parameters
can significantly increase computational overhead, and combined with the computational require-
ments generated by testing a newly deployed model in our study, it can increase the time cost
to an unacceptable standard. On the other hand, the typical models we have chosen are highly
representative. When these models perform well in the evaluation phase, it proves the effectiveness
of our framework and the correctness of our research conclusions, which can be further extended
to better models. In addition, we adhere to the same philosophy when selecting the PEFT method
and FL algorithm. Among all the parameter-efficient fine-tuning methods, prompt tuning and
parameter low-rank decomposition are the most representative. We have selected typical meth-
ods for each stage and deployed them to the framework. Similarly, we select typical methods
from various FL optimization algorithms, including clustering-based, cross-aggregation-based, and
contrastive-learning-based. We believe there is no need to test too many methods in the evaluation
process. However, it should be noted that all components in VulFed are plug-and-play, and any
new method can be quickly added to the optional range of our framework after certain processing,
which benefits VulFed to follow up on new achievements in future related research rapidly.

6.2 Problems of Multilingual Sources of Vulnerability Samples

In this section, we discuss three potential directions for further study of VulFed. Firstly, since the
components in VulFed are organized in a pluggable manner, it can be easily extended to include a
wider range of deployable models, selectable PEFT strategies, and FL algorithms. Secondly, while
all evaluation tasks currently accept code samples from the C/C++ programming languages in the
dataset, cross-language tasks may become a new requirement in the joint scenario proposed in this
paper: suppose the privacy vulnerability codes provided by different clients are written in different
programming languages, then the global model in FL needs to have the capability for cross-language
vulnerability detection. Therefore, the code must be transformed into a unified intermediate form
at the preprocessing stage before training the locally deployed model. However, whether such a
strategy can effectively enhance the overall detection capability of the model remains to be studied.

6.3 Problems of Fine-grained Classification

Our study utilizes two classification tasks: a binary classification for detecting whether the target
code sample has vulnerabilities and a multi-classification for detecting which type of vulnerabilities
the target code sample possesses. Considering the significant efforts and computation costs we
have already incurred, we did not further expand the compatibility of VulFed in classification
tasks. However, current vulnerability detection tasks already have more fine-grained classification
strategies, such as detection that is precise to the line of code or a certain variable. In real-world
scenarios, more fine-grained vulnerability detection methods are often more in demand. For example,
when detecting code samples with long text lengths, it is necessary to obtain more accurate
information on the location of the potential vulnerability. In addition, if the model directly generates
a smaller potential vulnerability area, it can help to improve task efficiency and reduce labor costs.
However, it remains to be verified whether a detection task with more fine granularity can achieve
better results under the FL framework. Such tasks are usually accompanied by more complex
preprocessing and training steps, which must be well integrated with FL to generate benefits. These
issues are all worth further consideration. In the future, we plan to conduct a more in-depth analysis
and evaluation of the possibility of combining more fine-grained vulnerability detection with the
FL system and further expand our framework within feasible limits to enable it to handle different
vulnerability detection tasks to meet more needs.
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7 CONCLUSION

Along with the prosperity of Al techniques, Federated Learning (FL) is becoming a promising
collaborative learning scheme for software vulnerability detection since it can effectively address
the data silo problem among relevant companies or departments without compromising their
data (software) privacy. However, existing FL-based vulnerability detection methods focus on
application-specific tasks with GNN-like inputs, limiting their usage in common vulnerability
detection tasks. To reveal the potential of FL in this domain, in this paper, we proposed a novel
FL vulnerability detection framework named VulFed that supports both traditional DL models
and rapidly evolving LLMs. Based on VulFed, we revealed that FL-based methods can significantly
improve overall vulnerability detection performance at the CWE-case level for both IID and non-
IID scenarios. Meanwhile, we evaluated the performance of different data processing and FL
optimization methods (e.g., data preprocessing mechanisms, FL training schemes, PEFT) on VulFed.
Comprehensive experimental results obtained from the study reveal the impacts of such different FL
configurations on various vulnerability detection tasks, which can help researchers build their own
FL frameworks to address specific vulnerability detection tasks. In the future, we plan to investigate
larger models and their performance optimization mechanisms based on our VulFed framework.
Moreover, the finer-grained (e.g., line or character level) and cross-language vulnerability detection
tasks are also worth further study.
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