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Abstract

As deep learning models are increasingly deployed in safety-
critical applications, evaluating their vulnerabilities to ad-
versarial perturbations is essential for ensuring their reli-
ability and trustworthiness. Over the past decade, a large
number of white-box adversarial robustness evaluation meth-
ods (i.e., attacks) have been proposed, ranging from single-
step to multi-step methods and from individual to ensem-
ble methods. Despite these advances, challenges remain in
conducting meaningful and comprehensive robustness eval-
uations, particularly when it comes to large-scale testing
and ensuring evaluations reflect real-world adversarial risks.
In this work, we focus on image classification models and
propose a novel individual attack method, Probability Mar-
gin Attack (PMA), which defines the adversarial margin
in the probability space rather than the logits space. We
analyze the relationship between PMA and existing cross-
entropy or logits-margin-based attacks, and show that PMA
can outperform the current state-of-the-art individual meth-
ods. Building on PMA, we propose two types of ensemble
attacks that balance effectiveness and efficiency. Further-
more, we create a million-scale dataset, CCIM, derived
from the existing CC3M dataset, and use it to conduct the
first million-scale white-box adversarial robustness evalua-
tion of adversarially-trained ImageNet models. Our findings
provide valuable insights into the robustness gaps between
individual versus ensemble attacks and small-scale versus
million-scale evaluations.

1. Introduction

Despite their success in various applications, deep neural net-
works (DNN5s) exhibit significant sensitivity to imperceptible
perturbations specifically designed to maximize prediction
error, a phenomenon known as "adversarial vulnerability"
[1]. This vulnerability presents a critical safety risk, as ad-
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versaries can exploit it to launch stealthy attacks that evade
human detection, potentially undermining the reliability of
real-world systems. Consequently, evaluating the adversarial
robustness of DNNs has become essential.

White-box adversarial attack methods evaluate the worst-
case performance of a DNN model by crafting attacks di-
rectly using adversarial gradients. These attacks, commonly
tested in image classification tasks, aim to maximize the
model’s prediction error while constraining perturbations
to be "small" through an £, norm [2, 3]. The Projected
Gradient Descent (PGD) [4] and AutoAttack (AA) [5] are
two commonly used for such evaluations. PGD is a strong
first-order attack, while AA is an ensemble attack with four
different methods. However, PGD struggles with obfuscated
gradients [6], and AA is computationally expensive [7], high-
lighting the trade-off between effectiveness and efficiency in
white-box robustness evaluation.

As large-scale DNNs are increasingly deployed across
various applications, large-scale adversarial robustness eval-
uations have become essential. To conduct such evaluations,
highly efficient attack methods are necessary. Although AA
can be accelerated through adaptive initialization and dis-
carding strategies [8], individual attacks hold a significant
efficiency advantage in large-scale evaluation. Improving the
standard PGD attack is a promising direction for obtaining
stronger individual attacks. Existing improvements to PGD
include better initialization [9], multiple adversarial targets
[10], intermediate feature layers [1 1], or loss alternation [12],
as well as more robust loss functions, such as margin loss [7],
the difference of logits ratio (DLR) [5], and Minimize the
Impact of Floating-Point Errors (MIFPE) loss [13]. A recent
work proposed a Margin Decomposition (MD) attack to cir-
cumvent obfuscated/imbalanced gradients using a two-stage
margin decomposition strategy.

In this work, we build on the attack pipeline of the Margin
Decomposition (MD) attack but introduce a novel loss func-
tion, probability margin loss, to develop a stronger individual
attack. Specifically, the probability margin loss defeines the
margin in the probability space, rather than the logits space.
We refer to the attack using this adversarial loss function



as Probability Margin Attack (PMA). Additionally, we
explore cost-effective ensemble attacks by combining PMA
with other existing attack methods. We also construct a
million-scale evaluation dataset, CC1M, derived from the
Conceptual Captions 3 Million (CC3M) [14], and use it to
conduct a million-scale white-box adversarial robustness
evaluation of adversarially trained models on ImageNet.

In summary, our main contributions are:

* We propose a novel individual attack Probability Margin
Attack (PMA), which introduces a probability margin loss
to boost attack effectiveness of individual attacks. We aslo
analyze the relationship between probability margin loss
and the commonly used cross-entropy and margin losses.

* We empirically demonstrate that PMA consistently outper-
forms existing individual attacks across multiple datasets
(CIFAR-10, CIFAR-100, and ImageNet-1k) when used
to evaluate the top-ranked models on the RobustBench
leaderboard [5]. Additionally, we propose two PMA-based
ensemble attacks to balance effectiveness with efficiency.

¢ We construct a million-scale evaluation dataset, CC1M,
consisting of 1 million images derived from the CC3M
dataset after removing outliers. Using CC1M, we con-
duct a large-scale robustness evaluation for adversarially
trained ImageNet models, revealing a significant robust-
ness gap between small-scale evaluation on the ImageNet-
1k test set and large-scale evaluation on CC1M.

2. Related Work

White-box Adversarial Attacks A number of white-box
adversarial attacks have been proposed to assess the robust-
ness of deep neural networks (DNNs). Early white-box
attacks include L-BFGS [1], Fast Gradient Sign Method
(FGSM) [2], and Basic Iterative Method (BIM) [15]. These
attacks utilize second-order optimization or single- and multi-
step gradient sign updates to generate L.,-bounded adver-
sarial examples. Subsequently, optimization-based attacks,
such as the Carlini-Wagner (C&W) attack [3], were intro-
duced to jointly optimize both the misclassification objective
and the perturbation constraint. However, both L-BFGS and
C&W attacks are computationally expensive, while FGSM
and BIM, being more efficient, are less effective in generat-
ing strong adversarial examples. To strike a balance between
attack strength and computational efficiency, the Projected
Gradient Descent (PGD) attack [4] was introduced within
the adversarial training framework [2, 4, 16]. PGD allows
the perturbation to exceed the e-ball and uses a clipping op-
eration to ensure that the perturbation remains within the
constraint when necessary. Additionally, PGD employs a
random initialization strategy to help escape local minima,
thereby enhancing its attack strength.

Reliable Adversarial Robustness Evaluation The accu-
racy of robustness evaluations relies heavily on the strength
of the attack. White-box attacks used for robustness evalua-
tion must be resilient to issues such as obfuscated gradients
[6] and imbalanced gradients [7]. As shown in [6], stan-
dard PGD can overestimate robustness in the presence of
obfuscated gradients, leading to the development of methods
aimed at improving PGD’s effectiveness. These improve-
ments can be broadly classified into two categories: 1) attack
strategies and 2) loss functions.

Improved attack strategies include enhanced initialization
[9], adaptive boundaries [17], multiple target optimization
[10], and random restarts with step size scheduling [5]. Fur-
ther strategies such as utilizing intermediate logits [11], al-
ternating objectives [12], and margin decomposition [7] also
contribute to increased robustness. In terms of loss functions,
the field has progressed from using cross-entropy to margin
loss [3, 7], boundary distance loss [17], DLR [5], and MIFPE
loss [13]. Among these, margin loss has shown notable re-
silience to gradient-related issues, as demonstrated by the
Margin Decomposition (MD) attack [7]. The AutoAttack
(AA) framework [5] integrates four advanced attack meth-
ods—two Auto-PGD (APGD) attacks, a FAB attack [10],
and a black-box Square attack [18]—to provide a strong,
ensemble-based approach for robust evaluation.

However, the extensive runtime of AA often exceeds
model training times, making robustness evaluation imprac-
tical in many cases. This has led to the development of
new attack methods aimed at faster and more efficient eval-
uations. For instance, the LAFEAT attack [11] enhances
PGD by leveraging intermediate feature layers, while Adap-
tive AA (A3) [8] accelerates AA with an adaptive direction
initialization strategy. Additionally, the Auto Conjugate
Gradient (ACG) attack [19] applies the Conjugate Gradient
(CG) method to improve adversarial optimization. Recently,
the Margin Decomposition (MD) attack [7] introduced a
two-phase approach that integrates margin loss to address
gradient issues and strengthen attacks. In this work, we build
upon the MD attack by proposing a simpler but more effec-
tive loss function that surpasses existing individual attacks.

3. Proposed Attack

Preliminary In this work, we focus on adversarial attacks
on image classification models. Given a target model f, the
goal of an adversarial attack is to find an adversarial pertur-
bation §* constrained within a small e-ball to maximize the
model’s classification error. Formally, it is:

§* = argmax L(f (z + 8),y), (1)
18] o <e

where £ denotes the classification loss, ¥ is the correct label
of x, and ||-|| _ is the L norm. The generated adversarial
example is denoted by x4, = x + 6*.



3.1. Probability Margin Loss

Let z be the logit output of f(x) and z; be the logits output
of the i-th class, and p; = €™/ Zfil ¢ be the probability
output of the ¢-th class for a total number of N classes.
Sorting the values of z; in ascending order, z,, represents the
i-th largest logit value (except z,). Our proposed probability
margin loss is defined as:

eZmaz _ oZy

e
where P4, = max;-, p;. Compared to the classic margin
loss defined on logits (see Table 1), the logit values 2,45 /y
are substituted by the probability p,,45/y in Lpm. Intuitively,
probability-based loss functions take all logit values into
consideration at their denominator, which opens up more
attack possibilities toward different logit directions.

Epm (z7 y) = Pmaxz — Py = ) (2)

Relationship to Existing Adversarial Losses We summa-
rize the formulas and adversarial gradients of five adversarial
loss functions: 1) untargeted cross-entropy (CE), 2) targeted
cross-entropy, 3) DLR [5], 4) margin loss [3], and our 5)
probability margin loss. The two targeted and untargeted CE
use probabilities to compute the loss, while margin loss only
considers the logits of two classes, and DLR exploits the
logits of three classes. The DLR loss is more closely related
to the margin loss but explores different targets than only the
Zmaz- Our PM loss is also defined on probabilities which is
similar to the two CE losses in this sense, but only on two
classes which is similar to the margin loss. By incorporating
different logits, our PM loss is also similar to DLR but in the
exponential space. Another interesting observation is that
the margin loss is equivalent to the sum of the targeted
CE loss and the untargeted CE loss. This interesting ob-
servation implies that the effective margin loss verified in
recent work [7] can be obtained by combining the CE losses.
Next, we will show from the gradient perspective that our
PM loss is a weighted combination of the targeted and
untargeted CE losses and thus is even more effective than
the margin loss.

From the gradient formulas, it can be inferred that during
the optimization process of untargeted CE, the value of z,
decreases while the values of z;., increase, with weights
depending on the probability of the corresponding class.
This provides multiple weighted adversarial directions for
exploration but may have a problem in finding the optimal
direction, as it is hard to concentrate on one particular direc-
tion. In contrast, targeted CE concentrates all exploration
toward z,,,, While suppressing all other possibilities via its
first term. This resolves the previous issue of untargeted
CE but hinders the exploration of alternative adversarial di-
rections. Margin loss increases z,,q, While decreasing z,,
following the maximum adversarial direction, which is sim-
ilar to targeted CE but without the probabilistic weighting.

Compared to margin loss, DLR includes one more direction
(i.e., m3) to weight the z,,,, but still omits other dimensions.
In fact, the gradient of our PM loss is a weighted combina-
tion of the gradients of untargeted and targeted CE losses.
The relationship can be derived as follows:

N
vmﬂpm (z,y) = (py - pmaw) Zpivmzi

K3
+ Pmaz vmzmax - py v:czy
= pyvm'cce (Z, y) + pmawvw‘ccet (Z, y) .
3)

This means our PM loss enjoys the advantage of both untar-
geted and targeted loss, achieving a hybrid attack effective-
ness with a single formula. Moreover, the above weighted
combination of L., and L ..; makes the PM loss more adap-
tive to targeted or untargeted attacks. Specifically, for all
terms other than p, and pnax, there is a regularization effect
that suppresses the increase of these terms by the difference
Dy — Pmax- The closer pyay i to p,, the stronger the regular-
ization effect becomes, allowing more focus on optimizing
in the direction that maximizes 2pyx.

3.2. Probability Margin Attack (PMA)

Our proposed PMA attack adopts the PM loss as the adver-
sarial objective and follows the two-stage attack pipeline
of the MD attack. The reason why we closely follow the
MD pipeline as it already combines previous tricks such
as multi-targeted attack, objective alternation, multi-stage
exploration, random restart, and margin decomposition, into
an integrated pipeline. By simply replacing the adversarial
objective, we can easily improve the attack effectiveness
with no additional costs.

The complete attack process of PMA involves alternating
the attack objective between the two margin terms of the PM
loss. The extract loss term used in each stage of PMA is
defined as follows:

Tyl = H(:ck + - sign(Vg, L1 (k, y)) 4)

€

Drmaz ifk <K' and r%2=0

Li(xr,y) =13 —py ifk<K! and 7%2=1
Pmaz — Py ifK' <k < K.

)

In the above equations, | [ denotes the projection operation,
ensuring that the perturbations are within the e-ball centered
at . The attack step is represented by k € {1,..., K},
while k& < K denotes the attack stage 1 (K! € [1, K)).
r € 1,...,n represents the r-th restart, which is used to
calculate which loss term to use via the modulo operation
(%). The loss function £, switches from the individual



Table 1. A summary of the formulas and gradients of four popular adversarial loss functions and our probability margin loss. Zmaz/Pmas 18

the maximum value of z;/p; for i # y, respectively.

Adversarial Loss ‘ Loss Formula (£ (z,y)) ‘ Adversarial Gradient (V5L (z,y))
Untargeted CE (L) —logp, = —z, + log Zf\il e®i Zg&y PiVazzi + (py — 1) Vazy
Targeted CE (Lcet) 10g Prnaz = Zmaz — log vazl e* | — Zgémm, PiVazi + (1 — Prmaz) VaZmax
Margin (L,,,4) Zmaz — 2y VeZmar — VaZy
Probability Margin (L) | Pmaz — Py = f)zz}z% (Py — Pmax) Zf\] PiVazZi + PmazVaeZmar — PyVaeZy

probability terms to the full PM loss at stage 2, which ensures
the full strength of the attack. The corresponding adversarial
gradients of the loss terms are as follows:

P (= X PiVa2i + (1= Poas) Vo) ik < K and r%2 =0
Vali(@k,y) =< p, (Z}iyp,,vmz +(py—1) szy) ifk < K'and r%2 =1
(Py — Prax) 28 Pizi + Prax Vo Zmax — PyVarz, K" <k <K.

Our PMA ensures sufficient exploration of the py.x and
Pi+y directions by either encouraging the pp.x gradient or
depressing the p, gradient during the first stage (k < K*).
This is optimized alternatively along with multiple restarts.
The perturbation obtained in stage 1 provides a good initial-
ization for stage 2 which further attacks the full PM loss to
find stronger attacks. The detailed procedure of our PMA is
described in Algorithm 1.

Algorithm 1 Probability Margin Attack

1: Input: clean sample x, label i, model f, stage 1 steps K,
total steps K

2: Output: adversarial example Z 44

3: Parameters: Maximum perturbation e, step size o, number of
restarts n, first stage steps K*, total steps K

4: Tady ¢ @

5: forr € {1,...,n} do

6: Ty < x + uniform(—e, €) > uniform noise initialization

7 fork € {1,...,K} do

8 if k < K' then

9: o+ € (1+cos(ET))

10: elseif k > K" then

11: oe<—e-(1—|—cos(f(:[§17r))

12: end if

13: xp < I, (:ck_l +o- sign(Vwﬂz(wk_l,y))) >
update xj, by (0)

14: if L(xqdv) < L(x)) then

15: Tady S Tk

16: end if

17: end for

18: end for

19: Tadgo = Ho,1)(Tadv) > final clipping

20: return x,q4.

4. Experiments

In this section, we first describe our experiment setup and
then present the results for individual evaluation, ensemble
evaluation, and large-scale evaluation, respectively.

4.1. Experimental Setup

Datasets and Models Following previous works, we use
CIFAR-10, CIFAR-100, and ImageNet-1k as the evaluation
datasets. We choose adversarially trained models from the
RobustBench leaderboard [20] as our target models, which
are the most robust models to date. Specifically, we se-
lect the top 10 models from the CIFAR-10 leaderboard,
the top 8 models from the CIFAR-100 leaderboard, and
the top 11 models from the ImageNet leaderboard. These
total of 29 models cover a variety of architectures, includ-
ing ResNet[21], WideResNet[22], ViT[23], XCiT[24], Swin
Transformer[25], and ConvNeXt[26].

Attack Setting and Baselines Following previous
works [5, 20], we focus on L, norm adversarial attack and
set the perturbation budget to ¢ = 8/255 for CIFAR-10 and
CIFAR-100, ¢ = 4/255 for ImageNet-1k. For untargeted
attacks, the number of attack steps is set to 100, while for
targeted (or multi-targeted) attacks, the step for each target is
set to 100. For untargeted attacks, we compare our PM loss
to several existing loss functions, including cross-entropy
(CE), DLR [5], margin loss [3], mixed loss function [12],
and MIFPE[ 13], combined with three attack strategies: the
classic PGD strategy [4], the APGD strategy[5], and the
Margin Decomposition strategy[7]. Notably, for the Margin
Decomposition strategy, we set the hyperparameter K’ to 25
and the number of restarts to 1. The effects of varying K’
values and the number of restarts n are further analyzed in
our ablation study, which is detailed in Appendix B. FAB
[17] is also evaluated. For targeted attacks, we evaluate
the DLR, margin loss, and our probability margin loss with
APGDT]5] attack strategy. This evaluation includes a total
of 9 targets, with each target subjected to 100 attack steps.
We report the robust accuracies of different defense models



Defense Model \ Clean \ PGD.. PGDg. PGD,; PGD,, diff \ APGD.,. APGDg, APGD,; APGD,, diff
CIFAR-10
RWRN-70-16[27] 93.27 | 73.98 72.03 71.94 71.76  -0.18 73.84 72.02 71.94 71.78 -0.16
WRN-70-16[28] 93.25 | 73.60 71.61 71.56 7134 -0.22 73.45 71.60 71.54 71.39 -0.15
Mixing[29] 95.23 | 74.96 69.55 69.52 69.49  -0.03 74.59 69.37 69.28 69.22 -0.06
WRN-28-10[30] 92.16 | 70.65 68.65 68.62 6847  -0.15 70.53 68.60 68.55 68.33 -0.22
WRN-28-10[28] 9244 | 7031 68.31 68.22 68.10  -0.12 70.19 68.17 68.18 68.00 -0.17
WRN-70-16[31] 92.23 | 69.56 67.96 67.79 67.55 -0.24 69.40 67.86 67.70 67.39 -0.31
WRN-70-16[32] 88.74 | 68.63 68.49 67.83 67.08 -0.75 68.48 68.28 67.68 67.03 -0.65
WRN-70-16[33] 91.10 | 68.20 66.98 66.82 66.72  -0.10 68.04 66.85 66.72 66.55 -0.17
WRN-A4[34] 91.59 | 67.93 67.16 67.87 66.60  -0.56 67.80 67.05 66.82 66.59 -0.23
WRN-106-16[31] 88.50 | 67.64 65.69 65.65 65.46  -0.19 67.64 65.58 65.52 65.31 -0.21
CIFAR-100
WRN-70-16[28] 7523 | 48.19 43.93 43.90 43.66  -0.24 48.14 43.84 43.84 43.53 -0.31
WRN-28-10[30] 73.83 | 43.83 40.34 40.33 40.13  -0.20 43.93 40.33 40.34 40.02 -0.31
WRN-28-10[28] 72.58 | 44.09 39.69 39.62 3947 -0.15 44.09 39.60 39.63 39.34 -0.26
WRN-70-16[33] 69.15 | 40.04 39.11 38.93 38.05 -0.12 39.94 38.95 38.76 37.88 -0.88
XCiT-L12[35] 70.77 | 38.98 37.20 36.72 36.03 -0.31 38.93 37.21 36.74 35.95 -0.79
WRN-70-16[31] 63.56 | 38.39 36.20 36.19 35.61 -0.58 38.24 36.09 36.08 3547 -0.61
XCiT-M12[35] 69.20 | 38.87 36.15 35.80 35.16 -0.64 38.73 36.00 35.68 35.05 -0.63
WRN-70-16[36] 65.56 | 36.73 34.23 34.16 33.82 -0.34 36.64 34.19 34.15 33.77 -0.38
ImageNet-1k
Swin-L[37] 78.18 | 59.47 59.80 59.31 5797 -1.34 59.25 59.69 59.63 57.85 -1.40
Mixing[38] 81.10 | 67.55 61.05 59.79 59.20  -0.59 67.24 60.94 59.56 59.18 -0.38
ConvNeXt-L[37] 7748 | 58.42 59.17 58.63 5724 -1.18 58.15 58.15 58.59 57.19 -0.96
ConvNeXt-L+CS[39] | 76.79 | 57.87 58.56 57.88 56.50 -1.37 57.63 58.43 57.82 56.47 -1.16
Swin-B[37] 76.22 | 57.26 56.69 56.28 5493 -1.35 56.96 56.65 56.25 54.91 -1.34
ConvNeXt-B+CS[39] | 75.46 | 56.10 56.45 5591 5455 -1.36 55.79 56.36 55.86 54.52 -1.27
ConvNeXt-B[37] 76.38 | 56.37 56.86 56.20 54.77 -1.43 56.04 56.78 56.19 54.74 -1.30
ViT-B+CS[39] 76.12 | 55.34 55.52 55.01 53.61 -1.40 55.05 55.40 54.94 53.55 -1.39
ConvNeXt-S+CS[39] | 73.37 | 52.69 52.72 51.94 50.38 -1.56 52.32 52.58 51.91 50.34 -1.56
ConvNeXt-T+CS[39] | 72.45 | 51.20 50.29 49.80 48.28 -1.52 50.79 50.24 49.78 48.23 -1.56
RWRN-101-2[27] 73.45 | 51.02 51.65 51.22 49.67 -1.35 50.76 51.57 51.15 49.62 -1.14

Table 2. The robust accuracy (%) of different models. The subscripts of the attacks (columns) represent the adversarial loss function:
cross-entropy (ce), DLR loss (dIr), margin loss (mg), and probability margin loss (pm). The “diff” column shows the decrease in robust
accuracy when evaluated with our pm loss compared to the best baseline loss function. The best results are highlighted in bold.

evaluated under these attacks [5].

In Appendix C, we present comparative experiments in-
volving the ACG[19] and AAA[8] methods. Furthermore,
Appendix D provides a comparison of experimental results
between the traditional SGD+sign update strategy and the
optimization-based update strategy.

We report the robust accuracies of different defense mod-
els evaluated under these attacks [5].

4.2. Main Results

Effectiveness of the PM Loss We first fix the attack strat-
egy to that of PGD and APGD, and then compare our pro-
posed PM loss with other existing loss functions. As shown
in Table 2, our PM loss outperforms CE, DLR, and margin
losses across all evaluated defense models. The robustness
evaluated using the PM loss is about 0.03% to 1.56% lower
than that evaluated using the existing loss functions. The ad-
vantage of the PM loss is more pronounced on datasets with
more classes. Particularly, on ImageNet-1k, our PM loss
achieves an average robustness reduction of 1.22%, demon-

strating its potential for large-scale evaluation. Given the PM
loss’s composition of p,,q; and p, with variable weighting,
we assessed its sensitivity to these weights via an ablation
study, with results detailed in Appendix E.

Effectiveness of PMA We then compare the effectiveness
of our PMA with other existing attack methods. As shown
in Table 3, the robustness obtained by our PMA is the lowest.
Particularly, PMA reduces the robustness of different models
evaluated by other attacks by up to 0.22%.

Compared with the recent MD attack which has the same
attack pipeline as our PMA, the model robustness tested
by PMA is reduced by up to 0.55%. These results confirm
that our PMA is the strongest individual attack in the current
literature. In the last column of Table 3, we list the robustness
evaluated by an ensemble attack: Auto Attack(AA). It can
be observed that the results of PMA are very close to that
of AA, which requires 4900 attack steps to achieve this
strength. Our attack even surpasses the AA on three models
on CIFAR-10, however, its running time is only 3% of AA.



Defense ‘ Clean ‘ PGD,, PGD,; PGD,; APGD,, APGD,; FAB MD Ours diff AA
CIFAR-10
RWRN-70-16[27] 9327 | 71.76  71.15  71.25 71.78 71.30 7231 71.14 71.10 -0.05 71.10
WRN-70-16[28] 9325 | 71.34 70.87 70.82 71.39 7092 7190 70.74 70.67 -0.07 70.70
Mixing[29] 95.23 | 69.49 6898 68.96 69.22 7043 7023 68.59 68.43 -0.16 68.06
WRN-28-10[30] 92.16 | 6847 67.88 6795 68.33 68.03 68.99 67.79 67.72 -0.07 67.75
WRN-28-10[28] 9244 | 68.10 6746 6751 68.00 67.56 68.62 67.42 67.33 -0.09 67.31
WRN-70-16[31] 9223 | 67.55 6694 66.86 67.39 67.37 67.80 66.84 66.80 -0.04 66.59
WRN-70-16[32] 88.74 | 67.08 6635 66.41 67.03 66.77 67.33 66.68 66.24 -0.04 66.14
WRN-70-16[33] 91.10 | 66.72 66.03  66.09 66.55 66.34  67.14 66.04 65.95 -0.09 65.89
WRN-A4[34] 91.59 | 66.60 6598  66.02 66.59 66.09 67.62 6590 65.87 -0.03 65.78
WRN-106-16[31] 88.50 | 6546 64.85 64.85 65.31 65.18  65.62 64.84 64.69 -0.15 64.68
CIFAR-100
WRN-70-16[28] 7523 | 43.66 43.00 43.03 43.53 43.11 43.89 42.86 42.83 -0.03 42.68
WRN-28-10[30] 73.83 | 40.13 39.52 3951 40.02 39.56  40.69 39.46 39.39 -0.07 39.20
WRN-28-10[28] 72.58 | 3947 39.07 39.05 39.34 39.15 40.01 3893 38.92 -0.10 38.79
WRN-70-16[33] 69.15 | 38.05 3738 3738 37.88 37.61 3796 3731 37.20 -0.11 36.89
XCiT-L12[35] 70.77 | 36.03 3544 3542 35.95 3540 36.07 3534 35.27 -0.07 35.04
WRN-70-16[31] 63.56 | 35.61 3490 34.84 3547 3496  35.62 3479 34.74 -0.05 34.68
XCiT-M12[35] 69.20 | 35.16 3448 34.43 35.05 3440 3497 34.48 34.33 -0.10 34.20
WRN-70-16[36] 65.56 | 33.82 3332 3332 33.77 3333 3370 33.25 33.14 -0.11 33.04
ImageNet-1k
Swin-L[37] 78.18 | 5797 5750 57.58 57.85 57.55 - 5742 5735 -0.07 57.26
Mixing[38] 81.10 | 5920 59.29 62.53 59.18 62.36 - 58.69 58.65 -0.04 58.31
ConvNeXt-L[37] 7748 | 57.24  56.63 56.69 57.19 56.69 - 56.64 56.53 -0.10 56.42
ConvNeXt-L+CS[39] | 76.79 | 56.50  56.08 56.20 56.47 56.19 - 5649 5594 -0.14 55.86
Swin-B[37] 76.22 | 5493 5455 5457 5491 54.57 - 5448 5441 -0.07 54.30
ConvNeXt-B+CS[39] | 75.46 | 54.55 54.08 54.15 54.52 54.14 - 5439 5394 -0.20 53.84
ConvNeXt-B[37] 76.38 | 5477 5423 54.27 54.74 54.27 - 5428 5413 -0.14 54.04
ViT-B+CS[39] 76.12 | 53.61 53.00 53.19 53.55 53.14 - 5334 52.82 -0.18 52.66
ConvNeXt-S+CS[39] | 73.37 | 50.38 49.93 4998 50.34 49.96 - 50.12 49.74 -0.22 49.65
ConvNeXt-T+CS[39] | 72.45 | 4828 47.89 47.95 48.23 47.93 - 48.18 47.70 -0.19 47.60
RWRN-101-2[27] 7345 | 49.67 49.19 49.29 49.62 49.30 - 4925 49.06 -0.13 48.96

Table 3. The models’ robustness (%) evaluated by individual attacks. The "diff" column marks the robustness decrease by our PMA

compared to the best baseline. The best results are boldfaced.

For a detailed comparison of the running times, please refer
to the additional experiments provided in Appendix F.

4.3. PMA Ensemble

Here, we explore ensemble attacks with PMA. Specifically,
we explore two ensemble strategies: 1) PMA+1 ensemble
that combines our PMA with one more other attack, and
2) cascade ensemble that incorporates the remaining best
attack in a sequence order until all popular individual attacks
are included. As shown in Table 4, the PMA+1 ensem-
ble always leads to better attacks that further reduce model
robustness. Among all the combinations, PMA + APGDT
(multi-targeted APGD attack) produces the best performance,
which reduces model robustness by 0.52% in the best case.
This implies that PMA and AGPDT may explore the vulner-
abilities of a model in the most distinct directions.

The results of the cascade ensemble are reported in Table
5. As can be seen, when more attacks are appended to the en-
semble, it keeps reducing the models’ robustness to a lower
level than that measured by AA, leading to more and more
accurate robustness evaluations. The final "diff" column
indicates the best result one can obtain with current attacks.
The maximum robustness difference compared to AA was
observed for the top-3 defense model [29] which is 0.99%.
Arguably, there exists a trade-off between effectiveness and
efficiency. Our results indicate that the robustness difference
is within 1% for the top-ranked CIFRA-10 defense models
when applying an ensemble of 17 attacks vs. 1 single attack
to evaluate the robustness. As such, we recommend using the
PMA+1 ensemble, PMA+APGDT (denoted as PMA+) to
be more specific, to evaluate future defenses. A performance
comparison between PMA+ and AA can be found in Table



\ Defense | PMA |  PGDyn | APGDypy | APGDTyp | MD | PGD. | PGDar | PGDyy | PGDwm |
RWRN-70-16[27] | 71.10 | 71.06 -0.04 | 71.08 -0.02 | 71.05 -0.05 | 71.07 -0.03 | 71.10  0.00 | 71.06 -0.04 | 71.08 -0.02 | 71.08 -0.02
WRN-70-16[28] | 70.67 | 70.67  0.00 | 70.66 -0.01 | 70.60 -0.07 | 70.64 -0.03 | 70.67  0.00 | 70.67 0.00 | 70.66 -0.01 | 70.63 -0.04
Mixing[29] 68.43 | 68.05 -0.38 | 68.10 -0.33 | 6793 -0.50 | 68.26 -0.17 | 68.42 -0.01 | 68.04 -0.39 | 68.09 -0.34 | 68.08 -0.35
WRN-28-10[30] | 67.72 | 67.71 -0.01 | 67.71 -0.01 | 67.64 -0.08 | 67.66 -0.06 | 67.72  0.00 | 67.72  0.00 | 67.71 -0.01 | 67.72  0.00
WRN-28-10[28] | 6732 | 67.30 -0.02 | 6731 -0.01 | 6726 -0.06 | 67.29 -0.03 | 6732  0.00 | 6731 -0.01 | 67.31 -0.01 | 67.30 -0.02
WRN-70-16[31] | 66.80 | 66.75 -0.05 | 66.72 -0.08 | 66.61 -0.19 | 66.72 -0.08 | 66.77 -0.03 | 66.72 -0.08 | 66.75 -0.05 | 66.70 -0.10
WRN-70-16[32] | 66.24 | 66.19 -0.05 | 66.18 -0.06 | 66.13 -0.11 | 66.16 -0.08 | 66.23 -0.01 | 6621 -0.03 | 6620 -0.04 | 66.17 -0.07
WRN-70-16[33] | 65.95 | 65.94 -0.01 | 6592 -0.03 | 6586 -0.09 | 6592 -0.03 | 6595  0.00 | 6592 -0.03 | 6594 -0.01 | 6592 -0.03
WRN-A4{34] 65.87 | 65.86 -0.01 | 6584 -0.03 | 6570 -0.17 | 6579 -0.08 | 6586 -0.01 | 6586 -0.01 | 6587 0.00 | 6577 -0.10
WRN-106-16[31] | 64.69 | 64.65 -0.04 | 64.65 -0.04 | 64.58 -0.11 | 6467 -0.02 | 64.69 0.00 | 64.66 -0.03 | 6468 -0.01 | 64.66 -0.03

| Defense | PMA | PGDyy | APGD. | APGDy, | APGD,, | APGD,; | APGDTy, | APGD, | FAB \
RWRN-70-16[27] | 71.10 | 71.09 -0.01 | 71.09 -0.01 | 71.06 -0.04 | 71.06 -0.04 | 71.08 -0.02 | 71.05 -0.05 | 71.05 -0.05 | 71.07 -0.03
WRN-70-16[28] | 70.67 | 70.65 -0.02 | 70.67 0.00 | 70.67 0.00 | 70.66 -0.01 | 70.64 -0.03 | 70.61 -0.06 | 70.61 -0.06 | 70.65 -0.02
Mixing[29] 68.43 | 67.96 -0.47 | 6840 -0.03 | 68.12 -0.31 | 68.13 -0.30 | 6838 -0.05 | 6791 -0.52 | 67.91 -0.52 | 68.16 -0.27
WRN-28-10[30] | 67.72 | 67.71 -0.01 | 67.72  0.00 | 67.69 -0.03 | 67.70 -0.02 | 67.71 -0.01 | 67.63 -0.09 | 67.64 -0.08 | 67.72  0.00
WRN-28-10[28] | 67.32 | 67.31 -0.01 | 67.32  0.00 | 6730 -0.02 | 67.31 -0.01 | 67.29 -0.03 | 6720 -0.12 | 67.25 -0.07 | 67.29 -0.03
WRN-70-16[31] | 66.80 | 66.73 -0.07 | 66.77 -0.03 | 66.74 -0.06 | 66.74 -0.06 | 66.73 -0.07 | 66.57 -0.23 | 66.59 -0.21 | 66.71 -0.09
WRN-70-16[32] | 66.24 | 66.16 -0.08 | 66.21 -0.03 | 6620 -0.04 | 66.20 -0.04 | 66.19 -0.05 | 66.09 -0.15 | 66.13 -0.11 | 66.17 -0.07
WRN-70-16[33] | 65.95 | 6590 -0.05 | 6595 0.00 | 6589 -0.06 | 6591 -0.04 | 6595 0.00 | 6586 -0.09 | 6586 -0.09 | 6593 -0.02
WRN-A4[34] 65.87 | 65.82 -0.05 | 6587 0.00 | 6587 0.00 | 6586 -0.01 | 6582 -0.05 | 6573 -0.14 | 6572 -0.15 | 65.80 -0.07
WRN-106-16[31] | 64.69 | 64.66 -0.03 | 64.69 0.00 | 64.64 -0.05 | 64.64 -0.05 | 64.67 -0.02 | 64.61 -0.08 | 64.60 -0.09 | 64.68 -0.01

Table 4.

The CIFAR-10 models’ robustness (%) evaluated by our PMA plus one existing attack (each column is a unique combination). The

left and right numbers within the column show the absolute value and robustness decreases, respectively.

| Defense | AA | PMA | +PGDy, | +APGD,, | +APGDT,, | +MD +PGD., | +PGDgr | +PGDpy +PGDy; |
RWRN-70-16[27] | 71.10 | 71.10 | 71.06 -0.04 | 71.06  0.00 | 71.03 -0.03 | 71.01 -0.02 | 71.01  0.00 | 71.00 -0.01 | 71.00  0.00 | 71.00  0.00
WRN-70-16[28] | 70.70 | 70.67 | 70.67  0.00 | 70.66 -0.01 | 70.60 -0.06 | 70.59 -0.01 | 70.59  0.00 | 70.59  0.00 | 70.59  0.00 | 70.57 -0.02
Mixing[29] 68.06 | 68.43 | 68.05 -0.38 | 67.86 -0.19 | 67.64 -0.22 | 67.58 -0.06 | 67.58 0.00 | 67.47 -0.11 | 67.43 -0.04 | 67.37 -0.06
WRN-28-10[30] | 67.75 | 67.72 | 67.71 -0.01 | 67.71  0.00 | 67.64 -0.07 | 67.60 -0.04 | 67.60 0.00 | 67.60 0.00 | 67.60 0.00 | 67.60  0.00
WRN-28-10[28] | 67.31 | 67.32 | 67.30 -0.02 | 67.30  0.00 | 67.25 -0.05 | 6724 -0.01 | 6724 0.00 | 6724 0.00 | 6724 0.00 | 67.24  0.00
WRN-70-16[31] | 66.59 | 66.80 | 66.75 -0.05 | 66.72 -0.03 | 66.59 -0.13 | 66.56 -0.03 | 66.55 -0.01 | 66.55 0.00 | 66.55 0.00 | 66.55 0.00
WRN-70-16[32] | 66.14 | 66.24 | 66.19 -0.05 | 66.17 -0.02 | 66.11 -0.06 | 66.09 -0.02 | 66.09 0.00 | 66.09 0.00 | 66.09 0.00 | 66.09 0.00
WRN-70-16[33] | 65.89 | 65.95 | 6594 -0.01 | 6592 -0.02 | 6586 -0.06 | 6586 0.00 | 6586 0.00 | 6586 0.00 | 6586 0.00 | 65.86 0.00
WRN-A4[34] 65.78 | 65.87 | 65.86 -0.01 | 6584 -0.02 | 6570 -0.14 | 65.68 -0.02 | 65.68 0.00 | 65.68 0.00 | 65.68 0.00 | 65.68 0.00
WRN-106-16[31] | 64.68 | 64.69 | 64.65 -0.04 | 64.64 -0.01 | 64.57 -0.07 | 64.56 -0.01 | 64.56 0.00 | 64.55 -0.01 | 64.55 0.00 | 64.55 0.00

| |

| Defense | AA | +PGDy | +APGD. | +APGDar | +APGDy, | +APGDn | +APGDTar | +APGDTng | +FAB | diff |
RWRN-70-16[27] | 71.10 | 71.00  0.00 | 71.00 0.00 | 71.00 0.00 | 71.00 0.00 | 71.00 0.00 | 71.00 0.00 | 71.00 0.00 | 71.00 0.00 | -0.10
WRN-70-16[28] | 70.70 | 70.57  0.00 | 70.57 0.00 | 70.57 0.00 | 70.57 0.00 | 70.57 0.00 | 70.56 -0.01 | 70.56 0.00 | 70.56 0.00 | -0.14
Mixing[29] 68.06 | 6723 -0.14 | 6723 0.00 | 67.19 -0.04 | 67.16 -0.03 | 67.15 -0.01 | 67.07 -0.08 | 67.07 0.00 | 67.07 0.00 | -0.99
WRN-28-10[30] | 67.75 | 67.60 0.00 | 67.60 0.00 | 67.59 -0.01 | 67.59 0.00 | 67.59 0.00 | 67.58 -0.01 | 67.57 -0.01 | 67.57 0.00 | -0.18
WRN-28-10[28] | 67.31 | 67.24  0.00 | 67.24 0.00 | 67.24 0.00 | 67.24 0.00 | 67.24  0.00 | 67.20 -0.04 | 67.20 0.00 | 67.20 0.00 | -0.11
WRN-70-16[31] | 66.59 | 66.55 0.00 | 66.55 0.00 | 66.55 0.00 | 66.55 0.00 | 66.55 0.00 | 66.52 -0.03 | 66.52 0.00 | 66.52 0.00 | -0.07
WRN-70-16[32] | 66.14 | 66.09 0.00 | 66.08 -0.01 | 66.07 -0.01 | 66.07 0.00 | 66.07 0.00 | 66.04 -0.03 | 66.04 0.00 | 66.04 0.00 | -0.10
WRN-70-16[33] | 65.89 | 65.86 0.00 | 65.86 0.00 | 65.83 -0.03 | 65.82 -0.01 | 65.82 0.00 | 6582 0.00 | 6582 0.00 | 6582 0.00 | -0.07
WRN-A4[34] 65.78 | 65.68 0.00 | 65.68 0.00 | 65.68 0.00 | 6568 0.00 | 6568 0.00 | 65.68 0.00 | 65.68 0.00 | 65.68 0.00 | -0.10
WRN-106-16[31] | 64.68 | 64.55 0.00 | 64.55 0.00 | 64.53 -0.02 | 64.52 -0.01 | 6452 0.00 | 64.52 0.00 | 6452 0.00 | 64.52 0.00 | -0.16

Table 5. The CIFAR-10 models’ robustness (%) evaluated by a cascade ensemble attack that starts with our PMA and then includes more
attacks (to the right) sequentially until the bottom right of the second row. Within each column, the left and right numbers show the absolute
value and robustness decreases, respectively. The final "diff" column marks the overall robustness difference between AA and the full

ensemble of attacks (our PMA + 16 other attacks).

6. It is clear that PMA+ outperforms AA in all cases, but
PMA+ only takes 25% of the running time of AA.

4.4. Million-Scale Robustness Evaluation

Here, we aim to scale adversarial robustness evaluation up
to the million-scale for adversarially trained models on Ima-
geNet. To this end, we first construct a large-scale evaluation
dataset named CC1M with 1 million images selected from
the CC3M [14] dataset, which is an (image, caption) paired
dataset comprising diverse objects, scenes, and visual con-
cepts. We first remove the "unavailable" images, i.e., images
showing ‘this image is unavailable’, due to a large number

of expired image URLs. Next, we remove the noisy images
that do not contain any semantic content, such as random
icons. Finally, we apply the Local Intrinsic Dimensional-
ity (LID) [40] to remove anomaly images. The LID is a
representation-space metric that has been shown to be able
to detect adversarial images [41], backdoor images [42, 43],
or low-quality images that are detrimental to self-supervised
contrastive learning [44]. Images with deviated LID scores
from the average are often viewed as outliers that are geo-
metrically far away from normal data manifold. Therefore,
we adopt the Median Absolute Deviation (MAD) with LID
as the final score to filter out the outlier (unusual) images.



Defense | Clean | AA  PMA+ diff | Defense | Clean | AA  PMA+ diff | Defense | Clean | AA  PMA+ diff
CIFAR10 | CIFAR100 | ImageNet-1k

RWRN-70-16[27] | 93.27 | 71.10 71.05 -0.05 WRN-70-16[28] | 75.23 | 42.68 42.63 -0.05 Swin-L[37] 78.18 | 5726  57.20  -0.06
WRN-70-16[28] 9325 | 70.70  70.61 -0.09 WRN-28-10[30] | 73.83 | 39.20 39.17 -0.03 Mixing[38] 81.10 | 5831 5822 -0.09
Mixing[29] 95.23 | 68.06 6791 -0.15 WRN-28-10[28] | 72.58 | 38.79 3877 -0.02 ConvNeXt-L[37] 7748 | 5642 56.36  -0.06
WRN-28-10[30] 92.16 | 67.75 67.63 -0.12 WRN-70-16[33] | 69.15 | 36.89 36.85 -0.04 ConvNeXt-L+CS[39] | 76.79 | 55.86 55.81 -0.05
WRN-28-10[28] 9244 | 67.31 67.20 -0.11 XCiT-L12[35] 70.77 | 35.04 3495 -0.09 Swin-B[37] 76.22 | 5430 5424  -0.06
WRN-70-16[31] 9223 | 66.59 66.57 -0.02 WRN-70-16[31] | 63.56 | 34.68 34.63 -0.05 ConvNeXt-B+CS[39] | 7546 | 53.84 53.80 -0.04
WRN-70-16[32] 88.74 | 66.14  66.09 -0.05 XCiT-MI2[35] 69.20 | 3420 34.13 -0.07 ConvNeXt-B[37] 76.38 | 54.04 5399 -0.05
WRN-70-16[33] 91.10 | 65.89 65.86 -0.03 WRN-70-16[36] | 65.56 | 33.04 33.00 -0.04 ViT-B+CS[39] 76.12 | 52.66 5257  -0.09
WRN-A4[34] 91.59 | 65.78 65.72  -0.06 ConvNeXt-S+CS[39] | 73.37 | 49.65 49.58 -0.07
WRN-106-16[31] | 88.50 | 64.68 64.60 -0.08 ConvNeXt-T+CS[39] | 72.45 | 47.60 47.56 -0.04
RWRN-101-2[27] | 7345 | 4896 4893  -0.03

Table 6. A robustness (%) comparison between PMA+APGDT (PMA+) and the AA across CIFAR-10, CIFAR-100, and ImageNet-1k
datasets. The "diff" column reports the robustness decrease by PMA+ compared to AA. The best results are boldfaced.

Specifically, we first compute the LID scores for images
in CC3M based on their CLIP embeddings, calculate the
median of the LID scores, and then select 1 million images

with LID scores close to the median.
100 100
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Figure 1. Relative robustness evaluation on CC1M and ImageNet-
1k test set. z-axis: top-5 (on RobustBench leaderboard) defense
models adversarially trained on ImageNet; y-axis: relative robust-
ness. Left: The red and blue lines represent the relative robust-
ness measured on CC1M and ImageNet-1k test set, respectively.
Right:The red and blue bars represent the relative robustness mea-
sured on CCIM by PGD,. and our PMA, respectively.

To verify the robustness of a model on a large-scale un-
labeled dataset, we define a new robustness metric called
Relative Robustness, which replaces the ground truth label
in the standard robustness by the predicted labels on the
clean images. The attack is considered successful when the
model’s prediction on the adversarial image does not match
its prediction on the clean image. Note that relative robust-
ness is a weaker robustness measurement than the standard
robustness as it also considers the incorrect predictions. We
evaluate the relative robustness of the top 5 models on the
ImageNet leaderboard from RobustBench using 100 steps
PMA. The evaluation was conducted on both the CC1M and
ImageNet-1k datasets and the results are shown in Figure 1.
The relative robustness of these models decreases drastically
from above 59% to below 19%. And the relative rankings
between the models have also changed. This suggests a
considerable robustness gap between small-scale evaluation
and large-scale evaluation, revealing the vulnerabilities of
ImageNet pre-trained robust models in broader applications.

In Figure 1, we compare the relative robustness measured
on CCIM using our PMA and the PGD., method, both
with 100 steps. For a comprehensive comparison with other
methods, please see Appendix F. It should be noted that, due

to the high computational cost of AA, we did not include a
comparison with AA in this experiment. As can be observed,
the robustness evaluated by PMA is approximately 3.56%
to 11.86% lower than that evaluated by PGD,.. This verifies
the advantage and reliability of our method in large-scale
robustness evaluation.

5. Limitation

While PMA outperforms all individual attacks and the PMA+
ensemble achieves state-of-the-art effectiveness, it still has
some limitations. Although PMA+ is significantly more
efficient than AutoAttack (AA), it still requires considerable
time for large-scale evaluations. Additionally, our approach
is currently limited to white-box settings, posing challenges
for extending its applicability to black-box attack scenarios.

6. Conclusion

In this paper, we studied the problem of white-box robust-
ness evaluation and introduced a novel individual attack,
Probability Margin Attack (PMA), which is guided by the
newly proposed Probability Margin (PM) loss. We analyzed
the relationship between PM loss and several widely used
loss functions, including cross-entropy loss (both targeted
and untargeted), difference of logits ratio (DLR), and margin
loss. Through empirical evaluation, we demonstrated the su-
perior performance of the PM loss and the PMA attack, high-
lighting their effectiveness. Additionally, we explored the
potential for developing an ensemble attack that outperforms
AutoAttack (AA) in both effectiveness and speed. Finally,
we conducted a million-scale white-box adversarial robust-
ness evaluation on adversarially trained ImageNet models,
revealing a significant robustness gap between small-scale
and large-scale evaluations.
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Supplementary Material

7. Introduction

Due to the page limitation of the paper, we further illustrate
our method in this supplementary material, which includes
the following sections: 1)Visual illustrations of the attacked
images. 2) A detailed analysis of the quantitative results
for hyperparameters K’ and n; 3) A comparison of exper-
imental results between the PMA method and the AAA
and ACG methods; 4) A comparison of experimental re-
sults between the traditional SGD+sign update strategy and
optimizer-based strategies; 5) A detailed examination of the
ablation results for P,,,, and P, weights; 6) Detailed re-
sults of the million-scale adversarial robustness evaluation
between the PMA method and other methods. 7) Supple-
mentary experiments on CLIP.

8. isual illustrations of the attacked images.
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Figure 2. Visual illustrations of the attacked images.

Fig. 2 visualizes adversarial examples generated by dif-
ferent attacks, along with their predicted labels. We eval-
uate their quality using PSNR, SSIM, and LPIPS, and re-
port cross-entropy loss between adversarial predictions and
ground-truth labels, demonstrating both visual and func-
tional impact.

9. Detailed quantitative results of hyperparam-
eter K’ and n

Table 7. The models’ robustness (%) evaluated on different K’
values. The best results are boldfaced.

Dataset Model K' =15 | K'=20 | K'=25| K'=30 | K'=35
CIFAR10 WRN-28-10[30] 67.79 67.76 67.72 67.77 67.77
CIFAR10 WRN-28-10[28] 67.35 67.34 67.33 67.36 67.35
CIFAR10 RWRN-70-16[27] 71.13 71.14 71.1 71.14 71.16
ImageNet ViT-B+CS[39] 52.84 52.83 52.82 52.86 54.43
ImageNet Swin-B[37] 54.41 54.41 54.41 54.41 54.43
ImageNet | ConvNeXt-S+CS[39] 49.74 49.74 49.74 49.75 49.8

Table 8. The models’ robustness (%) evaluated on different n values.
The best results are boldfaced.

Dataset Model n=1|n=2|n=>5
CIFAR10 ‘WRN-28-10[30] 67.72 67.8 68.18
CIFAR10 ‘WRN-28-10[28] 67.33 67.35 67.65
CIFAR10 RWRN-70-16[27] 71.1 71.14 71.48
ImageNet ViT-B+CS[39] 52.82 529 53.17
ImageNet Swin-B[37] 54.41 54.45 54.68
ImageNet | ConvNeXt-S+CS[39] 49.74 49.75 49.97

In our study, we conducted a quantitative analysis of the

hyperparameters K’ and n for the PMA method. We tested
three models from the CIFAR10 dataset and three defense
models from ImageNet, with a total of 100 iterations set for
the tests. The results are presented by evaluating the robust
accuracy of different defense models under various attacks.

For the quantitative investigation of K’, we compared
five different values: 15, 20, 25, 30, and 35. The results, as
shown in Table 7, indicate that the optimal performance is
achieved when K is set to 25.

In the quantitative study of n, we set three different num-
bers of restarts: 1, 2, and 5, ensuring a total of 100 iterations.
The results, as shown in Table 8, suggest that the best perfor-
mance is obtained when n is set to 1.

10. Comparison of experimental results be-
tween PMA method and AAA, ACG meth-
ods

In this comparative analysis, we evaluated the AAA and
ACG methods alongside our PMA method. Seven defense
models from the CIFAR10 dataset were subjected to a con-
straint of 100 attack steps. The outcomes are detailed by
assessing the robust accuracy of these models when con-
fronted with diverse attack scenarios. As depicted in Table 9,
our approach consistently outperformed the others, demon-

strating superior effectiveness.
Table 9. The robustness (%) of different models on the CIFAR10
dataset, as evaluated by PMA, AAA, and ACG attacks.

Dataset Model PMA | AAA | ACG
CIFAR10 | WRN-28-10[30] | 67.72 | 68.85 | 68.63
CIFARIO | WRN-28-10[28] | 67.33 | 68.49 | 68.26
CIFAR10 | WRN-70-16[33] | 65.95 | 71.27 | 69.39
CIFAR10 Mixing[29] 68.43 | 71.27 | 69.39
CIFARIO | WRN-70-16[31] | 66.80 | 68.18 | 67.78
CIFAR10 | WRN-106-16[31] | 64.69 | 65.84 | 65.62
CIFARIO | WRN-70-16[28] | 70.67 | 71.18 | 71.58

11. Comparison of experimental results be-
tween traditional SGD+sign update strat-
egy and optimizer-based strategies

In our preliminary experiments, we adopted the SGD+sign
update strategy, forgoing the integration of an optimizer.
To extend our analysis, this section introduces comparative
experiments with optimizer-based approaches, focusing on
the widely recognized Adam optimizer.

We evaluated three models from the CIFAR10 dataset
and three defense models from ImageNet, each subjected to
a total of 100 iterations. For the optimizer configuration, we



Table 10. The model’s robustness(%) evaluated by individual attacks. The best results are boldfaced.

Dataset Model PGD.. PGDgr PGDyyg PGD,n PGDyy PGD,y,; MD PMA
CIFAR10 WRN-28-10[30] 72.26/70.65 | 69.88/68.65 | 69.65/68.62 | 69.52/68.47 | 68.83/67.88 | 69.1/67.95 | 71.61/67.79 | 71.9/67.72
CIFAR10 WRN-28-10[28] 71.72/70.31 | 69.55/68.31 | 69.22/68.22 | 69.19/68.10 | 68.42/67.46 | 68.76/67.51 | 71.46/67.42 | 71.46/67.33
CIFARI10 RWRN-70-16[27] 75.14/73.98 | 73.43/72.03 | 73.09/71.94 | 73.03/71.16 | 72.25/71.15 | 72.49/71.25 | 74.9/71.14 | 74.9/71.10
ImageNet ViT-B+CS[39] 57.39/55.34 | 56.84/55.52 | 55.93/55.01 | 54.72/53.61 | 54.21/53.00 | 55.7/53.19 | 55.48/53.34 | 55.10/52.82
ImageNet Swin-B[37] 58.5/57.26 | 57.57/56.69 | 56.92/56.28 | 55.98/54.93 | 55.27/54.55 | 56.36/54.57 | 59.31/54.48 | 61.04/54.57
ImageNet | ConvNeXt-S+CS[39] | 53.58/52.69 | 53.63/52.72 | 52.63/51.94 | 51.5/50.38 | 50.79/49.93 | 51.98/49.98 | 53.71/50.12 | 52.97/49.74

Table 11. The models’s robustness results across various methods on CC1M, with the best performances in bold.

Dataset Model PGD.. | PGDgir | PGDpg | PGDpy | PGDyye | PGDpy MD | PMA AA
ImageNet Swin-L[37] 20.66 19.82 19.06 17.38 16.68 16.72 | 16.68 | 16.54 | 16.3
ImageNet Mixing[38] 29.46 20.9 19.06 18.32 18.42 21.48 | 17.48 17.4 | 16.64
ImageNet ConvNeXt-L[37] 20.26 20.9 20.3 18.5 17.4 17.3 17.3 | 16.92 | 16.78
ImageNet | ConvNeXt-L+CS[39] 22.76 21.09 21 18.88 18.2 18.14 | 19.02 18 | 17.58
ImageNet Swin-B[37] 22.24 19.2 16.9 16.78 16.98 16.8 16.9 | 16.64 | 16.54

employed the tanh function to scale the noise within the in-
terval [-1, 1], multiplied this scaled noise by the perturbation
magnitude, and subsequently added it to the original image.
Clipping was applied to ensure pixel values remained within
the permissible range. The initial learning rate was set to
0.05, with $; = 0.9 and B = 0.99.

The ensuing robustness outcomes, presented as a compar-
ison between *Adam’ and *’SGD+sign’ in Table 10, indicate
that the Adam optimizer does not significantly enhance the
efficacy of the attack. However, in this context, our pm loss,
as implemented in the PMA method, consistently demon-
strated superior performance. This underscores the critical
importance of identifying more reliable optimization direc-
tions in the domain of adversarial attacks.

12. Detailed ablation results of F,,,, and P,
weights
Table 12. The robustness (%) of the models, evaluated using the

PGDpn, attack with varying (3 values, on the CIFAR10 and Ima-
geNet datasets.

Dataset Model B=05|p8=07|8=1|pB=125|3=1.5
CIFARI0 ‘WRN-28-10[30] 68.66 68.47 | 68.47 68.48 68.54
CIFAR10 ‘WRN-28-10[28] 68.11 68.09 68.1 68.16 68.26
CIFARI10 RWRN-70-16[27] 71.95 71.74 71.76 71.79 71.87
ImageNet ViT-B+CS[39] 53.48 5348 | 53.61 53.8 54.04
ImageNet Swin-B[37] 54.94 54.83 | 5493 55.11 5531
ImageNet | ConvNeXt-S+CS[39] 50.38 50.26 50.38 50.56 50.82

In this section, we present a quantitative analysis of the
weights associated with P, and P, within the PMA and
PGD,,, approaches. We utilized a weighted formulation of
the PM loss, defined as Ly, = 8 - Ppaz — Py, to evaluate
both the PGD and PMA methods. The evaluation encom-
passed three models from the CIFAR10 dataset and three
defense models from ImageNet, each limited to a maximum
of 100 iterations. The robust accuracy of these defense mod-
els under various attack scenarios was assessed to detail the
outcomes.

For the parameter 3, we investigated its influence across
five distinct values: 0.5, 0.75, 1, 1.25, and 1.5. The results

Table 13. The robustness (%) of the models, evaluated using the
PMA attack with varying /3 values, on the CIFAR10 and ImageNet
datasets.

Dataset Model B=05|£8=07 |3=1|8=125|3=1.5
CIFAR10 WRN-28-10[30] 67.98 67.78 | 67.72 67.79 67.78
CIFAR10 WRN-28-10[28] 67.56 6739 | 67.33 67.43 67.37
CIFAR10 RWRN-70-16[27] 71.35 71.18 71.1 71.13 71.16
ImageNet ViT-B+CS[39] 53.02 52.88 | 52.82 52.84 52.96
ImageNet Swin-B[37] 54.72 54.45 54.41 54.39 54.42
ImageNet | ConvNeXt-S+CS[39] 50.01 49.77 49.74 49.74 49.89

for the PG D,,,,, method are detailed in Table 12, while those
for the PMA method are presented in Table 13. The findings
reveal distinct performance trends: the PGD,,, method
achieves marginally superior performance with 5 = 0.75,
whereas the PMA method yields optimal results with 5 = 1.

13. Million-Scale adversarial robustness evalu-
ation between the PMA method and other
methods

In this supplementary section, we broaden our comparative
analysis by incorporating the PMA and PGD,.. methods
with other existing techniques. We assessed the same set of
five ImageNet defense models discussed in the main body
of the paper. Due to the extensive duration—estimated to
span several months—to test AA on the CC1M dataset, we
chose not to conduct this test. Instead, to enhance our evalu-
ation, we randomly selected a subset of 10,000 images from
CCI1M to evaluate the comparative robustness of AA. For
consistency, we allocated 100 steps for all methods, with the
exception of AA, which includes four distinct attacks.

The results of these experiments are presented in Table 11,
where we also document the computational time expended
by one of the defense models when subjected to various
attack methodologies. All experiments were conducted on an
NVIDIA RTX 3090 GPU with a batch size of 32. As shown
in Table 14, AA emerges as the superior approach; however,
our PMA method closely matches AA in performance while



requiring only 3% of AA’s evaluation time.
Table 14. The efficiency results (in seconds) across various methods
on CC1M, with the best performances in bold.

Dataset | Model [ PGD.. | PGDgir | PGDpg | PGDyw | PGD.y [ PGD,i [ MD [PMA | AA
ImageNet | Swin-B[37] | 766 | 700 | 742 | 742 | 688 878 | 742 | 718 [ 22328

14. Supplementary experiments on CLIP

To address the domain mismatch between Conceptual-
Captions and ImageNet, we conducted supplementary ex-
periments using CLIP on CC1M. We tested perturbation
ranges of 1, 2, and 3, with a batch size of 32. All sam-
ples in a batch—except the text corresponding to the given
image—were treated as negative samples. As shown in
Table 15, our method consistently achieves the best perfor-
mance.

€ Clean PGD.. PGDy,. PGD,, PGD,, PGD, PGD,; MD PMA diff

1255 73.74  26.22 22.32 21.92 21.9 21.4 2132 2132 21.16 -0.16
2/255 7374 13.12 10.45 9.97 9.94 9.48 9.5 9.5 9.4 -0.1
3/255  73.74 7.42 6.2 5.87 5.89 5.5 5.55 557 545 -0.05

Table 15. Robustness (%) evaluated under varying e.
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Figure 1. Visual illustrations of the attacked images.

R1-Q1: Visual illustrations of the attacked images. Al:
Fig. 1 visualizes adversarial examples generated by differ-
ent attacks, along with their predicted labels. We evalu-
ate their quality using PSNR, SSIM, and LPIPS, and re-
port cross-entropy loss between adversarial predictions and
ground-truth labels, demonstrating both visual and func-
tional impact.

R1-Q2: Advantages over SOTA methods. A2: Our PMA
method matches the performance of AutoAttack (AA) while
using only 3% of its runtime. Furthermore, our ensemble
variant, PMA+, outperforms AA in attack effectiveness and
reduces computational cost to just 25% of AA’s require-
ments.

R1-Q3: Selection and evaluation of defense techniques.
A3: We base our selection of defense techniques on the Ro-
bustBench leaderboard, a widely accepted benchmark for
robust models. Higher-ranked models on this leaderboard
demonstrate stronger defenses. For evaluation, we chose 29
top-ranked defense models, representing the latest advance-
ments in adversarial robustness.

R2-Q1: Marginal improvement. Al: Our PMA+ inte-
grates only two attack methods to balance efficiency and
effectiveness. It outperforms AutoAttack (AA) in perfor-
mance while being four times more computationally effi-
cient.

step=0
-0.3728

step=20
0.2432

step=40
0.2433

step=60
0.2433

step=80
0.2434

step=100
0.2434

Pmax — Py
PGDym,

Table 1. Values of pmax — py at different steps of PGDyy,.

R2-Q2: Additional empirical analysis and regulariza-
tion effect. A2: Our PM loss is a weighted sum of two
cross-entropy losses. During differentiation, it introduces
a regularization term p, — pmax, Which suppresses out-
puts for all classes except zmax, concentrating optimiza-
tion resources on maximizing zma.x. As the optimization
progresses, py — Pmax decreases, further guiding the pro-
cess toward maximizing zmax, as shown in Table. 1. We
compare the effects of standard cross-entropy loss with our
PM loss in Table 2. The results show that targeted cross-
entropy is more effective than untargeted cross-entropy
for datasets with fewer classes (e.g., CIFAR-10). How-
ever, for datasets with a larger number of classes (e.g., Im-
ageNet), targeted cross-entropy becomes less effective. In
contrast, our PM loss consistently outperforms both, asdr

CVPR
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encourages broader target exploration while using py —Pmax 045
to suppress unnecessary updates to other classes.
datasets  model PGD.. PGD.; PGD,,
CIFARIO WRN-28-10 7065  69.61 6847
CIFARI0O RWRN-70-16 7398 7300  71.76
ImageNet Swin-L 5947  60.12 57.97
ImageNet VIT-B+CS 5534 5601 5361
Table 2. Robustness(%) evaluated of different attacks
Dataset ~ Model PGD.. PGDy, PGD,, PGD,, PGD, PGD,, MD PMA 046
CIFARIO  WRN-28-10 0.7575 0.6818  0.7175  0.7335 0.74 0.7461  0.7591 0.7589
CIFARIO RWRN-70-16 0.6522  0.5788  0.6152  0.6298  0.6348  0.6411  0.6543 0.6539
ImageNet  Swin-L 0.8601  0.6789 0.7499 0.8185  0.8238  0.8352 0.8402 0.8402
ImageNet ViT-B+CS 0.9579  0.7455 0.8241 0.9009 09192  0.9233 0.8936 0.8935
Table 3. Avg. CE loss values of different types of adv. examples.
R2-Q3: Cross-entropy loss analysis. A3: We con- 047
ducted experiments on CIFAR-10 and ImageNet to analyze 048
changes in cross-entropy loss (average values) for differ- 049
ent types of adversarial samples, as shown in Table. 3. Re- 050
sults show that methods using the cross-entropy exhibit the 051
largest changes. However, this metric alone does not effec- 052
tively reflect the superiority of attack methods, as different 053
loss functions lead to varying maximal loss changes. 054
R2-Q4: Computational cost. A4: Our PMA attack, like 055
most individual methods (except FAB), uses 100 back- 056
propagations per sample. The enhanced variant, PMA+, 057
requires 1000 backpropagations, while AutoAttack (AA) 058
takes 4900. The actual runtime in our experiments aligned 059
with theoretical expectations. In Table 14 (appendix), we 060
have provided empirical efficiency analysis, and we will in- 061
clude additional analysis in the revision. 062
R2-Q5: Details of ImageNet dataset. A5: Table 6 were 063
computed on the full ImageNet test set, for all attacks in- 064
cluding AA. 065
e Clean PGD, PGDy. PGD,, PGD,, PGD,, PGD,, MD PMA diff
1255  73.74  26.22 22.32 21.92 21.9 21.4 21.32  21.32 2116 -0.16
2/255  73.74 13.12 10.45 9.97 9.94 9.48 95 9.5 9.4 -0.1
3/255  73.74 7.42 6.2 5.87 5.89 55 5.55 5.57 545 -0.05
Table 4. Robustness (%) evaluated under varying e.
R2-Q6: Supplementary experiments on CLIP. A6: To ad- 066
dress the domain mismatch between Conceptual-Captions and Im- 067
ageNet, we conducted supplementary experiments using CLIP on 068
CC1M. We tested perturbation ranges of 1, 2, and 3, with a batch 069
size of 32. All samples in a batch—except the text corresponding 070
to the given image—were treated as negative samples. As shown 071
in Table 4, our method consistently achieves the best performance. 072
R3-Q1: Why CC1M as a benchmark? A1: We created CC1M as 073
a benchmark for two key reasons: 1) To simulate large-scale evalu- 074
ation scenarios where fine-grained labels are unavailable, but text 075
descriptions are provided; and 2) To incorporate diverse scenar- 076
ios and rich text descriptions, enabling broader applicability. We 077
did not use ImageNet (or similar large-scale classification datasets) 078
because: 1) It lacks one million test images, limiting its suitability 079
for large-scale evaluation; and 2) Its training images are commonly 080
used to train robust models, which could bias the evaluation. 081
R3-Q2: Why RR as evaluation metric? A2: Since CC1M does 082
not have ground truth labels, we can measure robustness using pre- 083
diction differences, such as Relative Robustness (RR), KL diver- 084
gence, or CLIP score variation. Among these, RR is more inter- 085
pretable than KL divergence or CLIP score, making it a preferred 086

metric for our analysis.



