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Abstract—Adversarial training is one of the predominant
techniques for training classifiers that are robust to adversar-
ial attacks. Recent work, however has found that adversarial
training, which makes the overall classifier robust, it does not
necessarily provide equal amount of robustness for all classes.
In this paper, we propose the use of mixup for the problem
of learning fair robust classifiers, which can provide similar
robustness across all classes. Specifically, the idea is to mix
inputs from the same classes and perform adversarial training
on mixed up inputs. We present a theoretical analysis of this
idea for the case of linear classifiers and show that mixup
combined with adversarial training can provably reduce the class-
wise robustness disparity. This method not only contributes to
reducing the disparity in class-wise adversarial risk, but also the
class-wise natural risk. Complementing our theoretical analysis,
we also provide experimental results on both synthetic data and
the real world dataset (CIFAR-10), which shows improvement in
class wise disparities for both natural and adversarial risks.

I. INTRODUCTION

Despite their advanced capabilities, modern neural networks
are known to be vulnerable to adversarial attacks. These
attacks involve subtle, almost imperceptible modifications to
the input data—known as adversarial examples—that can lead
the networks to make incorrect decisions [[1]]-[3]l. Therefore,
to defend against adversarial attacks, numerous researchers
have proposed algorithms for learning classifiers that are
robust to adversarial attacks. Madry et al. [4] introduced
adversarial training (AT) to enhance the robustness of models
against adversarial examples. Informally, the goal of AT is
to minimize the robust risk (or a surrogate of robust risk) as
opposed to the conventional natural risk. Several variations
of AT have been developed. For instance, research works
[5]], [6] introduce different regularization terms, while other
works [[7]], [8] incorporate unlabeled data into the training set.
Additionally, Wong et al. [9]] present a method to expedite
the training process. Extensive research [10]-[13]] have ex-
plored the balance between robustness and accuracy. Notably,
TRADES [6] has become one of the most favored methods,
owing to its impressive experimental outcomes.

While adversarially trained classifiers often exhibit higher
overall robustness to input perturbations, it was discovered
[14]-[16] that they frequently create a significant disparity of
standard accuracy and robust error between various classes or
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sensitive groups. For instance, a model that has been trained
naturally exhibits comparable performance levels across differ-
ent classes. Conversely, models that have undergone adversar-
ial training tend to perform well in certain classes but perform
worse in others. This disparity in performance poses signifi-
cant risks for certain applications that rely on the model’s
accuracy and require comparable robustness across all classes.
To motivate this problem, consider the case of an autonomous
driving system [3]], [17] which employs an object detector.
While this detector may exhibit an impressive level of robust
accuracy when it comes to identifying objects on the road,
there are certain classes that it struggles with. Specifically, it
performs well when it comes to identifying inanimate objects,
even with large perturbations, demonstrating a high level of
robust accuracy on the “inanimate” class. However, if it is less
robust to perturbations while recognizing humans, this can be a
significant safety concern. Researchers have observed a similar
phenomenon in real-world datasets such as CIFAR-10 [14].
Specifically, models trained under normal conditions (i.e., min-
imizing the natural risk) tend to perform consistently across
different classes. However, models trained using adversarial
techniques exhibit significant discrepancies in performance by
class, affecting both accuracy and robustness. For instance,
such a model might demonstrate low errors—both standard
and robust—on images from the “car” class, while showing
significantly higher error rates for “cat” images. This issue of
fairness, characterized by uneven class-wise performance, is
not as prominent in naturally trained models.

Recent studies by [14]], [[18[]-[20]] have highlighted the issue
of class-wise robustness disparity, which they characterize as
a fair robustness problem, emphasizing the need for equal
robustness across different subgroups. [14] specifically notes
that adversarial training (AT) can exacerbate disparities in
standard accuracy across classes compared to natural training,
and hence focuses on the development of adversarial training
algorithms. In contrast, [|17] investigates how the perturbation
radius in AT affects class-wise disparity in robust accuracy
and examines whether there is a tradeoff between overall
robust accuracy and class-wise disparity in robust accuracy.
[21]] assigns suitable learning weights and adversarial margins
to each class, based on the distances between classes.

Main Contributions In this paper, we investigate the fair
robustness problem and propose the use of combining mixup
with adversarial training as an effective solution to diminish
class-wise risk discrepancies. We introduce a novel approach
where we employ same-domain mixup samples—strategically



using linear convex combinations of samples from same
classes—to address disparities in natural risk. Similarly, for
adversarial risk, we adapt this method by applying same do-
main mixup techniques with adversarial samples to equitably
reduce risk across all classes. We present a detailed theoretical
analysis for linear models and Gaussian data, which shows that
using mixup provably reduces class-wise disparities. Extensive
empirical validation on both the synthetic dataset and the real-
world dataset, such as CIFAR-10, substantiates our theoretical
insights. For instance, on the CIFAR-10 dataset, the worst class
test adversarial risk is about 12.70% while the domain mixup
worst class test adversarial risk is improved to 3.80% when
the perturbation budget ¢ = 0.3. Our experiments confirm that
our proposed method not only consistently reduces the discrep-
ancies in class-wise risks but also significantly enhances the
overall fairness and robustness of machine learning models.

II. PRELIMINARIES AND PROBLEM STATEMENT

We consider a supervised classification problem, where we
are given a dataset: {x;,y;}_ ;. We use x; € X to denote the
set of features for ¢th sample and y; € ) denotes the corre-
sponding true label, where X C R% and ) = {1,2,...,C}.
Consider a classifier f parameterized by w, which maps from
input data space to output labels: X — ). We use ¢() to
denote the loss function, e.g., £(f, (), ).

Natural Training Classifier The main objective is to optimize
the model’s accuracy on samples not previously seen from the
base distribution. We define the natural training risk as follows

Roa(f) = E(a:,y) U(fuw(),y)]- (1)
In addition, we identify the optimized natural training classifier
[ that has the lowest natural risk:

at
f:at = arg;nin Rnat(f)~ 2

Adversarial Training Classifier The goal of adversarial
training is to construct models resistant to adversarial inputs
through robust optimization techniques. In essence, adversar-
ial training seeks to identify the classifier that exhibits the
minimal adversarial or robust risk:

Radv(f) = E(m,y) g(f(x/)v y)] . (3)

where € denotes the /., perturbation size. Similar as above,
we define the optimized adversarial training classifier f;, that
has the lowest adversarial risk:

fow = arg;nin Raav(f)- )

For the scope of this paper, we explore the class-wise
discrepancies of both the natural training classifier and ad-
versarial training classifier. Following previous works [14],
[17] and to facilitate the theoretical analysis, we consider the
binary classification, ) = {—1,1}, and the class-conditioned
data are assumed to be drawn from a multi-variate Gaussian
distribution as defined next.

Definition 1. (Data Distribution) Given some constants
Ui, i— and oy,0_, the joint distribution of the data and

labels are given as:

N{-i—l, w. p. « zN{N(u.;_,UfLI), ify=+1
Y -1, ’ N(—p_,021), ify=-1
where « is the prior probability of class +1 and py = pil,
pn— = pu_1, 1 represents the d-dimensional all-ones vector,

and I is d-dimension identity matrix.

w.p.1l—a

Given a classifier f, we next define the class-wise natural

risk with respect to the 0/1 loss as follows:

Rl (f) = Eqy (L(f(z) = ~1ly = +1))

R (f) = @y (1(f(2) = +1ly = —1)).
where 1(-) is the indicator function. To study the adversarial
(robust) risk, we focus on [..-norm bounded perturbations.
Specifically, for an input z, the perturbation set around x is
defined as B(x,€) = {2’ || 2’ — 2 || < €}. We denote € as
the [, perturbation radius around the input. The class wise
adversarial (or robust) risk can then be defined as:

REV() =E(uy) ( sup 1(f(z') = —1ly = +1)>

z' €B(x,€)

R () = Eqay) ( sup )ll(f(:c’) =ty = 1)) .
z'€B(x,e

For the theoretical analysis, we assume that the classifier is
linear, i.e., f(r) = sign({(w,z) + b), where w € RY, b €
R. Recent works, such as [[14]] and [17], have analyzed the
class-wise natural and adversarial risks when f is a linear
model, identifying significant discrepancies among the classes.
These results highlight the uneven distribution of natural risks
(Proposition and adversarial risks (Proposition across
different classes.

Proposition 1. [|/4)], [|I7)] (Class Wise Natural Risk) For the
optimized linear classifier f, that minimizes the natural risk,

when o_ = o4 = o, the class wise risks are given as:
_d2 B 2 2K 2
Rid () = @ (Ll i) ), ®
20720 (i + i)
o —d*(p— + py)? + 2K o>
Rd(fr) =0 (ZEU i) .
24320 (p— + p14)

where K is a positive constant.

(6)

Proposition |1 shows that if the variance of two classes are
the same, the risk of class +1 is less than the risk of class -1:
Rt (fe) < Ruat (f5,), where the linear classifier shows bias
since it prefers the positive class. A similar result was obtained
which showed the discrepancy of the class-wise robust risk.

Proposition 2. [I4)], [|I7)] (Class Wise Adversarial Risk) For
the optimized linear classifier f),, when o_ = o4 = o, the
class wise risks are given as:

—M' — 2K o2
oy g 7
Radv( adl’) 2d3/20—(‘u_ —+ I 26) ’ ( )
—M' +2Kc?
—1 * — (I) . 8
Radv(fadv) 2d3/20—(u_ + py — 26) ®)

where M = d?(pu_ + py — 2€) X (u_ + py — 2¢) and K is
a positive constant.



Proposition [2] shows that if the variance of two classes are
the same, we have R(f2,) < Ry (f,), where the linear
classifier shows bias in the class wise adversarial risk since it

prefers the positive class.

Quantifying Class-wise Discrepancy: for a given classifier f,
in order to measure the classifier’s bias present in the class-
wise natural risks and class-wise adversarial risks, we define
the difference between these risks as follows:

Anat(f) = |R1;;t(f) - Rr;lt(f)| ;
Aadv(f) £ ‘R:;iv(f) - R;}v(f)| .

Problem Statement Our goal is to build a robust classifier
which diminishes the discrepancy of the class wise natural
risks and adversarial risks. We propose to use the domain
mixup mechanism to provably reduce the discrepancies of
class wise natural risks as well as the adversarial risks. In
the next section, we provide our main results and propose that
mixup mechanisms can mitigate the class wise bias on either
natural training or the adversarial training, for which we offer
an in-depth theoretical analysis.

III. MAIN RESULTS AND DISCUSSION

In this section, we present our main results on mitigating
the class-wise discrepancies in natural risks and adversarial
risks within the class-conditioned Gaussian distributions using
a linear model. Our results are organized as follows: We
first illustrate the mixup mechanisms that can reduce the
gap among the class wise risk. We then give the theoretical
analysis of the mixup based class wise natural risks (Theorem
() and mixup based class wise adversarial risks (Theorem
respectively. We establish that our mixup-based approach
consistently reduces the discrepancies in class-wise risks,
thereby leading to a close to uniformly robust classifier.

The idea of Mixup was introduced in [22] as a data-
dependent regularization technique that operates by taking
linear combinations of pairs of examples and their labels to
generate new training examples. This approach aims to en-
courage the model to behave more linearly in-between training
examples, which can improve generalization and robustness of
the model. Mixup has been shown to be effective in reducing
generalization error across various tasks and models [23]],
[24]. In our paper, we propose that mixup can decrease the
discrepancy of the class wise risks and improve the fairness
on the class wise natural risks and class wise adversarial risks.
We use rgmix denote the same domain mixup sample and Ysmix
denotes the same domain mixup label as defined below:

Temix = AZ; + (1 - A)xjv Ysmix = )\Z/i + (1 - )\)Z/j, 9
where x;,x; are drawn from the same class and 7 # j. Thus,
the joint distribution of the mixed up data xgmix, Ysmix (When
the original data are Gaussian) can be written as follows:

Ysmix = +1 Lsmix ™~ N(H’-ﬁ-a (AZ + (1 - >\)2)U—2|—I)7 (10)
Ysmix = =1 Zsmix ~ N(_H—7 ()\2 + (1 - )\)2)0'2_1) (11
where A € [0, 1]. Considering the resulting variance of the
mixup data, we can observe that the variance is proportional

to g(A\) = (A2 + (1 — \)?). Noting that g()) is convex and
g(A) is strictly less than 1 for any 0 < A < 1, this shows that
mixing up samples from the same distribution leads to a new
distribution with reduced variance.

Domain Mixup Natural Training Classifier The primary
goal is to enhance the model’s accuracy on new domain mixup
samples that are derived from the base distribution but have
not been previously encountered. Thus, we define the domain
mixup natural risk as follows:
R ™ () = 0Bz ) (L (@smix) = —1[ysmix = +1)
+(1 - a)E(xsmihysmix) [L(f (smix) = ysmix = —1)
where @ = P(ysmx = 1). We define the optimized same
domain mixup classifier f . that has the lowest domain
mixup natural risk as:
Jemix = arg;nin Ry (f) 12)
Domain Mixup Adversarial Training Classifier The aim
of adversarial training is to build models that are resistant
to adversarial inputs from the same domain mixup, using
robust optimization methods. Therefore, the domain mixup
smix

adversarial risk is given as R};* =

alE sup ]l(f(;];') = _l‘ysmix = +1) +

2" = Zsmix || o0 <€

(1-a)E l L(f(2") = Lysmix = —1)] :

Similarly, the optimized adversarial same domain mixup clas-
sifier is:

sup

|2" = Zsmix || oo <€

Sonix = argmin RIA(f). (13)
f

We next present our first main result on domain mixup natural
training.

Theorem 3. (Domain Mixup Natural Training) For the same
domain mixup training linear classifier f,, .. that minimizes
the natural risk, if o_ # o, the class wise risk is:

—n" —duy (14)
A2+ (1 -N2)oy )’

R V=@ Nt —du_ s
nat (mel)C) ( d()\2 + (1 — )\)2)0_7 ( )

where ®(-) is the cumulative distribution function (c.d.f) of
normal distribution N(0,1) and n* =

REH (L) = ®

nat \J smix

2 2 g(N)(o2 —02)
—d(py0? +p_ol) +oyo_(py +p_ )1+ 2K—F———5

(h—+p4)?
o2 —o?
where K is a positive constant and g(\) = \* + (1 — \)2.
When o_ = o4 = o, the class wise risk can be simplified as:
— (. 2 _ 9K g2
R (f) = @ |~V pe) = 2R 600 )
20(p— + pg)\/d3g(A)
—d*(p— 2+ 2Ko?g(A
Rn_a}(fstnix) =9 (lu +M+) ha 4 g( ) .
20(p— + py)\/d3g(A)
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Fig. 1: (a) Comparison of the natural risk and the natural domain mixup risk with the Gaussian data using a linear model with
respect to the distance of two classes (|p4 + p—|). We can observe that domain mixup mechanism consistently decreases the
discrepancy of the class wise risk as we increase the distance (difference in mean) across the two classes. (b) Comparison of
the adversarial risk and the adversarial domain mixup risk with the Gaussian data using a linear model as we increase the
value of e. We can observe that domain mixup mechanism consistently reduces the gap of the class wise adversarial risk.

The proof of Theorem [3] is presented in Appendix [A] We
next present a sequence of remarks that give some operational
interpretation behind the results and we also compare the class-
wise discrepancy of mixup based adversarial training versus
adversarial training (without mixup).

Remark 1. Theorem [3| demonstrates that when the variance
of two classes is identical, domain mixup training results in a
reduced gap of risks between the classes . Specifically for the
natural training, the difference of class risk is:

Anar(Frar) = 1Bt (frae) = Rt ()|

o —2Ko? % 2K o
1 \2d o (e + py) 2d%/20 (- + p14)

—2Ko?
= |20 d -1 (16)
24320 (p— + py)
Similarly, for the domain mixup natural training, the difference
of class risk is

Aﬂﬂl‘(fs*mix) = |Rn+a} (f;nix) - R;a} (f:;nix) |

20 —2Ka%\/g(\) 1
3Bl ) ) |
Comparing (16) and (T7), we have that:

Anat(fs*mix) < Amlf( ;Lkat)'
Therefore, this result shows that domain mixup training de-
creases the discrepancy of the natural training class wise risk.
We validate our results on Gaussian data as shown in Fig[Ifa).

a7)

Remark 2. Theorem|3|states that if the variance of two classes
are the same and A < \?> + (1 — \)? < 1, we have:

R;ltl} (f:at) S R;ltz}(fs%ix) S Rr;} (f;;nix) S Rr;z}(f:at)‘
where A = d*(uy + p_)*/AK%0*. From above, the domain
mixup training can balance the class wise risk and further

validate the effectiveness of Remark 1.

We then analyze the same domain mixup adversarial train-
ing, where we mixup the same class adversarial samples.
We then present our findings in the remarks that domain
mixup training process consistently mitigates the class wise
adversarial risk gap.

Theorem 4. For the same domain mixup adversarial training
linear classifier f.. if o_ # oy, its corresponding class
wise adversarial risk is:
—s" —d(py — e))
)

—+1 * _
FawFomie) = ¥\ =755

adv \J smix

o *—d(p_ —e)
RAfr) =022 —9Y 18
adv(fsmzx) ( /7dg(/\)0__ > ( )

where ®(-) is the cumulative distribution function (c.d.f) of
normal distribution N'(0,1) and s* =

02 —o2

M+oio (g +p_ — 26)\/1 +2K9(N) =50
2

o2 — o2
19)
where M = —d(py02 + p_0? — e(02 +02)) and K is a

positive constant. When o_ = o4 = o, the class wise risk is:
" —M' —2Ka%g(\
R (Fonie) = @ o) (20)
20(p— + py — 2€)y/d3g(N)
IR —M' +2Ko2%g(\
R (foi) = @ 9 @1)
20(p— + py — 2€)y/d3g(N)

where M' = d*(p— + py — 2€) X (u— + pg — 2e€).

We provide the proof in Appendix [B]

Remark 3. Theoremd|demonstrates that when the variance of
two classes are the same, domain mixup adversarial training
can decrease the discrepancy between the classes. For the
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Fig. 2: (a) Comparison of the adversarial risk and the adversarial domain mixup risk with the Gaussian data using a linear
model with respect to the distance of two classes (|4 + p—|). We can observe that domain mixup mechanism consistently
decreases the discrepancy of the class wise risk as we increase the distance of two classes. (b) Comparison of the adversarial
risk and the adversarial domain mixup risk with the Gaussian data using a linear model as we increase the dimension d.
We note that Mixup mechanism consistently reduces the gap of the class wise adversarial risk when we increase the data

dimension.

adversarial risk, the difference of the adversarial class risk

is
—2K o2

A ) = 2P —1f.
adv(fadv) (2d3/20(u_ I [y — 26)
Similarly, for the domain mixup adversarial risk, the the
difference of the class risk is

—2Ko? A
Bt (o) = |20 TSN ),
2d3/20 (u_ + g — 2¢
Combining 22) and Q23), we arrive at:

AadV(f;;nix) < Aadv(f;dv)~
We validate our results on Gaussian data as shown in Fig[I[b)
and |2} We show that domain mixup can consistently mitigate
the discrepancy of the adversarial class wise risks.

(22)

(23)

Remark 4. Theorem H| shows that if the variance of two
classes are the same and B < g(\) < 1, we have:

R;:i}/(f;dv) S R;:i}/(fs%ix) S Rz;i};(f;;nix) S R;ii(f;dv)'
where B = M'? /AK?0*. The above result demonstrates that
the same domain mixup training can balance the adversarial
risk on each class, which can reduce the bias in the adversarial

training classifier.

Evaluation of Mixup AT on CIFAR-10 In this section, we
validate the proposed approach of mixup on CIFAR-10 dataset
using a more complex model (ResNet20).

Dataset and Classifier The CIFAR-10 dataset comprises
60,000 color images distributed across 10 classes: airplane,
automobile, bird, cat, deer, dog, frog, horse, ship, and truck,
with each class containing 6,000 images. The dataset is
divided into a training set of 50,000 images and a test set
of 10,000 images. Images are in RGB format, necessitating
the construction of three input channels for the CIFAR-10

dataset. Accuracy metrics are reported on the test dataset. To
enhance performance, we preprocess the CIFAR-10 dataset
using normalization; each image’s channel mean (0.4914,
0.4822, 0.4465) is subtracted and then divided by its standard
deviation (0.2023, 0.1994, 0.2010).

We employ a Residual Network (ResNet 20) to achieve
high accuracy, where 720" denotes the number of layers in
the architecture (other variants include 18, 34, etc.). ResNet,
a CNN-based architecture, is designed to facilitate much
deeper neural networks. Traditional deep CNN models often
encounter the problem of vanishing gradients, where repeated
multiplication of weights leads to the gradual disappearance of
gradients. ResNet addresses this by implementing a technique
known as “’skip connection”, which involves stacking identity
layers, skipping them, and then reusing these layers when
additional feature spaces are required.

We apply the Fast Gradient Sign Method (FGSM) []1]
as the adversarial attack technique, which aims to generate
adversarial examples by perturbing legitimate inputs using
the gradient information of the target model. Specifically,
it computes the gradient of the model’s loss function with
respect to the input and determine the sign of the gradient,
indicating the direction that maximally increases the loss. Then
it multiplies the sign by a small epsilon value to determine
the perturbation magnitude and add the perturbation to the
original input to create the adversarial example. During the
training process, the batch size is 256. For the learning rate,
we initiate at 0.001 and subsequently reduce it by a factor
of 0.1 every 50 epochs. The total training epoch is set at 80
epochs. We use Adam optimizer during the training process.

As shown in Table[l] we can observe that the worst class test
adversarial risk is about 12.70% while the domain mixup worst
class test adversarial risk is improved to 3.80% when € = 0.3.



Class Risk Avg | Class Risk Std | Class Risk Min | Class Risk Max | Agg,
Adversarial Risk (e = 0.1) 0.0471 0.0298 0.0130 0.1240 0.1110
Domain Mixup Adversarial Risk (e = 0.1) 0.0484 0.0239 0.0190 0.0890 0.0700
Adversarial Risk (¢ = 0.3) 0.0698 0.0337 0.0170 0.1270 0.1100
Domain Mixup Adversarial Risk (¢ = 0.3) 0.0113 0.0131 0.0000 0.0380 0.0380

TABLE I: Comparison of the adversarial risk and the domain mixup adversarial risk on the CIFAR-10 test dataset, where
“avg” denotes the mean, “std” represents the standard deviation, and “min” (“max”) indicates the minimum (maximum) value

among the class-wise risks.

We can also observe that the standard variation of the class
wise domain mixup adversarial risk consistently outperform
the adversarial training risk. For instance, when € = (.3, the
standard deviation of the class wise risk on domain mixup
adversarial training is 0.1310, where standard deviation of the
class wise risk on adversarial training is 0.0337.

IV. CONCLUSION

In conclusion, this paper addresses the fair robustness prob-
lem in adversarial training (AT) by proposing the same domain
mixup mechanism in developing fair and robust classifiers.
We specifically propose mixup inputs from same classes and
mixup the adversarial samples from same classes to reduce the
discrepancy in class wise natural risks and adversarial risks
respectively. Furthermore, we provide a theoretical analysis
for domain mixup mechanisms, demonstrating that combin-
ing mixup with adversarial training can reduce class-wise
robustness disparities. This approach not only fosters less
discrepancies in adversarial risks but also promotes uniformity
in the results of natural training processes. Additionally, we
present experimental evidence from both synthetic data and
real-world datasets like CIFAR-10, which consistently shows
improvements in reducing class-wise disparities for both nat-
ural and adversarial risks.
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APPENDIX A
PROOF OF THEOREM

Proof. For any arbitrary linear classifier f(zgmix) =
sign({(w, Tsmix) + b), its same domain mixup training risk
Roa(f) is:

= E(fmmax,ymax)(l(f(xsmiX) 7 Ysmix)) = ]P(m,y)(f(xsmi)&) 7 Ysmix)
= P(yYsmix = 1) X P(f(@smix) = —1|Ysmix = 1)

+ P(ysmix - _1) X ]P)(f(l'smix) - 1|ysmix - _1) (24)




Let @ = P(ysmix = 1), then the same domain mixup training
risk becomes:

Rnat(f) _aXRr-lztl(f)—i_(l_a) XRnat(f)
Note that Zymix, w € R? and b € R, we then expend the risk
of class +1 as Ryl (fimix) =

]P)(f(xsmix) = 71|ysmix - 1) = ]P)(<'LU, xsmix> +b< 0|ysmix - 1)
Since Tgmix = (zl.,...,2l.) are drawn from Gaussian
distribution N (g4, (A% 4 (1 — X\)?)o3 1), we have:
d
Ry = B(Y_witlys +b <0). (25)
i=1

Following the strategy of proof by contradiction (as in [14])
we can prove that the optimal weights must satisfy wj =
wy = --- = wy. Let w* = w , then we can simplify the risk
o Pl () = Pl Sy g 0 < 0)

w* Z1d 1( smix /"L+) < —b— dw*l/é+
VS rezen Yo rezan)
s (—b—dW> | o6
dg(Nw*o

Following the same steps as above we can derive the risk of
class -1 as Ry, (f) == P(w ZZ Lxl o +b>0)

« d
_p w* o (Smlx—i-u) —b—l—dwu,

\/21:1 w*)?0? g(A \/Zl (w202 g(A)
B b—dw*p_
—® (dg(/\)w*g_> . 7)

There the overall natural risk Ry (fsmix) =

—b/w* —du, W b/w* — dy_
v ( TN ) Hmae ( TN ) |

Let t* = b*/w* and take the derivative of equation (28) w.r.t
t. To find the optimal value of ¢, we set the derivative to zero:

2
1({—-t"—d -1
B B e et 220 T IV S
V2 2\ Vdg(N)o+ dg(A)o+
1-a 1( t"—du_ 1
+—exp| —z | —/—— X ————=0
V2T P 2 ( dg()\)o_> dg(N)o—
Solving the above equation, we find that ¢* can be expressed

as:
—d(py0? +p_o?)

t* =
o2 —of
o2 _o2
o0 (pg +p- )\ 1+ 2K9(N) =75
+ s (28)
where K = dlog ((1:)‘2)’0+). When o, = o_ = o, we have:
—d?(p2 — p? 2Ka%g(\
oo WL —p2) +2Ko%g(A) (29)
2d(p4 + p-)

We plug ¢* into equation (28] and class wise risk becomes:
. —d*(p— + py)® —2Ko?g())
Rr—lgtl(fsmix) = ( - )

20(p— + pg)V/d3g(A)

1 s —d?(p— + py)? +2Ko?g(\
Rna?(fsmix) =@ ( +) 3 ( ) . (30)
20(p— + py)\/d3g(A)
This completes the proof of Theorem [3] O
APPENDIX B

PROOF OF THEOREM

Proof. For any arbitrary linear classifier f = sign({w, Zsmix) +
b), the adversarial risk becomes:

Raa(f) = aRG(f) + (1= o) Bego(f)
Note that z,w € R¢ and b, ¢ € R. From the paper [14], we can
proof wi = wj = --- = w); by contradiction. Let w* = wy,
then we can simplify the risk as follows:
d

Ry =P(w" Y (2l —€) 5 <0) (31)
=1
:@(‘b_dw*(’”_e)). (32)
dg(N)w*oy

Following the same steps as above, we can derive the risk of
class -1 as follows:

d
Ry = P(w" ) (i +¢) +>0) (33)
i=1
= L('u__e) . (34)
dg(MNw*o_
There the overall natural risk Raay(foi) =
=t —d(py — b —d(p_ —
ad M +(1—a)® M _

dg(A)o+ dg(N)o_

(35)

Let s* = b*/w* and take the derivative of equation (33) w.r.t
t. To find the optimal value of ¢, we set the derivative to zero.
We find that s* can be expressed as:

M+oro_(piy + p— —26)\/1+2K

(02 —52%)-g(N)
(h—+py—2¢)2

o2 — o3
where M = —d(uio? + p_oi — e(ol + 02)), K =
dlog (7(1f‘;)‘0+ . When oy = o_ = o, we have:

o= ~P((py =97 = (n- = ¢)?) + 2Ko?g()
d( M4+ + H— — 26)
where K = dlog ( Tay )- We plug s* into (32) and (34), then
class wise risk is:

Ry (famin) =

(36)

— [— 2
M’ — 2Ko%g()) 37)
20(p— + py = 2€)/d?9(A)
) —M' +2Kao?g())
e 38
adv(fsmlx) <2U(M + py — 2€)\/d3g(N\) -

where M’ = d?(u— + py — 2€) x (u— + py — 2¢). This
completes the proof of Theorem [
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