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Abstract—Integrating modern communication technologies
into legacy systems, such as Industrial Control Systems and
in-vehicle networks, invalidates the assumptions of isolated
and trusted operating environments. Security incidents like
the 2015 Ukraine power grid attack and the 2021 compromise
of a U.S. water treatment facility demonstrate how increased
interconnectivity, paired with insufficient security measures,
expose these critical systems to cyber threats, posing risks to
national and public safety. These attacks were favored by the
lack of proper message authentication, highlighting its impor-
tance as a primary countermeasure to enhance system security.
Solutions proposed in the literature remain largely unadopted
in practice due to challenges such as preserving backward
compatibility, additional hardware requirements, and limited
computational resources on legacy devices. Moreover, many
solutions are protocol-specific, necessitating complex and costly
multiple implementations in heterogeneous systems.

In this paper, we propose Authenticated Cyclic Redun-
dancy Integrity Check (ACRIC), a novel security mechanism
that overcomes these limitations by leveraging a cryptographic
computation of the existing Cyclyic Redundancy Check (CRC)
field to ensure message integrity protection and authentication.
ACRIC preserves backward compatibility without requiring
additional hardware and is protocol agnostic. This makes it
applicable across various systems, suitable for diverse legacy
network protocols including point-to-point and broadcast com-
munications. Experimental results, supported by formal verifi-
cation and real-world testing, demonstrate that ACRIC offers
robust security with minimal transmission overhead (≪1 ms).
This proves ACRIC’s practicality, cost-effectiveness, and suit-
ability for real-world adoption.

1. Introduction

Securing legacy systems and devices, including Indus-
trial Control System (ICS), Supervisory Control And Data
Acquisition (SCADA), transportation, air-traffic control sys-
tems, and in-vehicle networks, is a critical challenge in
modern cybersecurity [1], [2]. While integrating contempo-
rary communication technologies enhances the functionality
and efficiency of these systems, it also removes the initial
design assumption of operating in isolated and trusted en-
vironments, thereby expanding their vulnerability surface to

cyber threats [2], [3], [4]. Many of these legacy systems
rely on outdated network protocols and resource-constrained
hardware lacking essential security features. This makes it
challenging to integrate advanced security measures like
robust encryption and authentication [5], [6], [7], [8]. This
combination of outdated infrastructure and resource con-
straints makes legacy systems especially vulnerable to cy-
berattacks. High-profile incidents illustrate the severe risks
these vulnerabilities pose if exploited, including economic
damage and threats to national and public safety [6], [7], [9].
Examples include the 2010 Stuxnet attack, which sabotaged
Iranian nuclear centrifuges [10]; the 2012 ADS-B spoofing
attack demonstration, which exposed risks in aircraft track-
ing systems [11]; the 2015 attack on Ukraine’s power grid,
causing widespread outages [12]; the 2017 LogicLocker at-
tack, which compromised water treatment controls [13]; the
2018 Jeep hacking demonstration exploiting vulnerabilities
in the CAN bus protocol [14]; and the 2019 U.S. Post
Rock Water District breach, which highlighted security gaps
in water infrastructure [1]. These incidents emphasize the
inadequacy of current security measures in deployed legacy
systems, underscoring the need for urgent improvements. A
major vulnerability in many of these systems is the lack
of robust authentication and integrity mechanisms, which
are essential to prevent unauthorized access and safeguard
system integrity.

While secure variants of legacy protocols, such as Mod-
bus with TLS [15], and new secure protocols like OPC
UA [16] have been introduced, upgrading legacy infrastruc-
ture to use these protocols is often impractical. Constraints
include the cost of hardware updates, the need for con-
tinuous system availability, and compatibility with existing
systems [17], [18]. Consequently, much research has fo-
cused on retrofitting security into legacy protocols. However,
despite broad recognition of this need, proposed protocol-
level solutions have seen limited industrial adoption due
to their narrow focus on specific protocols and limited
deployability consideration [3], [9], [18], [19]. A universal,
adaptable solution is, therefore, highly desirable. In light of
this, we identify the main challenges to retrofitting security
features in resource-constrained environments, which hin-
der the adoption of state-of-the-art solutions in real-world
settings. Key challenges include ensuring interoperability,
maintaining data throughput, and minimizing computational
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overhead to avoid latency in real-time systems. Protocols
that rely on Message Authentication Codes (MACs) modify
frame formats, impacting interoperability and data through-
put. Lightweight cryptographic tools are needed to reduce
computational demands, as solutions based on digital sig-
natures, asymmetric encryption, or certificates typically in-
troduce excessive latency. Additionally, minimizing deploy-
ment costs is crucial, a challenge that makes Bump-in-the-
Wire (BITW) approaches, which require new hardware or
changes to existing infrastructure, impractical. Finally, key
distribution and system initialization are often overlooked
in existing solutions, treated as external services rather than
integral components.

Contributions. In this paper, we present Authenti-
cated Cyclic Redundancy Integrity Check (ACRIC), a
novel authentication and integrity protection mechanism
designed to address the above identified limitations and
challenges. ACRIC uses cryptographic Cyclic Redundancy
Check (CRC) computation, a field already present in legacy
protocols. To this aim, it leverages a secret CRC initializa-
tion vector and One-Time Pad (OTP) encryption to enhance
security without altering message formats or introducing
new fields. This approach maintains backward compatibil-
ity, preserves data throughput, and only requires software
updates, allowing secure and non-secure devices to coexist
on the same network and enabling a smooth transition
to full security. Furthermore, ACRIC’s abstraction from
specific protocols makes it i) compatible with both Point-
to-Point (P2P) and broadcast communication models, ii)
applicable across various systems, and iii) cost-effective in
deployment. To further facilitate implementation, ACRIC
incorporates a tailored key distribution process for system
initialization. Through formal verification and real-world
testing, we demonstrate that ACRIC is a practical (≪ 1
ms latency), cost-effective solution for enhancing security
in legacy systems.

Our contributions are as follows:

• We identify key challenges in designing security
solutions for legacy systems that limit the adoption
of current state-of-the-art approaches in the real-
world.

• We develop ACRIC, an authentication mechanism
tailored to secure legacy systems, addressing the
identified challenges and suitable for both P2P and
broadcast communications.

• We formally verify ACRIC’s security properties us-
ing Scyther, a widely accepted tool for formal pro-
tocol verification.

• We evaluate ACRIC’s transmission and computa-
tional performance in a real-world testbed. Results
show that induced latency is minimal (≪ 1 ms),
proving ACRIC preserves real-time system capabil-
ities, making it suitable for practical deployment.

The paper is organized as follows: Section 2 outlines the
identified challenges and the goals for designing ACRIC.
Section 3 provides foundational background, and Section 4
defines the system and threat models. Section 5 details

ACRIC. In Section 6, we discuss hash chain management,
essential for optimizing ACRIC. Section 7 assesses ACRIC’s
security and performance. Section 8 reviews the related
works. Finally, Section 9 concludes the paper.

2. Design Challenges and Goals

This section discusses the key challenges involved in
designing authentication mechanisms for legacy protocols.
These challenges include traditional requirements - inter-
operability, minimal overhead, and low deployment costs -
and newer demands - preserving data throughput, security
parameter distribution, and compatibility with mixed sys-
tems. Together, these factors limit the adoption of state-of-
the-art proposals in real-world applications. We then define
specific security and operational design goals that stem
from these challenges, along with the features that make
ACRIC effective and practical. Figure 1 visually illustrates
the connections between these challenges, the derived design
goals, and the features ACRIC offers.

2.1. Challenges

In the past decade, substantial efforts have been ded-
icated to enhancing the security of legacy communication
protocols, with a particular focus on industrial (ICS and
SCADA) and in-vehicle networks. This focus derives from
the rapid development of the Industrial Internet-of-Things
(IIOT) and automated driving technologies, which have
increased the need for secure data exchange in tradition-
ally isolated, now interconnected, environments [2], [3],
[20]. Much of this work concentrated on integrating secu-
rity mechanisms such as Digital Signatures (DSs), MACs,
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Figure 1: Relationship between (i) identified challenges in
securing legacy systems and (ii) design goals to address
them. From these goals, we derive key features for ACRIC.



encryption, and Intrusion Detection Systems (IDSs), into
existing standard protocols and legacy devices [6], [21],
[22], [23], [24]. However, despite theoretical progress, these
solutions encounter significant challenges when applied in
real-world, resource-constrained environments. To better un-
derstand these limitations, we conducted an in-depth review
of related works and collaborated directly with CAREL, a
leading multinational in the ICS sector for Heating, Venti-
lation, and Air Conditioning (HVAC) systems — a domain
marked by strict resource limitations. This process enabled
us to identify key challenges that must be addressed when
designing authentication solutions for legacy systems in
resource-constrained environments [5], [7], [22], [23], [24],
[25], [26]:

• Challenge 1 - Interoperability. Simultaneously up-
grading all devices to a secure version is impractical
and costly, especially in critical industrial settings.
Security solutions must ensure backward compat-
ibility by preserving the original message frame
structure. This challenge limits the extent of possible
protocol modifications but is essential for enabling
secure and non-secure devices to coexist and com-
municate seamlessly.

• Challenge 2 - Maintain Data Throughput. Legacy
protocols were originally designed to maximize
data transmission efficiency, given the limited
bandwidth and need for timely data exchange in
their operational contexts. Adding authentication
data and associated security parameters within
the message payload reduces space available for
actual data, thereby decreasing data throughput.
This challenge requires designing security measures
that do not compromise the data transmission rates
critical to these environments.

• Challenge 3 - Distribution of Security Parameters.
Secure communication typically relies on the
distribution of cryptographic parameters. Most
existing solutions treat key distribution as an
external service, rather than integrating it into
the protocol design. However, given the resource
constraints and complexity of legacy environments,
we argue that key distribution and initialization
should be embedded within the protocol design
process to ensure practicality in environments
lacking external cryptographic service infrastructure.

• Challenge 4 - Minimizing Deployment Costs.
Implementing security solutions that require
additional hardware or substantial infrastructure
modifications is prohibitively expensive, especially
in industrial settings where large-scale device
replacements are unfeasible. To encourage
widespread adoption, security implementations
must minimize deployment costs.

• Challenge 5 - Minimizing Computational Overhead.
Real-time performance is crucial in industrial and
other time-sensitive applications. Ensuring that the
security solution is lightweight and computationally

efficient is essential to avoid negatively impacting
the performance and reliability of critical systems.

• Challenge 6 - Compatibility with Mixed Systems.
Existing solutions are tailored for specific
communication protocols, requiring multiple
implementations when different protocols are in
use. This increases deployment costs and adds
complexity. A single solution adaptable to diverse
applications is highly preferable.

2.2. Security Goals

Legacy systems are known to be vulnerable to a range
of attacks, including message spoofing, modification, re-
play, Man-In-The-Middle (MITM), and Denial-of-Service
(DoS) attacks [5], [27], [28], [29]. Unlike conventional IT
security, which is centered on the Confidentiality, Integrity,
and Availability (CIA) triad, systems such as ICS and in-
vehicle networks prioritize the Availability, Integrity, and
Confidentiality (AIC) model [5], [30]. This focus reflects
the importance of continuous availability and data integrity,
as disruptions or alterations to data can significantly impact
physical operations and safety [31]. Confidentiality, on the
other hand, is often deprioritized for several reasons [32],
[33], [34]: (i) the limited computational capacity of these
devices constrains their ability to execute complex encryp-
tion operations; (ii) encryption introduces latency, which
is problematic in real-time control systems where rapid
response times are essential; (iii) communications are often
predictable due to their ties to physical processes, allow-
ing attackers to infer encrypted content without necessarily
decrypting it. Consequently, the primary security objectives
for these systems focus on ensuring [5], [6], [28]:

• Authentication: Ensures that all entities involved in
communication are verified and legitimate.

• Integrity Protection: Prevents unauthorized modifi-
cations to messages, thereby preserving the accuracy
and trustworthiness of the data.

• Replay Protection: Prevents the reuse of previously
valid transmitted data, reducing the risk of unautho-
rized actions.

2.3. Operational Goals

Operational goals address the previously discussed chal-
lenges, making ACRIC practical and ready for real-world
adoption. To this end, we aim to ensure:

• Backward compatibility (Addresses challenges 1 and
4). The solution must integrate with the existing
infrastructure, allowing secure and non-secure de-
vices to coexist on the same network. Maintaining
the protocol’s original frame format enables fitting
into existing systems without modifications. Addi-
tionally, the solution must avoid extensive changes
or the introduction of additional hardware. ACRIC
meets this goal by leveraging the CRC field, present



in most legacy communication protocols. This ap-
proach is cost-effective, requiring only software up-
dates without adding new hardware.

• Preserve data payload size (Challenge 2). The so-
lution must maintain data throughput by utilizing
existing protocol structures, avoiding the need for
additional payload space. ACRIC achieves this using
the existing CRC field, thereby preserving payload
size and data throughput.

• Efficient key agreement procedure (Challenge 3).
The solution must include a built-in, efficient ini-
tialization process for key agreements and updates.
ACRIC includes an efficient key agreement and dis-
tribution procedure by design, ensuring the system
remains secure and easy to maintain.

• Real-Time Response (Challenge 5). The solution
must support real-time operations, a common re-
quirement in legacy systems. ACRIC is optimized
to minimize computational load and communication
delays, avoiding resource-intensive cryptographic
operations in real-time.

• Protocol-Agnostic Solution (Challenge 6). The solu-
tion must be suitable for a variety of communication
protocols. ACRIC utilizes the CRC field, which is
present in most legacy protocols, thus being appli-
cable across various systems.

By achieving these design goals, ACRIC addresses the
identified challenges, providing a robust security solution
tailored to the specific needs and constraints of legacy
communication environments.

3. Background

This section provides the essential background informa-
tion to fully comprehend the ACRIC framework. Section 3.1
introduces the concept of CRC, emphasizing its main fea-
tures and parameters; Section 3.2 discusses cryptographic
hash functions and hash chains, key components of our
authentication mechanism.

3.1. Cyclic Redundancy Check (CRC)

Cyclic Redundancy Check (CRC) is a widely used tech-
nique in digital communications for detecting data transmis-
sion errors. In CRC computation, data is represented as a
binary polynomial and is divided by a generator polynomial
of degree n using modulo two arithmetic [35]. This simpli-
fies operations to XOR without carries. This n-bit remainder
of this division forms the CRC value. During transmission,
the receiver recalculates the CRC: a zero remainder indicates
error-free data, while a non-zero remainder signals an error.

The choice of generator polynomial - an n-degree poly-
nomial with binary coefficients - is critical to CRC’s effec-
tiveness. Irreducible polynomials ensure detection of any
single error within a certain block length and maximize
error-detection capabilities by maintaining a high minimum
Hamming distance between valid codes [36]. Additionally,

a well-chosen generator can detect all burst errors up to
a specific length and a high percentage of longer bursts,
enhancing data reliability. Thus, generator polynomial selec-
tion balances computational efficiency with error-detection
performance [35], [36]. Variations in Initialization Vector
(InitVec) value, which sets the CRC’s starting state, as well
as input/output data reflection and final XOR values, can
modify the CRC calculation but do not impact its error-
detection capability, which depends primarily on the gen-
erator polynomial [36]. CRCs are valued for their strong
error detection and computational efficiency. The simplic-
ity of bitwise operations makes CRCs ideal for hardware
implementation and real-time applications.

3.2. Cryptographic Hash Functions & Hash Chains

A hash function is a mathematical function H (·) that
takes an input of arbitrary length and produces a fixed-
length binary string h, known as the hash value or digest.
Ideally, the output is unique to each input data and should be
uniformly distributed across the output space [37]. Formally:

H := X → Y = Bn → Bm , where B = {0, 1} . (1)

Cryptographic hash functions are specialized hash
functions that meet specific security properties, making them
suitable for cryptographic applications [38]. They must sat-
isfy the following properties [37], [39]:

1) Pre-Image Resistance: Given y ∈ Y , it must be
computationally infeasible to find any x ∈ X such
that H (x) = y.

2) Second Pre-image Resistance: Given x1 ∈ X , it
must be computationally infeasible to find x2 ∈
X , x2 ̸= x1, such that H (x1) = H (x2).

3) Collision Resistance: It must be computationally
infeasible to find any two distinct inputs (x1, x2) ∈
X 2 , x1 ̸= x2, such that H (x1) = H (x2).

4) Avalanche Effect: A small change in the input
should result in a significantly different hash value,
reflecting a high sensitivity to input variations.

A hash chain H is created by repeatedly applying a
hash function, using each output as the input for the next
step. This process creates a sequence of n hash values
H = {h0, h1, . . . , hn} [40]. The relationship between these
values is defined as follows:

H =

{
h0 = H (x)

hi = H (hi−1) for i = 1, . . . , n.
(2)

This cryptographic tool is often used for authentication,
relying on the pre-image resistance property of the adopted
hash function.

Cryptographic mechanisms that provide integrity and
authenticity using a cryptographic hash function in com-
bination with a secret key are termed Hash-based Message
Authentication Codes (HMACs) [38].



4. System and Threat Models

In this section, we define the context and assumptions
for the system under consideration. Section 4.1 outlines
the components and interactions within the system, while
Section 4.2 identifies potential adversaries, their capabilities,
and relevant attack types.

4.1. System Model

Our system model focuses on legacy systems with
resource-constrained devices that use non-secure protocols
incorporating a CRC field — an essential component, as
ACRIC depends on its presence. Most legacy protocols
include a CRC field to ensure transmission reliability, mak-
ing it a standard feature in industrial and embedded sys-
tems [36], [41]. To keep the model general, we abstract
away specific network layouts, focusing instead on essential
functionalities. A central feature of our model is the coexis-
tence of secure and non-secure devices within the network.
In industrial settings, upgrading all devices to meet new
security standards simultaneously is often impractical due
to logistical constraints, costs, and the need for continuous
operation. By allowing phased security upgrades, this design
minimizes operational disruptions and downtime, ensuring
that critical infrastructure remains functional.

Our model considers two primary communication types:
P2P and broadcast, with multicast and unicast treated as
specific cases of these primary types. For broadcast commu-
nications, we assume a group key model, where members
of the same group share a common cryptographic key to
authenticate messages within their group [22]. However,
group key approaches require careful management to pre-
vent security vulnerabilities [22]. To mitigate this, we as-
sume that group memberships are strictly managed, with
devices assigned only the permissions necessary for their
roles to reduce unauthorized access and prevent masquer-
ade attacks. Our approach supports various communication
protocols, enabling authentication mechanisms in both P2P
and broadcast scenarios. This flexibility allows ACRIC to
be applied broadly across different network configurations,
enhancing security while maintaining compatibility with
existing system architectures.

4.2. Threat Model

Several studies have examined the security of legacy
systems such as ICSs, SCADA, and in-vehicle networks,
highlighting their vulnerabilities and attack vectors [21],
[22], [27], [42], [43], [44]. Our threat model draws on
frameworks used in prior works [8], [22], [25], [45], [46],
[47] and aligns with the established Dolev-Yao model [48],
which comprehensively defines attacker capabilities in both
networked and cyber-physical environments. By leveraging
these models, we adopt widely accepted assumptions and
principles to outline potential communication threats.

Attacker’s Capabilities. We assume a well-resourced
attacker with substantial network access capabilities, bal-
anced by some specific constraints:

• Access to the Network: The attacker has complete
access to the communication network, enabling in-
terception, modification, and injection of messages.
However, the attacker cannot compromise hardware
or internal cryptographic mechanisms, consistent
with the Dolev-Yao model [48].

• Act as passive and active roles: The attacker can
passively eavesdrop on sensitive information and
actively inject, modify, or replay messages.

• Knowledge of Protection Mechanisms: The attacker
is aware of the authentication mechanism in use.
This aligns with Kerckhoff’s principle, which states
that system security should depend on the secrecy
of the keys, not the protocol itself [49].

Attacker’s Goals and Methods. In line with previous
studies, the attacker may pursue the following objectives:

• Spoofing: Sending unauthorized messages imperson-
ating legitimate devices.

• Tampering: Modifying legitimate messages during
transmission.

• Replay Attacks: Retransmitting previous legitimate
messages to induce unauthorized effects.

Attacks such as DoS, fingerprinting, and side-channel
attacks fall outside the scope of this model, as crypto-
graphic authentication mechanisms alone cannot prevent
these threats. Addressing these types of attacks requires
broader defense strategies, such as anomaly detection and
network-wide monitoring [22].

5. Our Proposed Mechanism: ACRIC

This section details the design of ACRIC to enable
authentication and integrity protection in legacy protocols.
Section 5.1 introduces ACRIC’s key principles Section 5.2
discusses system initialization and key agreement methods,
examining their benefits and limitations. Section 5.3 focuses
on the authentication and integrity protection process, while
Section 5.3.1 covers specific considerations for authenticat-
ing broadcast messages in P2P communications.

5.1. Overview

ACRIC enhances the security of legacy protocols by
providing message integrity protection and authentication.
Legacy communication protocols typically include a CRC
field to detect transmission errors, calculated using an Ini-
tialization Vector (InitVec), a generator polynomial, and the
message content. While standard CRC serves as a basic
integrity check, it does not offer integrity protection. Hence,
because protocols often standardize the InitVec and genera-
tor polynomial, an attacker can alter the message payload,
compute the corresponding CRC, and replace the original



CRC to evade detection. ACRIC repurposes the CRC field to
provide message integrity and authenticity. This is achieved
by incorporating a secret InitVec and applying OTP encryp-
tion. The proposed methodology consists of three phases:

• Initialization: This is the procedure for setting up
or refreshing cryptographic parameters for authenti-
cated communications. Specifically, this phases en-
ables the involved parties to establish a secret session
key and a hash chain initialization value.

• CRC Calculation: Rather than using the standard
CRC, we use a secret value known only to the trans-
mitter and receiver(s). This secret InitVec verifies
both the integrity and authenticity of the message. A
matching between calculated and received CRC in-
dicates the message is legitimate, as only authorized
parties possess the correct InitVec.

• CRC Encryption: Although a correct CRC confirms
message integrity and origin, knowledge of both the
message content and its CRC could enable an at-
tacker to deduce the InitVec, compromising security.
To counter this risk, ACRIC encrypts the CRC be-
fore transmission using OTP encryption — applying
an XOR operation between the CRC and a single-use
secret key shared between communicating parties.
This one-time use of the key prevents attackers from
reverse-engineering the initialization sequence.

By introducing a secret InitVec and encrypting the CRC,
ACRIC significantly strengthens the security of legacy com-
munication systems, ensuring both integrity protection and
authentication while maintaining compatibility with stan-
dard protocols and non-secured devices. Detailed discus-
sions on key management and cryptographic considerations
are provided in subsequent sections.

5.2. Initialization Procedure

To address deployment cost constraints and simplify
implementation, our approach assumes that each device in
the network is equipped with a long-term master key, Km.
This design choice reduces the complexity and expense
of deploying the security mechanism, aiming to streamline
the deployment phase. Adding static security parameters,
such as counters, would increase deployment complexity by
requiring precise synchronization across devices and groups.
Instead, our approach generates supplementary security pa-
rameters dynamically at runtime, minimizing the need for
pre-loaded, synchronized values and reducing human inter-
vention. Nevertheless, for completeness, we also consider
the option of pre-loading additional security parameters
during installation, leaving the design choice to the manu-
facturers’ convenience. Furthermore, ACRIC avoids relying
on identity-based authentication, meaning that identity infor-
mation is not used in computing security values. This design
choice accommodates protocols that do not inherently use
unique node identifiers, such as the CAN-bus protocol [50].

The initialization procedure distributes essential security
parameters for secure communication, specifically establish-

ing symmetric session keys Ks and shared hash chains H
among participants. This procedure occurs during system
installation and periodically to refresh security parameters.
We identify two main approaches for initializing the system
and establishing secure session keys: static computation and
dynamic computation, each with distinct advantages and
limitations regarding security, complexity, and practicality.

In the static approach, entities compute the session
key independently, without requiring message exchanges,
deriving it directly from the master key. For unique session
keys within each communication group or pair, a shared
secret value C must be distributed exclusively among rele-
vant entities. In P2P communications, C acts as a pair-based
secret, while in broadcast scenarios, it serves as a group-
based secret. A major advantage of this approach is that
key agreement is achieved locally, eliminating the need for
message exchanges and reducing runtime communication
overhead. However, it adds complexity to deployment, as
each device must be carefully pre-configured with the nec-
essary secret values Ci. This manual configuration increases
the risk of human error, which could compromise network
security or cause initialization failures.

The dynamic approach, by contrast, involves active
interactions between entities to establish the session key.
Here, directly deriving the session key from the master
key, as in the static approach, is impractical because a
unique shared secret value C must be generated dynamically.
Generating C dynamically introduces challenges: (i) if one
node generates C and then distributes it, confidentiality
must be ensured. Encrypting with the master key Km is
insecure, as all nodes have access to Km and could decrypt
it retrieving C. Additionally, (ii) pre-loading C would revert
the system to the static model, negating the purpose of
a dynamic approach. To overcome these challenges, we
must employ a key agreement protocol, such as Diffie-
Hellman [51], which securely establishes the session key
through authenticated exchanges. The dynamic approach
offers significant deployment simplicity by requiring only
a common master key for initial configuration, with other
parameters generated at runtime. This reduces the need
for manually configuring individual secret values. However,
dynamic initialization requires active communication among
entities, which increases initialization time due to multiple
protocol rounds for secure session key establishment.

Both static and dynamic approaches are viable, with
the choice depending on network requirements, security
constraints, and deployment context. Table 1 summarizes
the advantages and disadvantages of each approach dis-
cussed above. Given the simplicity of static computation,
we present a potential solution for dynamic initialization
using an authenticated Diffie-Hellman protocol, balancing
security with practical deployment considerations.

5.2.1. Dynamic Initialization in P2P Model. Secured net-
work nodes are equipped with a shared master key Km.
For each intended receiver, the transmitter initiates an au-
thenticated Diffie-Hellman exchange to securely establish a



session key Ks and a hash chain initialization value l. We
define:

• p: a large public prime number;
• g: a public generator of the group Z∗

p =
{0, . . . , p− 1};

• H (K,P ): HMAC function with key K and data P ;
• mod: the arithmetic modulo operation;
• Tx: the device initiating the communication;
• Rx: the device receiving the communication.

The initialization procedure follows these steps:

1) Key Generation (a,A): Tx samples a random pri-
vate key a and computes the corresponding public
key A = ga mod p.

2) DH msg1: Tx sends A to Rx, authenticated with
h∗
0 = H (Km, A).

The transmitted message is DH msg1 = [A ||h∗
0].

3) Verification of (h∗
0): Rx verifies the authenticity

of the received message
([

Ã||h̃∗
0

])
by checking if

ĥ∗
0 = H

(
Km, Ã

)
?
= h̃∗

0.
4) Key Generation (b, B): Upon successful verifi-

cation, Rx samples a random private key b and
computes its public key B = gb mod p.

5) DH msg2: Rx sends B to Tx, authenticated with
h∗
1 = H (Km, B).

The transmitted message is DH msg = [B ||h∗
1].

6) Verification of (h∗
1): Tx verifies the authentic-

ity of the received message, confirming ĥ∗
1 =

H
(
Km, B̃

)
?
= h̃∗

1.
Upon successful verification, Tx computes the
shared session key Ks = Ba mod p =(
gb
)a

mod p.
7) HC msg1: Tx generates a random initialization

value l for the hash chain H.
Tx sends l, encrypted and authenticated as:
HC msg1 = [l ⊕Ks ||H (Ks, l)] = [L ||h∗

2].
8) Verification of (h∗

2): Rx computes Ks = Ab mod p

and retrieves l̂ = L̃ ⊕ Ks =
(

˜l ⊕Ks

)
⊕ Ks It

then verifies the message by checking if ĥ∗
2 =

H
(
Ks, l̂

)
?
= h̃∗

2.
9) HC msg2: If verification succeeds, Rx responds

with HC msg2 = [H (Ks, l + 1)] = [h∗
3], con-

firming the correct receipt of l.

TABLE 1: Comparison between initialization approaches.

Initialization
Approach

Pros (✓) & Cons (✗)

Static
[✓] No message exchanges
[✗] Requires manual configuration

Dynamic
[✓] No manual configuration
[✗] Requires a key agreement protocol

10) Verification (h∗
3): Tx checks for the authenticity of

the response.
If successful, both Tx and Rx compute the hash
chain H. If unsuccessful, Tx notifies Rx of the error,
requiring a reinitialization.

Upon successful initialization, Tx and Rx securely share
the session key Ks and the hash chain initialization value l:

H =

{
h0 = H (Ks, l) ,

hi = H (Ks, hi−1) for i = 1, . . . , N.
(3)

Elements from this hash chain will authenticate future mes-
sages. Figure 2 provides a visual representation of the steps
of the described procedure.

KeyGen
DH_msg1 : 

Verify(

KeyGenDH_msg2 : 

Verify(

HC_msg1 : 

Verify

HC_msg2 : 

Verify

Transmitter
(Tx)

Receiver
(Rx)

Figure 2: ACRIC system initialization with authenticated
Diffie-Hellman procedure to securely establish a session key
Ks and a hash chain initialization value l.

5.2.2. Dynamic Initialization in Broadcast Model. To
enable secure communication within a group of entities,
we employ a Group Diffie-Hellman protocol to establish
a shared session key among all group members. This pro-
tocol extends the traditional P2P Diffie-Hellman approach,
allowing secure key agreement across multiple nodes and
ensuring that each participating entity derives the same
session key. In a Group Diffie-Hellman setup, each node
generates its own public-private key pair and shares its
public key with every other group member. This initial
exchange ensures all nodes have the necessary public keys
to collaboratively compute a shared session key. After the
public key exchange, each node independently computes the
session key using sequential multiplication and exponentia-
tion. Specifically, each node collects the public keys of the
other group members, multiplies these keys together, and
raises the product to the power of its own private key. This
process results in a single session key consistently derived
by all nodes, ensuring secure and uniform key establishment



across the group. Following this, a designated group member
generates the initialization value l for the hash chain and
securely shares it with the group, similar to the P2P case.

The Group Diffie-Hellman protocol provides a scalable
and efficient solution for secure group communication, en-
abling synchronized key generation across multiple devices
without requiring individual key agreements for each pair-
wise connection. This approach simplifies key management
and enhances security by minimizing the number of key
exchange interactions needed in large groups.

5.3. Message Authentication

Upon successful initialization, each node has the security
parameters required to authenticate messages: (i) a master
key Km, (ii) one or more session keys Ks, and (iii) one or
more hash chains H. A primary objective of ACRIC is to
minimize runtime computational and transmission overhead,
particularly during message processing, while still providing
robust authentication and integrity protection. To accomplish
this, ACRIC adds only a single OTP encryption to the
standard protocol’s runtime operations, implemented as a
lightweight XOR with minimal overhead. By repurposing
the CRC field for message integrity protection and authen-
tication, ACRIC ensures full backward compatibility with
existing protocols and supports both broadcast and P2P com-
munication models. The authentication process is consistent
across these scenarios, with the only exception being P2P
protocols allowing broadcast messaging. For instance, the
client-server protocol Modicon Communication Bus (Mod-
Bus) enables clients to send broadcast messages [52]. This
case is addressed separately in Section 5.3.1.

A core concept in ACRIC is replacing the default InitVec
in CRC computation with a secret value known only to the
involved parties. We propose using a truncated version of
Ks. Given Ks = [ks0||ks1|| · · · ||ksn], where each ksi is an 8-
bit binary sequence, we define InitVec = [ks0||ks1]. However,
using a secret InitVec alone does not provide sufficient
security. An attacker could potentially deduce the InitVec by
analyzing the CRC and the associated message payload. By
brute-forcing all possible binary sequences for the InitVec,
an attacker will find a match, allowing them to compute the
CRC of a forged message that the receiver would accept.
To prevent this, ACRIC protects the CRC by encrypting
it with OTP using a value from the hash chain H as the
encryption key. Thanks to the perfect secrecy property of
OTP [53], this encryption prevents attackers from gaining
any advantage through analysis of the encrypted CRC.

Let FCRC (I,M) represent the standard CRC algorithm,
which uses the initialization vector I and message M as
inputs. In ACRIC, the secure CRC computation for authen-
tication and integrity, termed SecCRC, for a given message
Mi, is calculated as follows:

SecCRCi (Mi) = CRCi ⊕ hi = FCRC (InitVec,Mi)⊕ hi,
(4)

where i denotes the message index, and hi ∈ H is the
i-th hash value. Figure 3 illustrates the secure SecCRC
computation process just described.

Message

CRC

Hash Chain

...

...
OTP

SecCRC

Figure 3: ACRIC’s cryptographic CRC computation for
authentication and integrity protection. Secret InitVec and
message Mi are taken in input from the standard CRC
algorithm FCRC ( ). Obtained CRC is OTP encrypted using
values from the hash chain as secret keys, ensuring confi-
dentiality of InitVec.

5.3.1. Message Authentication in P2P Model with Pos-
sible Broadcast Messages. In P2P network models with
broadcast capabilities (e.g., Modbus protocol [52]), the ses-
sion key Ks cannot be used to authenticate broadcast mes-
sages, as it is unique to each pair of entities. Therefore, a
shared secret across all nodes is needed to secure broadcast
communications. One option is to introduce an additional
secret key Kb specifically for broadcast messages. Alter-
natively, the existing master key Km could be used, as it
is already shared among all network nodes. This approach
eliminates the need for a separate broadcast key, reducing
storage overhead. If this second approach is adopted, each
node must be equipped with a monotonic counter Cb during
installation, which will be used to generate the OTP key
for SecCRC computation. We highlight that adding this
counter at installation does not conflict with the aim of
simplified deployment (Section 5.2), as this counter can be
easily pre-configured without additional design requirements
since it is common to all devices. Moreover, a counter
requires much less storage than additional secret keys, min-
imizing overhead.

Once the most suitable approach is selected, the
SecCRC calculation ensures message integrity and authen-
ticity with minimal computational overhead. Following, we
present the steps for the second approach proposed, as the
first one is a straightforward application of Eq. (4) where Kb

is used instead of Ks. Hence, if using the second approach,
given Km = [km0 , km1 , · · · , kmN ] where each kmi is a byte-
long binary sequence, the SecCRC computation procedure
follows these steps:

1) The CRC value is computed as:

CRC = FCRC ([km0 ||km1 ] ,M) ,

where M is the broadcast message and InitVec=
[km0 ||km1 ].



2) SecCRC is then computed as:

SecCRC = CRC ⊕ hm |hm = H (Km, Cb) .

where hm = H (Km, Cb) is the encryption key
derived using the master key Km and counter Cb.

3) Cb is incremented, preventing replay attacks.

This approach leverages the existing master key Km,
thereby avoiding the need for additional secret keys and min-
imizing memory usage while maintaining robust security.
Incorporating the monotonic counter Cb provides an added
layer of protection, ensuring that each broadcast message is
uniquely authenticated.

6. Hash-Chain Management

In the ACRIC framework, hash values - and by exten-
sion, hash chains - are fundamental to security. These values
serve as secret keys for OTP encryption, securing communi-
cations by preventing attackers from recovering the InitVec
needed to compute the CRC. Managing these chains can be
challenging for memory-constrained devices, particularly in
large networks where multiple chains must be maintained.
Efficient hash chain management is therefore essential, as
it impacts computational and memory resources, balancing
security requirements with available resources.

This section explores strategies for managing hash
chains, examining their constraints, requirements, benefits,
and limitations. This analysis provides a basis for choos-
ing the most appropriate strategy based on the application
context, communication model, protocol requirements, and
specific constraints. Tables 2 and 3 summarize the advan-
tages and drawbacks of various approaches to hash chain
consumption, storage, and computation.

6.1. Hash Chain Consumption

Hash chain consumption refers to the methods for uti-
lizing individual hash values within a chain. Based on the
hash chain defined in Eq. (2) we identify two primary
consumption strategies.

The first strategy is backward consumption, where
hash values are used in reverse order, starting from the tail
hn and progressing back to the root h0. Due to the pre-image
resistance property of hash functions (see Section 3.2), even
if a particular hash hi is exposed, it remains computation-
ally infeasible to derive any prior values hj for j < i.
However, this approach requires the entire chain to be pre-
computed before any values can be used, increasing memory
requirements. The second strategy is forward consumption,
where hash values are consumed sequentially from the root
h0 toward the tail hn. This approach eliminates the need
for pre-computing the entire chain, allowing each value to
be calculated in real time, thus reducing memory usage.
However, forward consumption requires the inclusion of a
secret key to ensure forward secrecy; without it, an attacker
with access to hi could compute all subsequent values
hj ,∀ j > i + 1, posing a security risk. By incorporating

a secret key in the hashing process, this risk is mitigated,
as an attacker would be unable to compute subsequent hash
values without full access to the hash function input.

6.2. Hash Chain Storage

We identify two main storage strategies that define how
hash chains are managed across communicating devices.

The first strategy is entity-based hash chain storage,
where each device maintains its own chain for authenticating
its transmitted messages. This approach presents two key
limitations: (i) it may require defining device identities,
which some protocols (e.g. CAN-bus protocol [50]) do not
inherently support; and (ii) receiving devices must keep
track of the index of each used hash value for accurate
verification. To manage this, either all devices must mon-
itor transmissions from the source, or an additional index
parameter must be included in the payload to synchronize
receivers with the sender’s current hash value. However, the
latter solution reduces data throughput as such index has to
be added to the message payload.
Memory analysis. Let N be the number of network nodes
or, in a broadcast scenario, the number of group members.
Memory requirements for each device are as follows:

• Backward consumption: Each device must store a
full hash chain for itself and N − 1 individual hash
values for other nodes.

• Forward consumption: Each device stores a total of
N hash values, one for its own chain and N − 1 for
other nodes.

The second strategy is pair-based hash chain stor-
age, where each pair of nodes, is assigned a unique hash
chain. For broadcast communications using group keys,
this becomes group-based hash chain storage, where the
group collectively uses a single shared chain. Unlike the
entity-based approach, this method eliminates the need for
synchronization between sender and receiver.
Memory analysis. With N representing the number of net-
work nodes or groups a node belongs to, memory require-
ments are:

• Backward consumption: Each node stores N−1 full
hash chains for P2P communication, or N full hash
chains in a broadcast setup.

• Forward consumption: Each node stores N − 1 in-
dividual hash values for P2P communications, or N
single hash values in a broadcast model.

Table 2 shows that the forward-consume pair-based ap-
proach requires the least storage overhead, making it partic-
ularly suitable for legacy and resource-constrained devices.

6.3. Hash Chain Computation

The hash chain computation strategy plays a crucial
role in determining system performance and security. We
identify three main strategies: runtime, offline, and hybrid.



TABLE 2: Comparison of storage overhead between hash chain consumption strategies and associated storage approaches.
x is the number of bits of a single hash value; n hash is the number of hash values in a hash chain; N is the number of
network nodes (P2P model), or the number of groups a node is part of (Broadcast model).

Hash Chain Consumption Storage Approach Saved Values Storage Overhead
(bits)Approach Constraints

Backward Compute and store entire chain in advance
Entity-based

• 1 full own hash chain
• N-1 receivers’ single hash values

x ∗ (n hash+N − 1)

Pair / Group-based
• P2P: N-1 full hash chains
• Broadcast: N full hash chains

• P2P: (N − 1) ∗ n hash ∗ x

• Broadcast: N ∗ n hash ∗ x

Forward Secret key as part of input required
Entity-based

• 1 single own hash value
• N-1 receivers’ single hash values

N ∗ x

Pair / Group-based
• P2P: N-1 single hash values
• Broadcast: N single hash values

• P2P: (N − 1) ∗ x

• Broadcast: N ∗ x

TABLE 3: Comparison of pros, cons, and possible hash
chain consumption strategies between hash chain compu-
tation approaches.

Computation
Approach

Pros (✔) & Cons (✗)
Chain

consumption

Runtime
[✔] Minimum memory overhead
[✗] Introduces transmission delay

[✔] Forward
[✗] Backward

Offline
[✔] No transmission delay
[✗] Lager memory overhead

[✔] Forward
[✔] Backward

Hybrid
[✔] No transmission delay
[✔] Smaller memory overhead w.r.t. offline
[✗] Larger memory overhead w.r.t. runtime

[✔] Forward
[✔] Backward

Table 3 compares the advantages and disadvantages of each
strategy and indicates which chain consumption methods are
compatible with each approach.

In the runtime computation strategy, hash values are
generated as needed during operation, ensuring freshness
and reducing susceptibility to pre-computation attacks. This
approach minimizes memory requirements, as only the cur-
rent hash needs to be stored. However, it increases compu-
tational demands and may introduce communication latency
due to the real-time cryptographic calculations required. The
offline computation strategy involves pre-computing the
entire hash chain before deployment, which minimizes real-
time processing demands but requires significant memory to
store the full chain. Finally, the hybrid strategy combines
elements of both runtime and offline computation by pre-
computing and storing part of the chain, with the remainder
calculated as needed. This approach balances the reduced
runtime demands of offline computation with lower mem-
ory requirements, achieving a compromise between system
efficiency and security.

7. Evaluation

In this section, we evaluate ACRIC. Section 7.1 assesses
ACRIC’s security guarantees against the security goals pre-
viously defined. Section 7.2 evaluates ACRIC’s performance
in terms of computational and transmission overhead.

7.1. Security Assessment

We first theoretically discuss ACRIC’s security guaran-
tees, then we present formal verification and brute-force
resistance assessment to sustain our findings.

7.1.1. Initialization Procedure. The proposed initialization
procedure relies on three key elements: (i) cryptographic
hash functions, (ii) the Diffie-Hellman protocol, and (iii)
OTP encryption. The overall security of the procedure is
therefore determined by the weakest of these elements.
OTP encryption provides perfect secrecy as long as each
encryption key is used only once [53]. The cryptographic
hash function ensures that it is computationally infeasible
to predict h = H (K,A) without knowing the key K, or
to retrieve K from observing A and h (see Section 3.2).
Consequently, as long as the master key Km remains con-
fidential, the hash values preserve their security, ensuring
message authenticity. The security of the Diffie-Hellman
protocol is based on the difficulty of solving the discrete
logarithm problem in polynomial time [51]. However, it is
well-known that it is susceptible to MITM attacks if carried
out without authentication [54]. To address this vulnerability,
we incorporate hash values to authenticate exchanged mes-
sages. Since we already established the security of the hash
values, we conclude that the Diffie-Hellman key agreement
defined as in Section 5.2 is secure, and that the session
key Ks remains confidential. As a result, the confidentiality
of l is is assured through OTP encryption, benefiting from
perfect secrecy. It is essential to note that the secrecy of
l relies on Ks never being reused as OTP key in future
communications, a condition that is strictly maintained.

We formally verified ACRIC’s security properties using
the Scyther tool1, which is designed for the automated for-
mal verification of security protocols. Scyther assesses the
confidentiality and integrity of protocols by modeling adver-
sarial capabilities and systematically verifying the protocol’s
resilience against potential attacks. Our verification focused
on evaluating the confidentiality of security parameters as-
sociated with initialization against external attackers. The
results confirm that ACRIC’s design preserves the secrecy of

1. https://people.cispa.io/cas.cremers/scyther/
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underlying parameters (see Appendix A for further details).
For transparency and reproducibility, the source code used
in this formal verification is publicly available in a GitHub
repository2 (anonymized for submission).

7.1.2. Authentication Procedure. By using a secret InitVec
for CRC computation, followed by OTP encryption with
hash values derived from a secure hash chain, ACRIC pro-
vides message integrity protection and authentication. En-
suring the authentication property means that any message
authenticated with an incorrect InitVec or hash value will
be rejected. Thus, for a given message M , we calculate the
collision probability of obtaining the correct SecCRC with
incorrect security parameters. Three possible cases arise:

• Case 1: Correct InitVec and incorrect hash value.
The probability of achieving a SecCRC collision is
zero. With the correct InitVec, the correct CRC is
computed. However, applying XOR with an incor-
rect hash value cannot yield the correct SecCRC.

• Case 2: Incorrect InitVec and correct hash value.
Here, the probability of an incorrect InitVec pro-
ducing the correct CRC depends on the specific
CRC algorithm used. Assuming the CRC behaves
as a random function, each incorrect InitVec has a
probability of 2−n of generating the correct CRC.
This is equivalent to a random guess of SecCRC.

• Case 3: Both InitVec and hash are incorrect. In this
case, a collision would require a combination of an
incorrect CRC and hash value that, together, produce
the correct SecCRC. With 2n possible CRC values
and 2n possible hash values, there are 22n possible
combinations. For a fixed SecCRC, only 2n com-
binations yield that value, resulting in a collision
probability of 2−n, which, again, is the same as a
random guess.

For integrity protection, ACRIC aims to prevent an
attacker from modifying the message payload while pre-
serving a valid CRC (SecCRC), which reduces to the CRC
collision probability as shown in Case 2. For replay attack
protection, two scenarios are possible: (i) If the message
is replayed within the same session, it falls under Case 1,
which has zero collision probability; (ii) if the message is
replayed in a different session, it falls under either Case 2
or Case 3, where the success probability is equivalent to a
random guess. This analysis demonstrates that ACRIC meets
all identified security goals, as the collision probability for
incorrect parameters is equivalent to random guessing.

Despite ACRIC’s theoretical security due to OTP en-
cryption, brute-force attacks remain a practical threat if an
adversary attempts CRC collisions. For instance, an attacker
might intercept and block legitimate communications, send-
ing forged messages with different CRC values until one
succeeds. We analyze the resistance of ACRIC against brute-
force attacks based on the number of attempts needed for
success, which depends on the bit length of the CRC. We

2. https://anonymous.4open.science/r/ACRIC-7B70/README.md

tested CRC bit lengths of 8 and 16, simulating two specific
attack scenarios:

• Random Forgery: The adversary randomly forges
messages, guessing the associated authenticated
CRC (SecCRC) until success.

• Informed Forgery: We assume a hash value of a
message authenticated with ACRIC has been ex-
posed. Using this, the attacker retrieves the InitVec,
forges a message, computes a new CRC with this
InitVec, and guesses the necessary hash value for
OTP encryption.

In both scenarios, we recorded the number of attempts
required to achieve a SecCRC match, with each experi-
ment repeated 1000 times for each CRC length to obtain
statistically significant success probability data as a function
of attempts. The source code of the attack simulation is
available in our GitHub repository3. Figure 4a compares
the Cumulative Density Functions (CDFs) of attack success
probability for the random forgery and informed forgery at-
tacks with a 16-bit CRC, showing that knowledge of a single
hash value provides no advantage to an attacker, supporting
our claims regarding authentication security. Figure 4b com-
pares the CDFs of attack success probability for the random
forgery case across different CRC lengths. These values
enable practitioners to estimate the average number of attack
attempts and corresponding success probability, and thus the
expected time required for a brute-force attack based on the
specifications of the protocol under consideration.

We highlight that ACRIC’s security relies on maintain-
ing the secrecy of both the InitVec and the OTP encryption
key. Compromising either component significantly weakens
the protocol’s security, underscoring the importance of safe-
guarding both elements within the ACRIC framework.

Authentication of broadcast messages in P2P. In this
particular scenario, the authentication mechanism described
in Section 5.3.1 effectively protects against external at-
tackers, as only nodes with access to Km can compute
hi = H (Km, Cb). This setup prevents external attackers
from forging or replaying broadcast messages. However,
if a legitimate network node is compromised, the security
assurances change. The attacker would gain access to the
cryptographic material needed to authenticate any broadcast
message accurately. This vulnerability highlights a limitation
inherent to systems that rely on a shared key among multiple
devices. When a node is compromised, the attacker essen-
tially becomes an insider with full authentication privileges.
While ACRIC provides robust protection against external
adversaries, it is less effective against insider threats. Miti-
gating such risks would require additional mechanisms, such
as device-level tamper resistance or intrusion and anomaly
detection systems. Although these measures could reduce
the impact of compromised nodes, they also introduce com-
plexity and computational overhead, which may be imprac-
tical in resource-constrained environments.

3. https://anonymous.4open.science/r/ACRIC-7B70/README.md
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Figure 4: Brute-force attack Cumulative Density Function (CDF) of success probability against number of attempts.

7.2. Performance Evaluation

We evaluated the time overhead introduced by ACRIC
in a real industrial setup to assess its impact on transmission
efficiency and initialization. This evaluation focused on two
key metrics: (i) transmission overhead, measured as the
additional loop time when ACRIC is active, and (ii) the
time required to complete a single initialization procedure.

Experimental Setup. To implement a proof of concept,
we integrated ACRIC into Modbus, the de facto commu-
nication protocol for ICS and SCADA systems. Modbus is
commonly used in legacy and resource-constrained environ-
ments, making it a relevant choice for evaluating ACRIC’s
efficiency under realistic industrial conditions. Our experi-
mental setup, shown in Figure 5, includes two commercially
available industrial devices from CAREL equipped with an
STM32F4xx microcontroller and an additional 16 MB of
external DRAM. We implemented ACRIC authentication
methodology into proprietary software using the emCrypt
library 4 for cryptographic operations. This setup enables
us to measure ACRIC’s performance in a real-world indus-
trial environment with industrial-grade hardware, providing
results that accurately reflect the impact of ACRIC when
integrated into existing software systems in the industry.

Transmission Overhead Analysis. To assess transmis-
sion overhead, we measured the loop time difference be-
tween the standard Modbus protocol and a secured version
using ACRIC. The results show that ACRIC adds negli-
gible overhead, with a loop time difference ≪1 ms. This
minimal increase confirms that ACRIC maintains real-time
properties, keeping protocol performance within acceptable
limits for industrial applications.

Initialization Procedure Overhead. We also evaluated
the time required to complete a single ACRIC initialization
procedure, measuring the total time to establish a secure
communication channel. Experimental results indicate that
the initialization process completes in under 1 second.

4. https://www.segger.com/products/security-iot/emcrypt/

Figure 5: Test-bed for ACRIC performance evaluation with
commercially available industrial devices communicating
via a serial line using the Modbus protocol with ACRIC.

With minimal transmission overhead, this initialization time
demonstrates that ACRIC is well-suited for applications
requiring secure communication without compromising op-
erational efficiency.

7.3. Discussion

In this section, we discuss how ACRIC addresses and
meets the identified challenges and design goals, respec-
tively, demonstrating its suitability for real-world adoption.

Regarding the security goals — authentication, integrity
protection, and replay resistance — Section 7.1 demon-
strates that ACRIC fully meets these objectives. Both theo-
retical analysis and formal verification confirm that all secu-
rity parameters (Km,Ks, l,H) remain confidential, ensuring
the desired security properties.

For the operational goals, ACRIC effectively overcomes
the identified limitations and challenges (SectionSection 2).
Specifically, we designed an efficient key agreement pro-
cedure compatible with both P2P and broadcast communi-
cation models, minimizing deployment complexity. Addi-
tionally, by repurposing the CRC field to provide security

https://www.segger.com/products/security-iot/emcrypt/


with only a software update, we preserved data throughput
and backward compatibility, reducing deployment costs and
enabling interoperability between secure and non-secure
devices. Finally, experimental results from real-world tests
show that ACRIC is lightweight and preserves the system’s
real-time responsiveness, ensuring that security enhance-
ments do not compromise operational efficiency.

In conclusion, the proposed authentication mechanism
meets all defined design goals, addressing security and op-
erational requirements. It enhances the protection of legacy
systems by ensuring authentication, integrity, and replay
protection while maintaining real-time response and back-
ward compatibility. This comprehensive approach makes
ACRIC a practical and secure solution, ready for adoption
in industrial settings.

8. Related Works

Designing authentication mechanisms for legacy systems
in resource-constrained environments presents several chal-
lenges that hinder the effective adoption of contemporary
security solutions in real-world applications. Legacy sys-
tems are often characterized by limited processing power,
constrained memory resources, and adherence to predefined
communication protocols that lack inherent security fea-
tures. Implementing robust authentication without compro-
mising system performance or interoperability is a signifi-
cant challenge in such environments.

Several proposals in the literature involve using asym-
metric encryption, digital signatures, digital certificates, or
the integration of protocols like Transport Layer Security
(TLS) to provide security and authenticity [15], [55], [56],
[57], [58], [59], [60]. While these methods offer strong secu-
rity guarantees, they are unsuitable for resource-constrained
environments as they rely on computationally intensive
cryptographic operations. This often results in considerable
transmission delays and significant memory and computa-
tional overhead, which resource-constrained systems cannot
support. To address these limitations, many researchers have
turned to MACs, particularly HMACs [60], [61], [62], [63],
[64], [65], [66], [67], [68], [69], [70]. Hash functions are
less computation-intensive than asymmetric cryptographic
algorithms and can be efficiently implemented even on
devices with limited resources. However, solutions adopting
this approach often face significant limitations. Typically,
the MAC value is appended to the original message, altering
the standard frame format defined by the legacy protocol.
This disrupts backward compatibility and interoperability
since non-secured may not recognize or properly handle
the modified frames. Alternatively, if the MAC is included
within the payload, it is often associated with security
parameters such as counters, nonces, or timestamps. This
reduces the amount of application data that can be trans-
mitted, thereby decreasing data throughput. Since high data
throughput is often a critical requirement that influenced
the original design and adoption of legacy protocols, any
reduction can adversely affect system performance and ef-
ficiency. Another prevalent strategy is the BITW solution,

wherein cryptographic operations are offloaded to external
devices placed in front of legacy systems [28], [32], [46],
[70], [71], [72], [73], [74]. These devices act as security
gateways, encrypting and authenticating communications
on behalf of the legacy system. While BITW solutions
mitigate the resource limitations of legacy devices, they
introduce additional hardware into the system architecture.
This increases deployment complexity, raises costs, and
potentially introduces new points of failure. Using covert
channels to carry authentication information represents an-
other alternative [47], [75]. This approach avoids modifying
the original packet format, facilitating interoperability and
maintaining compatibility with unsecured devices. However,
implementing covert channels often necessitates additional
hardware or modifications to existing hardware to support
the embedding and extracting of hidden data.

A recently emerging approach involves enhancing the
CRC field, traditionally used for error detection, to pro-
vide authentication and integrity protection by computing
it cryptographically. Solutions following this strategy aim
to secure the CRC computation by making the generator
polynomial secret [36], [41], [76], [77], [78], [79]. However,
selecting an appropriate polynomial that maintains the error
detection capabilities of the standard CRC while serving
as a secure cryptographic function is non-trivial. Identi-
fying such polynomials is computationally intensive and
time-consuming, rendering this approach less suitable for
resource-constrained devices. To overcome these limitations,
we propose a novel approach that modifies the InitVec used
in the CRC computation instead of employing a secret
generator polynomial. By manipulating the IV, we avoid
exhaustive searches for suitable polynomials and retain the
standard generator, ensuring that the error detection capabil-
ities remain intact. Furthermore, encrypting the CRC with an
OTP provides unconditional security. This prevents attackers
from deducing the original CRC value of the InitVec used,
thereby safeguarding the authentication mechanism against
potential cryptographic attacks.

In summary, our method addresses the key challenges
associated with securing communications for legacy sys-
tems in resource-constrained environments. We provide a
lightweight, secure, and compatible authentication mecha-
nism that preserves system performance and data through-
put. This approach enables the effective integration of robust
security measures into legacy systems without necessitating
significant hardware modifications or compromising the op-
erational characteristics that define these environments.

9. Conclusions

In this paper, we identify key challenges that prevent
existing authentication mechanisms designed to retrofit se-
curity in legacy protocols from being deployed in real-world
settings. To address these limitations, we developed ACRIC,
a cryptographic CRC computation methodology that ensures
authentication and integrity protection for legacy protocols.
By leveraging the CRC field, ACRIC preserves the original
frame structure, maintaining full backward compatibility and



data throughput for legacy protocols. Additionally, ACRIC’s
protocol-agnostic design allows for implementation across
diverse application scenarios and communication models,
including point-to-point and broadcast models. Through
theoretical analysis and formal security verification, we
demonstrated ACRIC’s resilience against external attack-
ers. Furthermore, performance evaluations on a real-world
testbed showed that ACRIC introduces negligible transmis-
sion overhead (≪1 ms). These results indicate that ACRIC
is ready for adoption in industrial and other critical legacy
systems, providing enhanced security with minimal impact
on operational performance.
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Appendix A.
ACRIC Formal Verification

To assess ACRIC security properties formally, we tested
with Scyther tool the confidentiality of the cryptographic
parameters involved during the initialization and authenti-
cation procedures when implementing ACRIC framework.
The mapping between the security parameters and the terms
used in Scyther is detailed in Table 4.

Figure 6 shows the results of formal verification for the
initialization procedure at both transmitter (TX) and receiver

TABLE 4: Explanation of Scyther variables meaning.

Scyther variable Meaning
P Large prime number p
G Generator g for Z∗

p

Km Pre-shared master key Km

a Transmitter’s private key for Diffie-Hellman
b Receiver’s private key for Diffie-Hellman

A = EXP(a, G, P) Transmitter’s public key for Diffie-Hellman
B = EXP(b, G, P) Receiver’s Public key for Diffie-Hellman

EXP(B, a, P)
EXP(A, b, P)

Ks
Shared session key Ks

l Random value l for hash chain initialization
L Encrypted value L of l with Ks

RESP(XOR(L, EXP(A, b, P))) Receiver’s response value l + 1

InitVec(Ks) Initialization vector InitV ec

SHA1(l, Ks) First element h0 of hash chain H
SHA1(....SHA1(l, Ks)..) Hash value hi of the hash chain H

(RX) side. Figure 7 shows the results for the verification for
the authentication procedure at transmitter (TX) side.

Figure 6: Results of formal verification of CRAC’s initial-
ization procedure with Scyther tool. Results show that all
the security parameters involved during initialization remain
confidential.

Figure 7: Results of formal verification of CRAC’s authenti-
cation procedure with Scyther tool. Results show that all the
security parameters involved during authentication remain
confidential.
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Appendix B.
ACRIC’s Performance Evaluation

We evaluated ACRIC’s performance in a real-life
testbed, focusing on assessing the computational overhead
of SecCRC computation and the latency introduced by
system initialization. Figures 8 and 9 display console output
during a debug session, showing print timestamps that allow
us to estimate overhead by examining the time differences
between correlated prints. The system’s time resolution is
on the order of milliseconds.

Figure 8 shows debug output when the experiment is run
without ACRIC’s security enabled, while Figure 9 shows
output with ACRIC active. Comparing the timestamps be-
fore and after the CRC computation (red box) reveals no
significant difference, indicating that ACRIC’s authentica-
tion procedure introduces an overhead of less than 1 ms. In
Figure 9, we also highlight the time required for a single
initialization setup (blue box), which completes in under 1
second.

Figure 8: Caption

Figure 9: Caption
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