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Robotic systems are widely used to interact with humans or to perform critical tasks. As a result, it
is imperative to provide guarantees about their behavior. Due to the modularity and complexity of
robotic systems, their design and verification are often divided into several layers. However, some
system properties can only be investigated by considering multiple layers simultaneously. We pro-
pose a cross-layer verification method to verify the expected properties of concrete robotic systems.
Our method verifies one layer using abstractions of other layers. We propose two approaches: refin-
ing the models of the abstract layers and refining the property under verification. A combination of
these two approaches seems to be the most promising to ensure model genericity and to avoid the
state-space explosion problem.

1 Introduction

The design and development of modern robotic systems is a complex issue, as it brings together many
fields of research. Moreover, these robotic systems are intended to interact with humans or to be de-
ployed in critical sites. Therefore, it is essential to provide guarantees for the operation of these systems.
Formal methods are widely used to assert the reliability of critical systems. They provide strong proof-
based guarantees that the verified system behaves accordingly to the specifications. In the context of
robotic systems, several modeling tools and formalisms have been developed to verify properties, either
online [7] or offline [4, 6].

On the other hand, in order to improve the design of robotic systems, state-of-the-art approaches rely
on multi-layer architectures as they provide powerful abstraction to develop each layer independently of
the others. Such a design facilitates the development of robotic systems, improves their modularity and
enables each layer to be (formally) verified separately. These advantages help to implement complex
behaviors such as fault tolerance [9] and facilitate the reuse of robotic system code. Note that several
multi-layer design standards exist within the robotics research community: five-layer pyramid design [3],
four-layer design [13], three-layer pyramid design [10, 14], and more. Among these classical designs, the
three-layer architecture shown in Figure 1 is a promising and widely used approach because it provides
a modular design while minimizing the number of layers. In this architecture, the decision layer deals
with the robot’s decision-making and planning processes (e.g. a user interface or a "smart" program).
The executive layer provides an abstract interface to the functional layer via the concept of skills [1, 13,
14, 10]. And the functional layer corresponds to low-level task processing.
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Listing 1: An example of RobotLanguage design
s k i l l s e t c u s t o m _ r o b o t {

r e s o u r c e {
mot ion { s t a t e { On Off } i n i t i a l Off t r a n s i t i o n a l l }
b a t t e r y { s t a t e { Normal C r i t i c a l } i n i t i a l Normal t r a n s i t i o n a l l }

}
s k i l l go to {

input { d i s t a n c e : I n t e g e r }
output p o s i t i o n : P o s i t i o n
p r e c o n d i t i o n { ( mot ion == Off ) && ( b a t t e r y != C r i t i c a l ) }
s t a r t motion -> On
i n v a r i a n t { in_movement { guard motion == On }}
i n t e r r u p t { e f f e c t { mot ion -> Off }}
s u c c e s s { a r r i v e d { e f f e c t { mot ion -> Off }}}
f a i l u r e { b l o c k e d { e f f e c t { mot ion -> Off }}}

}
} Figure 1: Three-layer architecture

In practice, it is impossible to verify the whole system at once, due to the complexity of robotic sys-
tems, or the incompatibility of certain theories that make verification undecidable. Specific formalisms
and techniques have been developed for the design and the verification of each layer separately. However,
the compartmentalization of the different analyses is an obstacle to complete system analysis because
these formalisms cannot always be combined. In fact, some of the operating characteristics of the system
must consider multiple layers in order to be studied.

The present work, which is part of a Ph.D. thesis, aims to provide an offline cross-layer verification
method based on the three-layer design in Figure 1. Our method uses RobotLanguage 1 [5, 2, 1], an
interesting framework for designing reliable robotic systems. RobotLanguage provides a formal lan-
guage to model the executive layer, a formal offline verification of predefined properties on this model,
and an automatic code generation from the model to implement this layer. Our approach is based on
a RobotLanguage model of the executive layer, and extends it with abstract models of the other layers
in order to verify properties of the whole system. In general, abstract models are not refined enough
to verify robotic systems. We introduce two complementary approaches: one consists in refining the
model, and the other consists in refining the property. We illustrate the relevance of our techniques on
an example. Our method is not specific to the three-layer architecture in Figure 1, and can be used with
other multi-layer designs.

2 Related Works

Several formal frameworks have been defined to support the design and the verification of robotic sys-
tems, such as RobotLanguage. PROSKILL [8] gathers the specifications of the decisional layer, the
executive layer and a part of the functional layer (see Figure 1), and allows to verify temporal and timed
properties both offline and online. However, PROSKILL provides a monolithic design for robotic sys-
tems and does not benefit from the advantages of a multi-layer design. Our method is based on the
multi-layer design, preserving the modularity gained by this design, and thus fits well to our real robotic
systems.

On the other hand, RobotLanguage comes with a tool, SkiNet [11], which provides a translation to
Petri nets to perform offline formal verification of temporal properties. This tool has also been extended
[12] to verify temporal properties online in order to address the state-explosion problem. However,
SkiNet only verifies properties of the executive layer only, while our work aims to provide a multi-layer
verification method.

1https://onera-robot-skills.gitlab.io/index.html
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3 Cross-Layer Verification

RobotLanguage has been developed to design the executive layer of robotic systems. After a brief intro-
duction, we describe the formalism used to model these systems. Next, we explain how to model each
system layer and how to incorporate all models for formal verification. Finally, we present a method for
systematically verifying multi-layer systems, illustrated with an example.

3.1 Introduction to RobotLanguage

Modern approaches to formal robotic system design are based on skills and resources[8, 5, 13, 10].
Skills are basic actions provided by the executive layer to implement complex behaviors in the decision
layer. For example, Listing1 defines one skill: goto, which moves a robot a given distance. Resources
represent physical features used by skills, such as motion and battery in Listing 1. The resource
battery tracks levels, while motion monitors movement. In RobotLanguage, each group of skills and
their shared resources forms a skill set, such as custom_robot in Listing 1.

The skill goto is an abstraction of the actual code executed at the functional layer. In RobotLanguage
the system designer specifies conditions for starting a skill (precondition), conditions that should
remain true during execution (invariant), and resource updates (start, effect).

RobotLanguage includes a toolset2 that translates models into executable C++ code using the ROS2
middleware. This code creates one ROS2 node per skill set and several topics to manage communi-
cation between the executive and decision layers. In addition, the generated code verifies conditions
(precondition, invariant) and applies effects (start, effect) specified in RobotLanguage. The
programmer is responsible for implementing the functional layer in specific hook functions, whose pro-
totypes are generated from the RobotLanguage design.

3.2 Modeling Formalism

In this paper, a model consists of a finite set M = {S1, . . . ,Sk} of finite labeled transition systems. Each
transition system Si = (Qi,q0

i ,Σi,Ti) consists of a finite set of states Qi, a distinguished initial state q0
i , a

finite alphabet of events Σi and a transition relation Ti ⊆ Qi ×Σi ×Qi where edges are labeled by events
from Σi. Note that the transition systems may have common events on which they synchronize. Let
Σ =

⋃
i∈[1;k] Σi. A global state of M is a tuple (q1, . . . ,qk) of states, one for each transition system in M.

The initial global state is (q0
1, . . . ,q

0
k). There exists a global transition (q1, . . . ,qk)

a−→ (q′1, . . . ,qk) with
a ∈ Σ if for each Si such that a ∈ Σi, there exists a transition (qi,a,q′i) ∈ Ti, and q′i = qi for every Si such
that a /∈ Σi. A global run is a sequence of global transitions starting from the initial global state.

As an example, consider the model consisting of two transition systems: S in Figure 2 and F in
Figure 3a. These two transition systems synchronize on their common labels. Thus, any run in this
model consists of asynchronous solid and zigzag transitions from S, or dotted and dashed transitions that
synchronize S and F .

3.3 Executive Layer Modeling

First, we explain how to model the executive layer by describing the execution of a skill through the
transition system in Figure 2. During its execution, the skill transitions through several states, depending
on internal actions (plain transitions), or on interactions with the decision layer (zigzag transitions) or

2https://onera-robot-skills.gitlab.io/

https://onera-robot-skills.gitlab.io/


146 Cross-layer Formal Verification of Robotic Systems

Ready Precondition Validate Start Running Interrupting
request

precond
success

validate
success start_hook

validate
failure

invariant
failure

interrupt

success failure interrupted

precond
failure

start effect
failure

: decisional layer to executive layer
: functional layer to executive layer

: internal transition
: executive layer to functional layer

Figure 2: Control flow graph of a skill

with the functional layer (dashed/dotted transitions). The execution begins in the state Ready, and spans
into three phases. First, on reception of request from the decision layer, the state of the system is
checked at the executive layer (precond) and the functional layer (validate). If these conditions are
satisfied, start_hook triggers the execution of the functional layer, switching the state to Running.
Finally, the execution can terminate in a success or a failure, triggered by the functional layer, or it can
be interrupted by the decision layer. In each case, the functional layer notifies the executive layer by
calling success, failure, or interrupted. The execution can also stop if an invariant is violated.
These invariants are monitored by the code that is automatically generated from the RobotLanguage
design. We refer the reader to [1] for more details on the semantics of invariants in RobotLanguage
which is beyond the scope of this paper.

For a given skill set like in Listing 1, a model using instances of the transition system in Figure 2 for
each skill can formally verify some properties at the executive layer, such as “skill goto can be executed.”
However, this model is not refined enough to verify more specific properties, such as “skill goto cannot
be executed infinitely often”, which is expected to hold, since our RobotLanguage design in Listing 1
lacks a skill to recharge the battery.

3.4 Multi-Layer Modeling

We aim to extend the model in Figure 2 (called S in the sequel) with models of the functional and decision
layers. For now on, we will concentrate on the functional layer, as the approach that we present hereafter
straightforwardly applies to the decision layer.

From Section 3.2, it comes that a model of the functional layer should conform to a synchronization
interface that will enable communication between the model of the functional layer, and the model of the
executive layer, through event synchronizations. More specifically, a model of the functional layer should
synchronize on events validate success, validate failure, start hook, success, failure and interrupted with
the transition in Figure 2.

The transition system F in Figure 3a shows a very abstract model of a functional layer that conforms
to this synchronization interface. Note that F allows any sequence of the above mentioned events since
its transitions can be crossed unconditionally. Hence, any sequence of events that is possible in S is also
possible in the model {S,F} where S and F synchronize on common labels. F can be seen as the generic
most abstract functional layer model.

Figure 3b shows another model of the skill goto at the functional layer. Observe that this model also
conforms to the synchronization interface. It further has an internal action move that does not synchronize
with S: it is asynchronous. This model is described as a control graph with two variables: d which is
the distance to travel, and blevel which is the battery level (both variables have finite domains). Note
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Idle

validate success validate failure

success interrupted

failurestart_hook

(a) Default functional layer model

Idle

(blevel ≥ 2.0)∧ (d > 0)
validate success

(blevel < 2.0)∨ (d ≤ 0)
validate failure

success
(d ≤ 0)

move
(blevel ≥ 2.0)∧ (d > 0)

d := d −1, blevel := blevel −2.0

interrupted

failure
(blevel < 2.0)∧ (d > 0)start_hook

(b) Concrete functional layer model for skill goto

Figure 3: Transition systems modeling the skill goto at the functional layer

that the variables used at the functional layer partly model the robot’s state, while the RobotLanguage
resources used in the executive layer (Listing 1) are abstract knowledge of the robot’s state, updated
by monitoring the robot. The model for updating the battery resource according to the actual value
of blevel is not shown for the sake of simplicity. Following our settings described in Section 3.2, we
consider the transition systems F ′ that defines the semantics of control graph in Figure 3b. Its states
are pairs (d,blevel) of values of the two variables, and transitions (d,blevel) a−→ (d′,blevel′) take into
account the guards and updates on the variables. Now, observe that due to variables d and blevel, the
model F ′ restricts the sequences of events that can occur in a run. For instance, validate success is not
possible if the battery level is less than 2.0. F ′ can thus be seen as a refinement of F . As a result, some
runs that exist in S do not exist any more in the model {S,F ′} that synchronizes S and F ′.

Similarly, we can model the decision layer, with a synchronization interface that is defined by the
events request and interrupt. We thus obtain a multi-layer model, that consists in transition systems for
each skill (as in Figure 2) at the executive layer, for each skill at the functional layer (as in Figure 3a
or 3b), as well as transition systems for each resource (as defined in Listing 1) and a transition system
modeling the decision layer.

3.5 A Method for Cross-layer Verification

We aim at verifying that “skill goto cannot be executed infinitely often” taking into account a model of
the functional layer. This property can be expressed in LTL as:

FG not Running (1)

This formula specifies that after some finite amount of time, the robot will never be running. It does not
hold when the functional layer is modeled as in Figure 3a. We present two approaches for verifying such
specifications requiring a multi-layer model.

A first approach consists in considering the refined model of the functional layer in Figure 3b, where
d represents the distance to travel, and blevel tracks the battery level. In Figure 3b, the black loop
moves the robot one meter ahead, consuming two battery units at the same time. At some point, either
the distance d reaches 0 which leads to a success, or the battery level gets below 2.0 which leads to
a failure. Observe that the battery level blevel is set at the initialization of the model. Hence, the
battery level eventually becomes insufficient to execute skill goto: it only allows “validate failure”
and “failure” transitions. As a result, property (1), that is “skill goto cannot execute infinitely often”,
holds on the refined model.

A second approach consists in refining the specification. In this approach, we aim at verifying our
property: “skill goto cannot execute infinitely often” on the model including the abstract representation
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of the functional layer from Figure 3a, but with some extra assumptions. Coming back to our example,
since our RobotLanguage design in Listing 1 does not include a skill to recharge the battery, we can
expect the resource battery to be in state Critical after some finite amount of time. Hence, we can
verify that “skill goto cannot execute infinitely often” under the assumption “eventually the battery is
forever in state Critical”. This approach consists in refining the LTL formula in (1) to verify the prop-
erty only on runs which satisfy this assumption. This is formalized in (2), where Critical corresponds
to the state of the resource battery in Listing 1. This formula ensures that if the battery eventually
stays in state Critical forever, then, the skill goto is not executed infinitely often.

FG Critical =⇒ FG not Running (2)

Observe that due to the precondition in Listing 1 the transition labeled “precond success” in Fig-
ure 2 can only be taken a finite number of times on any run such that the battery eventually stays in
state Critical forever. As a result the property in (2) holds on the abstract model of the system with the
functional layer modeled by the transition system in Figure 3a. Observe that this model does not need
any extra variable and is thus much smaller than the model obtained with the first approach.

To validate our approaches, we have translated the transition systems and specifications correspond-
ing to the two approaches, as formulas for the Tatam model-checker3. The RobotLanguage design in
Listing 1 as well as the Tatam models underlying the two approaches above are available on a public
repository4. As expected, we have first observed that the property “skill goto cannot execute infinitely
often” does not hold on the abstract model of the functional layer in Figure 3a as the discharge of the
battery is not taken into account. On the other hand, the two approaches above allow to prove that the
property holds, either by providing a refined model of the functional layer, or by refining the specifica-
tion.

We see these two approaches as complementary tools for cross-layer verification of robotic systems.
Refining the property keeps the model small and simple. It also yields a simpler counter-example when
a property is not satisfied. However, some properties require a more precise knowledge of the state of
the robot. Then, the first approach should be used to refine (parts of) the model with as few details as
possible in order to be able to verify the property under consideration.

4 Conclusion

This paper presents a method for cross-layer verification of robotic systems. Our approach consists
in verifying one layer using abstractions of the others. We have proposed two approaches to prove a
property. One consists in refining the models of the abstract layers, the other consists in refining the
property. In practice, the combination of the two approaches seems to be the most promising since it
allows to consider as few implementation details as possible in the model, while mitigating the state-
space explosion problem.

As future work, we plan to implement our approach in a tool to formally verify RobotLanguage
designs using a precise model of the executive layer and abstract models of the decision and functional
layers. To obtain a full guarantee approach, we plan to extend our technique to prove that these abstract
models correspond to the implementation of the corresponding layers.

3Tatam git repository: https://github.com/DavidD12/tatam
4https://gitlab.com/sylvain.rais24/fmas_2024_s_rais_models
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