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Robust Data-Driven Predictive Control for Mixed
Platoons under Noise and Attacks

Shuai Li, Chaoyi Chen, Haotian Zheng, Jiawei Wang, Qing Xu, Jianqiang Wang, and Keqiang Li

Abstract— Controlling mixed platoons, which consist of both
connected and automated vehicles (CAVs) and human-driven
vehicles (HDVs), poses significant challenges due to the uncertain
and unknown human driving behaviors. Data-driven control
methods offer promising solutions by leveraging available tra-
jectory data, but their performance can be compromised by
process noise and adversarial attacks. To address this issue,
this paper proposes a Robust Data-EnablEd Predictive Leading
Cruise Control (RDeeP-LCC) framework based on data-driven
reachability analysis. The framework over-approximates system
dynamics under noise and attack using a matrix zonotope set
derived from data, and develops a stabilizing feedback control
law. By decoupling the mixed platoon system into nominal and
error components, we employ data-driven reachability sets to
recursively compute error reachable sets that account for noise
and attacks, and obtain tightened safety constraints of the nomi-
nal system. This leads to a robust data-driven predictive control
framework, solved in a tube-based control manner. Numerical
simulations and human-in-the-loop experiments validate that
the RDeeP-LCC method significantly enhances the robustness
of mixed platoons, improving mixed traffic stability and safety
against practical noise and attacks.

Index Terms—Connected and automated vehicles, mixed pla-
toon, data-driven control, robust control, human-in-the-loop.

I. INTRODUCTION

RECENT advancements in connected and automated ve-
hicles (CAVs) have led to the increasing deployment

of vehicles featuring various levels of autonomous driving
capabilities. Among these innovations, adaptive cruise control
(ACC) has emerged as a significant implementation, reducing
the need for constant driver intervention in speed manage-
ment [1] and enhancing proactive driving safety [2]. Despite
these benefits, recent empirical and experimental studies [3],
[4] have revealed the inherent limitations of ACC in optimizing
traffic flow. These limitations are primarily attributed to ACC’s
over-conservative car-following policy and short-sighted per-
ception capabilities [5].

In contrast to ACC, cooperative adaptive cruise control
(CACC) employs vehicle-to-vehicle (V2V) communication to
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organize multiple CAVs as a pure CAV platoon and apply
cooperative control methods. This approach shows substantial
potential in improving traffic performance, including traffic
stability [6], road capacity [7], and energy efficiency [8].
However, the effectiveness of CACC is hindered by the re-
quirement for all the involved vehicles to possess autonomous
capabilities. A mixed traffic environment, characterized by the
coexistence of CAVs and human-driven vehicles (HDVs), is
anticipated to persist for an extended period. In the near future,
particularly at low CAV penetration rates, the probability of
consecutive vehicles being equipped with CAV technology
becomes negligible [9], [10]. To overcome the limitations of
pure CAV platoons in mixed traffic, mixed platooning has
emerged as a promising alternative, which integrates both
CAVs and HDVs in a vehicle platoon [11]–[13]. The core idea
is to guide the behavior of HDVs by directly controlling CAVs,
thereby enhancing overall traffic performance [14], [15]. Re-
cent studies, including traffic simulations [16], [17], hardware-
in-the-loop tests [18], [19], and real-world experiments [14],
[20], have shown the potential benefits of mixed platoons for
smoothing traffic flow and improving traffic efficiency, even
at low CAV penetration rates.

To achieve these benefits while preserving CAV safety,
existing research on mixed platoon control mainly relies on
model-based control methods. These methods utilize micro-
scopic car-following models, such as the intelligent driver
model (IDM) [21] and optimal velocity model (OVM) [22],
to capture the longitudinal behavior of HDVs. Parametric
models are then derived to represent the dynamics of the entire
mixed platoon system, enabling the implementation of various
model-based control strategies, including linear quadratic reg-
ulator [11], structured optimal control [15], model predictive
control (MPC) [23], H∞ robust control [24], and control
barrier function [25]. However, the inherent randomness and
uncertainty in the car-following behavior of HDVs present
a significant challenge in accurately identifying the mixed
platoon dynamics. The resulting model mismatches may limit
the performance of these model-based techniques. On the other
hand, model-free or data-driven methods have gained increas-
ing attention [26]–[29]. Approaches like adaptive dynamic
programming [26], [27] and reinforcement learning [16], [28]
have shown potential in learning CAV control policies through
iterative training, without the necessity of a previous knowl-
edge about the dynamics of mixed platoons. However, it is
worth noting that safety is always prioritized first for CAVs,
but these methods lack principled safety constraints, as they
typically take an indirect manner by penalizing unsafe actions
in the reward function. Although recent advancements, such
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as safe reinforcement learning, have begun to formally address
safety concerns in mixed platoons [30], [31], these methods
still face significant challenges, including high computational
demands and limited generalization capabilities.

For deriving safe and optimal control inputs directly from
data, one promising approach is data-driven predictive control,
with the combination of the well-established MPC and data-
driven techniques [32]. Along this direction, several meth-
ods have been proposed for data-driven mixed platoon con-
trol [33]–[35], with a notable example being Data-EnablEd
Predictive Control (DeePC) [36]. Specifically, DeePC rep-
resents the system behavior in a data-centric manner via
Willems’ fundamental lemma [37], and incorporates explicit
input-output constraints in online predictive control optimiza-
tion. By adapting DeePC to a Leading Cruise Control (LCC)
framework [38], which is particularly designed for mixed
traffic, the recently proposed Data-EnablEd Predictive Lead-
ing Cruise Control (DeeP-LCC) allows for CAVs’ safe and
optimal control in mixed platoons [34]. The effectiveness of
this approach has been validated across multiple dimensions,
including the mitigation of traffic waves [34], the reduction
of energy consumption [39], and the enhancement of privacy
protection [40]. However, real-world data are always corrupted
by noise from vehicle perception systems or V2X commu-
nication channels. Moreover, these data-driven CAV control
systems become increasingly vulnerable to attacks in the
V2X network, which may maliciously alter control inputs or
perceived data to execute attacks [41], thereby compromising
CAV control safety. Existing research tends to overlook the
influence of noise on data collection and online predictive
control, and often assumes the absence of adversarial attacks.
This assumption could limit the CAV’s ability to effectively
follow desired trajectories and may raise significant safety
concerns [42].

To explicitly address noise and attacks, growing evidence
has indicated that robustness is crucial in standard DeePC [43],
[44]. Indeed, a recent paper has reformulated DeeP-LCC
using min-max robust optimization to handle unknown dis-
turbances [45]. However, prior assumptions on disturbances
are still needed to improve computational efficiency. Com-
pared to the min-max approach, reachability analysis offers a
more computationally reliable method for ensuring robustness
against a wide range of noise and attacks. Several recent
works have applied similar techniques to design robust control
strategies for CAVs, including anti-attack control employing
reach-avoid specification [41] and formal safety net control
using backward reachability analysis [46]. Note that most of
these methods are model-based, with one notable exception
of [33], which presents a data-driven reachability analysis
approach. Nonetheless, the prediction accuracy in [33] may
be limited by the utilization of over-approximated data-driven
dynamics. Moreover, the boundaries of noise and attack have
not been well-explored in [33], which could significantly affect
the performance of data-driven predictive control.

To address the aforementioned research gaps, this paper
proposes a Robust Data-EnablEd Predictive Leading Cruise
Control (RDeeP-LCC) method that leverages data-driven
reachability analysis. The goal is to develop robust data-

driven control strategies for CAVs against noise and attacks
in mixed platoons. We introduce specific evaluation indices to
comprehensively analyze RDeeP-LCC’s tracking performance
under different boundary conditions. Additionally, human-
in-the-loop experiments are conducted to provide near-real-
world validation. Some preliminary results have been outlined
in [47]. Precisely, the main contributions of this paper are as
follows:

1) We propose a novel RDeeP-LCC formulation for mixed
platoon control that explicitly addresses process noise and
adversarial attacks. Inspired by [33], [48], we capture
process noise and adversarial attacks as zonotope sets, in
contrast to the zero assumption in [34]. We decouple the
system into nominal and error subsystems and use matrix
zonotope set techniques to build an over-approximated
error reachable set. By subtracting this set from the sys-
tem constraints, we derive a tightened nominal reachable
set, which is used as a safety constraint to reformulate the
standard DeeP-LCC problem. The nominal control input
is computed accordingly, and the actual control input for
the CAV is obtained via a tube-based control manner,
combining nominal and error feedback control inputs to
enhance safety and robustness.

2) We then perform numerical simulations to compare the
control performance of RDeeP-LCC with baseline meth-
ods, including standard MPC and standard DeeP-LCC.
Specifically, our analysis focuses on quantifying the im-
pact of varying noise and attack boundaries on platoon
tracking performance. The simulation results show that,
without explicitly addressing noise and adversarial at-
tacks, standard DeeP-LCC performs even worse than
traditional HDV-only traffic. In contrast, the proposed
RDeeP-LCC consistently outperforms the baseline meth-
ods under various noise and attack boundary conditions,
demonstrating its significant robustness improvements for
data-driven control techniques in mixed traffic systems.

3) Finally, human-in-the-loop experiments are conducted
with real human drivers engaged using driving simulators,
whereas existing research primarily relies on simulations
with HDVs represented by recorded data or car-following
models. Results show that standard DeeP-LCC fails to
stabilize mixed traffic under noise and attack conditions.
By contrast, RDeeP-LCC outperforms the baseline meth-
ods, achieving a 26.1% reduction in velocity deviations
and a 24.7% decrease in real cost, compared to all-HDV
traffic, while standard MPC exhibits smaller reductions of
18.8% and 16.5%, respectively. These results highlight
the superior robustness and practical effectiveness of
RDeeP-LCC in smoothing traffic flow against common
noise and adversarial attacks.

The remainder of this paper is organized as follows: Sec-
tion II introduces the problem statement and preliminaries.
Section III presents the RDeeP-LCC formulation. Section IV
shows numerical simulations. Human-in-the-loop experiments
are provided in Section V, and Section VI concludes this paper.
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II. PROBLEM STATEMENT

In this section, we first introduce the research scenario,
and then give the parametric model of the mixed platoon
system under the LCC framework [38]. The parametric model
is commonly employed in model-based methods, which serve
as a baseline for our proposed data-driven approach.

A. Research Scenario

We consider a mixed platoon system comprising one leading
CAV (indexed as 1) and n − 1 following HDVs (indexed as
2, . . . , n against the moving direction), as shown in Fig. 1.
Define an index set Ω = {1, 2, . . . , n} encompassing the
indices of all vehicles within the mixed platoon. The sets of
CAV indices and HDV indices are denoted by ΩC = {1}
and ΩH = {2, . . . , n}, respectively. All vehicles in the mixed
platoon follow a head vehicle (HV) (indexed as 0), which is
immediately ahead of the CAV. This mixed platoon system
has been called the Leading Cruise Control (LCC) in [38],
and could be regarded as the minimum subsystem structure
for the entire mixed traffic flow.

In this study, we consider a centralized control framework,
which could be deployed in an edge cloud control platform.
Precisely, we assume that roadside units can acquire state
data for all the vehicles in the mixed platoon and transmit
it to the cloud control platform without delay. Then, a specific
controller within the cloud calculates the control commands,
which are sent to the CAVs to regulate mixed platoons.

It is worth noting that for platoon control, a small varia-
tion in the velocity of the head vehicle could necessitate a
corresponding and synchronized adjustment in the velocity
for all subsequent vehicles to maintain operational safety.
Given the fact that only the CAV is under direct control in
mixed platoons, the dynamic process of velocity adaptation
poses substantial challenges, particularly in scenarios where
the system is subject to process noise and adversarial attacks.
Under such conditions, the effective control of CAVs becomes
crucial to ensure the safety and stability of the entire mixed
platoon. Accordingly, the main research focus of this paper is
to develop a robust data-driven control framework for CAVs
that can effectively mitigate the impact of process noise and
adversarial attacks. Particularly, as shown in Fig. 1, we assume
that the noise affects the observation process of the system
state in the cloud control platform, while the attacks deceive
or inject the control input received by the CAVs.

B. Parametric Model of Mixed Platoon System

In the following, we introduce the parametric modeling
process for mixed platoons, which is commonly used in model-
based methods. For all vehicles i ∈ Ω, a second-order model
is used to describe the longitudinal dynamics, given by [11],
[15], [23] {

ṗi(t) = vi(t),

v̇i(t) = ui(t),
i ∈ Ω (1)

where pi(t), vi(t), and ui(t) denote the position, velocity, and
control input of the vehicle i, respectively.

⋯⋯
HV 0HDV n CAV 1 HDV n-1 HDV 2 

Cloud Control PlatformNoise Attack

noise attack

system state system input

collected state control input

Mixed Platoon Head Vehicle

Fig. 1. Schematic for mixed platoon under the influence of noise and
attacks. The blue, red, and black vehicles are HDVs, CAV, and head vehicle,
respectively. The blue and green boxes represent the head vehicle and mixed
platoon, respectively. The noise and attacks affect the uplink and downlink of
the cloud control platform, respectively.

For HDVs, the control input ui(t) in (1) is influenced by
driver behavior, and several established car-following models,
such as OVM [22] and IDM [21], provide specific formulations
for this input. Particularly, the general expression of ui(t) can
be written as follows:

ui(t) = Fi(si(t), ṡi(t), vi(t)), i ∈ ΩH, (2)

where si(t) = pi−1(t) − pi(t) and ṡi(t) = vi−1(t) − vi(t)
denote the spacing and relative velocity between vehicle i and
its preceding vehicle i− 1, respectively, and Fi(·) denotes the
general car-following function.

Define spacing error s̃i(t) and velocity error ṽi(t) to indicate
the deviations of spacing and velocity from their respective
equilibrium states, as follows:{

s̃i(t) = si(t)− s∗i ,

ṽi(t) = vi(t)− v∗i ,
i ∈ Ω (3)

where s∗i and v∗i represent the equilibrium spacing and veloc-
ity, which satisfy the condition F (s∗i , 0, v

∗
i ) = 0.

By applying the first-order Taylor expansion on (2) at the
equilibrium state (s∗i , v

∗
i ) and combining it with (1) to derive

the linearized model for the HDVs, we have:{
˙̃si(t) = ṽi−1(t)− ṽi(t),

˙̃vi(t) = γi,1s̃i(t) + γi,2ṽi(t) + γi,3ṽi−1(t),
i ∈ ΩH

(4)
where γi,1 = ∂Fi

∂si
, γi,2 = ∂Fi

∂ṡi
− ∂Fi

∂vi
, and γi,3 = ∂Fi

∂ṡi
denote

the linearized coefficients for s̃i(t), ṽi(t), and ṽi−1(t) from (2)
at equilibrium state (s∗i , v

∗
i ). It is important to note that for

realistic driving characteristics, the coefficients γi,1, γi,2, γi,3
must satisfy the conditions γi,1 > 0 and γi,2 > γi,3 > 0.

For the CAVs, we assume that the control input is attacked,
similar to the HDVs model (4), the linearized longitudinal
dynamics can be expressed in the following form:{

˙̃si(t) = ṽi−1(t)− ṽi(t),

˙̃vi(t) = ui(t) + ϑ(t),
i ∈ ΩC (5)

where ui(t) is the designed control input for CAVs, and ϑ(t)
captures the adversarial attacks for control input, the model
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setting of such attack information has already existed in [41],
[49].

We define xi(t) = [s̃i(t), ṽi(t)]
⊤ as the state vector for

vehicle i in the mixed platoon, and lump the states of all
vehicles to obtain the mixed platoon system state x(t) =[
x⊤
1 (t), x

⊤
2 (t), . . . , x

⊤
n (t)

]⊤ ∈ R2n×1. Combining (4) and (5),
and taking into account noise, the state-space model of the
mixed platoon is obtained as:

ẋ(t) = Aconx(t)+Bconu(t)+Hconϵ(t)+Jconϑ(t)+ω(t), (6)

where Acon ∈ R2n×2n represents the system matrix, Bcon ∈
R2n×1 denotes the control matrix, Hcon ∈ R2n×1 represents
the disturbance input matrix, J ∈ R2n×1 denotes the attack
input matrix, u(t) ∈ R represents the control input for the
CAV. We denote ϵ(t) = ṽ0(t) ∈ R as the velocity deviation
of the head vehicle, and ω(t) ∈ R2n×1 as the unknown but
bounded noise. The matrices Acon, Bcon, Hcon, and Jcon are
defined as follows respectively:

A1

D2 A2

. . . . . .

Di Ai

. . . . . .

Dn An


,



B1

B2

...
Bi

...
Bn


,



H1

H2

...
Hi

...
Hn


,



J1

J2
...
Ji
...
Jn


,

(7)
with sub-block matrices within (7) is given as follows:

A1 =

[
0 −1
0 0

]
, Ai =

[
0 −1
γi,1 −γi,2

]
, Di =

[
0 1

0 γi,3

]
,

B1 =

[
0

1

]
, Bi =

[
0

0

]
, H1 =

[
1

0

]
, Hi =

[
0

0

]
,

J1 =

[
0

1

]
, Ji =

[
0

0

]
, i ∈ ΩH.

(8)
Subsequently, the continuous system in (6) can be dis-

cretized employing the forward Euler method, taking into
account process noise, resulting in the discrete model for the
mixed platoon system:

x(k + 1) = Ax(k) +Bu(k) +Hϵ(k) + Jϑ(k) + ω(k), (9)

where k represents the discrete time step, A, B, H , and J
are the system matrix, control input matrix, disturbance input
matrix, and attack input matrix of the discrete system with ap-
propriate dimensions. Motivated by the existing research [41],
[49], we assume that the disturbance ϵ(k), the attack ϑ(k),
and the noise ω(k) are norm bounded, given by

∥ϵ(k)∥∞ ≤ ϵmax, ∥ϑ(k)∥∞ ≤ ϑmax, ∥ω(k)∥∞ ≤ ωmax,
(10)

where ϵmax, ϑmax, and ωmax are the upper bounds of ϵ(k),
ϑ(k), and ω(k), respectively.

Remark 1: Although the typical car-following models can
capture the longitudinal driving behavior of human drivers,
human’s uncertain and unknown nature makes it non-trivial to

accurately identify the model (9) involving particular HDVs.
Accordingly, the system matrices A, B, H , and J are uncertain
and unknown, which motivates us to develop a data-driven pre-
dictive control method to obtain the optimal control input u(k)
for CAVs. Note that the model (9), which is indeed unknown,
is only used to clarify the dimensions and physical meaning
of state and control variables in this paper, facilitating our
design of the data-driven dynamics and reachability analysis
in Section III.

C. Preliminaries and Theoretical Foundations

Before proceeding, we present the necessary preliminaries
on reachable sets and data-driven predictive control. For clar-
ity, we may slightly abuse some notations, which will be used
exclusively in this subsection.

We first define set representations to be used in the reachable
set computation. Note that the state dimension of a mixed
platoon system increases as the platoon size n grows up, which
significantly raises the computational complexity of typical
reachable set methods. Motivated by [48], we utilize zonotope
sets to describe the reachable sets for efficient computation.
Some basic definitions are as follows.

Definition 1 (Interval Set [50]): An interval set I is
a connected subset of Rn, and it can be defined as
I =

{
xI ∈ Rn | xIi

≤ xIi
≤ xIi

∀i = 1, · · · , n
}

, where
xIi

and xIi
are the lower bound and upper bound of xIi

,
respectively. Interval set can be represented as I = [I, I],
with I = [xI1

, xI2
, · · · , xIn

] and I = [xI1
, xI2

, · · · , xIn
].

Definition 2 (Zonotope Set [51]): Given a center
vector cZ ∈ Rn, and γZ ∈ N generator vectors in a
generator matrix GZ =

[
g
(1)
Z , g

(2)
Z , · · · , g(γZ)

Z

]
∈ Rn×γZ ,

a zonotope set is defined as Z = ⟨cZ , GZ⟩ ={
x ∈ Rn | x = cZ +

∑γZ
i=1 β

(i)g
(i)
Z ,−1 ≤ β(i) ≤ 1

}
. For

zonotope sets, the following operations hold:
• Linear Map: For a zonotope set Z = ⟨cZ , GZ⟩, L ∈

Rm×n, the linear map is defined as LZ = ⟨LcZ , LGZ⟩.
• Minkowski Sum: Given two zonotope sets Z1 =
⟨cZ1

, GZ1
⟩ and Z2 = ⟨cZ2

, GZ2
⟩ with compatible di-

mensions, the Minkowski sum is defined as Z1 + Z2 =
⟨cZ1 + cZ2 , [GZ1 , GZ2 ]⟩.

• Cartesian Product: Given two zonotope sets Z1 =
⟨cZ1

, GZ1
⟩ and Z2 = ⟨cZ2

, GZ2
⟩, the cartesian product

is defined as

Z1 ×Z2 =

〈[
cZ1

cZ2

]
,

[
GZ1

0

0 GZ2

]〉
.

• Over-Approximated Using Interval Set: A zonotope set
Z = ⟨cZ , GZ⟩ could be over-approximated by a inter-
val set I = [cZ − △gZ , cZ + △gZ ], where △gZ =∑γZ

i=1

∣∣∣g(i)Z

∣∣∣.
Definition 3 (Matrix Zonotope Set [50]): Given a center

matrix CM ∈ Rn×m, and γM ∈ N generator matrices in a
generator matrix GM =

[
g
(1)
M , g

(2)
M , . . . , g

(γM)
M

]
∈ Rn×mγM ,

a matrix zonotope set is defined as M = ⟨CM, GM⟩ ={
X ∈ Rn×m | X = CM +

∑γM
i=1 β

(i)G
(i)
M,−1 ≤ β(i) ≤ 1

}
.
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Definition 4 (Reachable Set): For the discrete control sys-
tem (9), the reachable set Rk+1 of system state at time step
k + 1 is defined as:

Rk+1 =
{
x(k + 1) ∈ R2n | x(k + 1) = Ax(k) +Bu(k)

+Hϵ(k) + Jϑ(k) + ω(k), x(k) ∈ Rk, u(k) ∈ Zuk
,

ϵ(k) ∈ Zϵk , ϑ(k) ∈ Zϑk
, ω(k) ∈ Zωk

} ,
(11)

where Rk is the reachable set at time step k, and Zuk
, Zϵk ,

Zϑk
, and Zϑk

are the admissible zonotope sets for u(k), ϵ(k),
ϑ(k), and ω(k) at time step k, respectively.

Then, we provide the theoretical foundations of data-driven
predictive control. The method used in this paper is mainly
based on Willems’ fundamental lemma and Hankel matrix.
These concepts are introduced in the following.1

Definition 5 (Persistently Exciting [37]): Given a signal
sequence ω = col(ω(1), ω(2), . . . , ω(T )) of length T ∈ N.,
the sequence ω is persistently exciting with order l ∈ N if and
only if the following Hankel matrix is of full row rank:

Hl(ω) =


ω(1) ω(2) · · · ω(T − l + 1)

ω(2) ω(3) · · · ω(T − l + 2)

...
...

. . .
...

ω(l) ω(l + 1) · · · ω(T )

 . (12)

Lemma 1 (Williem’s Fundamental Lemma [37]): Consider
a controllable Linear Time-Invariant (LTI) system. Let ud =
col(u(1), u(2), . . . , u(T )) be an input sequence persistently
exciting with order L + n, where n is the dimension of
the system state, and the corresponding state sequence is
xd = col(x(1), x(2), . . . , x(T )). Then us and xs is a length-L
input–output trajectory of the system if and only if there exists
a vector g ∈ RT−L+1 satisfying[

HL

(
ud

)
HL

(
xd

)] g =

[
us

xs

]
. (13)

The physical interpretation of Lemma 1 is that for a con-
trollable LTI system, the subspace consisting of all feasible
trajectories (us, xs) of length L is identical to the space
spanned by a Hankel matrix of order L constructed from pre-
collected data (ud, xd) with rich enough control inputs.

III. METHODOLOGY

This section proposes the Robust Data-EnablEd Predictive
Leading Cruise Control (RDeeP-LCC) method for mixed
platoon control, as shown in Fig. 2. Precisely, RDeeP-LCC
consists of three main phases:

1) Data Collection: Pre-collected data includes the control
inputs u(k) of the CAVs, the velocity error ϵ(k) of the head
vehicle, the adversarial attacks ϑ(k), and the states x(k) of all
vehicles in the mixed platoon system, all under the influence
of the unknown noise ω(k) (see Section III-A).

2) Offline Learning: Pre-collected data is employed to
construct an over-approximated system matrix set MABHJ ,
capturing the unknown and uncertain dynamics of the mixed

1Given vectors or matrices X0, X1, . . . , Xn with compatible sizes, we
denote col(X0, X1, . . . , Xn) = [X⊤

0 , X⊤
1 , . . . , X⊤

n ]⊤.

platoon. A data-driven feedback control law K from data
is then derived to ensure stability across all systems. Both
MABHJ and K are later used in the online control phase to
compute the data-driven reachable set. The pre-collected data
also forms Hankel matrices, as defined in Definition 5, which
are part of the data-driven model used in online control (see
Section III-B).

3) Online Control: The actual mixed platoon system is
decoupled into an error component and a nominal component,
motivated by tube-based control strategies. Based onMABHJ

and K, we recursively compute the data-driven reachable set
of error states within the prediction horizon. This reachable
set is then subtracted from the original system constraints to
obtain a more compact nominal system constraint. Based on
the obtained compact nominal system constraint, the standard
DeeP-LCC in [34] is reformulated for online optimization
in RDeeP-LCC, solving which provides the nominal control
input uz(k). Finally, the actual control input of the CAV is
obtained by combining the nominal control input uz(k) with
the error feedback control input ue(k) in a tube-based control
manner. The resulting RDeeP-LCC controller promises safe
and robust control, even in the presence of process noise and
adversarial attacks (see Section III-C).

A. Data Collection

In this study, we collect offline data by exciting the mixed
platoon system by applying small control inputs to the CAV,
attack inputs to the CAV, and disturbances to the head vehicle,
respectively. From the parametric model of the mixed platoon
system (9), it can be found that the state x(k) is affected
by the control input u(k), head vehicle’s velocity deviation
ϵ(k), the adversarial attacks ϑ(k), and the process noise ω(k).
Note that during data collection, u(k), ϵ(k), ϑ(k), x(k) are all
measurable, while ω(k) is unknown but bounded. This paper
applies a sequence of persistently exciting inputs u(k), ϵ(k),
and ϑ(k) with a length T +1 to the mixed platoon system for
data collection. Specifically, the control input sequence U , the
disturbance input sequence E, the adversarial attack sequence
F , and the corresponding state sequence X are defined as
follows:

U = [u(1), u(2), . . . , u(T + 1)] ∈ R1×(T+1), (14a)

E = [ϵ(1), ϵ(2), . . . , ϵ(T + 1)] ∈ R1×(T+1), (14b)

F = [ϑ(1), ϑ(2), . . . , ϑ(T + 1)] ∈ R1×(T+1), (14c)

X = [x(1), x(2), . . . , x(T + 1)] ∈ R2n×(T+1). (14d)

These data are all measurable, and will be processed
into standardized formats to construct matrix zonotope set
MABHJ for reachable set computation and Hankel matri-
ces for future trajectory predictions, respectively, as shown
in Fig. 2. Particularly, for constructing matrix zonotope set
MABHJ , the data sequences are further reorganized as:

U− = [u(1), u(2), . . . , u(T )] ∈ R1×T , (15a)

E− = [ϵ(1), ϵ(2), . . . , ϵ(T )] ∈ R1×T , (15b)

F− = [ϑ(1), ϑ(2), . . . , ϑ(T )] ∈ R1×T , (15c)
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⋯
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ଶ 𝜆ఙ ∥ 𝜎 ∥ଶ

ଶ



(Online) System Decoupling

𝑥ୣ 𝑘 ൌ 𝑥 𝑘 െ 𝑥 𝑘
𝑢ୣ 𝑘 ൌ 𝐾𝑥ୣ 𝑘

ቊ

(Offline) Data Collection : control sequence 𝑈, disturbance sequence 𝐸, attack sequence 𝐹, state sequence 𝑋

Original Mixed Platoon System
𝑥        𝑢

Nominal System
𝑥      𝑢

Error System
𝑥ୣ      𝑢ୣ

Fig. 2. Schematic of the proposed RDeeP-LCC method for mixed platoons. In the offline learning phase (blue), the method utilizes pre-collected data (yellow)
to calculate the over-approximated system matrix set MABHJ , derive a data-driven feedback control law K to ensure stability for all possible systems, and
generate the Hankel matrices. In the online control phase (green), the RDeeP-LCC solves for optimal control input for the CAV in a receding horizon strategy.
Specifically, The system is decomposed into the error system and the nominal system. Using MABHJ and K, the method recursively derives the data-driven
reachable set of error states, and then subtracts this set from the constraints of the original system to obtain a more compact nominal system constraint. Then,
the nominal control input uz(k) is calculated using the standard DeeP-LCC under the compact nominal constraint. Finally, the actual control input of the
CAV is obtained by combining the nominal control input uz(k) with the error feedback control input ue(k) in a tube-based control manner.

X− = [x(1), x(2), . . . , x(T )] ∈ R2n×T , (15d)

X+ = [x(2), x(3), . . . , x(T + 1)] ∈ R2n×T . (15e)

In addition, for convenience in the subsequent derivations,
the sequence of unknown noise is denoted as

W− = [ω(1), ω(2), . . . , ω(T )] ∈ R2n×T , (16)

although it is important to note that W− is not directly
measurable.

For constructing Hankel matrices in future trajectory pre-
dictions, we reformulate the trajectory data U−, E−, F−, and
X− into a compact form as the following column vectors:

Ud = col(U−) ∈ RT , (17a)

Ed = col(E−) ∈ RT , (17b)

Fd = col(F−) ∈ RT , (17c)

Xd = col(X−) ∈ R2nT . (17d)

B. Offline Learning

In the offline learning phase, given that the matrices A, B,
H , and J in (9) are unknown, we utilize pre-collected data to
construct an over-approximated system matrix set MABHJ .
This set models the unknown and uncertain dynamics of the
mixed platoon system. We then derive a data-driven stabilizing
feedback control law K from data to ensure stability across
all possible systems configurations represented by

[
A B

]
.

Additionally, the Hankel matrices, defined in Definition 5, are

formed using the pre-collected data and serve as part of the
predictor. These components, the over-approximated system
matrix set MABHJ , the stabilizing feedback control law K,
and the Hankel matrices, are later integral to the online control
phase, discussed in Section III-C.

1) Over-Approximated System Matrix Set: We first con-
struct the matrix zonotope set MABHJ to over-approximate
all possible system models

[
A B H J

]
that are consistent

with the noisy data. The following Lemma 2 is needed.
Lemma 2: Given the data sequences U−, E−, F−, X−, and

X+ from the mixed platoon system (9). And transforming the
bounded forms of the disturbance ϵ(k), the attack ϑ(k), and
the noise ω(k) in (10) to be zonotope sets, given by:

ϵ(k) ∈ Zϵ, ϑ(k) ∈ Zϑ, ω(k) ∈ Zω. (18)

If the matrix
[
X⊤

− U⊤
− E⊤

− F⊤
−
]⊤

is of full row rank, then the
set of all possible

[
A B H J

]
can be obtained:

MABHJ = (X+ −Mω)


X−

U−

E−

F−


†

, (19)

where † is the Moore–Penrose pseudoinverse of the matrix,
and we have the noise set given by

Mω =
〈
CMω ,

[
G

(1)
Mω

, G
(2)
Mω

, . . . , G
(γMω )
Mω

]〉
, (20)

which is a matrix zonotope set resulting from the noise zono-
tope Zω = ⟨cZω

, GZω
⟩, with GZω

=
[
g
(1)
Zω

, g
(2)
Zω

, · · · , g(γZω )
Zω

]
,
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where γMω
∈ N is the number of generator matrices. Specific

formulations in (20) are given as follows:

CMω
=

[
cZω

. . . cZω

]
, (21a)

G
(1+(i−1)T )
Mω

=
[
g
(i)
Zω

0n×(T−1)

]
, (21b)

G
(j+(i−1)T )
Mω

=
[
0n×(j−1) g

(i)
Zω

0n×(T−j)

]
, (21c)

G
(T+(i−1)T )
Mω

=
[
0n×(T−1) g

(i)
Zω

]
, (21d)

with ∀i = {1, 2, · · · , γZw
} and j = {2, 3, · · · , T − 1}.

Proof: For the system description in (9), we have

X+ =
[
A B H J

]

X−

U−

E−

F−

+W−. (22)

Since the matrix
[
X⊤

− U⊤
− E⊤

− F⊤
−
]⊤

is of full row rank, then
we could get

[
A B H J

]
= (X+ −W−)


X−

U−

E−

F−


†

, (23)

where the noise W− in the collected data is unknown, but one
can use the corresponding bounds Mω to obtain (19). Then,
the matrix zonotope setMABHJ is an over-approximation for
system models

[
A B H J

]
considering noisy data. ■

2) Data-Driven Stabilizing Feedback Control Law: We
then aim to stabilize all possible

[
A B

]
by a feedback law K.

Collect data under the condition that ϵ(k) = 0 and ϑ(k) = 0,
which are straightforward to achieve. Inspired by [52], we
assume the data sequence W− satisfies a quadratic matrix
inequality: [

I

W−

]⊤

Φ

[
I

W−

]
≥ 0, (24)

where Φ =

[
Φ11 Φ12

Φ21 Φ22

]
∈ S2n+T , with Φ11 ∈ S2n, Φ12 ∈

R2n×T , Φ21 ∈ RT×2n, Φ22 ∈ ST . Based on the bound of
ω(k) in W− as described in (10), where ∥ω(k)∥∞ ≤ ωmax,
we set Φ22 = −I , Φ12 = 0, and Φ11 = ω2

maxTI .
Then, the feedback control law K that stabilizes all possible

systems
[
A B

]
can be obtained by Lemma 3.

Lemma 3: For mixed platoon systems (9), if the assumption
in (24) hold and the matrix

[
X⊤

− U⊤
−
]⊤

is of full row rank,
one can solve the following linear matrix inequalities (LMIs):

[
P 0

0 −P

]
−

[
I X+

0 −X−

]
Φ

[
I X+

0 −X−

]⊤

> 0, (25a)

P−
[
I X+

]
Φ

[
I

X⊤
+

]
+Θ

[
X−

U−

]⊤

Ψ

[
X−

U−

]
Θ⊤ > 0, (25b)

Ψ =

[
X−

U−

]
Φ22

[
X−

U−

]⊤
−1

, (25c)

to obtain the positive definite matrix P , where Θ = Φ12 +
X+Φ22. Using P , the feedback gain can be obtained by

K =
(
U−

(
Φ22 +Θ⊤Γ†Θ

)
X⊤

−
) (

X−
(
Φ22 +Θ⊤Γ†Θ

)
X⊤

−
)†

,
(26)

which stabilizes all possible systems
[
A B

]
, where

Γ = P −
[
I X+

]
Φ

[
I

X⊤
+

]
. (27)

Proof: Lemma 3 is derived from [52, Theorem 5.3], with a
detailed proof available in [52]. ■

3) Hankel Matrices: We finally utilize the pre-collected
data Ud, Ed, Fd, Xd to form the Hankel matrices by Defi-
nition 5, which constitute part of the data-driven model used
during online control in Section III-B. In particular, these
matrices are partitioned into two parts, corresponding to the
trajectory data in the past Tini ∈ N steps and the trajectory
data in the future N ∈ N steps, defined as follows:[

Up

Uf

]
= HL(Ud),

[
Ep

Ef

]
= HL(Ed),[

Fp

Ff

]
= HL(Fd),

[
Xp

Xf

]
= HL(Xd),

(28)

where L = Tini +N , and Up, Uf contain the upper Tini rows
and lower N rows of HL(Ud), respectively (similarly for Ep

and Ef , Fp and Ff , Xp and Xf ).
Remark 2: Note that for the persistently exciting require-

ment of order Tini + N , one sufficient condition is T ≥
2 (Tini +N + 2n) − 1 [34], [37]. This ensures that the input
sequences U−, E−, and F− are sufficiently long to excite the
system fully. The generated state sequence X− could capture
the dynamic behavior of the mixed platoon under the influence
of multi-source inputs.

C. Online Control

To ensure the robustness of the mixed platoon control sys-
tem under process noise and adversarial attacks, the reachable
set technique is introduced. Inspired by the tube-based control
method [53] and reach-avoid control method [54], the system
is first decoupled into a nominal system and an error system.
The reachable set of the error system is computed under
disturbances, attacks, and noise. Then, the reachable set of
the nominal system is obtained by subtracting the error reach-
able set from the practical constraints. Using these compact
nominal constraints, the nominal control input is computed via
the standard DeeP-LCC. Finally, the actual control input for
the CAV is obtained by combining the nominal control input
with the error feedback control input.

1) Mixed Platoon System Decoupling: We start by em-
ploying the parametric system model (9) to illustrate the
decoupling process. The decoupled nominal system and the
error system are denoted as follows:

xz(k + 1) = Axz(k) +Buz(k) +Hϵz(k) + Jϑz(k), (29a)
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xe(k + 1) = Axe(k) +Bue(k) +Hϵe(k) + Jϑe(k) + ω(k),
(29b)

where xz(k), uz(k), ϵz(k), ϑz(k) and xe(k), ue(k), ϵe(k),
ϑe(k) represent the state, control input, disturbance input,
and attack input of the nominal dynamics system and error
dynamics system, respectively. Specifically, we have

x(k) = xz(k) + xe(k),

u(k) = uz(k) + ue(k),

ϵ(k) = ϵz(k) + ϵe(k),

ϑ(k) = ϑz(k) + ϑe(k).

(30)

Particularly, we set

ϵz(k) = 0, ϵe(k) = ϵ(k), ϑz(k) = 0, ϑe(k) = ϑ(k),
(31)

so that the disturbance ϵ(k), the attack ϑ(k), and the noise
ω(k) are considered exclusively in the error system, without
affecting the nominal system. This simplifies the solution of
the RDeeP-LCC optimization formulation in the following.

2) Data-Driven Reachable Set of Error State: Based on the
process noise, disturbance, and attack zonotope sets defined
in (18), the model matrix zonotope set MABHJ derived
in (19), and linear state feedback gain K derived in (26), we
can compute the error state reachable set using Lemma 4 for
the error dynamics described in (29b).

Lemma 4: For the system described by (29b), given input-
state trajectories U−, E−, F−, X−, X+, if the matrix[
X⊤

− U⊤
− E⊤

− F⊤
−
]⊤

is of full row rank, then the recursive
relation for the data-driven error state reachable set can be
computed as follows:

R̂e
k+i+1 =MABHJ

(
R̂e

k+i ×KR̂e
k+i ×Zϵ ×Zϑ

)
+ Zω,

(32)
where R̂e

k+i represents an over-approximated reachable set for
the state xe(k + i) of the error dynamics system (29b).

Proof: From the error dynamics system (29b), the error state
reachable set can be computed using the model:

Re
k+i+1 =

[
A B H J

] (
Re

k+i ×KRe
k+i ×Zϵ ×Zϑ

)
+ Zω.

(33)
Since

[
A B H J

]
∈MABHJ , according to Lemma 2, and if

Re
k+i and R̂e

k+i start from the same initial set, it is evident
that Re

k+i+1 ∈ R̂e
k+i+1. Therefore, the recursive relation (32)

holds, providing an over-approximated reachable set for the
data-driven error state. ■

3) RDeeP-LCC Optimization Formulation: In this part, we
proceed to design the RDeeP-LCC optimization formulation,
which is extended from DeeP-LCC [34], for the mixed
platoon to achieve optimal and safe control under external
disturbance ϵ(k), adversarial attacks ϑ(k), and process noise
ω(k).

a) Trajectory Definition: At each time step k, we define
the state trajectory xini over the past Tini steps and the future

state trajectory xz of the nominal system in the next N steps
as follows:{

xini = col(x(k − Tini), x(k − Tini + 1), . . . , x(k − 1)),

xz = col(xz(k), xz(k + 1), . . . , xz(k +N − 1)).
(34)

The control input trajectories uini and uz, the disturbance input
trajectories ϵini and ϵz, and the attack input trajectories ϑini

and ϑz in the past Tini steps and future N steps are defined
similarly as in (34).

b) Cost Function: Similarly to DeeP-LCC [34], we utilize
the quadratic function J(xz, uz) to quantify the control per-
formance by penalizing the states xz and control inputs uz of
the nominal system (29a), defined as follows:

J(xz, uz) =

N−1∑
i=0

(
∥xz(k + i)∥2Q + ∥uz(k + i)∥2R

)
, (35)

where Q = diag
(
Qx, ξQx, . . . , ξ

(n−1)Qx

)
∈ R2n×2n and

R ∈ R are the weight matrices penalizing the system states
and control inputs, with 0 < ξ ≤ 1 denotes the decay factor.
By this design, we will put less penalty for those HDVs far
from the CAV. Precisely, we have Qx = diag (ρs, ρv), with
ρs and ρv denoting the penalty weights for spacing deviation
and velocity deviation, respectively.

c) Data-Driven Dynamics: Based on Willems’ Fundamental
Lemma (Lemma 1) and [34, Proposition 2], the data-driven
dynamics of the mixed platoon system can be given by

Xp

Up

Ep

Fp

Xf

Uf

Ef

Ff


g =



xini

uini

ϵini

ϑini

xz

uz

ϵz

ϑz


. (36)

The existence of g ∈ RT−Tini−N+1 satisfying (36) implies
that xz, uz, ϵz, and ϑz form a future trajectory of length N .
Note that to ensure the uniqueness of the future trajectory xz

for given xini, uini, ϵini, ϑini, uz, ϵz, ϑz, it is required that
Tini ≥ 2n [55].

Remark 3: The data-driven dynamics (36) allows one to
bypass system identification and directly predict the future
trajectory of the nominal system (29a) using a non-parametric
approach. Specifically, the state trajectory xz can be directly
obtained once uz, ϵz, and ϑz are determined. Furthermore,
recall that the data Hankel matrices Xp, Up, Ep, Fp, Xf , Uf ,
Ef , and Ff in (36) are calculated offline using (28) with pre-
collected data.

d) Constraints: The safety of the mixed platoon system is
ensured by imposing the following constraints:{

x(k + i) ∈ X ,

u(k + i) ∈ U ,
(37)

where X =
{
x(k) ∈ R2n | |x(k)| ≤ 1n ⊗ xmax

}
is the state

constraint, with xmax = [s̃max, ṽmax]
⊤, where s̃max and ṽmax
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are the constraint limits for spacing deviation and velocity
deviation, respectively. For the control input constraint, we
define U = {u(k) ∈ R | |u(k)| ≤ umax}, where umax denotes
the maximum control input for the CAVs.

Combining (32) and (37), the constraint set for the nominal
system (29a) can be calculated as follows:{

Xz(k + i) = X − R̂e
k+i,

Uz(k + i) = U −KR̂e
k+i,

(38)

which yields the constraints for the predicted trajectory of the
nominal system (29a), given by:{

xz(k + i) ∈ Xz(k + i),

uz(k + i) ∈ Uz(k + i).
(39)

For the future disturbance sequence ϵz and attack sequence
ϑz of the nominal system, recalling (31), we have

ϵz(k + i) = 0, ϑz(k + i) = 0. (40)

e) RDeeP-LCC Optimization Problem: Naturally, we
could formulate the optimization problem to solve the control
input for the CAVs in mixed platoon systems as follows:

min
g,uz,xz

J(xz, uz)

s.t. (36), (39), (40).
(41)

Solving this optimization problem (41) could yield the opti-
mal sequence of future control inputs uz and the corresponding
sequence of state outputs xz of the mixed platoon system.
However, the data-centric dynamics model (36) could provide
no feasible solutions due to the uncertainty, nonlinear factor,
and process noise. Motivated by the literature [34], [36], we
ensure the feasibility of the optimization problem (41) by
introducing a slack variable σ ∈ R2nTini in (36) as follows:

Xp

Up

Ep

Fp

Xf

Uf

Ef

Ff


g =



xini

uini

ϵini

ϑini

xz

uz

ϵz

ϑz


+



σ

0

0

0

0

0

0

0


, (42)

and penalizing g with regularization. The final RDeeP-LCC
optimization problem for mixed platoon control is constructed
as

min
g,uz,xz,σ

J(xz, uz) + λg∥g∥22 + λσ∥σ∥22

s.t. (39), (40), (42),
(43)

where λg and λσ denote the regularization penalty coeffi-
cients for the weighted two-norm for g and σ, respectively.
Intuitively, λg ≥ 0 reduces the overfitting risk of data-
driven dynamics, and λσ ≥ 0 ensures the feasibility of the
optimization problem solution.

Solving (43) yields an optimal control sequence uz and the
predicted state sequence xz of the nominal system. Then, by

u(k) = uz(k) +K(x(k)− xz(k)), (44)

Algorithm 1: RDeeP-LCC
Input: Pre-collected data (U , E, F , X), constraints

(X , U), weight (Q, R), bounded Zϵ, Zϑ, and
Zω , past horizon Tini, control horizon N , total
number of steps Nf .

1 Construct data (U−, E−, F−, X−, X+) and data (Ud,
Ed, Fd, Xd);

2 Offline construct data Hankel matrices Up, Uf , Ep, Ef ,
Fp, Ff , Xp, Xf using (28), the matrix zonotope set
MABHJ using (19), and the feedback control law K
using (32) ;

3 Initialize past mixed platoon data (xini, uini, ϵini, ϑini)
at the initial time step 0;

4 while 0 ≤ k ≤ Nf do
5 Compute data-driven error reachable sets to obtain

R̂e
k+i using (32);

6 Compute constraint set for the nominal system to
obtain Xz(k + i) and Uz(k + i) using (38);

7 Solve (43) to obtain the optimal control input
sequence and the state sequence for the nominal
system
uz = col(uz(k), uz(k + 1), · · · , uz(k +N − 1))
xz = col(xz(k), xz(k + 1), · · · , xz(k +N − 1));

8 Measure the actual state x(k) from the actual
system;

9 Obtain u(k) from (44) and apply it as the control
input to the CAV;

10 k ← k + 1 and update past mixed platoon data
(xini, uini, ϵini, ϑini);

11 end

we obtain the final control input for the CAV, where x(k) is
measured from the actual system, and K is offline calculated
from (26).

For each time step k of the online data-driven predictive
control, we solve the final RDeeP-LCC optimization prob-
lem (43) using the receding horizon technique. The detailed
procedure of RDeeP-LCC is presented in Algorithm 1.

Remark 4: It is worth noting that in (43), xini, uini, ϵini, ϑini

represent the past trajectories of the actual system (9), while
xz, uz, ϵz, ϑz denote the predicted trajectories of the nominal
system (29a). As shown in (31), we assume ϵz(k) = 0 and
ϑz(k) = 0, and capture the actual disturbances ϵe(k) = ϵ(k)
and actual attacks ϑe(k) = ϑ(k) solely in the error sys-
tem (29b). Provided ϵ(k) ∈ Zϵ and ϑ(k) ∈ Zϑ in (18), the
effects of disturbances and attacks are further incorporated into
the calculation of the error reachable set (32), resulting in a
more stringent constraint (39) on xz and uz of the nominal
system. This approach addresses the influence of unknown
future disturbances and attacks, which are often oversimplified
as zero in previous research [34], [39], [40].

IV. NUMERICAL SIMULATION

In this section, we conduct numerical simulations to evalu-
ate the effectiveness of the proposed RDeeP-LCC method for
mixed platoons in the presence of noise and attacks.
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A. Simulation Setup
For the simulations, we consider the mixed platoon config-

uration depicted in Fig.1, setting the platoon size to n = 3.
We model the dynamics of CAVs using (5), while the specific
dynamics of HDVs in (2) are captured by the nonlinear OVM
model [22], given by:

ui(t) = αi (V (si(t))− vi) + βi (vi−1(t)− vi(t)) , i ∈ ΩH

(45)
where αi and βi denote the driver’s sensitivity parameters
to the deviation between desired and actual velocities, and
the velocity deviation between the vehicle i and its preceding
vehicle i − 1, respectively. The desired velocity V (si(t)) is
defined as follows:

V (si(t)) =


0, si(t) ≤ smin

fv (si(t)) , smin < si(t) < smax

vmax, si(t) ≥ smax,

i ∈ ΩH

(46)
where vmax is the maximum velocity, and smax and smin

denote the maximum and minimum spacing, respectively.
Referencing [11], the nonlinear expression for fv (si(t)) is
given as follows:

fv (si(t)) =
vmax

2

(
1− cos

(
π
si(t)− smin

smax − smin

))
. i ∈ ΩH

(47)
It is important to note that these models are solely used

for state updates of the vehicles in the simulations, and are
not integrated into the proposed data-driven control scheme.
The parameters for HDVs are set as αi = 0.6, βi = 0.9,
vmax = 36, smax = 35, and smin = 5 in (45)-(47). The
simulation parameters for the RDeeP-LCC are specified as
follows:

• For data collection phase, around the equilibrium velocity
of v∗ = 18m/s, we generate random control inputs of the
CAV by u(t) ∼ U [−0.2, 0.2], random disturbance inputs
for the head vehicle’s velocity by ϵ(t) ∼ U [−0.5, 0.5],
and random attack inputs by ϑ(t) ∼ U [−0.3, 0.3],
where U represents uniform distribution. The offline pre-
collected trajectories, with a length of T = 600 and
a sampling interval of 0.05 s, are then employed to
construct (14)-(17).

• For offline learning phase, based on these pre-collected
data sequences, we derive the over-approximated system
matrix set MABHJ using (19), compute the feedback
control law K using (26) in Lemma 3, and construct
the Hankel matrices using (28), satisfying the persistently
exciting condition as discussed in [34], [37].

• For online control phase, the future sequence length is set
to N = 5 and the past sequence length is chosen as Tini =
20 for the state trajectory (34). The cost function (35)
is configured with weight coefficients ξ = 0.6, ρs =
0.5, ρv = 1, and R = 0.1. Constraints are imposed as
xmax = [7, 7]

⊤ and umax = 5 in (37). In the optimization
formulation (43), we use λg = 10 and λσ = 10. The
simulation step length is 0.05 s.

For comparison purposes, we include two baseline methods:
the standard MPC method, which assumes full knowledge

of system dynamics as described in (9), and the standard
DeeP-LCC method from [34]. Both baseline methods share
the same parameter values with RDeeP-LCC when applicable,
except for N = 10. The standard DeeP-LCC utilizes the
identical pre-collected data sets with RDeeP-LCC.

The simulations are performed utilizing MATLAB 2023a,
with optimization problems solved via the quadprog solver.
Reachable sets are computed using the CORA 2021 tool-
box [56]. The simulations are deployed on a computer
equipped with an Intel Core i9-13900KF CPU and 64 GB
of RAM. To enhance computational efficiency, we employ
the interval set defined in Definition 1 to over-approximate
the zonotope set, as described in Definition 2, despite a slight
increase in the conservatism of the sets. The interval command
is detailed in the CORA 2021 Manual [56].

B. Simulation Results

Standard test cycles are commonly used to evaluate mixed
platoon control algorithms [33], [34], [40]. Inspired by the ex-
periments conducted in [33], we utilize the Supplemental Fed-
eral Test Procedure for US06 (SFTP-US06) driving cycle as
the velocity for the head vehicle, characterized by high-speed
and high-acceleration driving behavior. This setup allows us
to assess the effectiveness of the proposed RDeeP-LCC in
enhancing platoon performance.

In the online control phase, the real-time velocity of the
head vehicle is assumed to be the equilibrium velocity, re-
sulting in zero disturbance input ϵ(k) = 0. To examine the
impact of noise and attack boundaries on control perfor-
mance, we conduct simulations under various noise bound-
aries ωmax ∈ {0, 0.01, 0.02, 0.03, 0.04} and attack boundaries
ϑmax ∈ {0, 1, 2, 3, 4}, based on localization requirements for
local roads in the United States [57] and attack input ranges
from [41].

The simulation results for our RDeeP-LCC method, and
the baseline methods (all HDVs, standard MPC, and standard
DeeP-LCC), are depicted in Fig. 3. For brevity, we only
present the results under a noise boundary ωmax = 0.02 and
an attack boundary ϑmax = 2. The left subgraphs in Fig.3(a)-
(d) illustrate that overall, all methods enable the mixed platoon
to track the head vehicle’s velocity. However, there are slight
differences in the velocity profiles. To provide more detailed
insights, the corresponding velocity errors are shown in the
right subgraphs of Fig.3(a)-(d), respectively.

From the velocity error perspective, the methods involving
all vehicles are HDVs, standard DeeP-LCC, or standard
MPC exhibit significant error amplification during strong
acceleration or deceleration of the head vehicle (at about
10 s, 130 s, and 500 s − 600 s), as shown in Fig.3(a)-(c). In
contrast, the velocity error is reduced when the CAV employs
RDeeP-LCC, as shown in Fig.3(d). This reduction highlights
the effectiveness of RDeeP-LCC in mitigating the impact of
process noise and attack inputs.

It is important to note that different levels of noise and attack
can significantly affect controller performance. To investigate
sensitivity to these factors, we conduct 10 simulation tests for
each combination of noise boundary ωmax and attack boundary



11

(a) All HDVs

(b) Standard MPC

(c) Standard DeeP-LCC

(d) RDeeP-LCC

Fig. 3. Velocity profiles and tracking velocity errors in mixed platoon simulation results under four conditions: all vehicles are HDVs, standard MPC, standard
DeeP-LCC, and RDeeP-LCC. The red profiles represent the CAV (indexed as 1), the green profiles represent HDV (indexed as 2), and the purple profiles
represent HDV (indexed as 3). Both standard DeeP-LCC and RDeeP-LCC use the same dataset.

ϑmax. In order to quantify the performance of our method
and other baseline methods under different noise boundaries
ωmax and attack boundaries ϑmax, we adopt the velocity
mean absolute deviation Rv as index a performance index for
tracking [58], defined as follows:

Rv =
1

(tf − t0)

1

n

tf∑
k=t0

n∑
i=1

|vi(k)− v∗(k)| , (48)

where t0 and tf are the start and end time steps, respectively.
In addition, based on (35), we apply the real cost value Rc

obtained at each simulation under different control methods to

quantify the control performance, expressed as follows:

Rc =

tf∑
k=t0

(
∥x(k)∥2Q + ∥u(k)∥2R

)
. (49)

Fig. 4 presents the values of Rv and Rc for simulations
conducted under different control methods. In Fig. 4(a), both
standard MPC and RDeeP-LCC exhibit smaller mean values
for Rv compared to all-HDV configuration across varying
ωmax and ϑmax conditions. Notably, RDeeP-LCC achieves the
lowest mean Rv values. Higher values of Rv indicate greater
velocity error, reflecting a reduced capability of the CAVs
to track the head vehicle accurately. These results highlight
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(a) Velocity mean absolute velocity deviation Rv

(b) Real cost value Rc

Fig. 4. The values of Rv and Rc for multiple simulations under all the
vehicles are HDVs, standard MPC, standard DeeP-LCC, and RDeeP-LCC.
The dark-colored solid lines represent the mean values of Rv and Rc across
multiple simulations, and the light-colored shaded areas depict the mean ±
standard deviation.

the superiority of the proposed RDeeP-LCC method over
standard MPC in mixed platoon velocity tracking performance,
significantly outperforming the all-HDV configuration. It is
noteworthy that for standard DeeP-LCC, Rv value is lower
than that of all-HDV configuration only when approximately
ϑmax ≤ 0.5. Under higher attack boundaries, the standard
DeeP-LCC exhibits higher Rv values than all-HDV configu-
ration, indicating its lack of robustness against process noise
and attacks without specific robust design.

Furthermore, Fig. 4(b) illustrates the real cost values Rc

in (49) for our RDeeP-LCC method and baseline methods.
The results clearly show that our RDeeP-LCC method con-
sistently achieves the lowest cost values Rc values across
different conditions. This advantage is due to our emphasis on
noise and attack mitigation through reachability set analysis,
which maintains tighter state constraints for the mixed platoon
system, thus ensuring robustness in dynamic environments.
While standard MPC shows lower Rc values than all HDVs,
it lacks specific considerations for attack mitigation, resulting
in higher Rc values compared to our method and diminished
robustness under significant attack conditions. Notably, for
the standard DeeP-LCC method, its Rc remains low when
attacks are absent. However, as noise and attack increase,
its performance becomes unacceptable, with the mean Rc

Fig. 5. Human-in-the-loop experimental platform for mixed platoon control.

value reaching 1.2×105 when ϑmax = 4. This performance
degradation is attributed to the heavy reliance of the standard
DeeP-LCC on data for modeling (42), where the presence
of data noise significantly reduces model accuracy. Addi-
tionally, standard DeeP-LCC lacks preemptive robustness
against attacks, further compromising its control performance
in environments with coexisting noise and attacks. In contrast,
our proposed RDeeP-LCC method demonstrates enhanced
robustness against noise and attacks, ensuring reliable mixed
platoon control. By integrating reachability set analysis into
the data-driven control framework, our method effectively
addresses the challenges posed by noise and attacks, making
it a promising solution for real-world applications where
robustness is crucial.

V. HUMAN-IN-THE-LOOP EXPERIMENT

In this section, we establish a human-in-the-loop bench
experimental platform to verify the effectiveness of the
RDeeP-LCC method proposed in this paper.

A. Human-in-the-Loop Experimental Platform

To validate the effectiveness of the RDeeP-LCC method
under process noise and adversarial attacks, we developed a
human-in-the-loop platform to replicate a real driving scenario.
As depicted in Fig. 5, the setup comprises a visualization
screen module, two Logitech G29 driving simulator modules
(including brake pedal, accelerator pedal, and steering wheel),
USB 3.0 communication modules, and the mainframe com-
puting module, whose programs run on the cloud server.

Drivers monitor the dynamics of the preceding vehicles
through a high-definition visualization screen module and
precisely control the vehicle using the Logitech G29 simula-
tors. The Logitech G29 simulators connect to the mainframe
computing module via the USB 3.0 protocol, transmitting real-
time control commands from the drivers, including braking,
acceleration, and steering maneuvers. These commands are
then relayed to the PreScan software, which displays the
vehicle dynamics in real-time on the visualization screen. The
control algorithms and detailed model of the simulated vehicle
(including the engine, transmission, and gears) are developed
within the Matlab/Simulink environment. In addition, we use
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(a) Fitting results for HDV 2 (b) Fitting results for HDV 3

Fig. 6. The fitting results of equilibrium spacings and equilibrium velocities
for the two HDVs. The green points represent the collected data, and the purple
lines represent the relationship between equilibrium spacings and equilibrium
velocities fitted using the OVM framework.

the uniform random number module in Simulink to simulate
noise and attacks, reproducing realistic driving conditions.

B. Experimental Design

Utilizing the human-in-the-loop platform, we conduct ex-
perimental validation of the RDeeP-LCC method proposed in
this paper, alongside standard MPC and standard DeeP-LCC.
In our experiments, the RDeeP-LCC method or other baseline
methods control the CAV (indexed as 1), while two drivers
operate the HDVs (indexed as 2 and 3) using the Logitech G29
simulators. To ensure accuracy and consistency, before the
formal experiment, drivers undergo a 3-hour training session
in car-following scenarios to familiarize themselves with the
driving simulators. To replicate a realistic traffic scenario,
the head vehicle (indexed as 0) is assigned a time-varying
velocity profile derived from the SFTP-US06 driving cycle,
while subject to a noise boundary of ωmax = 0.02 and an
attack boundary of ϑmax = 2. All other experimental configu-
rations are consistent with the simulation settings outlined in
Section IV.

In this experiment, we initially set the velocity of the
head vehicle as the equilibrium velocity v∗i . It is important
to note that unlike the OVM model (45) utilized by HDVs
in Section IV, where equilibrium spacing s∗i can can be
directly calculated from v∗i based on (46) and (47) during
the simulation. However, it is a challenge for us to get the
equilibrium spacing s∗i for real drives. To address this issue, we
conduct a preliminary experiment where two drivers operate
their vehicles in a car-following scenario using the SFTP-
US06 driving cycle. Subsequently, we gather experimental
data, represented by the green points in Fig. 6. This data is
then utilized to fit the HDVs model using the OVM model (46)
and (47) as the foundation for MPC. The fitting results for
two drivers, namely HDV 2 and HDV 3, are illustrated by the
purple lines in Fig. 6(a) and (b), respectively. The parameters
obtained from the fitting process for the two drivers are as
follows: for HDV 2, vmax = 36, smin = 4.6, smax = 30.6; for
HDV 3, vmax = 36, smin = 7.5, smax = 49.4. By employing
the fitted model, we are able to make estimations regarding the
equilibrium spacing s∗i in the online predictive control phase.

In the formal experiments for method validation, we first
conduct data collection of the mixed platoon. The data col-
lection settings are the same as in Section IV, except that
real human drivers are used. In the offline phase, based
on the pre-collected data, we proceed with the construction
of the matrix zonotope set MABHJ in (19), the feedback
control law K in (26), and the Hankel matrices in (28), as
outlined in Section IV. Subsequently, we transition to the
online predictive control phase. Here, the head vehicle initiates
its motion according to the predefined profile, while the CAV
and two HDVs respond to the controller’s commands and the
drivers’ actions, respectively. Upon completion of the trial,
experimental data are gathered for subsequent analysis. The
settings for this phase align with those detailed in Section IV.

C. Experimental Results

The experimental results comparing the algorithm proposed
in this study with other baseline methods are presented
in Fig. 7. In the presence of noise and attacks, significant
velocity tracking errors are observed in all HDVs, as illustrated
in Fig. 7(a), indicating inadequate tracking performance for
all HDV scenarios. Notably, the standard DeeP-LCC method
shows more pronounced velocity tracking errors than all
HDVs, as depicted in Fig. 7(c). These errors stem from the
DeeP-LCC method’s lack of tailored approaches to address
noise and attack issues. Specifically, noise disrupts the data-
driven dynamic model, while attacks directly impact the
CAV’s dynamic behavior, resulting in decreased tracking ac-
curacy. In contrast, both the standard MPC method and the
RDeeP-LCC method have effectively improved the tracking
performance of the mixed platoon. Furthermore, a comparison
between Fig. 7(b) and Fig. 7(d) reveals that the vehicles’
tracking error in the RDeeP-LCC method is even smaller, as
indicated by the lines in Fig. 7(d). This outcome underscores
the exceptional tracking performance of the RDeeP-LCC
method, highlighting its robustness and efficacy in achieving
precise control under diverse traffic conditions.

To comprehensively evaluate the performance of the dif-
ferent controllers, three experiments are carried out for each
controller type. Subsequently, we compute the average perfor-
mance indices Rv and Rc using (48) and (49). The average
values of Rv and Rc are presented in Table I for comparison.
Table I provides a detailed list of the two indices, Rv and Rc,
which intuitively reflect the control performance of velocity
tracking. The research results suggest that, compared to all
other baseline methods, the RDeeP-LCC method proposed
in this study demonstrates a notable superiority in control
performance. Specifically, compared with the all HDVs, the
RDeeP-LCC method achieves significant enhancements of
26.1% and 24.7% in the Rv and Rc indices, respectively.
This success serves to validate the practicality and efficacy of
our approach. Conversely, compared to all HDVs, the standard
MPC method only yielded improvements of 18.8% and 16.5%
in the Rv and Rc indices, respectively. It is important to high-
light that the standard DeeP-LCC method shows the highest
values in the Rv and Rc indices. This implies that predictive
control approaches based solely on data-driven techniques,
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(a) All HDVs (b) Standard MPC

(c) Standard DeeP-LCC (d) RDeeP-LCC
Fig. 7. Velocity errors in mixed platoon human-in-the-loop experimental under all vehicles are HDVs, standard MPC, standard DeeP-LCC, and RDeeP-LCC.
The red, green, and purple profiles represent the CAV (indexed as 1) and the HDVs (indexed as 2, 3), respectively. Here, standard DeeP-LCC and RDeeP-LCC
use the same dataset.

TABLE I
PERFORMANCE INDICES IN HUMAN-IN-THE-LOOP EXPERIMENT

Index All HDVs MPC DeeP-LCC RDeeP-LCC

Rv
1.65 1.34 2.40 1.22

(−−) (↓ 18.8%) (↑ 45.5%) (↓ 26.1%)

Rc
0.97× 106 0.81× 106 3.53× 106 0.73× 106

(−−) (↓ 16.5%) (↑ 263.9%) (↓ 24.7%)

without explicit robust design considerations, may struggle to
meet desired tracking performance standards in the presence
of process noise and attacks. In fact, such approaches might
even exhibit worse performance compared to the inherent
capabilities of all HDVs. In contrast, our innovative approach
focuses on optimizing constraints using reachable set analysis,
seeking to ensure that the state of a mixed platoon system
remains within a tighter set of safety constraints. By adopting
this strategy, the robustness of mixed platoon control systems
is significantly enhanced against the adverse effects of process
noise and attacks.

VI. CONCLUSION

In this paper, we propose a novel RDeeP-LCC method
for mixed platoon control under conditions of data noise and
adversarial attacks. The RDeeP-LCC method incorporates the
unknown dynamics for HDVs and directly relies on trajectory
data of mixed platoons to construct data-driven reachable
set constraints and a data-driven predictive controller, which
provides safe and robust control inputs for CAVs. To vali-
date the effectiveness and superiority of this method, both
numerical simulations and human-in-the-loop experiments are
conducted. The results indicate that the RDeeP-LCC method

has significantly improved the tracking performance of mixed
platoons in the presence of data noise and adversarial attacks.

In future research, one practical concern in RDeeP-LCC is
the influence of communication delays induced by actuators
and communication. Existing studies have shown the potential
of standard DeeP-LCC in addressing delay issues [59], but
there is still a lack of customized data-driven control strategies
for delay problems. Another interesting topic is to improve
the real-time computational efficiency of data-driven predictive
control methods, which facilitates scalable deployment in real-
world traffic scenarios.

REFERENCES

[1] J. C. De Winter, R. Happee, M. H. Martens, and N. A. Stanton, “Effects
of adaptive cruise control and highly automated driving on workload and
situation awareness: A review of the empirical evidence,” Transportation
research part F: traffic psychology and behaviour, vol. 27, pp. 196–217,
2014.

[2] Y. Luo, T. Chen, S. Zhang, and K. Li, “Intelligent hybrid electric vehicle
acc with coordinated control of tracking ability, fuel economy, and
ride comfort,” IEEE Transactions on Intelligent Transportation Systems,
vol. 16, no. 4, pp. 2303–2308, 2015.

[3] G. Gunter, D. Gloudemans, R. E. Stern, S. McQuade, R. Bhadani,
M. Bunting, M. L. Delle Monache, R. Lysecky, B. Seibold, J. Sprinkle
et al., “Are commercially implemented adaptive cruise control systems
string stable?” IEEE Transactions on Intelligent Transportation Systems,
vol. 22, no. 11, pp. 6992–7003, 2020.

[4] M. Makridis, K. Mattas, B. Ciuffo, F. Re, A. Kriston, F. Minarini, and
G. Rognelund, “Empirical study on the properties of adaptive cruise
control systems and their impact on traffic flow and string stability,”
Transportation research record, vol. 2674, no. 4, pp. 471–484, 2020.

[5] M. Shen and G. Orosz, “Data-driven predictive connected cruise con-
trol,” in 2023 IEEE Intelligent Vehicles Symposium (IV). IEEE, 2023,
pp. 1–6.
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[46] B. Schürmann, M. Klischat, N. Kochdumper, and M. Althoff, “Formal
safety net control using backward reachability analysis,” IEEE Transac-
tions on Automatic Control, vol. 67, no. 11, pp. 5698–5713, 2021.

[47] S. Li, C. Chen, H. Zheng, J. Wang, Q. Xu, and K. Li, “Robust data-
enabled predictive leading cruise control via reachability analysis,” arXiv
preprint arXiv:2402.03897, 2024.
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