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Abstract

To mitigate the misuse of large language models (LLMs), such
as disinformation, automated phishing, and academic cheat-
ing, there is a pressing need for the capability of identifying
LLM-generated texts. Watermarking emerges as one promis-
ing solution: it plants statistical signals into LLMs’ generative
processes and subsequently verifies whether LLMs produce
given texts. Various watermarking methods (“watermarkers”)
have been proposed; yet, due to the lack of unified evaluation
platforms, many critical questions remain under-explored: i)
What are the strengths/limitations of various watermarkers,
especially their attack robustness? ii) How do various design
choices impact their robustness? iii) How to optimally operate
watermarkers in adversarial environments?

To fill this gap, we systematize existing LLM watermark-
ers and watermark removal attacks, mapping out their design
spaces. We then develop WATERPARK, a unified platform that
integrates 10 state-of-the-art watermarkers and 12 representa-
tive attacks. More importantly, leveraging WATERPARK, we
conduct a comprehensive assessment of existing watermark-
ers, unveiling the impact of various design choices on their
attack robustness. For instance, a watermarker’s resilience
to increasingly intensive attacks hinges on its context de-
pendency. We further explore the best practices to operate
watermarkers in adversarial environments. For instance, using
a generic detector alongside a watermark-specific detector
improves the security of vulnerable watermarkers. We be-
lieve our study sheds light on current LLM watermarking
techniques while WATERPARK serves as a valuable testbed
to facilitate future research.1

1 Introduction

The recent advances in large language models (LLMs), includ-
ing GPT [46], Claude [3], Mistral [22], and Llama [58], have
significantly enhanced our capabilities of general-purpose text
generation and complex problem-solving. However, such un-
precedented capabilities also give rise to a variety of possible
misuses, such as disinformation [21], automated phishing [4],
and academic cheating [7]. There is thus a pressing need for
the capability of identifying LLM-generated content.

1All the source code and data are publicly available: https://github
.com/JACKPURCELL/sok-llm-watermark
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Figure 1: LLM watermarking and watermark removal attacks.

A simple approach is to train classifiers that rely on the
intrinsic difference between LLM- and human-generated texts
[42]. Yet, with LLMs becoming increasingly capable, the gap
between LLM- and human-generated texts is narrowing. Thus,
watermarking is gaining attention as a promising alternative.
By embedding specific statistical signals (“watermarks”) into
LLMs’ generative processes, it is possible to verify whether
given texts are produced by such models, as illustrated in
Figure 1. A variety of LLM watermarking methods (“water-
markers") have been proposed [1, 20, 26, 29, 35, 36, 76], each
with unique design choices and desirable properties, raising a
set of intriguing questions:

RQ1 - What are the strengths/limitations of various water-
markers, especially their robustness against manipulations?

RQ2 - How do different design choices impact the attack
robustness of watermarkers?

RQ3 - What are the best practices for operating watermark-
ers in adversarial environments?

Despite recent benchmarking studies on LLM watermark-
ing, existing research is limited in addressing these questions.
For instance, WaterBench [59] primarily focuses on water-
marking effectiveness; MarkMyWords [49] mainly evaluates
the robustness of a specific watermarker [26]; MarkLLM [47]
focuses on providing a platform to compare watermark de-
tectability, basic robustness, and text quality. Moreover, these
studies lack an in-depth analysis of how a watermarker’s
design choices impact its robustness. Consequently, the afore-
mentioned questions remain largely unexplored due to the
absence of unified, comprehensive evaluation platforms.

Our Work. To bridge this critical gap, this work conducts
a systematic study of state-of-the-art LLM watermarkers, fo-
cusing on their robustness against watermark removal attacks.
We aim to understand how various design choices affect wa-
termarkers’ attack resilience and identify best practices for
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Previous Conclusion Refined Conclusion Explanation Consistency

UG [76] is not robust due to its
context-free design [49].

UG shows higher resilience than other wa-
termarkers against paraphrasing attacks.

UG’s context-free design ensures consis-
tency between detection and generation,
avoiding issues in text-dependent designs.

#

UPV [35] has a fairly low false posi-
tive rate.

UPV is more prone to false positive cases
compared to TGRL.

While model-based detection incurs higher
uncertainty compared to score-based
detection, it fails to offer higher flexibility
in countering paraphrasing attacks.

G#

UPV shows strong robustness to
rewriting and outperforms TGRL un-
der paraphrasing attacks.

Both UPV and TGRL struggle against GPT-
based paraphrasing attacks.

G#

RDF [29] significantly outperforms
TGRL against substitution attacks.

RDF shows strong robustness against syn-
onym substitution and other lexical editing
attacks.

RDF’s distribution-transform strategy is
more robust than the distribution-shift strat-
egy against lexical editing.

 

RDF’s [29] edit score-based detec-
tion is insensitive to local misalign-
ment caused by token insertion [49].

RDF (edit score) shows higher resilience
against lexical editing attacks compared to
GO [1] (plain score) when token length is
fixed. However, this advantage diminishes
as token length varies.

The edit score-based detection is robust to
lexical editing but sensitive to varying token
length.

G#

SIR [36] shows strong resilience
against paraphrasing attacks.

SIR’s effectiveness decreases as the intensity
of paraphrasing attacks increases.

SIR’s distribution-reweight strategy intro-
duces higher uncertainty, making it sensitive
to the intensity of paraphrasing attacks.

G#

UB [20] is more robust than TGRL
to substitution attacks.

UB and TGRL are comparably robust to syn-
onym substitution attacks; yet, UB is more
vulnerable to paraphrasing attacks.

The distribution-reweight strategy is not su-
perior to the distribution-shift strategy.

#

Table 1: Comparison of conclusions in prior work and WATERPARK (# – inconsistent;G# – partially inconsistent; – consistent).

operating watermarkers in adversarial environments. We pro-
vide insights through three key aspects:

Platform — We develop WATERPARK, the first open-source
platform dedicated to evaluating the attack robustness of LLM
watermarkers in a unified and comprehensive manner. As of
09/04/2024, WATERPARK integrates 10 state-of-the-art water-
markers, 12 representative watermark removal attacks, and 8
key metrics. Moreover, WATERPARK offers a comprehensive
suite of tools for in-depth robustness assessment, including
next-token distribution comparisons, attack combination anal-
yses, and what-if scenario evaluations

Assessment — Leveraging WATERPARK, we empirically
evaluate the attack resilience of representative LLM water-
markers, leading to many interesting findings, many of which
challenge the conclusions in prior work, as summarized in
Table 1. For instance, i) UPV is more prone to false posi-
tives than they claim, making it challenging to achieve an
ideal TPR at lower FPR; ii) Some watermarks, such as UPV,
may perform poorly in a single paraphrase but can still be
detected after multiple paraphrases. iii) SIR claims that they
can withstand paraphrase attacks, but they are unable to resist
high-intensity dipper attacks or paraphrases generated by GPT.
iv) UB, in addition to being resistant to token replacement
attacks as mentioned in the original text, demonstrates poor
robustness against other types of attacks.

Exploration – We also explore how a watermarker’s de-
sign choices impact its attack robustness, unveiling critical
trade-offs between different types of robustness. For instance,
i) watermarkers that rely on explicit statistical signals tend to
be robust against linguistic variation attacks; ii) watermarks

based on distribution transform show great resistance to at-
tacks that mix watermarked and non-watermarked texts; iii)
watermarkers’ robustness against increasingly intensive at-
tacks largely depends on their context dependencies. Further,
we also explore the best practices to operate watermarkers in
adversarial environments. For instance, i) employing a generic
detector alongside a watermark-specific detector improves the
security of vulnerable watermarkers; ii) evaluating watermark-
ers’ robustness needs to consider not only individual attacks
but also their combinations; iii) paraphrasing using highly ca-
pable LLMs serves as a dominant attack to test watermarkers’
robustness lower-bounds.

This study sheds light on the current LLM watermarking
techniques while WATERPARK servers as a useful platform
to facilitate future research in this space.

2 Preliminaries

We first introduce fundamental concepts and assumptions
used throughout the paper.

2.1 LLM Watermarking

A large language model (LLM) is typically an auto-regressive
model that generates the next token xt based on previous
tokens x<t ≜ x1, . . . ,xt−1 (including its prompt), modeled as
sampling from a conditional distribution p(xt ∣x<t).

At a high level, a watermark is a pattern embedded in a
given signal (e.g., image and text) for identifying the signal’s
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source. In the context of LLMs, watermarks can be used to
prove that a given text is LLM-generated (or even generated
by specific LLMs). Typically, an LLM watermarking method
(“watermarker”) comprises three components: the LLM, wa-
termarking procedure (generator), and detection procedure
(detector), as illustrated in Figure 1.

Typically, the generator produces watermarked texts iter-
atively. At each iteration, with access to a secret key k, the
previous tokens x<t , and the LLM’s next-token distribution
p(xt ∣x<t), the generator generates a perturbed distribution
p̃(xt ∣x<t), from which the next token xt is sampled. Mean-
while, with access to a secret key k′, the detector determines
whether M generates a given text. Note that in symmetric
schemes, k = k′, while in asymmetric schemes [11], k ≠ k′. This
study mainly focuses on symmetric watermarking schemes
due to their widespread adoption.

2.2 Desiderata of Watermarking
We consider that an ideal LLM watermarker possesses the
following desirable properties.

Effectiveness – The detection of (non-)watermarked texts
should be highly accurate;

Fidelity – The watermarking should minimally impact the
original texts’ semantics;

Robustness – The watermarked texts should be resilient
against potential watermark removal attacks.

Besides, existing studies [5] also advocate indistinguisha-
bility – the watermarked and non-watermarked texts should
be indistinguishable, a quality often measured by the distri-
butional difference between the original texts and the expec-
tation of the watermarked texts. However, recent work [49]
regards this property as overly restrictive, prioritizing criteria
such as effectiveness and fidelity above indistinguishability.
In this study, we primarily focus on examining the robustness
of current watermarking techniques and their interplay with
other evaluation criteria.

2.3 Watermark Removal Attacks
One critical property of LLM watermarkers is their robust-
ness against potential attacks. This study focuses on water-
mark removal attacks [25] designed to destroy the water-
marks embedded in given watermarked texts while preserving
their semantics. We assume a threat model similar to prior
work [27, 49, 52, 76], as shown in Figure 1. The adversary
intercepts the watermarked text T̃ , modifies it, and then for-
wards the altered text T ′ to the watermark detector, aiming to
avoid detection.

Adversary’s goals. The adversary modifies the water-
marked text T̃ as T ′ such that the following objectives are
met: effectiveness – T ′ evades the watermark detector (i.e.,
detected as non-watermarked) and quality – T ′ preserves T̃ ’s
original semantics.

Adversary’s knowledge. Following prior work [27, 49,
52, 76], we assume the adversary has access to sample wa-
termarked and non-watermarked texts, but cannot reproduce
the watermarking procedure or interact with the detection
procedure. Otherwise, it is trivial to launch adversarial at-
tacks against the detector (e.g., by identifying and replacing
green/red-listed tokens [26]).

Adversary’s capability. We assume the adversary can i)
modify the watermarked text in a computationally efficient
way (e.g., synonym substitution), ii) use LLMs less capable
than the target LLM, and/or iii) train a detector based on
given watermarked and non-watermarked texts. We argue
that these assumptions are realistic and practical. Otherwise,
using capable LLMs may easily generate highly-quality, non-
watermarked texts to evade detection, while launching com-
putationally expensive attacks may significantly increase the
adversary’s cost.

3 Taxonomies

We present a taxonomy of LLM watermarkers, as summarized
in Table 2. The current watermarkers can be categorized based
on the information carried by the watermarks (e.g., one-bit
versus multi-bit) and their key design choices, including con-
text dependency, generation strategy, and detection method.
Next, we mainly focus on the key design factors.

3.1 Context Dependency
The watermarker applies a perturbation ∆t to the LLM’s next-
token distribution p(xt ∣x<t) as p̃(xt ∣x<t) = p(xt ∣x<t)+∆t , from
which the next token xt is generated. The perturbation ∆t
often depends on the given context. Three types of context
dependencies are typically used in the existing watermarkers.

Index-dependent watermark. The watermarker produces
a pseudo-random number rt by applying a keyed hash function

rt = fk(t), (1)

that only depends on the index t of the next token; rt is then
used to generate the perturbation ∆t [29].

Text-dependent watermark. The watermarker considers
the previous tokens x<t as the context window to generate
∆t [1, 20, 26]. For instance, GO [1] computes the hash of the
concatenation of previous w tokens as rt :

rt = fk(xt−w∥ . . .∥xt−1), (2)

while TGRL [26] suggests using the min hash of the previous
token:

rt =min( fk(xt−w), . . . , fk(xt−1)) (3)

Similarly, UB [20] concatenates the previous w tokens to
generate the context code for reweighting the logits. UPV [35]
and SIR [36] use neural networks to generate ∆t based on the
previous tokens.

3



Watermarker Information
Context Dependency Generation Strategy Detection Method

Index-dep. Text-dep. Context-free Dist.-shift Dist.-reweight Dist.-transform Score-based Diff.-based Model-based
TGRL [26]

one-bit

Ë Ë Ë

UG [76] Ë Ë Ë

UPV [35] Ë Ë Ë

SIR [36] Ë Ë Ë

RDF [29] Ë Ë Ë

UB [20] Ë Ë Ë

DIP [66] Ë Ë Ë

GO [1] Ë Ë Ë

CTWL [60]
multi-bit

Ë Ë Ë

MPAC [70] Ë Ë Ë

Table 2: A taxonomy of LLM watermarkers.

Context-free watermark. The watermarker applies a uni-
versal perturbation ∆t across the next-token distributions of
all the tokens without considering their contexts [76].

3.2 Generation Strategy

By applying the perturbation ∆t to the LLM’s next-token
distribution p(xt ∣x<t), the watermarker generates the new dis-
tribution p̃(xt ∣x<t) to sample the next token xt . The existing
sampling strategies can be categorized as follows.

Distribution shift. TGRL [26] modifies p(xt ∣x<t) by
adding a shift δ to the logits of “green-list” tokens (the remain-
ing as “red-list” tokens) as the modified distribution p̃(xt ∣x<t).
A token x is considered as green listed if πrt (x) < γd where
πrt is a permutation seeded by rt , γ is a parameter to con-
trol the size of the green list, and d is the number of vocab-
ulary size. Similarly, UG [76] uses a fixed red-green split
over the vocabulary, showing greater robustness than TGRL
against edit-distance-bounded attacks due to its “hard” split.
UPV [35] selects the top-k tokens from p(xt ∣x<t), applies a
neural network to predict the green-list tokens from these
tokens, and adds δ to the logits of green-list tokens. Unlike
the other strategies, the distribution-shift strategy preserves
the diversity of generated tokens; however, it can not be made
indistinguishable, as p̃(xt ∣x<t) and p(xt ∣x<t) are inherently
distinguishable.

Distribution reweight. Similar to distribution shift, this
strategy alters the next-token distribution but uniquely per-
turbs the logit of each token. For instance, SIR [36] trains a
neural network to predict the perturbation to logit of each
token, which is unbiased (no preference over specific to-
kens) and balanced (with total perturbation summing up to
0). UB [20] advocates unbiased watermarking such that the
expectation of the reweighted distribution agrees with the
original distribution. It proposes two reweighting schemes:
δ-reweighting uniformly samples a token from p(xt ∣x<t) and
changes its probability to 1; γ-reweighting shuffles all the
tokens, rejects the first half, and double the probabilities of
the remaining half. DIP [66] also uses a distribution-reweight

generation strategy similar to UB but does not need to access
the LM during detection.

Distribution transform. Another line of watermarkers
apply randomized transform on p(xt ∣x<t) to sample xt . For
instance, RDF-EXP [29] and GO [1] use the Gumbel-max
trick and apply the exponential transform. Let p(xt ∣x<t) =
{pi}d

i=1 be the distribution over the next token xt . Then xt is
sampled as:

xt = argmax
i≤d

r1/pi
i (4)

where ri is generated by the pseudo-random functions in Eq. 1
and Eq. 2. Similarly, RDF-IST [29] applies inverse transform
over p(xt ∣x<t). With πk as a random permutation seeded by
the secret key k, the next token xt is selected as:

xt = πk
⎛
⎝

min
j≤d

j

∑
i=1

pπk(i) ≥ rt
⎞
⎠

(5)

which is the smallest index in the inverse permutation such
that the CDF of the next token distribution exceeds rt . The
distribution-transform strategy does not alter the next-token
distribution, thus preserving the original text distribution (i.e.,
indistinguishability).

3.3 Detection method
The watermarker’s detector determines whether a given text
T = (x1, . . . ,xn) is watermarked or not. Next, we categorize
the existing detection methods as follows.

Score-based detection. The detector computes the random
value ri for each position, the per-token statistics s(xi,ri),
and a score over such statistics, which is then subjected to
a one-tailed statistical test to determine whether the text is
watermarked. The per-token statistics vary with the concrete
generators. For instance, GO [1] defines s(xi,ri) = − log(1−
hri(xi)), while TGRL [26] defines s(xi,ri) = 1 if xi is in the
green list and 0 otherwise. One simple way to aggregate the
per-token statistics is to compute their sum [1, 26, 36, 76]:

S =
n

∑
i=1

s(xi,ri) (6)
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Attack Category Resource
Lowercasing

Linguistic variation
/

Contracting /
Expanding /

Misspelling

Lexical editing

Common misspellings
Typoing /

Synonymizing WordNet
Swapping /

Copy-pasting Text-mixing Non-watermarked text
Deep-paraphrasing

Paraphrasing
LLM-based paraphraser

Translating LLM-based translator
Black-box adversarial attack Generic detector

Table 3: A taxonomy of watermark removal attacks.

However, as the random values may be misaligned with the
tokens (e.g., due to editing), a more robust way is to compute
the alignment score (e.g., edit score [29, 60]):

S = sψ(n,n) s.t. sψ(i, j) =min

⎧⎪⎪⎪⎨⎪⎪⎪⎩

sψ(i−1, j−1)+ s(xi,r j)
sψ(i, j−1)+ψ

sψ(i−1, j)+ψ

(7)
where ψ is the “edit-cost” parameter.

Differential-based detection. This line of detectors also
relies on the score of a given text. However, the score is com-
puted by comparing the given text with the non-watermarked
text generated by the same LLM. For instance, UB [20] com-
putes the log-likelihood ratio (LLR) score:

s(i) = log
p̃(xi∣x<i)
p(xi∣x<i)

(8)

and its more robust maximin variant. However, note that these
detectors naturally require accessing the original LLM, which
is not always feasible.

Model-assisted detection. Instead of computing the per-
token statistics, which are often subject to watermark removal
attacks, one may also train a model to predict whether the
given text is watermarked. UPV [35] trains a neural network,
which shares the same embedding layers with its generator,
to detect watermarked texts. Similarly, one may develop a
generic detector by training it to distinguish watermarked and
non-watermarked texts. We explore this option in §5.

3.4 Watermark removal attacks
We also present a taxonomy of existing watermark removal at-
tacks according to their underlying perturbation and required
resources, as summarized in Table 3.

Linguistic variation attack. This class of attacks perturb
the linguistic features of the watermarked text, without chang-
ing its semantics. We consider the set of perturbations in
HELM [34], which simulate natural linguistic variations en-
countered in human interactions with text typing interfaces:
i) Lowercasing converts all the words to lower-cases, which

potentially affects the interpretation of proper nouns or em-
phases. ii) Contracting/expanding replaces phrases with their
contracted/expanded forms (e.g., “I am” to “I’m” and vice
versa), which may impact the tokenizer.

Lexical editing attack. This class of attacks modifies indi-
vidual words, aiming to maintain the original text’s semantics.
Specifically, we consider the following editing operations: i)
Misspelling, similar to text-bugger [32], replaces words with
their common misspellings (plural forms also considered);
ii) Typoing replaces certain letters in a word with others;
iii) Synonymizing replaces words with their synonyms using
WordNet [43]; and iv) Swapping randomly exchanges the
positions of two words within the text, which alters the text
structure while potentially preserving the overall semantics.

Text-mixing attack. This class of attacks aims to “dilute”
the watermark by mixing the watermarked text with non-
watermarked text fragments. Specifically, the copy-pasting
attack [27] embeds the watermarked text into the context of
non-watermarked, human-written text. Note that the influence
of non-watermarked text can be controlled by setting the frac-
tions of watermarked and non-watermarked text fragments
(i.e., the mixing weights).

Paraphrasing attack. This class of attacks relies on an
additional LLM (i.e., paraphraser) to re-write the given wa-
termarked text to evade the detector. For instance, a light
paraphraser [52] (e.g., T5-based paraphraser [8]) can para-
phrase the watermarked text sentence-by-sentence, while a
more capable paraphraser (e.g., DIPPER [28]) paraphrases
the watermarked text in one-shot, also enabling to control
lexical diversity and token order diversity.

Similar to paraphrasing, the translating attack uses a trans-
lator LLM (e.g., Seamless [6]) to cycle the watermarked text
through multiple languages (e.g., from English to French and
back to English). This process can significantly alter the sen-
tence structure and phrasing.

Black-box adversarial attack. In this class of attacks, we
assume the adversary has access to a generic detector that
is trained to distinguish watermarked and non-watermarked
texts. The adversary then perturbs the watermarked text based
on this surrogate detector. We explore this attack type in §6.

4 Platform

We implement representative watermarkers and watermark re-
moval attacks on WATERPARK, a platform for evaluating dif-
ferent watermarkers in a comprehensive and unified manner.
With a modular design, WATERPARK can be easily extended
to incorporate new watermarkers and attacks.

4.1 Watermarkers and Attacks
Currently, WATERPARK incorporates all the watermarkers
in Table 2, including 8 one-bit and 2 multi-bit watermarkers.
By default, the generator and detector of each watermarker

5



are configured following its official documentation. In addi-
tion to the watermark-specific detector, we also implement
a generic detector. Specifically, we approach the task as a
binary classification problem. We gather watermarked and
non-watermarked texts as positive and negative samples. The
target LLM and the watermark generator jointly generate
the positive samples, while the negative samples are non-
watermarked texts generated by ChatGPT-3.5-Turbo (under
the same prompt). We train a RoBERTa-based [39] binary
classifier as the detector using the training data.

Meanwhile, we implement all the watermark removal at-
tacks in Table 3. Specifically, the linguistic variation attacks
follow the definitions of HELM [34]; the text-mixing attack
is instantiated as the copy-pasting [27] attack; and the para-
phrasing attack is instantiated as the Dipper [28] attack.

4.2 LLMs and Datasets
To factor out the influence of individual LLMs and datasets,
WATERPARK supports a range of LLMs and datasets.

Specifically, WATERPARK integrates a variety of LLMs
including OPT-1.3B [74], Llama2-7B [58], Mistral-7B [22],
and Gemma-2B/7B [15]; it also includes a variety of datasets
including: C4 is a cleaned version of Common Crawl’s web
crawl corpus, which is used to train the T5 text-to-text Trans-
former models; HC3 (Human ChatGPT Comparison Corpus)
consists of around 40K questions and their corresponding
human/ChatGPT answers; LFQA (Long-Form QA) [13] is a
long-form question-answering dataset that consists of around
24K question and answer pairs.

4.3 Metrics
WATERPARK evaluates a given watermarker from multiple
complementary aspects.

Effectiveness. At a high level, WATERPARK evaluates the
watermark detector’s accuracy in detecting watermarked texts
mainly using two metrics: true positive rate (TPR) and false
positive rate (FPR). TPR measures the fraction of water-
marked texts detected as watermarked, while FPR measures
the fraction of non-watermarked samples wrongly detected
as watermarked. Formally, let S+ and S′+ respectively be the
sets of ground-truth and detected watermarked texts (S− and
S′− correspondingly).

TPR = ∣S+∩S′+∣
∣S+∣

FPR = ∣S−∩S′+∣
∣S−∣

(9)

In WATERPARK, we plot the receiver operating characteristic
(ROC) curve that measures TPR against FPR across varying
settings of detection thresholds. In particular, the area under
the ROC curve (AUC) evaluates the overall effectiveness of
each watermarker. Moreover, to compare two watermarkers
under specific settings, we may also measure their TPRs under
a fixed FPR (e.g., 1%).

Fidelity. To evaluate the impact of watermarking on text
quality, WATERPARK employs the following metrics to mea-
sure the difference between the original text T and the water-
marked text T̃ .

WER (word error rate) measures the percentage of mis-
matched tokens between T̃ and T relative to the total number
of tokens in T . This is a lexical metric used to measure the
fraction of tokens that have been modified.

BLEU [48] measures the lexical similarity of T and T̃ by
calculating the proportion of n-grams matched in T̃ and T .

BERTScore [75] measures the token-level similarity of T
and T̃ by leveraging the pre-trained contextual embeddings
from BERT [10] and matching tokens in T and T̃ using cosine
similarity.

P-SP [65] evaluates the semantic similarity of T and T̃ us-
ing the cosine similarity of their encodings. In particular, the
encoding of T (or T̃ ) is calculated by averaging the embed-
dings of its subword units generated by SentencePiece [30].

MAUVE [50] compares the distributions of T and T̃ by
computing an information divergence curve within a quan-
tized embedding space. The area under this divergence curve
provides a scalar summary of the trade-off between Type I (T
places high mass in areas where T̃ has low mass) and Type II
(vice versa) errors.

Note that these metrics are also used to measure the impact
of watermark removal attacks on the quality of the modified
text T̃ ′, relative to the watermarked text T̃ .

Robustness. To evaluate a watermarker’s attack resilience,
WATERPARK measures the attack’s impact on the watermark-
ing effectiveness. Specifically, let T̃ and T̃ ′ respectively de-
note the watermarked text before and after the attack. WA-
TERPARK compares the detector’s TPR, FPR, and AUC with
respect to T̃ and T̃ ′. Intuitively, a smaller difference indicates
that the watermarker is less attack-sensitive.

5 Evaluation

Leveraging WATERPARK, we empirically assess representa-
tive LLM watermarkers, focusing on attack robustness and its
relationships to other criteria. To our knowledge, this repre-
sents the most comprehensive evaluation of state-of-the-art
watermarkers to date.

5.1 Experimental Setting
Our evaluation considers all the watermarkers in Table 2 and
attacks in Table 3. We employ two LLMs OPT-1.3B and
Llama2-7B-chat-hf to represent small and large models re-
spectively. We use two datasets C4 and HC3 to simulate
diverse tasks such as question-answering and text completion.

We implement and configure all watermarkers and attacks
in accordance with their official documentation. Table 6 sum-
marizes the default parameter settings. To validate our im-
plementation, we assess their effectiveness and fidelity, as
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Design Choice
Attack Category

Linguistic var. Lexical edit. Text-mix. Paraphras.

Index-dep.
Text-dep.

Context-free

Dist.-shift
Dist.-reweight

Dist.-transform

Score-based
Diff.-based

Model-based

Table 4: Impact of a watermarker’s design choices on its
attack robustness ( positive; negative; neutral)

reported in §B and §C, corroborating results from existing
literature. All experiments are conducted on a workstation
running Nvidia RTX A6000 GPUs and 256GB of memory.

5.2 Robustness – Observational Study
Next, we systematically assess the resilience of existing LLM
watermarkers against representative watermark removal at-
tacks listed in Table 3. Our main findings are summarized in
Table 4, demonstrating the impact of a watermarker’s various
design choices on its robustness to various attacks.
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Figure 2: Resilience of LLM watermarkers against linguistic
variation attacks.

5.2.1 Linguistic Variation Attack

This class of attacks perturb the linguistic features of the wa-
termarked text T̃ , without changing its semantics. Here, we

consider three attacks: lowercasing, contracting, and expand-
ing, which are concretely defined in §3.4. We measure the
TPRs of different watermarkers against such attacks (with
their FPRs fixed as 1%). Further, to illustrate the impact of
the watermarker design on its attack resilience. We group the
results along three design choices: context dependency, sam-
pling strategy, and detection strategy, as shown in Figure 2.

i) Overall, most watermarkers show strong resilience
against linguistic variation attacks. For instance, TGRL
reaches close to 100% TPRs under all three attacks. ii) UPV is
the only watermarker marginally susceptible to such attacks.
This can be explained by the fact that its neural network-based
detector primarily depends on implicit textual features, which
appear to be sensitive to changes in linguistic characteristics.

Remark 1 – Watermarkers that rely on explicit watermark signals
tend to be robust against linguistic variation attacks.

5.2.2 Lexical Editing Attack
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Figure 3: Resilience of LLM watermarkers against lexical
editing attacks.

This class of attacks modifies individual words while main-
taining the watermarked text’s semantics. Specifically, we
consider four attacks in this category: synonymizing, mis-
spelling, typoing, and swapping (see §3.4 for their concrete
definitions). Similar to §5.2.1, we compare the TPRs of differ-
ent watermarkers under these attacks (with their FPRs fixed
as 1%). Figure 3 summarizes the results.

i) In terms of the context dependency design, text-
dependent watermarkers (e.g., TRGL, UB, and GO) tend to

7



be more vulnerable to lexical editing attacks, compared with
index-dependent (e.g., RDF) and context-free (e.g., UG) wa-
termarkers. Intuitively, as text-dependent watermarkers use
previous tokens as the context for the next token in both the
watermark generator and detector, the lexical editing thus
causes a mismatch between the generator and detector. ii)
Among the text-dependent watermarkers, it is observed that
UB exhibits much higher vulnerability to such attacks, com-
pared with the others. For example, its TPR drops near zero un-
der the typoing and swapping attacks. This may be explained
as follows. Recall that, to achieve unbiasedness, UB applies
“hard” perturbation on the next-token distribution (e.g., by
rejecting half of the vocabulary); thus the disruption to the
previous tokens tends to cause a more significant mismatch
between the generator and detector, compared with other wa-
termarkers that employ “soft” perturbation (e.g., distribution
shift and transform). iii) The typoing attack is particularly
effective, as it may cause significant tokenization errors.

Remark 2 – Text-dependent, (hard) distribution-reweight water-
markers are more vulnerable to lexical editing attacks.

5.2.3 Text-Mixing Attack
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Figure 4: Resilience of LLM watermarkers against text-
mixing attacks.

This class of attacks “dilutes” the watermark by mixing the
watermarked text with non-watermarked text fragments. Here,
to evaluate the resilience of different watermarkers against
text-mixing attacks, we use the copy-pasting attack [27] as
the concrete attack, which embeds the watermarked text into
the context of non-watermarked, human-written text (gener-

ated under the same prompt). We use CP-n-m to denote the
attack in which the modified text T ′ consists of n segments
of watermarked texts, each of length m% of ∣T ′∣, and the rest
as non-watermarked text. We consider 4 different settings to
assess the impact of the lengths and positions of the water-
marked text segments. The results are shown in Figure 4.

i) Overall, most watermarkers experience significant TPR
drops, especially under CP-1-10 that only preserves 10% of
the watermarked text. ii) Among all the watermarkers, GO and
RDF show significantly higher attack resilience. This can be
attributed to their sampling strategy: both employ distribution
transform, which generates the next token deterministically
conditional on a given random permutation. Thus, GO and
RDF tend to have stronger per-token signals than the other
watermarkers that sample the next token from a given pool
(e.g., green list). This observation is consistent with that in
§B.2. iii) Meanwhile, UB and UPV are the most vulnerable
to the copy-pasting attack, with close to zero TPRs under
CP-1-10 and CP-1-25. This can be explained as follows. The
model-assisted detector of UPV determines the given text as
watermarked based on its aggregated features (rather than
per-token statistics), while the injected non-watermarked seg-
ments may greatly disrupt such features. Meanwhile, UB
applies hard perturbation on the next-token distribution (e.g.,
by rejecting half of the vocabulary); thus the disruption to the
previous tokens causes a significant mismatch between the
generator and detector.

Remark 3 – Distribution transform-based watermarkers show
greater resilience to text-mixing attacks, while model-assisted,
(hard) distribution-reweight watermarkers are more vulnerable.

5.2.4 Paraphrasing Attack

This class of attacks employs an additional LLM (i.e., para-
phraser) to re-write the given watermarked text T̃ (while pre-
serving its semantics) to evade the detector. Here, we consider
Dipper [28] as the paraphraser that rewrites T̃ in one shot.
Specifically, we consider two settings of Dipper that respec-
tively rewrite 20% and 40% of T̃ . Further, we also consider
the translating attack uses a translator model Seamless-m4t-
v2-large [6] that first translates T̃ to French and then translates
it back. Figure 5 compares the attack resilience of different
watermarkers.

i) Both UPV and UB show higher vulnerability to the Dip-
per attack, compared with other watermarkers. For instance,
the TPR of UPV drops to around zero under DP-40. This
can be attributed to the same logic discussed in §5.2.3: the
paraphrased text segments may greatly disrupt the aggregated
textual features for UPV’s model-assisted detector, while the
disruption to the previous tokens may cause a substantial mis-
match between UB’s generator and detector, due to its rigid
perturbation to the next-token distribution (e.g., rejecting half
of the vocabulary). ii) Among the remaining watermarkers,
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Figure 5: Resilience of LLM watermarkers against paraphras-
ing attacks.

RDF and UG are especially robust against the Dipper attack.
This can be attributed to their index-dependent and context-
free nature, which is less sensitive to the change of previous
tokens than text-dependent watermarkers (e.g., TGRL, SIR,
and GO). iii) Interestingly, RDF is more vulnerable to the
translating attack than the Dipper attack. This can be ex-
plained by that RDF uses a detection strategy highly sensitive
to the text length, while the translating attack can significantly
shorten the text length.

Remark 4 – Index-dependent and context-free watermarkers tend
to be more robust against paraphrasing attacks.

5.2.5 Fidelity Preservation

Recall that besides their attack effectiveness, another key met-
ric for watermark removal attacks is whether they can preserve
the quality of original texts. We thus compare the semantics
of watermarked text T̃ and modified text T ′ using the metrics
in §4. Figure 6 illustrates the quality preservation of different
attacks on GO, with similar results on other watermarkers,
with more results deferred to §D.3.

Observe that most attacks preserve the semantics of the
watermarked text T̃ in the modified text T̃ ′, as measured by
BERTScore and P-SP scores. In comparison, the copy-pasting
(CP) attack causes more significant text-quality degradation
than other attacks, in that it may disrupt the orders of water-
marked and non-watermarked segments and insert duplicate
segments. Also, note that most attacks emphasize the semantic
similarity between T̃ and T̃ ′ rather than their lexical similarity
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LowCase
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Typo
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Figure 6: Quality preservation of different attacks on GO.

(as measured by WER and BLEU scores).

5.3 Robustness – Causal Analysis

In addition to the observational studies, we further consider
conducting causal analysis to understand the impact of indi-
vidual design choices (e.g., samplers). However, this is chal-
lenging in our context because the various components of a
watermarker are often highly interconnected and difficult to
decouple. For example, the distribution-reweight strategy and
the difference-based detection of UB are closely linked and
cannot be easily replaced by other designs. To address this
challenge, we select two watermarkers with their only differ-
ence in the design of one specific component (e.g., context
dependency). The results are shown in Figure 7.

a) Context Dependency b) Generation Strategy c) Detection Method

Figure 7: Resilience of LLM watermarkers against multi
attacks. a) Different in Context Dependency: TGRL (text-
dependent) and UG (context-free) b) Different in Genera-
tion Strategy: TGRL (distribution-shift) and GO (distribution-
transform) c) Different in Detection Method: UPV (Model-
based) and UPV-key (Score-based)

5.3.1 Context Dependency

We select TGRL and UG to represent text-dependent and
context-free designs respectively. TGRL uses the previous k
tokens as a randomness seed to divide the vocabulary into
red/green lists for the current token, whereas UG uses fixed
red/green lists in generating all the tokens. In general, UG
performs similarly to TGRL. However, when subjected to
the Dipper attack at varying intensity levels, UG consistently
outperforms TGRL. For instance, as we increase the attack in-
tensity (e.g. DP-60-20, DP-60-40), which involves rearranging
the text, UG maintains a relatively stable TPR with only mi-
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nor reductions. In contrast, TGRL’s TPR significantly drops,
particularly at DP-60-20. Recall that the Dipper attack exten-
sively paraphrases and reorders the text, leading to substantial
changes in consecutive tokens. Due to its text-dependent
design, TGRL struggles to maintain consistency in random
seeds between detection and generation. In contrast, UG’s
context-free design avoids this issue. This aligns with the re-
sults in UG [76], showing that when subjected to paraphrasing
attacks, UG consistently outperforms TGRL.

5.3.2 Generation Strategy

TGRL and GO are both context-dependent watermarkers. As
it relies on distribution shift generation, TGRL tends to be less
robust against copy-paste attacks. In contrast, although copy-
paste attacks can significantly disrupt detection and dilute
the watermark by inserting large amounts of text, due to its
distribution transform design, GO can better maintain the
watermark’s concentration. As a result, GO achieves a higher
detection rate of watermarked text after such attacks.

5.3.3 Detection Method

UPV employs model-based detection to detect watermarks.
Alternatively, it can also use score-based detection similar to
TGRL. The original paper claims that model-based detection
is more resistant to paraphrasing attacks than score-based
detection. However, our results indicate that this advantage is
not significant. Furthermore, score-based UPV demonstrates
stronger robustness against weaker attacks (e.g., misspelling
and swapping attacks). Using model-based detection intro-
duces higher uncertainty compared to score-based detection
and does not provide watermarkers with greater flexibility in
resisting paraphrasing attacks.

Both RDF and GO utilize distribution-transform genera-
tion and rely on score-based detection, with RDF specifically
employing edit score. RDF shows marginally higher robust-
ness against lexical editing attacks with fixed token length
compared to GO. However, it exhibits lower resilience against
high-intensity text-mixing attacks (e.g., CP-3-10), where to-
ken length varies considerably.

6 Discussion

Next, we examine the current practices of operating water-
markers in adversarial environments and explore potential
improvements.

6.1 Specific vs. Generic Detector
For each watermarker, we mainly use its specific detector to
detect watermarked texts. Here, we explore a generic, neural
network-based detector as an alternative. To this end, we em-
ploy a pre-trained RoBERTa model and fine-tune it as a binary

Figure 8: Detection of watermarked texts by watermarker-
specific and generic detectors (‘1’ or ‘0’ indicate that the
detector detects the given watermarked text as watermarked
or non-watermarked).

classifier using watermarked and non-watermarked texts. We
use OPT-1.3B as the underlying LLM and C4 as the reference
dataset. The watermarked text is generated by the LLM and
the watermarker jointly, whereas the non-watermarked text
is produced by ChatGPT-3.5-Turbo using the same prompt
to mimic human response. Table 5 shows the TPRs of water-
markers with generic detectors (with FPRs fixed as 1%).

Watermarker TGRL RDF UB UG UPV SIR GO

TPR 0.9851 0.9812 0.9888 0.9997 0.9971 0.9962 0.9703

Table 5: TPRs of watermarkers with generic detectors (with
FPRs fixed as 1%).

Next, we compare the attack resilience of watermarker-
specific and generic detectors. For each watermarker, we ap-
ply the Dipper-40 attack and examine whether two detectors
can effectively detect watermarked texts after the paraphras-
ing attack. Figure 8 depicts the confusion matrices of both
detectors.

We have the following findings. i) The specific and generic
detectors jointly achieve a high detection rate. Across all the
watermarkers, the chance that both detectors fail to detect
the watermarked texts (0-0) is below 0.07. ii) For RDF, the
generic detector seems less effective than the specific detector,
while for UB and UPV, the generic detector outperforms the
specific detector by a large margin. Recall that UB and UPV
are highly sensitive to the Dipper attack (see §5.2.4. Thus, em-
ploying a generic detector alongside a watermarker-specific
detector can be an effective strategy for enhancing the secu-
rity of vulnerable watermarkers. However, note that given
the availability of generic detectors, it is also feasible for the
adversary to leverage such detectors as an attack checker to
adapt their attacks, which we will discuss in §6.2.3.

Remark 5 – Employing a generic detector alongside a watermark-
specific detector improves the security of vulnerable watermarkers.
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6.2 Advanced Attack

In addition to the previously mentioned simple attacks, we
investigate the effectiveness of more advanced attacks.

6.2.1 Varying Attack Intensity

DP-20

DP-40DP-40-20

DP-60

DP-60-20 DP-60-40

DP-20

0.5
0.9

TGRL

UG

UPV

RDF

UB

GO

SIR

Figure 9: Resilience of watermarkers against increasingly
intensive Dipper attacks.

One straightforward way to improve an attack’s effective-
ness is to increase its intensity, potentially at the cost of other
metrics (e.g., text quality). Here, we consider the Dipper at-
tack [28] under varying intensity settings, denoted as DP-l-o,
where lexical change (l) indicates that l% of the given text
is paraphrased and order change (o) indicates that o% of the
text is re-ordered. We compare the watermarkers’ resilience
under varying attack intensity, as shown in Figure 9.

i) As expected, most watermarkers observe TPR drops as
the attack intensity increases. ii) Among all the watermarkers,
UG demonstrates the most consistent resilience under vary-
ing attack intensity. This can be attributed to its context-free
design: the same perturbation is applied to the next-token
distribution across all the tokens, which is thus immune to the
change of previous tokens. iii) Compared with text-dependent
watermarkers (e.g., TGRL and GO), an index-dependent wa-
termarker (e.g., RDF) shows stronger resilience, especially
under high attack intensity (e.g., DP-60-20), due to its weaker
dependency on previous tokens. iv) UPV’s performance is
somewhat inconsistent; it struggles with low-intensity attacks
(e.g., DP-20) but shows resilience to high-strength ones (e.g.,
DP-60). This inconsistency can be attributed to UPV’s model-
assisted detector and the inherent instability of its neural net-
work, as confirmed by repeated experiments.

Remark 6 – A watermarker’s resilience to increasingly intensive
attacks varies with its context dependency, roughly, context-free >
index-dependent > text-dependent.

6.2.2 Combining Simple Attacks

We first explore whether combining two attacks improves
the attack’s effectiveness. Here, we only consider combining
two simple attacks from the “weak” linguistic variation and
lexical editing attacks. Figure 10 illustrates the effectiveness
of such combined attacks.
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Figure 10: Resilience of watermarkers against individual (left)
and combined (right) attacks.

We have a set of interesting observations. i) UPV and SIR,
which demonstrate resilience against all simple attacks, are
highly vulnerable to all the combined attacks. For instance,
the TPR of SIR drastically drops to below 0.3 under the con-
tracting+typoing attack. ii) UB, which is vulnerable to the
typoing and swapping attacks, is consequently vulnerable to
all the combined attacks that involve typoing or swapping.
iii) TGRL and GO, which are robust against all the simple
attacks (including typoing and swapping), show significant
vulnerability to the typoing+swapping attack. This can be
explained by that as typoing and swapping respectively dis-
rupt the tokenization and token-indexing, their combination
may substantially amplify such effects. iv) RDF and UG are
especially robust against the combined attacks. This can be
attributed to their “weaker” context dependencies, which is
consistent with the findings in §5.2.4.

Remark 7 – Evaluating watermarkers’ robustness needs to con-
sider not only individual attacks but also their combinations.

6.2.3 Adaptive Attack

watermarked 
text

A

Adversary

modified 
text

A

Generic 
Detector

Watermark-Specific 
Detectorchecking

perturbation

Figure 11: Attacks leveraging surrogate detectors.

Given the availability of generic detectors, it is possible for
the adversary to exploit such detectors to adapt their attacks.
We consider an attack scenario as shown in Figure 11: the
adversary performs a gradient-based adversarial attack [18]
that iteratively modifies the watermarked text to evade the
generic detector, and then forwards the modified text to the
target, watermark-specific detector.

We evaluate this attack’s effectiveness using 500 water-
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Figure 12: Detection of watermarked texts by watermarker-
specific and generic detectors on gradient-based attacked sam-
ples (‘1’ or ‘0’ indicate that the detector detects the given
watermarked text as watermarked or non-watermarked).

marked texts from the C4 dataset. We use GBDA [18] as the
adversarial attack and limit the number of perturbations to
100. The results are summarized in Figure 12. i) Leveraging
the surrogate detector significantly improves the attack effec-
tiveness: with the BERTScore between T̃ and T̃ ′ is about 0.76,
slightly lower than the Dipper attack, the detection rates of
most watermarkers drop below 10%. ii) Although some sam-
ples do not evade the generic detector, they evade the specific
detector successfully (e.g., TGRL, UG, and UB). iii) UG and
RDF exhibit greater robustness than the other watermarkers.
Specifically, for RDF, 42% of the samples evade the generic
detector but are still detected by the RDF-specific detector.
This superior robustness is likely due to their weaker context
dependencies.

Remark 8 – Evaluating a watermarker’s robustness needs to
consider attacks that leverage surrogate detectors.
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Figure 13: Effectiveness of paraphrasing attacks with
ChatGPT-3.5-Turbo as the paraphraser.

6.2.4 Leveraging Expert LLMs

We now explore the question of “what if the adversary has
access to highly capable LLMs?” Specifically, we implement
another paraphrasing attack that employs ChatGPT-3.5-Turbo
as the paraphraser. For each watermarker, we randomly sam-
ple 100 watermarked texts that are successfully detected, and
query the ChatGPT API with the following prompt:

“Paraphrase the following text and keep the length
similar to the original text\n [the watermarked text]”

and then forward the paraphrased text to the detector. To
further evaluate the impact of the paraphrasing strength, we
also measure the attack effectiveness under multiple rounds
of paraphrasing as suggested in [72]. Notably, the attack de-
scribed in [72] employs the T5 model to paraphrase the entire
text up to 300 times. In contrast, our study limits paraphras-
ing to a maximum of 5 iterations. The difference between
these threat models is due to the distinct objectives of the two
studies: while [72] aims to understand the lower bound of
watermark robustness, we focus on evaluating watermark ro-
bustness against practical, resource-limited adversaries. The
results are summarized in Figure 13.

We have the following findings. i) The detection rates of all
the watermarkers drop below 0.3 after one round of GPT para-
phrasing, in which SIR and UB become nearly undetectable.
This indicates that using highly capable LLMs to paraphrase
watermarked texts is a dominant attack that effectively nulli-
fies most existing watermarkers. However, as specified in our
threat model (§2.3), access to highly capable LLMs may fall
outside the scope of our robustness assessment, as their avail-
ability negates the need for watermark removal attacks. ii)
For watermarkers that survive the first round of paraphrasing
(e.g., UG and GO), their detection rates quickly drop below
0.15 as the adversary applies multiple rounds of paraphrasing.
This observation corroborates the findings in [72].

Remark 9 – Paraphrasing using highly capable LLMs serves as a
dominant attack to test watermarkers’ robustness lower-bounds.

6.3 Evaluation Guidelines

Next, we propose a set of guidelines for evaluating the robust-
ness of LLM watermarkers. These guidelines incorporate our
findings in §5 and §6, providing a minimal checklist to claim
the robustness of an LLM watermarker.

LLMs and tasks. Our experiments show that the refer-
enced watermarkers show varying robustness across different
LLMs and datasets. We speculate that there exists an intricate
interplay between the watermarking mechanism, the LLM’s
capability, and the task’s complexity. We thus recommend
experimenting on i) LLMs with varying capability (e.g., as
measured by perplexity), ii) datasets for different tasks (e.g.,
summarization and question-answering), and iii) their combi-
nations.

Attacks. Notably, using highly capable LLMs or apply-
ing computationally expensive rewriting can easily gener-
ate highly-quality, non-watermarked texts to evade detection;
however, such attacks negate the need for watermark removal
attacks in the first place. We thus recommend focusing on
computationally efficient attacks such as linguistic variation,
lexical editing, and lightweight paraphrasing, as well as their
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combinations, which reflects the risks of watermark removal
attacks in practical settings.

Robustness. It is often critical to properly set the decision
threshold for a watermarker (and also the attacks) to fully as-
sess its robustness [41], which unfortunately is often missing
in the original papers. To overcome this issue, we recommend
i) measuring the overall effectiveness (TPR) in terms of ROC
(across different threshold settings), ii) measuring the TPR
under a fixed FPR (e.g., 0.01), and iii) considering varying
attack intensity.

Fidelity. It is notoriously challenging to meaningfully mea-
sure the quality of text data [50]. We recommend employing a
variety of metrics (e.g., BERTScore, P-SP, MAUVE) to com-
prehensively measure the quality retention of watermarkers
as well as attacks. In addition, one may also leverage external
tools (e.g., more advanced LLMs such as GPT-4) or human
evaluation to provide a more accurate assessment if feasible.

7 Related Work

Next, we survey the relevant literature in the following cate-
gories: i) detection of LLM-generated texts, ii) LLM water-
marking, iii) attacks on LLM watermarking, and iv) evaluation
of LLM watermarkers.

Detection of LLM-generated texts. The advances in
LLMs also give rise to their possible misuses [9, 16, 23, 24,
33, 38, 61–64, 71, 77]. There is thus a pressing need for the
capability of distinguishing LLM- and human-generated texts.
Initial work attempts to either train classifiers using LLM- and
human-generated texts [44] or to leverage intrinsic character-
istics of LLM-generated texts (e.g., perplexity and variability
in length, complexity, and information density) [42]. Yet, with
LLMs becoming increasingly capable, the difference between
LLM- and human-generated texts is narrowing, making such
approaches less effective.

LLM watermarking In response, LLM watermarking
emerges as a promising alternative, which instruments the
LLM generative process with statistical signals that can
be subsequently detected. The existing LLM watermark-
ing techniques can be categorized based on the stages in
which they are applied [37]: i) training-time watermark-
ing [40, 55–57, 67], ii) watermarking during logit-generation
[12, 14, 17, 20, 26, 31, 35, 36, 51, 60, 69, 76], iii) watermarking
during token-sampling [1, 19, 29], and iv) post-generation wa-
termarking [2,45,53,68,70,73]. This study mainly focuses on
training-free, pre-generation watermarking, which applies to
any given LLMs and provides flexible control over multiple
criteria (e.g., quality, effectiveness, and robustness).

The primary focus of the previous studies is to distinguish
between human-written text and text generated by LLMs.
In this paper, we assume that the attacker lacks access to
non-watermarked text produced by recent LLM. Instead, the
attacker can only utilize other LLMs to generate text that
mimics human responses and get the watermarked texts from

recent LLM. The generic detector, which is within the ad-
versary’s capability, is specifically designed to distinguish
between watermarked and non-watermarked texts(e.g., other
LLMs’ texts or human writing texts).

Attacks on LLM watermarking. One critical property
of an LLM watermarker is its robustness against potential
attacks. A variety of attacks can be applied to LLM water-
marking, ranging from removing the embedded watermark
to uncovering the green/red lists. For instance, Dipper [28] is
a widely used paraphrasing attack to evaluate the robustness
of LLM watermarkers [26, 76] against watermark removal
attacks; the watermark stealing attack [25] is proposed to
identify green-list tokens and to replace them with red-list
tokens, targeting TGRL [26] and UG [76] to further launch
spoofing or removal attacks. This study primarily focuses on
watermark removal attacks as they can target any LLM wa-
termarkers and have profound implications in practice (e.g.,
disinformation, academic cheating, and automated phishing).

Evaluation of LLM watermarkers. As LLM watermark-
ers become prevalent, recent work attempts to benchmark the
performance of various watermarkers. However, current stud-
ies either focus solely on the effectiveness of watermarking
or have limited assessments of robustness. For instance, Wa-
terBench [59] compares the effectiveness of TGRL [26] and
UG [76] under varying hyper-parameter settings (e.g., prompt
length); LLM-judger [54] uses GPT-3.5-Turbo as a judge
to evaluate the effectiveness of RDF [29] and TGRL [26]
and employs a binary classifier based on MLP to distinguish
between watermarked and non-watermarked texts; MarkMy-
Words [49] compares the effectiveness of four watermarkers
including TGRL [26], GO [1], RDF [29], and UW [5] and
only evaluates the robustness of TGRL against watermark
removal attacks.

To our best knowledge, this is the first study dedicated to
the robustness of LLM watermarkers against watermark re-
moval attacks. We aim to understand how different design
choices impact watermarkers’ attack robustness and to iden-
tify best practices for operating watermarkers in adversarial
environments.

8 Conclusion

In this paper, we systematize the existing LLM watermarkers
and watermark removal attacks, mapping out the design space
for various watermarking and attacking techniques. We then
design and implement WATERPARK, the first open-source
platform devoted to assessing the attack robustness of LLM
watermarkers in a unified and comprehensive manner. Lever-
aging WATERPARK, we conduct a systematic evaluation of the
robustness of existing watermarkers, addressing unresolved
questions, revealing design trade-offs, and identifying oppor-
tunities for further improvement. Our findings shed light on
the current LLM watermarking techniques, while WATER-
PARK serves as a valuable benchmark aiding future research.
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[25] Nikola Jovanović, Robin Staab, and Martin Vechev.
Watermark stealing in large language models. arXiv
preprint arXiv:2402.19361, 2024.

[26] John Kirchenbauer, Jonas Geiping, Yuxin Wen, Jonathan
Katz, Ian Miers, and Tom Goldstein. A watermark for
large language models. In Proceedings of the IEEE
Conference on Machine Learning (ICML), 2023.

[27] John Kirchenbauer, Jonas Geiping, Yuxin Wen, Manli
Shu, Khalid Saifullah, Kezhi Kong, Kasun Fernando,
Aniruddha Saha, Micah Goldblum, and Tom Goldstein.
On the reliability of watermarks for large language mod-
els. ArXiv e-prints, 2023.

[28] Kalpesh Krishna, Yixiao Song, Marzena Karpinska,
John Wieting, and Mohit Iyyer. Paraphrasing evades
detectors of ai-generated text, but retrieval is an effec-
tive defense. In Proceedings of the Advances in Neural
Information Processing Systems (NeurIPS), 2023.

[29] Rohith Kuditipudi, John Thickstun, Tatsunori
Hashimoto, and Percy Liang. Robust distortion-free
watermarks for language models. ArXiv e-prints, 2023.

[30] John Kudo, Takuand Richardson. SentencePiece: A
simple and language independent subword tokenizer and
detokenizer for neural text processing. In Proceedings
of the Conference on Empirical Methods in Natural
Language Processing (EMNLP), 2018.

[31] Taehyun Lee, Seokhee Hong, Jaewoo Ahn, Ilgee Hong,
Hwaran Lee, Sangdoo Yun, Jamin Shin, and Gunhee
Kim. Who wrote this code? watermarking for code
generation. arXiv preprint arXiv:2305.15060, 2023.

[32] Jinfeng Li, Shouling Ji, Tianyu Du, Bo Li, and Ting
Wang. Textbugger: Generating adversarial text against
real-world applications. In Proceedings of the Network
and Distributed System Security Symposium (NDSS),
2019.

[33] Jiacheng Liang, Ren Pang, Changjiang Li, and Ting
Wang. Model extraction attacks revisited. In Proceed-
ings of the 19th ACM Asia Conference on Computer
and Communications Security, ASIA CCS ’24, page
1231–1245, New York, NY, USA, 2024. Association for
Computing Machinery.

15



[34] Percy Liang, Rishi Bommasani, Tony Lee, Dimitris
Tsipras, Dilara Soylu, Michihiro Yasunaga, Yian Zhang,
Deepak Narayanan, Yuhuai Wu, Ananya Kumar, Ben-
jamin Newman, Binhang Yuan, Bobby Yan, Ce Zhang,
Christian Alexander Cosgrove, Christopher D Man-
ning, Christopher Re, Diana Acosta-Navas, Drew Arad
Hudson, Eric Zelikman, Esin Durmus, Faisal Ladhak,
Frieda Rong, Hongyu Ren, Huaxiu Yao, Jue WANG, Ke-
shav Santhanam, Laurel Orr, Lucia Zheng, Mert Yuksek-
gonul, Mirac Suzgun, Nathan Kim, Neel Guha, Niladri S.
Chatterji, Omar Khattab, Peter Henderson, Qian Huang,
Ryan Andrew Chi, Sang Michael Xie, Shibani San-
turkar, Surya Ganguli, Tatsunori Hashimoto, Thomas
Icard, Tianyi Zhang, Vishrav Chaudhary, William Wang,
Xuechen Li, Yifan Mai, Yuhui Zhang, and Yuta Koreeda.
Holistic evaluation of language models. Transactions
on Machine Learning Research, 2023.

[35] Aiwei Liu, Leyi Pan, Xuming Hu, Shu’ang Li, Lijie Wen,
Irwin King, and Philip S Yu. An unforgeable publicly
verifiable watermark for large language models. In Pro-
ceedings of the International Conference on Learning
Representations (ICLR), 2023.

[36] Aiwei Liu, Leyi Pan, Xuming Hu, Shiao Meng, and Lijie
Wen. A semantic invariant robust watermark for large
language models. In Proceedings of the International
Conference on Learning Representations (ICLR), 2024.

[37] Aiwei Liu, Leyi Pan, Yijian Lu, Jingjing Li, Xuming
Hu, Lijie Wen, Irwin King, and Philip S Yu. A survey of
text watermarking in the era of large language models.
arXiv preprint arXiv:2312.07913, 2023.

[38] Xiaoqun Liu, Jiacheng Liang, Luoxi Tang, Chenyu You,
Muchao Ye, and Zhaohan Xi. Buckle up: Robustify-
ing llms at every customization stage via data curation.
arXiv preprint arXiv:2410.02220, 2024.

[39] Yinhan Liu, Myle Ott, Naman Goyal, Jingfei Du, Man-
dar Joshi, Danqi Chen, Omer Levy, Mike Lewis, Luke
Zettlemoyer, and Veselin Stoyanov. RoBERTa: A ro-
bustly optimized bert pretraining approach. ArXiv e-
prints, 2019.

[40] Yixin Liu, Hongsheng Hu, Xuyun Zhang, and Lichao
Sun. Watermarking text data on large language mod-
els for dataset copyright protection. arXiv preprint
arXiv:2305.13257, 2023.

[41] Nils Lukas, Edward Jiang, Xinda Li, and Florian Ker-
schbaum. Sok: How robust is image classification deep
neural network watermarking? In Proceedings of the
IEEE Symposium on Security and Privacy (S&P), 2021.

[42] Ingo Lütkebohle. Gptzero. https://gptzero.me/.

[43] George A. Miller. Wordnet: a lexical database for en-
glish. Commun. ACM, 38(11):39–41, 1995.

[44] Eric Mitchell, Yoonho Lee, Alexander Khazatsky,
Christopher D. Manning, and Chelsea Finn. Detect-
gpt: Zero-shot machine-generated text detection using
probability curvature, 2023.

[45] Travis Munyer and Xin Zhong. Deeptextmark: Deep
learning based text watermarking for detection of
large language model generated text. arXiv preprint
arXiv:2305.05773, 2023.

[46] Openai. Openai chatgpt blog. https://openai.com
/blog/chatgpt.

[47] Leyi Pan, Aiwei Liu, Zhiwei He, Zitian Gao, Xuandong
Zhao, Yijian Lu, Binglin Zhou, Shuliang Liu, Xuming
Hu, Lijie Wen, et al. Markllm: An open-source toolkit
for llm watermarking. arXiv preprint arXiv:2405.10051,
2024.

[48] Kishore Papineni, Salim Roukos, Todd Ward, and Wei-
Jing Zhu. Bleu: a method for automatic evaluation of
machine translation. In Proceedings of the Annual Meet-
ing of the Association for Computational Linguistics
(ACL), 2002.

[49] Julien Piet, Chawin Sitawarin, Vivian Fang, Norman
Mu, and David Wagner. Mark my words: Analyzing
and evaluating language model watermarks. ArXiv e-
prints, 2023.

[50] Krishna Pillutla, Swabha Swayamdipta, Rowan Zellers,
John Thickstun, Sean Welleck, Yejin Choi, and Zaid
Harchaoui. MAUVE: Measuring the gap between neu-
ral text and human text using divergence frontiers. In
Proceedings of the Advances in Neural Information Pro-
cessing Systems (NeurIPS), 2021.

[51] Jie Ren, Han Xu, Yiding Liu, Yingqian Cui, Shuaiqiang
Wang, Dawei Yin, and Jiliang Tang. A robust semantics-
based watermark for large language model against para-
phrasing. arXiv preprint arXiv:2311.08721, 2023.

[52] Vinu Sankar Sadasivan, Aounon Kumar, Sriram Bala-
subramanian, Wenxiao Wang, and Soheil Feizi. Can
ai-generated text be reliably detected? ArXiv e-prints,
2023.

[53] Ryoma Sato, Yuki Takezawa, Han Bao, Kenta Niwa,
and Makoto Yamada. Embarrassingly simple text water-
marks. arXiv preprint arXiv:2310.08920, 2023.

[54] Karanpartap Singh and James Zou. New evaluation
metrics capture quality degradation due to llm water-
marking. arXiv preprint arXiv:2312.02382, 2023.

16

https://gptzero.me/
https://openai.com/blog/chatgpt
https://openai.com/blog/chatgpt


[55] Zhensu Sun, Xiaoning Du, Fu Song, and Li Li. Code-
mark: Imperceptible watermarking for code datasets
against neural code completion models. In Proceedings
of the 31st ACM Joint European Software Engineering
Conference and Symposium on the Foundations of Soft-
ware Engineering, pages 1561–1572, 2023.

[56] Zhensu Sun, Xiaoning Du, Fu Song, Mingze Ni, and
Li Li. Coprotector: Protect open-source code against
unauthorized training usage with data poisoning. In
Proceedings of the ACM Web Conference 2022, pages
652–660, 2022.

[57] Ruixiang Tang, Qizhang Feng, Ninghao Liu, Fan Yang,
and Xia Hu. Did you train on my dataset? towards
public dataset protection with cleanlabel backdoor wa-
termarking. ACM SIGKDD Explorations Newsletter,
25(1):43–53, 2023.

[58] Hugo Touvron, Louis Martin, Kevin Stone, Peter Al-
bert, Amjad Almahairi, Yasmine Babaei, Nikolay Bash-
lykov, Soumya Batra, Prajjwal Bhargava, Shruti Bhosale,
Dan Bikel, Lukas Blecher, Cristian Canton Ferrer, Moya
Chen, Guillem Cucurull, David Esiobu, Jude Fernan-
des, Jeremy Fu, Wenyin Fu, Brian Fuller, Cynthia Gao,
Vedanuj Goswami, Naman Goyal, Anthony Hartshorn,
Saghar Hosseini, Rui Hou, Hakan Inan, Marcin Kardas,
Viktor Kerkez, Madian Khabsa, Isabel Kloumann, Artem
Korenev, Punit Singh Koura, Marie-Anne Lachaux,
Thibaut Lavril, Jenya Lee, Diana Liskovich, Yinghai Lu,
Yuning Mao, Xavier Martinet, Todor Mihaylov, Pushkar
Mishra, Igor Molybog, Yixin Nie, Andrew Poulton,
Jeremy Reizenstein, Rashi Rungta, Kalyan Saladi, Alan
Schelten, Ruan Silva, Eric Michael Smith, Ranjan Sub-
ramanian, Xiaoqing Ellen Tan, Binh Tang, Ross Taylor,
Adina Williams, Jian Xiang Kuan, Puxin Xu, Zheng
Yan, Iliyan Zarov, Yuchen Zhang, Angela Fan, Melanie
Kambadur, Sharan Narang, Aurelien Rodriguez, Robert
Stojnic, Sergey Edunov, and Thomas Scialom. Llama
2: Open foundation and fine-tuned chat models. ArXiv
e-prints, 2023.

[59] Shangqing Tu, Yuliang Sun, Yushi Bai, Jifan Yu, Lei
Hou, and Juanzi Li. Waterbench: Towards holistic eval-
uation of watermarks for large language models. arXiv
preprint arXiv:2311.07138, 2023.

[60] Lean Wang, Wenkai Yang, Deli Chen, Hao Zhou, Yankai
Lin, Fandong Meng, Jie Zhou, and Xu Sun. Towards
codable text watermarking for large language models. In
Proceedings of the International Conference on Learn-
ing Representations (ICLR), 2024.

[61] Yijie Weng and Jianhao Wu. Big data and machine
learning in defence. International Journal of Computer
Science and Information Technology, 16(2), 2024.

[62] Yijie Weng and Jianhao Wu. Fortifying the global data
fortress: a multidimensional examination of cyber se-
curity indexes and data protection measures across 193
nations. International Journal of Frontiers in Engineer-
ing Technology, 6(2), 2024.

[63] Yijie Weng and Jianhao Wu. Leveraging artificial in-
telligence to enhance data security and combat cyber
attacks. Journal of Artificial Intelligence General sci-
ence (JAIGS) ISSN: 3006-4023, 5(1):392–399, 2024.

[64] Yijie Weng, Jianhao Wu, Tara Kelly, and William John-
son. Comprehensive overview of artificial intelligence
applications in modern industries. arXiv preprint
arXiv:2409.13059, 2024.

[65] Johnand Wieting, Kevinand Gimpel, Grahamand Neu-
big, and Taylor Berg-kirkpatrick. Paraphrastic repre-
sentations at scale. In Proceedings of the Conference
on Empirical Methods in Natural Language Processing
(EMNLP), 2022.

[66] Yihan Wu, Zhengmian Hu, Junfeng Guo, Hongyang
Zhang, and Heng Huang. A resilient and accessible
distribution-preserving watermark for large language
models. In Forty-first International Conference on Ma-
chine Learning, 2024.

[67] Xiaojun Xu, Yuanshun Yao, and Yang Liu. Learning to
watermark llm-generated text via reinforcement learning.
arXiv preprint arXiv:2403.10553, 2024.

[68] Xi Yang, Kejiang Chen, Weiming Zhang, Chang Liu,
Yuang Qi, Jie Zhang, Han Fang, and Nenghai Yu. Water-
marking text generated by black-box language models.
arXiv preprint arXiv:2305.08883, 2023.

[69] KiYoon Yoo, Wonhyuk Ahn, and Nojun Kwak. Ad-
vancing beyond identification: Multi-bit watermark for
language models. arXiv preprint arXiv:2308.00221,
2023.

[70] KiYoon Yoo, Wonhyuk Ahn, and Nojun Kwak. Ad-
vancing beyond identification: Multi-bit watermark for
language models. In Proceedings of the Annual Confer-
ence of the North American Chapter of the Association
for Computational Linguistics (NAACL), 2024.

[71] Syed Zawad, Xiaolong Ma, Jun Yi, Cheng Li, Minjia
Zhang, Lei Yang, Feng Yan, and Yuxiong He. Fedcust:
Offloading hyperparameter customization for federated
learning. Performance Evaluation, page 102450, 2024.

[72] Hanlin Zhang, Benjamin L. Edelman, Danilo Francati,
Daniele Venturi, Giuseppe Ateniese, and Boaz Barak.
Watermarks in the sand: Impossibility of strong water-
marking for generative models. ArXiv e-prints, 2023.

17



[73] Ruisi Zhang, Shehzeen Samarah Hussain, Paarth
Neekhara, and Farinaz Koushanfar. Remark-llm: A ro-
bust and efficient watermarking framework for genera-
tive large language models. ArXiv e-prints, 2023.

[74] Susan Zhang, Stephen Roller, Naman Goyal, Mikel
Artetxe, Moya Chen, Shuohui Chen, Christopher Dewan,
Mona Diab, Xian Li, Xi Victoria Lin, Todor Mihaylov,
Myle Ott, Sam Shleifer, Kurt Shuster, Daniel Simig,
Punit Singh Koura, Anjali Sridhar, Tianlu Wang, and
Luke Zettlemoyer. Opt: Open pre-trained transformer
language models. ArXiv e-prints, 2022.

[75] Tianyi Zhang, Varsha Kishore, Felix Wu, Kilian Q.
Weinberger, and Yoav Artzi. Bertscore: Evaluating text
generation with bert. In Proceedings of the International
Conference on Learning Representations (ICLR), 2020.

[76] Xuandong Zhao, Prabhanjan Ananth, Lei Li, and Yu-
Xiang Wang. Provable robust watermarking for ai-
generated text. ArXiv e-prints, 2023.

[77] Jun Zhuang and Casey Kennington. Understanding
survey paper taxonomy about large language mod-
els via graph representation learning. arXiv preprint
arXiv:2402.10409, 2024.

A Parameter Setting

Table 6 lists the default setting of the parameters of each wa-
termarker in our evaluation. Note that γ and δ are the gamma
and delta used in the watermarker, and n denotes the window
size.

Watermarker Parameter Setting

TGRL
γ 0.25
δ 2.0

UG
γ 0.5
δ 2.0

CTWL

δ 1.5
n 10

message code length 20
encode ratio 10.0

message strategy vanilla

UPV

γ 0.5
δ 2.0
n 3

bit number 16
layers 9

UB watermark type delta

SIR
δ 1.0
n 10

watermark type context
GO n 3

RDF number of random sequences 50

Table 6: Default parameter setting of watermarkers.

B Watermark Effectiveness

We first evaluate the effectiveness of different watermarkers.
Following prior work [26, 29, 49], for each watermarker, we
sample 1,000 prompts and use the LLM in combination with
the watermarker to generate the watermarked texts; mean-
while, we select human responses to the same prompts as the
non-watermarked texts. We then measure the accuracy of the
watermarker’s detector in distinguishing the watermarked and
non-watermarked texts.

B.1 Overall Effectiveness

We measure the overall effectiveness of each method through
the lens of the ROC curve. Figure 14 (a-d) summarizes the
overall effectiveness of existing watermarkers across differ-
ent models and datasets. We have the following interesting
observations.

Most watermarkers are highly effective in generating and
subsequently detecting watermarked texts on OPT-1.3B as
shown in Figure 14 (a-b). For instance, RDF, UB, and GO all
attain AUC scores above 0.99 over both C4 and HC3. Recall
that C4 and HC3 represent the text completion and question-
answering tasks respectively. The observation indicates that
most watermarkers tend to be highly effective for relatively
less capable LLMs such as OPT-1.3B, while the concrete
dataset/task have a limited impact on their performance. We
further validate this hypothesis under the setting of a fixed
FPR. As shown in Figure 14 (e-f), we fix the FPRs of all
the methods to be 0.01 and measure their TPRs. Observe
that all the methods achieve above 0.9 TPR, with a marginal
difference across C4 and HC3.

Meanwhile, most methods observe marginal performance
drops on Llama2-7B, as shown in Figure 14 (c-d). For in-
stance, compared with its performance on OPT-1.3B, the AUC
of SIR drops by 0.11 and 0.08 on C4 and HC3 respectively.
This observation aligns with previous research [29], indicat-
ing that watermarkers are more effective on OPT compared
with Llama2. This phenomenon can be partly understood
through the following explanation. In contrast of less capa-
ble LLMs (e.g., OPT-1.3B), Llama2-7B typically produces
texts of lower perplexity. Since most watermarkers inject wa-
termarks by slightly altering the next-token distribution, the
lower perplexity in Llama2’s outputs hampers the effective-
ness of such perturbations. Moreover, it is observed that the
performance of various methods varies significantly across
different datasets. For instance, UG’s AUC differs by 0.28
between C4 and HC3, while UB’s AUC differs by 0.11. This
observation is further supported by the TPR measures at fixed
FPRs (fixed as 1%), as shown in Figure 14 (e-f). Our findings
suggest that the concrete dataset/task tends to have a larger
impact on watermarkers over more capable LLMs.
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Figure 14: Overall effectiveness of different watermarkers in generating and detecting watermarked texts: ROC of (a) OPT-C4,
(b) OPT-HC3, (c) Llama2-C4, and (d) Llama2-HC3; TPR (with FPR fixed as 0.01) on (e) C4 and (f) HC3.

Observation 1 – Ensuring watermarkers achieve the same quality
and effectiveness as reported in their works and existing water-
markers tend to be more effective on LLMs with higher perplexity.

B.2 Impact of Text Length

Text window size
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Figure 15: TPRs of watermarkers with respect to text length
(with FPRs fixed as 1%).

We evaluate how the (non-)watermarked text length (i.e.,
the number of tokens) impacts the performance of different
methods. Specifically, we measure the TPR of each method
with its FPR fixed as 1%. In the following, we set OPT-1.3B
and C4 as the default LLM and dataset. Figure 15 summarizes
the results.

Observe that as expected, the TPRs of all the methods im-
prove as the text length grows from 1 to 200 tokens. As the
text length exceeds 100 tokens, most methods reach TPRs
close to 100%. Meanwhile, different methods show vary-
ing sensitivity to the text length. For instance, GO and RDF
attain 100% TPRs with only 20 tokens, while UG reaches
only around 50% TPR under the same setting. This can be
explained as follows. Both GO and RDF use distribution

transform-based samplers, which, conditional on given ran-
domness (e.g., random permutation), generate the next token
deterministically. Meanwhile, other methods randomly sam-
ple the next token from a given pool (e.g., green lists). Thus,
GO and RDF tend to have stronger signals per token for wa-
termark detection.

Observation 2 – Different watermarkers have varying sensitivity
to text length; distribution transform-based watermarkers are the
least sensitive.

B.3 Impact of Temperature
The temperature τ is a key parameter that affects a water-
marker’s generative dynamics: intuitively, a higher τ makes
the sampling over the next-token distribution p̃(xt ∣x<t) more
random. Here we evaluate how the setting of τ in each wa-
termaker’s generator may impact its effectiveness. Note that,
unlike other watermarkers, RDF and GO do not generate the
next-token distribution p̃(xt ∣x<t) explicitly, we thus exclude
them from the evaluation.
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Figure 16: TPRs of watermarkers with respect to the tempera-
ture setting (with FPRs fixed as 1%).

Figure 16 compares how the TPRs of different watermark-
ers vary with the setting of τ = 0.7, 1.0, and 1.3 (with FPRs
fixed as 1%). Observe that the performance of most water-
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markers marginally improves with τ, which corroborates prior
work [49]. For instance, the TPR of TGRL increases by about
0.05 as τ varies from 0.7 to 1.3. Interestingly, in contrast, the
TPR of UPV decreases as τ grows. This can be explained
as follows. UPV employs a neural network as the detector
that depends on general textual features, which tends to be
more sensitive to increasing randomness, compared with other
watermarkers that rely on specific watermark signals (e.g.,
green/red-listed tokens).

Observation 3 – The effectiveness of watermarkers that rely on
explicit watermark signals improves with the temperature.
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Figure 17: Fidelity preservation of different watermarkers.

We evaluate the impact of different watermarkers on the
text quality. We compare the original text T and watermarked
text T̃ using the metrics (detailed in §4) of BERTScore [75],
P-SP [65], and MAUVE [50]. The results are summarized in
Figure 17.

i) A majority of watermarkers well preserve the seman-
tics of original texts, as indicated by their high BERTScore
and MAUVE scores. Note that the P-SP scores of all the
watermarkers are relatively lower than their BERTScore and
MAUVE scores. This is due to their different emphases: P-
SP measures the average similarity between the tokens in T
and T̃ , while BERTScore calculates the maximum similarity
between the tokens in T and T̃ . ii) Meanwhile, RDF, GO,
and UB are less effective in preserving the quality of original
texts, which can be attributed to their additional constraints
of indistinguishability: the expectation of the watermarker’s
next-token distribution is identical to the LLM’s next-token
distribution (i.e., indistinguishability). This observation sug-
gest that there exists an inherent trade-off between the desider-
ata of quality and indistinguishability.

Observation 4 – There exists a fundamental trade-off between
the watermarker’s fidelity and indistinguishability.

D Additional Results

D.1 Multi-bit Watermarking
While our study focuses on one-bit watermarkers, for com-
pleteness, we also evaluate CTWL [60], a multi-bit water-

marker. In contrast of one-bit watermarkers that encode only
a single bit of information (i.e., whether a given text is water-
marked), a multi-bit watermarker can encode multiple bits of
information into the watermarked text, such as the generating
model, the date of generation, and other details. However,
despite its larger information capacity, we find that a multi-
bit watermarker is typically less robust compared to one-bit
watermarkers, as illustrated in Figure 18 and 19.
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Figure 18: TPRs of CTWL (with FPRs fixed as 0.01) on dif-
ferent LLMs (OPT and Llama2) and datasets (C4 and HC3).
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Figure 19: TPRs of CTWL (with FPRs fixed as 0.01) against
various attacks.

The test results in the basic encoding and detection sce-
nario highlight the sensitivity of CTWL to different language
models. Although it performs well with the OPT model across
both C4 and HC3 datasets, its TPR on Llama2 is extremely
low, and it becomes completely ineffective when tested on
Llama2 using the HC3 dataset. This is due to the lower model
perplexity of Llama2. We conduct additional experiments to
compare the model perplexity on the same WikiText dataset,
and the results show that Llama2 has a perplexity about 6.15,
while OPT has about 12.43. Lower model perplexity results to
larger fluctuations in the logits produced by the model, makes
it more challenging for watermark injection (e.g., increase
smaller logits to exceed larger ones).

When facing the attacks, CTWL is more vulnerable than
one-bit methods. It is particularly vulnerable to the copy-
pasting attack, which can nearly disable the method as the
TPR drops to near zero. Additionally, CTWL is highly sus-
ceptible to typoing, swapping, translating, lowercasing, and
Dipper attacks, which generally do not affect many one-bit
methods as severely. Despite the capacity of multi-bit methods
to embed more information, their high sensitivity to language
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model variations and various attacks is a crucial limitation
that needs to be addressed in future research.

D.2 Robustness of Watermarkers on Llama2

Our evaluation in §5 mainly uses OPT-1.3B as the underlying
LLM. Here, we present the results on Llama2-7B, a more
capable LLM.

D.2.1 Linguistic Variation Attack

Comparing with the OPT results, most of the watermarkers
show TPR drops on Llama2. One exception is GO, which still
maintains resilience across all three attacks.
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Figure 20: Resilience of LLM watermarkers on Llama2
against linguistic variation attacks.

D.2.2 Lexical Editing Attack

We have the following observation in Llama2: i) Context-
free watermarkers (e.g., UG) show significantly higher at-
tack resilience against swapping attacks. This may be due
to the fact that the attack alters the word and sentence order,
which affects the detection of both text-dependent and index-
dependent watermarkers. ii) Similar to OPT, text-dependent,
(hard) distribution-reweighting watermarkers tend to be more
vulnerable to lexical editing attacks. iii) The typoing and
swapping attacks show significantly higher attack effective-
ness on Llama2, similar to our observations on OPT.

D.2.3 Text-Mixing Attacks

With the exception of watermarkers based on distribution
transform (e.g., RDF and GO), which shows greater resilience
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Figure 21: Resilience of LLM watermarkers on Llama2
against lexical editing attacks.

to text-mixing attacks, the other methods are virtually unde-
tectable, which is consistent with the observations in OPT
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Figure 22: Resilience of LLM watermarkers on Llama2
against text-mixing attacks.

D.2.4 Paraphrasing Attack

All methods show a significant TPR decrease, only GO
presents a remarkable resilience. RDF performs well in OPT
and does not present a significant resilience on Llama2.
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Figure 23: Resilience of LLM watermarkers on Llama2
against paraphrasing attacks.

D.3 Fidelity Preservation
Figure 24 illustrates the quality preservation of different at-
tacks on GO, with similar results on other watermarkers,

Figure 24: Quality preservation of different attacks on GO.
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