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ABSTRACT

Large Language Models (LLMs) are prone to off-topic misuse, where
users may prompt these models to perform tasks beyond their in-
tended scope. Current guardrails, which often rely on curated ex-
amples or custom classifiers, suffer from high false-positive rates,
limited adaptability, and the impracticality of requiring real-world
data that isn’t available in pre-production. In this paper, we intro-
duce a flexible, data-free guardrail development methodology that
addresses these challenges. By thoroughly defining the problem
space qualitatively and passing this to an LLM to generate diverse
prompts, we construct a synthetic dataset to benchmark and train
off-topic guardrails that outperform heuristic approaches. Addition-
ally, by framing the task as classifying whether the user prompt is
relevant with respect to the system prompt, our guardrails effec-
tively generalize to other misuse categories, including jailbreak and
harmful prompts. Lastly, we further contribute to the field by open-
sourcing both the synthetic dataset! and the off-topic guardrail
models?, providing valuable resources for developing guardrails in
pre-production environments and supporting future research and
development in LLM safety.
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1 INTRODUCTION

Large Language Models (LLMs) such as GPT-4o [9], Gemini 1.5
[8], and Llama 3 [16] have revolutionised various sectors by en-
abling advanced natural language processing capabilities. Their
applications extend beyond conversational agents to include tasks
like documentation extraction, report generation, and workflow
automation [4]. As these models become increasingly integrated
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into software applications and real-world processes, ensuring their
appropriate use becomes critically important.

To mitigate potential risks associated with LLM deployments, sig-
nificant efforts have been made in developing safety measures like
model alignment [6] and guardrails [7]. Alignment techniques aim
to ensure that LLMs behave in accordance with human values and
intentions, while guardrails are mechanisms that prevent models
from generating undesired or harmful outputs. These safety mea-
sures are essential for maintaining user trust and meeting regula-
tory compliance, especially in sensitive domains such as healthcare,
finance, and legal services.

One significant challenge is preventing LLMs from responding
to prompts that fall outside their intended scope, typically defined
by the system prompts set by developers. While prompted to per-
form specific tasks, LLMs are susceptible to producing responses
to irrelevant or unintended prompts. For instance, one could get a
healthcare policy chat bot to generate Python code with minimal
prompting. We refer to such prompts as "off-topic" (see Figure 1)
which are distinct from "jailbreak"” prompts [27] which aim to elicit
harmful or explicitly disallowed content. Off-topic prompts may
lead to benign outputs, but can still undermine the model’s intended
functionality and pose compliance risks. For example, providing
legal or medical advice that is beyond the intended scope.

Current guardrail mechanisms often rely on curated examples
of positive/negative prompts [1] or custom classifiers [2] for each
use-case and trained on existing datasets to filter out inappropri-
ate inputs. However, real-world user data is not yet available in
pre-production, and there is typically a lack of sufficient data or
examples at the early stages to a cover the vast array of potential off-
topic prompts. Other guardrail implementations require defining a
blacklist of topics [25] which can be challenging in pre-production
as there are potentially infinite number of edge cases to consider.
This situation highlights three major challenges: first, the need
for a general-purpose model that can effectively detect off-topic
prompts, second, developing such a general-purpose model without
extensive pre-existing datasets, and third, such real-world data is
absent in the pre-production phase.

In this paper, we consider these challenges and introduce a flexi-
ble, data-free guardrail development methodology and apply it to
the challenge of off-topic prompt detection for LLMs. By thoroughly
defining the problem space qualitatively and leveraging an LLM to
generate a diverse set of prompts, we construct a synthetic dataset
that serves both as a benchmark and a training resource for off-topic
guardrails. Fine-tuning embedding or cross-encoder models on this
synthetic data outperforms heuristic approaches by reducing false
positives, and enhancing potential adoption. Additionally, we find
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System prompt:

Gabriel Chua, Chan Shing Yee, and Shaun Khoo

User prompt:

Can you suggest some affordable ——— On-topic

hotels in Paris for a week-long stay

“You are a helpful assistant
specialised in providing travel
advice. You can help users find
flights, suggest destinations,
recommend hotels, and provide
information on local attractions”

Can you help me with debugging a

in December?

User prompt:

Off-topic X

Python code error I'm facing?

Figure 1: Example of on- and off-topic user prompts: The goal is to correctly classify if a prompt is off-topic or not, with respect

to the system prompt

that by framing this as classifying whether the user prompt is rele-

vant to the system prompt, our guardrail generalises effectively to

other misuse categories, including jailbreak and harmful prompts.
To summarize, our contributions are fourfold:

(1) A Flexible Guardrail Development Methodology: We
propose a scalable approach to generate synthetic datasets
in pre-production to develop guardrails, thus providing a
strong baseline for the LLM application’s initial deployment.

(2) Performant Off-Topic Guardrails: We develop simple yet
effective classifier guardrails by fine-tuning embedding and
cross-encoder models on synthetic data. These models out-
perform existing heuristic methods, significantly reducing
false positives and improving detection accuracy for off-topic
prompts.

(3) Generalization to Multiple Misuse Categories: By fram-
ing the detection task in terms of system prompt relevance,
our methodology effectively extends to other misuse types.

(4) Open-Source Resources: We contribute to the commu-
nity by open-sourcing both the synthetic dataset and the
off-topic guardrail models, facilitating future research and
development in LLM safety and compliance.

2 RELATED WORK
2.1 Alignment

Ensuring that LLMs behave in accordance with human values and
intentions is a critical area of research. Alignment techniques aim to
steer the model’s outputs towards desired behaviors while minimis-
ing harmful or unintended responses. Methods such as Reinforce-
ment Learning from Human Feedback (RLHF) [6, 23] or preference
optimisation approaches [18, 24] have been employed to fine-tune
models based on human preferences. Prior work has also explored
establishing a hierarchy of instructions [29], where the system
prompt is given higher priority over user prompts. This hierarchical
approach ensures that the model adheres to its intended function-
ality, even when faced with off-topic user prompts. However, these
approaches may also inadvertently reduce the helpfulness of the
model (i.e., over refusals or false positives) [12].

2.2 Guardrails

Guardrails are another mechanism designed to prevent LLMs from
generating undesired or harmful outputs [3, 14, 19]. Where align-
ment is about model-level interventions, we define guardrails here
as separate filters that scan the inputs and outputs of the LLM. Such
guardrails can be updated or replaced independently of the main
model, offering flexibility and adaptability to new types of misuse.
External filters may use rule-based systems, machine learning clas-
sifiers, or a combination of both to detect and mitigate inappropriate
content.

Several frameworks and services have been developed to facil-
itate the implementation of guardrails, including NVIDIA NeMo
Guardrails [25], AWS Bedrock Guardrails [1], Azure AI Content
Safety [2].

2.3 Synthetic Data

Synthetic data generation has emerged as a valuable technique
for training and evaluating machine learning models, particularly
when real-world data is scarce, sensitive, or difficult to collect [15].
Previous work has explored the effectiveness of synthetic data in
training models for various tasks such as automatic labelling [17],
Q&A/Retrieval Augmented Generation (RAG) evaluation [32], in-
structional dialogue generation [30], or for LLM agents [21]. Other
work has also explored generating diverse synthetic data with min-
imal or no human intervention [33].

3 METHODOLOGY

In this section, we present a general framework for developing
guardrails for LLMs without relying on pre-existing datasets. We
then apply this framework to the specific problem of off-topic
prompt detection.

3.1 Guardrail Development Framework

Developing effective guardrails for LLMs is crucial to ensure they
operate within their intended scope and to prevent misuse. Some
guardrail approaches depend on curated datasets of misuse exam-
ples, which are impractical due to the infinite variety of potential
misuse scenarios, and due to the lack of data in pre-production. To
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Figure 2: Our Guardrail Development Methdology

address this challenge, we propose a flexible, data-free guardrail
development framework (see Figure 2) comprising the following
steps:

(1) Qualitative Problem Analysis and Edge Case Identi-
fication: We begin by thoroughly analysing the specific
misuse or safety issue that needs to be addressed. This in-
volves understanding the model’s intended functionality and
identifying potential misuse or undesirable behaviors. By
exploring potential misuse cases and edge scenarios, we can
qualitatively define the boundaries of acceptable and unac-
ceptable inputs and outputs.

(2) Synthetic Data Generation via LLM Prompting: Having
described the problem space and the attributes of desired
and undesired inputs/outputs, we leverage an LLM to gener-
ate synthetic data. We provide detailed prompts to the LLM
that outline the types of acceptable and unacceptable inter-
actions. To ensure diversity in the synthetic dataset, we can
increase the model’s generation temperature and provide
random seed words. To ensure the model outputs fit within
the defined schema (e.g., for every scenario, generate five
positive and five negative examples), we can employ struc-
tured outputs or constrained generation, which is offered by
several LLM API providers. Additionally, including few-shot
examples can enhance realism in the outputs.

(3) Model Training: With the synthetic dataset prepared, we
proceed to train a classifier to detect undesirable inputs. As
the problem is now effectively a text classification problem,
transformer-based models are well-suited for this task.

The benefits of this framework include:

e Pre-Deployment Readiness: We can now build a classifier
before deploying the application, ensuring a high baseline
of safety measures are in place from the outset. Once the
application has been deployed, real-world prompts can be
collected to augment the synthetic dataset and further train
and refine the model.

o Probability Scoring: The classifier model can provide prob-
ability scores for predictions, allowing for threshold-based
decisions and nuanced handling of inputs. For example, de-
velopers may choose not to block a text outright but instead
modify it or provide warning labels if the probability scores
fall within a medium range.

3.2 Off-Topic Detection Problem

We apply this framework to the specific case of detecting off-topic
prompts in LLM interactions.

3.2.1  Problem Formulation. Given a system prompt (S) and a user
prompt (U), we want to detect if the prompt is off-topic (Y = 1)
or on-topic (Y = 0). This is thus a binary classification problem,
where we seek to find the optimal function F(.) that maximizes the
classification metric of interest (e.g., PR-AUC, F1).

F(S,U) €0,1

Here, we define any prompt that is not relevant to the system
prompt as being off-topic. With this definition, the system prompt
should typically define a well-defined, closed-ended task.

3.22 Data Generation. To generate the synthetic dataset, we used
an LLM to create diverse examples of system prompts and corre-
sponding on-topic and off-topic within the same LLM generation.
We used GPT 40 2024-08-06 and its structured outputs feature [22]
to generate over 2M system and user prompt pairs. We ensured di-
versity by varying the length of the prompts, providing random seed
words, and randomising the real-life examples of system prompts.

This synthetic dataset serves both as a training set for our clas-
sifier and as a benchmark for evaluating different guardrail ap-
proaches. This dataset, along with the generation prompt, has been
open-sourced.

One highlight of this dataset is its aim to reflect real-world en-
terprise applications of LLMs (e.g., report generation, Q&A, and
document extraction) as much as possible. Some benchmarks test a
guardrail’s ability to prevent leakage defined in the system prompts
[28]. We find such examples to not fully reflect the enterprise ap-
plications of LLMs.

3.23 Modelling. We experimented with two modeling approaches
for the off-topic detection problem (see Figure 3). For the purposes of
our experiments, we did not conduct hyperparameter optimisation.
These models have been open-sourced.

1. Fine-Tuned bi-encoder classifier. We started with a pre-
trained embedding model that is lightweight and supports a long
context length. Specifically, we used the jina-embeddings-v2-small-
en model [13]3, which has 33 million parameters and supports

3https://huggingface.co/jinaai/jina-embeddings-v2-small-en
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Figure 3: Summary of the two modelling approaches for the off-topic prompt detection

a sequence length of up to 8192 tokens. For our experiment, we
limited the sequence length to 1024 tokens.

The architecture involves feeding the system prompt and user
prompt separately into the embedding model and training an adapter
layer for each input. We introduced cross-attention layers so that
the system prompt can attend to the user prompt, and vice versa.
After obtaining the representations, we applied attention pooling
to derive single vector representations for both prompts. These
vectors were concatenated and passed through a classification head
to make the final on-topic or off-topic prediction.

2. Fine-Tuned Cross-Encoder Classifier. We also fine-tuned
pre-trained cross-encoder models, specifically cross-encoder/stsb-
roberta-base 4. In this approach, the system prompt and user prompt
are directly concatenated into a single sequence and fed into the
cross-encoder model. The output is then also passed through a
classification head to make the binary classification.

4 EXPERIMENTS AND RESULTS

In this section, we evaluate the performance of our fine-tuned
classifiers against various baseline methods on the synthetic dataset
and other external datasets.

4.1 Baselines

To benchmark our fine-tuned models, we compare them against
the following baseline approaches:

(1) Cosine Similarity: Here we take the cosine similarity be-
tween the embeddings of the system and user prompts using
a pre-trained bge-large-en-v1.5 [31]°> embedding model.

(2) K-Nearest Neighbors (KNN): We trained a simple KNN
classifier using the embeddings of 3 on-topic and 3 off-topic
prompts (i.e., 6-shot learning).

“https://huggingface.co/cross-encoder/stsb-roberta-base
Shttps://huggingface.co/BAAI/bge-large-en-v1.5

(3) Pre-trained Cross-Encoder Model: We used pre-trained
cross-encoder models (stsh-roberta-base) without fine-tuning
for relevance estimation.

(4) ColBERT Model: We used the ColBERT v2 model [26]° for
relevance estimation.

(5) LLM Prompt Engineering: We included a suffix to the
system prompt to tell the model to simply ignore irrelevant
prompts.

(6) LLM Zero-Shot Classification: We use a smaller LLM to
zero-shot classify if the user prompt is related to the system
prompt.

4.2 Performance on Synthetic Data

We evaluate our fine-tuned classifier models on a hold-out portion
of the synthetic dataset (see Table 1). Among the baseline options,
the zero-shot LLM classifier is most performant. However, our
fine-tuned models surpass it in terms of precision (i.e., fewer false
positives), which is particularly important for guardrails, as we
want to avoid wrongly blocking legitimate prompts and adversely
affecting the user experience.

We also consider how classification performance varies for prompt
length (see Figure 4). Generally, the classifiers perform well for a
range of prompt lengths, though it is slightly weaker for shorter
prompts, which is expected as there is less semantic information
contained in shorter prompts in the first place.

We also assess the calibration of our models (see Figure 5), as
providing a probability score is important to enable a risk-based ap-
proach. We find that the fine-tuned cross-encoder is well-calibrated,
especially for cases where the model is very confident that the user
prompt is on-topic (i.e., predicted probability is below 0.2).

Additionally, we are cognisant that the training and evaluation
data were generated by the same LLM. Hence, we also evaluated

®https://huggingface.co/colbert-ir/colbertv2.0
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Table 1: Performance on Synthetic Dataset Generated by GPT 40 (2024-08-06) (N=17,201)

Approach Model ROC-AUC F1 Precision Recall
Fine-tuned cross-encoder classifier  stsb-roberta-base 0.99 0.99 0.99 0.99
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en 0.99 0.97 0.99 0.95
Cosine similarity bge-large-en-v1.5 0.89 0.59 0.97 0.42
KNN bge-large-en-v1 0.90 0.75 0.94 0.63
Pre-trained cross-encoder stsb-roberta-base 0.73 0.68 0.53 0.93
Pre-trained colbert ColBERT v2 0.78 0.72 0.72 0.73
Prompt engineering GPT 40 (2024-08-06) - 0.95 0.94 0.97
Prompt engineering GPT 40 Mini (2024-07-18) - 0.91 0.85 0.91
Zero-shot classifier GPT 40 Mini (2024-07-18) 0.99 0.97 0.95 0.99
ROC-AUC Score by User and System Prompt Length Bins for ft-Jina-embeddlngs-v2-§Tal\-en ROC-AUC Score by User and System Prompt Length Bins for ﬁ-stsb-robena-l{als'g
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Figure 4: ROC-AUC Score by User and System Prompt Length

Peababiiity Ealibrafian Gurve proprietary and open-weights LLMs (see Table 5 and 6 in the Annex).

I [ e We find that the performance remains consistent.
stsb-roberta-base Y
——- Perfectly Calibrated 7
4.3 External Datasets
8 To further assess the robustness and generalization of our models,
we evaluate them on external datasets specifically curated for jail-
206 break and harmful prompts - JailbreakBench [5], HarmBench [20],
;f and TrustLLM [10], and an internal dataset of harmful prompts
‘; localised for the Singapore context based on [11]. Only Jailbreak-
ot Bench provides both jailbreak and benign prompts - so we report
ROC-AUC, F1, precision and recall. For the other external datasets
0.2 which only have jailbreak/harmful prompts, we only report recall.
By definition, such jailbreak and harmful prompts would also be off-
topic relative to any reasonable system prompt used for enterprise
001 use cases. So we pair them with a randomly sampled synthetically

T T
0.0 0.2 0.4 0.6 0.8 1.0

Ereciciod Frabablily generated system prompt from the previous section. We find that

our model also generalizes well on these specific tasks (see Table 2
and Table 3).
Figure 5: Calibration Plot
4.4 Inference Speed Benchmarking
Lastly, as these models are intended to be fast lightweight guardrails,
our fine-tuned classifiers on synthetic data generated by other we also consider the inference speed. We measure it here by the



XXXX, XXXX = XXXX, XXXX, XXXX

Gabriel Chua, Chan Shing Yee, and Shaun Khoo

Table 2: Binary Classification Performance on JailbreakBench

Approach Model ROC-AUC F1 Precision Recall
Fine-tuned cross-encoder classifier ~ stsb-roberta-base 0.80 0.72 0.76 0.68
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en 0.92 0.83 0.84 0.82

Table 3: Recall for HarmBench, TrustLLM, and internal dataset on localised harmful prompts

Benchmark Approach Model Recall

HarmBench Fine-tuned cross-encoder classifier ~ stsb-roberta-base 0.83
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en ~ 0.99

TrustLLM Fine-tuned cross-encoder classifier ~ stsb-roberta-base 0.78

Fine-tuned bi-encoder classifier

jina-embeddings-v2-small-en ~ 0.97

Fine-tuned cross-encoder classifier
Fine-tuned bi-encoder classifier

Localised harmful prompts

stsb-roberta-base 0.74
jina-embeddings-v2-small-en ~ 0.86

number of system and user prompt pairs they can process in one
minute. These measurements were performed on an NVIDIA Tesla
T4 GPU. Table 4 presents the results.

Both the jina-embeddings-v2-small-en and stsh-roberta-base
models demonstrate practical inference speeds suitable for real-
time applications, processing thousands of pairs per minute. The
choice between models involves a trade-off between performance
(as shown in Table 1) and latency. Future work could explore opti-
mising these models for even faster inference on different hardware
platforms.

5 DISCUSSION

Our experiments demonstrate that the proposed flexible, data-free
guardrail development methodology is effective in detecting off-
topic prompts. The fine-tuned classifiers outperform baseline meth-
ods in both precision and recall, reducing false positives and en-
hancing adaptability. By framing the detection task as assessing
the relevance between the system prompt and the user prompt,
our guardrail generalises effectively to other misuse categories,
including jailbreak and harmful prompts.

5.1 Limitations
Our approach has limitations:

(1) Synthetic Data Bias: While the use of synthetic data is
necessary in pre-production due to the absence of real-world
data, the models are trained on synthetic data generated
by LLMs, which may introduce biases present in the LLMs
themselves. This could affect the model’s performance on
real-world data.

(2) Scope of System Prompts: The effectiveness of the guardrail
depends on the specificity of the system prompt. For open-
ended or broad system prompts, determining relevance be-
comes more challenging.

(3) Language and Cultural Contexts: The models may not
perform as well on prompts in languages other than English
or in different cultural contexts, as the synthetic data was
primarily generated in English.

5.2 Deployment Considerations

This guardrail development methodology has been used within
the Government Technology Agency of Singapore (GovTech) in
the last year to develop an internal suite of guardrails to support
various LLM applications, especially those where pre-deployment
data is unavailable. For the off-topic guardrails, specifically, they
have been deployed internally since September 2024. Besides off-
topic prompt detection, this general methodology has also been
recently adopted to develop output guardrails that detect system
prompt leakage, classifying instances where the LLM-generated
text contains substantive information about the system prompt.

In general, our key considerations for deploying this specific
off-topic guardrail are as follows:

(1) Context Length: System prompts, which define an LLM’s
scope and behavior, are often extensive and detailed. The
jina-embeddings-v2-small-en model, while slightly less
performant than stsb-roberta-base (see Table 1), supports
a significantly longer context length, making it ideal for ap-
plications with complex or lengthy prompts. Conversely,
stsb-roberta-base delivers higher accuracy in off-topic
detection but has a more constrained context window. Pro-
viding both models allows teams to balance accuracy and
context length based on specific application requirements.

(2) Open-Source Ecosystem: The bi-encoder approach ben-
efits from a robust open-source ecosystem of pre-trained
embedding models, enhancing flexibility and accessibility.
We can adopt the fine-tuning pipeline to newer and more
performant embedding models.

(3) Actionability: Both models deliver well-calibrated probabil-
ity scores and users of the model can set thresholds tailored
to specific priorities, such as favouring precision (minimising
false positives) or recall (correctly identifying more off-topic
prompts).

(4) Active Learning: Recognizing that real-world data isn’t
available in pre-production, our methodology leverages syn-
thetic data to develop initial guardrails. This approach en-
sures that safety measures are in place prior to deployment.
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Table 4: Inference Speed Benchmarking

Approach Model Processed Pairs Per Minute Latency Per Pair (s)
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en 2,216 0.027
Fine-tuned cross-encoder classifier stsb-roberta-base 1,919 0.031

Post-deployment, the methodology can incorporate active
learning as done in [19]. Real-world prompts are collected
to augment the training dataset, ensuring continuous im-
provement and adaptation to evolving use cases. Future work
includes incorporating active learning into our continuous
training and deployment pipeline.

6 CONCLUSION

We introduced a flexible, data-free guardrail development method-
ology and apply it to detecting off-topic prompts in LLMs. By lever-
aging LLMs to generate synthetic data and framing the detection
task as assessing prompt relevance, we developed classifiers that
outperform existing heuristic methods. Our approach generalizes
to other misuse categories. Lastly, we also contribute to the commu-
nity by open-sourcing both the synthetic dataset and the off-topic
guardrail model, facilitating future research and development in
LLM safety and compliance.

Overall, our general methodology is especially valuable during
the pre-production phase of LLM deployment when real-world
data is not yet available. By enabling the development of robust
guardrails before deployment, we ensure that LLM applications are
safer and more reliable from the outset.
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7 ANNEX A: ADDITIONAL SYNTHETIC DATA
EVALUATION

Table 5: Performance on Synthetic Dataset Generated by
Gemini Pro 1.5 and Claude 3.5 Sonnet (N=326)

Approach Model ROC-AUC F1 Precision Recall
Fine-tuned cross-encoder classifier ~ stsb-roberta-base 0.99 0.99 0.99 0.99
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en 0.99 0.99 0.99 0.99

Table 6: Performance on Synthetic Dataset Generated by
Llama 3.1 405B (N=29,635)

Approach Model ROC-AUC F1 Precision Recall
Fine-tuned cross-encoder classifier ~ stsb-roberta-base 0.99 0.96 0.97 0.94
Fine-tuned bi-encoder classifier jina-embeddings-v2-small-en 0.99 0.99 0.97 0.90
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