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ABSTRACT

Virtual reality (VR) devices use a variety of sensors to capture a rich body of user-generated data.
This data can be misused by malicious parties to covertly infer information about the user. Privacy-
enhancing techniques that seek to reduce the amount of personally identifying information in sensor
data are typically developed for a subset of data streams that are available on the platform, without
consideration for the auxiliary information that may be readily available from other sensors. In this
paper, we evaluate whether body motion data can be used to circumvent the privacy protections
applied to eye tracking data to enable user identification on a VR platform, and vice versa. We
empirically show that eye tracking, headset tracking, and hand tracking data are not only informative
for inferring user identity on their own, but contain complementary information that can increase
the rate of successful user identification. Most importantly, we demonstrate that applying privacy
protections to only a subset of the data available in VR can create an opportunity for an adversary to
bypass those privacy protections by using other unprotected data streams that are available on the
platform, performing a user identification attack as accurately as though a privacy mechanism was
never applied. These results highlight a new privacy consideration at the intersection between eye
tracking and VR, and emphasizes the need for privacy-enhancing techniques that address multiple
technologies comprehensively.

Keywords privacy · eye tracking · virtual reality · biometrics · user profiling · user identification

1 Introduction

Virtual reality (VR) systems collect a large amount of data from a variety of sensors, including those that track the
position and movement of a user’s body over time. The information captured by sensors such as Inertial Measurement
Units (IMUs) track a user’s motion over time, which enables many of VR’s core functionalities. However, the collection
and utilization of this data may also inadvertently reveal more information about a user than what is necessary for a
given application. For example, while motion tracking data is useful for delivering a sense of immersion to the user, it
also contains information about a user’s physical traits and behavioral patterns, which can be misused to infer more
information about a user than they anticipated. The potential misuse of motion tracking data to reveal excessive amount
of information about a user raises concerns for user privacy, as a user may be profiled in ways that they did not initially
consent to or re-identified across play sessions without their knowledge.

In addition to sensors that track the user’s body in a virtual space, eye tracking technology is becoming an increasingly
standard feature on VR platforms. Eye tracking enables several vital utilities in VR, including the delivery of power
savings through foveated rendering [26], facilitating the correction of the visual distortions that contribute to VR
sickness [18], and enhancing the perceived realism of virtual avatars during social interactions [8]. Although it delivers
these vital functionalities to VR platforms, eye tracking also complicates VR’s privacy landscape by introducing
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additional concerns for user privacy. Like motion data in VR, eye tracking data also captures sensitive information
about a user that may be used to infer personal attributes [11]. Whereas motion data in VR may convey information
about a user’s physical traits and kinesthetic behavior, eye tracking can reveal information about a user’s cognitive and
behavioral traits, such as their personality or interests. If eye tracking data is misused to reveal sensitive characteristics
about a user, these insights can complement the rich body of user information that can already be inferred from motion
data.

While a growing body of research has been dedicated to investigating the privacy implications of eye tracking and VR
motion data separately, relatively fewer works address the privacy concerns that may arise when these data streams are
available simultaneously. Because motion tracking and eye tracking data can reveal different user characteristics, it is
imperative to consider their combined potential to enable novel privacy violations in platforms where they are both
available. To address this novel consideration, we explore how the simultaneous availability of these data streams can
introduce new, unexplored privacy vulnerabilities when existing privacy-enhancing techniques fail to account for the
combined risk of user identification across multiple sensors.

In this work, we conduct an empirical study that builds on prior research demonstrating the potential for both VR
motion data and eye tracking data to identify users on virtual platforms. Using a publicly available data set of eye
tracking, VR headset, and VR controller motion data, we demonstrate that VR motion data and eye tracking signals
can be used to identify users in VR platforms, and examine the extent to which the application of privacy-enhancing
mechanisms can reduce the risk of user identification. We then simulate an adversarial privacy attack where data from
VR motion sensors is used to circumvent the privacy protections applied to eye tracking data, and vice versa. Our
results show that, without comprehensive privacy safeguards that address all available data sources, even state-of-the-art
privacy mechanisms can be bypassed, allowing for high-accuracy user identification through unprotected data streams.
This study contributes to a fundamental understanding of novel privacy considerations that exist at the intersection
between VR and eye tracking, and provides motivation for future work developing comprehensive privacy solutions
that are suitable for use in multi-sensor environments such as VR.

2 Background and Related Work

VR platforms capture user activity and environmental information using a variety of sensors, such as IMUs, proximity
sensors, and cameras. While this data fulfills the benign purpose of enabling many of VR’s core functionalities,
the user-generated portion of the data can also convey information about the user beyond what is strictly necessary
for a VR application have knowledge of. For example, the average height of the headset in the world space can
reveal the user’s approximate height [23]. The information that can be inferred about a user is not limited to physical
characteristics about their body’s proportions; VR data can also be analyzed to infer secondary personal characteristics
such as gender [30, 9, 22], age [30, 9, 22], and several other socioeconomic traits that are correlated with these
characteristics [22]. Taken together, this information can be used to build a virtual profile of a user based on their
motion data. Several works in literature demonstrate that users can be uniquely identified through motion data collected
in VR—this motion data conveys information about the user’s physical characteristics [22] and behavioral patterns [32]
that can be used to re-identify them across a variety of virtual environments [20]. Users can also be re-identified across
several play sessions or uniquely identified among a population of other users [19]. The ability to covertly extract this
kind of personally identifying information from VR data has significant implications for user privacy, even if it does not
always attach a user’s real-world identity to their virtual persona.

Efforts to protect user privacy in VR often manifest as system-level security protections that prevent unauthorized
access to user-generated data, such as encryption, firewalls, and intrusion detection [12, 5]. While these techniques can
help prevent data from being accessed through unambiguously malicious means like exploiting security vulnerabilities,
these techniques do not protect users from privacy violations that can be committed by applications using data that is
willingly provided by users to potentially malicious entities. VR applications often require motion data from various
body tracking sensors to enable basic functionality, but this data can be used to covertly extract or infer sensitive
information about users [21]. Malicious actors may also collect personally sensitive data by observing or recording
another user’s movement in a play space [19], which may not evoke enough suspicion to prompt action before the data
has been collected. When data is streamed from a device’s sensors to a malicious application, it is possible for these
privacy violations to take place before a user recognizes that their privacy may be at risk. Policy-based solutions that
dictate how VR data should be used may also be insufficient for protecting users from such privacy violations, because
VR applications may not adhere to the data management practices stated in their privacy policies. By analyzing the
network traffic of 140 popular VR apps, Trimananda et al. [31] observe that 70 percent of data transmissions were
inconsistent with their respective application’s privacy policy, and that the data that was transmitted contained personally
sensitive information that could be used for user identification. This suggests that additional mechanisms are needed to
protect user privacy when policy-based solutions fail.
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Developing privacy-enhancing techniques for user-generated data is one open research area that attempts to fulfill the
need for data-based privacy enhancement. Rather than attempting to litigate access to (or utilization of) potentially
sensitive data, these techniques apply data processing techniques to user-generated data streams to obfuscate personally
identifying details before they are made accessible to third parties. Preliminary efforts by Sun et al. [29] suggest that
differential privacy can be applied to obscure behavioral patterns that may identify a user; however, this investigation
was only performed on simulated human activity. Wierzbowski et al. [32] observe that eliminating differences in users’
characteristics (e.g., by standardizing all users’ heights by seating them in a chair) while collecting VR motion data
can reduce user identification rates; this places constraints on how users can interact with their devices, which makes
this method difficult to apply in a practical setting. Nair et al. [23] apply differential privacy to obfuscate physical
characteristics from existing data without restricting how users interact in VR. Similarly, Meng et al. [19] propose
adding noise to user motion data before it is used to render the virtual avatar’s motion, thereby obscuring the user’s
movement patterns.

The privacy landscape for VR is further complicated when considering the growing integration of eye tracking
technology in VR platforms. Eye tracking is used to provide vital functionalities to VR platforms, such as power savings
via foveated rendering [26] and the correction of visual distortions that cause discomfort to users [18]. However, like
other sensors that capture human activity, eye tracking also introduces concerns for user privacy by way of enabling user
profiling and identification. Eye tracking data can reveal personal information about the user that may be used to profile
and identify them. Eye movement alone can serve as a behavioral biometric that uniquely identifies users [17], and can
be used to infer information about a user’s cognitive characteristics, such as their fatigue levels [34], personality [2],
cognitive load [25], and emotional state [15]. Several characteristics that can also be inferred through VR, such as
gender and age, can also be inferred through eye tracking data [11]. Efforts to enhance privacy in eye tracking include
system-level techniques to restrict the transmission of sensitive data [10, 3, 4], and the application of data-augmenting
privacy mechanisms to remove sensitive information from gaze data while allowing it to be used for benign purposes, for
both real time gaze interaction [33, 13] and during post-hoc data analysis of previously collected gaze data [4, 28, 16].

The privacy-enhancing techniques discussed thus far are proposed for either VR motion data or eye tracking data
separately, under the assumption that no other potentially sensitive data streams are available to the adversary. While
privacy protection for VR and eye tracking remain open areas of research on their own, it is becoming increasingly
important to address the privacy implications that arise when they are used together. The joint integration of motion
sensors and eye tracking on consumer-facing VR platforms (e.g, the Meta Quest Pro, Vive Pro Eye) is making the
availability of both sources of data collected synchronously increasingly common, which can be problematic for user
privacy if not acknowledged. These data streams can potentially provide complementary information that increase the
accuracy of user identification; for example, an adversary may build a more complete profile of a user by combining
complementary information about their physical bodies (extracted from VR motion) with information about the way
they think, act, and allocate their attention (extracted from eye tracking data). Several works show that analyzing gaze
behavior in conjunction with VR motion data can contribute to more successful user identification [14, 27, 32, 24].
Given that the privacy protection strategies for eye tracking and VR data have been developed in isolation from one
another, it is possible that there are gaps in privacy research where the two technologies intersect. In this work, we
explore one such potential gap where an adversary attempts to circumvent eye tracking privacy protections by using
non-privatized VR data, and vice versa, to perform user identification.

3 Threat Model

For this investigation, we explore the problem of unauthorized user identification in VR platforms. The threat model for
this work, illustrated in Figure 1, involves a relatively privileged adversary who attempts to perform user identification
using the user-generated body motion and gaze data collected by various sensors on a VR device. This adversary does
not necessarily need to engage in malicious activity to gain access to these streams; if they are a developer for an
application in VR, they could be granted access to body telemetry and gaze data streams to enable the functionality of
their otherwise benign application [21]. As such, security measures that detect unusual data transmission or unauthorized
access to information would not necessarily prevent this attack from occurring.

Given access to this data, the adversary then attempts to infer user identities using the signals that they collected from the
device. The adversary may or may not have knowledge of which data streams (if any) had privacy mechanisms applied
to them before they were provided by the device. We explore whether this adversary would be able to successfully
perform user identification when (a) none of the data streams have had privacy protections applied, (b) all of the data
streams have had privacy protections applied, and (c) some, but not all, data streams had privacy protections applied.

3



Exploiting the Uncoordinated Privacy Protections of Eye Tracking and VR Motion Data for Unauthorized User
Identification A PREPRINT

Figure 1: An illustration of the threat model proposed for this investigation, where a malicious third-party developer
attempts to identify users using a combination of data streams collected from a user’s VR device. Blue arrows represent
a benign flow of information through this system, and red arrows show malicious information flow.

4 Methodology

In this investigation, we are interested in exploring two dimensions of user identification in this problem space. We
perform an empirical study where we attempt to perform user identification on a publicly available data set of eye
movement data and body motion data collected in VR. Given that gaze data and body motion data is often collected
synchronously for benign purposes, we then evaluate whether combining these data streams increases the accuracy of
user identification. We then investigate whether these data streams could be used to circumvent privacy-preserving
techniques meant to prevent user identification, when only a subset of data undergoes privacy enhancement.

4.1 Data Set

We utilized OpenNEEDS [6], a data set of gaze, head, and hand signals that were collected from 44 participants while
they freely explored indoor and outdoor virtual environments in VR. This data was collected in two sessions, where
participants were instructed to explore their virtual environment and interact with various objects at their discretion.
During each session, gaze data was captured using a custom eye tracker embedded in a VR headset, and motion tracking
data was captured for the head, left hand, and right hand using sensors and controllers for an Oculus Rift VR headset.
All data was captured at rate of 90 Hz. We excluded participants from this investigation if they did not have at least two
sessions’ worth of data, or if they had fewer than 15 seconds’ worth of data in either session. As a result, we utilized
data from 38 participants total.

4.2 Privacy Mechanisms

We selected two privacy mechanisms that have been previously proposed and validated for this investigation; these
mechanisms have demonstrated the ability to enhance user privacy for gaze and VR head motion data, respectively.
However, the two have not been tested in conjunction with one another. These mechanisms were selected because they
are feasible to implement in real-time and produced favorable privacy-utility trade-offs in their original publications,
which are important requirements to ensure that privacy protections do not interfere with the system’s overall usability.

We are interested in investigating the potential for circumventing the strongest privacy settings explored in each paper,
so we apply each privacy mechanism using strongest privacy setting that was recommended in each original work.
While privacy settings are typically fine-tuned to suit the data set’s need for privacy and utility balance, we found
the privacy budgets proposed by each method were appropriate for use with our data. In this section, we give a brief
overview of each of these mechanisms.

4.2.1 Gaze Data Privacy Mechanism

We employ a privacy mechanism for gaze data proposed by Wilson et al. [33], which obfuscates personally identifying
information by applying a smoothing operation to the gaze data as it is streamed from the device. To smooth the data,
each gaze sample is re-defined as the linearly weighted average of B preceding samples. For this investigation, we set
the parameter B = 108, which corresponds to the 1.2 seconds of data that the original work was validated on.

4.2.2 Head and Hand Data Privacy Mechanism

We employ a portion of MetaGuard from Nair et al. [23] to serve as our privacy mechanism for our headset and hand
data. MetaGuard applies ϵ-differential privacy to obscure physical characteristics of the user’s body, thereby reducing
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the chance that users are re-identified based on their physical traits. We utilize the portion of their method that obfuscates
the users’ height and wingspan by adding bounded Laplacian noise to the vertical component of headset data and to
the hand data, respectively. To estimate the upper and lower bounds for height and wingspan in our population, we
approximate each user’s height based on OpenNEEDS headset data. Specifically, we define each user’s height as the
average vertical component of their headset position and assume this value also represents their wingspan, given a
typical 1:1 height-to-wingspan ratio. This approach provides a reasonable way to approximate the height and wingspan
bounds needed to constrain privatized data; from this approach, we constrain the heights and wingspans in our privatized
data to a range of [1.32, 1.82] meters.

We do not perturb the horizontal or depth components of our headset data, because the original method does not do
so unless it is to protect an adversary from inferring the dimensions of the user’s play area—because all of our users
utilized the same space and the justification for perturbing these components has little relevance for personal identity,
we determined that perturbing these data streams would represent an improper deviation from the original method. For
this investigation, we enforce parity on the privatization statues of VR motion data—in other words, if head and hand
data are both available, they are either both privatized, or both unprivatized.

4.3 Biometric Authentication Model

We employ EyeKnowYouToo (EKYT) [17], a model for eye movement biometrics, as our biometric authentication
model. While EKYT was originally developed and validated for gaze-based biometrics, we extend EKYT to perform
biometric authentication using headset and hand motion data by adding them as additional channels to the input.

To test the effect of combining data streams on biometric performance, we train and evaluate 7 models on unprivatized
(unmodified) data. These models establish a baseline of biometric performance for this investigation, and their results
are evaluated in Section 5.1 (Experiment IDs 01-07). We also train and evaluate an additional 7 models on “fully”
privatized data (i.e., where each data stream has been processed by a privacy mechanism) to establish identification
rates under the best-case privacy protection that we can expect from this investigation. These models are evaluated in
Section 5.2 (Experiment IDs 08-14).

To test the ability of the biometric model to circumvent partial privacy protections with other sources of data, we train
and test an additional 6 models on various combinations of privatized and unprivatized data steams, where at least one
data stream is not privatized. These models investigate the extent to which EKYT can leverage alternative sources of
data to circumvent privacy protections, and are evaluated in Section 5.3 (Experiment IDs 15-20).

4.3.1 Data Pre-Processing

Eye movement data was processed using the methodology described in Lohr and Komogortsev’s original implementation
of EKYT [17]. Given the positional gaze data provided by the VR device, we first calculate the velocity of the eye
movement using a Savitzky-Golay differentiation filter with an order of 2 and a window size of 7. Each sample then
contained the horizontal and vertical velocity of the eye at a point in time, denoted as Gt = (vx, vy)t. The velocity data
is then split into non-overlapping windows of 5 seconds, which corresponds to 450 samples at 90 Hz. In each window,
velocities were clamped to physiologically realistic movement speeds of ±1000 degrees of visual angle per second
(◦/sec), then normalized using the mean and standard deviation of eye movement velocities derived from the training
data and replaced NaN values with 0. These processed velocity windows were then provided to EKYT for training and
evaluation.

During experimentation, we observed no particular benefit of extensively pre-processing the VR motion data. As a
result, we simply split the raw positional data into non-overlapping windows of 5 seconds, and provided this input
to the model for training and evaluation. We provided the model with positional headset data that contained the
horizontal, vertical, and depth position of the headset in world space, denoted as Ht = (hx, hy, hz)t. Although we
have rotational data available from the headset as well, we chose to only provide headset positions as input in order to
prevent information from any single data stream from being overrepresented in the inputs. Hand data was provided in
the form (L,R)t = ({lx, ly, lz}, {rx, ry, rz})t, which respectively denote the horizontal, vertical, and depth of the left
and right hands in world space at time t. We only provide positional data of the hands to the model as input, but we
note that including rotational data and interaction patterns (e.g., button presses, gestures) may also contain uniquely
identifiable information [27].

Each data stream is provided to EKYT as an independent, but time-correlated channel to the input; because we were
interested in observing the impact that each data stream had on overall biometric performance, we did not explore
sensor fusion techniques that might have made it easier for EKYT to extract complementary information across these
data streams.
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4.3.2 Training and Evaluation

We train and test separate authentication models for each test condition described in Section 4.3. Each model was
trained for up to 100 epochs, with a learning rate of 3e-4. Due to the limited number of subjects in our dataset, each
model is trained using four-fold cross-validation. Each fold is trained on 75% of subjects and evaluated on the remaining
25% of subjects that were held out, ensuring that the training and evaluation sets are subject-disjoint. We report each
model’s biometric performance as the mean authentication performance on the held-out subjects across all four folds.

We report biometric authentication performance in two settings—biometric verification and biometric identification.
During biometric verification, EKYT receives both a sample of data and a claimed user identity, and compares that
sample to the user’s enrollment template to determine whether the sample could have been generated by the claimed
identity. The system then returns a Yes/No decision if the sample is sufficiently similar to the enrollment template.
We measure biometric verification performance using Equal Error Rate (EER). Generally, lower EER indicates better
biometric performance. During biometric identification, EKYT receives a sample of data and returns the identity of the
user who most likely generated the data. We report biometric identification performance as the Rank-1 Identification
Rate (Rank-1 IR), or the percentage of times that EKYT returns the correct identity. Generally, higher Rank-1 IR
indicates better biometric performance.

We first establish baseline biometric performance when using combinations of unmodified gaze, head, and hand data,
then then observe how that biometric performance changes after applying privacy mechanisms to each data stream. We
then assess a “best-case” scenario where all three data streams are privatized, and observe the extent to which privacy
may be preserved using relevant state-of-the-art privacy-enhancing mechanisms. In an ideal scenario, a biometric
model trained on a privatized data stream would produce chance-level biometric performance at evaluation time, which
corresponds to 50% EER for verification and 1/38 ≈ 2.6% IR for identification. Finally, we explore how the privacy
gains afforded by these mechanisms may be circumvented by only applying privacy mechanisms to a subset of available
data, and allowing EKYT access to all other unmodified data streams. This evaluation configuration represents a
scenario that may be encountered in real-world VR systems, where a patchwork of privacy protections are applied
without consideration for other sources of risk.

5 Results

5.1 Combining Unmodified Data Streams for User Authentication

We first establish a baseline for EKYT’s biometric authentication performance when it is trained and tested on
unmodified data from OpenNEEDS. These results, which are summarized in Table 1, can represent the risk of user
identification in a scenario where a VR platform streams sensor data to third party applications without applying
additional privacy protection.

Firstly, using each of the data streams in isolation produces authentication rates that are well above chance-level
performance, which indicates the EKYT can meaningfully extract user-specific information to re-identify them. On
average, gaze data (E01) and head positions (E02) produce similar authentication performance when used in isolation.
On the other hand, it appears that hand positions (E03) were not as informative of user identity; we observe a notable
decrease in biometric performance across both authentication settings relative to headset and gaze data.

Combining two or more data sources does not appear to improve biometric performance over utilizing any single
data stream, but it does help overcome poor performance when a more informative data stream (e.g., gaze or head) is
supplied to the model alongside a less informative data stream (e.g., hands). Because gaze-only and head-only biometric
performance produced such similar results in isolation, it is perhaps unsurprising that they do not produce similar
biometric performance when combined—we observe a slight (but likely not significant) deterioration in authentication
performance between E01/E02 and E05 after combining gaze and head data, and observe no significant change in
Rank-1 IR.

However, combining either gaze or head data with hand data can improve the biometric performance over using hand
data alone. Combining gaze with hand data, or head with hand data, produces a notable improvement in biometric
performance on average—EER decreases from 30% (E03) to as low as 19.2% (E04) on average, and identification
rate increases from 42.5% to as high as 65%. Finally, combining all three data streams (E07) does not appear to
significantly affect verification rates over the best individual data stream, but does improve the identification rate to
its highest observed value of 75%. The improvement in identification rate suggest that combining data streams may
give the biometric model more opportunity to identify unique behavior across all three streams compared to using a
single data stream in isolation, as person-specific idiosyncrasies would be captured simultaneously in all three sources
of data. These findings indicate that combining data streams that are known to convey identifying information may not
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Table 1: Biometric performance of EKYT when trained and tested on unmodified data streams. Performance is averaged
across 4-fold validation.

ID Gaze Head Hand EER (%, ↓) Rank-1 IR (%, ↑)

E01 ◦ - - 18.9 ± 8.5 62.5 ± 17.1
E02 - ◦ - 18.6 ± 2.1 60.0 ± 21.6
E03 - - ◦ 30.8 ± 7.4 42.5 ± 22.2
E04 - ◦ ◦ 19.2 ± 6.4 65.0 ± 20.8
E05 ◦ ◦ - 22.5 ± 12.6 62.5 ± 28.7
E06 ◦ - ◦ 25.0 ± 5.8 57.5 ± 20.6
E07 ◦ ◦ ◦ 19.4 ± 7.7 75.0 ± 12.9

(◦) Unmodified data, (•) Privatized data, (-) Data not used

necessarily harm biometric performance, even when combining richer data streams (such as gaze and head data) with
less informative data (e.g., hand data).

5.2 User Authentication with Fully Privatized Data

Next, we explore the impact of applying the privacy mechanisms from Wilson et al. [33] and Nair et al. [23] to gaze and
VR motion data, respectively. When applied to their respective data streams, these privacy mechanisms obfuscate the
personal information that is otherwise encoded in the data. The resulting “privatized” data is ideally absent of personally
identifying features. This renders EKYT unable to learn meaningful user-specific patterns during training, thereby
reducing the chances that users would be recognized across sessions. For ideal privacy protection (i.e., where no user
can be re-identified), the resulting biometric authentication performance would be at or near chance-level performance,
which corresponds to 50% EER and 2.6% IR for verification and identification, respectively. In this section, we explore
a best-case interaction scenario where all of the potentially sensitive data streams have undergone privacy enhancement
before being provided to an application. Table 2 shows the biometric performance of EKYT models that were trained
on this privatized data.

First, we evaluate the effectiveness of each privacy mechanism at reducing authentication rates compared to unmodified
data (visualized in Figure 2). The gaze-based privacy mechanism (E08) is the most effective at obscuring personal
information from EKYT, because it degrades biometric performance closest to chance-level verification rate (47.2%
EER) and chance-level identification (10% IR) compared to its unmodified counterpart, E01 (EER=18.9%, IR=62.5%).
The privacy mechanism for head data produces a relatively more modest level of privacy enhancement, degrading
authentication performance from 18.6% EER and 60% IR (E02) to 32.5% EER and 43.9% IR (E09). This degradation in
authentication performance indicates that EKYT is less capable of recognizing users across sessions, which represents
an increase in privacy relative to the unmodified data. The privacy mechanism applied to the hands is less effective at
reducing authentication rates, and therefore produce comparable (or slightly better) biometric performance relative to
unmodified data (E03 and E10).

Overall, the biometric performance of the combined privatized data streams (E04-E07) is notably lower than their
unmodified counterpart (E11-E14), which indicates some privacy enhancement is afforded when all of the available
data streams undergo privacy enhancement. However, authentication performance for these combined data sources
tends to reproduce the performance of the least effectively privatized data stream. For example, when provided with
privatized gaze and head data (E12), EKYT produces comparable biometric performance to E09, where only privatized
head data is available. This can also be observed when comparing performance after supplying EKYT with privatized
gaze and hand data (E13), solely gaze data (E08), and solely hand data (E10). While the increased privacy protection
for gaze data prevents EKYT from learning user-specific information from the user’s gaze, it did not degrade biometric
performance when EKYT has access to other, less effectively privatized data streams, as user-specific information was
still learnable from these alternative sources. From these results, it is reasonable to consider that comprehensive privacy
defenses are only as effective as their “weakest link,” or least effective component.

5.3 Exploiting Partial Privatization to Circumvent Privacy Protections

After establishing the upper and lower bound of user authentication rates for our data set (Sections 5.1 and 5.2,
respectively), we now investigate the privacy landscape between these extremes. In real-world VR applications, it
cannot be assumed that comprehensive privacy protections have been put into place for every application. While the
worst-case scenario is that there are no privacy protections in place, we are more likely to encounter inconsistently
applied privacy protections across applications, where privacy protections have been applied to some potentially
identifying data streams, but not to others. The experiments in this section represent this patchwork approach to
privacy enhancement, where some potentially sensitive data streams have undergone privacy enhancement prior to
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Table 2: Biometric performance of EKYT when trained and tested after applying privacy mechanisms to all data.
Performance is averaged across 4-fold cross validation.

ID Gaze Head Hand EER (%, ↓) Rank-1 IR (%, ↑)

E08 • - - 47.2 ± 4.7 10 ± 8.2
E09 - • - 32.5 ± 11.8 43.9 ± 16.8
E10 - - • 31.6 ± 14.2 54.4 ± 24.8
E11 - • • 32.2 ± 10.9 48.9 ± 15.1
E12 • • - 31.0 ± 7.7 35.3 ± 14.3
E13 • - • 32.8 ± 8.8 38.3 ± 15.2
E14 • • • 33.8 ± 10.2 51.7 ± 12.0

Chance-Level Performance 50 2.6

(◦) Unmodified data, (•) Privatized data, (-) Data not used
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Figure 2: A visualization summarizing the effect of privatization on biometric authentication performance in both the
verification (left) and identification (right) settings.

being shared and others are provided to third party applications without any additional protections applied. We are
interested in whether a biometric authentication model can leverage these unprivatized data streams to circumvent the
privacy enhancements afforded by the privatized data, thereby defeating the purpose of privatization altogether. If this
is the case, then the model would produce user authentication rates that are better the high-privacy scenario (E08-E14),
and potentially reach comparable performance levels as the no-privacy scenario (E01-E07).

Table 3 shows the biometric performance of EKYT that was trained on various combinations of privatized and non-
privatized data. Figure 3 visually summarizes the difference in performance for related test conditions. Recall that,
when head data and hand data are both available, they are either both privatized or both unmodified.

We previously observed that privatized gaze data produced the most privacy enhancement (E08), while the privatized
head data produced relatively more modest but still demonstrable levels of privacy protection. When providing privatized
gaze data and unmodified head data (E15), EKYT produces biometric authentication rates closest to E05, where no
privacy mechanism has been applied at all. This indicates that the privacy gains afforded by the privatized gaze data
were significantly impacted by the presence of unmodified head data, and vice versa. We also observe this effect, albeit
to a lesser extent, when EKYT is provided privatized head data and unmodified gaze data (E18, Figure 3b). When
EKYT is unable to identify users through their gaze data, it is able to instead leverage information from the headset to
successfully perform biometric authentication. While headset data (E15) appears to be more effective at circumventing
privatized gaze data than hand data (E16), combining both head and hand data (E17) also produces notably high-quality
biometric authentication results (though we would attribute this to the headset data making the most contribution to
biometric performance). Figure 3a visualizes the extent to which headset and hand data improve biometric performance
when combined with privatized gaze data.

We observed that the privacy mechanisms that were applied to hand data were not particularly effective at obscuring user
identities from EKYT—biometric performance did not change significantly between unmodified and privatized hand
data. Our attempts to circumvent privatized hand data using gaze (E19) data produced performance values close to the
corresponding baseline experiments (E06), but attempting to circumvent privacy using all data streams (E20) resulted in
significantly degraded performance relative to the baseline experiment (E07), likely due to the additional privatization
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Table 3: Biometric performance of EKYT when trained and tested after applying privacy mechanisms to different
subsets of data. Performance is averaged across 4-fold cross validation.

ID Gaze Head Hand EER (%, ↓) Rank-1 IR (%, ↑)

E15 • ◦ - 11.9 ± 3.9 70 ± 14.1
E16 • - ◦ 31.4 ± 10.9 45 ± 26.5
E17 • ◦ ◦ 15.8 ± 5.0 72.5 ± 9.6
E18 ◦ • - 23.5 ± 4.3 51.9 ± 18.0
E19 ◦ - • 25.4 ± 7.1 60 ± 20.6
E20 ◦ • • 27.9 ± 4.8 48.3 ± 12.0

(◦) Unmodified data, (•) Privatized data, (-) Data not used

of the head data. Figure 3c visualizes the extent to which headset and hand data improve biometric performance when
combined with privatized gaze data.

6 Discussion

The purpose of this investigation is to address the privacy implications of the simultaneous availability of eye tracking
and motion data in VR platforms, and how failing to apply privacy protection to all of these data streams may impact
the overall risk of user identification.

First, we establish that both VR motion data and eye tracking data are feasible modalities for user identification, and that
combining data streams could improve biometric authentication performance when one data stream is more informative
than the other. These findings are consistent with prior work [14] and demonstrate the potentially complementary nature
of VR motion data and eye tracking data for user identification. We then show that existing privacy mechanisms [33, 23]
can provide demonstrable privacy protections when they are applied to every available data stream. However, failing to
provide comprehensive privacy in this way can lead to the novel vulnerability that we explore in this work, where the
unprotected data streams are used to circumvent the privacy protections afforded by the protected data streams. The
level of biometric authentication performance for this exploitation is comparable to the performance observed when
no privacy mechanisms were applied at all, which emphasize the potential ramifications that this exploitation has on
user privacy. In a real attack scenario, an adversary would not need to know which data streams were unprotected,
or if any of the data streams are protected at all. As long as at least one informative data stream is unprotected (or
insufficiently protected, in the case of our hand data), they would still be able to identify users with above-chance
accuracy. By emphasizing these implications of our findings, we hope to motivate the development of privacy solutions
that are robust to the presence of auxiliary data, especially when that auxiliary data is correlated, synchronized, and as
informative as the target data stream.

We observe that EKYT tends to produce better biometric performance when gaze data is provided to the model, but also
has more difficulty extracting identifying information from privatized gaze streams than any other data. We note that
EKYT was originally created and validated for biometric authentication for gaze data, so there may be some artifacts
of the architecture design or data processing that may complicate comparisons between its performance on gaze data
nd non-gaze data. However, we note that we still observed relatively high biometric performance on VR motion data,
even when we did not extensively fine-tune the model or optimally pre-process the head and hand data to achieve the
highest possible biometric performance. While our data processing strategy was sufficient for the current investigation,
it is possible that biometric performance could additionally be improved by applying sensor fusion techniques to more
explicitly define relationships between the data streams. Pre-processing the input data to explicitly identify user-specific
information shared across data streams may help the model learn these correlations more effectively, making the
combined data streams more powerful than simply the sum of their individual contributions—this is an additional
consideration for user privacy that must be addressed in future work.

We utilized two existing privacy mechanisms that were validated in prior work—in particular, these mechanisms both
produced favorable privacy-utility trade-offs and demonstrated viability for real-time use in their original works. We
observed that the mechanism we applied to VR data was less effective at degrading EKYT’s biometric performance.
Nair et al.’s [23] privacy mechanism for VR motion data was designed to obfuscate select physical characteristics from
the VR motion data, which potentially leaves identifying behavioral patterns available to leverage for user identification.
Although obscuring a user’s height and wingspan showed some demonstrable privacy-enhancing effect, EKYT was able
to extract other identifiable patterns from the data, potentially from the behavioral patterns that were left unprotected.
This represents an opportunity for advancement in the field of privacy mechanisms for streaming VR data—future
work in this direction may explore privacy mechanisms that can obfuscate both physical characteristics and behavioral
patterns from VR motion data.
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(a) Exploiting unmodified head and hand data to circumvent privacy protections for gaze.

(b) Exploiting unmodified gaze data to circumvent privacy protections for head data. Note that, when headset data is privatized, hand
data is also privatized.

(c) Exploiting unmodified gaze data to circumvent privacy protections for hand data. Note that, when hand data is privatized, headset
data is also privatized.

Figure 3: A series of bar charts visualizing the degree to which each privatized data stream can be circumvented with
different combinations of unmodified data. The most effective circumvention of privacy protections is represented by a
low EER score and a high IR score; the most effective configuration for bypassing each privatized data stream has been
marked with a star.
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Ideally, a comprehensive privacy solution for VR would involve multiple layers of privacy protection, so that no single
point of failure may enable privacy violations. In addition to applying privacy mechanisms to obfuscate identifiable data
and implementing system-level privacy protections mentioned in Section 2, a VR platform may further restrict which
applications may access these data streams based on their stated purpose. Applications that do not demonstrate the need
for high-granularity, sample-to-sample streaming data can be provided abstractions of the data stream, which contain
less sensitive information that could possibly be exploited. This strategy has been proposed independently for both
gaze data [4] and gesture-based motion data [7], and can be combined with other existing techniques to help address
the emerging privacy concerns that we highlight in this work. At the same time, we emphasize the need for privacy
solutions that are intentionally designed to address the unique privacy considerations of multi-sensor environments,
so that privacy protections can be formalized, guaranteed, and consistently delivered, rather than simply happen by
coincidence.

7 Limitations and Future Directions

Although we demonstrate that combining data streams in VR can improve biometric performance when only a portion
of data streams are privatized, it is unclear whether it can also allow the model to resolve biometric claims with higher
levels of confidence. Reducing a biometric model’s confidence below its decision threshold can be another promising
avenue to preventing unauthorized user identification. To further investigate whether these data streams contain
complementary information for biometrics, future work may consider reporting measures of confidence alongside the
biometric performance of their models. Future work in this direction can also improve the explainability of their results
by either using statistical, feature-based biometrics models or utilizing explainable AI techniques [1] to provide more
insight for deep learning-based biometric models.

Due to the limited availability of data sets that contain gaze, headset and hand data in VR, the insights gained in this
investigation is limited by the relatively small number of subjects used for biometric authentication. Our investigation
utilized a larger number of subjects than most of the prior work in literature—compared to our corpus of 38 users,
similar studies perform biometric authentication on populations comprising 12 [14], 15 [24], 19 [27], and 43 [32]
people. However, we recognize that having access to a data set with more users can enable a more robust investigation
of user identification in VR. This work can be expanded on by utilizing larger data sets that contain more users who
are recorded across multiple sessions, even if these data sets only feature only two of the three data streams that we
explored in this work. We also limited the scope of this investigation to explore a novel privacy consideration in VR
environments because of the limited availability of data, but the insights from this study can reasonably be applied to
analogous situations in augmented or mixed reality.

8 Conclusion

We explored a novel vulnerability in VR systems that stems from a patchwork approach to developing privacy-enhancing
techniques for the data that is collected on these platforms. Namely, when privacy protections are applied to only a
subset of data streams available on the platform, users can still be vulnerable to identification attacks when unprotected
sensor data is used to circumvent those protections. The complementary nature of eye tracking, headset tracking,
and hand tracking data allows adversaries to bypass targeted privacy measures and infer user identity with accuracy
levels comparable to a scenario where no privacy mechanism is applied at all. These findings highlight the need for
comprehensive privacy-enhancing techniques that account for the presence of potentially correlated data streams in VR.
In doing so, future work can address user privacy in VR more comprehensively than the current state-of-the-art, thereby
contributing to the development of privacy-enhancing techniques suitable for these platforms.
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