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We design various logics for proving hyper properties of iterative programs by application of abstract inter-
pretation principles.

In part I, we design a generic, structural, fixpoint abstract interpreter parameterized by an algebraic
abstract domain describing finite and infinite computations that can be instantiated for various operational,
denotational, or relational program semantics. Considering semantics as program properties, we define a
post algebraic transformer for execution properties (e.g. sets of traces) and a Post algebraic transformer for
semantic (hyper) properties (e.g. sets of sets of traces), we provide corresponding calculuses as instances of
the generic abstract interpreter, and we derive under and over approximation hyperlogics.

In part II, we define exact and approximate semantic abstractions, and show that they preserve the mathe-
matical structure of the algebraic semantics, the collecting semantics post, the hyper collecting semantics
Post, and the hyperlogics.

Since proofs by sound and complete hyperlogics require an exact characterization of the program semantics
within the proof, we consider in part III abstractions of the (hyper) semantic properties that yield simplified
proof rules. These abstractions include the join, the homomorphic, the elimination, the principal ideal, the
order ideal, the frontier order ideal, and the chain limit algebraic abstractions, as well as their combinations,
that lead to new algebraic generalizations of hyperlogics, including the ¥3*, ¥V*, and 3V* hyperlogics.
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1 Introduction

Program (hyper) logics provide methods for reasoning about (sets of) program executions as
defined by a semantics. For example, hyperproperties were defined by Michael Clarkson and
Fred Schneider on execution traces [14] but more recent proposals consider relational logics. We
aim at designing program (hyper) logics independently of a specific program semantics, and,
more precisely, independently of the formal representation of program executions used by these
semantics.

In part I, we recall elements of set and order theories (sect. 2) and then define a structural fixpoint
algebraic program semantics (sect. 3.4) which is an abstract interpreter parameterized by an algebraic
abstract domain (sect. 3.3) defined axiomatically. The abstract domain includes terminating and
nonterminating executions and can be instantiated to various data and execution models such
as the classic relational semantics (sect. 4) or the trace semantics corresponding to the original
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definition of hyperproperties [14] (sect. B in the appendix) . Then in sect. 5, we define an execution
collecting semantics (e.g. sets of traces i.e. trace properties) and introduce a sound and complete
calculus post of execution properties. In sect. 6, we define a semantic collecting semantics (e.g. sets
of sets of traces i.e. hyperproperties) and introduce a structural, fixpoint, sound, and complete
calculus Post of semantics properties. In sect. 7, we define upper and lower semantic logics (e.g. a
logic for trace hyperproperties) and derive over and under sound and complete proof systems by
calculational design.

In part II, we define the abstraction of the structural algebraic program semantics (sect. 8) and
show that it induces an abstraction of the algebraic execution collecting semantics (sect. 9), the
algebraic semantic collecting semantics (sect. 10), and the algebraic upper and lower logics (sect.
11). Such abstractions preserve the mathematical structure of the algebraic semantic, collecting
semantics, and logics in the abstract. This shows that the algebraic semantics, collecting semantics,
and logics can be instantiated to any one in the hierarchies of semantics considered e.g. in [4, 18, 41].

Hyperlogics are under or over approximations of semantic properties that is sets of semantics. A
program semantics satisfies a hyperproperty if and only if it appears exactly in the hyperproperty.
It follows that proofs by semantic logics (for hyperproperties) require, for completeness, to describe
the program semantics exactly in the proof. By analogy with Hoare logic, this would require the
loop invariants to be the strongest, which is an extreme requirement.

This is why, in part III, we consider abstractions of semantic properties, which are less general, but
otherwise offer adequate representations of semantic properties and/or allow for much simplified
proof rules, closer to the tradition of classic program execution logics, and complete for well
identified classes of abstract semantic properties. The classic join abstraction (sect. 12), homomorphic
abstraction (sect. 13), and intersection abstraction (sect. 14) yield simplified proof rules for hyperlogics.
The principal ideal (sect. 15), order ideal (sect. 16), frontiers (sect. 17), chain limit (sect. 18), chain
limit order ideal (sect. 19) abstractions are more specific to hyperproperties. They are compared in
sect. 22. These abstraction generalize known hyperlogics for the algebraic semantics and allow us
to provide new sound and complete proof rules, including for V3 (sect. 18.2), VV (sect. 19.2), and 3V
(sect. 21) (hyper)properties.. This last case is based on conjunctive abstractions (i.e. conjunctions in
logics or reduced products in static analysis) studied in sect. S.1 of the appendix).

We finally briefly refer to the related works (already cited extensively in the text) in sect. 23 and
summarize our contributions in the conclusion which also proposes future work (sect. 24). When
clickable, the symbol @) links to proofs and additional developments in the appendix. The paper
together with its appendix is available in the auxiliary material.

PART I: ALGEBRAIC SEMANTICS, EXECUTION PROPERTIES, SEMANTIC
(HYPER) PROPERTIES, CALCULI, AND LOGICS

2 Elements of Set and Order Theories
2.1 Partially Ordered Sets

Definition 2.1 (Properties of posets). Let (L, £) be a poset with partially defined least upper bound
(lub or join) L, greatest lower bound (glb or meet) M, infimum 1, and supremum T, if any. [31].

i. (L, g, U) is a join semilattice when the least upper bound (lub, join) US exists for any non-
empty finite subset S € p(L) ~ {@} of L. If it exists, the infimum is | = u@. The dual is a meet
semilattice with greatest lower bound (glb, meet) M and supremum T = UL, if it exists. A lattice
is both a join and meet semilattice. By limit we mean either the join or the meet.
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ii. A posetis increasing chain complete if and only if every nonempty increasing chain of L has a
lub. It is decreasing chain complete if and only if every nonempty decreasing chain of L has a
glb!. It is chain complete if both increasing and decreasing chain complete.

iii. A posetis a complete lattice if and only if any subset, including the empty set, has a lub (hence
a glb and the infimum and supremum do exist).

Observe that (2.1.i) and (2.1.ii) are independent (i.e. none implies the other). We often use them
simultaneously. For example, in a increasing chain-complete join semilattice, lubs exist for non-empty
finite sets and non-empty increasing chains.

2.2 Ordinals
WeletO={0,1,2,..., 0,0+ 1,0 +2,..., 0 X 2,0 X2+ Lo X2+2,...,0%3,...,0 X0 = 0%...,
0. L0, 0 }“’ tmes .} be the class of ordinals where w is the first infinite limit ordinal

[72]. (O, <) extends the order on the naturals (N, <) into the infinite. Ordinals yield typical examples
of well-orderings (such that any two elements are comparable and any <-strictly decreasing chain
is finite). Any well-ordering is order-isomorphic to an ordinal (called its rank e.g. w for N), [72, th.
13.10 & 13.11]. We use Von Neumann definition of ordinals [72, ch. 2] with 0 = &, the successor is
d+1=06u{d},<is€, A = Upcy ffor infinite limit ordinals A (which are not a successor ordinal such as
o, ®*, etc), and the corresponding transfinite induction [72, Sec. 10], P(0), V§ € O . P(8) = P(5+1),
and for all limit ordinals A € O, (VS < A . P(f)) = P(X) implies V6 € O . P(§).

2.3  Functions on Partially Ordered Sets
Definition 2.2 (Properties of functions on posets). Let (L, £) be a poset and f € L — L.

i. f is increasing (sometimes referred to as monotone or isotone) means that Vx,y € L . (x &
y) = (f(x) € f(y)). “Increasing” is order self-dual. Decreasing (or antitone) is Vx,y € L .
(xey) = (f(y) = f(x));

For example, a sequence (X° € L, § < A) for ordinals 8, A € O is an increasing chain means
that Y6 <6 <. X%c X% A decreasing chain has V§ < 8’ < A X% c X9,

ii. Function f is existing finite join-preserving (also written existing finite U-preserving) if and
only if for any non-empty finite set S € p (L) ~ {@} such that US exists in L then uf(S) exists
in L and f(uS) = uf(S) with f(S) = {f(x) | x € S}, and dually for meets. f is existing finite
limit-preserving if and only if it is both existing finite join and meet preserving. “Existing”
can be omitted in a lattice;

iii. f is upper-continuous (or existing increasing chain join-preserving) if and only if for any non-
empty increasing chain S € p (L) such that US exists in L, then uf(S) exists in L such that
f(uS) = uf(S). The dual is lower-continuous for existing decreasing chain meet-preserving,
and continuous means both lower and upper continuous. By Scott-Kleene theorem, continuity
ensures that functions reach fixpoints iteratively at « [20, th. 15.36]. This condition for
convergence at w is sufficient but not necessary e.g. [20, th. 15.21];

iv. fis existing join-preserving (also written existing U-preserving) if and only if for any non-empty
set S € p(L) ~ {@} such that US exists in L, then Uf(S) exists in L such that f(uS) = uf(S),
and dually for meets. f is existing limit-preserving if and only if it is both existing join and
meet preserving. “Existing” can be omitted in a complete lattice;

v. The definitions 2.2.ii to 2.2.iv are extended to f € (LxL) — L by f has left limit property if and
only if Vy € L . Ax « f(x,y) has that limit property and f has right limit property whenever

IWe do not respectively use the classic CPO and dual CPO for which chains are usually restricted to be of length w.
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Vx € L. Ay- f(x,y) has that limit property. f has that the limit property in both parameters
if and only if f has both of the left and right limit properties;

vi. When extending the definitions 2.2.ii to 2.2.v to empty sets or chains, the function f is then
said to be lower strict, dually upper strict, and strict for both cases.

Observe that 2.2.1 < 2.2.ii < 2.2.iii <= 2.2.iv.

2.4 Fixpoints

Let f € L % L be an increasing function on a poset (L, £). There are essentially two classic
characterizations of the least fixpoint Ifp= f of f (we also use their order duals).

ProrosITION 2.3 (FixpoINT). Ifp= f = [{x | f(x) € x} by [81] on complete lattices which also
holds on increasing chain complete posets [38].

PROPOSITION 2.4 (ITERATION TO FIXPOINT). If (L, C, 1, U) is a poset with infimum 1 and
partially defined join U then the iterates (X°, § € O) of f are partially defined as X°** = f(X°), and
X% = Llg<a XP for limit ordinals A (hence X° = | |@ = 1 for limit ordinal 0). They are well defined when
f is increasing (hence when it is finite join preserving, upper-continuous or existing join-preserving)
and (L, 5, 1, U) is an increasing chain complete poset (hence when it is a complete lattice) in which
case they form an increasing chain (i.e. Vf < 8 € O . XP © X°) ultimately stationary at the limit
Je .V >e.XP =Ifp= f [23]. In case f is upper-continuous (hence when preserving existing joins),
the iterates are stationary at € = w so that the iterates may be restricted to N and Ifp= f = | |,en X
[81, page 305].

2.5 Galois Connections, Retractions, and Isomorphisms

Galois connections are used throughout the paper either to formalize correspondances between
transformers or to formalize exact or approximate abstractions. Formally, a Galois connection (C,
c) % (A, <) is a pair {a, y) of functions between posets (C, £) and (A, <) satisfying Vx € C .
VyeA.a(x) <y < xcy(y). We use a double headed arrow —» to indicate surjection in Galois

retractions and *—; for bijections. We use classic properties of Galois connections which proofs
are found in [34].

2.6 Closures
We let 1 be the identity function. An upper closure operator p on L is increasing, extensive and
1

idempotent so (L, ©) % (p(L), £) where p(X) = {p(x) | x € X} is the post image (dually, a
lower closure operator is reductive). It follows that p preserves existing arbitrary joins so if (L, ¢,
L, U) is an increasing chain complete poset (respectively complete lattice (L, &, 1, T, L, N)) then
{(p(L), £) has the same structure with infimum p(1), join AX * p(UX), meet 1 and top T, if any. In
case of a complete lattice this is Morgan Ward’s [83, th. 4.1]. If p; and p, are upper closures on L
then p; o p; and p, © p; are upper closure operators on L if and only if p; and p; are commuting
(i.e. p1 © p2 = p2 © p1) in which case p; o po(L) = p3 o p1 (L) = p1(L) n pa(L) [76, p. 525].

3 Algebraic Semantics

We introduce the syntax and algebraic semantics of a simple iterative language based on an abstract
domain that generalizes [20, Ch. 21] to include infinite program behaviors. The algebraic semantics
is reminiscent of [12, 17, 37, 49, 50, 56, 57, 59, 60, 74] and others. Such algebraic semantics are a
basis for studying a hierarchy of program properties independently of the data manipulated by
programs.
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3.1 Syntax

We consider an imperative language S with assignments, sequential composition, conditionals,
and conditional iteration with breaks. The syntaxis S € S=:=x = A | x = [a,b] | skip | S;S |
if (B) S else S|while (B) S| break. A is an arithmetic expression. The nondeterministic
assignment x = [a, bl withaeZu{-co}andbeZuU{o0}, —00 —1=—00, 00 + 1 = oo (or any,
possibly unbounded, order isomorphic set). The Boolean expressions B include the negation -B. A
break exits the closest enclosing loop (which existence is to be checked syntactically).

3.2 Structural Definitions

Let < be the “immediate strict syntactic component” well-founded partial order on statements
S such that S1 <9S1;Sy, S29S51;S,, $1 < if (B) Sy else Sy, Sy <« if (B) Sy else S;, S«
while (B) S, and is otherwise false.

Given a nonempty set V), the function f € S — V has a structural definition if and only if
f(S) €V for basic commands (defined as minimal elements of <) and, otherwise, is of the form
f(S) = Fs({{S', f(S")) | " «S}) where Fs € {{S, v} | S’ <« SA0v’ € V} -V is a total function.
Denotational semantics, Hoare logic, predicate transformers, and the abstract semantics of sect. 3.4
all have structural definitions (called “compositional” in denotational semantics).

3.3 Algebraic Computational Domain

We consider computational domains D and DY, to be abstract domains respectively abstracting the
finite and infinite computations of statements and partially ordered by the respective computational
orderings c! and c!_, as follows (3! is polymorphic).

DE = (LA, e, 1, Ut inith, assignt[[x, A], rassign![x, a, b], test![B], break®, skip¥, st) 1)
DE, = (LL, ek, 74, k. 5f) @)

Example 3.1. Bi-inductive definitions [24] are used in [18] to define a trace semantics on states
3 which can be isomorphically decomposed into the domain of finite traces (LY, ct, 14, ul) =
(p(Z*), ¢, @, U) (where U is the lub of increasing chains starting form @ for least fixpoints) and the
domain of infinite traces (LL_, ct_, TL , nl) = (p(2®), <, ¢, n) (where N is the glb of decreasing
chains starting form X¢ for greatest fixpoints), which abstractions yield a hierarchy of classic
semantics, including Hoare logic.

Our objective in part I is to study hyperlogics abstracting away from a particular semantics
thus allowing for multiple instantiations (such as traces in sect. B) and, in part II, for multiple
abstractions (which include Hoare logic).

A single domain D = D! u D!, is used in denotational semantics [78, 80] but this is not always
possible e.g. when D} n DY, # @. Moreover the separation into two different domains for finite and
infinite executions allows e.g. for the use of input-output relations for finite behaviors and traces
for infinite behaviors. (see also the discussion in remark B.5 in the appendix.) ]

Definition 3.2 (Abstract domain well-definedness). We say that D! = (Di, DY) is a well-defined
chain-complete lattice (respectively complete lattice) with increasing (respectively finite limit-
preserving, continuous, and existing limit-preserving) composition, if and only if
A. The finitary calculational domain (L#, ct, 1f, Ul ) is an increasing chain-complete join semi-

lattice with infimum, (respectively (L, ct, 1%, T4 1, 1t ) is a complete lattice);
B. init!, break!, skip! € L, assign![x, A], rassign![x, a, b], test![B] € L% are well-defined in L!;
C. The infinitary calculational domain (L, ct_, Tt , Ul , mf ) is a decreasing chain-complete

o0’ — 00

join lattice with supremum (respectively (LL, b , 14, Ti , Ut , ni ) is a complete lattice);
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D. The sequential composition gt € (LﬁrxL‘}r - Lﬂr)u(((LﬂrxLuoo)u(LuooxLﬂr)U(L“ooxL”oo)) - Lﬁoo)
is associative and satisfies the following conditions (where (Ly(, EB(, Lg(, Tﬁ(, I_IQC, HHC), x€{+ 00}
designates (LY, ct, 11, T4, 1t nf) whenx = +and (L, ct_, 18, T8, ul_, nf_) when x = co).

a. VSelLl . Sstinith =initf gt S =S;
b. vSell .Sstih =14 andVvSeLl. 1t s#tS =14 (same for L!, when 1} exists);

VSell .vS el . Ssts =5,

In its left, right, or both parameters, the sequential composition st is either
i. increasing for cf and/or cf_;

o

=S

ii. finite join preserving for U and/or Ut_;
iii. in addition to 3.2.D.d.ii, is lower continuous for rf and/or ¥, and/or upper continu-
ous for Ut and/or Lt_;

iv. existing arbitrary Ul -preserving and/or existing arbitrary rf_-preserving.

REMARK 3.3. In case L! nL!, = @, we can define L = L} ULl with X* 2 XLl X 2 XnLl,
and X =t Y £ X* ct Y+ A X b Y which corresponds to the bi-inductive definitions [24]
mentioned in example 3.1. [ ]

REMARK 3.4. Hypotheses 3.2.B, 3.2.D.d.i and 3.2.D.d.ii determine the precision of the semantic
of basic commands, composition, choices, conditionals, and iteration in the algebraic semantics.
These hypotheses as well as 3.2.D.d.iii and 3.2.D.d.iv determine whether fixpoint iterations should
be infinite or transfinite (see proposition 2.4). ]

3.4 Definition of the Algebraic Semantics

The algebraic semantics of statements S € S is an abstract property of executions. The basic
commands S are assignment, random assignment, break out of the immediately enclosing loop,
and skip, with the following [S]# and break [S]} finite/ending/terminating semantics in L as well
as infinite/nonterminating [S]# abstract semantics in L.

3.4.1 Basic Statements.

Ix = At = assign[x,A] [x = A} = Ix = AJt SN
[x = [a, b1]} = rassign*[x,a,b]  [x = [a, b1]} = 1} [x = [a, bI]} = 11,
[break]! = [break]} = break!  [break]! =i 3
[skip]t * skip! [skipl} = 1 [skip]} = 1l
[B]¢ = test![B] [815 = 1k [B]¢ 1l

For the assignment x = A, the abstract semantics assign![x, A] is specified by the abstract domain,
and so, is well-defined by 3.2.B. [x = AJ{ = L} because the assignment cannot break. [x = AJt = L},
since the assignment always terminates. The algebraic semantics of the other primitives is similar,
except for the break statement. [break]} = 1 since the break cannot continue in sequence. The
semantics [break]} of the break is given by the abstract domain primitive break? which is finite
and well-defined. [break]! = L!_ since a break always terminates.

3.4.2 Structural Statements. For the sequential composition and the conditional where [B;S]JL =
test![B] s* [S]L, x € {e, b, 1}, we define

[Si;S08 = [S:]¥ 5" [S2]8 [if (B) S; else SpJf = [B;S,]E Ul [-B;S,]!
[Si;8208 = [Salf oh ([S:]fs*[S2h)  [if (B) Sy else Sy = [B;S,]f ub [-B;S,]!(4)
[Si;8204 =[St uh ([Su]fst[S2]h) [if (B) Sy else Sp]t = [B;S,]t ul, [-B;S,]Y
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The semantics of the composition and conditional are well-defined by 3.2.D for 3! and 3.2.A and
3.2.C which ensure the existence of the finite and infinite joins.

S1; S, terminates if S; terminates and is followed by S; that terminates. Sq;S; breaks (resp.
nonterminates) if either S; breaks (resp. nonterminates) or S; terminates and is followed by S, that
breaks (resp. nonterminates).

For a given execution of the conditional if (B) S; else S; only one branch is taken, so the
semantics of the other one will be empty by definition (3) of [B]! that should return 1£? and 3.2.D.b.

Example 3.5. Assume that S; never terminates in that [S;]{ = TL, (sometimes named “chaos”
modelling all possible nonterminating behaviors). Then, by (4), [S1; S2]% = [Si]% vl ([Si]Es#[S2]8)
=Th ul, ([S1]! st [S2]%) = TE, meaning that S;;S; never terminates either in chaos.

For the conditional, assume B is always true and S, never terminates in that [S; ] = T,. Then the
false branch is never taken so that [-B;S,]! = 1L . It follows, by (4), that [if (B) S; else S,]!
2 [B; S, ]t ul, [-B;S,]4 = Th wl, Lf, = TL so that the conditional if (B) S; else S, never
terminates. |

3.4.3 lIteration. For iteration while (B) S, we define the transformers

backward Fto= axeLlt-inith ol ([B;S]! ¢t X) (5)
forward Ft 2 ax et <init uf (X st [B;S]E) (6)
infinite Ft = AXell -[B;S]!st X (7)

LEMMA 3.6 (FINITE FIXPOINTS WELL-DEFINEDNESS). @ If DY is a well-defined increasing chain
complete join semilattice and 3! left satisfies any one of the 3.2.D.d.i, 3.2.D.d.ii, 3.2.D.d.iii, or 3.2.D.d.iv
properties for DL then Fi satisfy the same property and its least fixpoint deso exist (and similarly for
F} when gt right satisfies any one of the properties listed in 3.2.D.d).

Let us show that prEgr Fi = prEBr F} inductively defines the set of finite executions reaching the
entry of the iteration while(B) S after zero or more terminating body iterations. To see that, we
define

the powers (X°, § € 0) of X € L} are X° = init!, X°*1 = X st X? for successor ordinals, (8)
and X% = |_|§rﬁ</1 X” for limit ordinals.
We now characterize the executions of iterations in terms of the fixpoints of the execution trans-
formers 5—6. We show that lfpgn*r Fl = lfp;u+ F! inductively characterize 0 or more finite iterations
of the loop body for which the loop condition holds and the loop body terminates.

LEMMA 3.7 (CoMMUTATIVITY). @ If D! is a well-defined complete lattice (resp. increasing chain-
complete poset) with right existing Ul -preserving (resp. right upper continuous) composition 3 and
X el thenV5e 0. X st X0 = X3t X (resp. if (X°, 6 € O) is an increasing chain).

LeMMA 3.8 (FINITE BODY ITERATIONS). @ If DY is a well-defined increasing chain-complete join
semilattice with right upper continuous composition 3! then lfpgu+ Fi =1t ([B;S]H)°.

oS¢
LEMMA 3.9 (FORWARD VERSUS BACKWARD). @ If D! is a well-defined increasing chain-complete
join semilattice with right upper continuous sequential composition 3! then prEli+ Fl = Ifp=* F.
Example 3.10. Assume that the test B of the iteration while (B) S is always false, that is
test![B] = LL.. Then, by (5), (6), (3.2.D.b), and def. lub, F} = F! = AX € L! -init. It follows that

Ifp = Fi = prE& F} = init! meaning that the loop is never entered. The semantics of the loop after 0
or more iterations is therefore that after 0 iterations. ]

Zunless the semantics of Boolean expressions is to be very exotic.
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LEMMA 3.11 (INFINITE FIXPOINT WELL-DEFINEDNESS). @ If DY is a well-defined decreasing
chain complete poset and 5! right satisfies any one of the 3.2.D.d.i, 3.2.D.d.ii, 3.2.D.d.iii, or 3.2.D.d.iv

properties for DY then F! satisfies the same property and gfpgum F! does exist.

We now show that gfpgu‘” F! coinductively characterizes the infinite executions of the iteration
while (B) S after infinitely many terminating iterations of the body S with condition B always
true.

LEMMA 3.12 (INFINITE BODY ITERATIONS). @ If D! is a well-defined decreasing chain-complete
poset and b is right increasing for i, in 3.2.D.d.i then gfp= F} =Mk 5.0 (([B;S]8)% g TL,).

The abstract semantics of iteration is defined as

[while (B) sJi = (ifp= F4)s* ([-8]E ot [B;S]}) [while (B) S[f = i} ©)
[while (B) SJj, = (Ifp= Ft)st[B;S]! [while (B) SJ}, = gfp> F! (10)
[while (B) S]* = [while (B) S]j, uf, [while (B) S]i, (11)

The least fixpoint lfpgl Fl defines executions reaching the loop entry point after zero or finitely
many iterations. Then (9) defines the finite executions of the loop when, after 0 or more iterations,
the iteration condition B is false, or a break is executed in the body which exists the loop. By (9) the
break is from the closest enclosing loop (which existence must be checked syntactically). The loop
nontermination in (11) can happen either because, after zero or finitely many iterations, the next
execution of the iteration body never terminates (10), or results in (10) from infinitely many finite
iterations, as defined by the greatest fixpoint gprL F!, and obtained as the limit of iterations of F!
from T!_. These fixpoints in (9) and (10) do exist by lemmas 3.6 and 3.11.

THEOREM 3.13. @ If D! is well-defined then for all S € S, [S]4, [S]}, and [S]% are well-defined.

3.5 Algebraic Abstract Semantic Domain and Abstract Semantics

The components of the abstract semantics can be recorded in a triple with named components,
ordered componentwise by cf, as follows

LY 2 (e:Ltx1:LE xbr:LE) (12)
[sI* = (e[sIL L+[SIt. br[S]})

IfT=(e:F, 1:1, br:B)e¢ L, then we select the individual components of the Cartesian product
T using the field selectors e, br, and 1, as follows

T,=F, Tw=I, and T, =B. (13)
By convention,

The shorthand F denotes (e : F, 1 : 1%, br: L) and similarly for other unique nonempty  (14)
components.

The abstract semantics [S]* € L¥ records three components [S]#, [S]4, and [S]} of the definition of
the algebraic semantics of statements S in sect. 3.4.

LEMMA 3.14. @ If D! is a well-defined chain-complete join semilattice (respectively complete
lattice) with sequential composition 3t satisfying any one of the hypotheses 3.2.D.d then (L!, ct) has
the same structure, componentwise.

All semantic definitions are extended componentwise. For 3” e LI x Lt > L, we define
(ok:(e:Fy, L:I1),b:By) 5 (ok:(e:Fy, L:Lp), b:By) = (ok:(e:Fy 3" Fy, LiIy Uk, (Fy 34 1)), b:By Lt (Fy 5t By))
so that, by (4), [S1;S2]! = [S1]* 5* [S2]". (15)
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Calculational Design of Hyperlogics by Abstract Interpretation 16:9

REMARK 3.15. The semantic domain of our algebraic semantics is much more refined than
traditional ones such as [57] where, the computational and logical ordering are subset inclusion
and, following the denotational semantics [80] approach, “Nontermination has to be represented
by a fictitious “state at infinity” that can be “reached” only by a non-terminating program. Also, if
the fictitious state is in the image of a state, then that image is universal” [56]. This can be achieved
by instantiation e.g. to a trace semantics followed by an abstraction (mapping infinite traces to the
“fictitious “state at infinity””).

Moreover, we do not specify the algebraic semantics by “laws” (or axioms) but in structural
fixpoint form, which is known to be equivalent, according to the generalization [25] of Peter Aczel
correspondance [2] between deductive/proof systems and fixpoint definitions. The “laws” for basic
statements are the definitions (3). The other “laws” for structured statements and iteration are
theorems following from the definition 3.2 of an abstract domain and fixpoint induction principles
[19] following from propositions 2.3 and 2.4. [ ]

All semantics in [4, 18, 41] can be instantiated to the algebraic abstract semantics of sect. 3.5.
There are obviously others, such as symbolic execution [61] (extended to infinite behaviors). For
semantics defined by transformations such as compilation, the transformation is an instance of the
algebraic abstract semantics, but the semantics of the transformed program is not, because of a
different syntax, although it can certainly be also defined in an algebraic style.

The original definition of hyperproperties [14] was relative to a trace (or path) semantics [S]”*
which, as shown in the appendix @), is an instance of the algebraic abstract semantics [S]# where
the domain D! is the complete lattice DT of sets of finite traces and the domain D!, is the complete
lattice D7, of sets of infinite traces where traces account for the successive values taken by variables
during execution, as recorded in states. All operators preserve arbitrary joins. For lower continuity,
see counterexample B.1 for infinite traces and the following lower continuity proof for finite traces.

Notice that the algebraic semantics can be instantiated to semantics of probabilistic and quantum
programs. In this cases the hyperlogics developed in this paper, which differentiate between
computational and approximation orders, apply to probabilistic programs [33, 79] and to quantum
programs [39, 84, 85]

4 Structural Fixpoint Natural Relational Semantics

The structural fixpoint natural relational semantics of [21, sect. II.1] is an instance of the algebraic
semantics of sect. 3. Given states 3, 1 ¢ 3 denoting nontermination, and 3, = 3 U {1}, the finitary
domain LS = (p(Z x ), c) in 3.2.A and the infinitary domain L%, = (p(3 x {1}), €) in 3.2.C
are both complete lattices for set inclusion € so 1 = @. We let 1 be the identity function. The
primitives 3.2.B are well-defined.

assign®[x,A] = {(o, o[x < A[A]c])| o €Z} init¢ = 1
rassign®[x,a,b] = {(o,o[x<i])|oceZna-1<i<b+1} break® = 1 (16)
test’[B] = {(o, 0)|oeB[B]} skip¢ = 1
rser’ 2 {{x, L) | {x, Lertu{{x,y)|FzeX . (x,z) ern{z, y)er'}

3@ left preserves arbitrary joins U on (X x X ). $¢ right preserves non empty joins Uon  (17)
(2 x3). $¢ is right increasing (but not necessarily lower continuous for the finitary and
infinitary domains) @®.

Example 4.1. Define S; £ while (y!=0) y=y-1; with relational semantics
[s:]° = (e:{{o, oly < 0]} |a(y) >0}, L:{(o, 1) [o(y) <O}, br: @)

meaning that S; terminates with y = 0 when y is initially positive and otherwise does not terminate.
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16:10 P. Cousot and J. Wang

Define S, £ y=[-00,00]; S; with relational semantics
[S:]° = (e:{{o,oly<0])|ceZ}, L:{{c, L) | o€}, br: @)

meaning that either S, terminates with y=0 or does not terminate @. [ ]

Example 4.2. Define S; = while (x!=0) { S; x=x-1; } with relational semantics
[ss]* = (e: {0, o) | o(x) = 0} U {0, oy < 0][x < 0]) | 6(x) > 0}, L: {(a, L) | o(x) # 0}, br : &)

meaning that S; terminates because either the loop is not entered or it is entered with x > 0 and
S, terminates at each iteration setting y to 0. S3 does not terminate when the loop is entered and
either its body does not terminate or x < 0.

Define S4 £ x=[-00,00]; S3 with relational semantics

[Sq]' = (e:{(0, o[x < 0]) |ceZ}u{{o, o[y < 0][x < 0])| o €=}, L:{{0, L) | o€}, br: @)

meaning either termination with x=0 (when x is randomly assigned 0) or with x=0 and y=0 (when
x is randomly assigned a positive number while x is randomly assigned a positive number or zero)
or nontermination (when x is randomly assigned a negative number or x is randomly assigned a
positive number and y are randomly assigned a negative number). @. In this example, the fixpoint
iterations are infinite but would be transfinite for a transition semantics (corresponding to the
lexicographic ordering for the nested loops) [18]. ]

5 Algebraic Program Execution Properties
5.1 Algebraic Execution Properties

Traditionally, logics involve two formal languages, one to express programs and another one to
express properties of the program executions. The syntax and semantics of these programming
and logic languages are considered to be different. Therefore, in addition to the program syntax
and semantics, this traditional approach requires to define the syntax and semantics of the logic
expressing program properties.

A semantics [S]* € L' in (12) is an abstraction of a property of the executions of the statement S.
Therefore L! will be the domain of execution properties whether used to describe the semantics or
logic properties of programs executions. This will avoid us the necessary traditional distinction
between programs semantics and program properties.

This idea follows [52-54]’s slogan that “Programs are predicates” and define properties of program
executions as programs (which semantics is already defined). It is also found in Dexter Kozen’s
Kleene algebra with tests [62, 63, 82]. Therefore, from an abstract point of view, program execution
specification and verification need nothing more than programs and an associated calculus post?
on programs.

5.2 The Algebraic Program Execution Property Transformer
Let us define the transformer post? € Lt 2> L} -5 ! such that

post ()P = Pgts (18)

where S is a semantics in L as defined by (12) and 3! is defined by (15). If P is a precondition when
at S then post![S]!P is the postcondition after S (including when breaking out of S).

For example, using the shorthand (14), post!(S)init! = S by 3.2.D.a and post!(S)P = P for all
Pell by3.2D.c

In definition (18) of “predicate transformers” the meaning of “predicates” about programs ex-
ecutions is abstracted away as programs specifying executions. Further abstractions will yield
the classic understanding of “predicates”, “abstract property”, etc. The classic Galois connections

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 16. Publication date: January 2025.



Calculational Design of Hyperlogics by Abstract Interpretation 16:11

post—pre [20, (12.22)] and post—post™! [20, (12.6)] are still valid with this different definition of
post.

The following lemmas show that the post transformer inherits the properties of sequential
composition. It applies e.g. to (LY, =t} in 3.2.A, (LL,, =t ) in 3.2.C, or (L!, ct) in (12).

LEmMaA 5.1. @ Let (L, 5, U) be a poset with partially defined join U. Let § be the sequential
composition on L. If § left-satisfies any one of the properties of definition 2.2 or their dual then for all
S e L, post(S) satisfies the same property.

The following Galois connection shows the equivalence of forward/deductive and backward/ab-
ductive reasonings on the program semantics.

LEmMMA 5.2. ® If(L, c, U) is a poset and the sequential composition § is existing U left preserving

then we have the Galois connection
e (S)
vSelL. (L, c) p:() (L, ) where pre(S)Q = [ |{PeL|post(S)Pc Q}) (19)
post(S
LEMMA 53. @® Let (L, ¢, U) be a poset with partially defined join U. Let § be the sequential
composition on L. If § right-satisfies any one of the properties of definition 2.2 or their dual then post

satisfies the same property.
The following Galois connection formalizes Dijkstra’s program inversion [36].

LEmMa 54. ® If (L, 5, U) is a poset and the sequential composition § is existing U right
preserving then we have the following Galois connection (L -2 L is the set of existing join preserving
operators on L and C is the pointwise extension of £)

pv:)st71

(Lig) =—=—= (LY L,c) where post™(T)=1J{SeL|post(S)cT}. (20)

post
5.3 A Calculus of Algebraic Program Execution Properties
We derive the sound and complete post! calculus by calculational design, as follows.

THEOREM 5.5 (PROGRAM EXECUTION PROPERTY CALCULUS). @ If D! is a well-defined increasing
and decreasing chain-complete join semilattice with right upper continuous sequential composition 3t
then

postnﬂx = A]'P = (e:Py ¢t assignt[x,A], L: Peo, br: Ppy,) (21)

post![x = [a, bI]'P = (e:P, ¢! rassign[x,a,b], L : Peo, br: Pp,) (22)
postu[[skip]]uP = (e: P, stskip!, L: P, br:Py,) (23)

postn[[B]]ﬁP = (e:P. ¢t test“[[B]}, L:Po, br: Py, (24)

post![break]'P = (e: 1t 1:Pu, br: Py, Uk (P, ¢t break!)) (25)
post?[S1;S,]tP = post![S,]!(postt[S,]!P) (26)

post![if (B) S; else S;]!P = post![B;S,]'P U post![-B;S,]IP (27)
F}ie 2 AP+AX-post!(inith P Lk postf([B;S]!)(X) (28)

Fb, = AX-post!(X)([B;S]}) (29)

post![while (B) S|'P = (ok:({e:post!([-B]L Lt [B;S]})(Ifp™ (F},(P))). (30)
L= post! ([8; S]4) (1fp= (F},(P))) Uk,
post! (gfp= Fj, )P ),
br: Py,)
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is sound and complete.

REMARK 5.6. By defining the appropriate primitives, the post program execution calculus (21) —
(30) of theorem 5.5 is an instance of the generic abstract semantics (12). [ |

Example 5.7 (Finitary powerset deterministic calculational domain). In [5], the while language
is deterministic and has no breaks so the random assignment and breaks have to be eliminated
in (3). The denotational semantics is [S] € (£ x 2), - (2 x %), where (2 x X), is the domain of
relations between states extended by 1 to denote nontermination with Scott flat ordering Cc.

Anticipating on the abstractions of part II, this is an abstraction [18, sect. 8.2] of the trace
semantics of sect. B. Then a semantic abstraction 8.1 gets rid of nontermination [18, sect. 8.1.6] and
another one [18, sect. 9.1] abstracts relations to transformers to yield the collecting semantics [5, p.
876].

Skipping these abstractions of the trace semantics, we can directly instantiate the generic abstract
semantics of sect. 3 to a finitary relational semantics such as [S]° in [21]. Then post in (18) becomes
post!(S)P = {(o, ") | 3o’ €% . (0, ') e PA(0’, 0"} € S}, which is a specification of the collecting
semantics postulated in [5, p. 876]. post(S) preserves arbitrary unions so, in absence of breaks and
ignoring nontermination, together with [B]f o [B]! = [B]!, [B]! o [-B]! = @, and[skip]! = init! by
3.2.D.a, (30) in theorem 5.5 simplifies to

post![while (B) S|P = post!([-B]})(IfpS AX <P uUpost!([if (B) S else skip]f)(X)

which is precisely the data-independent abstraction of the collecting semantics of [5, p. 876]. =

5.4 Algebraic Logics of Program Execution Properties

By defining {P}S{Q} = ((P, Q) € &([S]")) with &(S) = {(P, Q) | post!(S)P £t O} and dually
{P}s{Q}=({P. Q)¢ &([S]*)) with &(S) = {(P, Q) | Q ! postt(S)P}, we respectively get the
abstract version [20, chapter 26] of Hoare logic [55] and that of reverse/incorrectness logic [32, 75]

(extended to loops breaks and nontermination [21, 65]). This is now classic and will be used but
not be further detailled.

6 A Calculus of Algebraic Program Semantic (Hyper) Properties

We now study proof methods for semantic properties, that is properties of the semantics, that we
define in extension. This is called hyperproperties when the semantics is a set of traces [13, 14],
and by extension, for their abstractions, in particular to relational semantics.

6.1 Algebraic Semantic (Hyper) Properties

Defined in extension, program semantic properties are in p(L).

Example 6.1 (Algebraic noninterference). Noninterference [46], can be generalized to semantic
(hyper) properties of algebraic semantics, as follows. The precondition R; € p(L% x L! ) is a relation
between prelude executions extended to L¥ by (14). The postcondition Ry € (L x L) is a relation
between terminated or infinite executions. Then algebraic noninterference is ANI = {P € p(L!) |
VS1,S; € P . VP, Py e LE . (P, P,) € Ry = (post!(S;)Py, post!(S,)P;) € Rr}. An instance
is algebraic abstract noninterference AANI = {P € p(L!) | VS;,S; € P . VP, Py e LL . oy (Py) =
a1(P;) = az(post!(S;)Py) = ay(post?(S,)P,)} for abstractions a; € LF — A; and &, € Lt — A,
with special case a; = a; to characterize abstract domain completeness in abstract interpretation
[42, 43, 68]. After [14], the generalized algebraic noninterference is GANI 2 {P € (L) | VS, S, €
P. 35_ epP. VPl,Pz € LE_ . VP e S_ . (p, P1> € R,’ - (post”(Sl)P, pOStu(Sz)Pg) ERf} n
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6.2 The Algebraic Program Semantic (Hyper) Properties Transformer
When considering semantic properties in extension, the traditional view of transformers is that
they now belong to p(L!) — p(L!) with
Post! € LI p(Lh)—p(Lh)
Post!(S)YP = {post!(S)P|PeP} (31)
[5, 29, 30, 67] are all instances of this definition. The advantage is that logical implication is the

traditional C. But the classic structural definition (see sect. 3.2) of the transformer Post! fails (unless
restrictions are placed on the considered hyperproperties). For the conditional

Post![if (B) S; else S;]IP

= {post![if (B) S; else S;]!P|PeP} {def. (31) of Post!(S)S§
= {post![B;S,]'P Ut post![-B;S,]!P | P e P} 127§ (32)
c {post*[B;S,]'P; U post![-B;S,]!P, | P, € P AP, e P} {def. c§ (33)
= {01 U Q; | Qre{post![B;S,]!P, | PLe P} A Qe {post![-B;S,]P, | P,eP}}  (def. €§
= {Q; U Q; | Q1 €Post![B;S,]!P A Q;ePost![-B; S, ] P} {def. (31) of Post!(S)S§

The problem is that in (32) the two possible executions of the conditional are tight together, whereas,
by necessity of traditional independent structural induction on both branches of the conditional,
this link is lost in (33). So the hypercollecting semantics of [5, p. 877] is incomplete (the inclusion
(33) may be strict). A solution to preserve structurality is to observe that

{post!(S)P} = Post!(S){P} (34)
so that the calculation goes on at (32)
= {0; Ut 0, | Oy € {post![B;S,]'P} A O, € {post![-B;S,]'P} AP e P}  {def. singleton and «§
= {Q; Ut Q, | Q1 € Post![B;S,]H{P} A Q, € Post![-B; S,]H{P} AP e P}  {def. (31) of Post!(S)S§
so that Post![if (B) S; else S,]!is exactly defined structurally as a function of the components
Post![B; S, ]! and Post![-B; S, ]!

Of course, this element wise reasoning may be considered inelegant. Its necessity becomes more
clear when considering the trace semantics of sect. B. When reasoning on paths e.g. in an iteration
statement, the same paths must be considered consistently at each iteration. This requirement may
be lifted after abstraction, for example with invariants which forget about computation history. For

backward reasonings, we define Pre such that for all S € L!, we have @

Pre(S)Q = {P|post(5)Pc Q) (35) L. 9 2= L9 09

If D! is a well-defined chain-complete lattice with right finite |x| preservation composition 3t
then we have (|x], x € {+, o0}, stands for |_|H in definition 3.2.A when x = + and for u}_ in definition
3.2.C when x = c0) ®

Postu(Sl W S;)P
where (S S,)P

(Post!(S;) w Post!(S,))P (37)
{011 Q2 | Q1 €S1{P} AQ2 € S2{P} AP P}

REMARK 6.2. Contrary to join preservation lemma 5.1 for post, Post may not preserve existing
joins and meets so that, in general, |_| Post!(S;) # Post“( |_| S;) and dually. For example, let P be

1>

a semantic property. By (31), LIt Postﬂ(([[B s|H™)P = l_I" {postn((ﬂB S|#)")P | P € P} is the set
neN neN

of finite executions, for every precondltlon PeP, reachlng the entry of the iteration while(B) S
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after exactly n terminating body iterations, for all n € N. On the contrary Post* (||t ([B3S]#)")P =
neN

{post! (LIt ([BsS])")P|Pe P} = {I_Iﬁ postf (([B5S]")")P | P € P} is the set of finite executions,
neN

for every precondition P € P, reachmg the entry of the iteration while(B) S after any number of
terminating body iterations. u

6.3 A Calculus of Algebraic Semantic (Hyper) Properties

In the calculational design of the Post!, we will need the following trivial proposition.

PROPOSITION 6.3 (SINGLETON FIXPOINT). There is an obvious isomorphism between a poset (L, &, 1,
U) and its singletons (L, €, 1, 1)) withL = {{x} |x e L}, {x}E{y} 2 x ey, I = {1}, {x}{y} = {xuy},
so that, for a increasing chain complete poset we have {Ifp= F} = {Lsco F®} = Usco{F°} = Ifp° F
where (F®, & € O) are the transfinite iterates of F from 1 and F({x}) = {F(x)}. Dually for greatest
fixpoints.

We derive the sound and complete Post! calculus by calculational design, as follows.
THEOREM 6.4 (PROGRAM SEMANTIC (HYPER) PROPERTY CALCULUS). @ If D! is a well-defined

increasing and decreasing chain-complete join semilattice with right upper continuous sequential
composition 3t then

Post![x = AJ'P = {(e: P, ¢! assign![x,A], L : Peo, br: Py,) | P € P} (38)

Post![x = [a, bI]*P = {{e: P, 5! rassigni[x,a b, L : Peo, br: Py,) | P ¢ P} (39)

Post! [skip]P = {(e: P, ¢t skip!, 1 : P, br:Py,) | P € P} (40)

Post![B]!P = {(e: P, 3 test![B], L: Peo, br: Py,) | PP} (41)

Post![break]!P = {(e: 1!, 1 : P, br: Py, Ul (P, 5! break!)) | P e P} (42)
Post![S;;S2]!P = Post![S,] (Post![s,]#P) (43)

Post![if(B) S; else S,]'P = (Postf[B;S,]! Lt Post![-B;S,]!)P (44)
Fi, = AP+AX - Post! (init!) {P} 0t Post! ([B;S[1)(X) (45)

Ej, 2 2X-U{Post!(S)([B;S]}) | S € X} (46)

Post![while(B) S[*P = {{e: Qe L:Qur Uk Qup, br: Py | (47)

0c € Post!([-8JE L [8;SI}) (1fp™ £ (1)) 1

Q. e Post!([B; ST1) (p™ (F}(P))) A
3015 . Qup € Post"(Qpi){P} AQpegfp™ Fi APeP}
(where S W S, is defined in (37)) is sound and complete.

Example 6.5 (Finitary powerset calculational domain). Continuing example 5.7 ignoring breaks
and nontermination, the hypercollecting semantics of [5, p. 877] is
Post! ([-B]!) (IfpS AX « P U Post! ([if (B) S else skip]!)(X)) (48)
= {Post!([-B]!)(Post!([if (B) S else skip]!)"P)|neN}
= {Post!([-B]!)(Post!([if (B) S else skip]!)"{P})|neNAPecP}

U{Post! ([-8]4) (Ifp= EL, (P)) | P ¢ P}

H
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By remark 6.2, this is different from (47) (even when ignoring nontermination and breaks) so that [5,
p- 877] is incomplete and cannot be used as a hypercollecting semantics for general hyperproperties,
as further discussed in sect. 20. Moreover (48) is unsound, invalidating [5, th. 1]. This will be fixed
by the weak hypercollecting semantics defined in (91). [ ]

7 Abstract Logic of Semantic (Hyper) Properties
7.1 Definition of the Upper and Lower Abstract Logics

The upper (respectively lower) logic ' (resp. L") maps the semantics S of a statement into a pair

of a precondition and postcondition that is [ LY e Lt - (p(Lt) x p(L")) ordered pointwise by ¢
(the larger the precondition, the larger is the postcondition). We have

') = (P, Q)| Postt(s)P c Q) (49)

where (P, Q) € ' [S]! is traditionally written { P | S { Q[}. The c-dual holds for the lower abstract
logic. As was the case in sect. 5.4 for execution properties, this is an abstraction &(P) = AS « {(P,

Q)| P(S)PcQ} N
(LF > p (L) -5 p(L1), <) LS LV > (p(LH) xp(L1)), ) (50)

where IH(S) = &(Post!)s.

Defining the upper and lower logic triples
{PEs{Ql = (P, Q) el'[s]' = Post'[s]'Pc Q
{Pls{Q]} = (P. Q) eL'[s]' = QcPost'[s]'P
(where for symmetry, we can write {P}S{Q[} £ VP ¢ P. 30 € Q . post!(S)P = Q.) We get

generalizations of Hoare logic [55] and incorrectness logic [32, 75] from execution to semantic
properties.

VP eP. post![s]iPe Q (51)
VQeQ.3PeP.post![s]iP=0

13

1>
1]
1]

Example 7.1 (Finitary powerset nondeterministic calculational domain). In [29, 30], the relational
semantics is identical to that of [5] in example 5.7 but for a nondeterministic language. Nonter-
mination is abstracted away. The extended semantics [29, 30, Definition 4] is post!(S)P = {{o,
V|36’ €2 . {0, ') e PA{d’, 0"} € S}, the same as in example 5.7. Hyper-triples { P [} S{ Q[
are defined in [29, 30, Definition 5] to be the powerset instance of (51), the same instance used in
example 5.7. ]

The upper and lower abstract logics can always be expressed in terms of singleton (although the
equivalent formula is not part of the logic).

Lemma72. ®  {P}s{Q} < VPeP.30eQ.{{P}}s{{Q}} (a)
{Pls{Q} < VvQeQ.3PeP . {{P}[S{{Q}} (b)
CorOLLARY 7.3. @ (3PeP. ﬂ{P}ESﬂ{Q}E) = ﬂ’PESﬂ{Q}E
For singletons, the two logics are equivalent.

Lemma74. ® ForallP,QeL!, {{P}}s{{Q}]} = {{P}]s{{Q}]-

7.2 The Proof Systems of the Upper and Lower Abstract Logics

Since the definition (38)—(47) of Post![S] by a Hilbert proof system is structural, it is the same for
the logics. Following [21], this is obtained by Aczel correspondance between set-based fixpoints and
proof rules [2]. For iteration fixpoint, over-approximation is provided by [21, th. IL.3.4] generalizing

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 16. Publication date: January 2025.



16:16 P. Cousot and J. Wang

Park fixpoint induction [77], whereas under-approximation can be handled by [21, th. IL3.6]
generalizing Scott’s induction or [21, th. I1.3.8] generalizing Turing/Floyd variant functions.

Therefore the sound and complete Hilbert deductive system can be designed calculationally to be
the following (where P, Q € (L"), w and { P} S{ Q| are respectively € and { P [} S{ Q| for the
Upper Abstract Logic and 2 and {P [} S{ Q[ for the Lower Abstract Logic and the calculational
design proving theorem 7.5 follows in sect. 7.3).

THEOREM 7.5 (UPPER ABSTRACT LOGIC PROOF SYSTEM). If D! is a well-defined increasing and
decreasing chain-complete join semilattice with right upper continuous sequential composition 3! then

{(e: P, st assign?[x,A], L : Poy, br: Py, ) |[Pe P} Q

Phx = AlC] 2
{{e: Py st rassign![x,a,b], L : Poo, br : Pp,) | PP} Q (53)
{Plx = La, b1{O[
{{e: P, st skip!, 1 :Po, br:Py,) | PeP}nQ
{Pskip{ Q| (54)
{{e: P, st test![B], L: Poo, br: Py,) |[PeP}xQ
Pis{C) 9
{{e: 14, 1 : P, br: Py, Ul (P 5t break?)) | Pe P} w Q (56)
{P|break { Q|
{Pisi {2, {Q}sAR]}
TPhsis R} 7
VPeP, ({{P}D8;S {{Qu} b A{{P}}-B;S, {{Q:}]) = (&1 f Q€ Q) (58)
{P}if B) S, else S, {Qf
(Pe = tfp™ E(P) A {{PI T -BI{Q} T A {{P}FB;ST{Qs} A
1P} 1B;S{{Que} b A Quo=gfp™Fj, A P'eP) =
((e: Qe Uk Qp, L:QurUk, Qup, br:Py) € Q) (59)

{Z]}while (B) S{Qf

is sound and complete.

Remarkably in (58) and (59), we have to consider all possible over approximations, and in (59) P,
and Q,, must be exact fixpoints. This is because, for completeness and in full generality, hyperlogics
cannot make any approximation of the program semantics defined by post! in (31) hence prohibiting
approximations in (51).

Notice that no consequence rule is required for completeness, although they are sound @.

PP, ﬂplﬁsﬂglﬁ, Q'cQ P cP, ﬂ’P’ESﬂQ,E Qc o
{Phs{el {Phsiel

Example 7.6 (Choice). Let us define the choice S; +S; = ¢ = [0,1]; if (c) S; else S, where

auxiliary variable ¢ does not appear in S; nor in S,. The proof rule can be derived as follows

@P E S1+S, ﬂ QE
< ﬂPEc = [0,1]; if (c) S; else SzﬂQE {def. choice +§
< AR . {Plc = [0,11{R} A{R}if (c) S; else S;{ Q] {sequential composition (57)§

(60)
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< IR . {Ptrassign![c0,1] | Pe P} S RA{R}if (c) S; else S, {Qff 1(53)§
{{Pstrassignt[c,0,1] | Pe P} if (c) Sy else S;{ Q]

{taking R = {P 3t rassign![c,0,1] | P € P}§
< VP e {Pstrassignt[c.0.1] | P € P}, 01, Q2. ({{P} ]} B;S: {{Qu} pA{{P}] -B;S, {{Q2} ) =

8

(1t Q€ Q) ((58)5

< VPeP,01,Q2. ({{P}}S1 {{Qi} b A {{P}]}S2 {{Q2}]}) = (Q1 Ut Q2 € Q) (61)

{assuming states where c is assigned 0 or 1, B is true for 0 and -B is true for 1 (or
conversely) §

so that we get the sound and complete rule
VPeP,01,Q:. ({{P}} St {{Qi} F A {{P}} S {{Q2} ) = (Q1 uF Q2 € Q)
{Plsi+s:.{Qf
Let us now consider the particular case post!(S)P = {{o, ¢”) | 30’ €2 . (0, 0') e PA(d’, ") € S}

as in example 5.7 (but this time with unbounded nondeterminism) so that Ut is U in (62). Then (62)
is implied, but not conversely, by the proof rule

 frisdel (Pisial
{PhS1+S2{{010Q2|01€Q1AQz € Do}

of [29], which is sound but incomplete. For completeness, [29, p. 207:9] has to introduce an (Exist)
proof rule which amounts to the case by case analysis of rule (62). [ ]

(62)

(Choice)

Example 7.7 (Finitary powerset nondeterministic calculational domain). Continuing example 7.1,
the iteration rule postulated in [29, 30, Fig. 2] is (59), ignoring nontermination and breaks, and
applying proposition 2.4 to reason on the fixpoint iterates. ]

7.3 Calculational Design of the Proof System of the Upper Abstract Logic

Proor oF (52) — (59). The proof of soundness and completeness is by structural induction. We
show the calculational design for the iteration (59). The other cases are in the appendix @®.

{Plwhile (B) S{R]}
< Post![while (B) S[!PcR {def. (51) of the logic triples
o {(e 1 Qe L2 Que iy Qupy br : Pyy) | O € Post! ([-B]E Lt [B;S]4) (Ifp™t FL,(P)) A Que
Post!([B; SI1) (Ifp™* FL(P)) A 3Qup . Qup € Posth (Qpu ) {P} A Qps € gfp Ff, nPe 7’}533
o {{e: Qe L1 QU Qup br: Py | 3L . I € Ifp™ FL,(P) AQ, € Post! ([-BJLLE [B; S )L A Que €
Post! ([B;S]4) (L) A 3L, . I, C gfp™ F}, AQp e, APEP}CR
U(=) Take I, = fp™t Fi, (P), I, = gfp™ F,,
(<) by (36), Post!(S) is c-increasing § )
= {{e: Qe 11 Quek Qup,br < Pyy) | 3Pe . {Pe} = Ifp™ Fh,(P)AQe € Post! ([-B]E L [B; ]} ) {Pe}
Quc € Post!([B; S|4 ) {Pe} A 3P, . {P,} = gfp™ F}, AQ,p e {P.}APEP}CR
{If I is empty then Post!([-B]! Ui [B;S]!)I. is empty by (31), contrary to Q. €
Post! ([-B]} Ul [B;S]§)I. proving that I, cannot be empty. By (45), Ifp=* Iége(P) is a

singleton, say {P, }. For I, to be non-empty and included in a singleton, it must be equal
to that singleton so I, = {P, }. The reasoning is the same for I, = {P, }§

and ¢ reflexive
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o {{e: Qe L Quh Qup br: Pyy) | 3Pe . {Pe} = Ifp™ FL, (P)AQe € Post! ([-BJALE[B; S]}) {Pe} A
Q. € Post!([B;S]} ) {Pe} A {Qup} = gfp™ F}, APeP}CR

{Qup € {P.}ifand only if Q,p = Pyp§
< {(e: Qe L : Queul, Qup, br i Py} | 3P . {Pe} = {Ifp™* F},(P)} A Q. € Post!([-B] Lt

[[Bis]w,){Pe} ANQur€ POStn([[B;SM){Pe} A{Qup} = {gfpgu‘” F}il} APeP}cR
{since Ifp=* Ig}ﬁe (P) = {I1fp=} F}.(P)} by (45), proposition 6.3, and gfp=t ( ) =

{gprL’ F}uu} by (29) and proposition 6.3 §

< {(e:Qe, L: Qe Oy, br: Pyy) | 3P, . P, = Ifp=t F},(P) A Q. € Post! ([-B]{ L [B;S]} ){Pe} A

Qur € Post! ([B;S]){Pe} A Qup = gfpgu‘” FL APeP}CR { def. set equality §
< {{e: Qe L: Qe Qup, br: Pye) | 3P . Pe = Ifp= F;Ee(P)/\{Qe} = POSt“([[_‘BMUMB;SM,){Pe}/\
{Que} < Posth([B;S]t){Pe} A Qup = gfp=™ Fj, AP P} R {def. € and c§

< {(e:Qe,L: Qe 014, br i Py} | 3P, . Pe = Ifp= F},(P)A{Q,} < Post! ([-B]ELE[B; S]} ) {Pe A
{{P}}B;S{{Que} ) AQup =gfp™ Fj, AP P} R
{def. (51) of { P S{ Q[ = (Q < Post![S]P)§
< {{e: Qe L: Qe Uk, Qup. br i Py,) | 3Pe . P = Ifp™ F},(P) A {Qc} < Post!([-B]#){P.} U
Post!([8;SI)){Pe} A { {Pe} I B;S {{Que} b A Quo =gfp™ Fj, APeP}CR 137)§
< {(e: QL L:Queul, Qup br: Py) | 3P . Pe = Ifp=h El.(P) A {Q2} € {Qe Ut Qb | {Qe} <
Post! ([-B]1){P} A {Qp} € Post!([B;S[{){P} AP € {P}} A {{P}}B;S{{Que}} A Qup =
gfp==F}, A\PeP}cR {def. (37) of Uk §
< {(e: Qg 1: Qb Qup, br: Py} | 3P, . P, = lfpEgr Fge(P,)/\HQes Qv P . Qp = Qe QA {Qc} €
Post! ([-B]1){P} A {Qp} < Post!([B;SI){P} A P € {Pe} A {{Pe} [ B;S{{Que} |} A Qup =
gfp<be Fi,AP'eP}cR { def. singleton and C, renaming§
< {(e: Qe Ul Qp, L : Quetl, Qup, br = Py) | P . Po = Ifp= Fi(P') A 3P . {Q.} €
Post! ([-B]1){P} A {Qs} < Post!([B;SI){P} A P € {Pe} A {{Pc} [ B;S{{Que} |} A Qup =
gfp=te F}u AP eP}cR {replacing Q! by its value§
< {{e:Qc UL Qp, 1: Q1L Qup, br: Pyy) | 3P, . P, = Ifp=t ﬁﬁe(P,)/\{Qe} S POStu([[_‘BM){Pe}/\
{Qp} < Post!([B; S} {Pe} A { {Pe} [ B;S{{Que} [} A Quo =gfp™ Fj, AP e P} R
{ corollary 7.3§
= {{e: Qe Ul Qp L+ Quel, Qup, br = Pyy) | 3P . Pe = Ifp™ FJ (P') A {{Pe} [} -B{{Qc} } A
{4P B3SO} b A (P} }B;S{{Quel b A Quy =gfp™ Ff AP e P} R
{def. (51) of { P S{ Q[ = (Q < Post![S]*P)§
< (P = Ifp= Fl (P)A{ {Pe} | -B {{Qc} bA{ {Pe} [ B;S {{Q0} bA{{Pe} [} B;S { {Que} QLS =

gfp= Fi, AP €P) = (e:Qc Ul Qp L:Q Uk Qup briPy) R (def. €§
< (P = 1fp™ Fl,(P)A{{Pe} | -B{{Qc} bA{{Pe} [ BsS{{Qu} bA{{Pe} [ B;S{{Que} [AQLs =
gfp™ Fi, AP € P) = (e:Qc UL Qp 1:Quetl, Qup, briPy) € R (emma7.4§ O

Propositions 2.3 and 2.4 can be used to characterize the fixpoints of increasing functions in (59).
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7.4 Calculational Design of the Proof System of the Lower Abstract Logic

Apart from (52)—(57), the sound and complete induction rules for the lower abstract logic are
constructed by calculational design as follows.

THEOREM 7.8 (LOWER ABSTRACT LOGIC PROOF SYSTEM). @ If DY is a well-defined increasing
and decreasing chain-complete join semilattice with right upper continuous sequential composition 3t
then

VQ€eQ.3PeP,01,Q: . {{P}B;S {{Q1} bA{{P} ]} -B;S, {{Q2} [AQ =01 L} Q,

{P}if (B) S; else S;{Qf (63)
V(e : Qé> 1: Qis br: Q[lyr> €Q. ElQEszsQM»QLb’Pe . Qé = Qe '—'E Op A Qi =
Queul, Q1p A Q) =Py AP = Ifp=™ i (P') A {{P} |} -B{{Qc} | A
{{P} }B;S{{Qp} b A J{PI I B;S{{Que} b A Qi =gfp ™ Ff AP €P o

{Plwhile (B) S{Qf

PART II: ABSTRACTION OF SEMANTICS, EXECUTION PROPERTIES, SEMANTIC
(HYPER) PROPERTIES, CALCULI, AND LOGICS

Since hyperlogics deal with properties of semantics, there are four levels at which an abstraction
can be applied.

(1) The first level is that of the program semantics considered in appendix sect. 8 and
illustrated by the relational semantics in example 8.4 abstracting the trace semantics of
sect. B. This abstraction is common in transformational logics [21] such as Hoare logic
[55] but also in hyperlogics [29, 30]; (65)

(2) The second level is that of program properties of sect. 5.1;

(3) The third level is that of program hyperproperties of sect. 6;
(4) The fourth level is that of the abstract logics of sect. 7.

Because logics are required to be sound and complete, abstractions should be exact so that any
proof of abstract properties in the concrete should be doable in the abstract. This relies on Galois
retractions in sect. 2.5. The main result is that the abstraction of a logic of semantic (hyper) properties
of sect. 7 is a a logic of semantic (hyper) properties.

8 Abstraction of the Abstract Semantics

We show that the abstraction of an instance of the abstract semantics is itself an instance of the
abstract semantics.

a

£ (DR D!.) is an exact (respectively
1yi

Definition 8.1 (Semantic abstraction). We say that
(D and only if

D#
approximate) abstraction of an abstract domain D! = (D!, D
L4,

Y
A. There exists a Galois retraction (L, ct) _»<a; (L
"

II'I

),
B. ay(inith) = init!, a, o assign![x,A] = assignnﬂx, A] © ay,ay o rassignt[x, a,b] = rassignnﬂx, a,b]
o ay, @y o test}[B] = test'[B] o @y, a. (break!) = break', and a, (skip?) = skipu;

Yoo ooy @9
C. There exists a Galois retraction (L, 3t ) = (LY, 21) (i.e. a0 preserves existing rit.);

. ForSell,a,(SsS") = o, (S) 3 ay(S') when S’ € LE and atoo (S 5 S') = 2o (S) 3t ot (S')
when S’ e LY.

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 16. Publication date: January 2025.



16:20 P. Cousot and J. Wang

« %

(respectively “Ef ” or “3_” instead of “=” and = instead of <—; for approximate abstractions);
Following (12), the abstraction of the semantic domain and semantics are
LY 2 (e:Ltx1:LE xbr:Lh) (66)
Q{6 Ses LiSm briSy)) = (e:@u(S0), L: ua(Seo), bria(Sy))
are well-defined such that

1>

(L1, ) = (L1, &), (67)

LEMMA 8.2. ® An exact abstraction D} = (DX, DY_) of a well-defined concrete domain D! = (D!,
D!, ) satisfying any one of the hypotheses 3.2.D.a to 3.2.D.d.i to 3.2.D.d.iv of definition 3.2 is a well-
defined abstract domain of the same nature.

THEOREM 8.3. ® If D is an exact (respectively approximate) abstraction of D then VS €S .
E[S]ju = a([S]) (respectively “E¥” instead of “=” for approximate abstractions).
Example 8.4 (Relational semantics). The relational semantics [S]¢ of [21] is the following abstrac-
tion of the trace semantics [S]”.
a.(S) = {{o,0')|3In.onc’ €SN} t(S) =2 {{o, 1) | Im.omeSNZ™}
It follows, by theorem 8.3, that VS € S . [S]¢ = «([S]”) and by a classic calculational design, we

would get the relational semantics of [21, sect. I.1] (recalled in sect. 4 as a specific instance of the
algebraic semantics of sect. 3). ]

9 Induced Abstraction of the Execution Transformer

We have defined properties of program executions as program semantics in L (12). This formalizes
the observation that program semantics specify exactly the properties of all possible executions
of any program of the language. An abstraction (66) of the semantics in definition 8.1 induces an

execution transformer ﬁ” e LY —=> [# 2, ¥ (18) for this abstract semantics @
a(p) = AS-AP-a(p(y(S))y(P))
post' ()P = a(post!)(S)P = a(post(y())y(P)) = P§S (68)
Notice that defining y(p) = AS < AP« y(p(a(S))a(P)), we have a Galois retraction @

1>

(LF oo LE s L8, ey s (LF s [ 25 [, 2t (69)
(04

such that postu = a(post) in (68). Observe that if an abstraction D! = (D!, D! ) of an abstract
domain D! = (D!, D!_) is commuting (71) then @

a(post! (v(S))P) = post'(S)(a(P)) (70)

LEMMA 9.1 (COMMUTATION). @ If the abstraction D¥ = (D, DY) of an abstract domain D! =
(DY, DY) is exact then

a(Psty(S)) = a(P)§'S  and  a(post(y(5))P) = post(S)(a(P)) (71)

Lemma 9.1 shows that doing the computation in the concrete and then abstracting is equivalent to
doing the computation in the abstract. Relative to the abstraction, no information is lost. Moreover,
instead of deriving the Galois connection (69) from that (67), we can start directly from an abstraction
of post given by (69). The abstract semantics is then S = ﬁn (8)skip proving the equivalence of
(65.1) and (65.2).
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10 Induced Abstraction of the Semantic Transformer

The semantics transformer Post' € L! — p(L") — (L") for this abstract semantics is @
AS-AP-{a(R) |ReP(y(S))({r(P)| P P})} (72)
&(Post))(S)P = {post'(S)P|PeP} (73)

1>

a(P)
Post' (5)P

1>

Example 10.1 (Transformers for the relational semantics). For the relational semantics of example
8.4, the composition is S5 S" = (SN (T x {1})) U (SN (T x X) o §') (intuitively S;;S, does not
terminate if S; does not terminate or S; terminates but S, doesn’t and terminates if both S; and S,
terminate with the composition of their effects). Then Post” [S[eP = {P ¢ [S]¢ | P ¢ P} so that
if P is a precondition relating the initial states of the command S to those of the program then
Post’ [S]€ relates the final states of the command S or nontermination to the initial states of the
program. ]

We have the Galois retraction @

(L = (L) 2 p(L), €) == (L = (L) (L), <) 74)

Observe that instead of deriving (74) from (69), it is equivalent to start from a Galois retraction (74)
since we can recover post from Post by (34).

11 Induced Abstraction of the Abstract Logics

Writing f(X) 2 {f(x) | x € X}, the abstract logic et (p(Lh x p(Lh)) is
a(l) = AS-{(P, Q) |a(M{ 2| (y(P), Q) eL(y(5))}) = O} (75)
U = amhe) NONELIO 76)

THEOREM 11.1. @ If D! is an exact abstraction of D! then fn(g) ={(P, Q) \@‘n(ﬁq)’ﬁ c 9}
(and T'(3) = {{P, Q) | Q< Post' (5)P}).

It follows from theorem 11.1 that the logic proof system of theorem 7.5 is applicable to the upper

abstract logic En (S) (and dually theorem 7.8 for the lower abstract logic).

In conclusion of this part II, although the abstractions of the semantics, post, Post, and logics
have been shown to be equally expressible for exact abstractions, they do not really solve the
problem of the complexity of the resulting logic (although hyperproperties may be simpler). The
logics still have to handle exactly the (abstract) semantics occurring in the (hyper) properties. So
our proposed proof system has rules (52)—(59) plus simplified rules applicable to less general classes
of properties defined by the abstractions studied in the following part III.

PART III: ABSTRACTIONS FOR SEMANTIC (HYPER) LoGICs

The problem with (hyper) logics studied in part I (and their abstractions in part II) is that for a
program to satisfy a semantic (hyper) property, its semantics must exactly occur in this (hyper)
property and therefore the proof must exactly characterize the program semantics. So, contrary
to Hoare logic or its dual, (hyper) proof rules cannot make over or under approximations of the
program semantics in semantic properties. In this part III, we study abstractions of semantic
properties that yield simpler sound and complete proof rules for the less general semantic (hyper)
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properties defined by the abstraction. Such abstractions can also provide representations of abstract
semantic (hyper) properties’.

12 Semantic to Execution Property Abstraction
12.1 Join Abstraction

The join abstraction a,(P) = UP is classic to abstract set-based semantics (hyper) properties P
into execution properties a,(P) [20, section 8.6]. It is relegated to the appendix ®.

13 Homomorphic Semantic Abstraction

The homomorphic abstraction a(S) = {h(x) | x € S} is also well known [21, exercise 11.6] and can
be used e.g. to define partial hypercorrectness, trace safety hyperproperties, etc. @.

14 Execution Property Elimination
Given a set | € p(p (L)) of semantic properties of interest, the Galois retraction

(L), o) 228 ) ¢

O y =

AP-Pnl
[20, exercise 11.5] eliminates the semantics of no interest. It can be used e.g. to handle k-semantic
properties @.

15 Principal Order Ideal Abstraction
15.1 Definition of the Principal Order Ideal Abstraction

Subject to the existence of the least upper bound, the principal ideal abstraction is

ab(P) = {P|Pc| P} (77)

LEMMA 15.1. ® a is an upper closure operator and (a®(p(L)), S, {1}, L, AX « 2 (uX), n)
is a complete lattice.

15.2 Proof Rule Simplification

If (L, ) is a complete lattice and the composition preserves arbitrary existing limits in definition
3.2.D.d then proofs in the upper abstract semantic logic can be based on the classic upper abstract
execution property logic of section 5.4 for principal ideal closed properties and their dual ®.

{Upys{uer , vPeP {PySiMQ}
{PEs{cl {Phs{el

Example 15.2 (Proof reduction for principal ideal hyperproperties). Consider the instantiation

for the natural relational semantics in section 4 with no break. Define the assertional execution

postcondition Q; = {0 € 3 | o(x) < 10} with relational equivalent Q, £ 3 x Q; and hyperproperty

Q = ah(Qy) = aM(Z x {0 € 2 | o(x) < 10}) and similarly P = {(Tx {o € = | o(x) = n}) |

n € NAn > 10}. To prove the following hyperlogic triple { P [} while(x>10) x=x-1{Q}, it is
equivalent to prove the following.

{Plwhile(x>10) x=x-1{Qf

(Q) =90 . d'(Q)=0 (78)

<= {{JPwhile(x>10) x=x-1{|JQ} {By rule of (78)§
= {Zx{oeZ|o(x)>10} }while(x>10) x=x-1{Zx {ce3|a(x)<10}}
Then one can use the over-approximation logic with termination proof in [22]. [ ]

3 Another example is the possible representation of semantic properties satisfying the decreasing chain condition by join
irreducibles [11, theorem 4.8].
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16 Order Ideal Abstraction
16.1 Definition of the Order Ideal Abstraction
The order ideal abstraction on (p(L), €) is

aS(P) = {(PeL|3PeP.P'cP}  (p(L), <) === (a“(p(L)), <) (79)

=
«= is an upper closure operator and (a=(p(L)), S, @, L, AX - a=(uX), N} is a complete lattice [83,
theorem 4.1]. The order filter abstraction o is defined dually. Note that o (P) = a=({LIP}). As
observed by [66, page 239] for subset-closed hyperproperties, all execution properties are order-
ideal closed for trace properties (where € is C), but not conversely, citing observational determinism
[86] as a counterexample.

16.2 Proof Rule Simplification
The main interest of the order ideal/filter abstraction is the substantial simplification of the while

rules (59) and (64). To show this consider properties in o (p (L") where 2 is defined component
wise on L! in (12) with 2% on the exit and break components and = on the infinite component.

We abstract Post! in (31) to Post® € L — o (p(Lt)) 2o (p(L1)) by (P € a® (p(L1)))

Post? (S)P 2 o (Post!(S)P) = {P'eLl|3PePost!(s)P.P 2t P} {def. (79) of &' §
= {P e L"| 3P € {post!(S)P | P e P} . P c! P'}{def. (31) of Post and inversion of 2§
= {P'elt|3PeP . post(S)PePct P} {def. €§

The consequence is that the while loop verification condition (59) simplifies to Ifp=* F}le (P")ct P,

and gfpEzloo F}ii el Q,;, which can respectively be handled by Park induction [21, theorem I1.3.1]
and greatest fixpoint over apppoximation by transfinite iterates using the dual of [21, theorem
I1.3.6] as is the case, for classic execution properties, in Hoare logic and termination proofs. The
reasoning is dual for (64).

Example 16.1 (Proof reduction for the order ideal abstraction: bounded nondeterminism). Let us
consider proofs of programs with bounded nondeterminism, assuming that the value of variables
could only be integers. Consider the instantiation of relational natural semantics in section 4 with
no break and no nontermination where V = Z. Let |S| be the cardinality of a set S and consider
the semantic (hyper) property F £ g, (L) 2 {P € (L) | |P| € N} to be the set of finite execution
semantics i.e. programs satisfying F cannot have infinitely many different executions although L
has an infinite cardinality.

Now, suppose we want prove that { F [} S{F [}, where S = x = [0, co]; while(x>0) x=x-1.
Since F is an order ideal abstraction (subset-closed), we need to find a function Z € F - F such
that for arbitrary P € P, we have post[S] € Z(P), and, at the same time, the image of Z is a subset
of F. Let m and n to be any integer such that m < 0 < n, we can set this Z to be

I=AP-{{0,0")eEx3|m<o'(x)<nAnI oy, 0])eP.(c1=0AYveV.v#x=0/(x)=0"(x))}
We notice that this program component eventually assigns the value 0 to x while keeping the value
of the other variables unchanged. As a result, for arbitrary P € P
post[S[(P) = {{o,0)eXx3]| o/ (x)=0A3 oy, 0])eP.(c1=0AYoeV.v#x =
o1(x) = o'(x))} < Z(P)

For the cardinality of Z(P), we let the sequence (X', n < i < m) such that X' = {(0, 0/) € 2 x 3 |
o'(x)=iA3o1, 01) €P. (01 =0AVYoeV.v#x=0](x)=0"(x))}. The cardinality of X" in this
case will be smaller than that of P, meaning |X i| € N. Thus, the finite union of X, U X" also has
finite cardinality. m<isn ]
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17 Frontiers Abstractions

Another solution to represent order ideal abstractions as proposed by [66, proposition 1] is to con-
sider the maximal elements of the order ideal closed semantic (hyper) property only. Unfortunately,
this is not the same abstraction.

Counter example 17.1. Consider the hyperproperty F £ g (L) = {P € p(L) | [P| € N} in example
16.1 i.e. programs satisfying F cannot have infinitely many different executions although L has an
infinite cardinality. Then the order ideal abstraction is «=(F) = F which has no maximal elements
so the maximal elements abstraction of this order ideal abstraction a=(F) = F is the empty set
which is definitely different from this order ideal abstraction a=(F) = F. ]

Let us study this abstraction in more detail.

17.1 Lower Frontier Abstraction
The lower frontier abstraction abstracts a subset of a poset to its mimimal elements

aE(P) ¢ {PeP|VP eP.PPcP=P =P} (80)
of is reductive and idempotent by not necessarily increasing (and so does not necessarily preserve

existing joins) hence may not be the lower adjoint of a Galois connection.

Counter example 17.2. Consider the complete lattice {1,0,1,T} with Lc1c0c0¢E

TETand L E1E1ET. Wehave Py = {1} € {0,1,T} = P, but o (Py) = {1} ¢ \

{0,1} = af (P;) proving that af is not increasing hence does not preserve existing 0 !
1

F

joins hence is not the lower adjoint of a Galois connection. By duality, neither is « ™

17.2 Frontier Order Ideal Abstraction

The frontier order ideal abstraction
af 2 4ok (81)

closes the frontier by its over approximations, as shown by the following

LemMA 173. @ o E(P)={PeL|3Feaf(P). FcP}={PeL|3IFeP.VP eP.P c
F=P =FAFcP}.

Observe that o”F is idempotent but not necessarily increasing or extensive.

Counter example 17.4. Consider L = {{a, n) | n € N} u {{b, m) | m € N} with (x, n) € (y,
m) £ x = y A n > m be two incomparable infinite decreasing chains. L ¢ ?£(L) = @. Take P = {{(a,
n) |neN}u{(b, 0)} sothat P c L but a®Z(P) = {(b, m) |[me N} ¢ «”E(L) = 2. [ ]

a”L(p(L)) is not closed by intersection.
Counter example 17.5. Consider the lattice on the right. Let P; = @ - BNt
{Z"]ieN,}u{X"|ieN,} with frontier ; = {X’ | i e N,} and \ / \
Py ={Z"|ieN,}u{Y'|ieN,} with frontier F, = {Y'[ieN.}. )00 ()0 ()0 ()0

There is no largest set smaller than P; and P, with an existing
frontier. [ | {1}

Lemma 17.6. @ (aL(p(L)), S, @, L, U) is a join semilattice.
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17.3 A Frontier Characterization of the Order Ideal Abstraction

LEMMA 17.7. @ There is a Galois isomorphism (aEF(Q(L)), c) a:: (af(p(L)), sf) and

F

— — p— — a p— —
(af (p(L)), <F, vF) is a join semi lattice with P <F Q = (a=(P) c a=(Q)) and PNF Q = af (a5 (P) U
a=(Q)).

Define the principal ideal |=(P) = {P" € L | P’ € P}. The following lemma 17.8 is a characteriza-
tion of a=F(p(L)) that corrects and generalizes [66, Proposition 1].

Lemva 17.8. ® If PeaF(p(L)) thenP= |J I5(P).

PeaF(P)
18 Chain Limit Abstraction

18.1 Chain Limit Abstraction Definition and Properties
Another possible representation of order ideal abstractions would be by limits of chains. Define
a'(P) = {[]Pi| (P ieN)eP isadecreasing chain with existing glb} (82)
ieN
a' is C increasing and extensive but not necessarily idempotent as shown by counter example 18.1
below. The iteration of a* (possibly transfinitely)
&(P) = IfpAX-Puat(X) (83)
yields an upper closure operator [20, lemma 29.1]. )

Counter example 18.1. Consider the complete lattice L on the right.
Let P = {X" | i,j > 0}. We have a*(P) = {X" | i,j >0}u{Y!|i>0}.
We have [1{Y’ | i>0} = 1 so a*(a*(P)) = {X" |i,j>0}u{Y'|i>
0yu{L} #a*(P).

Moreover a*(Q;) € a*(p(L)), i > 0 but Ujso &*(Q;) ¢ &*(p(L)). m ,
Lemva 182, @ (p(L), €) === (&' (p(L)), €) and (& (p(L)), S @, L, AX - & (UX), N)

is a complete lattice. @t
LEMMA 183. @ VP ep(L).a'(a"'(P))=a*(P).
LEMMA 184. @ ForallP e p(L), a*(P) = P implies &*(P) = P.
o' is defined € dually, and &' (P) £ IfpS AX « P U &' (X) is an upper closure operator.

a[ @] - L] -

SH G
e

18.2 Forall Exists Hyperproperties

Assuming that (L, ©) = (p(IT), <) (where e.g. I = 7 is a set of traces) V3 hyperproperties have

the form
AEH =2 {{Pep(l)|VmeP.3meP . (m, m)ecA}|Acp(IxII)} (84)

(this easily generalizes to Vry,...,m, € P. 37, ..., 70 €P . {11, ..., Tn, 71, -.., Ty, € A [40]).
Example 18.5 (Generalized non-interference). A typical forall exists hyperproperty is generalized

non interference [35, 69, 70] for the trace semantics of appendix B. Let L € X be a low variable and
H € X be a high variable, we have

GNI = {Pep(=")|Voimo), om0y € P . osmsoy € P. (01(L) = 02(L)) = (85)

(03(L) = 01(L) A 03(H) = 02(H) A 03 (L) = 07(L)) } u

Assuming chain-complete lattices in 3.2.A and 3.2.C, chain limit closed semantic properties in
a'(p(p(10))) subsume V3 hyperproperties in AEH in that @

AEH < &(p(p(ID)) (86)

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 16. Publication date: January 2025.



16:26 P. Cousot and J. Wang

19 Chain Limit Order Ideal Abstraction

19.1 Chain Limit Order Ideal Abstraction Definition and Properties

Define

f and &N(P) = IfpsAX-Puat(X) (87)

to get an upper closure operator (since o=' is increasing and expansive although not idempotent).

=5 SN c
a = aoa

Counter example 19.1. Define (L, €) = (p(N), ) and N = {N~ {n} | n € N} € p(N) to be the set
of all sets N with one missing element. Since any two different elements of NV are c- incomparable,
N is both a lower and upper frontier so chains are reduced to one element. Therefore a*(N) =
al(N) = N. By (87), it follows that a=' (N') = a=(N') = p(N) ~ {N}. Consider the increasing chain
C={({i|i<j},jeN)ofelementsof &' (N).Its limit is U;en {i | i < j} = N ¢ a=T(N) = p(N) \{N}
proving that @=' is not idempotent. [ ]

LEmMa 19.2. @ (p(L), ©) ﬁ (&= (p(L)), €) and (&=1(p(L)), S, @, L, AX &= (UX),

; . =
N) is a complete lattice. @

19.2 Forall Hyperproperties

V hyperproperties are usually defined in the context of trace semantics of section B, for which, in
absence of breaks, (L, ©) = (p(Z*°°), c)) as in section B.3. In this case, by definition of €, we get

AAH 2 {{Pep(Z™°) |Vn,meP . (), m)e A} |Acp(Z™ x3*)} (88)

Example 19.3 (Non-interference). A typical forall hyperproperty is non interference NI ¢ AAH
for the trace semantics of section B [16, 47, 48]. Let L € X be a low variable, we have

NI = {Pep(Z")|Voimoi, oumoy €P. (01(L) = 02(L)) = (o7(L) = 05(L))} (89)
We have NI € AAH by defining A = {(017107, 027m205) | (01(L) = 02(L)) = (o7(L) =05(L))}. m

20 Logic Rule for Chain Limit Order Ideal Abstract Semantic Properties

[30, sect. 5.3] have introduced a sound but incomplete logic for proving V*3* hyperproperties. We
generalize the rule in our algebraic lattice-theoretic framework for the chain limit abstract semantic
properties in &' (p(L)).

20.1 A Sound and Incomplete Rule

[30] does not consider breaks and nontermination so that the fields 1 and b of (e : F, 1 : 1, b: B) in
(12) can be ignored and the tuple reduces to the value F of the field e. In this section, 3.2.A is a lattice
which is increasing chain complete, 3.2.C and 3.2.D.c are omitted, and limits of increasing chains
are assumed to be preserved in 3.2.D.d. We also assume that [-B]! st [-B]t = [-B]4, [-B]! ¢t [B]! =
[B]% ¢t [-B]E = 1, and [skip]} = skip® = init! in (3), which does not hold for traces but holds e.g.
for a relational semantics.

The rule of [30] generalizes to

PcZ, {I}if (B) else skip{Z}, {Z[}-B{Q}
{P}while (B) s{Q} ’
The key idea to prove that for any P € P € (L} ), the exact postcondition Q = postf[while (B) S]iP
will be in Q is to exhibit an increasing chain in Q with least upper bound Q, also in Q by the
hypothesis that Q is a chain limit order ideal abstract semantic property. Soundness follows from

theorem R.4 in the appendix @. A counter-example proving incompleteness is also provided by
lemma R.5 in the appendix @.

Qed'(p(L)) (90)
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20.2 Completeness Relative to an Abstract Hypercollecting Semantics

Proof rule (90) is incomplete relative to the hypercollecting semantics (47) of section 6. We show
that the rule is complete relative to the following abstraction of the hypercollecting semantics (47).

Definition 20.1 (Weak structural hypercollecting semantics for iteration).
Post' [while(B) S]iP = Post![-B]!(Ifp=AX-P UPost' [if(B) S else skip]i(X)) (91)

Post' [while(B) S]! is an algebraic form of the hypercollecting semantics postulated by [5, p. 877].
We characterize by theorem R.6 in the appendix the executions satisfying (91) @®.

Therefore Post' [while(B) S]!P may contain chains post![-B]f X"(P;) ck post![-B]f X" (P;)
ct ... ct post![-B]! X"(P) ct ... which limit will be in aT(Postu[[while(B) SJEP) but not
necessarily in Post![while(B) S]}P. It follows that Post' [while(B) S]! may miss limits but also
may introduce chains with irrelevant limits of infeasible executions (which invalidates [5, theorem

1] soundness claim).
The following theorem shows the soundness and completeness of rule (90) for the abstract

hypercollecting semantics Postu[[while(B) S]¢ requires the consequent Q to contain the post
condition of any number of iterations for any element P of the antecedent P.

THEOREM 20.2. @ The proof rule (90) is sound and complete relative to (91).

Theorem 20.2 illustrates the importance of the proper choice of the collecting semantics since
proof rule (90) is unsound if Q ¢ &' (p(L!")) and is complete for collecting semantics (91) but not
with respect to collecting semantics (47) hence not for the algebraic semantics of section 3.

By deriving the collecting semantics post for execution properties and hypercollecting semantics
Post for semantic properties by systematic abstraction of the algebraic semantics of section 3, we
guarantee, by composition of successive abstractions satisfying definition 8.1, that the proof rules
for these abstractions are sound with respect to any instance of the algebraic semantics satisfying
definition 3.2. Moreover, the proof rules are guaranteed to be complete with respect to these abstract
properties, by construction.

21 Sound and Complete Proof Rules for Generalized Exists Forall Hyperproperties

In section S.1 of the appendix @), we furthermore introduce conjunctive abstractions (i.e. conjunc-
tions in logics or reduced products in static analysis). Such conjunctive abstractions are used in
section S.2 of the appendix to provide the following sound and complete proof rule for generalized
3V-hyperproperties @. Define o=E£(P) 2 Ureat(py @~ (F)P and ¢=(F) = AX-{Pe X | FEP A

VP eL.FcP' cP— P eX}, Fel then, for Q€ o=L(p(L})),

3xX eaf(Q)»p(Lh).Pc U Xp, (VFeal(Q).VPe Xp.30 € =(F)Q.{P}S{Q} A {P}S{F})
Fea£(Q)

{Phs{el
An example @ is provided in the appendix.

22 Hierarchy of hyperproperties abstractions

To compare these abstractions, we first show that chain limit order ideal abstract properties have
an equivalent frontier order ideal representation @®.

(@ (p(L)), <) % (&' (p(L)), <) (92)

Figure 1 shows a lattice of hyperproperties derived by our abstractions as well as the related
hyperproperties that they subsume.
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subset closed
671 .

F subset closed «- -"; ---------- :
4 Thl .

[3‘6.7,15.35]", [5,67]", u
LTI e o Cmniety) e
Fig. 1. The hierarchy of hyperproperties by abstraction. The arrow is interpreted as “more general than”
where the double arrow represents Galois surjection. Dotted line indicated the hyperproperties subsumed by
our abstract in the related works. ®

23 Related Work

Algebraic semantics [45, 49, 58, 71] is rooted in the previous concept of program schemes [12,
37, 44, 46, 74]. The idea of handling logics algebraically using an abstract domain goes back to
[28, section 5]. It requires a distinction between computational and logical orderings which first
appeared in strictness analysis (using Scott partial order for computational ordering and inclusion
for logical ordering [73]). It is not uncommon in abstract interpretation since then. The calculational
methodology that we have used is based on [21]. Following the introduction of trace hyperproperties
[14], most semantics [5, 66] and verification methods for semantic (hyper) properties have been on
subclasses of hyperproperties [6-10, 13, 15, 29, 30, 67], further reviewed in extreme great detail in
[30, section 6].

24 Conclusion and Future Work

Transformational (hyper) logics have traditionally been based on transformers themselves equiva-
lent to an operational semantics. When considering nontermination, other semantics like denota-
tional semantics are relevant, but the corresponding logics are in a separate world [1, 51].

In an attempt to design (hyper) logics valid for various (abstract) semantics, we have defined an
algebraic semantics (which can be instantiated to operational, denotational, or relational semantics,
and is also useful for deductive methods and static analysis).

We have designed, by calculus, a structural fixpoint collecting semantics post for execution
properties (e.g. sets of execution traces), its hypercollecting semantics Post for semantic properties
(e.g sets of sets of traces), and the various over or under approximation logics corresponding to
these transformers for correctness and incorrectness (part III is for over approximation only, but
the main reason to use the under approximation logic is to disprove over approximations which is
expressible as - { P} S{Q} < 3o ¢ P cP. {P'}s{-Q} ®).

Since, and contrary to classic logics, proofs of general semantic (hyper) properties relative to a
program semantics requires the exact characterization of this semantics in the proof, an extreme
complication, we have considered abstractions of the semantic properties for which this constraint
can be relaxed. This has yielded to new sound and complete simplified proof rules, including for
algebraic generalizations of forall-forall, forall-exists, and exists-forall semantic (hyper) properties.
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The verification of semantic (hyper) properties is still in its infancy and far from reaching the
simplicity observed in the verification of execution properties. Several compromises will be needed
maybe by relaxing implication (e.g. using Egli-Milner order instead of inclusion), considering
abstract properties (for classes of properties of practical interest), and possibly by preserving
soundness but renouncing to completeness. However, in full generality, the sound and complete
proof methods introduced in this paper, will ultimately be, up to equivalence, the only one applicable.

Data Availability Statement

The full version of this article is available with its appendix as auxiliary material and in a single file
on Zenodo with clickable hyper references to the appendix https://doi.org/10.5281/zenodo.14173477.
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A Proofs for Section 3 (Algebraic Semantics)

PROOF OF LEMMA 3.6. By definition (5), F} is the composition of constants init! and [B;S]#s!, the lub Ut
in a join semilattice (which satisfies all properties of definition 2.2), and sequential composition gf. Therefore,
depending on which property 3.2.D.d.i, 3.2.D.d.ii, 3.2.D.d.iii, or 3.2.D.d.iv does satisfy, F} satisfies the same
property. It follows by 3.2.A that the iterates of F} do exist, so that, by proposition 2.4, Ifp <t F § does exists.
The same way lpr& F} does exist by (6). O

PRrOOF OF LEMMA 3.7. The proof is by transfinite induction on 8.

e For § = 0, we have X gt X = X st initf = initf st x = X0t x by definition 3.2.D.a and definition (8) of the
powers.

o 1 X 38 X% = X% ¢t X by induction hypothesis, then X sf x%+1 = x st (X3t x%) = x gt (X9t x) = (X3t x%)sh x
= x%+1 st X by def. (8) of the iterates, induction hypothesis, associativity 3.2.D, and (8).

o If lisalimitordinaland VB < A . X3 shx? = Xﬁ #X by induction hypothesis, thenX"uX =xst (|_|+/3</1 Xﬁ) =
+ﬁ<)L (X3 ﬂxﬂ) Lt LY xP+ by (8), right existing Ul -preserving 3f 3.2.D.d.iv (resp. right upper continuity

when (X , 8 € O) is an increasing chain 3.2.D.d.iii). O

PROOF OF LEMMA 3.8. By lemma 3.6, if DY is a well-defined incraesing chain-complete join semilattice with
right upper continuous composition then F} in (6) is upper continuous hence increasing since continuous
functions are increasing and the composition of increasing functions is increasing. It follows, by proposition
2.4, that the least fixpoint prEu+ Fl exists and is the limit of the increasing iterates (X 5 5 O) of F 4 from the
infimum J_& (which exists in a chain-complete lattice).

Let us prove that X% = |_|”+ﬁ<5([[B ;S]4)” by transfinite induction on 5.

e For§=0,wehave X" = 11 =l z= I_Iiﬂd)([[B ; S]]E)ﬁ by definition of the iterates and the infimum.
e Assume by induction hypothesis that X° = I_I@Fﬁq;([[B; SI8Y2. Then X! = Fl(X%) = inith Ul ([B;S]E ot
Y N . -

X)NMAQMMHmMmﬂWDwMﬂu&N%ﬂ“@Wﬁ—mﬂhd

|_|u+ﬁ<5 ([B;S]HPHY) = I_Ig,ﬂ<6+l ([B;S]E)? by definition of iterates, definition (5) of F{, induction hypothe-

sis, definition 3.2.D.d, definition of the powers, grouping terms in the join.

o Assume that A is a limit ordinal and that, by induction hypothesis, V§ < A1 . X % = Lt p<s([B; S]]g)ﬂ . Then we
have X% = |t 5_,X° = |_Il5</1|_|grﬁ<5 ([B;s]h)” = U&ﬁd ([B;S]%)? by definition of the iterates, induction
hypothesis, and definition of the join I_IEr (which exists since the iterates are increasing.

We conclude by proposition 2.4 that lfpEgr Fl = I_IK([[B;S]]Q)‘S. ]
80

PRrRoOOF OF LEMMA 3.9. The proof is similar to that of lemma 3.8. Let (Xé, 8 € O) be the iterates of F§. For
the basis, X° = 11 For the successor induction step, X°*! = F”(X‘S) = inith UL (X0 ¢ [B;s]t) = initf Ll
«uﬁdWBﬂh%J@sw)umhﬂuﬁd«@swﬁ"@sw)umhﬂuﬁd«@su“@st)
= ([B;s]%)°ut. U+ﬁ<5( [B; s]]g)ﬁﬂ ) U&ﬁ<5+1 ([B; S}]E)ﬁ by definition of iterates, definition (6) of F{, induction
hypothesis, definition 3.2.D.d, lemma 3.7, deﬁnition of the powers grouping terms in the join. For the limit
induction step, X* = [ | 5<AX = b syl /3<5([[B s1t)? = Lt 4 paa([B; S]]lt )? by definition of the iterates,

induction hypothesis, and definition of the join. We conclude that Ifp= 4 Fl = uﬂ ([B; Sﬂu) = Ifp=+ Fi by
proposition 2.4 and lemma 3.8. o
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ProoF oF LEMMA 3.11. If ¢! satisfies any one of the 3.2.D.d.i, 3.2.D.d.ii, 3.2.D.d.iii, or 3.2.D.d.iv properties
for DY, then, by (7), F! = AX € LL, - [B;S]! 5! X satisfies the same property since [B;S]} is constant. By the

dual of proposition 2.4, gprL’ Fﬁ exists in a decreasing chain complete poset. O

PROOF OF LEMMA 3.12. 3“ is increasing for Eﬁoo so that, by lemma 3.11, Fﬂ is is increasing for E"oo. Since D!
is a decreasing chain-complete poset, the iterates (X 5 5 O) of Fﬂ from the supremum Tk, are well-defined,
so that, by the dual of proposition 2.4, gfpguw F} exists and is the limit of these iterates. These iterates are
x% =14, x" = FE(X°) = [B;S]} 5 TL,. Assume that x% = ([[B;S]]g)(s st T4, by induction hypothesis so that
X0t = [B;s]h st x% = [B; ] ¢f ([B;S]4)% ¢ T = ([[B;s]]ﬁ)(‘s“)‘l st 7L, by associativity, def. (8) of the
powers, and def. of the iterates in prop. 2.4. X +1 is of the form of the recurrence hypothesis proving that it

holds for all iterates. Passing to the limit, we have gfp< F! = Mk 5o X0 = Mo sco(([B; S| ot Th). o

PrROOF OF THEOREM 3.13. @ The proof is by structural induction, observing that all operators hence their
compositions are well-defined, including ul , uuoo, and ‘,Su. Lemmas 3.6 and 3.11 show that the transformers F Q
Y, FE are increasingso that their fixpoints do exist. O

PROOF OF LEMMA 3.14. Lemma 3.14 follows from the fact that the Cartesian product of complete lattices
(respectively, a chain-complete join semilattice) is a complete lattice [31, p. 33] (resp., is a chain-complete join
semilattice [31, p. 55]). O

B Trace Semantics

B.1 The Trace Semantics Domain

B.1.1 States. States o € 3 = X — V (also called environments) map variables x € X to their values o(x) in V
including integers, Z c V.

B.1.2  Finite Traces. We let & = morry ... my—1 € 2" 2 [0,n] — 3 be the nonempty finite traces of length || = n,
n > 1over states 7; € 3, i € [0,n[, 2% = U5 2". The empty trace € is in 30 = {e}.2*23%y 3 is the set of
possibly empty traces. A set of finite traces defines a property of finite executions in extension.
(LLef L thuh nf) = (p(37). 5 257, un) (93)

B.1.3 Infinite Traces. The infinite traces 7 = momy ... 7n ... € 3% = [0,00[ — = have length |7| = oo over
states 77; € 3, i € [0, 00[. Welet Z7° 2 ¥ U2 and 2**° 2 ¥ uz™,

A trace o € 31 has first state o € 3. A trace of the form 70 is necessarily finite with last state o and
meX* . If0<i<j<nand e then i1 £ imi+1 ... 7j is the subtrace of 7 stating at i and ending at j. A
set of infinite traces defines a property of nonterminating executions in extension.

(L, S5 150, Tho, mho, b)) 2 (p(2%°), €, 2, 2%, n, U) (94)
Notice that gfp== F7 = gfp© F¥ so that infinite execution traces are defined co-inductively.
B.1.4 Traces Operators.

init™ = 3!

Il

test”[B] = {o| o < B[B]}
{oo[x < A[A]c] €3* | s e 3} break™ = {obreak-to(s) | o €=} (95)

rassign” [x,a,b] = {oo[x —i]e3?|a-1<i<b+1} skip” 2 {o0|oe3}

13
13

assign” [x, A]

See [20, page 43] for a definition of break-to (exiting the enclosing loop with variables unchanged). We
deliberately leave unspecified the syntax and semantics of arithmetic expressions A[A] € = — V and Boolean
expressions B[B] € p(X) ~ 3 — {true, false}. The only assumption on expressions is the absence of side
effects.

We let 3™ be the concatenation of sets of traces T € p(2*°°) and T’ € p(Z**°) such that
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TT 2 {(d el |ecTyu{neT|eeT}u(TnE®)u{non' |noeTron €T}

The powers of a set T € p(2*°°) of traces are {¢}" = {€} and otherwise T® = S'and T"*! = T" s T =T 5 T"
for all n > 0. We denote T™ € p(=°°) the set of infinite traces obtained by concatenation of traces of T. Notice
that § is right increasing but not right lower continuous on infinite traces g (=°°).

Counter example B.1. Letr = {01,0102,...,01...0n, ...} be the prefix closure of the infinite trace 010203 . . ..
Define X; = {0j07410i4+2 - - -, 0i410i+2 - - -, 042 - - -», . . . } be the suffix closure of the infinite trace 6;074+10i+20743 - . -
so that (X;, i € N) is a decreasing chain. Thenr §” N;en Xi =73" @ = @, while N;en (737 Xi) = Njen{o10203 ...}
= {0'10'20'3,..}. ]

However, § is right lower continuous on finite traces g (2" ).

PROOF OF RIGHT LOWER CONTINUITY OF § FOR FINITE TRACES. Let (X' € p(=7), i € N) be a c-decreasing
chain of sets of finite traces. We must prove that r § (N;en X') = Nien(r 87 X*). The inclusion € is trivial.
Conversely, let 7 € N;en (7 87 Xi) € p(=") then there exists 7 € X mext, . wme x! ... and Ty s -
i, ... €rsuchthat Tp <s Ty <5 +.. $s i s -..and = " g = w1y " Ay = ... = ;" 7T; = ... where < is the suffix
ordering on traces and ~ is trace concatenation. The length of the (7;, i € N) is ultimately stationary at some
k € N. This means that there exists 7 such that Vi e N . 7 € X*. Asaresult, 7 = 1 "7 € r §7 (Mjen Xi). O

B.2 Structural Trace Semantics

Ifp S Ifp< F7 is the set of finite traces reaching the entry of the iteration while (B) S after zero or more
terminating body iterations .

Lemma B.2. IfpS FZ =U,n([BS™ S]2)™.
PROOF OF LEMMA B.2. An instance of lemma 3.8 for DZ. o

gfp== FT = gfp=F7 is the set of infinite traces of the iteration while (B) S after infinitely many
terminating body iterations .

Lemma B3, gfpS FT = ([Bs" S]7)™°.

PROOF OF LEMMA B.3. An instance of lemma 3.12 for DZ,. Moreover, [Tk, .oy (([B;S]8)" st 1L, ) becomes
NpeN(([B;S]2)™ 5™ =%°) = ([Bs™ S]7) since all traces in ([B3™ S]Z ) belong to ([Bs" S]Z)"s" =, n> 0
while any trace not of that form must be 77’7 with 7 € ([B3” S|Z)", ' ¢ [B5™ S]Z, and 7"’ € =°° for some
n € N and so does not belong to X™*? hence not to the intersection. ]

Example B.4. Consider S =while (x!=2) if (x==1) then break else x=x+2.It’s trace semantics is
[SIZ = {x:-2k;x:=2k+2..5x:0;x:2 k> -1}u{x:=2k+1;x: =2k +3;...;x: 1| k >0}
[sl; = @ (96)
[SIT = {x:nm;...;x:n+2k;...|n>2}. m

PROOF OF (96). We have [(x!=2) §™ if (x==1) then break else x=x+2] = (ok: {x :m;x :n+2|n¢
{1,2}}, br:{x:1})sothat FF(X) ={x:n|neZyu{x:mx:n+2x|n¢{1,2} Ax:n+2;7 X"} for the
finite traces reaching the loop head.

The iterates are FZ° = @, FZ' = {x:n|ne Z}, FF* ={x:n|neZ}u{x:mx:n+2|n¢{12}}
FPP={x:n|neZyu{x:mx:n+2|n¢ {1,2}U{x:mx:n+2x:n+4|n¢{-1,012}}, so that
Frk - {x:n|neZ}u U?;ll{x in;...x:n+2j;| n ¢ [3-2j,2]} by induction hypothesis. For the induction
step
Fé-[k+1
- FZ(FE)
= {x:n|neZ}U{x:n;x:n+2;7r|n¢{l,2}/\x:n+2;n€F§rk} {def. F7§
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k-1
={x:n|neZ}u{x:mx:n+2m|n¢{L2}Aax:n+2me{x:n|neZuJ{x:m..;x:n+2j|n¢

[3-2j,2]}} ~ {induction hypothesis§
= {x:n\neZ}u{x:n;x:n+2;7r\n¢{1,2}/\x:n+2;ne{x:n|neZ}}u]DI{x:n;x:n+2;7r|x:
n+2we{x:n...;x:n+2j|n¢[3-2j2]}} ]:1 {def. U§
= {x:n|neZ}u{x:n;x:n+2\n¢{1,2}}UIDl{x:n;x:n+2;7r|x:n+2;ne{x:n+2;...;x:n+2+2j|
n+2¢[3-2j2]}} = {simplification and renaming§

= {x:n|neZ}u{x:n;x:n+2|n¢{1,2}}UIDI{><:n;x:n+2;x:n+4;...;x:n+2(j+l)|n¢[1—2j,0]}
s {def. €§
= {x:n|neZ}u{x:n;x:n+2|n¢{1,2}}uij{x:n;x:n+2;x:n+4;...;x:n+2j’|n¢[1—2(j'—1),0]}
{def. j=j —1s0j =j+1§ "
= {x:n|neZ}u LI_CJ{x:n;x:n+2;...;x:n+2j'|n¢[3—2]',2]}
-1

j’
{incorporating the term {x : n;x : n+2 | n ¢ {1,2}} in the join for j' = 1§

This shows that all iterates of F; have the form Fy ¥ Since F7 preserves joins, we have, by Tarski’s fixpoint
iteration theorem [81, page 305], that

Ifp= F
= Upé’k
keN
k-1
= U({x:n|n€Z}U U{x:n;...;x:n+2j;|n¢[372j,2]})
keN j=1
={x:n|neZ}u|J{x:n..;x:n+2j;|n¢[3-2j2]}
31
= U{x:m..sxin+2j;|n¢[3-2j,2]}
jeN
{since for j =0, we have n ¢ [3-2j,2] whichisn ¢ [3,2] thatisn ¢ @orne Zwithx :n;...;x:n+2j
=x:m...;Xx:n=x:n§

For the infinite traces, we have

FH(X), Xep(E'™)
= [B5" se 5" X
= {ximxin+2m|n¢{1,2) Ax:n+2me X}
TheiteratesofFlareFLO:2°°,FL1:{x:n;x:n+2;n|n¢{1,2}/\x:n+2;7r62°°}:{x:n;x:n+2;7t|n¢
{1,2}/\7[62°°},Fl2:{x:n;x:n+2;7r|n¢{1,2}Ax:n+2;ﬂe{x:n;x:n+2;7r|n¢{1,2}A7r€2°°}}
={ximxin+a|ng{L2axn+2me{x n+2x:n+4a | n+2¢ {1,2)An €3®})) =

oo . . . . k

{x:mx:n+2ux:n+4n | n¢{-1,01,2} Az’ €3>} which leads to the induction hypothesis F*" =
{x:n;...;x:n+2k;m|n¢[3-2k 2] Ame2"}. For the induction step,

Flk+l

k

= FY(F")
= {ximxin+ 2| né¢ {2y Aaxin+ume{xin..;x:n+2k;w|né¢[3-2k2]Anex™}}
= {ximx:in+2m|ng{L2}Axin+2me{x:n+2.. x:n+2+2kx |n+2¢[1-2k0]Aarx ex®}}

= {x:n;x:n+2;l..;x:n+2+2k;n'|n¢{1,2}/\n¢[lfzk,O]/\nlezw}
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= {xim..ix:n+2(k+1);7 |n¢[3-2(k+1),2]An’ €2}

k
This shows that all iterates of F* have the form F'". Since F* preserves meets, we have, by the dual of
Tarski’s fixpoint iteration theorem [81, page 305], that

gfpg FJ_

= ﬂpik
keN

= ﬂ{x:n;...;x:n+2k;n\n¢[372k,2]/\7f€2°°}
keN

={x:n..;x:n+2k;...|n>2}

. . . . . k .
since all infinite traces of the form x : n;...;Xx : n + 2k;... with n > 2 belong to all iterates F*" hence to their
k
intersection while, conversely, all other traces start with x : n;... and n < 2 so do not belong to the F k1
so don’t belong to their intersection, or else, start with n > 2, but have the form x: n;...;x:n+2k+1;... and
k . .
so do not belong to F'", hence to the intersection.

The trace semantics of S = while (x!=2) if (x==1) then break else x=x+2 is therefore

— [sle
2 IfpS Fy 5" ([~(x!'=2) Ju[(x!=2)§" if (x==1) then break else x=x+2]}) by (9)§
= Ifp Fr g™ ({x:2;x:2}u{x:1})
U-(x!'=2)] = {x: 2;x: 2} and [(x!=2) §" if (x==1) then break else x=x+2] = (ok : {x : n;x:
n+2|n¢{1,2}}, br:{x:1})§
= U{ximoxin+2i|ng[3-25,2] 8" ({x:2x:2,x:1})
jeN
= {x:=2k;x:=2k+2;..;x:0;x:2|k>-1}u{x:—2k+1;x:-2k+3;...;x:1|k >0}
since, by definition of §”, we have only two possible cases.
e Fithern+2j=2,j¢N,n¢[3-2j,2] son= -2k with j = 1+ k > 0 that is k > —1 which implies
né¢[3-2j,2]=[3-(2-n),2]=[n+1,2];
e Orn+2j=1,jeN,n¢[3-2j,2] son=-2k+1with j =k > 0 which implies n ¢ [3 — 2j,2] since
n=-2k+1<3-2k.

—[slf = @ {by (95)§
— [sIt

= Ifp=FJ §" [(x!=2) §" if (x==1) then break else x=x+2]T ugfp® F{ {by (11)§
= gfp“ FT {(x!=2)¢" if (x==1) then break else x=x+2 always terminates§
={x:n..;x:n+2k;...|n>2} ]

REMARK B.5. We follow [24] by using least fixpoints for finite traces and greatest fixpoints for infinite
traces. We could, equivalently, definite finite traces by a greatest fixpoint as in [64], since the least and greatest
fixpoints are equal Ifp© F;" = gfp© FZ, which would look more uniform. However, the induction principles
for least and greatest fixpoints are not the same. This would require proofs relative to finite executions to be
done coinductively instead of the usual inductive reasonings by induction on the length of traces. A related
problem is that the abstraction theorems for least and greatest fixpoints are not the same [20, Chapter 18].
The abstraction of a least fixpoint is, in general, more precise than that of a greatest one. So if finite traces
had been defined by a greatest fixpoint, it would be necessary to prove that it is equal to the least fixpoint
before applying the appropriate abstractions. Then the greatest fixpoint characterization of the finite traces
becomes useless. Least and greatest fixpoints can also be merged using the bi-inductive order of [24] (which
abstractions yield Egli-Milner and Scott order [18]). [ |

B.3 Bi-inductive Trace Semantics

The trace semantics instantiation of (12) is
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[sI” = (e:[sle. L:[SIT. br:[s]p) (97)
belonging to the Cartesian product : (e : p(2%) x L : (Z°) x br : p(=*)) with named selectors e, 1, and br.
Since [[S]7 and [S]T are disjoint they can be put together as follows.

[SI™ = (ok:[S]¢ u[S]T, br:[S]y) (98)
belonging to the Cartesian product ok : p(=*°°) x br : p(=*) with named selectors ok and br. We can recover
[s1Z = ([S]5) n=F and [S]T = ([S]7,) N =°°. Moreover, if T = (ok : Q, br: B) € ok : p(27°) x br : p(=7),
then we define the shorthands

T=0 T+=0nZ", Tw=0nZ®, and Ty, =B. (99)

Then the pairwise order on (e : p(=*) x 1 : p(2°°)) becomes the computational ordering of [24, 26] defined
on[SJZulS]TasXcY2(XnZtcYnI*)A(XnZ®2YNnE™).

C Proofs for Section 4 (Structural Fixpoint Natural Relational Semantics)

PrOOF OF (17).
— Let (X;, i € A) be a possibly empty family of elements of p(Z x 3, ).

(Lix)og !
((LiX m@(sz))U(UX ne(Ex{1}))r {def. (2 x21)§
= {(x, 1) [ {x, UXzﬂP(ZX{i}))}U{(x y)|3ze3 . (x z) e (UXinp(Zx %)) Az y) e r'}{def.

9, VxeX. (x i)¢2><2andeeZ (x,z)¢2><{J_}smceJ_¢ESiEA
= UG ) (e ) e XinpEx {1} ul{x y) [3ze2 . (v 2) e (Xinp(Ex ) Az y) er'})
ieA {def. U§

= UA({(x, D eXinpEx2)uXineEx{1}))}u{{xy)|FzeX . (x z) e (inp(ExZ))U

(UAXm@(ZX{l}))A(Z, y)er'}) (L#25
= Li({(x e L)eXitu{(x,y)|FzeZ . (x, 2) e Xi A {z, y) € r'}) {def. p(=x31)§
= Ui {def. ¢, QED.§

ieA

Notice that if A = @ then @€ r’ = @.

— Let (Xj, i € A) be a nonempty family of elements of p(Z x 2, ) \ {@}.

rs? (ieUAXi)
= {(x L) [{(x L)erju{(x. y)[FzeZ . (x, 2) ern(z y) (IEUAX)} (def. §°§
= leLi({(x, L Hx Lyerfu{{xy)[IzeZ. (x, z) ern(z y) € Xi}) {def. U§
= lg(r $° X;) {def. 2, QED.§

IfA = @thenrs® (UieaXi) = 1€ @ = {{x, 1) | (x, L) € r} which, in general is not empty, while
Usea(r $° Xi) = @.
— The following counter example shows that if (X Tep(2x3), ieN)isadecreasing chainand r € p(Ex %),
we may have r 32 (N;en X") # Nien (7 € XP).

Take r £ {6} x T and X' = {(0}, 6) | j > i} (thatisX0 {{00, &), (o1, &), (02, ’) 3 X = {{ay, 6), (02,

).}, X% = {0, 5),...}, etc). Then r§€ (M;en X) = r$€ @ = @ while NN (73 X7) = Nien{(6, 6')} {{(s,
. ]

Qi
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PROOF OF EXAMPLE 4.1.

— [y!=0;y=y-1;]¢

= [y!=elg s° [y=y-1;1¢ O))
= {{0, o) |a(y) #0} §° {{0, o[y < o(y) ~1]) |0 €=} {(3) and (16)§
= {{o, oy < a(y) - 1]) | o(y) # 0} {def. (16) of §°§
- F2 {for S =while (y!=0) y=y-1;§
£ AX € (2 x %) -init? S ([y!=0;y=y-1;]¢ $° X) 155
= WX ep(Ex2)-{{o, o) [oeZ}u({{o, aly < a(y) ~1]) [ a(y) # 0} 5° X) L16)§
= AXep(ExZ)+{{o,0)|oceZ}u{{a, a’) |o(y) #0A (o]y < a(y) - 1], 0') eX} L(16)§

— By (17) and (5), F¢ for S; =while (y!=0) y=y-1; preserves nonempty joins U so that the infinite iterates
(X', i < ) of IfpS F€ are as follows

xX'= o
X'= {{o,0)|oe3}
X2= {(o,0)|oex}u{{o, o')|o(y) 0 (aly < a(y)-1], 0" € x" { def. iterates§
= {{o,0)[oceZ}u{(o oly < a(y)-1])|a(y) # 0} {def. X'§
X}= {{o.0)|ocez}u{{o, )| a(y) 20 (a]y < o(y) —1], o’) e X*} {def. iterates
= {go, o)|oeZ}u {(,0', ') | o(y) # 0A(o]y < o(y) -1], 0') € ({{d’, o’} | &’ e =} u{(d,
dly<d'(y)-1]) o' (y) #0})} . {def. X2§
- (o) [o e} ul(o oly  oly) - 1]) | o(y) * 0} U {{o, 6”) | o(y) + 0 {oly + o(y) - 1],
o) e (o' o'ly o' () 11| () = 0}) ) Ldef, o5
= {{o,0)[oeZ}u{{o, oly —a(y)-1])[o(y) #0}u{{o, 07 ) [a(y) #0n(oly < a(y) 1], 07 ) €
{§0[y <o(y) =1} oly < o(y) - 1]y < oly < a(y) —1](y) - 1]} [ o[y < o(y) = 1](y) # 0} }{def.
= {{o,0) [oeZiu{(o, oy < a(y)-1]) [ o(y) # 0}u{{a, oy < o(y) —1][y < oy < a(y) - 1](y)-
1) [o(y) #0noly < o(y) - 1](y) =0} (def. €]
= o 0)|loe3}u{{o, oly < a(y)-1]) [a(y) # 0} u{{, o[y < a(y) -2]} [ o(y) #0na(y) # 1}
{simplification § . »
X"= {{o,0)|cex}u Ul{(a, aly < a(y) —i])| _/\Oa(y) *j} {induction hypothesis§
i= j=
X" = {(5,0)|oex}u{{o, o') |o(y) 0 (o]y < o(y) —1], ¢') e X"} { def. iterates§

={{o.0) | o e 2 u{{o, o) | a(y) # 0n(oly < a(y) ~1]. o) € ({(0. 0) | o € 2} U@ll{(o,

ofy « o(y) -]} 7\:o<y> 1) (def. X"§
/
(o) |7 €2} U (o oly < o) = 1]) | a(9) 0} {{a o'} | o(y) = 0. (oly = a(y) = 1]
0',> € .le{w”’ a”[y <~ O'II(Y) —i])| /\()U/I(Y) *j}} {def. U, renaming §
i= j=

={{o. o) o eZ}u{{o, oy < aly) - 1]) | o(y) # 0} U ’Q{(m ') [a(y) # 0 (oly < o(y) - 1],

oy e {(o". "Iy <" (y)-i]) | l__/\:)a"(y) #Jt} {def. U§
j=
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={{e. o) [oe2}u{{o oly < aly) -1]) [ aly) # 0} U @f{m oly = o(y) = (i+D]) | o(y) #

OAKG[yeG(y)—l](y) *J}

j=
{def. ¢ so o = oly<o(y)-1] and o = o[y < o (y) -] =
oly < o(y) - 1]ly « o[y < a(y) - 1](y) - i] = o[y :ff(y) -(@+1)]S

={{o, o) | o e 2} u{(a oly < aly) -1]) | a(y) # 0} U yl{(@ aly < a(y) - (i+1D]) [aly) #

i-1
on A oly)#j+1} {simplification §
=0

={{o.0) o ez} u{{o oly < a(y)-1]) | a(y) # 0} Ug{(m oly < a(y)-(i+1)])| ,/;\OG(Y) *j}
{change of dummy variable and incorporation of o(y) # 0 in the conjunction for j = 0§

={{0, o) |oeX} U g{(m oly < o(y)-(i+1)]) | j/;\oa(y) #j}}
(n+1)_zlinc0rporation of {0, oly < o(y) - 1]) | o(y) # 0} in the union for i = 0§

i-1
={{o.0)|oeX} u U1 {{o, G[Y*G(Y)—i])l/\oo(wii}
i= Jj=

{change of dummy variables §

— By recurrence, X" = {{0, o) | o € 2} uU' {{0, o[y < a(y) —i]) | /\j;}) a(y) # j}, so that the least
fixpoint of F¢ for Sy =while (y!=0) y=y-1;is

Ifp< F¢
= Jx" { def. iterates§
neN
n i-1
= {{o.0)[oeX} U L|J\1'U1{<U’ oly < a(y) —i]} | _/\Oa(y) #j}
nelN 1= Jj=
= (o) o ex) v Ul(or oly o) ~1]) o) ¢ [0.1-1])
— It follows that for S; = while (y!=0) y=y-1;, we have
[s:1¢
= Ifp= 2 5° ([-B]2 v [B;S]7) {by (9) with B = (y!=0), -B = (y=0),and S = y=y-1;§
= ({{o, o) [o €=} ulU{{o, aly < aly) ~il) | a(y) £ [0.i = 1]}) §° ({(o. o) | o(y) = 0} UD)

>0
= {{e. 9} [a(y) =0} U _UO{(a oly < o(y) =il) [o(y) ¢ [0.i - 1] Aoly < a(y) - i](y) = 0} {(16)§
= {{a. o) |o(y) =0} U L>JO{("’ oly < a(y)-il) [a(y) £[0,i=1]ra(y) = i}
{function application §

= {{o. aly < 0]) | o(y) = 0} UiL>J0{(ff, oly < 0])[o(y) =i}

{substitution o(y) = i§
= {{o, o[y < 0]) | o(y) 2 0} {joining cases
— It follows that for Sy = y=[-00,00]; Si, we have

[s21¢
= [y=[-00,001;]¢ 5° [$:]¢ (E)
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= {{o, o[y < n]) | ne N} {{o, o[y < 0]) | a(y) > 0} {(3) and as previously shown §
= {{o, oly < n]ly < 0]) [ne N roly < n](y) > 0} L16)§
= {{o. o[y < 0]} |oeX} {simplification §

— By (7), we have

FQ {for S; =while (y!=0) y=y-1;§
= AX e LS - [y!=0;y=y-1;]¢ € X
= WX ep(Ex{1})-{{o, aly < a(y) - 1]) |a(y) #0} 5 X

= {{x, y)[3ze3 . (x 2) € {(0. oly < a(y) - 1]) | o(y) # 0} A (2, y) € X} {16)§
= {{o,y) |a(y) 20 A (aly < a(y) - 1], y) € X} {def. €§
= {{o. 1) |a(y) # 0 (oly < a(y) -1]. 1) e X} (Xep(Ex{L})§

— By (17) and (5), Ff for S; =while (y!=0) y=y-1; converges at w so that the infinite iterates (Xi, i<w)
of [[Sﬂ]lgi = gfp< F? are as follows

xX'= ¥x {1}
X' = {{o. L) |o(y) #0A(oly < o(y)-1], L) eZx {L}} { def. iterates§
= {{o. 1) [o(y) # 0} {simplification §
X% = {{o, 1) | a(y) #0A(oly < a(y) -1], L) € {(0/, L) O',(y) £0}} { def. iterates§
= {{o. 1) |o(y) #0nr0[y < o(y) - 1](y) # 0} {def. €§
= {{o, L) |a(y) #0na(y) #1} {function application §
n—1
X"= {(o, 1}] /\0 a(y) i} {induction hypothesis§
= n-1
X" = {(o, 1) | o(y) #0 A (aly < a(y) - 1], L) € {{a, 1) | 4\0 o(y)#i}} { def. iterates§
n—-1
={(o. 1) |a(y) =0n é\oo[yea(y)—l](y) i} {def. €§
n—1
={{o, L) [o(y) #0n 4\0 o(y) #i+1} {function application §
={{o, L) |a(y)#0n /il\ o(y) #j} {change of dummy variables j =i + 1§
(n+1)-1 )
={{o, 1) | 4\0 o(y) i} {grouping terms and renaming§

— By recurrence, X" = {{g, 1) | A a(y) # i}, so that, by convergence at o, the greatest fixpoint is

[s:15; = efp"F?

= Nx" { def. iterates§
neN
rll{al|/\0'(y);tl}

= {{o. L) [a(y) <0} Z={xy}>2Z§

— Obviously [(y!=0); y=y-1 'ﬂg = @& since the body always terminates, so that, by (10), we have [while (y!=0) y=y-1 ,]]i
2fp*= +FQ°Q[[(y' =0); y=y-1;]¢ =Ifp= Fes°@ = @.By(11), we have [while (y!=0) y=y-1;]¢ = [while (y!=0) y=y-1;
[while (y!=0) y=y-1;]7 = {{o, 1)|o(y) <0}.

— It follows that
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[s2]%
= [y=[-00,00]; Sﬂ]i’
= [y=L-00,001;] U ([y=[-00,00T;]¢ 5° [S1]) @S5
=gu{{o, oly<i])|oeznieN}€ {{(o, 1) ]| a(y) <0}) {(4), (3) and (16)§
= {(x, 1) | {x, i)e{(a, o[yei])\er/\ieN}}U{(x, y)|FzeX . (x, z) e {{o, o[y« i])|oeZnie
N} A (z y) e {(o', 1) | o' (y) <0}} {(16)§
= {(o, 1)|Ji.ceTnieNAo[y<i](y) <0} {def. €§
={(o, 1)|Ji.ceTnieNAri<O0} {function application §
= {(o, L) |oeX} {simplification§

— By (12) and (10), we get [$1]° = (e: {(o, o[y < 0]} [ o(y) > 0}, L: {(0, 1) | o(y) <0}, br: &) and [Sz]°
2(e:{{(o,0[y<0])|oceZ}, L:{(o, L) |oc e}, br: o). ]

PROOF OF EXAMPLE 4.2.
— [x'=0; Sy x=x-1;]¢

= [x!=0]g 5% [S2]¢ 5° [x=x-1;]¢ )
= {{o. 0} [ a(x) # 0} 3° {{0, oly < 0]) [0 € 2} 3° {{0, ox < o(x) -1]) [0 €=} {(3) and (16)§
= {{o, o[y < 0][x < aly < 0](x) — 1]} | o(x) # 0} {def. (16) of §°§
= {{o, o[y < 0][x < a(x) —1]) | o(x) # 0} (x#Yy§
— i {for S3 =while (x!=0) { Sz x=x-1; }§
2 AX ep(Z x %) -init? U ([x!=0; Sy x=x-1;]% ¢ X) 15)5
= WX ep(Ex2)+{(0, 0) | o e 2} u ({{0, o[y < 0][x < o(x) = 1]) | o(x) # 0} §° X) ((16)§
= AXep(ExZ)+{{o,0)|oce2}u{{a, o") | o(x) #0A (o]y < 0][x « o(x) - 1], o") eX} L(16)§

— By (17) e}nd (5), FS for Sz =while (x!=0) { Sz x=x-1; } preserves nonempty joins U so that the infinite
iterates (X', i < w) of IfpS F¥ are as follows

xX'= g
X'= {{o,0)]|oex}
X2= {{o.0)|cestu{{o, o) |a(x) #0A (a]y < 0][x < o(x) —1], o’) e X'} { def. iterates§
= {{o,0)|oeZ}u{{o, oy < 0][x < a(x)—1]) | o(x) =0} {def. X*§
n-1 i-1
X"= {{o,0)|oceZ}u Ejl{(o; aly « 0][x < a(x) —i]) | /:\ o(x) #j} {induction hypothesis§
X" = {(0, o) |oezyu{{o, o’) | a(x) £0A (o]y < 0][x < a(x) — 1], ¢’) e X"} {def. iterates

(o0} o €3 ullen ) o(x) # 0a {oly = 0llx () -1} o'} ¢ (o1 2} | 7 €3} Ul
oly < 0J[x < o(x) - 1] 'Z\:”(X) i) Jdet X7

- ((0:) [ €3} (0.} o(x) # 0noly = 0][x = o(x)- 1) ) € (", o) | " e300,
o) [(x) #0afoly < 0][x = o(x) -1}, o'} € {{6”, [y = 0]x — o (x) - 1 ‘/:\0" )+

{def. € and U, renaming §
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n-1
={{(o, o) | 0 € T} U {(o, oly < 0][x « o(x) =1]) | o(x) # 0} U EJ]{(O', oy | 36" . 6" =
o[y < 0][x « a(x) = 1] Acd”[y < 0][x < "' (x) —i] =0’ A K)UII(X) +j)} {def. €§
j=
={{0, 0) | 0 € Z} U {{o, o[y < 0][x « o(x) =1]) | a(x) # 0} U rg{(a, LA

oy < 0][x < a(x) ~1] Aoly < 0][x < o(x) ~ (i+ )] =" A 7\(1)0()() #(+1)}
j=

{function application with ¢’(x) = o(x) = 1 and o[y < 0][x <~ o(x) - (i+1)] =

aly < 0][x < o(x) - (i + ]§ By
={{0,0) [o €2} u{{o, oly < 0][x < o(x)=1]} [ o(x) # 0}u U {(o, oy < 0][x = o(x) = (i+ 1)]) |

21
J/:\ a(x) # (j+1)j)} { simplification §
={{0. o) [ o €2} u{{o, oly < 0][x « o(x) =1]) [ o(x) # 0} U i,LZJZ{w, oly < 0][x < o(x) ~i']) |
;/_\:G(X) +#(j+1))} {change of variable i’ = i + 1§
= {0, o) [0 €2} u{{o, oy < 0][x < a(x) =1]) [ o(x) # 0} U i,LZJZ{(m oly < 0][x < o(x) ~i']) |
/=\1 a(x) #j)} {change of variable j' = j + 1§

(n+1)-1 i-1
={{o,0)[oex}u U {(ooly < 0][x = a(x) =i} | A\ o(x) #j})}
i=1 j=0
{grouping terms for i = 1§
which is the induction hypothesis for n + 1.
— By recurrence, X" = {{0, o) | o € 3} U {{0, o[y < 0][x < o(x) - i]) | A};}) o(x) # j}, so that the
least fixpoint of F§ for S3 =while (x!=0) { S; x=x-1; }is

Ifp© F¢ {for S3 =while (x!=0) { Sz x=x-1; }§
= Jx" { def. iterates§
neN
i-1
—{(06|062}uUU{00y<—0][x<—0(x) i N\ o(x)#j} {def. U§
neN i=1 j=0

= o 0)[oez}u U{00y<—0][X<—G(X) i) [o(x) £[0,i-1]}

— It follows that for 53 while (x!=0) { Sy x=x-1; }, we have

[ss]¢
= Ifp= F¢ 5% ([-B]2 U [B;S]3) {by (9) with B = (x!=0), -B = (x=0), and S = Sy x=x-1; §
= ({{o. o) [oez}u L>J(){(a, oly < 0][x < o(x) = i]) | o(x) £ [0.i = 1]}) §° ({{0: o) | o(x) = 0} U &)
- ({{e ) [ 0:€2)# (a1 0) | () =01 U (Ulle oy = 0l[x o) =Ty | ox) ¢ 0.1 11} 1 (o

o) |o(x)=0})) {by (17), € left preserves joins§
= {{o, o) [o(x) =0} U (U{(o, oy < 0][x < a(x) = i]) [ a(x) £ [0,i 1] A o(x) —i = 0})

>0 {def. (16) of 9§

= {{0, o) | o(x) =0} U {{a, o[y « 0][x < 0]) | o(x) > 0} {simplification §
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— Then, for S4 = x=[-00,00]; S3, we have
[sa]¢
= [x=[-00,001;]¢ 5° [S3]¢ (D5
= {{o, o[x < n]) [neN}3? ({{a, 0) | o(x) = 0} U {0, oly < 0][x < 0]) [ o(x) > 0})
{(3) and as previously shown§

= {{o.o[x < n]) [neN}s?{{0,0) | o(x) = 0}u{(o, o[x < n]) | n € N}5? {{a, o[y < 0][x « 0]) | o(x) > 0}
{by (17), € left preserves joins§

= {(o, o[x < n]) [ o[x < n](x) = 0} U{{0, o[x < n][y < 0][x < 0]) | o[x < n](x) > 0}

{def. (16) of $° §
= {{(o, o[x < n])|n=0}u{{(o, o[y < 0][x < 0]) | n> 0} {function application §
= {{0, o[x < 0])|ceZ}u{{o, o[y « 0][x < 0]) | c €=} {simplification §
— The iteration S3 =while (x!=0) { S; x=x-1; } may iterate for ever. To show this, we have, by (7), that

F? {for S3 =while (x!=0) { Sz x=x-1; }$
= AX e LS, - [x!=0;S; x=x-1;]% ¢ X
= AXel% - {{o,0) | a(x) 20} ¢ {{o, o[y < 0]) |o €2} ¢ {{0, o[x <« a(x) —1]) o €2} ¢ X
1(4), (3), def. [S2])% inex. 4.1§
= AX e L% - {(o, oy < 0][x < o[y < 0](x) = 1]} | o(x) £0} ¢ X {def. (16) of $2 §
= AX eL% - {(o, o[y < 0][x < a(x) = 1]} | o(x) £ 0} ¢ X {simplification since x # y§
— By (17) and (5), Ff for S3 =while (x!=0) { Sz x=x-1; } converges at w so that the infinite iterates (Xi,
i< w)of [[33}]191. = gfp F? are as follows

xX"= =x{1}
X'= {{o, o[y < 0][x < o(x) = 1]) | o(x) = 0} ¢ X° { def. iterates and F¥ §
= {(o, 1)|o(x) 0} {def. (16) of $¢ and X°§
X%= {{o, o[y < 0][x < o(x) = 1]) | o(x) % 0} $° X" { def. iterates and F¥ §
= {{o, L) | o(x) #0A o[y < 0][x < o(x) —1](x) # 0} {def. (16) of 3¢ and X' §
= {{o, L)|o(x) #0Aa(x) =1} {function application and simplification§
n—-1
X"= {{o, 1}] [\0 a(x) #i} {induction hypothesis§
X" = ({0, o[y < 0][x < a(x) = 1]) | o(x) = 0} ¢ X" { def. iterates and F¥ §
n—1
={(o, L) | o(x) £0A [\0 aly < 0][x < a(x) —1](x) # i} {def. (16) of ¢ and X" §
(n+1)-1 C
={(o, L) | 4\0 a(x) i} {simplification §

— By recurrence, X" = {{o, 1) | A"3' o(x) # i}, so that, by convergence at o, the greatest fixpoint is

[ssI§, = ofp F¢
= Nx" {def. iterates§
neN
n—-1
= ﬂN{(fR 1 /=\0 o(x) # i}
= {{o. 1) [ o(x) <0} Z={xy}~>Z§
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— The iteration S3 =while (x!=0) { S; x=x-1; } may also not terminate because of the nontermination
of Sy in its body. The loop body S; x=x-1; may not terminate, as follows.

[S2 x=x-1 ;]]ﬁ
= [S20 v ([S2]€ 5° [x=x-1;1¢) 14§
= [sa]f {def. (16) of $¢ and (3) so that [x=x-1;]° = &§
= {{o, 1) |oeZ} {by example 4.1§

This implies that
[x!=0; S, x=x—1;]]‘j
= {{x 1) [(x 1) e [x!=0;]T} U {{x, y) | 3z €2 . (x, 2) € [x!=0;]C A (2, y) € [Sz x=x-1;]%}
{(4) and def. of (16)§

= {{o, 1) | o(x) # 0} (35
It follows that

H53Hgi
= (Ifp=* Fb) 5" [B; ] {(10) withB = x!=0 and S = Sy x=x-1;§
= ({{o, o) |oeXZ}u iL>JO{<0, oly < 0][x < o(x) = i]} [ o(x) ¢ [0,i = 1]}) §¥ {0, 1) | o(x) # 0}

{previous evaluation of lpr‘t+ Fl and [x!=0; Sy x=x-1;]¢§

= ({{o. o) lo ez} 5t {(o 1) [ 0(x) # 0}) L U({{o: oly < 0][x < o(x) = i]) [ o(x) £ [0.i = 1]}5 {{o 1) |

i>0
o(x) #0}) {3€ left preserves joins U on (T x %1 )§
= {{o. 1) [o(x) =0} uU({{o, 1) | o(x) £ [0,i = 1] Aoy < 0][x < o(x) —i](x) *0})
0 {def. (16) of 5§
= {{o, L) |o(x) 0} U L_g({(a, L) o(x) ¢[0,i-1]Ao(x) #i}) {function application §
= {{o, 1) | o(x) #0} {simplification§

— The nonterminating behavior [[53]]11 of the iteration S3 = while (x!=0) { Sy x=x-1; }is defined, by
(11), to be either due to the nontermination [[53]]9”- of its body or infinite iteration [[53}]91..

[ss]h

= HSSHﬂbi U [[53]]91- {(11) and ul, = us
= {(o, 1) | o(x) #0} u{(o, L) ]| o(x) <0} {as previously shown §
= {{o, L) | o(x) 0} {simplification §
— The nonterminating behavior [[S4]]nl of the iteration S4 = 2 x=[-00,00]; Sj3 is now
[sa]t

= [x=L-00,001;]} U ([x=[-00,007; ]t 5* [s5]1) (@5
= {(o, o[x < n]) [n e N} 5t {(o, 1) | o(x) # 0} {3)§
= {(x,y)|3ze= . (x, z) e {(0, o[x <= n]) | neN} A (z, y) € {{c’, 1) | o' (x) £ 0}} {def. (16) of $9 §
= {{o, 1) | IneN.o[x < n](x) # 0} lz=0c[x<n]§
= {(o, 1) | o e} {simplification §

Grouping all cases together according to (12), we get [S3]! = (e : [Ss]h, L : [Ss]!, br : [[53]]97) =
(e : {{0.0) | o(x) =0} U {{0, o[y < 0][x < 0]) | o(x) >0}, L : {{o, L) | o(x) %0}, br : @) and [Sq]"
= (e : [Sa]f, L = [Sa]t. br : [[54}]2) =(e: {{o,0[x<0])|ceZ}u{{o, o[y« 0][x<0])|ceZ}, 1 :
{{o, 1) | 0 € £}, br : &), proving example 4.2. m]
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D Proofs for Section 5 (Algebraic Program Execution Properties)

PROOF OF LEMMA 5.1. Let (P;, i € A) be a family of elements of L such that A = {0, 1} with Py £ P; for the
left-increasingness hypothesis (def. 2.2.i), A is finite for the existing finite U left preserving hypothesis (def.
2.2.ii), A € O and (P;, i € A) is an increasing chain for the left upper-continuity hypothesis (def. 2.2.iii), A
is an arbitrary set for the existing join left preservation property (def. 2.2.iv), possibly empty in case of left
strictness (def. 2.2.vi). The proof is similar in all of these cases, as follows

post(S)([Lliea Pi)

< (UieaPi)3S {def. (18) of postS§
< | iea(Pi8S) {by the left preservation hypothesis for §§
< |jep POSt(S)Pi ldef. (18) of post§ O

PROOF OF LEMMA 19. By lemma 5.1, post(S) preserves existing joins. It is the therefore the lower adjoint of
a Galois connection [20, exercise 11.39]. pre(S) is its unique upper adjoint [20, exercise 11.39]. ]

PRrOOF OF LEMMA 5.3. Let (P;, i € A) be a family of elements of L such that A = {0, 1} with Py = P; for the
right-increasingness hypothesis (def. 2.2.i), A is finite for the existing finite U right preserving hypothesis (def.
2.2.ii), A € O and (P;, i € A) is an increasing chain for the right upper-continuity hypothesis (def. 2.2.iii), A is
an arbitrary set for the existing join right preservation property (def. 2.2.iv), possibly empty in case of right
strictness (def. 2.2.vi). The proof is similar in all of these cases, as follows

post(Ll 1)
= AP« post(|_|;cp Si)P {function application §
= AP+ P ([Lien Si) { def. (18) of post§
= AP+ | |;ca(P5Si) {by the right preservation hypothesis for §§
= AP« | |;cp post(Si)P {def. (18) of post§
= |liea POSt(Si) {pointwise def. of | |§ ]

PRrRoOOF OF LEMMA 5.4. By lemma 5.3, post preserves existing joins. It is the therefore the lower adjoint of a
Galois connection [20, exercise 11.39]. post is its unique upper adjoint [20, exercise 11.39]. ]
To prove theorem 5.5, we need preliminary lemmas.

LEmMma D.1. If DEr is a well-defined increasing chain-complete join semilattice with sequential composi-
tion st that is existing U right preserving and upper continuous in both arguments then postn(lfpg& F} )P =

itp=+ (Fhe(P)).

Proor oF D.1. By lemma 3.6, Flis increasing so that the transfinite iterates (X‘S, 5 €0) of F} from J_ﬁr
from an increasing chain which is ultimately stationary at rank e so that Ifp=+ F§ = X [23].
— We have post*(Xx°) = post?(14) =AP-Pst 1L = AP+ 1! by def. (18) of post? and ¥S e LE . St 14 = 1% in
definition 3.2.D.a.
— Let us prove commutation of F§ and AP F};e (P) for the abstraction postn of the iterates.

post! (F}(x%))

= AP- postu (F(x 5))P {def. function application §
= AP-post (init! UL (X% 5t [B;s]4))P Udef. (6) of FY§

= AP-post! (inith) P Lt postu([[B; S}]g)(postu(X(S)P)
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Zpostu is existing join preserving by hypothesis on 3! and lemma 5.1§

= AP E} (P)(post! (X°)) {def. (28) of F},§

We conclude by continuity and [20, th.18.26]. O
Note that if postu is simply increasing, we have an over approximation.

Lemma D.2. If DV is well-defined decreasing chain-complete lattice and the sequential composition st is right

lower continuous then post! (gfpgrtoo Fl) - post! (gprL Fgl)

Proor orF (D.2). Let us prove commutation for the iterates (X(S, §€0)of g,prIioo FE.
9
post! (FL(x*))

= AP- post11 (Fl(x 5))P {function application §
= AP-post! ([B; ]! st x°)p {def. (7) of F! §
= AP-Pst ([B;s] ¢t x%) {def. (18) of post! §
= AP (Pt [B;s]h) ¢t x° {5 associative by definition 3.2.D§
= AP- postu(X(s)(P st [B;s]H) {def. (18) of post! §
= AP- postﬂ (X(S)(postu([B;S]]g)P) {def. (18) of post! §
= AP-F}, (post! (x°))P {def. (29) of F}, §
= F}, L(postn(Xé)) {function application §

By hypothesis, the sequential composition 3! is right lower continuous, so that by lemma 5.4, post“ is lower
continuous. By commutativity, we conclude by the dual of [20, th.18.26]. O

PRrROOF OF THEOREM 5.5. The proof is by structural induction on the statement syntax.

— postﬂ[[x = Al'p

=Pstx = A]]u {def. (18) of post! §
= Pt (e:assignf[x, A, L: 1k, br:1h) {(12) and (3)§
= (e: Py st assign! [x,A], L: Poo Uy (Py gt LL), br: Py, Ul (Pygf 1)) {def. (15) of 5t§

= (e: Py gt assignt[x,A], L : Poo Uk Lk, br: Py, Ul 11)
{14, and 1! absorbent for 3! by definition 3.2.D.c §
= (e: Py 3" assignt[x,A], L : Peo, br: Pp,) {def. lub§

— The postn transformers (22) for x = [a, b], (23) for x = skip, and (24) for B are similar.

— postu[[break}]ﬂP

= pgl [[break]]u {def. (18) of post! §
= psf (e: Wik, b breaku) {(12) and (3)§
= (e: Pyt 1k, 1 Poo gt 1L, br: Py, UL (P 5 break!)) {def. (15) of 5t §
= (e: 14, 1:Peo, br: Py, Uk (Pe 5! breakt)) {definitions 3.2.D.c and 3.2.D.a§
- postuﬂsl;sz]]“P

= Pt ([s1;52]) {def. (18) of post! §
= Pst ([s1]" 5 [s2]) {def. (15) of 5t §
= (pst [[Slﬂn) st [[Sz]]n (5" associative by definition 3.23.2.D§
= post![S:]* (P5* [s1]°) (def. (18) of post'[52]'Q = Q¥ [2]'§
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= post![s3]" (post*[s1]"P) {def. (18) of post! [ ]#P = P gt [51]*§
— post![if (B) S; else Sy]'P

= P‘;u [if (B) S; else Sz]]ﬂ {def. (18) ofpostuﬁ
= Pst([B;s,]" UF [-8;5,0") 1(4) and (12)§

= (P [B;si1h) Ut (P35 [-8;5,]")
{binary (hence finite) join preservation is definition 3.2.D.d, lemma 5.2, and (12)§
= postu[[B;Sl]]”P Ut postu[[—‘B;Sz]]uP {def. (18) of post! §

— For post![while (B) S]*P, we proceed by cases.

postu [while (B) SMP

= post!(1fp= Fi st ([-8]4 Lt [8;5]})P) 10)$
= post! ([-B]E Lt [B;S]}) (post! (1fp=* Fish)p) 1(26)5
= post! ([-B]E it [8;S]}) (1= (F(P))) {lemma D15 (100)

Similarly, for case (10), we get
post![while (B) S|}, P

post! ([8;S]1) (1fp= (Fhe(P)))
post![while (B) S[}P

= Pst[while (B) S]]g {def. (18) of post! §
= psti} ()
=i {14 absorbent for 3! in definition 3.2.D.a§
- post![while (B) S]};
cf

= post! (gfp > FI) 1010)$
= postu(gfpgu“’ F[u,l) {lemma D.2§  (101)
— post!([while (B) s]!)

= post!([while () ]}, Uk, [while (B) S[f,) 1(11)§
= postu([[while B®) S]]gn.) ub, postu([[while B 5]]91’) {binary (hence finite) join preservation and (5.2)§
= AP- postu([[while (B) SM”.)P ulbs postn([[while (B) S]]?i)P {pointwise def. Moo §
= AP- postﬂ([[B;S]]Ii)(lfpgli+ F}Ee(P)) ubs postﬂ(gfpglo F}ll )P {as proved in (100) and (101)§

— Grouping all cases together, we get
post![while (B) s]'P
= Pt [while (8) ]! {def. (18) of post! §
= Pt (e:[while (B) S]L 1:[while (B) S]%, br:[while (B) SIf) 112)§
= (e: P s" [while (B) S]b, 1: P ubks Pl st [while (B) S]Y, br: Py, Uk PJi st [while (B) SI) ldef.
(15) of 5t
= (e: postn[[while (8) SJiP, 1 : postu[[while ®) SJLP, br:Py,)
{def. (18) of post!, [while (B) SM = 14 by (9), P5 st 14 = 18 by 3.2D.b, and 1! infimum by 3.2.A§
= (e post! ([-8]¢ Lt [8; SIE) (1fp= Efe(P)). L : post! ([8; ST} (Ifp ™+ Fhe (P)) ik post! (gfp™> F}, )P, br -
Py,) {as previously proved for each case, proving (30).§ u]
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E Proofs for Section 6 (A Calculus of Algebraic Program Semantic (Hyper) Properties)
PROOF OF (36).
Postﬁ(S)P cQ

< {post!(S)P|PePlcQ {def. (31) of Post! §
< VPeP. post”(S)P €Q {def. c§
< Pc{P|post!(S)Pe Q} {def. c§
< PcPre(S)Q {def. 36) of Pre§ u]

PROOF OF (37).
Post! (S1 w S,)P

= {post! (51w $,)P | Pe P} 1395
= {Pst(SiwS,) | PeP) {def. (18) of post! §
= {(Psts)w(PstSy) | PeP) {right finite |x] preservation in definition 3.2.D.d§
= {postu(Sl)P b postu(Sg)P |PeP} {def. (18) of post! §
= {0100y | 01 € {postn(Sl )P} AQ2 € {postn(Sg)P} AP e P} {def. € and singleton §
= {Q1wQy | Q1 € Post! (51){P} A Qy € Post! (5,) {P} A P e P} {(34)§
= Postu(Sl) w POStu(Sz)P {def. w in (37)§ m]

PROOF OF THEOREM 6.4.

We need two preliminary results.

— Fhe(P){X)}

= Post! (inith) {P} 1t Post*([B;S]){X} {(45)§
= {post! (inith P" | P" € {P}} ik {post!([B;S]H)X} {(31) and (34)§
= {post (inith P} 0k {post! ([B;S])X} {def. €5
= {postu(initn)P ol postn([[B; s]h)x} {def. it in proposition 6.3 §
= {F}.(P)X} (28)§  (102)
— FbL (X)) u

= U{Post! (S)([B;S[%) | S € {X}} {def. (46) of F}, §
= U{Post! (x)([B;S])} {def. €§
= U{{post! (X)([B;s1H)}} (E0))
= {post! (x)([;s]$)} {def. U§
= {FL.(x)} {295 (103)

The proof is by structural induction on the statement syntax.
— Post! [x = AP

= {post”[x = Al'P|PeP) {def. (31) of Post! §
= {Pshx = A]]n |PeP} {def. (31) of post! §
= {Psh(e:assign[x,A], L: 1k, br:Py,) | PP} {(12) and (3)§
= {{e: Py shassignf[x,A], L: Poo §* L4, br: Py, ) | PP} {def. (15) of gt §

= {{e: P+ 5! assign'[x,A], L: Poo gt 1A, br: Py, ) | PeP}
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{ L1 absorbent by definition 3.2.D.a§
= {{e: Ps 5! assign'[x,A], L: Poo, br: Py,) | P P} {Poo absorbent by definition 3.2.D.c§

— The Post! characterizations (39) for x = [a, b1, (40) for x = skip, and (41) for B are similar.

— Postu[[breakﬂ“P
= {postﬂ[[break]]"P |PeP} {def. (31) of Post! §
= {P3! [break]! | P e P} {def. (31) of post! §
= (Pshe: 1k, 11k, bribreakt) | Pe P} {(12) and (3)§
= {{e:Pr st 1k, 1 Poo gt 1k, br: Py, Uk (Pe st break?)) | P e P} {def. (15) of 5§
= {{e: 1, 1: Poo, br: Py, Uk (Pe 5! break!)) | P e P} { definitions 3.2.D.c and 3.2.D.a§
— Post![s1;5,]'P
= {post[s1;S;]'P | P e P} {def. (31) of Post§
= (Pt ([51;82]") | PeP} {def. (31) of post! §
= (P ([s1) ¢ [s2]") | P e P {def. (15) of 5t
= {(ps! [[Sl]]u) o [[Sz]]ﬁ |PeP} {5 associative by definition 3.23.2.D§
= {post'[sz]* (P! [s:1]") | P e P} {def. (31) of post![S]*Q = 0 5¥ [52]"§
= {post' [sy]*(post*[s1]'P) | P e P} {def. (31) of post! [S1]#P = P [s51]"§
= {post'[s,]10 | 0 € {post! [s;]!P| P P} {def. €§
= Post! [[Sz]]u(POStu[[Sl]]uP) {def. (31) of Post! §
— Postu[[if' (B) S; else Sz]]nP
= {0 U 0,0 € Post [B;S:]"{P} A Qy € Postu[[ﬂB;Sz]]u{P} APeP} {as shown above§
= (Postﬂ[[B;Sl}]u uf Postﬂ[[—'B;Sz]]u)P {by def. (37) of LH§
— Postf[while (B) S|P
= {post'[while (B) S|'P|PeP} {def. (31) of Post! §
= {(ok : (e:post!([-BIE U [8;SIE) (o™ (Fhe(P))), 1 = post! ([B;SIL) (o™ (Fhe(P))) U
post! (gfp F,)P),br : Py} | P P} 160

= {{e Qe Lt Quebe Qup br = Pyy) | Qe € {post! ([-B]E Uk [B;S[) (1fp™ (Fhe(P)))} A Que €
{post! ([8; ST (1™ (Fhe(P)))} A 3Qp1 - Qup € {post! (Qp1)P} A Qpi € {gfp™™ Fh,} AP P}

{def. singleton and €§

= {{e s Qe 1t Que b Qup br s Py) | Qe € Postt([-B]E Uk [B; S (Ifp=t (Fle(P))} A Que e

Post! ([8; S]1) {Ifp= (Efe(P))} A 30,5 - Qup € Post* (Qp1 ) (P} A Qpu € {gfp™> Fj } APeP} (55

34
= {(e : Qe 1+ Que Uk Qup br ¢ Py) | Qe € Post!([-B]E U [8;STE) (™ Fe(P)) £ Qi e
Post! ([8;S]) (Ifp™* Fhe(P)) A 30,5 . Q15 € Post! (Qp1 ) {P} A Qpy € {gfp=> Fh ) AP eP)
{since {prggr F‘ge(P)} = Ifp=+ IE};e(P) by (102) and proposition 6.3 §

={{e + Qe 1L : QM’VUﬂoo Qup. br = Py) | Qe € Post!([-B]¢ U [[B;S]JE',)(lfp§+F;”;e(P)) ANQle €
Post!([8;SI1) (o™ Fe (P)) A 301, - Qup € Post! (0p1) (P} A Qpu e gfp™ Ff, nP e P}
since {gfp= Fi ) = gfp=h £l b 103) and proposition 6.3 ]
gip pLs = 8Ip pL DY prop
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F Proofs for Section 7 (Abstract Logic of Semantic (Hyper) Properties)

PROOF OF LEMMA 7.2.
—{Phs{el
= Post! [[S]]n'P cQ
= {post! (S)P|PeP}cQ
= VPeP. postu(S)P €Q
= ¥PeP.30eQ.post!(S)P=0
= ¥PeP.30e Q. {post! ()P} c {0}
= VPeP.30eQ. {post! (S)P' | P ¢ {P}} c {Q}
= ¥PeP.3Q0e Q. Post'[s]'{P} c {O}
= VPeP.30eQ. {{P}}s{{Q}}
— (b) is the S-dual of (a).

PROOF OF COROLLARY 7.3.
IPEs{ierh
< vQ e{Q}. PP {{P}]}S{{Q"}}
<= EIPeP.ﬂ{P}ESﬂ{Q}E

PROOF OF LEMMA 7 4.
{{Pys{{o
= Post![s]!{P} c {Q}
= {post!(5)P' | P' € {P}} < {Q}
= {post'(5)P} c {Q}
= postu(S)P =Q
= {Q} < {post! (5)P}
= {0} < {post! (S)P' | P € {P}}
= {0} c post![s]*{P}
= {{P}hs{{Q}}

PROOF OF (60).

PcP AP }s{QrQ cQ

PcP A Postu[[S]]n’P' co'rd' co

P cP apost![s]'P c Q

Post![S]*P < Post! [S[*P’ A Post![s]!P’ c ©
PostnﬂsﬂuP cQ

{Phs{el

Ve ey

{def. (51) of the logic triples§
{def. (31) of Post!§

{def. c§

{def. 3§

{def. c§

{def. €§

{def. (31) of Post!§

{def. (51) of the logic triples§

]

{lemma 7.2.b§
{def. €§ ]

{def. (51) of logic triples

{def. (31) of Post!§

{def. €§

{def. c§

{def. c§

{def. €§

{def. (31) of Post! §

{def. (51) of logic triples ]

def. (51) of the logic triples
gic trip
(< transitive §
{Post![s]" increasing by (36)§
{ € transitive §

{def. (51) of the logic triples§

The converse follows immediately by choosing P = P’ and Q' = Q since ¢ is reflexive. The consequence rule

for the lower abstract logic is c-dual.

O
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— Proor oF (52), (53), (54), AND (55). The characterization (38) of Post! [x = Aﬂn'P yields, by (51), the axiom
(52) for { P} x = A{ Q[ (Where the side condition is written as a premiss). The rule for { P} x = A{ Q] is
c-order dual. The rule (53) for x = [a, b], (54) for x = skip, and (55) for B and their duals are similar.

—  PRrOOF oF (56). The characterization (51) of Post! [break]!P yields the axiom (56) for { P |} break { Q|
(where the side condition is written as a premiss). The rule for {7 [} break { Q| is c-order dual.

— Proor oF (57). For sequential composition, we have
{Phsis: IR}
< Post! [si;S2]fPer {def. (51) of the logic triples§
< Postn[[Szﬂn(Postn[[Sl]]nP) cR 1(43)§
< 30. Postn[[Sl]]nP cCAA POStu[[Sz]]uQ cR
{(soundness, =) By (31), Post![S]! is c-increasing so Post![$;]!? < Q implies
Post! [Sy]# (Post! [$1]#P) < Post![S,]# Q and c is transitive;
(completeness, <) take Q = Post![$;]#P and reflexivity
=30 {Plsi{ehr{Qls: R}
{def. (51) of the logic triples and dually for under approximation §
— Proor orF (58). For the conditional, we have

{Plif (B) S, else S {R}

< Postn[[if (B) S; else S!PcR {def. (51) of the logic triples
< (Post![B;s;]" L' Post![-B;S,]HP c R 1(44)$
< {01 U 0, | 01 € Post! [B;S,]#{P} A Oz € Post![-B;S,]!{P} AP e P} c R {def. (37) of Lt §

< VYP,01,Q5 . (PP AQ €Post![B;5,]H{P} A 0y € Post![-B; 5,]1{P}) = (01 Ut 0z e R)
{def. ¢, A commutative §
< VP,01,0; . (PeP A{Q1} < Post![B; S, ]H{P} A {Q2} < Post! [-B; S,]H{P}) = (01 Ut 0y € R)
{def. c§

< VP01 Qs (PePA{{PY}B;S; {{Q1}} A {{P}}-B;S: {{Q:}]) = (Q1 ! Q2 € R)
{def. (51) of the lower abstract logic§

PROOF OF THEOREM 7.8.
— ﬂPEiF (B) S; else SzﬂQE

< QcPost![if (B) S; else Sy]'P {def. (51) of the logic triplesS§
< Qc (Postﬂ [B;s,]" Lt Postu[[—'B;Sz}]u)P {(44)§
< 0c{0; ut Q] 01 € Post![B;S,]1{P} A Oy € Post! [-B;S,]H{P} AP e P} {def. (37) of Lt §
< V0 €eQ.301,05P. 01 €Post![B;S,]1{P} A Qy € Post![-B;S,]H{PY AP PAQ =0, Ut O

{def. c§

VQ e Q.301,05P. {01} < Post![B;S,]H{P} A {Qz} < Post! [-B; S, {PY AP e PAQ = Q1 Lt Qpldef.

¢ for singleton §

¥Q e Q.301,02P. {{P}]}B;S; {{Q1}} A {{P}}-B;S, {{Q2} fJAPePAQ=01 U}
{def. (51) of the logic triples§

#

§

— {P[while (B) s{Qf}
< QcPost! [while (B) SﬂnP {def. (51) of the logic triples
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< Qc{{e: Qe L Qb O br: Py) | Qe e Post!([-B]E Ut [B;S]})(Ifp
Post! ([B; S ) (Ifp= Flo(P)) A Q. € gfp">
= 0c{(e: Qe b Qp 1:Queub O br:

16:53
L E(P) A Que €
(Eb ) APeP} 147)§

Pyr) | 3Pe . Pe = 1fp= Fho(P') A {{Pe} } B {{Qc} } A

{{Pe}1B;S{{Qp} A {{Pe} [BiS{{QLe} A Qup = gfp s Fjy nP e P}

{following the same development as for the previous proof of (59)§

< V(e: Qb L:Q1, br:Qp) e Q. 30604016015 Pe - Qe = Qe Uk Oy A QL = Qur b 015 A Oy,

Phy AP = 1= Fho(P') A {{Pe} | ~BL{Qe} | A (P} B5S {Qp} I A {Pe} 185 S {{Que} b AQup =

gprL’ F}u,l AP eP

{def. c§ o

G Proofs for Section 8 (Abstraction of the Abstract Semantics)

PROOF OF LEMMA 8.2. Lemma 8.2 follows from the fact that in Galois connections the abstraction preserves

existing joins [20, lemma 11.38]. and in Galois retractions « © y is the identity [20, exercise 11.50].

O

PRroOF oF THEOREM 8.3. The proof of theorem 8.3 is an easy generalization of that of theorem 27.8 and

corollary 27.20 of [20].

O

H Proofs for Section 9 (Induced Abstraction of the Execution Transformer)

PROOF OF (68).
a(post! (y(3))y(P))
a(y(P)sty(8))
a(y(P)) 3 a(y(S))
pits

{def. (18) of post! §
case 8.1.D of definition 8.1 applied component wise
1YY p

{component wise Galois retraction § ]

ProoF oF (69). By [20, th.11.78], we have a Galois connection. The retraction follows from

a(y(p))

AS« AP« a(y(p)(v(S))y(P))

AS« AP a(y(p(a(y($)))a(v(P))))
AS<AP-p(S)P

p

PRrOOF OF (70).
a(post! (y($))P)
a(Psty(9))
a(P)3ts
post' (5) (a(P))

PROOF OF LEMMA 9.1.
a(Psty(S))

a(P)§ a(y(5))
a(P)§S

Proc. ACM Program.

{def. (68) of &§
{def. 7(p) = AS+ AP -y (p(a(S))a(P))§
{ Galois retraction (67) and [20, exercise 11.50] §

{ def. lambda-notation and [20, exercise 11.50] § ]

{def. (18) of post! §
{commutation (71)§

{characterization (68) of postuS m]

{commutation 8.1.D§

{ Galois retraction (67). Q.E.D.§
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— a(post(y(S))P)
= a(Pst (y(5))) {def. (18) of post! §
= a(P)§'S {as previously shown §
= post(S)(a(P)) {685 O
]

I Proofs for Section 10 (Induced Abstraction of the Semantic Transformer)

PRrOOF OF (73).

Post! ()P
= G(Post!)(S)P {def. (73) of Post' §
= {a(R) | RePost! (y(5))({y(P) | P e P})} {def. (72) of &}
= {a(R) | Re {post! (y(5))P | P e ({y(P) | P e P})} {def. (31) of Post!§
= {a(post! (y(5))(y(P))) | Pe P} {def. €§
= {post'(5)P | P P} (68)5 o

PROOF OF (74). @ preserves arbitrary point wise union U. ]
J Proofs for Section 11 (Induced Abstraction of the Abstract Logics)

PROOF OF THEOREM 11.1.

tE - athe 176
= {(P. Q) la(MHQ{r(P). Q) eL(¥(5)}) < Q} 1(75)5
= {(P. Q) | a({Q | (y(P), Q) € {(P. Q) | Post! (y($))P c Q}}) c O} { def. (49) oft”;
= {(P. Q) la({Q] Post! (($)¥(P) £ Q}) = O} {def. 5
= {(P. Q) | a({Post! (y($)¥(P)}) < O} {def. M and <
= {(P, Q)| a({post! (y(5))P | Pe y(P)}) < O} {def. (31) of Post!§
= {(P, Q)| {a(post! (y(5))P) | Pe y(P)} < O} {def. imageS§
= {(P. Q)| VP e P . a(post! (y($)y(P)) € O} {def. <5
= {{P. Q)| VPP . post! (§)P e O} Ldef. (68) of post! §
= {(P. Q)| {post! (5)P | P P} < O} Ldef. <§
- {(P, Q) |Post! ()P c O} {def. (73) of Post' §
The proof for ﬂ is C-dual. O

K Proofs for Section 12 (Semantic to Execution Property Abstraction)

K.0.1 Definition of the Join Abstraction. In a complete lattice, the abstraction a;(P) = |IP and y,(Q) = {P |
P c Q} yields a Galois retraction.

(L)) == (Lg)  andso  (p(L), &) == (uoau(eL) &) (104

PROOF OF (104).
oy (P) = Q
=4 |_|'PEQ Zdef a|_|S
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< VYPeP.PcQ { def. least upper bound§
< Pc{P|P=Q} {def. c§
< Pcy(Q) {def. yii§
It follows that y, © ay, is an upper closure operator hence the second Galois retraction. O

The properties in yiy © aii(p (L)) are called execution properties as opposed to semantic (hyper) properties
in p(L). If the abstract domains D! of definition 3.2 or their abstractions by definition 8.1 are complete lattices,
this abstraction approximates abstracts semantic properties in p(L“) into executions in L!.

Example K.1 (Trace property abstraction). The trace hyperproperties in g (p(2°°)) can be abstracted to

trace properties in p(2+°°) by (p(p(Z7°°), ) a:U (p(2*%)), c) with au(P) = UP and yu(Q) = p(Q)
§)
as done e.g. in [27, section 5, p. 246] which is the starting point of [21] to recover Hoare logic and its variants.

yu(P) is called the lift of trace property P € (%) in [14, page 1162]. [ ]

Example K.2 (Hyperlogic to execution logic abstraction). Applied to Post! (8) in (31) this join abstraction
yields postn (S) in (18), so that the hyperproperty calculus of theorem 6.4 is abstracted into the execution
property calculus of theorem 5.5 and therefore the hyperlogic of theorem 7.5 is abstracted in the classic
program logic of execution properties (as considered in [21], after appropriate generalization to the algebraic
semantics of section 3). u

K.0.2  Proof Rule Simplification. By correspondence (104), the abstract logical ordering (abstracting the
implication C) is also the computational ordering in lemma 3.14 whereas, in general, for the generic algebraic
abstract semantics the computational ordering = and the logical ordering and € are not directly related, which
is at the origin of complications in proofs. Therefore, the while rule (59) can be simplified since fixpoints can
be over approximated (or under approximated) hence handled by fixpoint induction such as Park induction
[21, theorem I1.3.1] or Scott-Kleene induction [21, theorem II.3.6].

L Proofs for Section 13 (Homomorphic Semantic Abstraction)

Given an execution property abstraction @ € L — A, it can be extended elementwise to (p(Lt), <) % (p(A),
c)by a(P) £ {a(P) |PeP}and y(Q) = {P|a(P) € Q}.

Example L.1 (Partial hypercorrectness). Partial hypercorrectness consists in ignoring one component Dﬁr
or DY, of the abstract domain and preserving only the other, that is a* ({e : P+, L : Poo, br : P)) £ (ok : P+,
br: Py) or @™ ({e: P+, 1 : Poo, br : P,)) 2 Peo in (12). This execution property abstraction « is extended to
semantic properties by the homomorphic abstraction a(P) = {«(P) | P € P}. This yields a Galois retraction

(p(LY), c) % (a(p(LY)), <) hence a closure {(p(L*), <) —;» (y o a(p(L")), c). This is an extension

yoa
of partial correctness or termination to semantic (hyper) properties. The while rule (59) can be simplified by
ignoring one of the two fixpoints. However, the other fixpoint must still be calculated exactly. [ ]

Example L.2 (Trace safety hyperproperties). The safety abstraction a by prefix and limit abstraction of
trace properties [27, section 6.1] can be applied to the trace semantic (hyper) properties of section B so that
a(p(ok 1 (=7%) x br : p(=%))) yields safety semantic (hyper) properties of [14]. This consists in replacing
each semantics in the semantic property by its safety approximation by prefixes (in L) and limits (in LL,). m

Example L.3 (Algebraic safety hyperproperties). The trace safety hyperproperties of example L.2 can be
generalized to the algebraic semantics by requiring that, under the hypotheses of lemmas 3.8 and 3.11, algebraic
safety properties P do satisfy that [S;;S,]! € P implies [$;]} U [[51]]9” € P (prefix closure), that V§ € O .
([B; S]]E)a € P implies Ifp =t F4 € P (limit closure for finite executions), and that V& € O . (([B; S]]g)é shrhy) e
‘P implies gprL F! € P (limit closure for infinite executions). Then Asafety (P) = {safety (P) | P € P} thus
generalizing the classic definition of safety property dgafery (P) = P as prefix closed and limit closed sets of
traces [21, Definition 14.11]. Then the proof rule (59) can be simplified since the passage to the limit need not
be checked since it is guaranteed by the safety hypothesis. [ |
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M Proofs for Section 14 (Execution Property Elimination)

We have used this abstraction AP « P n | implicitly in examples 5.7 and 6.5 when saying that we ignored
nontermination. The logics of section 7.2 are simplified by intersection with | but this still requires the
restricted fixpoints in the while rules (59) and (64) to be computed exactly, which, mechanically, does not
scale up.

Example M.1 (k-semantic properties). If L = p(L) is a powerset (which is the case for the trace semantics
of section B.3), | = {P € p(p(L)) | [P| < k}, k > 1, where |S] is the cardinality of set S, restricts the trace
properties to be considered in the semantic properties to those of cardinality at most k. An instance of this
abstraction is the k-hypersafety of [14, page 1170]. [ ]

N Proofs for Section 15 (Principal Order Ideal Abstraction)

PROOF OF LEMMA 15.1. By definition, ol is increasing and extensive. For idempotence, we have

oM (et (P))

= ah({P|Pc||PY) {def. (77) of a®§
= {P|Pc| {P'|P | |P}} {def. (77) of a®§
={P|Pc| |P} {def. lub | §
= a™(P) Udef. (77) of a§
By Morgan Ward’s [83, theorem 4.1], (aA(p(L)), c {1}, L ax. o (UX), N) is a complete lattice. m|

SOUNDNESS AND COMPLETENESS PROOF OF RULE (78).

— {Phs{el

< Post!(S)PcQ {def. (49) of {PS{ QS

< {post!(S)P|PeP}cQ {def. (31) of Post!§

< {postﬁ(S)P |PeP}c{P' |P' c| |Q} {hypothesis o®(Q) = Q and def. (77) ofaAS

< VPeP. postu(S)P c| |2 {def. c§

< | post'(s)Pc| |Q {def. lub L§
PeP

< postn(S)( LIP)el]Q
PeP

{by hypothesis, the composition preserves arbitrary existing limits in definition 3.2.D.d and (19)§

< post![s]'(|P) ' | |2 {def. |I§
= {UPrs{l ]9} {def. {P}S{Q} in section 5.4
— {Phs{el

< Postn(S)P co {def. (49) of {P[}S{ Q]S
< {postn(S)P |PeP}cQ {def. (31) of Post!§
REN {postu(S)P |PeP}c{P |[1QcP} {hypothesis aV(Q) = Q and dual def. (77) ofaVS
< VPeP . post!($)Pe{P |[1Qc P} {def. c§
< VPeP.[|Qc postu(S)P {def. €§
<= VPeP . {P}s{[]Q} {def. {P}S{Q} in section 5.4§ i
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O Proofs for Section 17 (Frontiers Abstractions)

PRrROOF OF LEMMA 17.3.

o o ab(P)
= {PeL|IFecat(P).Fc P} {def. function composition o and (79) of the dual &= §
= {PeL|3Fe{PecP|VP eP.PcP=P =P} FcP} {def. (30) of o §
= {PecL|3FeP . VP ¢eP.PPcF=P =FAFcP} {def.¢§ o

PROOF OF LEMMA 17.6. Given Py, Py € a=L(p(L)), we have to prove that Py U P, € a™L(p(L)) that is
the existence of a frontier F ¢ aX(p(L)) such that P, U P, = &= (F). Let Fy, F; be the frontiers such that
P1 = a2 (F1) and Py = (F3). Define the frontier

F = dEFuFR) = {(PeFuR|VP eFuF, . PcP=P -p} (105)

— Toprove PyUP; € a”(F), given any X € P UPy, let us show the existence of F € F such that X € a(P)

that is F £ X. There are two cases.

(1) f X € Py and X ¢ Py then 3F; € F . F; £ X and VF, € F, . F» % X so taking P = F; in (105), we have
P=F e FiuF;and VP' € Fy U Fy,if P' © P = Fj then P’ € X by transitivity so P’ ¢ F, proving Pler
and so P’ = F; = Pby F; € aZ(Fy);

(2) The case X ¢ P; and X € P; is symmetric;

(3) Otherwise X € P; nP,. Inthat case 3F; € F; . Fie X. Let M = Fona” (X). There are two subcases.

(a) VF, € M . F, ¢ Fy. This is similar to case 1;

(b) 3F, € M . F, c F;. No element F{ of F1 \ {F1} is comparable to F, since otherwise FI' = SN = o
would contradict that F; is in the frontier of P;. Therefore, taking P = F», we have P = F» € F1 U F»
and if P € Fy U F; then P’ € FF, is impossible so P’ € Fy so P’ =F; = Pby F; ¢ 0(5(.7:1);

—  Conversely, to prove P; U P, 2 a”(F), assume X € a”(F) so that there exists F € ot (F, U F) such

that F c X. By (105), either F € 77 and X € P; or F € F and X € P, proving X € P; U Pa. |
PROOF OF LEMMA 17.7. — We first show that af o a o af = aF. Consider P € aﬁ(p(L)). Then
o o at(P)

= {Peca“(P)| VP ea“(P).PcP =>P=P} {By def. (80) of &' §

{(Pe{P eL|3FeP.P cF}|VP e{P eL|3F eP.P'cF'} . PcP =pP=P}
{by def. (79) of a=§

= {P|3FeP.PcFAVP ¢{P eL|3F eP.P'cF} . PcP = P=P} {def. €§
= {P|3FeP.PcFAVP eL.(3F eP . P cF )= (PcP = P=P)} {def. €§
={PelL|3FeP .PcFAVP cL.(3F ¢eP .PcP cF)=P=P} {def. = and transitivity §
= {PeL|PeP}
{(c) Let P’ = F, so that 3F" ¢ P . P = P’ © F/ holds by choosing F’ = F which implies P = P’ = F ¢ P
soPeP;

(2) Let P € P and choose F = P so that P c F. Consider any P’ € L. Then, by choosing F' = P/,

(3F eP . PcP cF)ifandonlyif Pc P/ ButP=FecPand P ¢ af(p(L)) is a frontier so
P=P'§
=P { def. set in extension §
— IfP Sagf(p(L)) then there exists P’ € p(L)) such that P = aEF(PI) and then
a=oa (P)

= &S odf o 5 (P') (P = (P)S
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= aFoal oa o (P) {dual def. (81) of &= §
—a o aF(P’) {since af oaSoaf = aFS
- «F(P) {dual def. (81) of &= §
=P {by definition P = aEF(P’)S

— IfQe af(p(L)) then there exists Q’ € (L)) such that Q = aﬁ( Q') and then

aioa (Q)

- o eated(@) _10=d"(Q))$

=“(Q) {since af o a® ol = af§

- (2-a"(2)5

— It follows that there is a bijection oF with inverse a© between a=F (p(L)) and af(p(L))

— Defining P <F Q = (a=(P) € a=(Q)) this yields the Galois retraction { &~ (p(L)) c)x——= (a (p(L)),
af

Sf). By the dual of lemma 17.6, (agﬁ(p(li)), S, @, L, L) is a join semilattice. Therefore the finite joins are pre-
served by the Galois connection so that (af (p(L)), <F', vF') is ajoin semilattice with P <¥ Q = a=(P) < a=(Q)
and PvF Q 2 of (a5 (P) U= (Q)). i

PRrROOF OF LEMMA 17.8.

P
- oF(P) 1P € aF (p(L)) and lemma 17.7§
= OCE(OZE(P)) {dual def. (81) of oE and composition o§
={P'eL|3Pedl(P).P cP} {def. (79) of &=
= U {PeL|Pcp) {def. US
Peak(P)
= U ldef. \S(P)={P'eL|P'cP}§ O
Peaf(P)

P Proofs for Section 18 (Chain Limit Abstraction)
PROOF OF LEMMA 18.2. By [20, lemma 29.1], &' is the smallest upper closure operator pointwise greater

than or equal to a*. By Morgan Ward’s [83, theorem 4.1], (& (p(L)), <) is a complete lattice with infimum
&({1}) = {1} and join AX - & (U X). O

PROOF OF LEMMA 18.3. By the ﬁxpoint definition (83) of &', we have &' (P) = IfpSAX P U a*(X) so
&(P) = 77LJ0tl(25tl (P)). Since a ! and &" are extensive, we have P ¢ & (P) c at (& (P)) so Puat (& (P))
= a¥ (&' (P)) proving &' (P) = a* (&*(P)) by transitivity. ]

PROOF OF LEMMA 18.4. Consider the iterates of Ifp= AX + P U a*(X) from X° = @. X! = P U a*(X°) =
Puat (@) = P since a* (2) = @ by definition (82). We have X? = Puat(X!) = Puat(P) = PuP =P = X'
by hypothesis a*(P) = P. By (83), we conclude that &' (P) = IfpS AX « P U a* Xx)="P. ]

PROOF OF (86). We must prove that VP ¢ AEH . &' (P) € AEH. By the dual of lemma 18.4, it is sufficient
to assume that P € AEH and prove that o' (P) € AEH.

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 16. Publication date: January 2025.



Calculational Design of Hyperlogics by Abstract Interpretation 16:59

o' (P)
= {UPi | (P;, i € N) € P is an increasing chain with existing lub} {dual def. (82) of a§
ieN
= {UPi | (Pi, i € N) € P is an increasing chain} {chain completeness hypothesis §
ieN

= {lJPi| (P, i€ N)ePisanincreasing chain AVie N.Vm € P; . Imp € P; . (1, m2) € A}

ieN
P e AEH and def. AEH
={PeP|VmeP.3ImeP . (m, m2)c A} (Pe anede )

{(S) if my € UjeN Pi then there exists i € N such that 7y € P; so that, by hypothesis, 3, € P; . (my,
ﬂz) €A, proving 371'2 € UieN P,' . (71'1, 71'2> €A
(2) conversely, consider the chain (P, i € N) so that U,y P = P.§
=P {since P € AEH so that by (84) the condition holds for all elements of P § ]

Q Proofs for Section 19 (Chain Limit Order Ideal Abstraction)

PROOF OF LEMMA 19.2. By [20, lemma 29.1], &1 is the smallest upper closure operator pointwise greater
than or equal to a='. By Morgan Ward’s [83, theorem 4.1], (&=" (9 (L)), <€) is a complete lattice with infimum
&'({1}) = {1} and join AX + &=T (U X). u!

R Proofs for Section 20 (Logic Rule for Chain Limit Order Ideal Abstract Semantic Properties)
R.1 A Soundness Proof of (90)

Let P € p(LL). The iterates (X, i e NU {w}) of AX - P Ul post![if(B) S else skip]h(X) from L} are
defined as

X' = p
X" s post![if (B) S else skip]fX” (106)
10 a
X9 = |t x"
neN

Since the iterates are a function of P, we write X' (P), i € N U {w} when this dependency must be made clear.

LemmA R.1.
n-1 )
YneN.X" = (|_|Hr post! [-B] % ((post![B;S]4)'P) Lt ((postn[[B;S]]g)nP) (107)
i=0
X2 = ! post![-B]E((postt[B;S]4)"P) Lt || (post*[B;S]E)"P
neN neN

Proor or LEMMA R.1. The proof is by recurrence on n.
—  For the basis, this is 1{ Uf (P s skip) = Pgtinit = P = X° by hypothesis [skip] = init!, 3.2.A, and 3.2.D.a.

— For the induction step, we observe that (X i, i<n)isa ct -increasing chain, by definition of the lub I_I!L.
Then

Xn+l
= post![if (B) S else skip]lx" {def. X"*1§
= postu[[B;S]]EXn ut postu[[—\B;skipﬂan 127)§
= (Xn st [[B;S}]g) Ut (X" s [[ﬂB]]E.) {by def. (18) of post, [skip]} = initf, and 3.2.D.a§

= ((ln_l_f'iPs“ ([8;518)" 5" [-BDE) b (Pst ([e5SIH)") s [B551E ) ot ((ln_l_iPs” ([8;s1)" 3 [-B]E) ut (P
i=0 i=0

([B;s] ! ) n) st [-8] ! ) {induction hypothesis§
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n—-1 n
= (L st (I3;sD8) 5 [-B1E) ut (P ([8;s19)™")) ub (LUL Pt ([ss18)' ¢* [-8]¢)
i=0 i=0
{integrating the term P 3! ([[B;S]]g)") st [-B]¥ in the join and [B;S]} in P 5t ([[B;S]]E)")S

n
- (LI P# (ST s [-BIE) Ut (P ([B3sTH™) Lidempotence of UL §
i=0
n
= (|_|ﬁr post! [-B]E (post![B; S]4)'P) Lt ((postu[B; S]]E)"HP) {def. (18) of post§
i=0
— For the limit, we have
X(A)
n—1 .
- Uﬂ((ui postn[[ﬂBﬂg(postu[[B;S]]g)lP) LIE. ((postn[[B; S]]E)nP)) {(106) and (107)§
neN = i=0
= |_|§r post! [-B] 4 ((post*[B;S]4)"P) Lk |_|Er(post“[[B; s|h"p {ull associative§ o
neN neN

LEmMmA R.2. Forall P e p(LL),
Ifp= AX - P Uk post![if(B) S else skip]i(X) = Xx* (108)
PROOF OF LEMMA R.2. The iterates (X', i € N U {w}) are characterized in lemma R.1. Let use prove that
X? =pul post![if (B) S else skip]lX® isa fixpoint.
Pl post![if (B) S else skip]ix®
=pul postu[[B;S]]ng ut post”[[—\B;skip]]EXw 12N)§
=pul (Xw st [[B;S]]g) ul (Xw st [[—B]]ﬁ) {by def. (18) of post, [skip]} = initf, and 3.2.D.a§

= Pul (L post! [-81E((post![3;5])"P) b LI (post'[8; s]E)"P) 5! [s; ]t
neN neN

i
(L
(L% post! [-8]E((postt[8; S)"P) Lk LI} (post![B;5]4)"P) 5* [-8]% )

N N
ne ne { characterization (107) of X §

= Pk (post![8; STE (L post! [-8] ((post! [3; STE)" P) uk | [ (post! [8;5])"P) )

neN neN
ul
(post![-81 (L% post![-BE((post![8;S14)"P) Ut | IE (post![8;s]¢)"P)) {def. (18) of postS
neN neN
= Pub (LJ! post![8; S]E(post* [-BIE ((post![8;S]4)"P)) Uk |_I! post![8; ] (post![8;S]£)")P)
neN neN

f
U3
(= L% post! 8] (post! [B]E ((post![; 18)"P)) k. |LIE post! [-B]E((post![B;S1E)"P))
neN neN
{post! (S) preserve joins of increasing chains by (3.2.D.d)§
= (PUb LIt (post'[8;sT8)™"'P) Lk (LI post! [-BJE((post![B;S])"P))
neN neN
{def. (18) of post and hypotheses [-B]! st [-B]4 = [-B]! and [-B]! s [B]! = [B]E ¢f [-B]! §

= X% {integrating P in the join with postf(5)° = 1 and commutativity §
It follows that the sequence (X ieNu {w}) is increasing and stationary at w which is therefore the least
fixpoint (108). O
LEmMMmA R.3.
post![while (8) S[EP = post![-BIEX® = | |4 post![-B]E((post![B;S]})"P) (109)
neN
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PRrOOF OF LEMMA R.3.
postu [while (B) SHEP
= (ok : (e : post!([-8]E Lk [B;SIE)(1fp™ (Efe(P))).1 :  post! ([B;S]1)(Ifp™ (Ffe(P))) b
post! (gfp™ F§,)P).br : Py, )e (by (30)5
= post! ([-B]L) (1fp=* (AX - post! (init! )P LY post! ([B;S]E) (X))
{in absence of breaks and ignoring non termination §

= post“([[ﬂB]]g)(lpru+ (AX - postﬁ (inithyP Lk postu([[B;S}]g)(X))) { def. (28) of ﬁgej
= postﬂ([[—B]]g)(prEu+ (Ax-Pul postn([[B;S]]g)(X))) {def. (18) of post! and 3.2D.a§
= post! ([-B]%)(X“) {lemma R 2§
= post! ([-B]4) (LI post![-B]E((post*[B;S]E)"P) Uk |_J¥ (postt[8;S]4)"P) {lemma R.2§
neN neN
- LIt post!-81E (post![-81E((post![5;1)"P)) L ! post [-81E (post!s;S14)"P)
neN neN

Zpostu(S) preserves joins Ui by def. (18) of post and 3.2.D.d§

= LI} post*[-8JE((post‘[8;5]4)"P)
neN
{(26), def. (18) of post!, hypotheses [B]4 st [-B]E = 14 and [-B]4 5! [-B]4 = [-B]L. def. function powers,
and def. lub§ ]

THEOREM R.4. Proof rule (90) is sound.

PROOF OF THEOREM R.4. Observe that if P € P then X° = P ¢ Z by P < Z by the premise of the rule (90). As-
sume X" € Z then, by (51), { Z [} if (B) else skip {Z [} ifandonlyif VP e Z. post [if (B) else skip]]ﬁP S
Zifandonly if VP e T. postu [if (B) else skip]]gP € 7 since nontermination and breaks are ignored. By
(106), this implies that X" eT. By recurrence Vn e N . X" € T.

By (18) and 3.2.D.d, post! [-B]! is increasing so that the sequence (post! [-B]! X", n € NU{w}) is increasing.

By (51),{Z]} -B{Q} < VP e I. post! [-B]!P ¢ Q < VP e T. post! [-B]LP € Q since nontermination and
breaks are ignored. Since Vn € N . X" € Z, this implies that Yn e N . postﬂ [-B]{ X™ € Q. By hypothesis, Q €
&1 ((L1)) so that by the dual of (82), post? [-B]E X € Q. It follows by (109) that post! [while (B) S]EPe
Q.

_ We conclude that VP € P . post! [while (B) S]LP = post![-B]L X ¢ Q which, by (51), implies that
{P}while (B) S{QF, proving soundness of the rule (90). ]

LEmMA R.5. Proof rule (90) is incomplete.

PROOF OF LEMMA (R.5). Consider { {P}  while (B) S{ {post![while (B) s]iP} |} which holds by (51).
Since &1 ({post![while (B) SJiP}) = {post![while (B) S]LP}, we can apply proof rule (90). By P c Z,
we should have P ¢ Z so X(P) ¢ Z. The second condition {Z [} if (B) else skip{{Z] of the premise
implies, by (51), that VP e 7 . postu [if (B) S else sklp]]ﬂP. Therefore by (106) and recurrence, Yn e N .
X"(P) € Z. Then the third condition of the premiss, requires that {Z | -B { Q. equivalently, by (51), VP ¢
T. post! [-B]'P ¢ {post![while (B) S]LP} and therefore VP ¢ Z. post![-B]!P = post![while (B) S]iP.In
particular, we must have Vn € N . post! [-B]! X" (P) = post![while (B) S]LP.By the characterization (109)
of post! [while (B) SJLP, this means that Vn e N . post![-B]*X™ (P) = LIt post![-B]!((post![B;S]E)"P).

ne
Otherwise stated the loop is never entered, which, apart from the cas where B is false, is not the case in
general. ]

THEOREM R.6 (CHARACTERIZATION OF THE EXECUTIONS SATISFYING (91)).

fpSAX - P UPost [if(B) S else skip]b(X) = {X"(P)|PePAneN} (110)
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PrOOF OF THEOREM R.6. the iterates of AX « P umn[[if(B) S else skip]}(X) are
xX'= g
xX'= P
X%= PUPost[if (B) S else skip]i(P)

n .
X" = U(POStuHif (B) S else skip]l)'(P) {induction hypothesis§
i=0

xn+l :Puﬁu[[if(B) S else skip]b(x")

n .
=P UPost[if(B) S else skip]i(LJ(Post'[if (B) S else skip]i)i(P))
i=0
n+l1 — .
=PulJPost' [if (B) S else skip]h) (P)
i=1
n+1

= | (Post'[if (B) s else skip]t)'(P)
i=0
A similar calculation shows that X = U (Postu[[hC (B) S else skip]})"(P) is stable so is the least

neN

fixpoint IfpS AX - P UPost! [if (B) S else skip]h(X) = X%

Observe that we have
— (%u[if (B) s else skip]})’(P)
=P { def. function powers§
= {xX°(P) |PeP} { def. function powers§
— for induction

(Posti[if (B) S else skip]h)™'(P)

= Post'[if (B) S else skip]h((Post'[if (B) S else skip[})™(P)) {def. powers$
= mu[[if (B) S else skip]l({X"(P)|PeP}) {induction hypothesis§
= Post![if (B) S else skip]i({X"(P)|PeP}) {def. Post! for conditional§
= {post![if (B) S else skip]LX™(P)|PeP} {def. (31) of Post! §
= (X" (P)| PP} {def. (106) of the iterates§

We conclude, by recurrence, that Vn e N . (Postﬁ[[hc (B) S else skip]})"(P) = {X"(P)|PeP}.1t
follows that

fpSAX - P UPost [if (B) S else skip]h(X)

= X%
= U(ﬁu[[if B) S else skip]h)"(P)
neN
= UN{X"(P)\PEP}
= {X"(P)|PePArneN} u]

The following lemma R.7 shows the correspondance between Post! [while(B) S|} and the hypercollecting
semantics (47). It shows that Post' [while(B) S]! misses limits.

Lemma R7. VP € (L) . Post![while(B) S[EP c o (Post! [while(B) S]iP).
PRrROOF OF LEMMA R.7.
Post![while(B) S]iP
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= {postn[[while ®) S]tP|PeP} LB1)§
= {post![-B]L X“(P) | P P} 1(109)§
= {post! [-8]% (LI, X"(P)) | P e P} Ldef. (106) of X*§
neN
= {l_m P(’Stu [[ﬁB]]QX"(P) |PeP} {join preservation 3.2.D.d§
neN
= {J! {post' [-B]{ X"(P) |[n e N} | P P} {def. of | I% §

[al

o' ({post![-B]E X" (P) | Pe P AneN})
{Any L% {post'[-B]EX"(P) | neN} is the least upper bound of the increasing chain
(post! [-B]E X" (P), n e N) of {post![-B]E X" (P) | P ¢ P A n e N} which, by the dual def. (82)
of o', belongs to a' ({post! [-B]A X" (P) | P e P AneN})§

= o' (Post![-B]L({X"(P) |[Pe P AneN}) 131)§

= o (Post! [-B]L(IfpS A - P UPost [if(B) S else skip]h(X))) (110§

= ol (Post! [while(B) S]iP) 1015 o
ProOF OF THEOREM 20.2. — The proof of soundness is similar to that of theorem R.4.

— For completeness, let
Z = {X"(P)|PePArneN} (111)

— The condition P ¢ 7 of the premise holds for n = 0;

— The second condition {Z[}if (B) else skip{Z| of the premise is equivalent, by (51), to VI € T .
post! [if (B) else skip]'I € Z, which holds by definition (106) of the iterates.

— The last condition @I E ﬁBﬂ QE of the premise follows from the hypothesis provided by the conclusion
of the rule (90).

Post! [while(B) SJL(P)c O
= Post! [-B]L(IfpSAX - P UPost [if(B) S else skip]h(X))c O
{def. (91) of Post' [while(B) SJiPS$

= Post![-BJE({X"(P)|PePAneN})cQ {lemma 110§
= {post![-B]L(X"(P))|PePAneN}cQ 131)§
= VPeP,neN. post[-B]L(X"(P)) € Q {def. c§
= VPeZ. postu[[ﬁB]]ﬁP €Q {def. (111) of Z§
= {Z}-8{Q} (DS o

S Proofs for Section 21 (Sound and Complete Proof Rules for Generalized Exists Forall
Hyperproperties)
S.1 Conjunctive Abstraction

In this part III, we have introduced abstractions and their compositions. We now consider their conjunctions
by intersection. In static analysis with two different abstract domains this would correspond to a reduced
product.

S.1.1  Conjunctive Abstractions of Dual Operators. We define the conjunction of abstractions introduced in
previous sections of part IIL.
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Definition S.1 (Dual abstractions).

0ps = {a5aF &5 ok (112)

op® = {a° L&t d) (113)

The conjunctive abstraction operator R takes two idempotent abstraction a; € Op= and a; € Op= and
returns a new abstraction function that abstracts property P to the intersection of a; (P) and az(P).

Ry, ay) = AP a1(P) naz(P) (114)

LEMMA S.2 (PROPERTIES OF THE WELL-DEFINED CONJUNCTIVE ABSTRACTION). For any a; € Op=, a; € Op=,

and P € Ry, o) (p(L)), we have (1) a1(p(L)) € a=(p(L)) and e2(p(L)) € a”(p(L)): () a=(P) n

a?(P) = P; and (3) if both a; and ay are upper-closures, then R is also an upper-closure.

051;“2)

PRrROOF OF LEMMA S.2. (1) directly follows from the definitions. Let us then prove (2). For an arbitrary
hyperproperty Q € R(,, ), We have Q =Ry, 4,y(P) for some P € L. It follows that

£(Q)na(Q)
= a“ (a1 (P)naz(P)) na” (a1 (P) naz(P)) {def. of Ry, )5
a“oay(P)na" oay(P)na” oaz(P)na” oai(P) {def. of = and &7 that are increasing§
a“oa(P)na” oay(P)
{a? o a;(P) = L for non-empty a;(P) since {1} € a;(P). The equation trivially holds when

N

a1(P) =a§
= a1(P) naz(P) {def. of a1 (P) € a=(p(L)) and aa(P) € &= (p(L))§
= R(oq, az)(P) = Q Zdef Of R(al, az)S

The inverse holds because = N a? is extensive. Then we have «=(P) n o= (P) = P.
Now let us now prove (3). R(4,, a,) s increasing and extensive by definition when a; and a are increasing
and extensive. We now prove that it is idempotent, which amounts to showing that Ria,, ) (P) c Ry

R(4,, o) (P) forany P e p(L).
R(al,ag) OR(al,aZ)(P)

011,0!2) °©

= R, ) (@1 (P) naz2(P)) {def. of Riy )5
= 0(1(0{1 (77) n az(P)) n 0(2(0{1 (P) n (Xz('P)) Zdef. 0fR<a1’ a’z)j
capoar(P)nagoaz(P)nagoaz(P)nazoar(P) {def. of a1 and a; that are increasing§

= a0 0{1(7)) Nnago 0{2(7))
{a1 0 a1(@) = @. For non-empty P, az o a1 (P) = L, since L € a1 (P). The equation trivially holds

when a1 (P) = &
= a1(P) naz(P) {def. of a7 and «, that are idempotent §

= R(ab az)(P) Zdef Of R(al, aZ)S

Asaresult, Ry, o,y (P) is idempotent since Ry, 4,y (P) is extensive that implies R4, 4,)(P) 2 R4, 4,) ©
R(al, az)(P)‘ ]

The domain conjunctive abstraction R< is more expressive than both both «; and a.

011,062)

LEmMA S.3. For a well-defined conjunctive abstraction Ry . we have the Galois retractions (R4, o) ((L)),

ay, az)

©) == (@(p(L)). ) and (Rig, 0 (L)), &) === (aa( (L), <).

= =2

PRroOF OF LEMMA S.3. Without any loss of generality, let us prove the first Galois connection.
We first show that for an arbitrary P € a1 (p(L)), 1(P) = P isin R(y, 4,)((L)). P can be express by
P = a1(Q) for some Q € L. If P = &, then it’s trivially in R<a1, @) If P # @, then
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P =1 (Q)
=arom(Q)Nazoa(Q) { a1 is idempotent and a3 o a1 (Q) = L for non-empty a;(Q)§
= a1(P) naz2(P) {replace a1 (Q) by P§
Thus, Pisin Ry, 4,)((L)). Since P € a=(p(L)) by (1) of lemma S.2, we know that &= o 1(P) = P, proving
the Galois retraction. ]
LEMMA S.4. For a well-defined conjunctive abstraction operator Ria,, as): if a1 and ay are upper closure
. 1
operators, s0 is R4, 4y, and (p(L), €) ==———= (R4, 4,)(p(L)), S).

(ay, az)

Proor. This follows from Lemma S.2 implying that R is an upper closure operator. O

ay, az)

S.1.2  Proof Rule Simplification. Applying the consequence rule {PhsiQl {PEs{R} , we get the follow-

{PEs{enR}|}
ing sound and complete rule for the conjunctive abstraction.
et 2 R e(L) (119

Proor oF (115).

{PEs{el
< Post[s]}(P)c Q {def. of {P}S{ QLS
< Post[S]'(P) ca=(Q) na?(Q) {By lemma S.2§
< Post[S]}(P) < a=(Q) A Post[S]}(P) c 2™ (Q) {By consequence rule§
= {Phs{(QF A {PEs{(Q} ldef.of {P}s{Q}S o

Lemma S.3 shows that a=(Q) € a;(p(L)), and a®(Q) € a2(p(L)). Therefore we have similar rules for
the case when the post-condition is in @1 (p (L)) and a2 (p(L)) respectively. An example is given in the next
section.

S.2 Lower t-closed and frontier elimination

Let us define the c-closed lower closure operator o=

o = AP-{PeP|VP cL.PcP=P eP} (116)

1
LEMMA S.5. 0= is a lower-closure that is increasing, reductive and idempotent, and {p(L), 2) —

(@=(p(L)). 2)

PROOF OF LEMMA S.5. By definition of o=, it is trivially increasing and reductive. Let us first prove that
05(P) € a=(p (L)) for arbitrary P € p(P). We have

a0 0=(P)
= {PelL|3P eo=(P).PcP} {def. of o=}
={PeL|3P eP.(vP"cL.P'cP = P"cP)APCcP} {def. of 0§

={PeL|PePA(vP cL.P " cP=P"cP)}

{(S) holds as aF is extensive;
(2) choose P’ = P§
= 0°(P) {def. of 0=§

We then prove that o o a=(P) = a=(P)
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0= 0a~(P)
= {Pea“(P)|VP eL.P cP=P ca“(P)} {def. of 0=§
={PelL|(30eP.PcQ)AVP eL.PcP= (30" cQ.P cQ')} {def. of &= §

={PelL|3QeP.PcEQ}
{(2) as o= is reductive;
(c) forall P’ € P, simply let Q' = Q, then P/ € P = Q = Q' holds

= a~(P) {def. of a=§
Thus, we have proved that o= (p(L)) = a=(p(L)). For any P € P, we have 0= 0 0= (P) = o=(P), since
0=(P) is included in &= (p(L)). i

S.3 Frontier p-Elimination Abstraction
We define a new abstraction based on o and 0"

o = AP- U (PP (117)
FeaL(P)

where 9= 2 AFelL-AX ecp(L)-{PeX|FcPAVP cL.FcP cP=P cx}
LEMMA S.6. QEE is reductive and idempotent

PROOF OF LEMMA S.6. For any P € p(L) and P ¢ o£(P), we have P ¢ ¢=(F)P for some F € aZ(P),
meaning it is in P. Thus QEE is reductive. To prove idempotency, let us first prove that o= preserve lower-
frontiers, that is o= (P) = af 0 o=E(P).

o"00™(P)
= {PeoE(P)| VP o E(P) . PPcP=P=P) {def. of oL
= {PeP|(IFed(P).FcPAVYP eL.FcP cP=P eP)A

VP eP . ((3F eal(P) . Fyc P AVP]eL .FicP{cP =P e P)AP cP)=P=P}

{def. of o°L§
= {PeL|3Geal(P).G=P}=d(P)
{(2) When G = P, then for all P; such that P; c P, P; = P holds trivially;
(c) Since 3F; € aX(P) . F, € P, AVP, €L . Fy  P| c Py = P] ¢ P holds if P; is instantiated to F,
then the equality P = F holds, where F is a lower-frontier. Thus we can simply let G to be F.§

We now prove idempotency. Since aE(’P) = aEOQEE(P), it remains to prove that ¢= (F)P = ¢=(F) (QEE(P))

for any F € a£(P).
c cF

¢~ (F)(e==(P))
= (PeoE(P)|FecPAVP eL. FcP cP =P eoL(P)} {def. of ¢=§
= {PeP|(3F ea(P) . FicPAVP eL.FcP cP=P eP)AFcPA

VPyeL.FcPcP= (3Fcal(P).F,cPyn(VPyelL . F,cPyc Py = PyeP))}

{def. of o=E, replace P’ with P, §
= {PeP|FePAVP eL.FEP cP=>P P}

{(2) since we have assumed that F is a lower frontier for P, we can simply let F; = F, = F, and all
the conditions do hold;
(c) Toprove VP  eL.Fc P’ cP= P eP.Weare allowed to instantiate P, = P in the premise
VPyelL.FcPycP=3Fcal(P). F,cPyA(VPyeL .F,cP)c Py = P)cP). Then we
get VPj e L. Fy © Pj c P! = P} e P for some frontier F, where F, © P'. We are then allowed to
instantiate Pj to P’, which implies that P’ € P holds. §

Therefore, we proved idempotency. ]
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S.4 Exist Forall Hyperproperties
Assuming that (L, £) 2 (p(II), c). 3V hyperproperties have the form
EAH 2 {{Pep(ll)|3Im eP.VmeP,(m, m)eA} |Acp(IIxI)} (118)
Example S.7. The negation GD of the generalized non-interference properties GNI in (85) is a 3V hyper-

property expressing generalized dependency. A set of executions satisfies the generalized dependency when
altering the initial values of high variables does change the set of possible final values of any low variable.

GD = {Pel]| Elowrla{, aszé eP. VO’37TO'3,» eP. (119)
(01(L) = 02(L) = 03(L)) = (o3(H) = 02(H) = a5(L) # o1(L))} "
The hyperproperties with QEE subsume 3V hyperproperties.
EAR c o (p(p())) (120)
PrOOF OF (120). We prove that VP € EAH . P € 0=L(p(p(IT))). By Lemma S.6, it is sufficient to prove

that P € o=E(P) due to the fact that o=F is reductive and idempotent. P is expressed as P 2 {P ¢ p(II) |
dmy € P.Vmp e P, (m, mp) € A} for some A.

0= (P)

= U o= (F)P Zdef.onEES
FeaL(P)

= |J {PeP|FcPAVP cL.FcP cP=P eP} {def. of = §
FeaE(P)

= {PeP|3IFeal(P).FcPAVP cL.FcP cP=P eP} {def. of U§

1G]

{Pep()|3m eP.VmpeP . (m, m)eA} =P
{For arbitrary P € P, there exists 7 € P where for all (7, 7’) € A holds for all z’ € P. Let F = {x},
which would be in aZ(P) as @ ¢ P by definition. Then F € P holds trivially. For all P’ such that
F = {n} ¢ P’ c P. Let 7 be the existent 7y, then for all 7r; € P', it is also in P. Thus we have (,
72) € A, meaning that P’ € P § m|

S$.5 Proof Rule Simplification
Using the consequence rule, we introduce a sound and complete proof rule that splits an abstract frontier-o=
eliminated abstract hyperproperties into a conjunctive abstraction. This requires manual efforts that partition
the precondition P into frontier-indexed preconditions X where Xp € p(L) for F € af(Q). Then we can
further use the consequence rule to prove the triple for the correspondent conjunctive abstraction.
3X e at(Q) »p(Lh) . VFea(Q) {Ar}s{o™(FQL Pe U X
FeaE(Q)

S , Qe sE II
TPTS1] o (p(p( ))()121)
Proor oF (121).
{Phs{el
< Post[s]}(P)c Q ldef. of {P}S{ QLS
< Post[s]H(P)c U ¢ (F)Q {lemma S.6§
FeaE(Q)
< X e (Q) »ph) Post[s]'( U Ap)c U ¢o°(FQ A Pc U A
Feaf(Q) Feaf(Q) FeaE(Q)

(=) letXp=Pforall F. (<) Post[S]#(P) isincreasing.§

< WX ed(Q)-plh). U Post[s]f(Xp)c U oS(F)Q A Pc U A
Feaf(Q) Feal(Q) FeaE(Q)
{Post[S]! is join preserving
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< X e (Q)»p(Lh) . VFedf(Q) . Post[s]!(Xp) <= (F)Q A Pc U a&F
Fea£(Q)
{consequence rule§
o X e (Q) (L) vFedf(Q) JXrs{e"(F)QF A Pc U A
FeaE(Q)
ldef.of {P}S{Q}S ©

Now the problem is reduced to proving the premise ﬁX F E S @ e=(F)Q E Interestingly, we are able to apply
the rule for conjunctive abstraction to ¢=(F)Q.

LEMMA S.8. For arbitrary P € p(L), and F € a£(P), = (F)P ¢ Rige, oy (0(L)).

Proor. By lemma S 4, it’s sufficient to prove that R(,c ,v) © @=(F)P = ¢=(F)P
R(aE, aV) © (PE (F)P

= a" o (FYPnaY o g (F)P {def. of Ryge 47y S
= {PeL|3P e (F)P.PcP'}n{PecL|P2[ o (F)P} {def. of o= and & §
= {PeL|3P eP . (FEP AVP " cL.FcP ' cP =P cP)APcP }n{PcL|P3[ |~ (F)P}
{def. of ¢=§
={PeL|3P eP.(FcP AVP" cL . FcP'cP = P"c¢P)APcP AFcP} (Me=(F)P =F§

= {PeL|FEPAVPieL . FEP,cP=P P} =9~ (F)P

{(2) letP' =P then FEP' AVP" eL.Fe P’ =P = P" ¢ P holds by replacing P’ with P;;
(S) For any P; such that F = P; € P holds, we have F € P € P’ for some P’ sothat Fc Py c Pc P’
also holds, which implies that P; € P. By the premise, we have VP e L. FE P c P’ = P ¢ P, we
are allowed to instantiate P”’ to P; and have P; ¢ PS m}

LEMMA S.9. We can equivalently rewrite the rule in (78) and (16) by the following.
VPeP. {P}s{MQ} VPeP.30eQ. {P}s{Q}
1PEs{e2(Ql 1PEs{e=(Q}
PROOF OF LEMMA S.9. Let us prove the first one: by rule (78), it is sufficient to show that [1Q = [1a=(Q).
Since a7 is extensive, then [1Q 21 aE(Q) holds trivially. For arbitrary P in aE(Q), there exists Q € Q such

that Q c P and then [1Q © P. Thus [ Q is a lower bound of aE(Q) and is smaller than the greatest lower
bound of it. Now let us prove the second one:

L a=(Q) ea(p(L))

{Pls{a“(QF
< Post[s](P) ca®(Q) ldef. of {PS{ Q]S
< VPeP . post[s]!(P) e a®(Q) {def. of <§
< VPeP.30¢€ Q. post[s]!(P)c 0 {def. of a7'§
= YPeP.30eQ. {P}s{Q} {def. of {P}S{Q}§
m}

Lemma S.8 implies that we can simplify the proof rule (121) by further applying (115), and then Lemma
S.9, where its hypothesis is implied by S.3. Since we have proved that all the intermediate rules are sound and
complete, rule (92) is sound and complete for all postconditions Q € o= (p(L).

X eadf(Q)—pLhy.Pc U Ar
FeaE(Q)

VPeXp .30 ep=(F)Q. {P}s{Q} VPeXp. {P}s{Me=(F)Q}

R sTar MOt (5.9 P s BE———" (5.9)
VFEQE(Q)_ {] FI}S{]a—O(p—( )QI}7 _ {IﬁF[}s{Ia_o(ﬂ_( )Ql} (115)
{&xrls{e=(F)Ql
{Pls{Ql (121)
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Removing the intermediate steps, the rule becomes

3X eaf(Q) » p(LN).Pc | Xp A (VFea(Q). VP e Xp.30 € ¢°(F)Q.{P}S{0Q}. {P}S{F})
Fea£(Q)

{Phs{ol (92)

Example S.10 (Proof reduction for frontier o-elimination abstraction: bounded output). Consider the reach-
ability without break and nontermination. Let the hyperproperties P = {P € ©(2) | 3omaxomin € P .
Vo € P . omin(x) < 0(x) < omax(x)}, and Q = {P € (2) | Jomax € P . Vo € P . 6(x) < omax(x)},
and we want to prove {P [} S{ Q[ where S £ if(x>0) x=x else x=-x using the rule (92). In this case
af(Q) = {{o} | o € =} is a set of singleton states. We let the partition variant X be

X = A{J}’X{U}UX{U}
where X,y = {Pep(Z)[ocePA Vo' eP .o’ (x) <o(x) A—o'(x) < a(x)}
and /?{5} 2 {Pep(R)|6ePAVo €P.o (x) <o(x)r-0c (x) <o(x)}

where G is a shorthand for o[x < —o(x)]. Now let us prove the case of { Xio) s {¢=(F)QJ} for arbitrary
o, as the case for X' (o) 18 symmetrical and they can be combined by the consequence rules. Then the rule
application proof steps are the following (for an arbitrary P € X ( U})

by def of Q o' € Q' implies ¢’ € Q by def of X5 and Q
vQ'. cQ’'c e X " 7
et 0= {0/ €3 | o'(x) < o)} . AL T2 Q{:;s(f)g Q=0"cX) Vo e%rs%s o(o)
3 ep=(NQ . {Pys{o}
and

by def of of X where o =0
VO" eF = {O'} . O', € X{o.}

{PEs{F}

Now it only remains to show that P ¢ U X{U} U X{U}. For arbitrary P € P, there exists omin and omax
oexn

in P where opmin(x) < 0’ (X)0max(x) for all ¢’ in P with two possible cases:

(1) [omin(x)| < |omax (x)|: then we know that P is in X(, by definition.

(2) |omin(x)| > |omax (x)|: then omin(x) must be negative and omax(x) < —omin(x). In this case, P would
be in X, because of the following: & = ¢ has implied that & € P. Moreover, for arbitrary ¢’ in P,
o’ (x) < Omax (x) < =Gmin(x) = Gmin(x), s0 as —o’ (x) < Gmin(x) holds as oy (x) is the lower bound.m

T Proofs for Section 22 (Hierarchy of hyperproperties abstractions)

ProOF OF (92). Let P € agf(p(L)) so that there exists P’ such that P = agﬁ(”P'). Let us consider
o~ (P)

- @ (P) Ldef. P = a=F (P')§

= ocE(azT(ozE (aF(P’)))) {def. (87) of a=" and dual def. (81) of =F and composition o§

= (P eL|3Peal (5" (P)). P P} {def. (79) of a=§

= {P eL|3Pe{| |Pi|(PsicN)e aE(aF(PI)) is an increasing chain with existing lub} . P’ € P} { dual
ieN

def. (82) of aTS
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= {P' e L| 3 an increasing chain (P;, i € N) with existing lub . Vi e N . P; € aE(aF(P')) AP | | P;}{def.

ieN

e

= {P' € L | 3 an increasing chain (P;, i € N) with existing lub . Vie N . P; e {P e L | 3P" e o« (P") . P'
Py AP c| | P} {def. (79) of = §

ieN

= {P' € L | 3 an increasing chain (P;, i € N) with existing lub . Vi e N . 3P" ¢ aF(P') PP’ AP c
|_’|\1Pi} {def. €§
i€

={PeL|3P" e (P). PP}
{(=) YieN.P;c P implies | ;N P; € P” by def. existing lub, so that P’ c P"’ by transitivity;
(«<=) Conversely choose the constant hence increasing chain (P’, i € N) with existing lub P’ so that
VieN.P;=PcP" AP c|lNPi=P§

- (@ (P)) {def. (79) of a=§
=P {def. P§
It follows by the fixpoint definition (87) of &= (P) 2 Ifp= AX - PUa=T (X) that &= (P) = P so that the Galois
retraction (92) follows immediately. o

PROOF OF FIGURE.1. By (92), if P ¢ &M (p(L)) then 1(P) = P ¢ a'j(p(L)) proving &' (p(L)) €
a(p(L)). _ _

P e a=F(p(L)) then 3Q € p(L) . P = a=F(Q) so that, by idempotency in (79), a=(a=F(Q)) =
a"(Q) = P, proving a=" (p(L)) € 2= (p(L)).

For arbitrary non-empty P in a (p(L)) and consider then (o (o ( L)), =) is a sublattice which is complete,
meaning that it is chain-closed. Thus, a=F (p(L))(P) = P, and so a=F (p(L)) < a®(p(L))

For arbitrary non-empty P in a™L, P = UreaZ (P) {PeL .Fc P}bylemma 17.8, then for arbitrary P in P,
F < P for some F in a2(P). P would be in ¢=(F)P as for all P’ such that FE P’ P, P ¢ {P' ¢ L |Fe P’}
trivially. This implies that P QEE(P), meaning that P = QEE(P) as the inverse holds by the fact that QEE is
reducive. This proves that a”L (p(L)) € 0= (p(L)).

For arbitrary non-empty P in a=(p(L)), af = {1}. Then o®E(P) = 07 (P) = P. The last equation holds
because o~ is closure operator on &= (p(L)). This proves that a=(p(L)) € 0=E(p(L)). i

U Proofs for Section 24 (Conclusion and Future Work)
Proor oF - { P} S{Q} < IzeP cP. {P' | s{-Q].

~-{Phs{ol
< —(Post![s]"P c Q) 151)§
< ~({post($)P|PeP}c Q) 131)§
< ~(VPeP . post! (S)Pe Q) {def. c§
< JPeP. postu(S)P €-9Q { def. negation §
< 3oeP cP . {post!(S)P' | P e P’} c-Q

{(=) choose P’ = {P} and def. c;
(«<) since @ § P’ C P there exists a P € P’ such that P € P and {post!(S)P' | P’ € {P}} ¢
{post! ($)P’ | P' € P'} ¢ ~Q proving post! (S)P € ~Q. )
< 3ggP cP. pPostl[s]'P c Q 131)§
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= 3ggP cP (P [s{-Q} (G o
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