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ABSTRACT
Field Programmable Gate Arrays (FPGAs) are known for their repro-
grammability that allows for post-manufacture circuitry changes.
Nowadays, they are integral to a variety of systems including high-
security applications such as aerospace and military systems. How-
ever, this reprogrammability also introduces significant security
challenges, as bitstream manipulation can directly alter hardware
circuits. Malicious manipulations may lead to leakage of secret data
and the implementation of hardware Trojans. In this paper, we
present a comprehensive framework for manipulating bitstreams
with minimal reverse engineering, thereby exposing the potential
risks associated with inadequate bitstream protection. Our method-
ology does not require a complete understanding of proprietary
bitstream formats or a fully reverse-engineered target design. In-
stead, it enables precise modifications by inserting pre-synthesized
circuits into existing bitstreams. This novel approach is demon-
strated through a semi-automated framework consisting of five
steps: (1) partial bitstream reverse engineering, (2) designing the
modification, (3) placing and (4) routing the modification into the
existing circuit, and (5) merging of the modification with the orig-
inal bitstream. We validate our framework through four practi-
cal case studies on the OpenTitan design synthesized for Xilinx
7-Series FPGAs. While current protections such as bitstream au-
thentication and encryption often fall short, our work highlights
and discusses the urgency of developing effective countermeasures.
We recommend using FPGAs as trust anchors only when bitstream
manipulation attacks can be reliably excluded.

CCS CONCEPTS
• Security and privacy → Malicious design modifications;
Hardware reverse engineering; •Hardware→ Software tools for
EDA.
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1 INTRODUCTION
Programmable hardware has become essential in today’s digital
landscape due to its adaptability, rapid development cycles, and
low Non-Recurring Engineering costs. Consequently, Field Pro-
grammable Gate Arrays (FPGAs) are now pivotal components in
safety-critical systems like medical devices, airplanes, network in-
frastructure, and defense applications. These systems require an
extremely high level of trust and reliability, making hardware-based
trust anchors indispensable. Given their versatility, FPGAs are often
employed as trust anchors in these critical applications [26]. How-
ever, compared to Application-Specific Integrated Circuits (ASICs),
the reconfigurability of the FPGA fabric via bitstreams introduces
additional security threats. Though effective protection for bit-
stream authenticity, integrity, and confidentiality exist in theory,
their implementations often have flaws that can leak information
through side-channel attacks as well as flaws in the implementation
itself [1, 13, 14, 17, 22, 30, 32, 39, 42].

In this paper, we comprehensively investigate the threat potential
of FPGA design manipulations when their bitstream is not prop-
erly protected. In the past, manipulation attacks were significantly
hampered by the proprietary nature of bitstream formats. In recent
years, however, progress has been made in documenting widely
used bitstream formats [4, 5, 8–10, 15, 18, 25, 50, 51], thus preparing
the ground for reverse engineering and subsequent manipulation
of deployed designs. Yet it remains an extremely tedious and error-
prone task to reverse engineer the bitstreams of complex real-world
designs [27]. Thus, this paper posits that severe manipulations are
possible with minimal reverse engineering of the underlying de-
sign. Specifically, we propose and demonstrate a methodology, in
which pre-synthesized circuit modifications are placed and routed
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on top of the original circuit, resulting in a functional bitstream
containing both the original circuit and the intended manipula-
tion. Thereby, the manipulation circuit must first be designed at
the Register-Transfer Level (RTL) and then placed and routed into
unused fabric of the target chip.

Contribution. We propose and develop a universal and efficient
method to integrate complex manipulation circuits into existing
bitstreams without having to reverse engineer the entire bitstream.
Our method requires only limited knowledge of the bitstream for-
mat, including the elements that make up the manipulation circuit,
to ensure that the method does not inadvertedly override these
elements in the targeted bitstream. With this knowledge, we create
a toolchain automating the processes of placing and routing synthe-
sized FPGA designs into an existing bitstream and connecting it to
the already existing circuit. We evaluate our proposed methodology
through four comprehensive case studies that modify the OpenTi-
tan design synthesized for a Xilinx’ 7-Series FPGA, highlighting its
constructive and destructive potential.

Case Studies. Figure 1 shows the different components of the
OpenTitan base design that are manipulated in our four case studies.

Security Module (OpenTitan)

RISC-V
CPU

AESProgram
Memory

23
14

Figure 1: Manipulation entry points for our case studies.

1 In the first case study, we demonstrate how to record and ex-
tract signal traces, e. g., from internal Advanced Encryption
Standard (AES) states or for general debugging purposes.

2 The second case study focuses on trojanizing the data flow
while the secret key of an AES instance is set. An attacker
can utilize this to recover the secret key.

3 The third case study demonstrates how to manipulate indi-
vidual Central Processing Unit (CPU) instructions as they
flow between the programmemory and the executing RISC-V
CPU, allowing an attacker to interfere with the initialization
of the AES unit.

4 In the fourth case study, we replace an entire sequence of
instructions to patch the running application and perform
sophisticated attacks. For demonstration purposes, we add a
message block to the regular external communication inter-
face containing the (protected) secret key.

Availability. We release all implementations required to repro-
duce the presented case studies under a permissive open-source
license on GitHub: https://github.com/emsec/PatchingFPGAs

2 BACKGROUND & RELATEDWORK
FPGAs are reconfigurable, application-independent chips, whose
operational circuitry is programmed by uploading a so-called bit-
stream. Since we are using the widely deployed Xilinx 7-Series
FPGAs in our case studies, we stick to their nomenclature. The
FPGA’s reconfigurability is realized by a reprogrammable fabric

consisting of programmable elements such as 6-to-2 Lookup Ta-
bles (LUTs), which contains the Boolean functions, Flip Flops (FFs),
and specialized blocks (e. g., Digital Signal Processors (DSPs)). Sev-
eral of these Basic Elements (BELs) are organized in blocks and
connected to each other by a reconfigurable routing realized by the
so-called Programmable Interconnect Points (PIPs).

In the following, we situate our work within the existing litera-
ture and discuss the building blocks on which our work is based.

2.1 Bitstream Protection Shortcomings
To protect the users’ designs and their Intellectual Property from
manipulation, reverse engineering, and tampering, almost all FPGA
vendors have developed bitstream protection techniques such as bit-
stream encryption and authentication. Although these techniques
have been employed for decades, providing robust bitstream protec-
tion mechanisms has been a vexing problem for the FPGA industry.
A large and constantly growing body of literature demonstrates
that existing bitstream protection mechanisms can be defeated by
side-channel and probing means [22, 30, 32, 33], as well as imple-
mentation flaws [13, 14, 17, 39, 42]. Recently, Albartus et al. [1]
used the Internal Configuration Access Port (ICAP) to overcome
bitstream protection schemes by exploiting this internal unsecured
interface to design a stealthy Trojan implantation framework. In
particular, they propose to hide hardware Trojans in the time and
space domain by using an unsuspicious design that utilizes the
ICAP and then dynamically configures the Trojan. In summary,
such vulnerabilities and novel attack vectors demonstrate the de
facto possibility of manipulating current FPGA bitstreams, address-
ing this first challenge in bitstream manipulation.

2.2 Bitstream Reverse Engineering
Another essential building block is the ability to understand the
(proprietary) bitstream format. Several works [4, 5, 8–10, 15, 50]
show the possibility of reverse engineering the bitstream format
by creating a database that links the bits in the bitstream to the
BELs within the FPGA fabric. Additionally, various open-source
resources document the bitstream format of different FPGAs and
vendors [18, 25, 51], including most of the features of the Xilinx
7-Series. While these tools are intended to generate bitstreams
independently of the vendors’ tools, we can use their databases to
reverse engineer bitstreams to some extent.

2.3 Bitstream Modifications Attacks
Below, we review the implications and attack vectors from previ-
ous work on bitstream modification attacks. For a comprehensive
overview of recent bitstream modification attacks, see the work by
Moraitis [34]. In 2013, Chakraborty et al. developed a method to
merge two bitstreams of older generation Virtex-II FPGAs [7]. In
their case study, they added a circuit to dissipate power, resulting
in faster aging of the device. However, they work at the netlist level
without using a reverse-engineered bitstream and do not mix the
injected circuit with the existing circuit.

Swierczynski et al. [47] and Aldaya et al. [6] randomly manipu-
lated LUTs and Block Random-Access Memorys (BRAMs) in order
to fault FPGA implementations of cryptographic algorithms, which

https://github.com/emsec/PatchingFPGAs
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would subsequently leak their secret keys. Within this class of so-
called bitstream fault injection attacks [16, 35, 36, 45], several other
works inject modifications to fault a cryptographic computation
within the design of the FPGA to leak its secret key by means of
classical fault injection attacks. In summary, these works manipu-
late a single existing LUT or net to fault the computation, rather
than adding new components.

Also real-world products were attacked [26, 46]. For example,
Kataria et al. [26] defeated the trust anchor in Cisco Routers by
manipulating the used bitstream. The advantage of their attack is
that they have to reverse engineer and then manipulate the I/O pad
configuration in the bitstream only.

The common feature of all previous work is that the changes
made are minimal and mostly performed manually or with very lit-
tle support from automated tools to ensure that the manipulations
do not render the FPGA design non-functional. In contrast, our
work interweaves modifications of different circuit sizes with the
target designs and provides an automated toolchain that ensures
that the target design is only affected by the developed modifica-
tions.

3 METHODOLOGY & IMPLEMENTATION
In this section, we introduce the underlying threat model and de-
scribe our five-stepmethodology, alongwith implementation details
for each step. As shown in Figure 2, our general idea is to take an
original bitstream, reverse engineer it and develop a modification
circuit (in Hardware Description Language (HDL)) to inject it into
the original design by placing and routing it within the remaining
resources in the FPGA’s BELs.

Threat Model. In our proposed threat, an attacker is assumed
to have i) access to the bitstream, ii) the capability to interpret
and manipulate it, and iii) the ability to configure the manipulated
bitstream back to the victim’s FPGA. Access to the bitstream can
be obtained by intercepting a (remote) update or firmware from a
neighboring microcontroller, or by reading the bitstream directly
from the non-volatile memory of an FPGA. If bitstream protection
mechanisms are in place, our threat model assumes that these can be
circumvented, as elaborated in Section 2.2. After gaining access, the
attacker can reverse engineer the bitstream to locate manipulation
points within the netlist and insert the malicious circuitry. Finally,
the attacker must program the manipulated bitstream back onto
the target FPGA. This can be done using the same methods as
for bitstream extraction, e. g., by uploading it to the FPGA or non-
volatile memory directly, or remotely using update mechanisms or
adjacent microcontrollers. Importantly, no HDL code of the original
design is required in our threat model, as all necessary design
information is obtained via reverse engineering.

3.1 Step 1 : Partial Reverse Engineering of the
Original Bitstream

Once obtained, the original bitstream must be converted to a netlist.
The goal is to have a machine- and human-readable representation
of the bitstream, which is used to find a suitable place to insert the
manipulated design and to gain knowledge of where free BELs are

in the FPGA. The free resources are later used to place and route
the modification design into the existing one.

Implementation. To achieve this goal for Xilinx 7-Series FPGAs
we leveraged the open-source bitstream database of Project X-
Ray [18] and the accompanying fasm2bels tool. This database was
created using bitstream reverse engineering techniques as discussed
in Section 2.2. The fasm2bels tool converts the bitstream into a
FPGA Assembly (FASM) file, which can be converted into a Verilog
placed-and-routed netlist. As some special cases and BELs are miss-
ing in Project X-Ray’s database, the resulting netlist is not entirely
complete. However, this is not a problem since the most important
BELs are reversed, i. e., LUTs, FFs, and the routing, and in Step 5
we will only add the modifications to the original bitstream instead
of regenerating the whole bitstream.

3.2 Step 2 : Designing the Modification Circuit
In the second step we define and implement the modification circuit.
This step consists of the subtasks, first, to identify a suitable place
to inject the modifications, and second, to implement the injected
circuit in an HDL. Typically, a modification should interact with the
original design, thus the analyst identifies the desired signals either
by reverse engineering the design or by using high-level design
information. The identified signals in the original design are then
marked as listening (i. e., input) or overriding (i. e., output). Then
the analyst designs the modification circuit in an HDL that uses the
marked signals as its respective input and output ports. Afterwards,
the design is synthesized for the target FPGA architecture. This
gives us a synthesized netlist that we can insert into the existing
design in the following steps.

If a signal within a LUT, i. e., an intermediate signal, is of interest,
the corresponding LUT must be decomposed. This means that the
Boolean function of the LUT is split into two functions so that the
intermediate signal can be tapped or manipulated.

Implementation. In our case studies, we implement several mod-
ification circuits ranging from implanting a logic analyzer to mod-
ifying the instruction register in OpenTitan. Since we used the
open-source OpenTitan project as the original design, we identified
the target signals within the HDL sources and mapped them to
the placed and routed netlist. If the analyst only has the bitstream,
they can use established techniques and tools for netlist reverse
engineering such as HAL and DANA [2, 11]. We implemented all
our modification circuits in SystemVerilog and synthesized them
with Vivado.

3.3 Step 3 : Placing the Modification
In this step, we start to merge the original circuit and the synthe-
sized modification circuit by placing the elements from the mod-
ification circuit into the unused cells of the original design. The
routing is done in the next step.

Implementation. As part of the case studies, we implemented a
custom placer in Python and Tcl that outputs an XDC file containing
all the new placement information that can be used in Vivado. It
first replaces the input and output elements within the existing
circuit to allow the signals connected to these cells to be replaced
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Figure 2: Overview of the individual steps in our methodology.

in the modification design. All other cells are placed in resources
not used by the original design.

To maintain timing closure, the cells are placed as close as possi-
ble to the connecting nets. This is of significant interest, as each
additional PIP required for signal routing adds some delay to the
critical path [12]. As we only use free tiles, we take the minimum
feasible Euclidean distance between to be placed cells to other cells
in the nets. Special care has to be taken on placement of carry struc-
ture and muxes, as carry chains need to be aligned vertically in
consecutive Configurable Logic Blocks (CLBs) and in the correct bit
order. Muxes need to connect all LUTs signals that are input to the
mux structure in two or four grouped LUTs of a CLB. Additionally,
it reduces routing overhead when FFs are placed next their input,
i. e., the LUT feeding the FF.

3.4 Step 4 : Routing the Modification
This step routes all of the added signals of the modified circuit,
while respecting the existing routes of the original design by using
only unused routing resources. Hence, the timing of the original
circuit is not changed to avoid timing closure issues. The final result
is a fully functional placed and routed netlist where the injected
circuit is finally prepared for merging into the original design.

Implementation. We implemented a custom least-cost router in
RapidWright [29] that meets the following requirements: i) use only
available unused routing resources and ii) merge with the existing
circuit. For example, tapped input nets, i. e., existing signals that are
fed into the modification circuit as inputs, can be branched at any
junction of the existing route. Static net routing and clock routing
must also be implemented, although the latter is ultimately so
simple that it can be done by manually evaluating the clock tree and
adding routing constraints to the modification design. Whenever
an unroutable situation occurs, our custom router prioritizes the
unroutable net and repeats the routing process with the updated
prioritized list of nets.

3.5 Step 5 : Merging the Bitstreams
In the final step, the placed and routed modification circuit is con-
verted into a bitstream which is then merged with the original
bitstream. Thus, only the bits in the original bitstream that are af-
fected by the modification design are changed. This way, elements
that are not perfectly reverse engineered in Step 1 will not be
impaired.

Implementation. We create the final bitstream containing the
original bitstream and the modification design as follows: First, the
fully placed and routed modification circuit checkpoint file is loaded

into Vivado to generate the bitstream. Only the modification circuit
is converted into a bitstream, i. e., not the original circuit. Second,
the modification bitstream is converted to a FASM file using the
Project X-Ray database. Each line in the FASM file represents a
changed element compared to the original bitstream, e. g., a LUT
configuration or PIP setting for the reprogrammable routing. Third,
the bitstreams are merged using a custom bitstream modification
tool, that retrieves the bit positions of each manipulation specified
in the FASM file from the Project X-Ray database and modifies the
corresponding bits in the original bitstream.

4 CASE STUDIES
This section demonstrates our methodology through four case stud-
ies ranging from a passive recording of existing signals to the com-
plete replacement of whole instruction sequences in the RISC-V
CPU, showing the adaptability and the possibilities for more sophis-
ticated hardware Trojan implementations. We used the OpenTitan,
a silicon root of trust, for all case studies as our targeted FPGA
design. A required target application that runs on the OpenTitan is
proposed in Section 4.1.

4.1 Target Application
The OpenTitan includes various implementations of cryptographic
primitives such as AES and an Ibex RISC-V CPU that runs the code
that meets the needs of the respective security application and can
access all peripheral modules. One notable feature is its key man-
ager, which is designed to securely store and transfer keys directly
to cryptographic cores without involving the RISC-V core. To per-
form cryptographic operations, a program must first be loaded into
the RISC-V core to initialize registers and handle data. Without such
an application, the OpenTitan cannot perform any cryptographic
operations.

Algorithm 1: AES userspace application pseudocode.

1: 𝑚 ← UARTRX ()
2: loop
3: 𝑐 ← enc𝑘 (𝑚)
4: UARTTX (𝑐)
5: 𝑚 ←𝑚 + 1
6: end loop

Our target application for the OpenTitan continuously encrypts
a message using the AES core. It initializes the OpenTitan, awaits
a 16-byte initial plaintext over Universal Asynchronous Receiver
Transmitter (UART), which is continuously encrypted and incre-
mented by one while the resulting ciphertext is output over UART.
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Figure 3: Case Study 1 Schematic (Extracting Signal Traces).

Algorithm 1 presents the pseudocode of this application (See Ap-
pendix A.1 for test vectors). This program mimics a typical cipher
mode implementation, using multiple blocks to encrypt longer
messages or to generate key streams. Note that OpenTitan uses a
two-share AES hardware implementation, where we set one key
share to a fixed key and the other to all zeros. Using both key shares
would give the same results and require both shares to be handled
simultaneously, which is a minor methodological difference.

4.2 Case Study 1: Extracting Signal Traces
Our first case study implements a logic analyzer that traces arbi-
trary signals present in the target circuit. A similar bitstream-based
approach was previously presented for older generation FPGAs
by Graham [19] and Hutchings [23], which we extend to the new
7-Series. Such a logic analyzer can be used for (i) dynamic analysis
(as opposed to static analysis methods [3]), which may overcome
hardware obfuscation by directly accessing internal signals, (ii) leak-
ing internal secret data such as key material, and (iii) serve as a
debugging methodology during development without the need to
resynthesize the entire design (as required by existing commercial
and non-commercial logic analyzers [28, 38, 48]), thus saving time
and possibly finding non-reproducible bugs in synthesizers since
no resynthesis is required. In our case study, we successfully con-
nected the logic analyzer to the AES key register and leaked the
used key.

The general structure of the tiny logic analyzer is shown in
Figure 3. The logic analyzer stores the traced signals in a BRAM and
passes the recorded trace to the Boundary Scan (BSCAN) module,
which is accessible through the Joint Test Action Group (JTAG) port
and can be routed directly from the design. Typically, the JTAG
interface is connected to at least one specific pin header on the
Printed Circuit Board (PCB) for debugging purposes.

A single trigger signal activates the sampling of up to 64 paral-
lel probed signals by triggering a small state machine. The state
machine enables writing to the BRAM and its required address
counter. When either the BRAM is full (2048 data points) or the
trigger condition is false again, sampling is stopped and the traced
content is dumped to the JTAG port. Notably, the logic analyzer
does not affect the original circuit because the only output signal
is routed to the newly instantiated BSCAN cell, and the overall
routing of the original design remains the same, as intended by our
methodology (cf. Section 3).

Using the computer software OpenOCD [40], data is received
from the JTAG port. The tool PulseView [41] can display and de-
code received signal traces in an oscilloscope-like user interface. In
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Figure 4: Case Study 2 Schematic (Kleptographic Trojan).

addition, the received data can be further analyzed to gain more
insight into the target circuit.

4.3 Case Study 2: Kleptographic Trojan
This case study leaks the secret key in OpenTitan’s hardware AES-
128 in a kleptographic manner, a concept introduced by Young and
Yung [49]. We utilized the concept of weak kleptography by leaking
the key through replacing a ciphertext output with the encrypted
secret key, i.e., when the Trojan is activated, the ciphertext is re-
placed by 𝑒𝑛𝑐𝑘𝑇𝑟𝑜 𝑗𝑎𝑛

(𝑘). By transmitting this ciphertext over an
insecure channel, the attacker learns the original key by decrypting
this kleptographic ciphertext, since they know 𝑘𝑇𝑟𝑜 𝑗𝑎𝑛 . If the same
key is used for all encryptions, as in our target application (see
Section 4.1), the attacker can decrypt all further blocks. However,
the fact that the first block cannot be decrypted anymore with
the original key is easily detectable. Nevertheless, depending on
the architecture of the implemented communication protocol, this
might look similar to a communication problem and could lead to a
message repetition that will be correctly encrypted. Also, if the first
block is relevant, e. g., for header information, the attacker is free
to select a different block to replace with the key, only requiring a
slightly more elaborate state machine or different trigger informa-
tion. An advantage of attacking the cryptographic module is that
the proposed attack works whether the running program directly
sets the key on the CPU or the key originates from a secure key
storage, like OpenTitan’s key manager. As a side note, this case
study also applies to any other symmetric block cipher.

We have implemented this Trojan again in OpenTitan’s AES
block, as shown in Figure 4. Exemplary output is given in Appen-
dix A.2. The proposed Trojan consists of a small state machine for
activation logic and muxes, switching between the legitimate input
𝑘,𝑚 and our trojanized inputs 𝑘𝑇𝑟𝑜 𝑗𝑎𝑛, 𝑘 to the AES cipher block.
Since 128 key bits and 128 message bits are used, 256 muxes are
inserted into the signals to the cipher block to decide between the
trojanized input and the original input.

In order to perform the Trojan insertion into the circuit, the rele-
vant key and state registers have to be found by reverse engineering
means. Prior work [2] has shown that finding 128-bit wide regis-
ters of an AES implementation in the OpenTitan, including their
correct bit order, is straightforward. One method to find the correct
register holding the key is to override each register one by one
with a known value and then test if the encryption of the known
values yields the expected value. We assume the correct 128-bit
key register and the 128-bit state register are correctly identified,
as shown with previous methods.
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Figure 5: Case Study 3 Schematic (Instruction Replacement
Trojan).

4.4 Case Study 3: Instruction Replacement
Trojan

In this case study, we aim to integrate a hardware Trojan that mod-
ifies an instruction in the RISC-V CPU. For example, we change the
loading of the encryption key in the running program, triggered by
specific instructions. In contrast to the previous case study 2, no ma-
nipulation of the cryptographic engine itself is required. Thus, any
eventual functional and timing-related checks in the cryptographic
implementation will still pass. Similarly, we assume that even when
any code is signed or checked for modifications at runtime, the
proposed hardware manipulation of the executed code will remain
undetected, as the bus for instruction data accessed within the pro-
gram code differs from the attacked one used for executing the
instruction data. Only replacing the key while keeping the pay-
load the same is related to similar proposed hardware Trojans that
weaken the cryptographic primitives [47]. One application scenario
where this typically remains undetected is cloud storage, where the
same device encrypts and decrypts the data. The encrypted blocks
look like they are adequately encrypted but can nevertheless leak
information to the attacker.

A block diagram of the hardware Trojan circuit is shown in
Figure 5. Exemplary output is given in Appendix A.3. When the
key originates from the application program memory, intercepting
the instruction bus gives an attacker complete control over the
transferred key. As the instruction and data buses are 32-bit wide
each in the RISC-V, there will be subsequent instructions for loading
a single 128-bit key. The Trojan’s logic is more complex and involves
a counter for which word of the key to replace at which instruction.
The activation logic, however, only depends on the same instruction
bus because the target application has a unique instruction that the
Trojan can be triggered for just before loading the key material.

The instructions for loading the key into specified registers (load
upper immediate and add immediate) can be patched directly to
use a different key. When the key is loaded at each block of encryp-
tion, depending on the application’s implementation, the hardware
Trojan can selectively affect single blocks of the encryption. The
manipulation’s total effect is similar to the one in the previous case
study. The main difference is that the original key is not leaked
to the attacker, but the attacker can decrypt the plaintext of se-
lected blocks using the known key the hardware Trojan replaced
the encryption key with.

Security Module (OpenTitan)

UART

RISC-V
CPU

m
k Cipher

Control
Register

c

AES Unit

State
Machine

TROJAN_ACTIVE

ADDRESS

Program
Memory

3de: sw    zero,12(sp)
3e0: auipc a0,0xf0000
3e4: addi  a0,a0,-948
3e8: lw    a2,8(a0)
3ea: addi  a0,sp,44
3ec: addi  a1,sp,12
3ee: jal   422
...

Trojan
Memory

3e0: lui  a0,0xffeee
3e4: addi a0,a0,-564
3e8: sw   a0,24(sp)
...
5f0: j    3e0

Figure 6: Case Study 4 Schematic (Instruction Sequence Tro-
jan).

4.5 Case Study 4: Instruction Sequence Trojan
Our fourth case study extends the previous one by injecting se-
quences of instructions into a target application when a specific Pro-
gram Counter (PC) address is reached in the running code. Figure 6
shows a block diagram of the hardware Trojan circuit. Exemplary
output is given in Appendix A.4. The replacement of instructions
is again realized by a mux inserted between the instruction fetch
and decode pipeline stages of the processor. Once the Trojan is
activated (state machine), the Trojan generates instructions with
combinatorial logic (Trojan memory), as this approach provides
a fast response whenever a new instruction is requested. As our
modification circuit listens to the address lines, the following in-
structions are overridden depending on the requested instruction
address.

As an example, we have created a Trojan that inserts an addi-
tional ciphertext block containing 𝑒𝑛𝑐𝑘𝑇𝑟𝑜 𝑗𝑎𝑛

(𝑘), i.e., similar to the
kleptographic Trojan (see Section 4.3), the original encryption key
is encrypted with the key known to the attacker. The additional
message block is generated and sent when the application code
sets the key. This has the advantage that the secret key is already
in a particular memory location and can easily be loaded as the
plaintext to the AES module together with the static attacker’s key.
Then, the encryption is triggered, and the resulting ciphertext is
sent over UART before the original program execution continues. In
a well-defined communication protocol, this attack can be detected
by the receiving party as an additional garbled message block that
is received. In this case, the key would need to be leaked out differ-
ently, probably not utilizing the UART. However, this is dependant
on the Trojan use case and implementation.

Finding a suitable location in the instruction data flow for Trojan
insertion was complicated by tight timing constraints imposed by
the critical path revealed at the running clock frequency. As a note,
we optimized our Trojan program to consist only of uncompressed
RISC-V instructions, such that the critical path of the instruction
decompressor is minimal. The instruction decompressor, which
handles compressed RISC-V instructions, is located in the same
register stage as the one that our Trojan intercepts.

The Trojan program cannot be served as is to the CPU. It is
required to handle the address logic of the original program, as the
Program Counter (PC) is not affected by our Trojan instructions,
except for jump instructions. Instead, it is operating as if we would
not inject our modification. As RISC-V instructions can be either
2 or 4 bytes long, depending on whether they are compressed,
the PC can be incremented by 2 or 4 depending on the original
instruction at the same address when executing an instruction. This
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variance must be considered in the Trojan program by translating
the addresses, especially in jump targets, and by relocating each
instruction to the address present when the instruction is executed.

Finally, when the Trojan code has finished, it is desired to con-
tinue the original program, so the last Trojan instruction is to jump
back to the initial trigger address. The hardware Trojan’s state
logic disables the Trojan, and the original program continues to
run where it was interrupted.

5 DISCUSSION
This section summarizes the results and challenges of applying our
methodology to the four case studies. We discuss the outcomes,
briefly review the pros and cons of open-source hardware, and
suggest various countermeasures.

5.1 Case Study Results
We successfully implemented our four comprehensive case stud-
ies. For each case study, we created a modification to the original
OpenTitan design to be placed and routed based on the informa-
tion we obtained from the original bitstream. Figure 7 shows the
FPGA device utilization with the OpenTitan design and the over-
laid modifications. The OpenTitan continued to function with these
changes, which performed as expected when triggered by the de-
signed activation events. For testing, we used a Xilinx Artix-7 200T
on a Digilent Nexys Video development board. Our results are re-
producible on any 7-Series FPGA, with minor variations due to
resource availability and routing differences.

We present the relevant statistics of our results in Table 1. The
first case study does not override any signals in the target design.
Thus, the original design always functions the same. The only in-
puts to the tiny logic analyzer are the 64 signals for recording the
traces. The low logic overhead of the first case study results in
low placement and routing times. Automated injection of the logic
analyzer circuit into the OpenTitan takes less than 2 minutes, not
including the time needed for development of the modification
design and for intermediate synthesis processes of Vivado. For
example, once a fixed design like the tiny logic analyzer is imple-
mented, it can be integrated into a random design using automated
methods more quickly than re-synthesizing larger complete FPGA
designs. This fast processing time is advantageous for debugging
arbitrary signals during the design phase. Furthermore, placement
and routing can likely be optimized beyond our unoptimized im-
plementation, which ran on a modern laptop with an Intel Core
i7-8665U processor and 40 GB of Random-Access Memory (RAM).

The second case study requires many input and output signals,
as the 128-bit key and state registers of the AES module must
be intercepted. The numerous input signals increase the number
of nets to be routed, leading to longer routing times and more
than doubling the differing bits between the modified and original
bitstreams compared to the first case study. The automated steps of
the cryptographic implementation Trojan injection take less than 5
minutes.

The third case study requires the fewest signal inputs and outputs
and has the smallest Trojan logic. This results in fewer differing bits
between the bitstreams. The automated steps were executed in 83
seconds. Compared to the half-hour design run of the OpenTitan,

Table 1: Statistics of the implemented case studies. For com-
parison, the full Open Titan base design consists of 51756
LUTs, 22839 FFs, 2401 RAM blocks, 1307 CARRY4, and 1742
MUXFX instances.

CS 1 CS 2 CS 3 CS 4

Signals Sniffed (Inputs) 64 261 27 66
Signals Overridden (Outputs) 0 256 20 38
Net Pins Overridden 0 384 208 399

Additional LUTs 34 257 36 412
LUTs Decomposited 0 0 0 4
Additional FFs 27 1 6 2
Additional BRAMs 1 0 0 0
Additional BSCANs 1 0 0 0
Additional CARRY4s 4 0 0 0
Additional MUXFXs 0 0 0 46

Total Nets 146 519 69 530
Total PIPs 2888 6223 1431 9232
Longest Route in PIPs 73 52 42 51

Bits Modified (0→ 1) 8541 21756 3803 30958
Bits Modified (1→ 0) 0 1845 897 1757

Time 3 Placement 10 s 114 s 10 s 296 s
Time 4 Routing 48 s 101 s 33 s 161 s
Time 5 Merging Bitstreams 50 s 50 s 40 s 45 s
Time Total 108 s 265 s 83 s 502 s

this is a significant improvement over the naive strategy of reverse
engineering the original bitstream, modifying the circuit, and re-
synthesizing the whole design. Larger designs for bigger FPGAs
can take several hours to synthesize, place, and route, but our
technique introduces modifications in a consistently short time,
largely independent of the target design’s size.

The fourth case study requires fewer inputs and outputs than the
second but has larger internal logic due to the fully implemented
combinatorial logic of the replaced instruction sequence. The num-
ber of logic elements relates to the size of the program modification,
resulting in the most changed bits in the bitstream—4 KiB out of
9.3 MiB. Despite the extensive modifications, the runtime is still
below 10 minutes.

Routing complexity can be estimated by the relation between
the total number of PIPs and the number of nets to be routed. A
high difference between overridden net pins and actual overridden
output signals indicates a large fan-out, increasing routing interac-
tions with the original design and utilizing more PIPs. The longest
route should be considered for signal delay, as timing requirements
vary.

5.2 Implementation Challenges
Challenges in implementation arose from various factors. Most
issues related to unexpected behavior after synthesis and injection
into the target bitstream. Insufficient routing capabilities, incorrect
placement constraints, and previously occupied cells or pins were
common problems. In such cases, the OpenTitan would either not
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(a) Extracting Signal Traces (b) Kleptographic Trojan (c) Instruction Replacement Trojan (d) Instruction Sequence Trojan

Figure 7: Device utilization view of the FPGA. The original OpenTitan design is shown in green, while the modified circuit of
each case study is shown in red.

respond to UART commands or enter a fail state when the Tro-
jan was triggered, sometimes outputting an error message or just
halting the CPU. Specific issues during automated routing included:

• Not considering both directions for bidirectional PIPs. Some-
times, such a PIP was occupied in the original design, so the
other direction cannot be used by the modification.
• Some PIPs in CLB interfaces are routed to alternative pins to
improve routing efficiency. However, these alternative pins
may have a secondary connection always routed into the
CLB, which must be considered if specific CLB features are
in use.
• Database mismatches between Vivado and RapidWright
causing unroutable situations or invalid database values.1

The automated tools worked effectively once these issues were
addressed. These problems mainly occurred due to inaccessible
knowledge about and the complexity of the target architecture.
Prior research on bitstream formats and reverse engineering efforts,
such as Project x-Ray [18], proved invaluable in overcoming the
issues. Workarounds included avoiding global Input/Output (I/O)
pins and using completely vacant slices for modifications.

During the modification design phase (Step 2 ), simulating out-
puts on defined input traces, including the circuit trigger, was bene-
ficial. The open-source nature of OpenTitan allowed us to integrate
its functionality into the RTL code for testing before injection. In
scenarios without access to the original design, simulation tools in
reverse engineering toolkits like HAL [11] and Verilator [43] can
help simulate behavior on reverse-engineered netlist parts. Test-
ing small parts of the manipulation in isolation simplified issue
identification.

Signal timing had minimal impact on modification functionality,
as long as signal delay did not exceed the clock tick duration. While
timing validation methods are advisable for larger modifications or
more compact designs, our modifications did not require such mea-
sures. Keeping routing short reduces timing load, and re-ordering
logic cells or rerouting logic layers can resolve timing issues. Alter-
natively, injecting similar manipulations elsewhere can also address
these challenges.

1Specifically, the relation between so-called RouteNodes and their respectiveWires. We
reported these issues to Xilinx to improve future releases of RapidWright.

5.3 Open Source
From an attacker’s perspective, designing hardware Trojans is easier
when the RTL code of the design under attack is available, as with
OpenTitan. While closed sources increase the effort to craft mean-
ingful attacks based solely on the bitstream, they cannot prevent
them entirely. According to Kerkhoff’s principle, a system’s secu-
rity should not rely on keeping its construction secret. Open-source
designs can be reviewed and subsequently hardened by the com-
munity, making attacks more challenging, whereas closed-source
systems may harbor exploitable flaws, benefiting attackers.

5.4 Countermeasures
This section explores countermeasures to safeguard FPGA designs
against undesired bitstream manipulations. Effective solutions of-
ten necessitate comprehensive protection measures or chip-level
modifications, precluding upgrades to enhance security in existing
FPGAs. A layered approach that combines multiple countermea-
sures appears essential for effectively mitigating bitstream manipu-
lation attacks.

Physical Access Protection Protecting the bitstream from phys-
ical extraction and replacement is critical when other technological
protections fail. Preventing access to both Static Random-Access
Memory (SRAM)-based FPGA and persistent memory (e. g., flash)
and securing the data bus between them is essential. Advanced
Hardware Security Modules (HSMs) include features like backup
batteries for data deletion upon intrusion detection, mesh traces for
tamper detection, and novel methods such as radio wave response
verification [44] and physical movement detection [20] to prevent
unauthorized access. However, these methods often come with sig-
nificant implementation overhead, making them less practical for
widespread application.
Bitstream Security Encrypting and authenticating bitstreams is
a standard method to prevent unauthorized reverse engineering and
modifications. Hence, such schemes would directly hinder attacks
like those shown in our work. However, as discussed in Section 2.1,
most bitstream protection schemes are vulnerable to either side-
channel attacks or implementation flaws.
Obfuscation Techniques Obfuscation of bitstream contents adds
a layer of protection against reverse engineering of a design’s netlist.
These techniques often aim to obscure the functional details of
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LUTs [21, 24, 31, 37], making it challenging for attackers to under-
stand the underlying design without first breaking the obfuscation.
While obfuscation increases the complexity for analysts or attack-
ers attempting to interpret the netlist, it does not prevent malicious
manipulations.
Filling FPGA Fabric FPGA designs often do not fully utilize avail-
able fabric resources. By introducing elaborate dummy signals and
populating redundant or unused logic cells throughout the FPGA,
resource saturation can be increased. This countermeasure aims
to thwart methodologies that seek successful placements and rout-
ings for modification circuits, potentially imposing tighter timing
constraints. However, efficiently generating circuits that continue
to function seamlessly remains an ongoing challenge with this
approach.
Self-Tests A common countermeasure is self-testing, either within
the circuit or within the CPU, to test pre-calculated values or control
flows. For example, one countermeasure implemented in OpenTi-
tan is the integration of alert mechanisms into the hardware to
detect abnormal states. Similarly, CPU feature checks implemented
in FPGAs could be performed on the running program, e. g., con-
trol flow checks, and similar measures to protect against running
unauthorized software. However, such alerting mechanisms are
ineffective against internal manipulation attacks, as these attacks
may not trigger alerts or may be defeated by turning them off.
Nevertheless, this countermeasure makes it more difficult for an
attacker, but does not prevent attacks.
Alternative Key Storage and Secure Cores The OpenTitan fea-
tures more secure ways to handle security-critical operations than
executing CPU instructions, namely the key manager and the Open-
Titan Big Number Accelerator (OTBN) core. With these, any key
cannot be leaked over the instruction bus as it is covered in secure
sub-modules of the OpenTitan. However, the respective data lines
handling the key inside these modules might be tapped with a logic
analyzer or tampered with otherwise. Furthermore, it would be
possible to introduce attacks on the instruction bus using securely
implemented algorithms. This attack could, for instance, lead to an
oracle by executing cryptographic operations on the now-secured
key. The challenge to find the right spot by reverse engineering
to introduce the attack remains the same. The AES core Trojan
developed in Section 4.3 does not protect against usage of the key
manager as the key origin is irrelevant for this attack, so it works
the same even when the key is not loaded directly by the user space
program.

6 CONCLUSION
This paper demonstrates the feasibility of inserting sophisticated
hardware Trojans into FPGA bitstreams with minimal reverse en-
gineering efforts. Our automated toolchain efficiently integrates
pre-synthesized circuit modifications into existing designs. The
four successful case studies targeting an OpenTitan FPGA imple-
mentation range from extracting signal traces from an AES core,
over obtaining secret keys over the UART interface, to replacing
secret keys.

Our findings underscore the vulnerability of FPGA designs when
bitstreams are inadequately protected. While our method requires

basic knowledge of the bitstream format, it exposes the potential
for malicious modifications using limited resources.

Future research should further evaluate countermeasures to pro-
tect FPGA designs against unwanted bitstream manipulations dis-
cussed in this work and explore the feasibility of adapting our
approach to ASICs, which requires to perform more elaborated ed-
its, i. e., using a Focused Ion Beam or by directly targeting the chip
design or production files. Continued efforts in standardizing and
securing open-source hardware will be crucial for balancing trans-
parency with robust protection against hardware-level attacks.
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A TEST VECTORS
In this appendix we supply I/O data traces for the original design as well as the Hardware Trojan case studies 2 - 4 that have a different I/O
behavior according to their functionality.

A.1 Unmodified Target Application Output
Key: 𝑘 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F

Input: 𝑚 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Output: 𝑒𝑛𝑐𝑘 (𝑚) C6 A1 3B 37 87 8F 5B 82 6F 4F 81 62 A1 C8 D8 79
𝑒𝑛𝑐𝑘 (𝑚 + 1) 73 46 13 95 95 C0 B4 1E 49 7B BD E3 65 F4 2D 0A
𝑒𝑛𝑐𝑘 (𝑚 + 2) 49 D6 87 53 99 9B A6 8C E3 89 7A 68 60 81 B0 9D
𝑒𝑛𝑐𝑘 (𝑚 + 3) B9 AD 2B 2E 34 6A C2 38 50 5D 36 5E 9C B7 FC 56
. . .

A.2 Output of Case Study 2
Key: 𝑘 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F

Trojan Key: 𝑘Trojan 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

Input: 𝑚 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Output: 𝑒𝑛𝑐𝑘Trojan (𝑘 ) 27 9F B7 4A 75 72 13 5E 8F 9B 8E F6 D1 EE E0 03

𝑒𝑛𝑐𝑘 (𝑚 + 1) 73 46 13 95 95 C0 B4 1E 49 7B BD E3 65 F4 2D 0A
𝑒𝑛𝑐𝑘 (𝑚 + 2) 49 D6 87 53 99 9B A6 8C E3 89 7A 68 60 81 B0 9D
𝑒𝑛𝑐𝑘 (𝑚 + 3) B9 AD 2B 2E 34 6A C2 38 50 5D 36 5E 9C B7 FC 56
. . .

A.3 Output of Case Study 3
Trojan Key: 𝑘Trojan 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

Input: 𝑚 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Output: 𝑒𝑛𝑐𝑘Trojan (𝑚) FD E4 FB AE 4A 09 E0 20 EF F7 22 96 9F 83 83 2B

𝑒𝑛𝑐𝑘Trojan (𝑚 + 1) 84 D4 C9 C0 8B 4F 48 28 61 E3 A9 C6 C3 5B C4 D9

𝑒𝑛𝑐𝑘Trojan (𝑚 + 2) 1D F9 27 37 45 13 BF D4 9F 43 6B D7 3F 32 52 85

. . .

A.4 Output of Case Study 4
Key: 𝑘 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F

Trojan Key: 𝑘Trojan 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

Input: 𝑚 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Output: 𝑒𝑛𝑐𝑘Trojan (𝑘 ) 27 9F B7 4A 75 72 13 5E 8F 9B 8E F6 D1 EE E0 03

𝑒𝑛𝑐𝑘 (𝑚) C6 A1 3B 37 87 8F 5B 82 6F 4F 81 62 A1 C8 D8 79
𝑒𝑛𝑐𝑘 (𝑚 + 1) 73 46 13 95 95 C0 B4 1E 49 7B BD E3 65 F4 2D 0A
𝑒𝑛𝑐𝑘 (𝑚 + 2) 49 D6 87 53 99 9B A6 8C E3 89 7A 68 60 81 B0 9D
. . .
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